;Eﬁ IIL.\ I:Il:l

AT LRI

* IR EEER AL JE AR MEIR, on page 1

o i EE R AL JERR TAE R EE, on page 1
* N EEER A JE AR DU RE AR5, on page 8
o B PR RE MR RIS YERS, on page 10
o I BE R R L JE A, on page 20

* 09 EERR R JE AR D REBEHERR, on page 21

=2 ORI L RS

L

TR S I DB SRR RE ORI S IO 48 G 2 KBSt A, SCREAE H IR s R L N B A E AT T,
Blan Bt VERAMEE KA AL . K2 B A 2 A AR s SOk AT S0 2 i
TEAEAL A, TSRS AN, BRATT T 5 b A R s W A SRR I Si2 I 1o 85 PR 1 I 5 A
SR S, BT el F 25 L

SORME ] 42 R AT AR, e SR 2 A AR 22 I8 S MR ) — B0 o P RE S8 T M A AR
Yo wibmBe, BRI RSB IR & A5 B 51 Sophos Fll McAfee KA RIHT B0 88w X, ffe e A2 4
Mk

ANRRASE S A9 75 SOt AR IS AR T AL 532 BT« W PRI SRR 1) I 5% 4 0 R S8 S 00 R i )
HE X URL, X% H ¢ L URL AVRIA 2L, H S 224 IR 55 TovkUn o o s R el 2% al 43 4
TENZE, JFHER URL BERZ LIRS ARN R 0T . R A JE &5 v LLEES URL, L 4% 24
ARBEAG UL F TR 1) BT REAT T 1K P ol PRl 5 D L2019 (1 Pl v R i 1, o e 4l
IIRATDE

1B A3 iE es TAE[RIE

AXER

 JEIR . HE [ MBS BT, on page 2
* JZZE 5, on page 2



BritiEs |
B e seanesms

o R 2R HIsE 0, on page 3

o ENICHIENFH1E, on page 4

* JEIRHBAT, on page 4

* Hi7E [1] URL, on page 4

* B, on page 5

o MUMFRAL:  HId R EEME K, on page 5
* i #EE K, on page 6

* JW 2], on page 7

FEIR . B E [ FS R
TR IR DA = R0 S 1L S

 JEIR . AR R PEAR AT e R R R A s G . RS, PR SR Sl
BSEFT R RAR BIF EF R ST LU N e 1 s 1 Bk

N

Note y SRJg Jhoich U e JEL AT SR IS A 0 PO IS P VU kg FAT HR AR AIE U2
PEAN R IIE BN TR AR B 1X

* EFEME. WAL UE S S AR RSO W ) URL,  DUEAEWCE N 25 il A ] B 2 4 1Y
w46 22 A REE R AT A RIS AT, AR s R B,
JUZM A REAL BRI WORMI O N, KRR R . A OCEE ) URL B TEI{S
B, WEZHEE M URL, on page 4.

s AR Br T EEARR RIS AT A URL 228t 9 Rt Ao g &3 v] UG SOl A 32 REATE s
IR BT e e ], DU S P R i N . ARG R, WS B SUBTT, on page
5.

B3 5l
R I DE A% Th RE T BT RIS AL IR PRI A Bk, RRPRR P b S i TR L B A&
BB, AR P 2, VER LSRR, I B AL R RIS R 3

BOATEOL T, o B R I DE S AR A 1 ) Sx 1 A% AR A b AR A 350 I RAE BB F 5%
O s S S PES1 4, BR T Bk A 2 b, 3l Xt = 2 W e 314

)

Note 2 ilfpg il A iod JE AR H R i 2 Uy, WIS 190 O 55 B — AN Th e B LU 1 B bl s 1 sl 2 R 22 Tk
il

HXED
* i EEHE K, on page 3



| ®eitiEs
CET T

o IR RV AEAL R AL 95 B WU, on page 3

REER
FEXSHURBEMEACING T B A I e 4% DhRE W] B3R AU G OU S o U RSB R B 25 A P R DL PR 2,
ECIUAT I3 25 K A2 A 1o P 0 8 R EL IR DR A, e R AR Ao e T IR 28 i B AR (A N T
WRR, BT LIS B AT 2Bl B (A 10 7 B A SR AR 250 30, K B 1) T ey OB . TSR A -
BRI LA NI, 06 T3 18 S P s 2 A A ARt AR OC T . A%l N B, OB A DL IR 285 m]
RE4 R At dl, 3 SUNAFREAL B IR 55 -

Mg . EEREEFIENEMBIERSEM
A& AR BB A, SLT B RS AR IR RIS AR A%, Ty LI RS bl N . A
TAHERAEE, XA EE R LT — AN AL :
o W NIIBR R A o
o BAERAG AR (At AT M 48 FIAE e 25 1) BSPE) HTML A 2%
« URL 5 )4 A 87 TP bk ARG 2R ot a2 il MBI 28 22 A IR 45 T 5% T-i% I ik
)78 A5 Bk SR A 8 TR Ml .
* URL #51i URL 445 iR %% .
FITAT 1K S, A5 I S ) e DA A Ay S 3 A A 38 o s T AR A i D 2 Th RE R A ik s R
S5 BRI 22 J 2B AR, DA T B0 R A A B I v BE BT R S R AN A L.
Wi CASE KIMBAFHHA7FE URL, WPKZ MBS I A B R R begss,  DUBf e 1 WA A2 15 J& T /N AR
B R, ARG BN o FRAE B, MREE M SR SR IR AR W N, E RS T £
B EHE ;s B N ARV ) P, B AR TS SRR Y URL, DS N TR 5 1) 20 SR 4%
GAREE, ARERE LR A B DU, A F % M AT R AL S R A

BRlzeggzgdid
ARl AR a0 E 0 (SI0) 22— P2 E B RS, EBaREIME B JETE B MRS AE 445
BT e 2R G, AT A B 5 R B, 40 e o) o7 e (1]
SIO =4

* SenderBase. 5% F a5 IR jl Pt 475 109 20 T s e K4t 12
B RAE L (TOC). — 32220 WA B S RGE 43R IAIRA, 52T SenderBase WAk 1)K
AT AR .
s BIASEH . KA, A B SN SR Ak B A G
SIO 23 LAt 42 R SenderBase 9 2% $i (1L ) SN £ B 5 WAL A, DATRUBIAREUE S0 1 A AE IR R e
TOC K¢ H el I A AT AR A I U R PT RE AR HE AL o WISAF 94 5 3 ST FA) i 0 ) 8 R
W, IR I E AR A NSRRI, DL M A b 5 DX A s A
A IRATR TR KGR, ST SenderBase P :
http://www.senderbase.org/

SIO Al S A 2 i (R A 23 U A1, LR P02 44 f AT R R AP AT A 2k



BritiEs |

B rxasmEmse

http://tools.cisco.com/security/center/home.x

ETxXHENFmTIZE

R 1R R 14

E7E [ URL

P B Aok DB b RERPBIRS ()1 Bt 3G N 51 28 (CASE) $2 S RF . CASE FRA X IS4 g By () S s
ST, E BRI B SRR 100,000 22 B N E .

XTI R, CASE W MTHBPE N A B N SOREEH,  DUSEHERA A E T RE MY B 15 RO Ak A 4% o
CASE R LSS £ G MR STO A1 (1S I A A RN P ) DA sl S 0 IO P — P BB 531 o

LRI EE Y, CASE AT HEAF B URL, 4R &I — e Z 4> URL, W EH] SIO HR R HL
SO DP-Al P F) P 25531 o

ARG AT B3], CASE K45 iR B IBAF IR TR 20, AR R A . EAh, CASEIE ] e FofT
FhIEIRE, JXRERIATAR YRR B SO F S HT AR F B VAL IR o BP0 ey , B T4 1
TR o

MBS AT IS PE IR, CASE Mot AT HEHr 4.t CASE 78 5041 o i i Bl 2 4 3
Mt B, AT DAEBRE IR 2

5% CASE M5 B, &SI BB b S b MEk o

MR S B AP JAT ol B A N2 1 A A S RO RO, T B Ik i 5 1K) I 22 RS ) B 7 ) 32 B ik
(KIfBe FESLBN TR A, B RE T LLas R, ORI sl ] DA 228 8 R P O SR P 1R B0 A5
Kho TR PEAR IR AE B E N B A BE S AT BERBAE, W] RS P AR 4, I RN AR A
V2 S AR I ] ) 2 AR A

FEIRTE RIS 5t A R T S ISP e 2, L 0 ST 100 A A R DR ) 875 9 753 28 42 U W] IS P B
P IR B T

ANRRASE L AR5 75 P L 5 i 1) R M st i URL P R R0 B2k, DURSHRLIRE 9 2% 22 42 iR S5 A s
I URL 26 R IR 55 76 TR JECE AT S (0 Rt P IPRRRE R 4 20 4o 3 o 80 0 55 55 5 BN 1) 1R
() URL (IHEFE, CASE AMUAHLLFE TR A SIO ) kA FBr PEAL IR 2, iy LA SRR
] LAAERE 25 DX OR B AL O IR IR ), LR 1) I i ke sl X 2% 2 A g 5 B8 B

A IR AL U8 s e O AT BE S AR AE R, TS P BhASKE S, on page 9.

4 CASE {EME SO JEARH BT R TIN, B T AR R SE A LS, i S Rl IESCH ¥ URL.
CASE A B At 18 H AR P Al P2 75 8 T i, S5 A AEDP A2 3 4 (R U 03« MR
RO, AL SR L LU FORGR RN EEE P URL (45 %84T 5K URL BR4H)

R N SE 1) 2 JERE R 2 22 4 AQRE, JFSERMEPEALIL, DMETOC VRSN T i i BLAE SE R A P I A
o ARGATRAFALMIN URL LIS S, 120 URL B MZEA T, on page 17,


b_ESA_Admin_Guide_16-0_chapter19.pdf#nameddest=unique_691

| ®eitiEs
ez [

FEMBAE P STAT FEARIRMEAT s 2R G0Rs 8 1 KR 9 2% 22 4 A PR RS 1) WAL R A ) DA PR AR A 223K
Kot RS AMBAEE, R M iEEAT, e s s, o p s e A
R IR SEAR DT 2 A S [ TR SR TAZ N = R E) SN

R N pesg s WL URL,  JEURE) 56 22 4 AR BRKE R FH P 1K) Web 30 N0 28 th \os FR i, 24
ZH PRI N R B R 8 S R W AT LG 2 BRI S (Ignore this
warning) k&5 il Pk, R L siaR B (Exit) & T 32 400 P AR g

Figure 1: BRl R £ B BIEE S (proxy_splash_screen)

The requested web page may be dangerous

Cigco Email and Web Security protects your organization's network from malicious software. Malware is designed to
lnok like a legitimate email or website which accesses your computer, hides itself in your system, and damages files
Your ermnail administrator has configured this prevention system to ensure against such damage

[ Exit |
Fy7 o) AR Mg 2e a0, Heeld mEEMRE S URL. id A Web oW as 8t N URL, TGyl
ZACHE,
A\

Note facny L 152 UL Shimi i (K AN, JF SR EHTEALGUN MR, Bl A Bds . BRRERS. 1520
B S 25 Tl vl )N 2 (R %

2

Ti

=

FORE AT A (T AT URL B ) 2R 2% 22 AR S5, 1 Z B8] B € SUA SR BE LU,
SR B URL HE5E [ 2 SERE M 2% 22 QR IC Bl

& e BB 4

R L8 B Th A AT LS SS9 R P IS IR A 1 50, AMWAE TS URL, IS AT $Eom FH P i 44 & mr
SIS BRRILIESS TR LME U Sk, AR ] DAZE MR A 1E SC 5 A o T B4 P 25 0 e 513 A B
HETEAME R, WEZS I IEE M, on page 16,

Tk “HBESENS 7 (Mail Policies) > “ CANHE Y ” (Text Resources) U IHI ¥ 9 57 75 BHASAR ,  ml 6 222 g Jily
TR HRVEAE R, TES R SO B IA

MM pyRE. BENFRSEA
PRI ISR PSR WS E IRV, R B8 D AP

JIUE =7 POy 7S TN Al 5 & S el 10)/19)7) Yol B PR VLS USRI <5 o S SRS i R 22 Y S U2
JUPRRAR XS T R DA AT L, T AN B A e i o R RITERS ) i 6 2 10 S 1 R SFC A o 2 114 S A


b_ESA_Admin_Guide_16-0_chapter21.pdf#nameddest=unique_718
b_ESA_Admin_Guide_16-0_chapter19.pdf#nameddest=unique_535
b_ESA_Admin_Guide_16-0_chapter19.pdf#nameddest=unique_535
b_ESA_Admin_Guide_16-0_chapter28.pdf#nameddest=unique_771

| TR

=X gL

& iz AL

BritiEs |

AR EHR

* J& VAL, on page 6
* I, on page 6

HR R U R A R Ly (TOC) AR, BT v JRE 22 e R R B L K — 2y, T E I F
HAR, A SO B FUUAE ] SenderBase 254l (SR St S48 ) A A2 4
RS (BIUBAFE SO SO A FROCHE 5 BB 25 5 | S BOFT ) SEmf YU MBI A . Rt
I RER I & —ANME— ID, JHRAE GUI F &AM E S FHFUN (g R B B ix ) .

SRJE, LK B 42BR SenderBase W 2% 1) SE I Hdfs 5 B EHE,  DLPURNIE SN B R AEIR I 75 . TOC mf
A I AT B R R BB 0 o B2 AT 0 R RIS (AEF SR Z 1A%k
i AEFfERD , b2 g vl Gett (R RN W AR JLT V2 35 B AT AT Ho At 9 S5 41D
(5 KVEANME S, S B, on page 7) o UM H TOC 1 g H A0 & A o

HR R R L I (8 2o R IR A 5

o SCPFSRAY. SCPFSRAURUR /N SO SRRSO 44 R B 4
o SCARAL SRR RS RS

o UL R

* Mg URL

* X4 R Sophos IDE

FE A FUU A CASE WI— 2T, wlRS B LEACIRAE s 1k B C A 2 A S A A S Pl TS
FEAF SRR GERHAE N AR A0 BB IR 0 E W WP B . B I A U 5 BB A DR DT
TSR AT S B AR UAR AN TS, A ORAA LA R A IS o B AR AR D7 M]3 L B A
RS A ARG HEGENAN C-ERAD “UREAT7  EARMEREA BT, SR (E4 Rkl b
TERCGERERI S0 o BEAN, BTG AU AT 545 i 7 S -3 e A 85 A TR A Al A, i 1) 2 7 S A1 S
INIFSTAR

TR L, TR DRSS I A2 U 20 g gon 45— AR PR AR SR,
I SCE RN SO, SCfR4a BRI 25 i, s R} SIO KI5 .exe BRI AT BEME
PR, IR/ 143KB,  HOCHRZ P A RER e S 7 (Bl “hello” )« TJ&, RS
FAT T RSN, 3 i 5 e A A E DL R S R B 23] o BRINKE DL, ST R SCRERG 5 20 Bl
R — YR R A B AR BIE NN, JFHEAT T8 (S B R AL g 43 M, on page 14) . H
g U BT AR R AR /N o AEMISPE R 5 b, B R 2 m BRI X B AR 2 SR A £ Ja
DR ) AT R I B B L, WPRR IR AR B AR B X b, I T DA EAE SN O
PEETEE,  FE ATBE M AE P A DL AR AT URL BAE BT 1 SCTREASAS N % o




| ®eitiEs

BB 2R Al

s ]
R IR RGO TR R YIBEATE T 50 2l S
KA | X ax
0 o BT AR ART IS B XS o
1 ik HIS - A Jl P PR XU 5
2 i/ IS AP A Jl P T DRI R AR 28 P 25 o 3t “RTRE” gl
3 th HIS A a8 TN RO AR A, B P ) s i ) XS 4 45 31 K
4 [ M A A T AR R A, sl A Al S
5 e HIS A P 25 A DR T AR RS . R RS RIAR FL A& 6 PR R A

A RB BN AE S I PEA(E R, 652 B R A L v 2 MU, on page 13.

HXER
o T EE R 2 DX B 2l R AL 1) i 3 )L, on page 7
o Bdms CRPET O “IRZE” BN, on page 7

RERE X BN HER S RN

oo

'/e\.

o

a5

113 #%E ”»

T 3ok o 2 DX o A, A B 3 R DU K B/ B 2 rT BE B AR B . B EERMIE (18%2) FoR
RO sy, Kb 2 MR A, 180 s (485D, BURMEEIE, H AR A KT RE 2%
RPHEAT: o

W] —BEREIE H T de ek, WIEH TARm R b, (H0nT LAk 98 55 Booh AL At s £ 72 AN 7] 1 g 25
XA . A RPEGNME R, TE 214 5) 0% 25, on page 9.

ARBEBUE I ERINE 3.

7 “gaee” g
PR AT A AR ST IR S 46 (zip) AFRSSCAF . TOC AT LUK A A BRAF RS SCAF s s SO R o
B, 2R TOC i A REHR A&7 exe SUPRIN zip SCIE, WS BATHRE SE A, iy L
zZip SCPF N exe SCAFI) BN 53) (ziplexe]), (HANG A zip SCHEA L& AT AR SCAESRRL (B axt
SO BB IO o 5 RN (Zip[*]) W i X A A SO P B B A SO A AR LA
H“R2” (Always) SUNDRTHSLIBOE R0, 1 AN R 2 I SCPER A . 2R DA BT I
A AAT LR, SIO W4 R AT — TR AR .

Table 1: [21;R A1 M FA B AR 31145 5

BE AN BAER |
zip(exe) 4 PR zip ST exe SCIFBCE U 4.




BritiEs |

B szrsrsvenTiEs:

P

GINESE

2% BV

i

S

BERN | BREFR | A

zip(doc) 0 BERRNIARE Dy zip SCHFAR ) . doe STIF BB U253 0.

zip(*) 2 SERAE K BT zip SCPFBEE SO0 2, A5 ISP A& SO,

W IE RS T RE R TAFJRIE

M#H%Tiﬂ%#ﬁ PR L — RPPP R, B “HBPHEIE”  CHRIEEERTEAE R,
S0 T ARESPEIE ) o A RIS NS S T SRR A A R 4, DA e
BL% R PERT Hiﬁ@ﬁﬁm BAgTE UL, AR A L UE S D REAN S AN B A A

FOMIRER IR, DR OA AR G ORI 5 ) S B SR MR A F AT BE LR, eI L s IS - I -
WV B 5t DRI, HIRIA B A DR D RE TR M Cfebmic o o bR M AR B o TAERD, AR
%Eﬁ%nﬁ%#ﬁ%ﬂfaix,Mﬁ%[ﬂﬁ&mQ%EEﬁHﬁﬁfa@ﬁ o 9 O 2 S
PRI, AT RE 2 P OCR SObR I O B MR A s 5 75

\}

Note [kl 8 2 sl | 8 e 25 FH TP kol e 1 3 IS AR R T 0 S A OIS 1, A3 B2 s R D 21

X ERD
* HEPF43 73, on page 8
* Zl)A5B% 2, on page 9

WAL B B B BRI R IR BT I B RS, AR AR 70 2 B8R I MR AL A R JC R Rl i By
XSS B R L E RS T e R FE KME I FTAE . CASE WA FH R AT K458 R A 1 38 N R4 A N
WA, FE AR GESRMNAZER. B@E N R R, on page 5) o MRS 5 a2
AHXT I o CASE FR4F B VT EC AR CUrdr ) 43 BCAH N A B B3 o 40 S SRR i 28 g
AR ATART R ESASUCEL ) 5 W) Ky HB A 43 B S 31 0

— BSOS, WSRO A B A P BV B A 5 O L B 2 S B AR, R
HEPF L URL. W B O T B, R AR SEALIL AR A U AR T 2P AT A B

UEAh, CASE 456 HE S50 H N ZE 5 P4l i b S5 R, AR 2 IS TR S50 T S Bl o XA mT R £
SULE B 5 X P R B SR £ ) 5 o R I A — BT R A, 1T AN P A RS PRI HIR A2 22 3ok B S J B VPN S 4
%ﬁ@%go

W —EHR R MBAAT 2 AMF5 - — MF 0K F L IEN RO CER 22 AN 138 R0 3E FH BN ) d5e v 73

I Aﬁ%kﬁ%kﬂw(iﬁ%A%kMWﬁ%ﬁmE*%%),W@ﬁ WRE SRR

B E BN -

A DM e A B AR TR, AR OGRS HI B 2 . W22 A2 IR G5 K 58 5 e AR A A
J8 BT DS T AR e B, WERBAT MR R 5C B IR 44, 0w B P B =


b_ESA_Admin_Guide_16-0_chapter4.pdf#nameddest=unique_50

| ®eitiEs
ks I

PN (KSR, JFT BB T BB A R A 28 X 8 3 B o A0 25 A o 0 2 i A J T B
EEEE PRSI

* AZEER] A IR R

o KRR A KAL) A s 2 R

o TSRO P AR BRI TR R3], WS AT
R RGN R CRI/ALT) T RE S PIBAT RIIRAT .

\)

Note i3 il o M AL DE AR D REA R AT B UMD, 7 EEAE A 0 OG- A JR I D I B 3 41 4

gl_
c,»

~
i
T

Ha AL A D R IR A B 125 DX ORI P 7 S 1 DX, L 38 WIS A B DA A B BT 22 A A i oy
M Jaake CAORVEANME B, TS D a5 A 2R i J AR &A1, on page 100 O AT 2 A5 50
JBUAT 1 o 12 DX PP R S S o N BOBT NS, RGO AR YE CASE TH A HER FOB A f Il b, 500y
AR R B D A IS o QERIEE BPH BT (U AR PR s DCOR B B, W2 B S T iz s
(AN e R R I BEED 5 iR AT RE Ml > FCAE R 25 DR AE SR IR 1) Q0 RAE JERT OP Al B 1
IS AH R A A, 2 B Sl ER 4

TR, OFTROB R RERE A T TN, AN DT R N 1 DX 18 Sl AT A DA i 2t 25 i I PO B B
MNP RE S IHPI B RERE 4, T REAN T (HIBPRANS T B 28 5 1 5 SR M #08AT, B
AR RN A PR B 20 59 TS A1 T B 2 ) R K 45 7

IEAt, 1E CASE UL R B IR 5, o BB B IX JEUAT IR Ao CASE HR AR ST (4 Bl 450 v
SEOR P UIBR o 48T DAk 95 783 1 A AN AR R U g SOMOZ ) S AR B IS ). 2 2R CASE iR £ B I
[F1 e oL 2 P SR 2R ) e A DR B IS IRD IS AP I SRl A i O B IS TRD R S T8 T S o 9 2 I PR BRI B
KRBT IR 1 R AR 73 Ul I BR KR B IR 4 /N o 8 mT LT3 MR 25 DX T8 T B AT o
JiAh, IR X O A EZMHE A OXAAEOARC “HH” ), RSS2 BAT . R
AR S X R R IAE 100%,  HATBTMEHA BB X, Aok Bui . s, R LU s
NPy T8A T A«

o R DU R 2 R A ORISR T IR A 56D

o ORI BRI ORI PBAT Bl D
— HR R RE B X A AR T 100%, W b3 H ST o A ST ey A BERE 25 X i H ) PRAnAE B, 152
HHIS - 2 9 25 X ) D% B I ) R0 1 50 Ak L 5 20 IS A2 P BR A 154 o
T SR A ISP SR FE P T I R S SR IS 1, DM 5 | e ol DA AR A e 128 DX JCA T 14 B 2 B 4
Fio A R PEELAE R b A LA T O SRR, D SR S VB AT AT (AL A AT REFE K
W 08 B X B SRR B X R ) o ORISR, VS DB A B 2 D E R BE R A Y X
on page 18,
Pl SR, FEMSF A A IR N, e SR L AT R R 2 K - — IO T A B R T
BE, & AR IR 5 DXORE TN o A SR I (AR A R 2 Wi R AR A 8 8 X TRAT IR D )4


b_ESA_Admin_Guide_16-0_chapter38.pdf#nameddest=unique_781
b_ESA_Admin_Guide_16-0_chapter38.pdf#nameddest=unique_782

B rsassammaanss

BritiEs |

SEARTT, WUANS FHRFR B IBIE . SRR, A JEAS Dh BEAN 20T MR fe 2 A o M A
JELR D RERE R B I LE (LUERE— DA |, sl eRs 2 b i~ — AN DR

AR ER

o TR B A A A JE AR & AT, on page 10

R R AL v EIHAFMN & %

FEIVTEE A A i RIS IR B, AR ST S (R KRR B IR o B BB (5 B AR A ]
FEs - AT IR i, AT A 70 B B A IR E S RATHT RIS s AN PR3N 1 A
T 2 S 1) IS4 MR S X PR T  CRATHT I, S BEPr i A B B DX P IR )

Table 2: % 35 1% & 5 fiv J&| A B U ) 7~ 451

A 8] FIE i) #0035 AR B®RAE
T=0 HAE AR (3 | #R 4 100,000 22 AN B4 JE 5 51 | dn SR 15 3% N R DT AL,
Tl | NEE, ZHrlsfE N ZR . 5 | ) A ShRE S iRk
45K
T=5 R I b 2 zip (exe) SCHFRIMBAE | bR 25 )8 T2 .exe [ .zip FIJT
H
T=10 434 e yas Wl R E I zip (exe) SCAEEIE | 0 AR S AH L5 11 zip (exe)
50 KB [HE44: ST 50KB, AR B IX
AT
T=20 434 R R W B zip (exe) SCAFA T 50 3 55 | AFFA I A E AR B4 A
KB 2 [f B4 d I 8 DX A T
“Price” HMBALE
T=12 /N R o} HE B 25 44 41 4 ol HE 5 ) B8 7525 42 F 14
7 4% (R B A

EERERATIER

o BIEE P A (GUI), EEESR A “ 2 k55” (Security Services), #RJG il “Wdiig kit
JE2S” (Outbreak Filters).




| metes

Figure 2: IS 1R & T EREET

mEgstEseneE [

Outbreak Filters

Dutbreak Filters Overview

Glabal Status: | Enabled
Adaptwe Rules: | Enabled
Mazimurn Message Size to Scan: | 512K

Receive Emailed Alerts: | No

Edit Global Settings...

Rule Type
CASE Core Files
CASE Utilities

Wirus Outbreak Rules

Outbreak Filter Rules
Rule Updates

Outbreak Filter Rules (hngher number mdncates greater risk. 1= lowest threat, 5= highest threat)

Rules last updated: Wed May 25 22:36:12 2011

Last Update Current Version
YNEVEr Updated 1 3.1.0-012

Mever Updated 3.1.0-012
| Mever Updated | 20050718_000000

OUTBREAK_D003427 VWV\|E are seeing unusual volume far file extension(s) pif. We are raising the Threat Level to 3. We

| we are seeing unusual volume for file extension(s) exe. We are raising the Threat Level to 3.

OUTBREAK_0003428 We wil...

| We are seeing unusual volume for file extension(s) zip(exs), zipie(exe], We are raising the

OUTBREAK_0003429 | Threat L...

OUTBREAK (003430 X\;EV:FE seeing suspicious url{s) propagating through multiple sources, We are raising the Threat

We are sesing suspicious url(s) propagsting through multiple sources. Ws are raising the Threat

OUTBREAK_0003431 Leve...

Update Rules Now Clear Current Rules

P TERR L IERS” (Outbreak Filters) I 5 7n P BE S I 15 15 A2 A I s M V00 R 224 i s 4 1 1ok i 2%

MWmFIE it .

fE L, R RR AL PR . BN, JF HACRHBAE RN BB 512k, B BUX Lk

', iinimEERRE

(Edit Global Settings) {1 <48 4 )R BEE TR 5 B, 12 PRC B AL

JEAR AR IE, on page 11.
“RRRIR AL IR (Outbreak Filter Rules) #4341 H & A2l 4F - G5 |2 DA RN A & ) B i

SHREE ] H TR RRCAS,
EEP R Yw s WU IRESAE NS

AR ER

DA 4 T (1805 4 A ok g8 R D) A sl 25 9113
s AEZ 0 EERE R I IEAR R, on page 13.

o P E R R JE AR 4% SR T L, on page 11

o AR AL YE L,

on page 13

o JR R I IESS DI REFI M LE 5, on page 14
o PRI g A D BE AN EE R BB 151X, on page 18

BEERATRERERE
Procedure

BB KRS T RERS (Securi

ity Services) > 1# & i3 E 28 (Outbreak Filters).

$1B2 filidmiEL /HILE (Edit Global Settings).
T3 M EMER, PATLU N ERAE:




BritiEs |
B =rmsrsme

o 2R R RO ERS

o Jet PO S R T 4

o VOB BRGSO R RN GEVE RS LU B A KN
o Jo R R I P8 AR
o JE T P840 EER R 2 15 Web T Bl FRER o

TR 4 SEAIFHA .

What to do next

gt w] LB outbreakeonfig CLI #r 2 KK H (12 (i&H T-Cisco Secure Email Gateway (')
AsyncOS 1] CLI ZH%¥8m) ) o i EMUE, WA HHIA B .

)

Note  JEy)ififi H Web Ftifiiji FH URL 1 H &idsk. F7 2 CLI B H URL HAEsk Ui, 5S35 E H
URL H&id 581 URL HEPFERERTELH{E B | on page 13

X Em
o Ji A BB RS Th B, on page 12
* JHH BIENFLN, on page 13
o Je BRI BB 2% (K24, on page 13
* Ji ] URL H &M URL BRAFERESELN(E S | on page 13

ERB R ERT&E

S R A TR RGeS DI fe, ik “BRAGLERR 2JR I E " (Outbreak Filters Global Settlngs) I
“RA IR IERS” (Enable Outbreak Filters) 5531 (2 WEHE, SR )5 A R3S (Submit). #0251 46 1A
RO YE VAT P

—BHAREH, ATV REANME ARSI A HEPESEng CRUFRER SR ) e FH sl Ak AT R I vk s
Uifit. AREZAER, WS AL I8 D) RERIR {50, on page 14,

PR YE SR T BE A HING 5 E & N A9 5 1 88 (CASE) eI 23 gy, AN B8 15 Jet 1 S B s 41 4 5
H SRR T By, WA S AR NS W4 5% 4 Ja) IR S s SR AP B %m?ﬂmo

\}

Note fyi A4 iR A8 R BB IIE M VFA] GES P 4. 24 , WIAE “ 22 Mi4s” (Security
Services) > “#E AL YERS” (Outbreak Filters) W [fi 5B (Enable), #X )5 i A w4 nl .
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praazan [

ERB&ER RN

T N S FEAE R R A A @SRRI o R A2 P 28 O 198 3 2 44 By SR A1 4% A1
AN, A — R BOREIE GO/ INGED SR IR TR A T etk o 2200 ] FE D4,
TR R AR E R4 RIS (Outbreak Filters Global Settings) Ui “ i3 H H & N U~ (Enable
Adaptive Rules) 55 IR IEHE, R J5 AiTi#2 3 (Submit).

ERB A ERER

EHARIL A IR ORE, USRI SRR DR . 3 AR i B AR 8 IR, U2
LR 5 | B OB AT O R ERR IR . I “ RS (System Administration) JEIR )
7 (Alerts) UL, 485 KL LAAC & B hl . A5 0l B R AL JE 2 AR K PEA 5 S, TE 21
At . SNMP [EBHFAITEE A&k € #%, on page 21.

/2 A URL H3&E12 3% %0 URL B4R ER AR5 2

BRAEOL R, KA IEIC S 5 URLARRIM H &, I8 BRI ERER VRN B won b B JErP el
LUR AR H &

* A5 URL 28 IJUJE%%ILEHEEGEH URL #2551
o B URL {52 e 28 VLB F4T47] URL HI{5 261545
o SRR L PE AR S WA AT URL

ﬁ}j’}ﬂﬁik‘%'ﬁ:m H TL;ZF:<L, lﬁf CLI ':F"Tfﬂa websecurityadvancedconfig HD ? ’ 32%?%_% Web ﬁ
b %= 2 AR5 (Security Services) > URL 133 (URL Filtering) i .

HEXEM
o PR JE AR RN, on page 13

mE R OIS AN

HE I £ RO AR 2 A TARAZ B Rt AT, BB I OCRERE 5 20 BleRE A A OB BB AN, IFHEAT B 2.
SRR B T LU . AR e, 5 WG B R 55 4% B DA SO HORT R

HXED
o ERREE L JEAR ), on page 13

BERBEA T IER AN
ARG 3 R BRI IE RN, 7 LA E AN AT A L

(I, DRI A IS 0 5% — BUINF 8] i fy 8 s DRI DG i 0 i SR B Ml 55 2 SREBCHT U, PTRE 2
ASHWGEAT R4 R IS LRI 253 B A S 2R A 7 8 3 P v 8 SEOBT A/ AN A RIS o 3K
I, 8 RT BE Ay BN P B LA K AL R S

A LAt S BN E T AL (Update Rules Now),  MEVESEHT IR 55 4 T80 BB A AR N«
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\)

Note ~7RNEEFMN (Update Rules Now) FHILANZ: “ Rl WS99 5C L B BRAT (K0 R, U B e ol
BRI o FERER SEHTIR A5 s LB AT RIS, i AN, SRR SR AN S TR B AT
RN o

X ERM
o BRI AL JESS LI, on page 14

i oy Fbl

BOAEOUT WM OCRERG 5 A Bh 22 N — OB R A AR R . It “ 24 ilkgs” (Security
Services) > “JRZ5 W ” (Service Updates) GUIfT, nJSKUbIRIBG . A OCTEAIE S, IEZ 0 s 58

1R % 3L iR = T RE AN IR 4 SR g

FR R I RS hREAL & AT AR IS AF SR AT IR B . FEMBAR I b, AT e AN WA SR ek Js FH 2
PRI UELAR T RE . AR MO LE SR, nIRRR s SO e 4 A e T AT B R I JEAS DU RRAL B . b Tl fg
] LUl I policyconfig CLI #r 2K 3KHL (52 (i T-Cisco Secure Email Gateway/[f] AsyncOS [
CLI ZH% 15/ ) -

\ )

Note i ol Jit il I 2 Th R F B Al 2 U, 5B 190 5 1 At PR S 3 s A sl 8 e 2 U1 4

TG URY 58 BB SR (3 R I JE AR D RE B A, 1 ol B RS “ BRI YRS (Outbreak Filters) 41
R
B HIAN 58 SCRE € M3 s (AR Ak JE AR Th e, ISIE B RBRA IR (AENI®RE) (Enable
Outbreak Filtering (Customize Settings)).
AT LA BB S T DA B A AR B
o B8 B X 4 )
o 08 B X g A B I [
o SLEIARIR AT EE UM AE, T AR S I 21 b 251X
© GUATHISCIH 44 2R
o HEPHE B (e
o T B E OCATIE RIS pE4 A2 A 23 A5 3k, 0 Sthreat_verdict. Sthreat_category.
$threat_type. S$threat description £ $threat levels,
o ALHE AT AR 2k
* X-IronPort-Outbreak-Status
* X-IronPort-Outbreak-Description

o WA AL 2 A4 H H AR, (5 R4 9 SR B AT e e 25 25
s URL&EEG
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* B ST W]

RRBABRASE (GREIAMMESERRIEE) (EnableOutbreak Filtering[Inherit Default mail policy
settings]), il 48 A BRI A SREms e SCHIMR AL DR AR BB o L SR BRI A Skemss 0t AR A i I 48 DR
DI A LAt S A2 S s oA P A [R) ) e A g s i, R kAT B e X

BATHE U, TERIAEK

AR ER

o VR B X 22 B, on page 15
o [ X S K AR BE 1), on page 15
o B AT RE 44 2R AL, on page 15
* HEPFE L, on page 16

WERE XA HE
T A P TR SO 85 D R B . B8 D A R WS IO s T 7
Ko WM . SR B B 3.
AXLEAER, 50 BRI X A 045 3 51, on page 7.

be & X s K AR BB Bt (8]
i 72 M B A o R o 2 DX T g B IR o K T BB 5995 753 PR 1 S A2 R T 5 D 48 4 0 BT R R
PSR AR B B LE, AT CAFE 2 AN R AR B I ). 6 TR 2 g, 2 b A& X R 4 i SIS H R
HnBIFRE X (Deliver messageswithout adding them to quarantine) 5 HE A] 37 RIAE LB, 1 AVK
IR | R R

)

Note il 0y siemg i ] “MPHE T (Message Modification), 75 I JG ik b 85 4190 2 g o

CASE VAL [i1 B8 F 5 P W 202 01 I 8 5 o 5 X Ok Bt JUT PR o 2 CASE SESUIRIN T A, RSP I o
FER B HEE,  BRAREESC N RDES H b 2 DI b 7R ) o 1 O B I 1]

SO RARE
{65 T MBSO DASEATHE SO AR CASE SESEMBIRIG BRI, R ST HSCHEy e s A
U A o A B AL

BEATHEA P R4, Ead “SATHHFFR” (Bypass Attachment Scanning), JEFFEEE AN S
&4, SRJG ARG R (Add Extension). AsyncOS £ “ZEATINSCAHY €44 (File Extensions to
Bypass) 513 Won g 4 KA

BENGAT Y SR LA HNR MR AT 44, 1R “SATI XY 447 (File Extensions to Bypass) 4
Ferb SO e 4 55300 1 17 SO BT b
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B saxcurme ssxuxn

AR EHR
© GRS REA . AR SCIEERIY, on page 16

JIHT RA: B/ XHLR

ST A, ARG A AESAT I A AN, R SAT R AR SR AR OGS (Bl zip
AR doe SCAF) o N, AnSKE doc IR MBI GAT YT R4 AR, WSS T doe S, BIAE
EAHERSR ST IRABISE

LY

T SRAR B ISP 190 A1 10 2 404 £ i o R A W sl B S A B B U, TR ] “HIBPHE TS (Message
Modification),

R B A 1) B 2801, AsyncOS ] LIME U AE LU S A7 URL, A1y 38 e SR 45 22 4 A B o |7
W N CAn SR AT 228 T TR R B R ) o S8k, HBPER G T LAAE MR A s in e i A 1), DA
7 P IS A 2 T 58 o R

SRR A R U, 5 2R BB

HXER
o MREFE UZUY 5524, on page 16
* B4 32 /81, on page 16
o BRARLIE AR5 Sk, on page 17
o £ H HARHELE AL, on page 17
* URL 5 HIZEATEL, on page 17
* BT A W], on page 18

R IE C B A 5 2R
MBIV IR R A B SUBP ZO BU AR . BE i B 7 RS CASE &[98 B 258 il oo
By, FoRBBSIIRITERZ ey ok, Fon BB Ul . AR BUE FHBOAE 3.
MR 4 £ R

XA B S SO I AR 25 UM IR A, W DA 3L 3 UG Sk SOAs, DUMEE A oA TR IMRY
XPHBEEATAE S A8 RS SR ES 0 b B g OCAR A IEAS R &, lN: sthreat verdict,
Sthreat category. $threat type. Sthreat description M $threat level, EJZ%%%‘E‘J?HQO ﬁﬁ‘ﬁ—j

N, AT E (Insert Variables) Jf AR AR k.

“HBAEIE B (Message Subject) 7Bt AN S ZIE M . FEICFBIP NI SCA G Cn 2R ATED) 5%
AU CAn 25 ) s in sk, wl 2 Baas I i SCAR S B AF B Jsl s E . i don, @i SREEmin, nIfeEds
MSCAS (Mop1FIED FOR PROTECTION] o M EJLANZEHE .

)

Note {4} 8” (Message Subject) 7B %52 US-ASCII F-47.
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BASIRSRAHE

mewrsmess W

AL 1] B AR O AT BRI A 3k«

sk s o TR
X-lronPort- | x-IronPort-Outbreak-Status: | X-IronPort-Outbreak- o XF AT A M4 B H (Enable for all
Outbreak- $threat verdict, level |Status: Yes, level Inessages)
Status $tireatilevel, 4, Phish - Password o CH AR R R R (Enable
threat_category - only for non-viral outbreak)
Sthreat type .
« 25 ] (Disable)
X-lronPort- |x-IronPort-Outbreak- X-IronPort-Outbreak- - BH
Outbreak- Description: Description: It may . tiﬁﬁ
L N
Description | sthreat description trick victims into
submitting their
username and
password on a fake
website.

)

Note fi SRRt ik w5 Skt DM, 0 2504 J ik 4 A 3 Py S AP 4 o 80 S O ol e TG 4% I
PRUBLE L AR5 50X (5 Sk UL E (1 A Al s 4 e A T
# A B R EH

URL EEFISITIE

U SR BT A L U A AL R A ST N R DERR K, AU A A I DR ARG E N R AL PR
(IR PE A IR MR A o XAy, FEACBRASIE G HEAT WAL B 28434, AR)5 A AT A Dk A
SR

7r % B B FRERE 41 (Alternate Destination Mail Host) FEtHf, i N2 R 2E A B AGIR 4 CLABEE—
A (R RS TP Hiht (IPv4 5% IPv6) Y FQDN.

L SR (U 2R B I B OB, TR A L D8 28 Th BERE J S B A BT URL,  DAREAEH]
i He F AT URL IR A AT T F R 1) 2SR R 46 22 QBRI R B 00T . AT SRPEANE S, TS HE
7] URL, on page 4. ) WISRHICE (18U 20 B L b i B L, e &8 Ib 2 B i B o W SR IEAE R AR/
B AR R, B RS 22 Lk TOC A7 I 8] 23 A7 7 RE AL M A (RIS AP B A i w5 P o, A
SE W AR TR . CASE AL H] STO AR (1 BB AR A LU B F 1R M1, DARAE e 15 TR A
FEOR B FR B, I X K AR 5 X T8 AT A1

AsyncOS G {5 Fh ) BT URL, 18 MZ847451%) URL FR4h.
BIES URL, A H LA R IEI0:

s SARZRBERER A (Enable only for unsigned messages). i L 1F AsyncOS 5 AR 254
A PR BRI A A2 B ) URL, RS2SR IR, JRHE SO T URL B S A H ik
Ho



B snes=mn

BB % 53 7 BR

BALiIE

BritiEs |

A

Note 41 SL7E 30 4% p IS 199 2 2 A R AR 55 o4 BRI 4 47 BT 36 IF DomainKeys/DKIM
24, WIHEA:M 5% 0] PLEE S DomainKeys/DKIM 254 (R 4E A ) URL, Jf

PRI 2844
A 1Y 25 25 & 25 44 IR 2 A A S/MIME BEAT I sl 2 A (7
S/MIME %4 ,

* X EHRE/E A (Enable for all messages). ILIEDI SLIF AsyncOS 5 A M Hh 75 & BIGE H R
A& E ) URL, QR4 MIAE. Wit AsyncOS B84 MR, 24K K3
* 22 (Disable). ik 25 F 1 R I S84 ) URL H5

AT DU SO DAHERR 8 CURe 31 URL. &L, i 7E “&idd4%” (Bypass Domain Scanning)
TR N IPvA HisiE . TPve Mk, CIDRYEF. EHL4, &0 ENAEIE. HHESHRENEH.

Seid i DA 5 URL I IEAE I (K42 Jm RVFPIRRAL, B2 656, ARIZAVIIIRKMTEAFR,
THZ I BIEE SLVFIK) URL 1L 38814 .

ISt W 5% R LAAE W] BE B bndl B D5 BRI S o A R R, DU S H P RN . RGBSR,
TR AT LU HTML sigliSCA B

MU TT R (Threat Disclaimer) #1148 & EAE AT 1 S 50 A W SCAS; ity “ BBPESEIS . (Mail
Policies) > “JCABE YA (Text Resources) #E#%, 1] 57 A5 WIBEAR QG T S ot A W] S ot A WA AL
FEHI TR UM AR . iy “PE %ot W] (Preview Disclaimer), A LLETE UM % o1 7 W 3t
Slo 0T EE AT IR, R LU A AR R s M R R B 0 L B SRR BT . A7 G
A ot A UITHERIE R, 120 SO B B .

MEEMFEBRARERX

W K3 v i T RERE 20 RS 45 AR B A R B DX o IR I8 DX PR T E S A Ay A ol 2 DX SR ABL (7 oA
MBI R, SRS SRS E LX), RS X AAT “fH2” (summary)
PLB, AR AR A B 125 X rHBCE B R RN, DA 28 DX R s A T P A7 WS PE AR AT Y Rt
TREAN,  SoRBERID; X NN, B HIARTE) o ATRMEAE N E R, WS
T TR A N B DM “ F R0 2 P HL, on page 19,

X EM
o AR EEER SR X, on page 18
* TR BFEE AR B DR “ RN 2 3 ML, on page 19

BiIZmERAERERX

EIRPAT A AT A28 N LE R 5C 5 O 8G 12 DX SRAR D, (FL s i B TR R A R BB X, Ry ) 2 03 3 A 10 1)
B 5, IXBN TR A WA AT RER TR .

WERFEA G Ae bR B, WARYE R B X i, L R AIfR oL
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o WIRBE R XA “BRINERE” (Default Action) % B A “JiAT” (Release), 414 B 101 PR 21) 30 ol b 125 X
i PR RTS8 nT DARC e AR B DX, AR M DRI B 0 B T8 T 2 Wi, 6 AT B
T PREME. B BRI IN X-Header. H JSIX SIS B, 1550 B3P
W 25 R ) BRI BRAE

o« WRBE XA “BRINIRIE” (Default Action) BB N “MIER” (Delete), 414 11 BR 21 1] i b 25 X
T IR B I

o WIRBEE X O, PN INE 2R, ek Adw . FEXMELR, B e U T R H
I PIIEAE O — g 2 B TR AS P HIAE ) BRI A BT A B H 78 2 )2 A o 8 mT AT o ol 25
X, DUSEAE IS DR 1 T8 T 2 00, S AT DU AR JRES AR B0 d . s

X-Header.
EH T L R AT R 58 2 TR A B 2 A, B AR o 2 DX e PRI IS A2 AR T e A 1 BN ) 2 i gl
B IBAT o

HAE, Wik “ERINIRAE” (Default Action) BBy “MIER” (Delete), M2k A b B X A5 AR A7 2L

RHEBUR Z B P AN ER BOABRAE B ED “IIER” (Delete). A7 5% MR R I 125 DA T S F 05 gt
KRS BN BRAE TR B, WS 0 A S A BRI B R IR ERAERAE .

R SRR AR A R s X PP LS WIS, B A A5 AR JT RA ) S I iy SR S AT T o 8 X ) £ B
IR, T DUE R I LM B I [] o V1A, SIS 1) £ B I ] ] 3 S50R8 2 X A2 K

\)

Note  fp it L4 RAEHIBWI 40 OFIR@IMPPRSRmE) |, MR B DX rh L Sl ph, AR S MO 28 T B
125 DI AN SR AT B 3 44, B AE SR S 25 TR 125 DX 2 i BT Jd P B 93 e IR AN 4 o

N

Note i LL{f AR AL L6 R, TR RIS b P A o (LA, A 6 L PS5
P, AR LIS B T A

mERARBXIN “RHANBEEE" JE

EGUIH, sl “Hi#E” (Monitor) S P I M BR BS IX A FK, T & B BR RGBS X IR A 2. MR =
XA —NRIMEEL, B RR B I “ 30 BEAH 27 (Manage by Rule Summary) 542 .

Figure 3: IR ZMRE XY “IRMNEIBFEE" (Manage by Rule Summary) {1 &

Quarantines

Quaran tine Messages Default Action Status Settings
Spam Quaran tine & 2565 | Retain 14 days then Delste W‘ Edit
Outbreak o | Retention Varies al Edit
[Manage by Rule Summary] Action: Relsase 0% Full

Folicy 0 | Retain 10 days then Delste IWI Edit
virus 0 | Retain 30 days then Delste | — Edit
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BritiEs |
B =am=nEammEmam D sHR LR X HE TR

AR EHR
o G 47 AL P R R A U XD o A o 12 DX Y S PRAT BB 454% -, on page 20

15 FAHE E A E PTAR4E L0 1D 34 4 B 35 [X R B R fAE A T B A 4R 4
R RN PRS2 (Manage by Rule Summary) 845, W 1D 4320 25 15 & B 25 X R ) 2%
VE3
Figure 4: IR R TR B X B “4%M N EIRIHE" (Manage by Rule Summary) 11 [El

Outbreak Quarantine Summary

Manage by Rule Summary

All
Select Rule ID Number of messages Average message size Total size Capacity
O EXE_BAGL 4 16 KB 0.1 M8 0.0%
Totals 4 16 KB

FESCALE A, R AR PETBAT MR BIHE AR 1 R o A A B N A SR PR BT AT IR FRDAR - T A
BASEFEMAE . BeAh,  tr] LIRS R 8 R slon HHE .

if it quarantineconfig -> outbreakmanage CLI @iy &t n] IFH L D). HOCHEAMFE LR, ESH (GG
T-Cisco Secure Email Gatewayff] AsyncOS CLI %5/ ) -

4 == AN J = =]
BitmERA TR
2B A R S 365 22 PP W 350 B R 1L JE 2R ThRE P BE VG Bh A T H .

X ERD
* R EEIE R JERR R P, on page 20
o JER IS PSR MEIR FIHLN 515K, on page 20
* R R EX, on page 21
* Al SNMP Pl A I B2, on page 21

mERATIRRRE
MOLLRR AR ISR, TGP o SR VR A AR AR, DR

R 103 B4 A i T 2 B 2 PRI A 045 R e 7E “HR#%” (Mlonitor)> “Jii #E R A it JE4%” (Outbreak
Filters) ULifi Ef & A ILE R . AXRFAFELE, ESH “Hffeaihygs” —&5,

1F2Od IR R ELAFI R 5 5%

NI FORL )51 R P AT S B A ik ELR D e M ar RS A G B it “24k%” (Security
Services) > “J§ #EME K I YiEHR 7 (Outbreak Filters) Ui n] 1 & A% &




| ®eitiEs
EPY e |

mERAREX
P 5 P 5 W A e 28 B IR (AR S PR, 5380, ST 7B

BHRIESIR . ARG, TS P r A bR B DR “ A2 U455 224 21 P, on page 1941 S |
o153 M 25 A A o 1 X

E4R. SNMP [aftFIR & ik =R
B I B R S F PR A I3 W AsyncOS S41A SNMP i,

2R B H ), B i SNMP BRI . 45 5% AsyncOS ' SNMP FEBFIVEAfE B, 152104 “i@
CLI FHIMN " —%.,

AsyncOS 17 P FFSR R Kk Al et Dh AEEA: /AT

AF 2 1 R g 5 DX PR /N B R KNI 5% 50%. 75% FIT 95% INF, #4421k AsyncOS #3. EFxt
95% B AL KSR ) 7 FME A “ 8 (CRITICAL), 11 He 4241 AR () e d oy«

7 (WARNING). B b 25 DX G oK s i B, R A e . o o 20 DX 5 R/ i ek g
EI, AL RER . ARERMTELAE L, 5SS,

RATREI T I, BT B CASE 51 H I N, AsyncOS 43 A2 B4R .

TR B I AT E 7S Th RE LR HERR

AR AOE ] TR AR A I DB B DI RE MY LU AR R R

X EM
o ) OB 2 2> AR G IE A | on page 21

o ZABHE NG 1) SO 2R B, on page 21
o MR P 20k yE s A /57 T8, on page 21

[a) B Rk & 2 K H IR BB

AR A BR E IX “ A BERR 25 X7 (Manage Quarantine) U1 (SR HE, Sl ANIERL> HehT 1.

% ARG RSO RE

AT B R — R F A St (SRR ﬁAﬁm%L%i#%@;W%ﬁﬁﬁmﬁ,ﬂﬁﬁ@
M#ém&ﬁ BOE RN, A S HRERGE O SCPER R A, Al AT $1 4

BRI A1 A = SRR R R

ST SRR MR R AL IE A RS A AT R A I I AR T o X LT R AR RT fiE 3 B Rk
UNE &2 3Rk 3o Y SURYE S RE T
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