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drop_msg_based on_sdr verdict:
if sdr-reputation (['untrusted', 'questionable'], "<domain exception list>")
{drop () ;}

Hrh:
* 'drop msg based on_sdr verdict' JeMBAFREIE S K4 FK
* 'sdr-reputation' JEIAEE AL UEAF AL o
o REASATE “L 7 e < JE AR SDR ISR (K A AR NI E rNE .
* 'domain_exception list' &IBISMFIRI IR WERANFAEGISMNZE, ¥ ERA ",
* rdrop' AELEMSAE L B

A5l
FELUR B, iR SDRAEN R 5 WHZHBIRE A0 25 o

quarantine unknown_ sdr_ verdicts:
if sdr-reputation (['unknown'], "")
{quarantine ("Policy")}
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BRG], ARG IR, S S A M A AR N B ek, JF AR D IR fE

&
<msg_filter name>

if sdr-maturity (< ‘unit'>, < ‘operator'> < ‘actual value’ >)
{<action>}

Hrp:
* 'sdr-maturity' RPN BGAREECEIL IEAS B o
© cunit' 2 ORET L CHET O T BT IR TR A N AR S ST
* ‘operator' sELLTHEUEHAT, TR A AT N B PEMEAT: -

I & G )
« - >= (CRTEET)
- < UMD
© - <= UMTEET
« - = (&)

A gEEE I



Kt AEEETE |
B s=nztesmpee AmES s

© - 1= OREETD
R S
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Drop Messages Based On SDR Maturity: if (sdr-maturity ("unknown", "")) {drop();}
FELLRHBPES, R A N B DT — A, IR 5 55

Drop Messages Based On SDR Maturity: if (sdr-maturity ("months", <, 1, "")) { drop(); }

WRAE A A NSBA AT 138 L R
B
<msg_filter name>

if sdr-unscannable (<'domain_ exception_list'>)
{<action>}

Hrp.
® 'sdr-unscannable' iEik{ = EB#Fl_ﬂﬁéﬁiLLU
'domain_exception_list' aelBBISMIRINAIR. WERAAFAEEGI ST, TR EoRA ",

L]l
FELARHRAE S, an SR R i SDR A, U2 HI 5 o ol 25

Quarantine Messages Based On Sender Domain Unscannable: if (sdr-unscannable (""))

{quarantine ("Policy");}
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FIE1 ARG SRR (Mail Policies) > fE AR & 3iE 2% (Incoming Content Filters).
P2 fUlRMIdIESE (Add Filter).
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PR 4 riiiRn%& 4 (Add Condition).

$B5 SifiE{5Z (Domain Reputation).

P 6 EFELL T4 LAY SDR L JEHE 1

< PR EABIEEFIE (Sender Domain Reputation Verdict) LAk EEEl, #4E M SDR K
SR A I SE I .
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SIE8 SHRINIRIE (Add Action), it E ZEAR A SDR X HEA- P AT HOAH N 454
IR AT TN E

ke RIS

Sekfg) 0 A4 AN AL S K kB R 2 ke TE TR FERHIR A 22 A 5C L IC R () S SREmes dun e, S ahy A
P 515 2 ki xt B A7 4 AP (¥) SDR K2 2

)
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EFEILGI IR

EREHISNIRA S

BRANSIL T, ki SDR A E A2, WEPFIOGERIEA:  RAFAFIRS RN A5 Sk B30 0 AH
i), I H 535 405138 e & s e A IERE . an SR B “fFEIEAN: 7 (Envelope From:) {55 3k
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FIB1 B PR LIRS (Security Services) > 18{5 2 (Domain Reputation).
g2 NG ANR TR E (Edit Settings).
PR3 P S P k51 R
PR A FTIHIN T

T—F Mt 4

136 0] LIZE CLI W f# F domainrepconfig fir 2 GIEHR BN . VEANME R, S GEHT A
IR A2 42 B %5 1K) AsyncOS [ CLI 2 %451 )

4N TR R M AN E NHR A SR B

T AN CURC B A AL e &, DUARYE SDR K5 IR F L 98 2 A N HIEAF: S o

S
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W1 AR SR EE (Mail Policies) > & AR5 ES (Incoming Mail Policies).

PR 2 pih WAL RS T 7 IR

$IE3 it FRBARNRILERE(EEXEE) (Enable Content Filters[Customize Settings]).
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(Security Services) > HB4ERER (M essage Tracking) i [fil »
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WIE1 #2|53E (Monitor) > BB BRER (M essage Tracking).
$1E2 fidiE%k (Advanced).
PRI WA H TR EAREE.

IR 4 R SDR RS FHMC RN NIAE, EFEPTHT ¥ SDR H5E LAA A MR A .
$£IES (k) & ARAF34 (Unscannable), LAZE SDR Ky 5 2 oI 75 B 1 e o

FER6 (AL BEFEPTH 1 SDR UM, AR g 20 2 AT
ST HAAEE (Search).
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MAIL.IMH.SENDER DOMAIN_ | SDR 754 2. 5P - <Sreason>
LOOKUP_FAILURE ALERTS ‘ .
Ak 24 SDR B SRR A i

‘reason’ - SDR Ay i) 2 1) i
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EEHE
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Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com>

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID 0 To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001cba32e$f24ff2e0sd6efd8alS$S@com>"
Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Message 001'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Request timed out.

fRRA =
4 SDR UE GBI, WEPFSxfebnic A T4, I HRCE B ER N Tl

ZHEANBIEEEMEIR

FEATRBI,  HS SR Tl PR R AR YE SDR L BE FIHEft .

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID O To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001lcba32e$f24ff2e0$d6efd8alS$S@com>"
Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Test mail'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Unknown error.

FRRFTR
RAERFIRE RN, MRS bR A AN W34, I FLISCE AR 2 B i

B =oAEESEE



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



