AR RO NE LT RE sy AR 2 S S DL S B 4 52 s el SE U R e . A SRS B
WS B “IP kil AR .

o A1 DG 4 2, on page 2

o MEPERISCVRRT, 554 0T

o REFLAHB A1 S VAT HIE, on page 20

o B PEBCE ST, on page 21

« “WlE 7 (Configuration File) UL, on page 26
o B PEWLAL YA , on page 26

s FEER eSS, %28 i

* JIx 55 58T , on page 30

o BE LRI BT, on page 30

* JF2% AsyncOS, on page 38

o Ji HIZHE LS AE A | on page 42

o KRR B2 ATHRAH) AsyncOS, on page 43

o SRy IS A D9 S A S o) I T R [ s ik, on page 45
* NARGHAATIRUSENC E BIH, on page 45

o KA S [IE 4T R, on page 46

o 24, on page 47

* ML, on page 69

* /1] SAML 2.0 5 ¥ 5% (SSO) » 25 75 T

* 7£ AsyncOS API [FIHBAFM ¢ AL % OpenlID Connect 1.0, £ 83 1T
* RGHI ], on page 86

* [ XALE, on page 88

* WAL E, on page 89

* MU HTTP {5 Sk KBRS » 28 90 1T

s B HMAGERSTIERPRE , H91 I




zogEr |
B semxnese

o BOANEIR AL [ B4 (IDN) PIHEFE . 28 91 1T

F 14 P X Y 5 BER

DA AT 55 AT LR A BRI A 9 G o f 3 ] T BE

o RG] FHRAER OC , on page 2
B IRHEORE X | on page 2
o WS BT I AT () B SO A3 | on page 3

RASE G| FEEM X

FER A EE B 5| SHBEM GG, nl ARE G R sk &, A S 2 RALIEBAA AT A B4
B LLEE CLI " f# ] shutdown E%, reboot fiy4>, AT LI#EH Web Fitifil:

Procedure

P KKIEFRGERE (System Administration) > X #]/E 1 (Shutdown/Suspend).

IR 2 {ERGHR1E (System Operations) #4r, M¥RYE (Operation) N7 Hhik#E K] (Shutdown) BRE#
5|5 (Reboot).

IR 3 MNERIAPE  URVFT TR ISR B 58 DG P 1T 58 i
ERINGEIR Ky =+ (30) 75

R4 LGHBIA (Commit).

ZFH IR FN{RIE
ASYNCOS FUVFEHTSPEIEHCRIFEE . (5T

o BB SE W RE e s AU R e AR A
o ARIEPIAT IR BUAE B 5 Sk m 2 A B F o

{# ] CLI /1 H suspend fir 2 5445 H Web FHi:

Procedure

FB1 KIRIEFRFEETE (System Administration) > 3/ & (Shutdown/Suspend).
W2 R T R B 2 AUV AR S BRI

TEER R4 (Mail Operations) # 5y, JEFEEEHE K DI RER/BATVI LR o QA BEAE R ST 2 Al
v, ATV S AT RE e IR
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TR 3 IFALILPTAT IR F BUAE SR 8 SR 2 MR B . MRS 2ER, JATUL R ERAIEL

a. BT MR, T AE RS I8/ F18 (Specify Domain(s)/Subdomain(s)) 7Bt , #ir A\ All,
SR A 1% Enter .

b. BEsEIE R E I IR AR, 1A TS B8/ F 18l (Specify Domain(s)/Subdomain(s)) - Bt H
g NIRER 142 FR ek TP Mk, RJ54% Enter. {2 S 08 CARIMEZANSH .

SRR A FANFER IR, DL VRT IR I AE A 5m  5C P i 58 Bl
WEREATIT ISR, RIS MR A .
BRAIEIR 30 5.

PIRS5 midifBiIA (Commit).

What to do next
MIEHE ST AT RS, 15 2 ) 15 I IS AR 2 R4 32, on page 3.

=R R IR T I e S

] “OCH/%15” (Shutdown/Suspend) U [ BX resume iy 2 P 5287 58 IR A IRy 2 ORI A% 2%

Procedure

PN KKIEFRGERE (System Administration) > X i#]/E 1 (Shutdown/Suspend).

SIR 2 {EEBEIRAE (Mail Operations) #5), 1%PE B AL (1 T BE AN/ B TV FE)T .
TSR W ST Z AT R, W AR MO AR B s R

PUR 3 WA AL PTAT M Bl A 32 2 R e 4l 22 AN S g s 2
1E38 /18 (Specify Domain(s)/Subdomain(s)) 7Bt , i HArgc H _EAo< A B bx.

R4 LHBIA (Commit).

EEAHBARE
A

Caution iy g6 T v ) e 4742 1 S0 B2 11 0 R AR Ao R 9 Adhmin F 7 K™ 7 1) Weeb
S CLL, W20 B8 ) B

OB R CBEAT B AR N, ST REA BN BRI TR . SEED ) B E R I RAT A
(1, A AR a2 R BHT AT 1 HE e AR D C B e RN A BB ) BCE . ) BOAR
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BT Web FHifisl CLI (IR, AT RE S R MEFR ¢ (FTP. SSH. HTTP.
HTTPS) k%5, HaaMbris el It b kS . Sarposd an =77 A E D ) BRABCE :
* 7 Web Jti L, s RGETE (System Administration) > Bt & X4 (Configuration File) Wi [
() “HE” FL, Bt RS TR (System Administration) > 2 %1% & [5)5 (System Setup Wizard)
R “EERCE” (Reset Configuration) 441
* f£ CLI I, f#ff resetconfig % -

\)

Note  {y {4 ji S b T B 4R ASH), resetconfig A H . WEMNH BWEE, LM KE

14T “REWEINT” (System Setup Wizard). A XTEANE R, WS A R G v ) 3
o FTTFIBAFAEIE AR S I PFAR 0K o

27~ Async0S RIR A B

B WA 9 G E T2 € AsyncOS AR, T AHH Web Ftifil b “ 4% ” (Monitor) S5 E[F) “ &
HMEIR” (System Overview) JUH GEZ Y RF0RE) 5 BEH CLI ) version T4,

B IR S AT

s DIREHD], W4 W

* BHEBAFVFAT . 5 6 UL

g
o
Eg}
Nl

ISR BLD)EE D, on page 4
* AT TIfE % T BORIU0E | on page 5

« T IHFIThRE % 4H, on page 6

AR ANFNE IR BE % A

XETHIELIBAERG, I OIS T ADPEI A0S, SO TR 03 R Rt
R LER S A RENED -

BLE CLI R H Dhae% 8, 15 featurekey M4 .



b_ESA_Admin_Guide_14-2-3_chapter3.pdf#nameddest=unique_82
b_ESA_Admin_Guide_14-2-3_chapter35.pdf#nameddest=unique_1441
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Procedure

HIB1 KA F R G ETE (System Administration) > T §E%5 A (Feature Keys).
T2 PATERAE:

1 HE R IRAE
BE )R B HIPIRES i h <F3IS> BTN e $A (Feature Keys for <serial
number>) #5457,
B OO IR OGRS AR SO RO I D) | AR FF LB TE (Pending Activation) 43
e USRI T (13 F RO WIDRE R BIAR 2 B
HeHE s,
R B 2% R T T e s ] il “AEMEFREE 7 (Pending Activation) ) AR B #
# 4R (Check for New Keys) %4l
USRS AT FH S RE BB 1 30 R 8RBl 5 L
E N —IR B2 T M RE%HH, Wi R
.
WS R 1 D Re TR IREIE (Pending Activation) 714 ik £41% 2541
H AR IR ERIZ A (Activate Selected Keys).
IS INE D e 5 i I Th RE#E (Feature Activation) #75 .
What to do next
FEXER

o FABIPAT I RE RS N ECRIMIE |, on page 5
* “FdE XM (Configuration File) JL[f, on page 26
BHahITIRE A T EHAHE
] DURE BB A 9SG B R F A A I ARIUE Ay G IS A D9 G258 2 1R Ll i %5 o

Procedure

FLB1 KIRE RS (System Administration) > ThEE 2418 & (Feature Keys Settings).
FIE2 fidmiETNRE A& E (Edit Feature Key Settings).

PR3 EEFEHREE AR, Ul () k.

PR fRERE,
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B esome=a

TS SN E L

What to do next
X EM
o UNINANET EL ) REHH , on page 4

I HI R Th e A

WR DR B ARG EE R, MR S SAE BB Z A1 90 Ry 60 K. 30 K. 15 K. 5 K. 1 KL
JAE BB A . BEOX SR, TR IS OO RAER . GG R, WS
K, on page 47.

IR AT ) Gl Web 1D IDIRERI DI I, 35 5 B MAMRR B H UK R .«

R FIF A
* WEE , 26 1L
© HE R, H 9T
o [ SEVRMR R SUAE BRSSO OG5 10 0T
o HOEVFANIE , 5 11 0T
o MERH RE B ASERIMS AR OC , B 11 W
o [ A SERHAE R B AR IS AR O B 12 W
o HEIBCE , W12 0T
© GEARRCRET , 512 1
* TR ThBEVFAE , 565 13 1T
« HHALARE, B 19 0T
o AR, BR 18 T

« SRMERUN R BEVFRT . 2 20 I

TE R REARA VAT, 8] LGSR FUR S P S 2E I S VF P E o B R RE ARV ], L2 ) LR
REX A BEES (CSSM) VEMIBAER OG. CSSM &S i 2, H T4 48 0 SR H 1 A3 S8R
FEnVERT VRGNS B AR R BEVE AT, SR LA — AN R E N, A A P S AU B (PAK) 75
Mk g e,

VIR S f, BRIAT @R CSSM T 7 BREE M- X S 28 AT e I W 8 4 nTUE A R A 200 o IS4 X 5 |22
TR BB 2 45 55 CSSM &4, IRV nT uEAl FAS B A% 5645 CSSM. LUERBZAE A O
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2 [ https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment
Guide.html LA T fift LR eI By o

VFAIETR &

RERT LU IR O R R T I D BECR BV RTE, TG RTERE 2 Cisco B REMIHE BLAS (CSSMD 1),
X G T R 2 4 ) R S A A B S 9 O HLAN - LI A A B 5 A K S R

o] PUAE A MT— B N AR R ThRE 14 ATk

* FREVFRETR B (SLR)- i AR AR S 5 N TR B A D BN ThiE Cltun,  “HIBPRAREE” D TR VF

Ak,

* KAVFRIEFAER (PLR) - Al FH A0 I3 D BE K A TR VAT HIE -

AT AR AE IS B S DR BV RTUEI VRS 2 TE 2B TR DO REVERIIIE , 26 13 UL,
e ERRitl i

AR BEVFRTE MRS AE OGS, I BT A3 280 eV al U A B 4% LED %4t (DLC) Ui i F 2%
R BBV IUIE . IXSCRE K VF T UELE CSSM 11/ (1 e SRR /- v BE 3T

ER SRR e S AT A SO REVE ATAE, 43 )E 5 DLC 3L

A\

AR DLC WREsEGE, BB Re v o S iF il . Wi, 155 Cisco TAC KR .
A\

AR 52 DLC 3R R 55— AN N

fEn LGl LA N E—J7 A& R DLC #ERRIPIRA - “mnh” sl “ R -

\)

© I FHI RGEETE > ERERMIT R T B REAAFVF DR B2 T8 LED $eAiuiRas

B

* CLI % license smart > status ?ﬁ*ﬁé\ﬂlﬂ E@iﬁ?ﬁﬂf(?&% H.

IR

)

M DLC BRI, R Rk RGEIR, VEA U RMUR A . B EE 2 b, SRJ57E CLIH
’ff}ﬂ license smart > conversion start ?ﬁﬁé\i‘%%éﬁﬁm1E$ZJJ$§T§@'\J%’E‘E¢FHJ1EO

1R

DLC #EFEAGE A FALGEVF vl E, ANIEH TVl UE TR i SLR 8 PLR #5K,



https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

zogEr |

FHia Z |l

o VERA ORGSR 0 OC FAT HLIDR 42
* BEARMBMERIBN, 7EERPE REEAHE R 17 (https://software.cisco.com/#module/SmartLicensing)
AR AR, B TR W 2 rh 2o AR e AT BEAS DAL

13K Cisco B BEBIF Y BRLAR B o (X FH 7 K ™ 1) i B Cisco 3 REARIH A BEA: DLAE 2R M2 A5,
15215 https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_
Deployment Guide.html.

)

AR AT ORISR G (AR E S s, DUEE M) AR

BBCPIER 55 T o i ALHA S BN B2 i e 2

X T ANRE LR 17 TLIR P ARVE RTEAE S B A S s o] DAFE A 8 20 R RE Py B
P, ERTLARAE CSSM hfig 74s. FEUFEIEIZ DENHZ G, BV RTEA S 2 43 i BV AT
i, Jo ity (A TLICRY ) CSSM AIX it . CSSM LA 23 3 1A = A 3E A5 B

)

AR WUREE R R B A LR, NS A R L TR Y 96, 1.0

T4,

© LUVFANIE (P40 (BT o 17 DR 20 SV eI RS 218 REVE AT IE

152 [ https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic.

o WEAF RS I AR GEI Blub 2 s CSSM AR GEIF B EI 2D o HISPH R O% R ET I BBy CSSML AR An] i 2240
T T B BEVF T ERAT R

T A A I I B I AR AR B R 21 CSSM, WA Z5i i F %2 2 BR 5% (Security Services) -> RS
#1 (Service updates) A H A1 9 S HC B U AH [F) AR 2

\)

TR AT, RECEDETR) PAK SCPF OB AIEREE2)) I, AR pVF rliE SCPF IR SO 2
HEPERISG o MBS, AU PAK Fe N I REVF T o AR REVF AT, IS8T I Hs g vF
AESCAER D e 4y, I H S HIIE 15 R

iR

R A BR SecureX MK ;T TERHILRAEMBA: W 5 L Ja A BevAF nl 452 22 Ry 6 n) R} SecureX yEM
TSI Y O



https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://video.cisco.com/detail/video/5841741892001/convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic
https://video.cisco.com/detail/video/5841741892001/convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic
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B IAT LU RERS A RE A WA W S0 B RE AR AP ]

% AR E

W1 B RV BB RESIEVRRT L 59 01

W2k R R PR S | o SR R A SRV S
5% [ . 5510 5

(T3] 23 WA IE, ERBPER e R ) | T SDREVETE L 4 13 0
EVF AT

Hak YEITIE. CDRE D) YRR . 55 11

5 R & RERR M AT
i

B EFERFEEIR (System Administration) > & gEE4FIF A (Smart Software Licensing).

FIE2 LB A E R AT (Enable Smart Software Licensing).
BT R Re ARV, A VRN TR e R FVF ] (earn More about Smart Software Licensing) 5%
.

P37 R R BAT VA RE RS, Sd#E (OK) .

FRA WA

T—5Mit4

A R BERA VAT i, ARGeVE T RS R T Shaeal B sh7e & e vF I B R ol H . RIS Rt g
AR IR B SR, B 90 REVEA I, nl U R e S EVF nT ThRE, o I CSSM vE M}
gL E TN

RN A LSRG SRS, el (B o0 K. 60 K. 30 K. 5515 K. 55 KMKE
—R) WRIE M. EVHMEIR B 5, &l LLa) CSSM i i B4 P 5% o

\}

AR ARGV PTRER WA A AU PIUE FRT REAL IS ) S B 1 A PR YT, BRI Y TR R
PEFRTZhRE . R FEAL VR Rl B BAT A RO/ rTE (R AT RO B W0 5% 7 s 1D AT R 3.
FUBREAU HISPHRO% 78 i L A SR VPAS R BEVEWT DIRE, KR Cisco HAR RN, 10 B REMK A8 NP4l

VERNIE. YRS, PPASVERTIE R 3P0 H .




zogEr |
B o=nsuneremsEmmsms

\)

AR TEMECEROC BT ARV DRSS, R JOTE AR BV R R R B 22 VR AT AR

B BRHE R E IR R IR AR R
6 SR BBV SRS L R, A < RACRF L S0 R IR0 Ak VP T DD

UK

S AEEIIRIEN O L REEIR > e EF AT L.
HIR 2 EFEREFATIEEM (Smart License Registration) 2E77
I3 LUlEIA (Confirm).
FIR 4 U AL SUEIE S (Transport Settings), i Al 448 (Edit). ] U4
o HEE: ML HTTPS B EKMBAE M G B: 2 AR e B s . BB DL, ik ik
o fERTIY G, Tk AR ) D B R A TR A Y O B B SO R R A B g . IR R
DEIETR,  AZ0 i N AL A X S Bl R RE AR (-5 B DAL URL, AR5 i “#fise” (OK)o Bk
CFFHTTP A HTTPS. fE FIPS #XF, A&Hi M OGS HE HTTPS. A ARG R, ES

% Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing
Deployment Guide.html.

A R s P 8 SRR o) RURFR RE SR A B 1)
(https://software.cisco.com/#module/SmartLicensing). FHTUE| 1) “ ERUK 7”7 (Virtual Account)
U, ARJEVIIR) “HRL” (General) TR, DA SGHT AR o SIS AR DG IR it S92 Lo

A7 S SBE N B R, HS M
Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing
Deployment Guide.html.

SIES DI RIIEER G, I S 3 i 4 R
FIE6 TEM (Register).

WBT & “FREMVT 7 (Smart Software Licensing) U _F, SR LAAJE “anf CvEM, 3 S8 e~
i SEH] 7 (Reregister this product instance if it is already registered) & iEAME, FHvEMIRLEM S, 15 S
) B BE SR B A 9 08, 55 12 Tt

T—oMt4
P M FE LA, ST DATE R BE R FEVF R (Smart Software Licensing) UL [ 28 v MR
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https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
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migriE

\)

AR EA M TR R AR AT O i R R BSOS, AR R RS T e BBl R,

151 Al UE
LI
IR 2
I3
PIR4

[ IS E S5 PR S I G L M o

R SE G R Je A2 i HAR SR X S D REVE RTAIE .

UK

PR ETE (System Administration) > A 3E (Licenses).

riiYmEEiIR E (Edit Settings).

6 B RS VT RTUERS R VR RTE R BN IS RE .

M3 (Submit).

pE OGO, At BE LR AL #E R Cisco Secure Email Gateway il [F150 UF (VR AT IE . AN BESEL
W A5 B TBOX S VE RTE .
B ARG BB A FRRAS IR HB £ b EEFI Cisco Secure Email Gateway il [F1596 11 (1) 17 7]
UE o TXANEH] T AL IR A R 5%

T—F 4

MV E S AR B BN, AR AR (00C) 8K, I HARNF AT uE nl 3115 30 K 58 fR
. R AL OCC 6 RIFRIHING, & (B30 K. 3 15 K. 55 Killa—K) W)
SRS

OOC TEFRIAFIN G, BASBEAE HVFTUE, 1 HAXSeoh e AN rl F o BEREIR VT R IX ST e, S AZ0AE
CSSM [ 1) LHH A aliIE, 2240424 .

MER S e S as E bR X

LI
SIR2

I3

UK

RS ETR (System Administration) > & §E3R41F 0] (Smart Software Licensing).
MIRAE (Action) 7R TIEPEEUGHEM (Deregister), A)5 mili%% 2 (Go).
MR R (Submit).
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B ozesunugmsmmems

6] %5 BE B R S 1R 8 T AEB A P 5%
g

P EFERFEEIR (System Administration) > & gEEFIF A (Smart Software Licensing).
HIE 2 MIRE (Action) N5 R ILFREFEM (Reregister), K5 fiditE 2] (Go).

T—5 it a
AT RFEMIFE R L, 2 5 S RPE RERH i BLA B E OG5 26 10 Wit
FEANRTE VIS 50, FEMSAE R OGHC B, S mT LU IR R 0% o

Ho i E
SURETEN CSSM VI PRI 3 2 1T Sl e e .«

\}

AR AU R REVFTDhRER, A SRR . R OIS, DA ZRRE R R R O
AREE BB E . TSR R S, AT R G o

TS 1) SRR B ST AE B TS W4 5% 17 A o] S XA B B

LY ANFNIES
o SR B BRSSP P SR, 65T LA AT 43

\)

AR HREAE CIE IR 9 2R i B 1A o

UK

B EFERFEEIE (System Administration) > & gEEX4FIF AT (Smart Software Licensing).
PR 2 MIRIE (Action) 7413 Tk $d 2 (118 Tl -

RVAHIES S04

 SLRIEEZES

FE3 mdiETiE (Go).
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mamirTiE

T BB Th BB 1F RTE

« FHVFARIETE » 5613
s VEMHFRIETREY . 2R 14
 BUBVFATIETRES , G 1S
MR VFRTUETREE , 56 16

o BEHVPUETIUR , 58 17 T

o FEAERBERE R VP ATIE TR . 5 17 T

 FEAEBER FAEFIVF O TR . 5B 18 L

= = =

=

BRFALETE

FHIa Z |l
i PR A CLAE A X 5 e R REVF T A K

\}

R OEr

=
S

EIW\E CLI ':F"Tfﬁa license smart > enable reservation ?ITD 5 F‘%IjJA ltFTlﬂE ﬁj‘&ﬁ:éﬂi%

B WS B IRASAR SN CLI 2548 M 10 “BREMIIZVFrIE” — B “ird: %767 i
9o
iz

P ATEEIILEM G - REEIE > BEeR VR U .
WIR2 L FELKAVFRIETE 1L,
FI&3 Sd#IA (Confirm).

VPAERI®  (SLR 8% PLR) 7R RIMEA: M ¢ F IS .

T—5#tta
TR TERE . AR, SR IETERE . W 14 5.

BT AAERSPE R DG R AR VP ATIE SR, il . A ORTEANGE R, S ZEVFaniEsiie » 28 17
Wo

~
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B mrmems

SEMVFRTE T

Fi&Z 8
R AR AR AE M e b3 el iE T (SLR 8¢ PLR) &

N

AR BENT LI CLI T license smart > request_code i license_smart > install_authorization_code iy
LM IIREVFAIE . A CTEAE R, 16 Wl ILRAAH G CLL 2548w 16 “ B e B Vi nl uk”
—EP) A ZHERB” Y.

Bz

B AU - REETE > BEERMIFT U
WIE2 filiEM (Register).
$IB3 i E%I4ET (Copy Code) LU HIiERACH
iR T8 T EAE CSSM 1) A R SR ARG DA AR 2 AR S
iR B 24 /NN RIE—IRRGEM, fan BT B de i plig .
PIE4 niihi T—% (Next).
R RTIOE T, RS IO E RS o S TCVEAE MR G 22 2 B2 (£ CSSM 1]
FURAERD o LERBAE SR ER G SRARED JS , T IDCR R TAC LA Bh A8 bR 70 84 1 /7 mf
k.
P 3] CSSM [T/ A AU, DUOR B Re 2 5T AT T BE MV Tk .
pEy AR A ARSI S R, 1552 B RSP TiE ) Ccisco.com)  E 35 Bl
SCREM B VRRIIEE DR > PRV RTE 4.
P 6 WL LL AT — 77 30 AN CSSM 1) SRE I AUA A I 2] 5 £ ) O v«

o P E B FHENEFFANED (Copy and Paste authorizationc code) ¥E3H, R Jm KR RACILRE NG 2] « 5
RGN 2L 7 (Copy and Paste authorization code) ZEJH N f) SCAHEH

s LM ARG EEIF UL ED (Upload authorization code from the system) #35, 4R s ik 4% 32
% (Choose File) L EALHAUHS .
FIBT Ll REFZNED (Install Authorization Code).
8B WREFIRUL 5, ASS BTG 7 REAC B 0 Bh 2 5 V8 nTIE 30 RA 1) R B8 4

ORMVFANIET R (SLR B PLR) JEMEGERERIERISC. 7 SLR ', DCR TR (VP IE 2“4
FETIR 7 RS X PLR, HEPERISCH MBTAT VR IEECR A “ RS RS



https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
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EHFRIET R

\)

R 'Reserved In Compliance:" IRASF /s MBI AT AU 1% V/F AT IE o

T—F Mt 4

o V& FSLR]: TS, AT LA AT UE T o A OSVEAIE B, IS B TV AT T
, 15 T,

* &M FSLRAIPLR]: WURFFE, #al IRl IE U « Ao EgE 8, 1S MR 4 al ik i
B, %16 1.

o SR AFERBAE PR 2R VR AT IR o A7 R VRS S, TS0 ZAVFrET 55 17 UL,

BT RIET &

TET LA Dh BE LR B VF RIHIE, BB SO BE RO Vi ATIE AR B

AR EHRERTRE VF PRSI, AN RE BB R AVFRE TR -

R @'UZ_‘.ﬂ U\E CLI ':F'wiﬂa license smart > reauthorize %ﬁéi}ﬁﬂ‘ﬂlﬁﬂj%o ﬁ?%ﬁégﬂﬁﬁ%n 1%:72%

) B LERRCAS G K CLI 2% 5 (1 “ R BERIEVFRTIE” — Bl “ar . S5 017 #o).

UK

P 2] CSSM 17 U RS, LUSE S OO B B VF ATHIE
iR A I A A AR I PEAIAE B, 15 2 R RE AV TR ) (cisco.com) B
SCREIR BE77 e P SEIE IR > SRR B I VFRTIE E8 53
F1E2 GHI CSSM [ REUH B .
P 3 AR REETE > SRR HIFR Ui,
HIB4 I\ “ERE” (Action) FH4 R FPiEFEHIFI (Reauthorize), RJ5 AidiiT (GO).
FS Gl LT 20 N CSSM 1] SRR AR A WG S IS 2E ) D v
PR EHIFIRENGIZ R ED (Copy and Paste authorization code) 230, 4R Jo B AU R R G 2]
R HIFRE WGHZAARES BT () SCASKE T

< MR _EEIRURES (Upload authorization code from the system) i£35, 4R )5 riii i #%3C
# (Choose File) A_EARHZALARED o

P 6 L EHIFI (Re-authorize).
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B mnireeme

$127 L EH)RED (Copy Code) LA A .

iR IS TFEAE CSSM (] HR A A A AR LSBTV vl IR TR
$IE8 dHE (OK).
IR E CSSM [ 177 H s i A IEA: 199 S SR P A A AL o

R HRUAATF ARSI E &, 15T B Rea e 15 D) (cisco.com) 3 Bh T
P10 577 P2 b SERI IR TR > SE PR IV R UERR ) .

VFATIETR R SRR P AOVF AR A “ AT R ORI BOVF PR R 2 “RIBL” AR
=

IANRS

\}

AR CORBAL RIS R SRR T AT D REVF AT IE

T—5Hft 4

[ TSLRFIPLR]: W55, #nl IBRVFaf UE TR . A oCvE i s B, i 2 B i R v/ vl e 7
B, H16 T,

o BRI ALEMBPE I S ZE VAT UE TR o A OCTRANME R, TS0 A VERER 55 17 0L
il B 37F T SiE 9 BE
ST T I S PR IS AP 9 S5 R A P PR 0 RO R B8 AV RTAIE TR o

\}

535%% f’\iﬁﬁf uﬂfﬂ% CLI EF‘E]’:] license smart > return reservation ?ﬁﬁéﬂﬂ“%l@ﬂlﬁ?ﬁ%o ’ﬁ?@ﬁégﬁﬁ%‘
s WS A B RAAR CLL 22548 m I “ BIRe R VFATIE” — =i “drd: %R0 &

2

g

& e

UK

T GBI o - REEIR > & RS A] U .
FIE2 M “ERE” (Action) N & hik#EEELED (Return code) 2R 5 tiili#E 2] (GO).
$IE3 il E%IKED (Copy Code) LA il [FI4LHY .

iR J T A CSSM (] FR A AR [R5 U /7 vl I TR

iR RE T P ORIEEWA, Fean R AeACHE 2 AR S R AR
S 4 HEHBE (OK).
HIBS LE CSSM [ A s i IS4 P S SRR R [RIA R
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SR AETE

pE A R IR A PR 5 5L, T3 2 B RERAFVF nTAE L D) (cisco.com) b %87
77 it SEBIRE TR > MR i S4B 3 B SR R e

AESES RIS X S Hh 93 B PR VP T I AN B A S 0P A 301
\}

AR MRS O AR IV E R, W e R AT RO TIE A s 2 “ SEM” R

ERIFALETE

ST A S e STV T
A\

EFRE ﬁ‘:ﬁﬂ U\E CLI "[*ffm license smart > disable reservation %ﬁé%@fﬂl@ﬂlE%ﬁ%o ﬁ?%ﬁégﬂﬁg
B, WES S A DG CLI 2 %18 1) “R AVl iE” —& ) “d@rd: S%RE7 3

SR RS NERIER O REERE > BRI R .
B2 pialy VML TEBOM B R .
PRI AL EEME A G R
pE o AR SRACK I AR I VF RIE R e, AR TR SRA RS A 8 B
o BB AR I VE RIS Ja 00 B AV AT IERE O B A B R S

o AL T AU, I HA BRI T “ R RS, WaBb R OF
D R3S

T BRI 0 5% FP VF RTIE TR B4
RN T BRAWFIIERE
AT SRR BT B VR AT IE TR
N

/_:E;fé @ﬁﬂuﬁﬁﬁ CLI EPEI/‘J license_smart >enable_reservation ?ﬁﬁé\fﬂ’%ﬁ?qjﬁ‘]ﬁfﬁﬁﬁﬂlﬁﬁﬁﬁﬂ
WETE . ATEAE R, IS WS IRCAAI G CLIZ 4R 1) “ A ReRI@VrnliE” —& P “a
L ZEIRE) o
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B =snexTemsmiing

UK

FTIB AE BB e MR BERE CD) 4 2 T E LR
IR 2 AL IR O L R EIR > BRI AT U
HIE 3 P E K AVFATIEFE (Specific/Permanent License Reservation) 1E7 .

$IZ 4 R EAERDRAEIREIFAIIETE (Enable license reservation for all machines in the cluster) i%
FEAE

YIRS L #8IA (Confirm).
YRR R T ek e VR R UE SRR

FRR6 WHS M EMF IR L 2 14 U0 REPER O CE SR R S OR B D REVE RTIE .
PR (L] AR T A EALER SR 6 .

T—F 4
* [BGE M T SLR]: 5wy LARYE 5 20 e b P AT vH SN LE R VP rlE IR - A OCTRAfE L, 1
S OB VERUETIR . 56 15 UL
HEERRN TERFAIE &
Rl SRR R I BTAT B AR VR A IE TR

\)

EE%% f(’i:ﬁﬁfuﬁﬁﬂ CLI EF‘E’:] license smart > disable reservation %ﬁé?’ﬂfﬁﬁq:‘ E‘]ﬁ?ﬁﬁ‘%ﬁﬂ%@ﬂ]t@
ALETRR . A RTEAE R, TGS S BRI DG CLI %451 1) “ B R A VFaluE” — =i
“Hrd: ZFEIRG” Hor

i

T B EERRIRATM OC L R EE > B R HIF AT .

$IE2 b ZRERPIEIREIFAIIETE (Disable license reservation for all machines in the cluster) i
$I3 fids L (Registration Mode) 7B T I E s 25 (Change Type).
HIB A4 F “TFSUF M (Change registration mode) X 15 HE 42 3Z (Submit).

SR M P B BE IV TR R

KAEVA T 5, SRS -
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sxasne [

o R E AR BEER ARV RT

o JE R AR ARV AT 2R IR

* VEANIIIT AR

o PEAG SIS CRIAl 3901 £ [ 7 [ g LA K 21030

© CRITEM

* FEMHRIK

* RIRAFFL

* BRI

o ST

o SRS R

* BILET ID IEFS

* ID UEF ST R

* FRE

* ID UEHEH

o AR BRI B AN R0 BRI 0 £ [ 5 1) GG LA B B3I
* DIRERIIAI 35— AN L4

* [fGE T SLR I PLR]: A2 i sk AAD 5 e e S ALY o
* (&M T SLR 1 PLR]: VRSl 252 A0 o

* [{GEH T SLR Al PLR]: LRI A iR [R14CAS

* [{E M T SLR]: HE DIBEVE nl iE WU C 2130,

* [(DUEF T SLR]: 7R TR (KRS Th REVF ATE B2 5 A% SR A%

BEHE R
TP X 2 R RE AN AS, BT BL R 5

UK

B EFERFEEIE (System Administration) > & GEEX 4 IF A (Smart Software Licensing).
$IR 2 /A8 eI F #IRTS (Smart Agent Update Status) #7), Aili 32BN &t (Update Now), %7 FEHRqE .




B et tosen

zogEr |

iR RS AT ] CLI v % savecontig BT H RAEE TR (System Administration) > B & 1

E (Configuration Summary) @ik Web iR AEAFATHC & 2, WA SR AE R BV v AH
KALE .

SR THERTH
FESERARLTL R, ST LU TR PRV, R P SR B P 80 8 e 4T S0

BRIETRE:
1 7EC B P 0GB SRR A D 45 3 TSR
2. Wit RGEER (System Administration) > £ 883X 14 7] (Smart Software Licensing) Ul |fi.
3. mii/ZA (Enable).
4. EHESRE PRI IT R LA RS R HIT AT (Enable Smart Software Licensing on all machines
in the cluster) & %EAE.
5. miiifzE (OK),
6. PSRBT EN Z 8 EME REER i AT (Register Smart Software Licensing across machines
in cluster) & IEAE
7. siidiiEM (Register).
S
AR A LAAE CLI TP 1icense_smart v 8 AR BEBATVERT,  JF RN 1) R BE BT FRLEGE T

1T S L.

FERTERCE T, ROanT LUR R BERAFVRAT,  JF 1) JERHE REHCPTAE BE a8 S BT AT oF L. B
REVFPTARIERIT,  SmT DUG SRAT AT S 99 S 1E A REVF T DI fE . S mT LR Sl W4 G 0 38 AN Vi
I SR A AR AR R O, ELRCE R BEVF AT DhRE, T JC 75 A — AN R SGTE A .

AREAE R, WS A SRR T P i L

PSSR I 3347 AT S

FERLEANVE AT B RE RIS, TS 0 BB A 2 A BB % e/ . A SR AT R 47 B 3k

V

)

GE

Note

LA REPAMBAT W VP UEZ R/, TR T TR SCRF BRI B8 47 R GU B 1)
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| zgem
P |

FE AU R4 X X RTE 2 2R

SR AE P VP RTUE R 5, BB R S S AR SRR I, (HANR IR 180 RN L ANRs5. {Et
W], AN REAT AR S5 R .

VERTUE 2 B 180 K. 150 K. 120 K. 90 K. 60 K. 30 K. 15 K. 5K, 1 KA 0 BBEEk
s, I HAE T BRI 45 %wa&WﬁMMEhkﬁﬁﬁ XA ST “ R (System) FHY,
YEEMEGNA “THE” (Critical). ZEAH LR B IXLEEAR 175 S B IR N, on page 49,

XS il RAE RS H &
FADIREE PV BE 256 T REAMME A W SCVF ATE RS X S P H R I, st el s

o
=P SE ]
o FERERLB AR ¢ A AsyncOS HJ BESS SV A E | on page 43
Parlas ==Y
SIRACE X H
MR 9 S H (1) T A T 8 B B T e AN B SO L, S PA XML (R ARG 5 ) A% 4
o

] LAE L 2 Fp o A S
o TR R E SO RAE BT R e, A MR A7 TS B o A SR AEAEIRE B MR 199 S H
PR, REATEL “IRlR” & f il RAT HIC B S0

s BTN BIARCE SO, DI AR MBI T AR E . (P2 B0 S s A H 2
7 XML SCAFRIZhRE. O IX AT LLAS B o0k 24 Fir il & b BEAEAE /AT 1R CINERRI R %) BEAT %

R HERR o
o AT LU R A RO E SO, LT R, IR AR [A IR G . X SEBR B “%Eid” CLI
1 Web Fi [ A0 E -

o ATLLELE FTP i) BALFEANEC & SO, ] LUK HEAN AL & SR 5840 B 21 CLI
o TS0 XML #538,  Br LS S 3R IA R E SCE P BT XML SEARIAHOE DTD  (CSCRS 2R
XD o HLLFE DTD JG5AE XML FCE S, FRdE T bAg. (XML 53 E T Hn) M\ Internet H
FHREL. D

{£F XML BC & SXHEIE % A ER 4 M <

o ATRAAANHEAE RO T AT IR B S0P, e, AR B AR RS — AN IRE RO, IXFE,
T DU R AA A B AR PE OGN 2238 . FAT, S AN BB IC B SCPE N C/X R AR R 5
WM R ERE 2 A B AR MR AE AN R 25 45K o

o BT LR AN R G T B BUAT IO B SRR A 1 oY T RUE BSOS ISR 90 5K 1) S A
(RIFR 7y (FE 2 WA RIRET ) £ BB 1 50 s FLOIn 280 21 E A S K




zogEr |
B ze=maxn

B, o] DAFEDIRREA G SR A FH A 00 DRt “ 4 J G 1T 7 (Global Unsubscribe) 4. 41 444
INHELIEMBCE T “4/SEUNITH 7 (Global Unsubscribe) 511, M af LUK “ 4 JSEUH T 7 (Global
Unsubscribe) B E 55 73 I B A 94 i 21 B A A2 7= A D 0% o

Varlax oo 3
SRR E X
LIRS 0 OC A B B SO, AR ST “ RGUE L (System Administration) > i E L
f” (Configuration File).
“Wc & CE” (Configuration File) TGl & LA R 549

« L FIELE (Current Configuration) - F F{RA7A S H 4 Fific & S
* INEKELE (Load Configuration) - T in#k e £ ok 40 ic & S0 4F
s RARAPREYIRMIETREBEEGIIRMBERBRX) - A, ES I <250 RZ ML
P HET A NF BB AT 32 R 45 03 AN 8 22 4 9 /B E 2 26
« EEFLE (Reset Configuration) - FHTK M aT e & & & 0l ) BRI E ONAE BB R E 2 AT se IR
FHE) .
N

Note Ly s 25 b ) G B SO A LAAS N5 119 PEM A% 2Bl B RA I ANE 1

HXERm
o DRAFHAIS H Y HT I &S, on page 22
o AL E S, on page 23
o G I A A I B SCAF, on page 23
* FE HTHACE, on page 26

REMSH SRR ECE

THARZE ﬂ@wmmNMmmwmm>mEIﬁﬁmmwmmnHQAEW%MEEGMNmt
Configuration) #55, 7 LK i HC E R A7 SIS AH T B0, B ORAF BB OC | (47T FTP/SCP
MH &Y conﬁguration Hagrb , tn] Dok misfors 2L ik 2 4 e i k.

LU 5 BABERCE SO IR AT
* 5 URL k€N REAE H (1 IR 45 1647 22 43845 By RAIE 35
o “BERFLARZE” (Contact Technical Support) LI _FARA7H) CCO H /' ID f& |7 ID.

AT AT L 32 v 5 i B S rP R R R SR B AR 5 T P ARt o o i e S A s 1) S R A 3
Y B ORAT B SO i Dy e R RG,  JCTORE R 5 o il ) P G 25 SO TB A 2
AsyncOS.

] DU o 32k o e i B S8 e Y R AR S AR T A R . R A TR O e S
MHEEZ 2SR

« WEFAEH
* RADIUS #fi4)
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| zgem
miawmtxrrExs ]

* LDAP 452 %14
o A P I
* SNMP #%1{4
* DK/DKIM %544 %41
* 4N SMTP & 43 5iF 265
* PostX Il %54
* PostX J A1 il
* FTP #Ei% H H T H %6
* IPMI LAN %4
* BUHTRET IR S5 4% URL

A LA§EH] saveconfig iy & fE A AT A G E ML S 4.

188 3 R & iR e B S
i “RGEH” > “EE SR Pk MR SO Rk A Bl H mailconfig iy 418 ik S
ﬁ:%%ﬁﬁﬁﬂﬁiﬁﬁuBTﬂfF}IZﬁEiié’a‘%F
nnE & S
RS ER (System Administration) > Bt & X4 (Configuration File) BT “ INZHC & ” (Load
Configuration) #8735 H7 ¢ B A5 BN B BN MBI 5C . W LAMEH 1oadcontig fir (L AT 47 A1 G &
WS4
A DM LR =Mz — a2
M 5[%1%4,%'\)55(7;: configuration )EIE:KL, ,QJSEJ:’H?O
o HEMAH T AL AL BCE SO
o HERIICEAE R

)

Note i) gt 15 ot g 255 Al ) i 8 S 4 o

FESRRAAUT, ATLE RN B AR sl G . AT RN ERAFC EL AT, 3055 D AR S B S
(ERE P 1E= 11

FoARAE MR ik, TS A L B A T 5 BA R AR :

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>

. your configuration information in valid XML
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B ramaxs

roEe |

</config>

ghR I </config> Fric Y ERBERC B AT S . X HEMRALE M e configuration H& i) DTD (SCRY2EHY
B ENTANEAE XML AT HIME. DTD X448 config.dtd. UWIRAEEAFE A 10adcontig T
I, AT TR, WA IR M. T LU R 2 DTD SEAE MR ¢ 2 AN R lC ST
EAREA,

AT R AT, B NEEABCE SO (i PO R C Z [ S B <config></config>)
BAC B SCAF A SE S AE— 7, RS Akl (WE) , JFEAE <config></config> Frid
HRIET

“HERE” FRon DTD @ SRR E /N 10 SE 3T AR RN 45 RObR IC S (e . B, AR EOREG R Ay

o

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport enabled>0</autosu

</config>

F e LA B R UERE B (A8 T

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport enabled>0</autosupport enabled>

</config>

A2 HH B ) B
CE—7 RN AT ORI R OB SRR R 0 T E AR . B, REETRe U A
Hlé%y EWEleVFJ:f§217:4ﬁﬁ% ({ETEFEQE$D<Config></config>$ﬁia) :

<hostname>maild.example.com</hostname>
o HIE, RGAREE X T 2 MR, IRV E T AN E R A, BT A
LA A
<rat>
<rat_entry>
<rat address>ALL</rat_ address>
<access>RELAY</access>

</rat_entry>




| moem
=tz s ammire ]

</rat>
WA KA, IS SRVE bAL, RIS “ogHE” THiRIR A,
AN

Caution |- i sfg Rl U TG 5 SO G A SCAF 107 20 I S P BE 2 IR AL B PR R A B

LB NV v B o] vt L e o N R TS e T PR O V6 P UL RSTR . SR oy 2 1
LA AL B B SO i g IR

ZTHrC S 2B AIRRIC

A ORI ER S HL B SR, 4SS5 WERAEFRID,  WNERC E SO, R T R E A
B I, WEREE AR, IR E AR S E R .

fitn,  EARE

<listeners></listeners>
Ko MR G BRI AT DT A |
A
Caution |- 44 SR L & SCPF K 738 53 I, 7T A 23 AN Web SRIETER CLI BT [ SRR K B il & i . Wi e
AT AR B A TR L B 1B R ER A BB HPE R BRI O, T 20 A A 2 2R R

5o BN, WERANHAE DTD 2 XHIHVIRC EVE, MM <. S0t mic B8k,
BT A lE S

KFmEHEITAZEBEEEER
WUR SN iC & SO S F A0 H ST (glan, AR FTP #EXH HAEITHD 5 loadconfig
A RSB D B, FTP R RN, RICK RN, HFIM logeonfig fr &L IEHINY
i,

X TFFHERBITESEN
XML it & SO “gnity” JBIEAUE “1s0-8859-1" , TCIEHEAH BRI 775 48 B8 L de S0 T
%i, E{Egiiﬂjshowconfig\ saveconfigEinmilconfigﬁ%4%, %B%%%E%Ej{##qﬂ?ﬁﬁéﬁﬁﬁ%ﬁﬁﬁtz

<?xml version="1.0" encoding="ISO-8859-1"?>
FUAT,  HRE N g i iR c & ST 1F
AXERM

o FESEREMSAT R 5C b Ak e
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zogEr |
B ==vvnms

EEHRIEE

HOE AT E S RS R SR B R ) BB . AR BN, WHRAEIIRCE . SR
S AN SRS GUI H il 4% 41 B R

W R EE N BIARE, on page 3.

EERRENXH

IR showconfig T2 B A B E XM FEANME B o showconfig T2 MK Y i e B 1 BN 2 5 45

mail3.example.com> showconfig

Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--

Product: IronPort model number Messaging Gateway Appliance (tm)

Model Number: model number

Version: version of AsyncOS installed

Serial Number: serial number

Current Time: current time and date

[The remainder of the configuration file is printed to the screen.]

“BeE 1" (Configuration File) 71 [E

o B PEBCE ST, on page 21
s FE ) BRIAE'E, on page 3
o BRI IR 2 A8 RIS 3R

IR TS

o CAUPRFEAAMIAE R O 19 0 w] FI G445 1R] , on page 26
o P Mo PGS 5 (R FH IS 00, on page 27
o EHL A BOAIRESL 25 (1], on page 27
o BRORISC AT SRR 3 [A) (1) 54, on page 28

IR PR BB 3 ) 80T Pt A =S

XFF-124T ESXi 5.5 Al VMFS 5 FIRELLIEAE M o, #al DAL 2TB LA LGS 25 10] . X T84T ESXi
5.1 IHBAEM DG, BRIh 2 TB.

SN AL P S S B AL S 0], TS PRAT AR 2B R
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\)

Note R RIS HEAE I . T2 VMWare SCRS ARG R

HEETIE
¥ 20 € T it B ARL A5 ]

Procedure

SRR PR MBS A5
FR2 1 VMWare S 1452 T 0 B HL I a4t 22 )

THZ 0 VMWare SCR A SC S B IMERE G B 1015 e A, Wl fERL AL BRI ESXi 5.5 HIL (s
K.: http://pubs.vmware.com/vsphere-55/index.jsp?topic=
%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-FSFDODE39ES7.html.

$IB 3 KRS REETE (System Administration) > # 2 &8 (Disk Management), Jf-HfiA TR 5 502 75
SR

EFEMSEATEERBR

T D e R WA 190 5 465 38 BT Y 14 B 2 1) 2 PC 4 2 TR R AA BB ASE A A 1

1 FERZIR1E
o PG WL R BN R I0UI | I 22 RS R (System Administration) > # 2 &1 (Disk
G5 TR A P 2 Management).
o & LA B 7 4 P G A4
K RS 23 1)
EEAE G o O T AR R R 25 R MR A R X, ) K R B R
H 3k

o XFF “IEmE” (Policy)s  “JpiaE” (Virus) 1 “#&” (Outbreak)
R X, K AT E R S X TR L B BN . TS A8k
PR o 20 WS A () RN

o XF “HAR” (Miscellaneous) FCER, AT BN BREHE DL
S R R EPPHICELL N ESHE R “HAL” B
HfiE 423 10) , on page 27,

B “Hih” ECRRRIRERE (8]

FoAt R At 18 R B s M P B . ORI RSBl . SmT LU BRI T Bt S A8 LU TR 3R
A
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B weunssuasanesn

zogEr |

28R 5
H & e W 2 BB TR (System Administration) > BT (Log
Subscriptions), 3 H.:
o EE WL A H s AT AR Rl R 22
o WA TS 5 B AR U T H AT
« W UF I IR H B GO AL 2 UK RS .
© WERATAT, WD BN SR
G/ TSR EIN WU 2 #3BhFA S ¥F (Help and Support) (GE&Efs AT > #iiE
453K (Packet Capture).
Tie S T IE FTP % 28 f3 {4 W9 G /data/pub H 3% .
GXEEAEAR RO BE R | R FTP U5 B4R, {52 MFTP. SSH M SCP ;1)
WAl D
LW TPNG) WU %5 R TR (System Administration) > #2238 (Disk
Management),

MRRILE| B R R = B B ER

2 HAGA AT AL BIRCAK) 75% I, B THRICENE & ZON I R ZVER . AEW RIS EARIY, 1&

INPRIET))

B ORI BIX SRR, 1 S 4R, on page 47,

Mg R FNE R ETE

Rt TR P REAE U U S N AT, AN REAE AL AR B AT

RERERS

“HRESMEIR” (Services Overview) T 41 H LA 5 [ ZE 10 24 A7 AR 25 R0 R AR «

* Graymail
* McAfee

* Sophos

AT LAFE “ R85t (Services Overview) BUHIHAT LA FAT45
s FRIHEHGIE, FREAER, WSRTFNEHLIE, 529 01
o FRBIGIEEN E—RAR . ARG R, 5SS IR LT 518, 25 29 1T
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BB s E SV B SO PR . W RS A A3 B, E R T B2/
WE T

R E RS DA B SR, Rk BB R . RS AR IR, IR ik
27 (Security Services) > “Jlt45 1 ” (Service Updates) UL [ ' 12 BY B 315 ZE E FHAVEIR B FE
(Alert Interval for Disabled Automatic Engine Updates) 3£ .

)

AR TN T RRRIGIEE,  H B ROER AR .

HXER
s B BG4, %29 0t
o [MRR B LLATIRCAS I 515, 25 29 1T
s BEHE, F30 1
s REpA, 55T

FENEHIIE

UK

$1B1 3R LIRS (Security Services) > BR S #EA (Services Overview) Tf .
IR 2 i AT EH (Available Updates) 71+ (1B #7 (Update), LDASRHEUARSS 5 148 1 d i ik 25 SRR U R A

pE i3 S AEAERS € 51 R i, Sk IiA v .

BLREILARTAR B 5] 2
e

LB 3R 2RSS (Security Services) > BR S5 #EA (Services Overview) it .
$®2 S8R A (Modify Versions) %1 B 2 (Change).
WIR 3 LRI AR S5 WA, AR5 S RZA (Apply).

IS 9 5% 2 5 [ [RVR )b —AMRiAS

iR JIke 25 S AL IR T 2 15 I 25 WA FH R D R A
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MR (Apply)Ja, B B E AR E 51 BB SR . S8 H AR, HE BR e D1 )R
WHE” (Global Settings) UL

ARG BRI ANEEA] B 3l SR A5 B A A B LA T H &R
s EEEF AR QE T EIEERRRMN ARSI . K2 EE A T R E0R g0 .
FRVEAE L, TS SR H SR

AR S5 E#h

LA i 55 5 22 SR LA SAS o e 200 «

* Dife# 4

* McAfeee Bifi 3 & X

* PXE 5%

* Sophos B & & X

* TronPort Jz 357 3% B KK i)

o PRI YRR )

o IR DRI

* URL 5] (T URL JyEDifie. AXRHAER, 5 @h%ﬂumL%w%EE>

. Jfﬂﬂﬁ)ﬂl (HT B 5 H T URL ‘Ti)@ﬂJﬁ‘éE’J%TKE’JEE%Iﬁ WAEPHEUET . ARG,
%[ KT S Talos TR M55 134 #z

. Graymall K

)

Note DLp 5| #R A 2 VLHEC /288 115 B fE & £ BR %% (Security Services) > B ##E & 5k (Data Loss Prevention)

T EAREE . A ORVENME S, TS T HUB DLP 580 A VL C 7 2R 45

JR 55 SRR E ) THCE R (DLP BEHERAN) BB IRST . ANREMAEMT MRS (DLP BB ER
Ab) FRAEREA IR

CEBUE P ZE AT 50 LLRIBOX SE FE S B0, 18 2 B B AR 2 AN 8T, on page 30,

&EW&ﬂRﬂﬁ%ﬂE%ﬁ

I3 LT+ AN LT, on page 31
o R A 9 25 10 A M SERHIR G548 T BT HRI BT, on page 31
o JOC B HIS A2 19X O DA 46 (1) B K B PR v SR A RN B 37, on page 31



b_ESA_Admin_Guide_14-2-3_chapter46.pdf#nameddest=unique_1723
b_ESA_Admin_Guide_14-2-3_chapter21.pdf#nameddest=unique_805
b_ESA_Admin_Guide_14-2-3_chapter21.pdf#nameddest=unique_802
b_ESA_Admin_Guide_14-2-3_chapter23.pdf#nameddest=unique_893

| zgem
surgmsginzn ]

o IACHI R 5545 T+ 9 AN HHT, on page 32

o NAS I 55 g TG AN ST R RE AT R AT 5K, on page 33

o EAHBIRSS 35 LA THWUE, on page 33

o PR RS fe LA T BT EE T, on page 34

* MCE A3 8T, on page 36

o PO A I DG LASS: UE SR 7 IR 45 2 IR A7 25012, on page 36
o JE AT E A F B IR 4545 1815, on page 37

53 BC A% A0 5 F BT IR IR
14 AsyncOS THAATIE B 3040 RSSO PE K6 57 i JLR

o BEG MEAF OCHS AT B MR IR S5 A5 T B0 o BRI T
o BT LU BB R 80— kS, SR IR R I 55 2 K FL 20 BE SIS R 5 o 152 () A AS L Jike 5%
a5 THATE, on page 32.

FLRPEANAC BRI TVE, THS I E R 55 5 BUE LU N BTN EURT , on page 34.

R MR B B A B RAR S 28 T EFRINE R

IS A D9 G P e R B SRR B IR 554, AT H T T BT O s
Figure 1: & R E A%

Your lronPort Appliance HTTP connection
through firewall [ronPort Systems
Update Servers

E“ﬁ%?ﬁﬂ&%#ﬁﬁﬁxﬂi‘mﬂﬁiﬂ: U RS R AR KRS, PR E SOV E RS . AR
TR, 155 D C BB 0 5 LUFE ™ % (R 9l K S A 35 h SR HOTH 2 A0 S8, on page 31,

O — A7 KRN LA ST A 1 80 1 443 1 VR IBT IR 45 2% T 28+

Fic 55 iR ) < LA ™= #8 B B K S ERER AR 3R B+ R A BB 3

SR} TIronPort T2 M SR il 55 28 A1 I Zhas 1P Mihiko n RASAT IR 9k (B kB SR, mT A i 2 A 58T A
AsyncOS JHE L E A E

370566

Procedure

PR ESERE SRR, R URL Mk,
W2 AP KB B VR A 80 MIERAS TP ki N2 T+ 2N B Hr
HIB 3 K IRIEFR £ RS (Security Services) > AR &5 #7 (Service Updates).
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B s remseagnEs

FE A4 S HREEHILE (Edit Update Settings).

LIRS F “YuH TP E” (Edit Update Settings) JUIHI T “ 5B R4 23 (BWL5)” (Update Servers (images)) 6
gy, WEHE CAHTHIRS%8” (Local Update Servers) J-7E “JEA URL” (Base URL) 7Bt iy ATEZH
1 I B ER A URL, PL3RHL AsyncOS T+ McAfee 559 25 2 Yo

L6 BTN “HHRS#(F1F)” (Update Servers (list)) #4311 “IronPort B FT Ik 45 %% 7 (IronPort Update

Servers).

FERT RATFHINE L.

MR HE AR 55 28 TR A0SR

AT LURE AsyncOS TR MG T 2RI AR 5545 JF NG B SR A FEE TH,  Joifs B SRR S8
W55 ARG T o AL UL, THEMMGAE I HTTP 2521 99 45 rhoa BT o) FTLIDE M AROAE AT R 5525«
WERIESRE MR RWUR, BRI ECE N A HTTP g5 a4 “BOBHEELAs” ) 45 AsyncOS BGFLHE FI1E
B

QRSB W SCTEA U5 1) LR, st 2 A R R R BB T it o, U5 (P AR LR 5%
o Kt AsyncOS T M AR 55 &5 T 3 AR5 WIS 9 S 5 L ASEAR TronPort il 55 &% T 23 5 BEpR

\)

Note  SEURL it ALK AHE IR 2525 HI T AsyncOS FHo 1L Sy 2 4 T WG AT AR i BE T AR 5525, AR M iz
G5 A R TronPort F B3 2 4 58T, DRI, S 2 A RTINS 0 S e T2 28 AT o 1 22 4
55 o

Figure 2: iE12 B /735

IronPort Systems
Update Servers

L CE——

local HTTP connections

<>
Web Server with HTTP - e

access to Internet

370567

Your IronPort Appliances
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Procedure

PR BEAMRS S, DR RAR T 0.

FTIR2 FETIHHCA .

HIE 3 7E GUI P &= £ BRSS (Security Services) > AR 55 B #1 (Service Updates) 7 5k 7E CLI H i [
updatecon£ig iy AL B A AT HI A HL IR 55 25 -

PB4 THARSKEEIR (System Administration) > R4 (System Upgrade) T skt CLI Hf§ F upgrade
T TH R B

MRt AR 55 88 FH 2R AR SE # YRR AR AN ER 0K
B8R AsyncOS THAATIE B30 HF, 00 840 s U RAE T A2 A T 46
R 2 2510 GG LR
- Web SIS CEBHNIELEL .
A\

Note i FiuhiiAc, s i SEI0 E By Ji i LA A VRIS HTTP 5 i) Seu il
Y5254 i DNS 44 KT AN SRS RE 1P s hkxh kAT e

XFTHEE AsyncOS SEHTSCAE, 80 A BRI 2% b AT — M A L SR 55 2% -

* Web flt45 %% (441 Microsoft IIS (Internet Information Services) 5%, Apache JFYR %5 8%) , 1%R5%
FAINE
o SCHF HSREOCIE A WoniEE 24 DNFRF
* Ca M H
cCRCEHTES CEOMm%iE) sSEAR ( “fR” ) GH50ir
« /047 350MB A HEGELAS ], TR AsyncOS BB %

AR AR S5 28 EFREE ARG

R E AR %G, ¥ 43 http://updates.ironport.com/fetch manifest.html PA R % T 25 WA 1) s 455 SC
o BLREWMG, RN EITES O EIRAEM G B VLN OO T BRI M DG 345 ) LA
HBAEE G HIRRA S o SR, RIS WREn A RYER . s PR A, FEA RS &%
AR H S I ZIP SO, AR H SR A N ARFF R . BT TR, TELE “YniE SRR (Edit
Update Settings) BUII*H (BfE CLI * i ] updateconfig) Hf 514 W4 ST it ok 45 A R 4525

ARHIIR 55350 25T XML SO, FH TR R4 s £ 9SG mT H AsyncOS FHR BRIk T 28 2k
o WESCHFRR “YE Y o UEBI SO TR ZIP SCAFI¥ asyncos Hog N o il R T A H IR 55 25 R
H i ZIP SCfF)G, 78 “Yn BB " (Edit Update Settings) UL IH 1 (= fE CLI
updateconfig) i A XML [56% URL, QG4
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zogEr |
B eonemmsssres

AT FETH R IO PEAAR I, 5 2 B AR BB AR RO AR SRR LT

B RIS BRHITERH
NI, S R B LR 00 S5 AT, BB HTTP 46551 80 1

BAT, IFRAECIE . WERAA BAER KE 3T e 1, W] RAE SCRCERLIR 5545 LA BB F 94 5 mT
UM BT S 10 U 2R 2 i

WAL PEAT AR 55 4% 7T LA SE > AT B K B 60 S8 TE AV o 1

\)

Note it SCTARIRMRSS 3%, 1ZARHLAR S #5Ks 11 3 H T 10 18 0 4 AR AR 525 PR T AT IR 55 SE T . Teidehy
AR AN 55 1) ST R AR BRI 55 8 o

e BRI E U A RFNEF
TR A THRAN TR N B MBS PT 5 (A IR 55 s AERL A B
WL AsyncOS T2 AR 55 S84 AR 7] BAN [R] (R 0
HEETE
s M W SR EL B SR N TH AT, AR M 2% (AR 55 5 h FL A IX LR . KA, &
B ML ISR PE R 75 B BOE DRI AR , on page 30 AT 1@l

Procedure
FIB1 KIRIEFLR RS (Security Services) > AR S5 # (Service Updates).

$®2 SHREE I E (Edit Update Settings).
PR3 M AL
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mERssREUTIARNES [

wE

AR

EHRS R (BB

RN LA IronPort T 5T IR 45 2838 72 R 48 A HB IR 45 %8 2 AR}

IronPort AsyncOS F+Z MG RN Ik 45 B8 BRI E A 48 FH SR} IronPort

SEHT R SS A AT RN B

3 AT T B AR R, IEAE AT L B S B

W R IEPEAR I THT IR SS2%, VA TN 8T 2R BT I ik 254 14

FEAR URL Flu 155 o Qi GRS 25 75 S0 3G UE, Dl mT DU N A 2504

IREZY TN

SR AsyncOS THRI McAfee 795 7% € N ST BEE, i

s LA AsyncOS (£ A EI&E (Click to use different settings

for AsyncOS) 554 .

Note FBREL EAMTE Y — & ARG 255k 4 55 =07 I b 3
IS AL K00 T 8 T

BB RS (B3O

A R A 3 B T A P E FR TBORT SE  A T Jy sk 65 A I S P
A} TronPort 2 7F BAH K S (FAIE WIS

1 M ER} TronPort B 387 IR 55 #3274 1 9 28 Il 45 2% 1 48 n) FH 11 T4
MRS SE A2 GIEB XML 30/

RGP T RT3 KA B AsyncOS TH 4 e k55 & . T4
FIEEH R BR NG HE AR TronPort BB 55 2 F 2K

IR PEA I T B R SS2%, WSR-S BRI IE I XML SCAF 1)
SEREERAT, AR A IR S 20 HTTP i 1150 dn Jokem 107~ B
B, AsyncOS #HA8 v 1 80, W MRS 2% T L& Iy ik, A
AR T

EEIEE]

3 Sophos Fll McAfee [ 52 L« AR} b S MBI . R B
ZEHARN . PXE 5[5 A JEAS AN X RS A
SIS RNTH 2 TR g A X A £ 5 B (A%

IR s mukh, DAERH. ST, HIA 0 (B FAAF
L

Note LLREf ] 22 £ BR %% (Security Services) > B #§#E & 5% (Data
Loss Prevention) GL[fi 4 DLP Ji FH F 8 58 . {H BT G b
SN FTE RS R B . 0, s e T H
BT DLP 7 |2 F0 P 25 VU BC 73 2525

%A Y 5 213 | S 58 F A EEIR )

W

FERA R RE 51 EAE ] “ A SOR” DhREnS, H A SRR B R KR i
B

B m. hslid, FoR 30, AARETR. BRIAME 30 K.
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B z==casx

Rt

23

B

BE 1t B

0O TEPRIE ARG IR 2 A 2L 5B PR S 0T AR 45 s e BT FH G I 28 52 11
Rl FARHEE R 1 . BOATE DL, ISR e ik P — A% 1
{FH .

HTTP RIEAR =5 HF GUI H 51 H (R AR 45 1 mT I AR B AR 45 4% o
e e ARBEAR S %, WM & ok S B B A AR S5

HTTPS {XIEAR 5588 i F HTTPS B AT BT RS 2% . WS aE X 7 HTTPS AAHR S 2%,
Bl e R T B GUT Hh A1) H AR SS o

TR A SN E L

BCE B EHM

Procedure

T KK T EREMRS (Security Services) > B 55 E # (Service Updates) TiTiI, R )5 i timiEEFIZE

(Edit Update Settings).

P2 R EEHELUR A3
HYR3 F AR RS (PR 2 (B AR 1D o 2 Bias e 2 m,

KA 1 /I

Fic & BB W K AR IE B A2 R S5 2R iE BRI A Rt

B ISAE YOG SR IR S5 s AT IR I, WIS I S R4 ) A A SR BB R P IR 25 LR 5 A R

WERMCE T LR U T HIGUERMG, AN R 3ECEHr, IR R H Sl ke i 5 .

fd 1] updateconfig fir&-HC EHLZEI .  LAF -6l 2o 1 iy JC B ke I

mail.example.com> updateconfig

Service (images):

Update URL:

H/NIES A S ho B K EE TR

Feature Key updates
Timezone rules

Enrollment Client Updates
Support Request updates

http://downloads.ironport.com/asyncos

Cisco IronPort
Cisco IronPort
Cisco IronPort

Cisco IronPort AsyncOS upgrades Cisco IronPort

Service (list):

Update URL:

Servers
Servers
Servers
Servers

Timezone rules

Enrollment Client Updates
Support Request updates
Service (list):

Cisco IronPort
Cisco IronPort
Cisco IronPort
Update URL:

Servers
Servers
Servers
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Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> validate certificates

Should server certificates from Cisco update servers be validated?

[Yes]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

BiREEENEERERSRBE

WERAEHIARE DA 55 4% W] AN CA AEF T M AF R AR BAIE 158644 o IXKE,  BRPFIM
TR AFAEACEE IR 55 #3815 -

{8 1] updateconfig iy Mo B ML LU R 2] B 1 e] e B ik It

mail.example.com> updateconfig

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwWIBAGIBATANBgkghkiGIw0OBAQUFADCBgDELMAKGAIUEBhMCSU4x
DDAKBGNVBAGTAOEBUIENM. .« et et eee et et et e ee e e et et e e e e et e ee s

zaeE ]
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. F+4% Async0S

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

H 25 Async0S

Procedure

Command or Action Purpose
SRR | AR AR IAT IR, TERCEE N T A | BB LSRN | on page 30

BRI BB, TR 2 LASCHRE AN
CRIE) 93 R IXEE 3.

LR2| TRTIAT I R I A 1T 223 " FTH 438 401, on page 38

SRS | BT R AHEPAT L L, EWIAEST . | 1 AsyncOS (% TAE, on page 39
THRAERE P VT

TR | AT N2 BT, on page 40

AT HRERRS

WERIEETH R SN, WS BT T T SR

BRARIEHIMERNS

CERHIB 22 42 ¥ % AsyncOSCLI Z 54515 ) hidsk T TH R AE IR PP AL B dr &, g w7 T- LA
FMAE: http:/www.cisco.com/en/US/products/ps10154/prod_command_reference list.html,

A AT
BONGTOL T, BRI O AsyncOS THAR, HATE B SIATEOR N BRI H5E Web Fi 18 15
A I
FEGREL TSN b, AR OOE T8k i 5L
=218 tH R IRAE
BE A RO TR TEANE B K Bbr s A T g s

AP TR A& sk T R 1R Sk
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EHEDT TN |

=48 R R AE

KW AT % o i Nk, ARG IEREERRIBE (Clear the
I B A T T P 2 A P o FO A notification), #XJ5 siii k<M (Close).

Al

TP R m A (R A “EEE R
(Administrator)” BRI D

A &I & (Management Appliance) > R4t &8
(System Administration) > &G FH4% (System
Upgrade),

] F 7+ 2 18 #H

ERIATE LR, BRI CAT AsyncOS THER,  HATHE B BRI N GBI /7 545 Web S 1fii 15

ISR BUVSIN

FERAFL IS HLE, 3R A OOE T8 i v 5L

z218 TRz HR1E

A A KRBOFT TR TS R K b= e T i A

G T A TR AR s g k.

P EN o sk B E Sk, ARG ERSERRIEEA (Clear the
D B 2 7 2T PR A i o E A notification), #RJ5 riidiZ M (Close).

il

TR AN (AR BAT “ A5 B 01
(Administrator)” BRI D

4R EIBIR & (Management Appliance) > R4t &8
(System Administration) > R4t 2k (System
Upgrade).

H2% Async0S B AEFZ T 1E

VR — Bl SR, JURHESUZ R R D BRAM T e o5 AT .

Before you begin

B TAEBASI P BT AT I S WERANEER TARRAA, SR T A T T 2

Procedure

LB

BURORAF XML BCESCAF e QR TR s N o ER R BT BT ARCAS, K BT

S22 WIREAEH “aFFR/MIESIR” (Safelist/Blocklist) DA, 1EHL N T HiZFI%.
LB I YAV . WM CLI $ATF, 1514 1] suspendlistener fi74-. W GUI $0AT 2%, I

= B RV .
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B ranzzna

FERA FRAINE A . W LM workqueue i B TAERASI A (A&, s 1] CLI FP K rate 4 4%
ISt 0 5% A e

Note T4 Ja BB ATV RE Y o

TEHMLEHLR
A DR BN E R N O e, e DA R SR N E, R JE e,

N

Note /¢ Vdidl b MAAHEARSS 2% (AN JERL TronPort IS5 2%) NI TH2% AsyncOS Itf, THICK 7 T %
RIS 22385 . TFRITAEN, bR Eos 10 #b. SoRmEmEN, 0] LUERALE FEITRZ mrd A
Control-C LLIE H FF i 2

HEETE
o ERE R HBEMN BRI N LIRS AT T RS . ARG BEE I ZS, L
THRHEIE PR 1 AREICE AT OC,  DAANESIE R PRI T 2. 1S [ ¥ i LRI 2
FIFEHT , on page 30FNALE Al 55 w5 & LA N 3 TH R B8, on page 34,
o W TN R 22 BT, AT AsyncOS [IUES: T A, on page 39 156 W #44F .
s WEREAR MW ARG T 2T, G TR T HE L.
o WERIUT BT, WIFEHE & U 222 2 W e 4514

o ARG, B ICTEAE FIPS B R A TLS v1.0 A . (H iy A%, 4430 LA BfF I 6 |
B TLS v1.0.

Procedure

HIB KR F RS ETE (System Administration) > RZEFH L (System Upgrade).
P12 N ARIZIRN (Upgrade Options).

$1B3 L FR (Upgrade) 44T R .

PR A LD

E:0] TRz IRAE

R N O TR | AT IR S (Download and Install).
RS P A ZRRYT, MRS IR B S N
NETHR LB MY T % (Download only).

IR O R8N ey, MRS PR EBE S EA N E.
RGAEG B Ry, ANk .



b_ESA_Admin_Guide_14-2-3_chapter47.pdf#nameddest=unique_1737

| zgem
ramzEAn [

1 R HR1E
GHET BN Py A R%E (Install).

PR 2R ORI, R4 2 Bon LT,
“ 2% (Install)” BT 5 REFRTE 22223 (1) AsyncOS hitAS »

WIES BRAFRA AL SEHT N R, A AT TR ik B — > AsyncOS A
WIR6 WA,

a) TIPS TR AT E R AT BB AR ¢ L [¥) configuration H s&H .

b) EFEIE AT B E S )

Note JeykAE A GUI R “Hic & S (Configuration File) T2 [ [ &%, CLI H ) loadconfig ir
A TINZ i D R G S A

) WERAEAGH L WP AR BC E SO I RIAS, R ZER 2SI RO B Rk . A S0 BR 2
AN

W T R4 (Proceed).
HIE8 W IE AT 2%
a) IR B P R R AN i
FERS A N2 T, e Pk o B A5
FRYELAE JUI TV AT s k4%
b) EFORTFT, MEIZBIE/E (Reboot Now).
©) K10 705, V5 PR U I M WY D6 I3 55

IR 5 BRI BB MR OCrYR, DR T, TS AE RS TE R e 20 2220 20 73 BH-4h
17 M ARAE

What to do next
o GNRIRAEWT, DAE B TR AR .
o R FEERZLETE

FEMER LTI, W MR X LE B I PA T 341, C0 9 “HES TAF (Before You Begin)”
IrIETR A, EIEERE “ 22 (Install)” LET.

« MR LRTIH:

* THOAH UKD TRy
« W ARGRAIE M. ARG, HS B E S, on page 21.

s THEGERJE, TEERTR T RE R .
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&R

zogEr |
THRES. BUESMREETH

BTEIRZE. BURSIRRE & T

Procedure

FIE1 RKUGEFRZETE (System Administration) > ZZEFH L (System Upgrade).
T2 SHARIE (Upgrade Options).
WIR3 LHE NI

=18 EIVEESNS
A"E MRS A ST A o
WERBA IEAERAT N R, HICSE N N a8a e, WARE
BN BCRASAE B
B 3 sl DU H] (¥ BYGE TS 2K (Cancel Download) #4411 .
SUCS TEIEERAT R, R4 4 BRI
THER CF B 2B Fe sali DU ] (R BR 214 (Delete File) 1441
UM R P O NI, R4 & BRI

TR (W) BEEIIEHE.

& FHIZ 2 iR TR TN

HAHE 80 - F190 - RFUBEFE E, A REIZRE B B AF I SCHUAR (1 HLUE o
U SR A Ay B e I R T B S Y G HL Y, A2 A2 SR AR Y B (Ve R 5 R e T
HEETE
o LR B0R & T e R IR A (RPC) i 1 HEGERL R a4k . A7 RMEE, S (%
Peara) .
o GRORISPER G TT LU RE YT 1) a5 KBS FT AR AT 0 2 )i 11

o BEIfE T BT A R R YA PR 1 0 P o — 1) TPv4 Mok o g (S0 2 JEAR T BTk 1) i R
B, MAGAH ipconfig M2 ALE .
o B MBPER G, S AN A DU FE SRR BT 5 A HRE 11 (IPMID) 2.0 RROAS (R BE 4 (1 58— 5
TH. A I TR,

© F RV AT AT O VEAIS B, WS (CLI Z%48/) .

Procedure

PR fEH] SSH sl A AT 6 i 11 V7 [7) iy A7 L1 o
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& E E Z AR A< &Y Async0S .

L2 fHHEE PR (Administrator)” U ) AR K S B %
PR3 FALL T2
remotepower

setup
SR A LR UM E R
a. BLIIRER ] TP Mk, i L R 2 AL R R K
b, PAT HIEAE IR iy P e 1K 1 ) 4 AR
SRLGUEAS 55 T D7 Bl 5 (R S 199 O PR LAt E A AR L AT

HIES i\ commit LRA7HE .

WIE6 MK IEMECE, DA R ] LUze R A I A D9 G Ha it

W T MRk T DL — A SR . B, s SRR — e )y, IR T EHAT
WA 55 (10 7 B A AR 7 1) BT 75 (R UE 45

What to do next
X ER
o TR R A Y O HL Y

Wk & £ < BTk~ HY Async0S

AsyncOS $2HUR AsyncOS # A1 REUIK I BIALY Z0 2 TR Z BT R i A FRFBUAS o

W BB

FEMBPE R K AL revert fir& o — IO ELAROAVE (0B . Lhar & S SBO0TA IC B H SR A . L
SRR B L R RS AR, ORI B M BR . AN, FEFEHTIC B MBAE MR 2 HT, K
HEAEE 2 TR AR H . T iy S SRR E, PR A revert fir &, AT AERG
TN BB 4 AT ) BEA S 7] o

A

Caution £,y Z50 HLAT B2 A3 B RRCA IR C S0P o TRCE SCAFAS I i e

TEBE IR 35 1 AsyncOS 7T B2 B M4 AT IE
AR IE T HEPEIR AsyncOS 9.0 PRELFUIE I - IEPEHT AsyncOS 8.5, WIVF RAEAE L

LSRN T HBAE A AsyncOS 9.0 Y= 213 HI T-HE1H1) AsyncOS 8.0, WA S AT ISR S A 22
AIIREAILMET T 180 K %8 FRA.
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. % E Async0S

zogEr |

DRe IR HEAR AT DL R ARAN 2 T

HXER
o REFAMISAS 4 OCVF T UE 2] | on page 21

k&€ Async0S

Procedure

L1 ARSI AR B AR IR E SO BLE SCHEAN R G 3625 ik, w DR iR 1% S0 E &
e HABUEN FTP KL, HRER, ES M iR 4F Ak it & SC1F, on page 23,

SIE2 R HABTH AL R IR OGS A A R AS ORBERCES) .
Note XA RAEAEWI 2 5 B R & S

HI3 WUIRE “ 8 E/IESI# (SafelistBlocklist)” ThAE, ¥ “ 24251 2/PH 11413 (Safelist/Blocklist)”
i R T B AT 5L

LA ERRIERASE A

LIRS G BB I IR 5C 1) CLIL.
PEiZ T revert i 0, REUE K VFZEE PR, BRIV PUR Y 5, K e T AT IR SR 3 .
Rk, ESeRERTII P2 0T, G2 R R I

SIE6 M CLI HEH revert g4,
Note WA FRAE R FERS o AIRETT 2L 15-20 0Bl A 2 5e R, I ] Z1 Tl 1l 45 & U in) HE1

EE

WIRT  FEAPMAE R G T IR

L8 IUMEHEBHIRZ G, EMEHBITESS I interfaceconfig iy Al AT AT Ui ] 1P Mtk
SN NN

$IBO ERE RN D E T FTP 88 HTTP.

$I10 DL FTP AL A0 2 1) XML e & SCrE, sk Hor G 3] GUT St .

InZE e B B IR A ) XML FC & S
WIRAE ] “ 2245 %/FL1E51 % (Safelist/Blocklist)” ThRE, i SPAIWE “24p) R/ IEYIE
(Safelist/Blocklist)” 4k % .

BN S A SE X
AE, NAE I FTIER AsyncOS JRASIZAT RS 1M AFI 56 o
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7y R4 ) 5 A A B R 44 i B AR [ b i

LRGSR R, AT LA AsyncOS A= s s e & A 35 & AE N«

o [ BRI A

 JBIA

* DMARC J/it

* J@%N (notify() A1 notify-copy() 1 J& % #E 1)

o MR A (BLA RS IR “RILFEIA” [Send Copy])

s

o LA A A o
AT LR IR [P HBHE R 2R A FR . P BR84S o i m] DLEREXS TR AR “ R 481 5K (Virtual
Gateway)” 1.,

Al PAYE GUI Fh el /. CLI HP{# ] addressconfig iy 16 250 52 Gt AE Bl A B A )R B s -

Procedure

L1 FPiF “RAEE L (System Administration) > “IR [F[Hilil:” (Return Addresses) U [f
PR 2 fiii4wiERE (Edit Settings).

PR3 X EEE ) — AN A AT S

PR 4 FSTHIA L.

ARFEITRASHBECEBE

WRAE DAL R, BmT DO RSG5 M RIS He (EIn CPUAE T L BAB ) e K S 4
S5) MO PIE. ST LORE RSP R O M AR K R E 1 BRI AR .

)

Note  3ifji/i] CLI b RGUSATIRISHACE BIME, 156 healthconfig f14. HLIEANE R, 1555 CLI
PWIRAE B Gl T R RIS 22 42 45 1) AsyncOS CLI Z %545/

&I
AT 40 52 B

Procedure

FHB1 KOS RGEETE (System Administration) > R4z 1TIRRE (System Health).
$IE2 LT4wiEI% E (Edit Settings).
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HIR3 FLE LRI
* Ju CPU R BME S (L 73 D .
BEAR, IR E AR 2T CPU A AL 2 BC B A B N e 75 BB R . RS — B A,
Wik CPU A HIAE 15 0 BhNIE R T B 5% fil A 26— ANEARL I - FEME, Wi RE
e
Note XA ) fih e A AT IR AR B R R (1 CPU IS DL
W AF TUIASCH R E BIE 0N (BLE 2 LEED .

BEAh, 3 R 5 A HEAR A A A P 40 1 M P R N o 1 BRSO R . AR SR — VB
Jeis AR PAE SRS HIE B T B 150% B0AE 15 73 B i Al b Jo il & 55— ERIKE, W Pk
B AVERL Bl IR R E Y 10,

© YN ARSI FRIA ) 10.1% N, RIEH A
o HNAFASIAE IR AE 15 2B ATEE] 15.1% I, SRR A&
oy BAF R B (R S KR e BIE UM CBAIBPFEOERD

BEAh, B R LEBAA A PR S 00 2 P R R A S N . IR — AN
T SR BAA P RSP0 15 235 IE R T 150% fil % 58— ANER L, WIS K% ER .
flan, W E N 1000,

o BB PRI R BOLF] 1002 1, RIEEE —ANEAR .
* EAF P AP B R HAE 15 20 B A IE R 1510 I, WIS 0% ANER .

Note VLRI T A BRI JE T “ RGUER” (System Alert) 531
TR A SN E L

What to do next
WRC AT RN E T2, WEHREITI RS ER . AU, WS INER LR N, on page
49,

A A s— /=1l

R E R R BNEITIRR
A DU FAZ AT IR RS 75 D) BE A 2 A W G He AT RO . PUTIBAPIRIAS AN, RGOK 7B 41 R
AHZE” (Status Logs) P 2 8ds (e =ANHD LU & P9 G Iz A TR o

\)

Note 5 FEHUATIL A HTIN RS “IRAH & (Status Logs) 204075 420 — A4 H ic s 4 .

EPATIZ TR, 1
« 7E Web JHfi b, KR 2 RGETR (System Administration) > RGEIE{TR5E (System Health) 171
I, ARG R RITIZITIOREE (Run Health Check).
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* /£ CLI I, 1217174 : healthcheck.
AT RK R I RS AE Bl LA H N 2B ) T a0 F — AN A n) il

o P LR

o HR A A PR AE IR

* 7 CPU 1iliJf]

* ENAEAEH

o o A A7 DL T AT 4
R TIR O B FE IR R OCIE R T EIR— A2 AW, EH IS AU RENE .
HETEAELE, WEZ0:
http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/11888 1 -technote-esa-00.html.

a4

AR AR 2 BB A IR A, FErh R B A I 0GR AR IR A AR OGS R o IR LB A () F
(EGZEED GO DA “3ih7 B “HB” NG, AT IR G B e Ak et ae. %
5 EH A D9 G A il A8 R DA S DA A 40 1) 5 i e 4 R AL 4 S A2 i a2 25 IR 6 P P L B DAy WA A 71 T
PN FA AR . W GUI Y “ RGP (System Administration) > “#45 7 (Alerts) W[
(8}, CLI Hf#] alertconfig iy %)  HIAEIR,

EHRTEEMN
T DL LT I
P FESLEIER.
S48 (Warning): 7 BE30E— 45 W P Al 920 B

o fE R B IIBIATIBAT 2 P AR A R

Sk

N T ASSRERENS TS i SR AROR IO R GEA L, ] LR BAE 9 G B 1) R R Gk IE R G
JRIFT A BRI EIA . BEIhRERCY “ BEhSCRE” & SRVFBATTI A 32 80 SRR 1 75 SR 1A 2%
Tike “HENEFET EROEERE, WHIRSIERIZITING, status fir4 % 1 AE ] AsyncOS
FRA

BIAMEOL T, WE A “S7%” (Information) ™ B EL T “ REG” (System) LSRR EH 1
N SRR AT IR BRSBTS AT R EIA a0 RAEANAS B TR R AR AR MR, T LA T fig .
SR HEZE L IhRE, H S L E S E, on page 49,

ERIRIE

Il

MU R AL T RN (Alert Recipients) H5 & Mk ISR, JEQG 43X 48 H bR € X SMTP
HE



http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118881-technote-esa-00.html

zogEr |
| Ll

H T AR S ] RS AR AF P S R R Tl R, DRLEANE T AsyncOS IEH IO IBIEAR 18 RGUAIEEAT.
HB BRI R B SL T AT I H T S E R Se AR,  RIEAE AsyncOS f74E BLR R G libi i th 2xiz

17
SHUIBIE RGN T AsyncOS S SHHHIF AL E, IS REVRAT LR i 2% 1T i 15 HEAB BP0 Fe R
—H¥:

o AR SRR VE DNS MX 1A B A L%,

BTS2 A7 DNS 55 H 30 708, 22475k 30 20 BPPET 2k, PrLAn iR DNS gk,
EpRi AL

RS AT TAENSIE S, BT ARSI s el s sk . 5545, e ImAZ ik
PESFEL N R ITIER LR

B AN AR A S 3, DR AN B2 IR [P C S B A i BRI P S

Note  [F]3k - 1 FH alertconeig CLI A4 i T TLS SZRFIFAE SSL i & 1% & Ui+ 5 H 7 FQDN %iiE
] KBRS BSUE b B BAEAE “ A4 FK” (Common Name). “SAN: DNS % 75%” (SAN: DNS
Name) 7B EL & [ AE7E, LA RJE R ) FQDN 52K,

Note [Wfik - fUAEA ] alertcontiq CLI wird 3l T TLS S HFHAE SSL i & 5 & vl i 1 X 509 ik
B K& R4S 2IE PR 50,

TR R 1 T £

Date: 23 Mar 2005 21:10:19 +0000

To: joel@example.com
From: IronPort C60 Alert [alert@example.com]

Subject: Critical-example.com: (Anti-Virus) update via http://newproxy.example.com
failed

The Critical message is:

update via http://newproxy.example.com failed
Version: 4.5.0-419

Serial Number: XXXXXXXXXXXX-XXXXXXX
Timestamp: Tue May 10 09:39:24 2005

For more information about this error, please see
http://support.ironport.com

If you desire further information, please contact your support provider.
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INER A

THh 2 518, AT LUK 40928 6 ) WS S R N R AR il hn, ] LUK RS O CK R e
B R IL IS TR N, R R N E N AAE R IE “RE07 (System) CEARZEAL) 1) « @
7 (Critical) GZEN) {5 BEFRKGE SN,

)

Note i R/ERGURELINGA T “BHISCRE” , WHRE IS A BRI A = T RIS A [ 4
FJ LAB N S SO e

Procedure

$B1 RKIKIEHERFZEE (System Administration) > 4R (Alerts).
PIR2 pidiiRnEK A (Add Recipient).
T3 M ANBAE NIk o DU 2 AN, JFLUE S b

FIRA (IR W R EEE UL SRR N D3RR I3 IR N B Sl A AR, T i R AR S 5@ #R
(Release and Support Notifications) & £ Hz .

FIRE PRI AR BB SRR A
TER6 FLATIHIINE L

REEHRIKE
LB B AT S0

\}

Note  {ii 1] alertconfig CLI fir 4 i& SCEELE MR ¢ L AR A7 IR B AR LML H S A

Procedure

W AUl “CER (Alerts) T T 4REEIR E (Edit Settings).
P2 AN AT KU Huhk DI RGR BT H], sk $E “ B3)ER” (Automatically Generated)

( “alert@<hostname>" ),

PR3 W RGBT E ROE PRI S EAR B P E, WP . ARG, WS RA s

7, on page 50,
* $7E AsyncOS Ik S EAR T A A7 W LA PP H

ey
=¥
* JRAE AsyncOS K% B E AR AFAF 10 i KFDAL
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. EERE
SR 4 o[ LUE kS “IronPort H8)S2FF” (IronPort AutoSupport) YEIUK 3 “ HEIFF” « AR “HIL
F7 ITPE(E R, 1EZ M A3 3R, on page 47.
AREH T “AZNSCRR” , WIRERE ) BCE IR “ 2% (Information) 2 58 G E AR K BRI
NKIE “HBSCRE” . Lol 1% 2 e A b D e
YIRS TN L.
BERE
S BCE TR ) E AT A E,
o ROEEE I RFC 2822 15 Sk ¥i: Cy N kS A FHERINY “alert@<hostname>" ) . B LAYE
CLI 7§ alertconfig —> from fir 2 ¥ & LI .
o RO H ST BTSRRI
o RORH I EAR S (1) B KDL
o ISR PIRES R HEEERD .
o B ) BCE R A5 (Information) 2000 2R G EAR K EAR WA AKX “ BB SCRE” RS
A
RXEEEE

A LR SE AsyncOS A% i EAR AT SR VIR0 SR L BN 0, AN Rk B AR 2,
M AT IE R R T SR AR GXAE N R BUE I TR N R o« RIBFEAER )G,
RILTEAL B 2 (R R R E CEARIAIBE ) K3 N 34 0 R0 E5Ch B AR5 AP En w5 i L vk el
Mao [RUG, WRSERE SFP, EHORIER PR L SR 15 Fb. 35 F0. 75 B0 155 F0. 3150, DAkR
HE

2, (AR AT REAAHR R ST LI I “ ik BE S BT 4545 1) dpe KPP (maximum number of seconds
to wait before sending a duplicate alert)” B¢, W& E ARG AISFAFFIFPERAE . Ban, Wi deRIaa (i
WHEN S, BKMA 60, WIESFE. 15F. 358, 60 75, 120 FOI A I%EH:, LIS,

EERIERER

ISP 4 S o DR AFSOBT (R, PRI A R 25 SR i B AR ME A, W) LAAE GUIAN CLI it T & . X
ST AR TGRS 199 5 3o

WAH RO EARMSIZR, Wil “EIRY (Alerts) T L EFHEA FATRIER (View Top Alerts) %
H kAL CLI Wi displayalerts fir%. A LAZE GUI tde HUL 0l ST N HEZ 4R

BOATHOLT, MBAE R 5 2 IR A7 50 40 EAR DL /s fEHE 2 SERTRYEHR (Top Alerts) % 1. fEH] CLI
1) alertconfig -> setup iy < g 4 M1 I S ORAF I AR AL WREAEHI LI RE, TR E R ECE SOy
0,
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JXU B 388 25 15¢ AR
RIS BN, B (R AT BRSSO Wi, P EdE (R
2, SHEEN) DRSO SIS E (RAT) o SEMEAE BRI L b SCASR B .
B, LU BRI AT RE S AEME A SCAS PP 2] “Sip” o AERCEIRIT,  “Sip” R SEES I TP 3
fik.

o BB ER, on page 51

* i EE24R, on page 52

o H £ BGE YT (DHAP) %4}, on page 52
* {44 XU 3E 5, on page 53

o BB R S X AR, on page 53

© ZABIR/MLIEFIFER, on page 55

© Rk, on page 55

* HUHTRE AR, on page 66

* R AOL JEAVER, on page 66

o FFEARAEREAL, on page 67

J 1t 3% BB A 4
TR I AsyncOS A R BRI EAIRIFIE, AR BRI R U]

Table 1: 7] §¢ B S 33 S BB 4R 51 3

ERBR {4 A0 3 SH
AS.SERVER.ALERT $engine anti-spam - $message $tb “engine” - 2 b RIS 5 S (20
FERL BT RN 3% “message” - Fl st
“tb” - FAE 1 .
AS.TOOL.INFO_ALERT BB - $engine - $message “engine” - By I BG4 44 FK
S BRI L) R % “message” - M5
AS.TOOL.ALERT B 7 - Sengine - $Smessage “engine” - 3y AT 4 A4 R
PR SR PR B R B 5 SR KA | message” - WS
T I TR B A




B vesen

PR s gk

REE

FRAUG W AsyncOS A2 FHET BEEAR (A1, AR B SRS AR ™ F P 10 i -

Table 2: F] RERIRG TR B E 1R IR

ERBR R4 FO$ 1R S
AV.SERVER.ALERT $engine antivirus - $message $tb “engine” - [5G |,
/AV.SERVER.CRITICAL

PR WA A S B | “message” - I

= “tb” - JkHY ).
AV.SERVER.ALERT.INFO $engine antivirus - $message $tb “engine” - BN TE S HEIRZRAL,

e MR IS L R | “message” - HAIBIE

Rixe “th” - FfEIET.
AV.SERVER.ALERT.WARN $engine antivirus - $message $tb “engine” - BTG | R,

Bt o B RES G| B LN R

“message” - H & HEHE
“th” - FHF RN

MAIL.ANTIVIRUS.ERROR MESSAGE

MID $mid antivirus $what error $tag

PUE QR R AR SR I A A
HiR, WAL

“mid” - MID
“what” - KR

“tag” - ImEHERR AT (WR B
) .

MAIL.SCANNER.
PROTOCOL _MAX RETRY

MID $mid SR, JoikH $engine HEATH
.

PUEE DUMBBPRRERIAR, BT LA G
EEEE TGN G = NERE/ € (U
HSPEREAEAN 5 [ EEAL PR AR 0 T AT AEFE

“mid” - MID
“engine” - IEAEATH 5 5

B RIEE WS TRRG (DHAP) £
RS AL AsyncOS A R DHAP SRINAIZE, L0 SR f™ S 1 5 )

Table 3: F] gE 9 B RIC R BLE TR EH FIR

EiRafn

R FO A

LDAP.DHAP_ ALERT

LDAP: KBy AE ) H 88 G0,. Akk

Kb S, IS ARG S,
et o RrIEBIRTRER H AL N A E
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Table 4: 7] BE RURE R TR

RS S

i AsyncOS A= J I & AT P EAR (510, AR B AT E ™ FE P 1 Ui

iR AR MR 44 FN¥E A ¥
INTERFACE.ERRORS uiig 1 $port: Fll 3 $in_err AT Sout_err | “port” - K.
iﬁﬁtﬂﬁ%i;ﬁ\ $C01 \{Eljg_é’ i%ﬁéﬁ%{ztﬁﬁo “in_erl’” _ QJ:#:EJHE]B,T/-I-BL;E
etk R DRI R L T N AL
“out_err” - H_L—®HlIB{LAK
3% R
“col” - | _bL—HHE LR £
P R HL
MAIL.MEASUREMENTS_FILESYSTEM | $file &4¢t45 X [J4b T $capacity% 75 & “file_system” - I RG K4
FK
Bl AL XA R (T5%) M R%. ‘ o
“capacity” - Ui RS
R CRABEHERD
MAIL.MEASUREMENTS_FILESYSTEM. | $file 2 454X {14k T Scapacity% 754 “file_system” - SCfF R G4
FEH G
PR YRS XA E] 90% A E (B A 95%. ) X .
96%- 97% ) I Rk, “capacity” - CF RS 1)
R CRHBE R .
SYSTEM.RAID EVENT ALERT RAID ik 4E: Serror “error” - RAID #5153 30 AS
et RAE T RAID FAFIN Rk
SYSTEM.RAID EVENT ALERT INFO |RAID /%4 S$error “error” - RAID Hi5# ) 3CAS

2, R RAID FHAEN K%,

s 3R R PR B X E 4R
FREE I

Table 5: 7] 5E B3 3% BB 44 25 (X B4R 71 3=

1L AsyncOS Az J ARl 7 35 IS B8 29 DB I B3, 00 R ™ B 1 ]

EiRaiR R FO A ZH
ISQ.CANNOT_CONNECT_OFF_BOX |1SQ: JGVA7E Shost:$port SEFZ FIHL T b X “host” - HL I b 2 DI b
Hik:

2% . 2 AsyncOS TLIFEREE] (HUH) P Huhk &%,

“port” - fEHL T RE B X 14
PR 1




B usnumaxer

BB HB 4 F iR SH
ISQ.CRITICAL 1SQ: $msg “msg” - ZLE IR
PP o R R g I ISP v X R N R
ISQ.DB_APPROACHING FULL 1SQ: it $threshold% K14 12 ik
ety o IS R 29 DX PR B TR A I R 3%
I1SQ.DB_FULL

“threshold” - FFif k%
AR I IR B 3R A A1

(LB D
1SQ:  Hdi 1 T ik

ISQ.MSG_DEL_FAILED

FEE o SRS R DX R P L I AR

1SQ: PRI I st R BEMER MID $mid (WeE ANk
$rept) : $reason

“mid” - MID

“rept” - WP AER <4
Bt o RBERL) AL IS 85 125 DM SR IS I A%

i

ISQ.MSG_NOTIFICATION_FAILED

“reason” - ARMERIBAE
JR A
1SQ: RAEKILMENMSLE: $reason

ISQ.MSG_QUAR_FAILED

it R R PR R
e

“reason” - A K ILIEEN
JR
ISQ.MSG_RLS FAILED

A S R 25 IS A I A 3% o

ISQ: KLL R JRIK A EKF MID $mid A7 %] $rept: - $reason

“mid” - MID
et o R RATHEEI A% o

“rept” - Wtk NEk “4x
s
ISQMSG RLS FAILED UNK RCPTS

“reason” - A K ATHBLER)
Ji A
1SQ: KA T R A e & AT MID $mid: S$reason

ISQ.NO_EU_PROPS

“mid” - MID
e o PO AR I A ) A AT A I 3% o

“reason” - A RATHRAE
JiR
ISQ: TLIEZR Suser MIEM:. W EHERIAE
ISQ.NO_OFF BOX HOST SET

2%, Y AsyncOS JoikrE H P AR CAE B A%

“user” - B AR
1SQ: fEARKE LML F&EN K ISQ

2% . 24 AsyncOS Pt E 51 FIRAE S AR s e 2 X I
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R 2R/ LT RER
R R I AsyncOS ki B e B/ MLIETU RS BRI BUZE, LTSRS 4 A )
0

Table 6: F] RERI R £ 5| R ML FIFER I

BRI R 14 FN A 2%
SLBL.DB.RECOVERY_FAILED | SLBL: TGtk 5 528 H] ) 42 42 41 3/ BH 1 A1) R B 1« “error” - #iR A

“Serror” .
PR, OV A 3R B A R T
SLBL.DB.SPACE_LIMIT SLBL: & H 253 BHIE AR Bt B T RVFRIHE | “current” - CATH 19231\

#2310 $current of $limit. 2 (LI MB J i)
PR, 22 A3/ P AL SRR R I T SR A, | NIt - BCETRRGER] (L
MB Jy 547D

RGpES
FRALE LG AsyncOS AN Fl RGEHINGILE, LT E RIS T 1 50

Table 7: 7] RE B R K IR YT 3R

HHERBIR MR 4 FRH AR 2%
AMP.ENGINE.ALERT HS ARG RIS T RGeS SRR |-

P v )R
AMP.ENGINE.ALERT. WARN AR A R BEIA) Cisco Threat Grid R4S 2%7E | 8. KMR

WSO T A FR . nFEHBY, 155 Cisco
TAC BER,

AR5 . WARNING .

i A R S TC A A BEIK T 1D 1)
Cisco Secure Malware Analytics (Threat Grid) iz
G5 AT W% 2 A RIS AR AR

AsyncOS API Alerts 2% (f# FH Cisco Secure Email Gateway/f¥)
AsyncOSAPI - AT T451) 1“4 ” #B57.

Mailbox Auto Remediation Alerts | i3] “#47 7 #54> *hFCHBAR o s £

COMMON.APP_FAILURE IV It A A . Serror “error” - iz GHEE MWD 1S

N
Bt MR KN R I i o
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B zs5es

zogEr |

PHERBIR

HR 1 FN A

COMMONENGINE_AUTO UPDATE
ENABLED

<$level>: <$class>

fa i OoWERE 5% <Sengine> 5 ] T Hah B
Bro BUEE, BORCRI L5180 A 85 TR .

“$engine” - k5551 A FK . {E AT LA
A

* Sophos
* McAfee

* Graymail

COMMONENGINE AUTO UPDATE_
DISABLED

<S$level>: <$class>

fEE: COARFE S <Sengine> 251 T ABIE
Bro BRARFERS € 51 5 4R e B 0w R T T
HEEH, NSRS EER AT B 30

“$engine” - 455144 FR. {E T LA

* Sophos
* McAfee

* Graymail

COMMON.KEY_ EXPIRED
ALERT

151 “S$feature” HH LR . EHCREM
EAULRHH AR

B Thags P Wi A0x

“feature” - BI% 2RI ThBE A FK

COMMON.KEY EXPIRING
ALERT

1BIY) “Steature” HH T $Sdays KA B 1
B RERAUERM R .

il

o DhRes PIHLEE RN X .

“feature” - RII¥s 2 IR ThEERI B FR o
“days” - ThHEWSEE 20 T R H

COMMONKEY FINAL EXPIRING
ALERT

XL, TR “$feature” K T
$Sdays KNI, 1HERERRZAUTRM SR

o LAThme s PIELRs 2 S 2l F B Uk

“feature” - RIRF ZIIHIDhRERI A4 FK
“days” - DhfeRt 2RI REL

KEYS.GRACE EXPIRING
ALERT

M9 0% C e BUBIIR T AT 2 A 45 VRIS
PR R AL Sdays N AT 224 ik 55 4K s 4%
IEHBAE

BHAT LRSS VFTHE, ARG RRBUS R
K.

FPEE e ASE BRI A BT X RIS R S VR AT IR
FE AL .

“days” - A IREARIN i B 1T N PR 1)
KA
AR IR TEANE B, TS B AU
AR SV RTUEE 3], on page 21
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PHERBIR

HR 1 FN A

KEYS.GRACE FINAL EXPIRING
ALERT

RO AIE AN WEPER S S B PTA 2242
NSV AR BB R R AE 1 R N AE ] 2 4
H 55 AR B IL BT o

LT A R VAT, RSB R
R,

PR RIS R SCVE R UE B2 BT — R
po

ﬁ%m[‘ﬁﬁﬁmﬁééﬁﬂu iy T/ﬁ ]ﬂ}—g?/LEEB

AR SV AT UEEI I, on page 21

KEYS.GRACE EXPIRED ALERT

TR 22l rEZaeksyos)
39, DRSS IR W R TERIEA T RIDFT VAT
UEZ AT, B AN AR B o

WHAT AR VERIE, HERRERRBUE R
HEAER.

FEHE . RIS 9 5 ) T BT BTN A%

AR BEHSWIIITEANE &, 1155 P R UL

AR SEVFRTUE 23], on page 21

DNS.BOOTSTRAP_ FAILED

TCIER %) DNS filitrds . TCIEB RS 25 .

o HHPER TR AR IR DNS IRk 55453 i
KL o

COMMON.INVALID FILTER

TR class:

$error

B HIBRILROLIE RSN AL .

“class” - “Filter” . “SimpleFilter”

Pav
T o

“error”

(EISS

- FeAthAT O ik g Jo R




B zs5es

zogEr |

PHERBIR

HR 1 FN A

IPBLOCKD.HOST ADDED TO
ALLOWED LIST

IPBLOCKD.HOST ADDED TO
BLOCKED LIST

IPBLOCKD.HOST REMOVED
FROM_BLOCKED LIST

1T SSHDOS Zili, T B EHLEHdsing
PRS2 .

{7 T Sip I EHL B K AR INE] SSH 181741
B

F2F $ip (I EHLE ABHLIEF L B .

BwE,
T2l SSH EFERIMB AR e, HASR
HEEREUE) TP Huhik, G S 2y O 2
WRRECRT 10 Wk, WRKE IS 3 SSHFH 1141
%o

24 HH P DA TR TP Hishik sk e ol i, 3% 1P Mkl
SN INE] VSR

SOV ) SR e o, B A T
FELEg

s H¥ TR — KRG B P ZBH LSRN ER .

“ip” - ZK M ILHEAT S 5% 1) TP btk

LDAP.GROUP_QUERY FAILED
ALERT

LDAP: ‘RIMPIZL A1) $name, EyESSHILL
BBAUTAR Y false

FPH . 2 LDAP 21 A i) R I ik

“name” - IR

LDAP.HARD ERROR

LDAP: $name PN [Al $why J&t K & 4= TAEBAAI
Ab PRSI

fPHE. 1 LDAP EHI5E A RN (AR P ik
S Ii) Kike

“name” - TR FR .
“why” - FR R AE R

LOG.ERROR.*

PP SRl H LR R

MAIL.FILTER.RULE MATCH
ALERT

MID $mid VCAC $rule name BN . \n PELHAS
B $details

2%, BEAE RSB A true &

“mid” - HEEEIRE— TR
“rule_name” - UG AR I 44 F5K o

“details” - & M8 I 1E404E
l%\ o

MAIL.PERRCPT.LDAP_GROUP
QUERY_FAILED

FI A ANCEE A E] LDAP 21 25 2k, 7] fg
& LDAP #5iRAc B sl IR &2 AN vl 5 1) 8

FEE, FRA AN AR LDAP 41 25 2R DK
A%

MAIL.QUEUE.ERROR.*

PUEE . AT BA A AE R
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RS RAM FIH R T
$memory_threshold start% HJ %577 2 B4
IR G VT R ZoR B RAM R H %8
KT $memory _threshold halt% ifij i %
k.

FEE . Y RAM ] A Ik Z 40 98 Y51 24 [
I

zozs ||
HHEIER AR B4 IR S
MAIL.OMH.DELIVERY RETRY | =i - “#43:  $hostname ¥ HIS2F A28 2R ML ‘host” - DANE 3&4iF SR EHL
—NEk Z AN DANE B64F M.
& - T Shostname 77 AT A A4S e (MX)
FEHLH DANE 5 UE2R M,  BSAA-ARI% M. 1R
A X D T IR S HIS A 126 B R (B R A
MAIL.RES_CON_START _ WARS (EHl4: Shostname) CLHEAN “FY§ | “hostname” - EHLIKI A FR.
ALERT. MEMORY Segp g M Y - e
FZ/] *;%IKU u%imﬁ{%ﬁiﬁ%gﬁﬁﬁo “memOI’y_thl’eSh0|d_Stal’t” _}-‘E—llijjlj\]ﬁ

GEILFAI (17 43 LB
“memory_threshold_halt” - Z& K A
AT RS T A o L L.

MAIL.RES_CON_START _
ALERT. QUEUE_SLOW

WAL (W14 Shostname) CLiE AN “HEIH
Wy B, DA R R B R G
A 2, TR AT E =,

PEHL M BASE B R Ak R A BT L I

“hostname” - EHLIKIZ K,

MAIL.RES_CON_START _
ALERT. QUEUE

ARG (EHL4: Shostname) THEAN “HiH
Ly B, DART IE O R S R R T
RGBSR H kT
$queue_threshold start% [P FE 5 1741 H(EH. Ik
ARG AV IO Z A B A BA 511 F 2% ok ik
$0 $queue threshold halt% 11 & F 1K .

UEL, A BASUA AR I AR G R £ B {E I

“hostname” - EHLIKZ TR,

“queue_threshold_start” - &5l P 122
EBARI ¥ 43 LE B .

“queue_threshold_halt” - & 4K A4
b A L B A LR

MAIL.RES_CON_START _
ALERT. WORKQ

ARG (FHL4: Shostname) CLHEAN “Hri
Ly B, DAGT I P AR R G

AT _LAEBANA K /N B H $suspendthreshold 11
BIE, DB R O . TAEBAFIIR/N
[% %] $resume_threshold i, it 2 FF s &K

2. T RZ% CLI L1 “tarpit” fy4nl LA

AR IX LG R

Z7% . i ARSI R 5 W R e I A

“hostname” - EHLIIZ TR

“suspend_threshold” - i FE il
R CAEBNF RN T BR

“resume_threshold” - it FE 7Pk & 11
TAEBNF RN R
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MAIL.RES_CON_START _
ALERT

MWERS (EHL4: Shostname) CLEAN “ ¥y
7 KR, CAR 1R PR v FE R Y

PEEE EBEROGEEAN “ BRI R AN

“hostname” - ML A K,

MAIL.RES_CON_STOP_ALERT

HFZEA AR PR ARELL T, Kk
HAES (W4 : Shostname) LB H “EYH
W B,

S, HUBIFMOGR Y BRI ERY” BN A

“hostname” - EHLIKIZ K.

MAIL.URL_REP_
CLIENT.CATEGORY CHANGE

S PRI URL KA

MAIL.BEAKER
CONNECTOR CERTIFICATE INVALID

MAILBFAKER CONNECTORERROR
FETCHING_ CERTIFICATE

52 B URL 1 I8 MR o

MAIL.WORK_QUEUE_PAUSED
NATURAL

TAERAFI E {5, $Snum MHBLE, Sreason

PP ARSI (I A

“num” - TAEBAZ A BT HEA 4
“reason” - TAEBNFIE{Z=H) IR A

MAILWORK. QUEUE UNPAUSED
NATURAL

TAEBNAIERAL, $num AMHEFF:

PP, TSR I KL

“num” - ARSI £

NTP.NOT ROOT

AU G387, JEIk R S (]

el e UEPER S T NTP R A AR AT M
TOVE I 8] I A%

QUARANTINE.ADD DB_ERROR

TCEERG B MID $mid - FEE &G AT H

P TR IR L AR S X N Ak

“mid” - MID

QUARANTINE.DB UPDATE
FAILED

TCIENTFT R B X . CHRETRRAS: $version;
HFrIA . Starget version)

PR o ST S X B P I K

“version” - R 2 ¥ 7 ZERRA o
“target_version” - Hbr 5 RIRAS.

QUARANTINE.DISK SPACE
LOW

$file_system 43 [X 75 [A] AN i T2 25 X RGEA
G

PUEE . R DR A ] S N A

“file_system” - U+ R G4 Fx
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TPEE. KR DA B AR 95% I AX

zgzs I

A/ ERBTR LS NE TS S
QUARANTINE.THRESHOLD_ | [§EfIX “S$quarantine” 4bT $full% WiIRZS “quarantine” - & & X )44 55
ALERT SURININN Ly e

WA BB AR R 5%, 50% 5 75% | Ul - B D R P OY H

A% .
QUARANTINE.THRESHOLD_ | [§EjIX “S$quarantine” 4bT $full% WiIRZS “quarantine” - & X 1944 FK o
ALERT.SERIOUS

“CRull” - o B X 3 v R B R 2 bl o

REPORTD.DATABASE OPEN
FAILED ALERT

FITFEAR R, s RGER)EH R AT
By b HAt IR 25 rh b, SR B RS T RE
). SR SRR LR TR . BRI
HUIF: Serr_msg

PPH . AR T B TCIRAT T B PR I A

“err_msg” - tH IR R IR A

REPORTD.AGGREGATION
DISABLED ALERT

CHTH RIS A AN, G PTICER R
s A BED Re AR . A4 B
Sthreshold F1 47t A FHfF MR AR PO 2
R, WSRO A A ) Gl R IH H &
SR, BN e RARIRE SR . M
i N[5 2] Sthreshold 1143 EE LA I, e £dls
PIFRRAS A N 2 BB R E B

Bl . MAGHE T RALN AL, HHER
R R A AL ] b F A B, 3R 4%
G IR ER

“threshold” - [B{H

REPORTING.CLIENT.UPDATE
FAILED ALERT

et 2 s R RGEAE LK — B[R]
($duration) P IGH Y .

Bt IR GRS BRI Rk

“duration” -2 it — BHAE SRR IR
HRE SRR K. o —A R
AR AR (C Th3m27s” ).

REPORTING.CLIENT.JOURNAL.
FULL

R e IR R GUICVA DR A e )
o LRI BT AR E K

P AR T BT R B N

REPORTING.CLIENT.JOURNAL.

A P IR RGIAETCIR AL PR Hdl -

S o MR T EE PR RS A7 B B i

PERIODIC REPORTS.REPORT _
TASK.BUILD FAILURE

AR e IR T “Sreport_title” B A . BT H
O AT PR 7 MR

PUEE. AR T ETCVR A AR T N A

“report_title” - &5 br
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PERIODIC REPORTS.REPORT
TASK.EMAIL FAILURE

DARR A A 32 e IR 75 “Sreport title” BRI
WG H AT BERE P A B -

PP, A IETIH I AR AR AR I AR

“report_title” - #75 briil

PERIODIC REPORTS.REPORT
TASK.ARCHIVE FAILURE

ARG e IR “Sreport_title” B RN, IEiT H
TR TR I B o

PP, MR AR KK

“report_title” - #5 bRl

SENDERBASE.ERROR

AL BEXS i) Squery [N H AR WA Y

$response

ZH#, QEF SenderBase [11M )N H A I K 1% o

“query” - ZrifyHidit.
“response” - Y 3] [ w3 1) SR A s

SMTPAUTH.FWD_SERVER
FAILED ALERT

SMTP S0y 5 iE: Toidk Bk KR 55 4% Sip I
HAE, A $why

st TRV R) SMTP S ik % %2 Ik 45 2 it

“ip” - IEFERST AR 1P,
“why” - fi R A A 5L

SMTPAUTH.LDAP QUERY
FAILED

SMTP & {4 iF: LDAP #rif) kI, HK1E4
f5E, &0 LDAP ik H&.

ik, M LDAP Al MO K%

SYSTEM.HERMES SHUTDOWN
FAILURE.

REBOOT

HER S{what} I, TGk LA AT 77 245 1A
Hi4s#%: ${error} $what:=reboot

o=

e RMIIEAE TR ARS8 DL R AU Ak

“error” - KA.

SYSTEM.HERMES SHUTDOWN _
FAILURE.

SHUTDOWN

e ${what} i, ok LARFN K 77 20458 R A
R554%: ${error}$what:=shut down

o RMIARSEH DL BN A% .

“error” - RARIEE R,

SYSTEMLOGN FAILURES LOCK. ALERT

$Numlogins XIELE 5 KM, H1/ “Suser”
B . RN $rhost BEAT B 24K

FR s PRSI EA B s KA T3
SO g P A S I Rk

“user” - J T A4HK
“numlogins” - it & R 5 {E
“rhost” - ZEFE FHLAHH:

SYSTEMRCPTVALIDATION.UPDATE
FAILED

OB NIRAIE K I e $why

PP, I N SRE BT RN ik o

“why” - £ iR M4
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SYSTEM.SERVICE TUNNEL. U | #iAR I RF: R4 BsiE cpi sk

L2
2% ZE “IURISZHSS” (Cisco Support
Services) fll 1) BEIE I 3%

SYSTEM.SERVICE_TUNNEL. | $i RS FF: JR5REIEC A, i 11 $port “port” - F TS5 BEIE 5 1

ENABLED
Z% ., Jalh “ BFREF RS (Cisco Support
Services) fill 4t [ B 8 I A%

IPBLOCKD.HOST_ADDED_TO_ | th1§- SSH DOS Hili, A7+ B ENCHAIE] | “ip” - 20N IHLBEAT B (1 1P Skl
ALLOWED_LIST B 502

[PBLOCKD.HOST ADDED TO | ;o 4 o Yokl e S R e
- - - ) ‘_J R I SSH & I
BLOCKED LIST LT Sip FIENLEHK AR IR 12174

.

IPBLOCKDHOST REMOVED FROM

BLOCKED_LIS_T B N ’fE—Tr‘ $ip E/‘ij*ﬂ‘ E/‘ABHL[:?U%DPMW/%D
s,

T2l SSH SRR 5, (HASE
BEEREUE) TP Huhik,  un S5 20 ) O =2
RIREORT 10 Wk, LK 7S 3 SSHFH 11471
%

24 H 7 MAH TR TP Hshil s e oh i, 3% 1P Mkl
SR INE SRVER R .

FOVEV 0] R VEAEE T gl B A T A T
[SERIR IS

s H¥ T KL —RJa B M ZBH LS R AN ER

WATCHDOG_RESTART ALERT_ | <S8level>: <§class>, <Shostname>: $subject $text | “subject” - 45 5E T 5 |4 1) i 12 2 41

MSG w B
WS 1 AT s 5 e oL gy | XU R TS A A R B A
IS
o [REIG R
B

* BB R AER
* Graymail
SR EIRAT AR A 5 | BEAE I R 8] N

A7 Wi M A e R A5, U A A R 55 TR 5
B, JF A RORILEAR .
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MAIL.IMH.GEODB UPDATE
COUNTRIES'

Bt WP E SR - 2SR R AR SR
L.

BRI E S MK - <Sadded>
DB ) B 51 /M X - <$deleted>

FHN A A 45 1) HAT KA WP g4
AR LIE RS BEE -

“added” - ¥SHN T LA S /HX
<iso_codel>:<country nam
el><iso_code2>:<country name2>,

“deleted” - IBR T LA 2K/ HX :
<iso_codel>:<country nam
el>:<iso_code2>:<country name2>,

MALLPDATED SHORT URL DOMAN LT

f5 8. %1% URL 18416 & 5 #7
WINf4K: <Sadded domains>
MBS 4K: <Sdeleted domains>

AT LU 8K

<domains_1>. <domain 2>

MIER T LR 4k

<domain 3>. <domain 4>

“added domains” :

“deleted_domains” :

MAILDOMAINS NOT REACHABLE

e o WA R DTG 1) AR 38 LS R4 R 1
URL: <$domains>

62 95 K BRI DA Ao 12 S A2 TP S 3 oz 3 J e
Ik

<$domains>: 543 b S K

MAILUPGRADE CONHG (HANGEALERT

5 B ETFN, 24 R 480 O I A
R I% .

"text’ - fETHGUERE T, B RED HAHEA
KEMe R ERE BN, HEE
B HE 2 TR ISP Y 4R e
.

CERTIFICATE.CERT EXPIRING
_ALERT

TR “Scertificate” FF7E $days K et
ARG : WARNING

“certificate” , B 2HIRIUET R4

Ko

“days “, LhAEXFE BN RAL.

CERTIFICATE.CERT CRITICAL
EXPIRING_ALERT

IERIPIIETS “$certificate” H47E $days /M5
.

B CRITICAL;
BRI T 5K

“CRITICAL” iFP

“certificate” , DK 23 1E 1 44
o

“days” , RELII 4RI ]
(HH:MM:SS), 514 K 10:12:20 /N

CERTIFICATECERT EXPIRED ALERT

TSHIIFEP “S$certificate” T Hf.
R J): CRITICAL

“certificate” , T IIFEBIAFR.
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MAIL.APPNO_ACCESS_KEY

BRSO “RBRROIERN SR = ik
I E I, %I API AccessUID Fl API
Access F4H (Failed to poll for the Cisco

Advanced Phishing Protection Cloud Service
expiry date, add API AccessUID and API Access

secret key).

P : 24 APP I H IR &R R AR H N API
Vi o) SRS RO, R0 IR .

MAIL.APPINVALID KEY

BRAR: “CHT APLY R SH L, Tk
TR R 20t DR 2 IS5 HO 2300 H 3D
ST ELEHC E APLY) ) UID %9, (Failed
to poll for the Cisco Advanced Phishing Protection
Cloud Service expiry date because the API Access
Key is invalid. You need to re-configure the API
Access UID and secret key.)

P 24 APP 2 H IR &R KR4 N\ API
Vi W AR I, RGO R IEEH .

A&

MAIL.APP.EXPIRED

BAROUA: MRS R i = gy cid
W H O . BRI RN A BT iR
%54 3 o (The Cisco Advanced Phishing
Protection Cloud Service has expired and is
disabled. Contact your Cisco Account Manager to
renew the service and enable it.)

V] SR S PR k55 Ead 9] H.

CUARF o 1T B B N RS T/ T e I 05
APP k% .

ANIEH]

MAIL.APP.EXPIRY REMINDER

WA RS R M B B S RS T
$eaas_expiry date FI|H. LR DRE
2P LT IR 4% (Cisco Advanced Phishing
Protection Cloud Service expires on
$eaas_expiry date. You need to contact your Cisco
Account Manager to renew the service).

VEW]: AR B H T = RO RER KX .

Z¥: eaas expiry dateeaas expiry date
-date, SRR A RS
N

MAIL.APP.SERVICE
UNAVAILABLE

WA RS R T B RS T
B VRS 2RSS . (Cisco
Advanced Phishing Protection Cloud Service
update. Unable to establish communication with
the cloud service.)

Uil APP =SS AT, DR ESE S i
Toik#e ) F| APP.
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B =veren
I ER AR HR 4 FHEIA S
MAIL.APP.SERVICE_ SRS AR R MR E RS | AE
AVAILABLE %ﬁo EE%HE’(%@;I@{% (Alert text: Cisco
Advanced Phishing Protection Cloud Service
update. Communication with the cloud service has
been established.)
fiik: APP =S5 v H .
EiEFER
T RAE A H AsyncOS AE )45 Pl o B R 24
Table 8: 7] B2 SE #i 8 7 B4R 51| =
ERAFR HREEFOSEIA S
UPDATER.APP.UPDATE RAGHIA)G, Sapp A xZFHEH. Sapp | “app” - NI AR,
ABANDONED U Al Vir SRR,
W éﬁt?f %EEIET Sattempts {};}aé‘ﬁk%m “attempts” - 22X
FRE T o XT HE AL H1 9 2% IC L ) e i
T pIT S
o NHIEAEEF .
UPDATER. UPDATERD. TR L% /b Sthreshold JEik 5 U RF | “threshold” - A RT3l 577 45 .
ANIFEST FAILED ALERT SR
o REERIDURSS SHEH] -
UPDATER.UPDATERD. $mail_text “mail_text” - B A,
RELEASE NOTIFICATION T _ o
et RATIBEN . “notification_subject” - i %104,
UPDATER.UPDATERD. HILAZEE 2. $traceback “traceback” - |13,

UPDATE FAILED

PP, RREIEAT .

BT

M

TERAE A AsyncOS A5 B %Pl R A I DEAS AR KO E, AR E AR E AR B 4 U

B, THER

S S

S PEA T LIERR X CRAUOR TR R B AR SER 5]
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Table 9: F] ERI R IR R T I AR EHR TR

wemenr |

ER AR HR 1 FO A S

VOFEGTL_THRESHOLD_ALERT | jj 28 A ik 18 25 N BE BT 4T .- Stext LIRTE $date $time B | “text” - SRR A,
BT L o “time” - - Y BRI o
Z2% . IR R IR BE R A S O R “date” - - HHT H M.

AS.UPDATE_FAILURE $engine SFTANELL) . IX AT HESE H T AP 455 DNS [0, | “engine” - o2 BT 5

5 [k AL e 1= ¥ HTTP A 2H AT 2 5 downloads.ironport.com
ANTT T B IR) o X 2R MO BB A I O A R S i iR

F&: Serror

et BRI S8 e CASE FUNJGIE B HT N i

“error” - KA.

RERER L
TG

Table 10: 7] RERYSEBFEEIR TR

i AsyncOS A=l IA Bl R GUEAR I FIZE,  ELFRO BRI E 1™ F L B -

ERBIR SRS RE P S8
CLUSTER.CC_ERROR. 7E 1P Sip HEFLFIERETTSHL Sname I 4T - | “name” - THEEHLI T HLA A1/ 741
AUTH_ERROR

Serror - SwhySerror=i BT ARZEGRE T |

FPE . RS IR RN AR . AR
HUAEERAF DL, AT RES MBI A L.

- EFE ML TP,
- R EAN SUAAE L.

CLUSTER.CC_ERROR.DROPPED

LE 1P Sip B RIEM T HHL Sname F HAY -
$error - SwhySerror:=HlLH ZE &M £ 57

Bt SRBFIEEM E I EIL.

“name”
.

- TN B LA AYE 751

- R FHLI 1P,
why” - 45 SRR I PR SCAE KL

CLUSTER.CC_ERROR.FAILED

7€ 1P Sip 2R HAHL Sname I HES - | “name”
Serror - $whyS$error:=i%:$ T

LSRR IRER RN 503k

ﬂ:

- AL M4 R/ 5

- R AL TP,
why” - A SREF R LI SCAE B .

CLUSTER.CC_ERROR.
FORWARD FAILED

7€ 1P Sip R B LR HHL Sname 1 HES - | “name”
$Serror - SwhySerror:=HB {154 & KM, TG BiiF | 5.
UL

PR IR SRR R B e e RIS A P )
THEHUN A%

- THEHLE ENLA /T4

ip” - ZFETEHL TP,
hy” - 5 A R A PR SCAAE B
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CLUSTER.CC_ERROR.NOROUTE

1E IP Sip B RIERTEHL Sname A HAES -
$error - SwhyS$error:= J& I i

P WEHUCERIEISERE R AL
(1% H IR 2%

“name” - TFEHLIK ML RSP

=,
T

“ip” - IEFE TN 1P,
“why” - 47 RER PR SOAE .

CLUSTER.CC_ERROR.SSH KEY

£E 1P Sip B RIEM T ML Sname W HEY -
$error - $SwhyS$error:=F-HL %8 7%

PeE . AFAEJCA SSH FNLE I K 3%

“name” - THELHLI L HLAA/E Y
T

“ip” - I TN 1P,

“why” - 45 REHR TR SOARAE B .

CLUSTER.CC_ERROR.TIMEOUT

76 1P Sip B EHETHEHL Sname I HifY -
$error - $whyS$error:=# 4 H I

BS . FE RN I RIE .

“name” - THELHLI LN /B 751

=

Fo
“ip” - IR LML TP,
“why” - A REHR M PELN SOAME .

CLUSTER.CC_ERROR_NOIP

R P E B E AL Sname IF H 4 - $error -
$why

FEE. R SRR R ) ) — T S LRI
AP Huhk i % o

“name” - VHEEHLI LN A/EL 75

=1

o
“why” - 47 RER KRG SOAAE B

CLUSTER.CC_ERROR_NOIP.
AUTH_ERROR

ERLERNAEREVT 5L Sname B HAY - Serror -
$whyS$error=1t S AP AR

TUTE . ERRBVRRE PRSI 4 BiE
BRI AR . IR HNUA IR R, AT
eSS HBLIZ A OL o

“name” - TFEHLIM ML RSP 51

)

Jo

“why” - 47 RER KPR SOAE .

CLUSTER.CC_ERROR_NOIP.
DROPPED

RN EREI AL Sname B HIEY - Serror -
$whySerror:=Hl 5 & Bl 5

o WEHULZ NGRSk
WA 2% 1P i hik I HL S SR L 25 57 I

“name” - TSI ML F/EL 751

Fo
“why” - A RER I PELN SOAME .

CLUSTER.CC_ERROR_NOIP.
FAILED

ERERN RV ML $Sname I H A - Serror -
$whySerror: =% % 5 M

o MIURFIERRMOT HATSALEE N
RN 53—V SER LR AT 25 TP Stk i

“name” - TFEEALII LA A/EF )

=1

Fo
“why” - A5 RER TR SOAAE B .
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sumagsE ]

EiRAR

R FN A

CLUSTER.CC_ERROR _NOIP.
FORWARD FAILED

BRI EAL Sname B HIEY - Serror -
$SwhySerror:=Hl {5 K KW, Jo bR

MEL WENUEEON RN K 5 LR
A 28 TP itk I FLIE P W SGTE TR e 46
B HHLN RS

“name” - TFEHLIM ML RSP
5.

“why” - A7 RER KPR SOARE R

CLUSTER.CC_ERROR_NOIP.
NOROUTE

EFEREREH AL Sname I H 4 - $error -
$whySerror:=A & I i

FUEE . AL M EEREN IS — T SRR
BAT 23 1P Hiuhk 3 HL GV SRE 48 TS 16 2% el
N ik

“name” - TFELHLIY N4 A/BF 51

=}

Fo
“why” - 5 REHR TR SCALE .

CLUSTER.CC_ERROR_NOIP.
SSH_KEY

ERE BT ML $Sname I H A - Serror -
$whySerror:==F L% L2

PRI, SN RN 5 SR
ST TP b3 HUEHRARICAT M SSH 41
HHIN R

“name” - T ML F/E T 51

1

Jo

“why” - A5 REHR TR SCAAE B .

CLUSTER.CC_ERROR NOIP.
TIMEOUT

R P E B EAL Sname IF HU 4 - $error -
$whySerror:=# 4

B WHEHUEHONEREN K LR

= Ho

AT 2% TP 3l FLE € BB I N A%

“name” - THEEHLI LN /B 51

o

“why” - A7 R PR SOARAE B

CLUSTER.SYNC.PUSH_ALERT

B 1ML $Sname ) $sections

PEIE . HECEHIE AL I B O AR PRy
BRIy &e

“name” - TFEHLIK ML RSP 51

=

"o

“sections” - 1EFE R IERIEERES 4 1151
*.

B MR E

AR 2 T G S I G R R AR (K E e

XL EE, AT L EE YT AR RSB E R S

ARG R E T (3 systemsetup i74%) FLE TN DNS i i E .
ANTFe LU Dhfg:

* sethostname

* DNS it’® (GUI LL X dnsconfig &)

s BHACE (GUI LA Ml routeconfig fll setgateway i)
* dnsflush

- BT
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P17 (Management), #RJ5fE “ EH4” (Hostname) W' B EHLA o
* /£ CLI 1, {#iH] sethostname T4 .

)

Note i\ ek, BibmlAas4 4.

BcE & &4 (DNS) &

15 DNS AR 5%

Al L@ GUI ) “ M4 (Network) SZF[f) “DNS” T2k dnsconfig i Al M S HL & DNS #
H
Al DARCE DL 3

* ffH] Internet [¥) DNS JIR 554510 & B OIS, LU HARSE IR 55 4%

* JII-T- DNS @540

* JZ[7) DNS £ $H I i 56 b %

* %% DNS 2245

[=1=]
HRA

AsyncOS 1] LA /] Internet #8 DNS JlR25#5 % 1F1 CLIF) DNS JIR%545, 51 Internet Hi2 DNS I 4545 Fl1 4

7 E 4 AL DNS k%545 . T Internet #IR 2520, 7T LAYRE H TR e U & kS 4 . T H
DNS Jik 5545 TN, I & 2 RIS B2 A (P24 FRE ) DNS d3%)

A Internet [1¥) DNS IR S5 4515, AsyncOS SCRF “474r” DNS IR %58 . WAL R A Bk
54, IET] LUFR 91 MR G ) DNS IR 55 75 o

WE “Y77 DNS” I, BN E in-addrarpa (PTR) 45 H . 1, WHREK “.eng” FifHEE W 24
FriRs %% 1.2.3.4, HHFTH eng 4 HIYLE 172.16 ML, NN “eng,16.172.in-addr.arpa” $55E N
#77> DNS FC & H 13

ZAFEMMLER

SR BBRE DNS IR 554% . #fnT DURE — DA ILEd. AsyncOS #4 2E I /e e B3 0 (1Y
DNS JIR45#%. WA i% DNS RS SBATWIRN,  AsyncOS 2l T —MILsE R RS ds . anikA
HMIFRSE I DNS iS5t T 25 H, MARGHERIRAT Bl < BEHLA HHZ 05640 DNS
Mg as. SR, REEEARIELIN AL — N Em B “Hr” , RE SRR — R AL
AW GBI, DA, FrEERE AN E T CRCE 1 DNS IR 85 #s LA e i )




| zgem

7 internet 1R 22 [

BH FEARATREEIL S, AT 1P MUk (A I AR A 55— ML GIRDRR I I 18] dpe i, SRR A
eI I TR SE G o T L, IR 20 60 Fb o nRAT —MIESe g, MR b 6 k55
IR 60 B WIARATPIALEG, WS MU ARG RS S IR 15 8 =AM
SRR RS AR IR Ay 45 B8 o X T =AMRSed, @R 57, 10 B8, 45 7.

fltn, BERCE 700 S DNS Ikssas, e afisngo, —aruiikdl, 5n—ahiinde:

Table 11: DNS AR 5585 . K55k ANBRT (8] PR R 1

Rt | BRS525 Fzl: o)

% (#)

0 1234, 55
1235

1 1236 10

2 1237 45

AsyncOS HLEMR LN 0 IR & IS 28 2 IR BENLERS . Wi — &g 0 IMARSS 35K M1, AL o)
— G WIRPLIEH N 0 W& MRS #8350, WAE RSB 200 1 MR SS 4% (1.2.3.6), fRea e dh
2 (1.2.3.7) RS 28

PEIELA 0 P HS5 &% (KRR S RRA ], AROGZ0h 1 MRS5S (KR IR SRR G, AROE400 2 (i
G5 as IR IN IR FE A

{£ FH Internet 1R AR 5% 25
AsyncOS DNS T 5% I 75 5 1 5 Pk R M P F:06 7 7 R B[R IF DN'S 342

\)

Note

[ [5] DNS Z&if] $8 A+

U RAEFEREBRIA DNS R 5545 BEE N Internet MR AR 55 s Z AR AR S5 & W2 55 4% AL 20 RE % 34 )
AT IEAN & TR 55 s A B A A

MRS A2 P99 D 220 3 2 BT T 2 SRS R IR (1) AT T A2 AT “ 0 DNS Ak ” o [Hl: R
AT XA DNS #rk, SRECHIGIE R L IP bk a2k o b R 32 WL TP Huhik 1) e
li] DNS (PTR) £ $k, ZJ5%f PTR k45 KM 1E 7] DNS (A) &4k, AR5, RAEKBRM A A k4R
JETT S PTR B 4k4E JUCHL . QR4 BARULHLER A WCEAAELE, W RGO AL TP Hohl Sk UL 3= 41
Vi 3R (HAT) 104 B . teise s RAGE H T IbdEd, 5244 BRI/, on page 70418
(I3 T GNS B IN TG

/) DNS &5 #8 ERAE R 20 72 24 DNS lk&#s 5 24 HiE, BERHES (DNS 4 a4
Fel) 1] DNS Zri@E N ED) #o%. il wil4y 8 4~ DNS fligs#%, Hx [ DNS 2 e 20
b, LEHERHE A (8 * 20) =160 .

AT LLA R AR I P A W R R K S ) DNS BRI, 5o “0” b . iR i E B s
HORY, MIRGEAL AT I 7] DNS Edk, 12 3L R (AR I Wi o SRt m] AR 1 AR A
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B ons e
FHURIAE S B AT Wb 2 EAL IP A A LA FR (CN) I BB X SR P A 326 25 7 25 TLS Sk 3% 42
(3o

DNS Z4k
/R, RGESTEMA: M OCHE JT I A B “ R AE5 13 DNS 2247 ” (Failed to bootstrap the DNS cache)
PR . XL RN RGEVE S H 3 DNS JIRG40il M5, WERAEE A 4G HLRT DNS T R4 0 L
2, WIATREAE S B I IR O o 0 SRCAR o tH IR B, W] BRI AA A M 4% ] /5 DN'S iC '
A A R RS 4

5P DNS £ 75

GUI 1) “VBRZeAT” $%41 5L dnsflush #74 (43K dnsflush @2 HITEAE S, 1620 (G&H T Cisco
Secure Email Gateway["] AsyncOS ] CLI Z%$555) ) K5k DNS SfrH {5 B &nl LLEFE
EEX AL DNS ZRGEHH T g L ThRE . Edin S rBIAERL, I HEPiIH R A7 i ] g
HPEREE IS R .

‘@i EfH A SR ERCE DNS iR E

Procedure

W1 RIRIEFEM L (Network) > DNS.

PR 2 pithi4wiEiRE (Edit Settings).

I3 LRI Internet AR DNS AR 25 #3182 H 10 A 3 DNS ARk 454514 /2 Internet 1R DNS %525, I
55 % J] DNS [R5 %5 .

IR 4 WL B O DNS RS54, iEHAIRS 2% ID IF iR mneT (Add Row). X T-REAN k4548
S EIRDIR, BN H N DNS R&#m, Wi eied. A5 R, 1S 04s e DNS ik
Z5-4%, on page 70,

WIBS W EDY F A F5 2 25 H DNS 5545, 18N8 44 F1 4% H DNS 4545 1P il . fidiAan4T (Add
Row) ¥ e o
Note ATLLA #S DNS 4 avfii N 2 ANk 4, Rl S S iRl s B mT . el DA 24

DNS 25+, Jiikti el iE 5 400 1P Hihk.

HIZ6 P T DNS A M.

HIB T AN [ i DNS 62 Birss 1 (4.

FIB8 ] Lk il 5B 7F (Clear Cache) ji7 /% DNS 2247

WIB9 FRATFEMIN L

fic & TCP/IP @B {5 & H
R B BRI AT LS8 1




| zgem
rzmiinx 1

WIS W9 S5 ] LAAE ) B IRE X B A 4 (TPv4) AT H B R B SRR AS 6 (IPV6) i A % 1
Al LA CLI H1(1 routeconfig iy 2 B4 H LA 1ol R 5 PR A 14 1

Procedure

FIE1 R UGE ML (Network) > #E (Routing).

FIB2 EEGT EAE A HSA (IPv4 5 IPv6) sdiiRinE& B (Add Route).
L3 FAB AR

I A KN Hbr IP Hulik .

LIS MG IP ikt

FIR6 RTINS .

BCEBOAM X

Al LM CLI H 1) setgateway iy 2 B AL ] LA o FERC 2 BRIA YOG

Procedure

FIE1 KGR ML (Network) > #E (Routing).

W2 F G O HLIE I B SR A s ok i 1 41 3R I BRIA RS BB (Default Route).
W3 O TP ik,

PR 4 FETHMIAE L.

fiE SSLIZE
AT LME ] “SSL A& $3'E 7 (SSL Configuration Settings) L [ &%, sslconfig 2 A4 M4 R Sl & SSL ¥
o
Procedure

FLB1 KOS RS (System Administration) > SSL Bt &i& & (SSL Configuration Settings).
$I®2 S%miEIRE (Edit Settings).




ECE SSLigE
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Important 4 B4 U RAIK 1T AsyncOS hieAs (fltn, 12.0 8% 12.1) F+&%, | AsyncOS 14.x [ 5 =i

A BRI SSL B BE el
e 3FF GUI HTTPS-

AES128:AES256: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA:
'aNULL: ! kRSA: @STRENGTH:-aNULL: -EXPORT:-IDEA: ! DHE-RSA-AES256-SHA

o 3 F Nifi SMTP -

AES128:AES256: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA:
'aNULL: ! kRSA: @STRENGTH:-aNULL: -EXPORT :-IDEA: ! DHE-RSA-AES256-SHA

s 3 F i SMTP -

ECDH+aRSA:ECDH+ECDSA:DHE+DSS+AES:AES128:AES256: | SRP:

!AESGCM+DH+aRSA: ! AESGCM+RSA: !aNULL: ! eNULL: | kRSA: @STRENGTH: ~aNULL: ~-EXPORT

:-IDEA: !DHE-RSA-AES256-SHA

SR 3 MK, BT EUF A
* BH GUIHTTPS SSL #'& . fE GUIHTTPS I, fi&E B# 1 SSL J7 vk st
« WE NN SMTP SSL #2 8 . fEAN SMTP , $&52 ZAL 1) SSL ik Rl .
 BE i SMTP SSL #2876 s SMTP ', $552 ZAH 1) SSL 7 ik Al .

VE AR TLS % ik 55 . 76 “ oAt TLS %57 3 lk %57 (Other TLS Client Services) I, U144

TS AE R G AbT-3E FIPS B0, WIS ERIAAE TLS v1.0 77k Sn] EAZEMEAE 5G4 TLS %)

uiflk4s “LDAP” Fl “Updater” Ja3 M TLS v1.0 77k

IR

* [7£9E FIPS #5x R AR RN ] TLS v1.0 F1 vl Jrvk. )&, mIBLg54 TLS v1.2 5k

XTI,

o WATHRITE S T TLS v1.0 [E FIPS Bl F MERAK I AsyncOS [iiAs (il 12.x 8% 13.00 F+4%
F| AsyncOS 13.5.1 K mhRA, WIS BRINEEF TLS v1.0. #8575 ZAE T UG FE MR 5% g H

TLS v1.0 Jji%.
* M\ AsyncOS 13.5.1 KB mhRASTF4f, AP S HF SSLv2 Fl SSL v3 Jike
o QURIBAE R SCAE T FIPS LU, WANSCHRF TLS v1.0 J5i.
o QRS R DG AL T-AE FIPS BEUR, W2 BRAZEH] TLS v1.0 J7ik.

SIB 4 [k B (Enable) EILHE, LLATVFMSIER X “TLS#AR” . “Hikli SMTP” .
1 “LDAP” JIR55 %% IR 55 I3 2540E 154047 FQDN %31

HIBE [n]ik]iE B (Enable) &IEHE, LLARVFIBLEM S “TLSEAR” o “Hiuh SMTP” |
Hl “LDAP” AR5 2 M 25 I S5UE - FHAT X.509 B0 1F

PR 6 LR (Submit).

PR T mi#BIAE M (Commit Changes).

TR

“ TR
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/A samL 20 g 52 (ss0) [l

{£ FH SAML 2.0 B 8 =% 5% (SS0)

o KT HL TSk (SSO) fISAML 2.0, 55 75 1t
* SAML 2.0 SSO T-1E¥i » 2 75 1t

* SAML 2.0 HJ#ENIFIPRS] . 28 76 7T

o W AERREE G ERCE SSO , 25 77 It

X F B 5B 3RE (SS0) 1 SAML 2.0

MBI DG BILAE S FF SAML 2.0 SSO,  LUMEE A = mf LA 7E LA 2 p 15 1) Ho At J5 ) SAMIL 2.0 SSO 1 /il
25 IS AT FH PR AR ) U 6 S P ) G ¢ #5119 Web JETHT. 9, 40544 )3 A Duo. Microsoft AD FS ¥
Azure /£ SAML S 42 (4R 7 (IdP),  JUIm] DURE R G IC B4 k45 $2 7 (SP) LASCHE SAML 2.0
SSO. H P W LA—k¥& 3%, Uil SAML 2.0 SSO i H RS .

SAML 2.0 SSO T1Eifi

SAML 2.0 SSO LAkt BnrE FEH:




Rt

b

B savizo sognisnms)

& 3: SAML TAER

Web Browser

User requests for 3 resource
For example: User logs in to the
appliance

=1

5P redirects to IdP with SAML
authentication request

Browser sends SAML
authentication request to |dP

| Microsoft AD, Azure or Duo)
=

@

Relays SAML Assertion tothe
Service Provider
=1

5P provides access tothe

reguested resource

SAML 2.0 B 4E T A PR
Wbk, 5 76 BT
< R, W77
o BRI, 2877 T

R

BN

S

—

PR

NN

Service Provider [SP)

Lo

@
@

IdP authenticates the user

©

IdP redirects to 5P with SAML
gssertion

lll. [£]

Identity Provider (IdP)

RELEEE P FHm (GUI) A “Afi ] SAML )51 2 6 5%~ (Single Sign-On using SAML). 7]
L] GUI Ry 447 L1 (CLY) K & SAML fic & S0 1.

REAE B 00 5C L e B e 25418 A1 7o A0 B SR AR R 1 — S o

B sz
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s I}
FEH
2 ] BB 5 Ry B IS, AT T AN 25 A HA SAML 2.0 SSO Jit S A s o
PR il
ANBELEERE LN B SAML FC & SC . T SAML e & # R T3 514 )
AT E BRI < _EECE SSO
T2
L BIRE By
HB | BE AT ArPEAE, BB 77 I
YR 2 | g A 0 ST M IR A5 AR PR A: R G L B M R S5 B me 5B 78 1T
FIE3 | [{£ IDP _F] BCE S0 B AR 3 LA S R s | T & 5 M 0 S A 1 S B bRy, o
PRI & 80 1L
IR A | B BRI O S SRR R BB A R 6 i SRR R, 4 82
ﬁ

YRS | LEMSFERSC LA SAML A JHAME S gk, | )T SAML 543 56 1iE

BIES1H
o SCRR S PRt 25 77 )T
s TP 2AlfEmiET, #7770
IHHSMRERERF
DA I EA A L RN R Rk Y S e | LA P QIS S W i e g r I R LT B
* Microsoft Active Directory & B 50 1F Ik %5 (AD FS) 2.0 S SR A
* Duo Access Gateway
¢ Azure AD
~
ER T DUE AR AT ARE SAML 2.0 5 Oy SRR P AE AR OC i A SAML KL & SSO.
AF&&BEmiEP

ARIORA S 4 5C 55 B B (R PP Z [ JAS BT 7 1R R BIRE A5
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B suumxmssmsets

o QN R BEIRAE RSN SAML B M IR RS T 854, B A G MR ILFRE R in 2 SAML i &,
TR A2 A AE P EOR H 2 54T CA FET LA SR IRAEH

© WA E S O L0 SAML WS BT84, TAREUCE X SRR e HOUE 1S, AR5 R A H] FIE
5 FAHBEI o S R R SCH A BEAIEAS RIS IE CLA8 44 1) SAML W7 &

HRIE

SENIBAE P AR RS, WS PUEA AT o G, AIBAE R RIREIEAS R pfx 4% 3,
RORE ISR G o e 5 S B T, AR SN pem 53,

BN pix kg 45k pem #3,  IEHAT LR HRAE:
* NHIFRE OpenSSL LA, FFF AMBRIEAR I CH SR UEF SCA (pfx)e
¢ iéff@ij:uﬂizLi pen1$§it*rtHUE4% openssl pkcsl2 -in <certname>.pfx -nokeys -out cert.pem

* J\é’/ﬁ*u—]: (EsSe U\ .pem *ﬁfﬂ‘ﬂj}[\%ﬁ openssl pkcsl2 -in certname.pfx -nocerts -out key.pem
-nodes

ﬁiﬁ ,L klAA*A%HEPﬂwF %Eﬁ’ openssl rsa -in key.pem -out server.key

R R B IR 5 R

)

g 3

AR B PR A0 MR 55 B P R B AR IS 9 S B IR R 5 B O e P AT E L

FHIa Z |l
TH R A AR, 2B 77 I

g2

U] Web Fi 1 6 5% B4 (1 I 9 5 o

T2 SHiERFEETE (System Administration) > SAML.
P33 SRR SR (Add Service Provider).
PB4 W THITEE R

FH i AR

P & SO 44 P i N 55 B AR PP B SCAF IR A 7K

RERE

SR ID BN RSS PP 42 JRIME— 2 PR (ZEAG] PO IR DG .
JIk 55 SR AR e s 4 1D (4% AU % 4 — > URL
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| zgem

wumirEnmsets [

134

4t

152 AR

SR ID #%3X

GO SRR SAML Wi 5 th ik P i R H A =X

U BTG E . 7R S IR bRy B R S5 PR i B A, 7
RLETEAAE R

Wr 5 1 # URL

FEGAR AR TE G, DA PEIERE P oK SAML Wi s A ik 2K
URL,

W A URL 2 H] T U7 ) I M 5C f URL. 725 i fe (e
R RSP R U E I, A X LT

SP iF

ey Lk sl AR 2 SRS SR IE
N TR B G b e 2 S P T PR NN R A L

© SNUETAHIIF ST T TR AU (cert) 1K, IR
72 (key) f .

* S PKCS#12 U4 AETS . PKCS #12 K SRHIEAS 26 25U
EEALE
(HiE) FRSHIIEER
WA B B0 SAML SR IR R UEATAE 44, T HAT L FHRAE -
Lo T AP 9 SRR DAL TP AR K E 15

AL (cert) B 28 EABIER . FREANGE R, iESHTT 24
AR, 277 7.

2. FANFAHE

3. EPZEZIFXK (Sign Requests).
(i) MREE MRS

A SRR 5 03 S AR P C B O % SAML W 35
L. bt DA P8 KA G AAGH Hh SR IRAIE 5
2. WARHEN,

pE APIBIURHT key #30. ARUEBAE AR OLAIE S,
WS 2 elE NI, 577 I

BAMWE

WIRA G GHRITRIT A SAML I 57404, WA B RS
(Sign Assertions).

N R PRI, W) LA 50K 5 Oy B AR e B UE A5 78 I IS 194 5¢
o TS ECE MRS LS O PR BERE PR, 5 82 Tt

AR R

MAASHVEREE . B0 R S h A R
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B e==smersacnsnrses

FH i3t AR
BRBEARN HANTIARE R N IS E . S O3 SR OERE 7K AR R H s A
(=%

FIES R3S (Submit) FAfA B

W6 i T “SSO WHE” (SSO Settings) HL M F /s IR S5 FE LRI o s (SE4& ID Ml &% 7 URL) LK
e “BRASHRAER 7 (Service Provider Settings) VLRI F B s 4 FR ID k. 75 G P2 LR & R 45
AR P RCE R, TR EIX TR .

] LEREE oA E SRS . IEREZ )G, S T EEE (Export Metadata) R A7 T EHR
Ao HELe B FRALRR ST VR MOT O SN R & S BERE R R A R

T—%#ita
P B S IR R PR ST (0 S D SRR P o 155 PTG L 2 5 WP P ST (1 S 3 B 1R, 55 80
P

BEEESHMEM XBIERNRHIERF

FHia Z |l
ORI -
o R IBAE Y OQHC BN AR S5 PR IERE T o 35 S RS M I S IC 0 M 55 4R A1, 28 78 L

o ORI SS PR 7 e B TR AN B BT Bl SCE . 1 S R IR 9 DG TC A e 25 e 7
, B 78 1L,

UK

TN AR T, BATLU A —

s FHORERSRBRET GBI BiEgE .

o WIS PR PR S VF I T B SO MBI S5 R R P PR AN R, W S A TR ST
L SR R IS 0 SGTRC 7 2 56 SAML B4 36 IE 1 SR EAT 25 44 Bk X n %5 SAML Wi s, W i el AR DG LIE
RERYIIEEI =R S R L LN
ARG UL AR PR E UL, 125

* BCE 2 S WEPEM SSEAE ) ADFS . 5 81 5,

o PV B R R 5S4 ) Duo Access Gateway » 25 81 T,

o OB HEPE I CIEAE ) Azure AD 5 55 82 L.




| zgem
mEzsmumxEzganrs [

TR 2 90 T S O SR o B sek o il T B SO

T—% Mt 4
BB MELE R OGBS SRR FP B E . WS BURC B IS AE 8 ) S iR AL P i, o0 82 Wit

Bo B2 SHR4 M K@ =R AD FS

LR 24 ADFS (2.0 S B ) Be & A 5 R R BB A DS EA T 10845 P s LT I A 45 . AR5
HONTEA B, 152 Microsoft SCHY .
o BEIRAS PRI CHSAR I DG W5 ¥ 2% URL i R4k s .
* fE “HhgkEIT” (Relaying Party Trusts) > “J&1%” (Properties) > “FriSF” (Identifiers) > “H
A I7FRIRTFTE” (Relaying Party Identifier) FIANRSSHEAFEFFI CISAR RG] 844 ID. i1
LRIEAE 5 I e 1“1 7 7 (Service Provider) ¥ & H [ “SZ4K ID” (Entity ID) {HAH A .

© MR CR RIS () BN AOE CAEA I SAML S RiEiis sk , i LA o4
PREPIRES U T84 S HBAEER)  IEASR] certb X, 78 “HakIrfEE” > “mtt” > “&
C

o WIRTHRIE AD FS it & 4 KN SAML Wi, 54 “H 4875/ (Relaying Party Trusts)
> “J&PE” (Properties)> “JiN%” (Encryption) I A% .cer # 20 HR S S AFE P10 CHBAE M IC )
.

s AE CHYTTEET > R > R MR RS BCE ) SHA-1,
o IS0 E SO LAAE i Y A5G SPNameQualifiere 1 Ifi& 4> H g SCHUU 7491

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer=

c.Issuer, OriginallIssuer = c.OriginallIssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress",
Properties ["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =

"urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified");

o S P R IR I ATUR S AR, LIOREIISA k1) LDAP J& PEAE g A% A5 2R AL Gl
Kk BEAh, WEHORAS IR B4, DL LR YE ) LDAP JE P L R CR$E5E
4D Kk,

Bt & SR 4 W XK@ {589 Duo Access Gateway

PLF &4 Duo Access Gateway e & A -5 M SCHEAT 10AR BT f5 AT IR s AT 55 o AT R SE 3P4 it
B, %2 Duo Security SRS .

< MRS PRAUER CISPERI O 1l A % URL 808 ORI AL B SAML W7 5 (1 IR 45 B A1 i £¢

%t o
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B ===5memmst Awre AD

* 7¢ “Duo FHIH M ” (Duo Admin Panel) > “NJH” (Applications) > “ff£F*N " (Protect an
Application) > “SAML R4542 4L 7 7 (SAML Service Provider)” F, i AMRSCHRALRT sy
K WA ID. W IR AR S IR 06 b “IS7E R 7 WCE ) SR ID” (EARTA

o R DR ERIRSHLAERT CHRPER O B SR ik T84 1 SAML Sy 5 iE i K, WIFE Duo
Access Gateway [ PCE By S EIE, 15 ARG AR (H T84 S M %EiER)
WK H cer 4%

o WNATTRILKE DL L A A& N5 %) SAML Wi &5, T EFCE T XX FEN Y O b (1) B0 36 UF Y I
DL .cer #% 0 AR RS FEAERT CHIBAR I DG ik,

* 7£ “Duo FHH M (Duo Admin Panel) > W (Applications) > {4/ % i} (Protect an Application) >
SAML AR %5424t 7 (SAML Service Provider)” I, # “NamelD" #X 8 ” E#Nh “ Kfq
7€ ” (unspecified).

* {£ “Duo & HHH > N H] > (RN > SAML IRSHUER " F, & “LeHyIHEE" WE N
SHA-256,

* 7& “Duo HHIMMR” b, ¥ “SAML MRS FEUFEFURE” FHAF HBCE SCAE, FR R E SO R
SAML [ H 5 A Duo Access Gateway .

LB E SiR4 M xi@{5H) Azure AD

DL 24 Azure AD L B 4 55 58 (0 BB A 9 SCHEAT 1045 BT T AT I B AT 55 o A RS2 3ERTEAN (R Ui i
12 % Microsoft Azure AD A%,
o BARSEAETT CHRAEM ) (I S0 F % URL WA 3R AL 3 SAML W &= 10 IR 25 2 (L 7 b
AT

o 7E AN > Bt N H > AEEIERN > B LUE Sk > FEAR SAML” BCE ., 7E Azure |17 W)
MREPEAERT IR G SEAKR ID. 1 ORI S HRAE G L “Iz7E 7 wE P <5k
ID” {EAHIE

o ARG TR MRS CIRPERISC) BB AOREA4 ) SAML B HE T K, TH/E “SAML 2%
VAR FRay C AP > B > AR RN > sk > SAML A8 IE ) R kA%
MRS PRAER KEF O 258 S RIEERD

o FE PSRN fay C AT > BN > AR ] > sk > T R PR
W17 b, BCEA RV AR .

« 762 “SAML> H P RI4L” G Azure N, s InH P R/EAL,  BAEE AT DLOE Sk 2 1t Azure
SAML N HIH Fe

B B4R X LR SR IREIEFIRE

FreaZ |l
HRIE
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7£ Async0S API &983 4 5% £ B & OpenlD Connect 1.0 .

o OGBS A RS R A ) S AR LR P o 3 D i S S X A 1 5 R LR
, 9580 T,

« CEBIS MR T B R R, BCK S R SRy Te B SO D SO
iz

W1 L Web S 18 s Il A i ¢

FTIE2 FHERGEEIE (System Administration) > SAML.
FIE3 RIS EIZF (Add Identity Provider).
o2 L NI RS

FE 15 B

W B SO A4 A BN S SR AR PP L B S A4 R

FCEBCE (T3 E S R R P i )

S0k ID N FEAFR P 4 R ME— 2K S PRAIEAR P SE A4 ID ks
i 7E URL

SSO URL i€ IR AR AAR b 20 ) JL 1% SAML 54 B 1 3K 1) URL

e+ WUR G AR R 0T SAML Wi 5 BT854, MasZil A% 5 e
PR AT

FUERE (SFAS ORI gD

SN IDP Jo¥dls A BANTEIE (Import Metadata) J-1% £ o5 SC

FIRE FAIHINE L

T—3Hit4
JA T SAML & 3 5641F .

7£ Async0S API RyHB{4 X 5 L EC E OpenlD Connect 1.0

o ME&R , %584 1L

o TAEGwFE, % 84 it

AN IR AR, 5 84 T

B A 9585 1T
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o ZEMEAE 5 B E OpenlID Connect , 55 85 L

iR

zogEr |

Cisco Secure Email Gateway 7 5 1 1] & 13 #2 {4t 2 /5> (IDP) Al OpenID Connect 1.0 & 13 361 13 H 5k
BPAE R, LAME S HEE R S FR T IR AsyncOS APT B#EAT LS8R, AT, SR AHB A W0 S A AL T
Microsoft AD FS #4177 OpenID Connect TAilE .

TER*E

FELLT TAEGRE T, AD FS S HIAE S 4R BERE /Y, SRR S B2 7 o, oA R 5 25
PV RIILHERE S o

FI&:

1. [—kPEESD] FCE R P 52 LIS IE VT i) 2 W B RENE R, 1S ERREEM 52 ElLE OpenlD
Connect , f 85 i,

2. [ RPEIESN] A SR B A0 5 1 A I C SR EX OpenID Connect Bt 2 oA s A i 2 8H, LA
EIGIE U 1) 4R

3. AEAE AD FS X AN HEAT S 43 Bk Jm BRI 1) 4 o AT IR a0 17 ) 4 R EA T 473 26 Ul A

PIVEANE B, TE S0 5 0 Ul SR AR P 5l 5 SR AR 7 SO

4. K5 APLIE K 557 In) & i — ke & SIS R 5% o

5. HEPERISCAT NG 2 PR I IR IR APT R K A (K7 1) &
6. WSS A P A IA (BE R A BEATRIE.
7. WIS AR A (0 7 AR BN 20 B F - A BB, BLE DT 1] AsyncOS APIL.

8. HB: M2k AsyncOS API i SR BT 21 (1) Wi [

53 8] S kR

PAR A2 7 7 17 4 R A X

Header

alg:RSA256

typ:JWT

[...]

Payload

claim: aud: CiscoEmailAPICaller

claim: iss: http://adfsserver/adfs/services/trust
claim: iat: 1594712147

claim:
claim:
claim:
claim:
claim:
claim:

exp: 1594712807
CustomOrgIdentifier: MyCustomOrgId
LastName: Fernandes

FirstName: Erik

Email: erik.fernandes@customorg.com
Role: LogCollector
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claim: Role: ReadOnly
[...]

I P S AN SRR AGAIE Hhy DA SRR 1 17 17 4 -
* RSA256
* RSA384

* RSAS512

AR
FEALH] OpenID Connect [T & B PS¢ 2 B, T A ORI AL LA N AT $E 25T -
o WIS ) G SR IR LU T 11 S A B0 IE SR LR Y
o AT A 3 50 LE SRR P R4 T B 03 BRE IR 7 1) 4
o WSPERY ST LAl HTTP 34 8] S B i Ry,  LAME3RE OpenID Connect JCHHE AL & -

FEHR14 M < _EBEL & OpenlD Connect

FHiaZ |l

DR AE AT 13 AR 45
o SO IAESE SR PP AR IR A 2007 ) R R T8 10 S i IR UE SR PR P BEED o
Vi LZES EfE R, DB ST VISR Y G T i g I BB 2

iz
$B1 LRGSR (System Administration) > OpenlD Connect.

$IR2 pithi4wiEigE (Edit Settings).
B3 WA TRPRBRMFTESE, CIELHE OpenID Connect:

OpenlD Connect 3% i3t BH
SRR L HE URL i N T3RH Open ID Connect fitt & G 1) &

TR ARE P URL . %0t I 136 E 07 il 4 b

LU S 3123 URL 7R -
https://example.com/adfs/ well-known/openid-configuration.
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OpenlID Connect 5 £§ 15t AR
R B N7 IR 2 R R 28 A TR
i FERE YT )RR AR AL 205 U )
A2 A P WA UL -
LAUN 225 53 17 ol -
http://example.com/adfs/services/trust.
B5ON i NS ZBE  T) 4 R R 52 AR 7 (B DG E R 32 AR
fEi.
i WERERINZ AN ARE, T i
1T (Add Row).
IR FNVT ) R A AR, AR T

JUREAE R A IATRIT AT ) 4 R R A 1

fRE.

SO PR R 2 e 2 A (R

B NAE AR PR R 55 45 P o SCIR ™ 2 41
L, R IEFEAE M R G Hh G L AT N AR S
i, DAEWUR XA

R WEREERINZ A EABUHE R, WA
i A In4T (Add Row).

TR A SN E L

A4 AT ]

Tt 4

U5 1) 2 AL 5 4E AsyncOS APT i I IRF AR Bk 1, JFRI% APLIEK.
PR A2 H] APL I “FB&E” #k b i 1042 4 AsynOS APL )74

curl --location --request

GET 'https://esa.com/esa/api/v2.0/config/logs/subscriptions?retrievalMethod=manual’

--header 'Authorization: Bearer <add access_token here>’

BELEMBAE M G FE RGN ), WS BCEATH AN X, BE e RN NTP IR &-ds it ifgd 1, SR
I GUI Hf “ A& H” (System Administration) S ) “Bf[X” (Time Zone) 8, “H 0] 3 E” (Time
Settings) TUIMEL A CLI AL F4ir4: ntpeonfig. settime Fl settz.

W] DIAE RGBT (System Administration) > B [8]1& & (Time Settings) 5L i 5% 1§ H tzupdate CLI fiy

A IGUE AsyncOS I RIS IX S0
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IEFF RS X
“WfIX.” (Time Zone) JU (A#E GUI ) “ RG & BL” (System Administration) S D5 A])D EoR
T RSB AR G X o v PLE R E I X 5 GMT fwi#%

Procedure

FIE1 (FRFKEIR (System Administration) > BF[X (Time Zone) F i il 4R481& & (Edit Settings).
WER2 N F gk g, S XN X
PR3 FATHHIA L L.

1 GMT (R %

Procedure

SB1 FRGEE (System Administration) > B [X (Time Zone) Vi1 7 A i 4R4E1% & (Edit Settings).

FIE2 XA L PR “GMT (W2 E] (GMT Offset)”

PR3 /£ “IIX” (Time Zone) FI R Tik#E ity . Mt 2daly Tik2] GMT (AW 74D b8 /g2
PRI NSRS C -7 ) RORAYIAYI LR T C“+7 ) RRAYI 4L,

PR 4 FESTHIA L L.

“RiERTIEIRE
A DU DA D732 — Gt I Y O [ I [ 165«
o (HEFE) AdFPIZE S TR Hh s (NTP) BB BEA: P 5% R Giis) 1), on page 87
o TR BCE MEIE R ¢ R G TH] , on page 88
(HefF) {2 FA PR B (8] 133 (NTP) 38 & 4 P X R GE AT 1)
XL VAN ) ER B 7V, s AL TS PR IS A 1o S By A R0 4% AR RO BE S bl i 4 A B 45 N A
[f]— & NTP %54

Procedure

T B3 “RSGEP” (System Administration) > “F ] #% & ” (Time Settings) T .
P2 Sl E (Edit Settings).

SIB3 AE “WHARE J51L” (Time Keeping Method) #543, 1EF¢ “AFH M B3 (Use Network Time
Protocol).




REE

B =oseamurzrge

LA G\ NTP feds#stthhl, SR)5 s mn4T (Add Row). ] LAZSINZ /> NTP flids45 -
FIBS BNSIERAPIER NTP JR454%, 15 At iZ IR 55 A B 147 S5 A B A

FIB6 Jy NTP Akt — M. XJ& NTP AN %5 T/ 1P #ubik.

PR FAIHIN T

F N EERAF M X R G A i8]
S A DU P UL TR 7 TP SO0 T 5 2

Procedure

L1 PR “RAFH” (System Administration) > “ I [H] 3% ” (Time Settings) UL [f] o

P2 Sl E (Edit Settings).

B3 A “IIRREE J7VL” (Time Keeping Method) #%y, £ “ T-3hi% B 1H” (Set Time Manually).
B B TIANG = N IS SN Nt BN 2 P

WIS L LN

PIR6 FIIN T

a2z 3
BHENXHM
o i IS DU, on page 88
s WEHH P H LD, on page 89

{5 F Ut i R 51

I PR S A b B 3 B0 e AR BT e ) AT DA e i 8 B T ) BRI 7 1) 371 3K

This Page To My Favorites).
TCHHEATHT “IRMCE” (My Favorites) 15 5.

=8 TR R 1E
SN PR SRR EASIN DI, RS T AT A B B

J&” (My Favorites) = FL%E £44% Itk TR A0 2 3 A YT R (Add

(View All My Favorites), 4T i 05 Ha 3 BRI .

XFISCHEC N A AT B WKL BRI SR (My Favorites) > & H AT YRR

(View All My Favorites), 4R i B s i 25

e E =88 ML B I (My Favorites) > EEMAWEAN A
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=18 TR R
e RIS L T MET AT E AL 3 R URL R (My Favorites) Sk FF—
AL
A B A SR T HZ “ AT (My Dashboard) Tl -
WEHFPEIER

ASHLF AT LUE SCREANIK R B B IR, WiE . T USSR R SR, BRI I
Se R AHEREN I EETCE, JCR T RN P B S BIBPEOG, eI e B A [ .

WA B T IR, (HORII XL, IR A S BB ok, SRR BRI BRI

)

Note  SLERUGE R H P ANBEAE AL ThBE . X e AT LA “HEI0” (Options) SR HEPEE

Procedure

W AN e SO e I R P K P SR B WA

I 2 KPR (Options) > B i&IR (Preferences). “1EXi” (Options) 3547 T4 A FAf .
$IE3 d4RiEEIEIN (Edit Preferences).

PB4 NUERE:

HIEZIRE it BR
&5 W 7r (Language Display) AsyncOS for Web 7£ Web St il CLI H i FH 1755 -
3% T (Landing Page) FH P8 S BB I O 5 27 (R DL THT

BRI I TRVEE CBRIMED (Reporting | #5265 _E S IR BROA S 5 I TR)E L
Time Range Displayed [default])

BIRHIIR & 1740 (Number of Reporting BOATEOLT, RGBS I E 174
Rows Displayed)

PIRS FATHIA L.
HIR6 i VU B3R B £ —TT (Return to previous page) #f4%

ERRE

ST DAGi A A 0 G By AR W R L
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. 7% Z Internet Explorer RABHER

* % i Internet Explorer #2115, on page 90
o LB Web Fi i FISCHE dE A 94 O A AR L4875 5L, on page 90

7 = Internet Explorer 3B &1

T Web S £ IE LR, R IUE ] Internet Explorer #2457 %

)

roEe |

Note 4R FHULThRE 23 5 I AR5, ST LAZE A B Th B

Procedure
HB1 KSRGS (System Administration) > E#i& & (General Settings).

$1B2 HREBEE IE FAEK (Override IE Compatibility Mode) & iEHE.
WIE 3 PETIFMINTL.

FE# Web S LI EBEMEM XBIER TR EITHER

RS DL AT TR T st s s s A LA G v S e WA A A O, B
W KA HT Web F T e 1 90 5C (1 Sh B AT A5 Dt A s o Ge vk Kl ] 0 A A 1Ay

Wy S ISP P9 SR P A 56 14 L i o

BOATGOU T, BRAFRSC BT “AERS LT o WRESEH] “MER L . IEHATLU N B

(e
Procedure
FB1 KOS LRGSR (System Administration) > E#i& & (General Settings).

T2 HRERTBR AL,
TR 3 FAIFINE L

fcE HTTP [EAKER&EAE

e, B LM#FH CLI P adminaccessconfig > maxhttpheaderfieldsize A2 ACHL B &% 21 MR M

I HTTP iR 1) HTTP {5 Sk Kok E .
HTTP {55 Sk 7 BRI ERINE A 4096 (4 KB), #c KAE K 33554432 (32 MB).
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spnssanssEars

SEMEERE S EHRS

w LA#FH CLI ) diagnostic > services ?fﬁ/&\*
o A MBI OC E R RIS 5 18, AN 6 FEHT I S IR AR O
o BB MBAF I OC F A IS 5 1B PPIRES

HRVEAIE R, 1S W (&M T Cisco Secure Email Gatewaylf) CLI Z%151) -

AR X 8 & E Rk 2 (IDN) B iR

AT 1

IS4 I 5% T AR ORI S8 IS i ik A0 35 IDN Sy R
HHT, SRR G SCHF LR 5 1) IDN

EDEEEREES: b, JOKURE. JOSIE, RONAE. RARIE. SHENE. SRR IS,
PEMRIE. SR . R, PIREIE . JRWURIE. JEMBIE. M. iR, Stk
Pl JURRH. WHRIE . DR MRIE . R S AR, (R .

BOMFLEMNE S ik Wil HOE. . Bo0aih. il Eesih. RORRE. 3, fr2
Wy Wil BRI o e i .

MEAES .
s HUHESE, o1

o LR T AE ) 5 ) IDN G E 1 T Rg . 58 91 1L

LEAT I E PR b4 (IDN) THREZ AT, WA ORI 2 L AT ER 41t
o AT A NI AF8 06 204 ] UTF-8 251K IDN.
R . () W R AR M) MTA A28 5255 IDN, - 22 ORI rh iR ] UTF-8 #% 5(.
o TR IR LEAS A 25 48T UTF-8 4t (1) TDN, 3 HL F bR R 55 4% 04 ZUHH 7 1 13252 71 52 FF IDN
e 352k A ML R 5 (KIS E 1 MTA 262057 #57 L UTF-8 14 24 A5 (¥ IDN A3 .
* (T IE I DNS d3 28 H] Punycode 4% A CKAC E IDN
Biltu: {E>% IDN At & MX ics% i, DNS id3 b 24 250K F Punycode #% 2.

A3 P 44 P 3 7 10 DN 452 B B9 T B

X IRRRCAS, 4 RREAE M R OC F AT ] TDN SOR PG LA Zh g
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B osmmemxsm onmEE0mE

* SMTP IEHECEIRE:
* N INEN S 4E IDN 45,
* ffi ] IDN 455 8 F N\ SMTP .

* DNS BLE i E: i1 IDN 37 Nk e DNS 4545

s TR FEEIRE:
o DA N3t R Sl TR e £ BRI I =i DN 3
* 7% HAT 8 RAT &P sl IDN 4k
* fd 1] IDN 4 5 i 55 A\ HAT B RAT %

* MR REEELEIRE

o FE “AENIRAESRE” (Incoming Mail Policies) H{# H IDN 38 inaligh 8 A4 N C “ LR &4k
N” (Following Senders) 5% “dELLF &4+ N” (Following Senders are Not) #ZE1) FCAF A
C “BURefE N7 (Following Recipients) 8% “AELL RIS N” (Following Recipients are Not)
TR B

© fE AL IPESERE ” (Outgoing Mail Policies) "1 ] IDN 3skis nak g & N ¢ “ LU &A1
N” (Following Senders) 5% “JELLF &+ N” (Following Senders are Not) #E15) FCAF A
C “LURYetE N (Following Recipients) 8% “AELL RIS N” (Following Recipients are Not)
BT 1.

o FEAR AT Y B SRS A IDN Sl A 10 A N i fE N
* A IDN sl SURAE NRAEGI AP

* f# ] IDN Skt kit 51155

o A IDN S8iZs n =i 4 H Al LAREA T H g il o

 REIERENHEEIRE: 1414 IDN 37 0 mk g 45 FHmn 2kl o
s KEATEE S H: € IDN L R A N2 1557 .
c IPEEEEIRE: © X IDN ) IP /5214595

* LDAP ECEIRE: 1] IDN 4 & AN PG LDAP 41800 2 &ify. i &g Ay
A

cIREMBIRE: AFWRE T IDN EdE G4, IR .
c BRFERERECERE: AAMIFIRER T IDN £dls Gl 4 mBpFhbAE) .
- RKEg. mEMBARBEXEERE:
« BA A REIEAEAR SRR (PR EES | 5a5E ) HALE IDN B fEfF .
A A REAE b SR B AT d e A L DB AR 2 AL IDN Sy s
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« EEWIBAEEIESS . P YE RS A DLP MBAF-E/ERA A HL A IDN SR le .

c MR REXEEIRE:
o T BRIk 73S A B T B by S A LA 7 IDN SR
* B0 IDN IR P k7% in 1) 22 42 51 R AN S50 o

N

AR OHur, HATE “HPBAREE X (Spam Quarantine) 3B TN “ 52 H
FURE X 18] (End-User Quarantine Access) w70 P ¥ & H J G405 E
T E N “I5” (None) I, L5 IDN AR N A BE VS Al e 2 H 7 B
%'Z o

* SPFECEIRE: {1 IDN X MR- HAT SPF %iE.
* DKIM BEERE: ] IDN 85 MR 4T DKIM 25 44 F1GAIE

* DMARC FEEi®E: {11/ IDN B0l 4347 DMARC B1iF
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