NEEEES

AEALE LU
* JEFH] MK T, on page 1
o B HEACE P E € SCH P (7, on page 6
* %04, on page 15
o PCE S B AR OG5 1), on page 22
* [V E A WoRTE L, on page 26
o B2 42 4b5E (SSH) %54, on page 26
o WA HUH U7 AR, on page 29

Q3R A A e A

MRS A B PR A I P K5 1 v AERBAR DG _EAIEE P ks A& B 4R S 50 E
%4 (AJLL& LDAP 5 RADIUS H%) JA T SRk, 7T BAE GUI I REETE (System
Administration) > F§ A (Users) 7 | (Effi ] CLI HH 1) userconfig i) & HH /7 FI$E 1) A6
SRR IER: . A AN H o6 P 3T SRR G B, ISR ANT S 50 1E, on page
16,

s, T Lk BUR v e P E FHOXUR 35 B4 S0 E

* Web S “ARGEFL” (System Administration) > “ H 7 (Users) T 152K 25 & 4y
¥54IF, on page 20,

* CLI ':F‘E/‘] userconfig > twofactorauth /l%é\o l%%l)ﬂ «ﬁ%:}:‘CISCO Secure Email GataNayE@
AsyncOSCLI Z#%¥5/) »

admin J& RGBT IR, HA BT SRR . ANREMNER admin FH7 0K, (H AT L B0 5 LA

FE IR
FEBIFHT IR I, W 20 B 2 — T0E e FE U P Mt RO REZ WA
[ 25031 BB

EEARS AT AR 9 5C G i F P K 5 80 e BRI, (HANBEAE FH RGOk B 1K 44 FRoR B FH 7 ik
T lhn, ANEEAIEE A “operator” BY “root” K.

| sigrirz ]
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HFRft

Table 1: R fa 2%k

SsEEEEs |

RRfae

LRA

admin

admin J A2 RGAVERN R, IF BT 58 BRI . BAb a1 i
admin A1 KOS FOE% S, iz Ageidad i @i, A
REZmAH MR, L BE B SO A

HA admin ] 7] LUK ) resetcon£ig Fll revert i 4.

EHL Y (Administrator)

FA7 “4 3 01 (Administrator)” M 7K B REN AR E R E
PsEa ViR . Ak, KA “EBR” (admin) H A T

resetconfig fll revert fiT% .

Note AsyncOS ANSCFEZ AN 01 [H] I M i GUT e B 1 ¢

FA N I (Technician)

HAT “HORA” (Technician) M & K-S 1T AHAT RGETH 0. #8
SIFIEEM G, PASEFEThAE S . IR SCHEAT T 9, “FiRA
51” (Technician) i ] PLPRAT BL T 245

o BT AR A .

o B A LAENS AT R IR A .

o DRAF LB B A A IR I B SO

* B Z PRI IEFIR . “HAR AN (Technician) A ek K I1X £

E S

o W TFHB A OC 5 SE R I I e

o Jo Bl 6 RERHBR SR IR I A IR 25 U5 i) AR

o AT CFFEHRK

#4151 (Operator)

HA “#AE5” (Operator) #1151 H K BRIGIFAT BAT #R4E
o Qe B K
* KHi-resetconfig it % .
o FHFHBAE G
* ki systemsetup WA EIZ T “AGERE " (System Setup) 1] F.
« &l adminaccessconfig 1% .
s PUTHLERE S IX DhRe CRUARAIE . g, MMERAEEPRREIX) .
* {53 H LDAP HEATAM S Bk (R O0 T, A2 2B FH P 44 Fgs i LA
1 LDAP Iz 5% a5 o &SI 3

B L DLAL, AT IR 5 8 2 63 A G At A o

Vi%% (Guest)

HAT “Ui%” (Guest) MR K™ A BEEERESE SRS W R AE
B DX R T T U AR, IR “5% 7 (Guest) F (] i ) 5 PR
B DX A B AE . HAT “U5%% (Guest)” AT ANBED ) IS BRER .
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=R

gumAr |

RRfat

AR

HuL#E/E 5 (Read-Only
Operator)

HA “Hi#E R (Read-Only Operator) £ (4 7K 7 A4 A A id &
e BT AR . BAT “ ik i (Read-Only Operator) £ €4 [ H
ADAPAT RRAS S M, DT R W T Re, (RARERIA . i RAE
B DX T U AR, DB I A € ) P R D R X e e S
o

HAT I R AN BEVT Bl LUK A 7%

s &%, FTP i SCP.
o A0, SadE. MEREEE PR 2 X B

550 H P (Help Desk
User)

HA “fds 07 (Help Desk User) 1 €5 HT P K BRAIRAT BLT
1

o WEAFERER .
o R i DX AR A

FATBA G ANV W RS AR5y, A48 CLL. 75288 R
BT AR, R BA B i A e B EA L

A e SUH P €8 (Custom

user role)

HA “ae XM (Customuserrole) (K K 7 HBE VT 1] 4 lid 45 1%
AR 2T RE. XLeThREnT LU DLP SEng . IBLFSRmS . Rt bR
BIDK L ACHIIE AR SRR I T SO ERER TR TR DR vy il H AT A
H &Gk APLATH E ST R AL A . R P ANRE V) I RGRCE DI RE,
BFEA R A HDge. RAER A CUE X HE XH . ARTFENE
B S RE RS B B X {7, on page 6.

Note IYBE T OE AT ANBED 1) CLIL

B “Rgs o SR B sE Rt GBTDRREVI IR GUD LAk, ERerhse SCRIPT A i (e dy

"] 9jin) GUI #1 CLI.

WERAEH] LDAP HsRIGUEH /™, w7 LCRE H R iegs i e AR o O HsRd i
R Sy, gl P R P A e B0 i 7 A o SCRIBLR . ARTEANE ., S AN

1353 1UE, on page 16

HXER
« FHH /', on page 3

“HIP” (Users) SUIAIH RGEMBUA I, G4 SesEARRA I 2R R A
MCHH” (Users) GUML, ] BASRAT AR $045 :

s WSIET I . A RTEANME R, TS SIS , on page 4.

s WERHI . A RTRAE R, WS HMER ), on page 5.
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B snae
s GuAR T, WSESOH SR, DURBUE RIEBUH K. AOCHEAE R, WS, on
page 4.
o SR PR A . T S R R LR, on page S
o FCEAHE S R P K P R R . A OCTEAIE R, T S TC 52 BRI 1) T ke . R i 5
'H, on page 16
o AFIRLE I OCHE A4 FH LDAP 8 RADIUS H s P AT S e . A OCTEAIE B, S R AN
Gy K3 IE, on page 16,
 XRFE A a8 FHAUR 2 B IIE . B ORTEAIE B, 15 S AUA 2 53 4 1F, on page 20,
o JAHAEE B ) “MBFEREE” (Message Tracking) 1) “DLP ULFCN % ” (DLP Matched Content)
MV . ARVEAE R, ES R R RER” T BUS(E SR U5 AR, on page 5.
IR
HEETE
o WE AT P AR
o FRTE CH P A B, ES A A on page 2.
« B0 HE XA, ES R RS EL B € XH P, on page 6.
 FRE B LK o VHZ R OB S BRI P bk P FEEE i B, on page 16,
Procedure
FEB1 KIKIEFRRGEER (System Administration) > F A (Users).
PIR2 mdiRmA R (Add User).
PEB3 AHPMANGR A LR ORI (A1 “operator” BY “root” ) .
IR 4 WA PR
WIS EHEUE Lk H e H P .
W6 AN,
Note B T Fh G i 2 A, v DLBIEE 550 A 1 s LR S S 19 O
PR T FIEHIAL L.
IR P

GOV AR & A TR S
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Procedure

FB K IRIE ARG (System Administration) > FF (Users).
HIE2 4 “H 7 (Users)” #Ed SidiH 4.

SIE3 6 AT R

PR A FEIHIN T

SR A PR HE

kR P

Procedure

FIE1 RKIRIEFRZETE (System Administration) > F§ 7 (Users).

L2 N “H)” (Users) R PiEFH ).

HIE3 Nt 5EHI Z AL E L (Enfor ce Passphrase Change).

WA RPN R DA R YOS SR B OB, I AT S S R TR CLLR AT 2 e BE U i

WS (IR WA RSN R Ja i o R,V A R B S R A I v B (AR B
) s

FI6 mHE (OK).

FIRT FRATHIAE L.

Procedure

P RGN “HI” (Users) S8 P 44 1 b S A 1T b o
T2 MBI E S SRR (Delete), AHIAMIER
FER3 A

X “EREERER” RS BRI B ER

T RE A B PR ADGS T RE A S ORI SR B AR 40 R PR A B i)«
o BB HdE 25k (DLP) SNSRI HEBPE T BEA 5 2 Rl L5 S s AF R CRARE R S A el
30 AEE R BRIAEOUT, 0 IS R 5 B AT Ui il SRR IR B A T i m] A BN A
* B IE AR BRE T URL {5725 BRI A N 7 1L 8 sl 3R (1 URL th w] e LA R U 1. BRI
LT, HAAHAE BB A e E A
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B z=snemnazvmrae

IXLEHIUR N R B RTE “IRPFERER” (Message Tracking) 25 R+ BT HHRAET) “HBAFEAIME B (Message
Details) Uil b1 % FH LR .

ST DU B (R P A GRS T K P 7 ) e B P Bk ERARAT - NIE I el B i) L
A B A TR BRI U A A, (HRAT R B U G AT ) A AT LSE MOX SRR, AT AT
DABE I 25 X S U R

HEETE
BRORES LW AR X S D RE R AT B2 45T T S AR IR ER TP W7 URL PR4115 R .

Procedure

IR B RGBT (System Administration) > Fi P (Users) T .

7 3o i 4 BR s vh %S B B35 18] (Accessto Sensitive Information in Message Tracking) T, A ili4w4g
% E (Edit Settings).

PN HA2 T R BURAT S R0 T AR ) £ €51

TR i) IR ERES” (Message Tracking) [ H i€ A (KIEARER F IR &, BIb AL .

FEAZTFHA AT L

What to do next

HERED
o MREFER L VELN (S L
o FEME A PR TR UK DLP 208
o FEMBAEER S o8 URL P41 B

EEENEENEEXHAFAR

AL F o SR P A, LR P RS AR 2N I A — B0 R e TR BT, VPR EE R
B GV M ARAT 1 S R e A D Re, AN REVT M S ILA BT R RANCE DIRe . B BAUE L,
FH P el CALE e SR 3 B o B B AR IR 45 vt FH A 8 B R 3% s H 0T B A2 19X DG PR I A2 22 4> Ty
BERIUT ) o

fihn, En]ReAA BT H A 9 O bR g SRR A SR (R T, (RIS X B ] P U ) R G R
R4 Be B ThRE, IXEEThRE L e SR/ B D3 RN AE D3 AR RIS o 188 m] DA HIS A2 55 s /e B
TR SO AR, XSGR A SR A 5 ] )X G P P 4 0 T B IS SRS 1R ) AR
DL SLAB IR 22 4 D fig - CARAT T AT AT I 28 D B8 A5 BE X LU SR AR R A AR ) 07 Ml A PR, G < g
EREE” (Message Tracking) F1 SR B 251X

i [l GUI "H I R GE&EIR (System Administration) > Fl A (User Roles) T (i CLI 111
userconfig -> role %) & X & XM, VLA HAL T ST 24 D)RE, Wik ff
Hilg . DLP SRBE . HBAFR S FIRE S . A RBAUN A BE 03 T DU B 22 DY RE K e 281342, 1
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| nEEEES

“ik F4PR” (Account Privileges) 53 .

Z: [ FC VT AR, on page 8. & 1] ATEAS FH R B (System Administration) > Fi P (Users) i
VS I ES S A i bk BB B SO . AORTEANE IS, TE S BRI I ik P i e SCH s X
H /7 /1, on page 13.

N ORAE A B e XH P A ER, ZAariRTeAS 5 HAAE R WIS ESE 2. fillr,

WER Z AT E B DT [F)— A I ERS,  JFLEAN A ) B S b A i N A g s, W —A
AL B O Z I DA BT A ) B e, ] RE s 0t b A B2 AS PR A B D B 1) IS A2 S e s s AR A )
(R o

WSO A T B XH P A, W] DAGAT AT A P AR R, AT o B A P RS &
IR . ARTEAIE R, 1S F ik, on page 1. WEFE, 8L HE AETIHA

AEVj Al CLI.

X ERM
« “BR PRI (Account Privileges) L[, on page 7
* P VS R ACBE, on page 8
o 58 XCH T CH P, on page 12
o LRSI i i e SCH s CH T A €4, on page 13
o B2 SCH P EIST , on page 13
* il € XH P A1, on page 14
* S B E XH P #A D, on page 14
* MER A€ XH 7 #A 1, on page 14

“Iik A #XBR ” (Account Privileges) 51 &

TEHE— BB B UGS BRI OGN, “Ik PP (Account Privileges) UL Wl /s H8 [ i B2 AL )
LG T T R A T Re R, LU I AR PR R A B o BEANIR) T L B mT DU I R ok

T ” (Options) SZ A1 “TK I BUR ™ (Account Privileges) 3R [0 B AT« F2 AL 18 BE B4 38 v LU A7
T TR (1) 32 B 1) FL T A8 BV D) e

R R T B AR AT SRS . BB R R 2 DX AU ) AN PR A IR A B O ok AR
FI2” (Account Privileges) U1 [H]
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Figure 1: IR EIE G “BKP4UFR” (Account Privileges) AT
Account Privileges (bob1)

Mail Policies Incomin g Mail Policies {1}
Incoming Content Filkers (1)
Cutgoing Mail Policies (1)
Qutgoing Content Filters (Mone Assigned)

Conifigure Email Policies and Content Filters,
Email Reporting Policy Reporting and DLP Reporting
WWew and analyze email traffic.

Message Tracking Message Tracking

Track messages.

Quaran tine Manage Message Quarantines (1)

Manage messages in assigned Quarantines.

53 B 377 (a1 4% BR
TR A 8 S iy, 588858 SORH A B 53 BT 61053 1) 22 4 T RR K1 U7 Il BRI 031 o
A A ) A B R B 22 A T RE AL -
o f NFIAE IO S, DL RN 290 DB
* B ¥ X % (DLP) Sl
o HBAFR A
o SRR R
o PRERIA TR
o BISRIBEE. SEMS. RERRIE R
o JEURHIS s e SO
s H&EITH
7558 A & S P S v ARG 2 5, 388 75553 FC BRI A8 B DL K 247 T2 1R 58 S SR
W ZEREIES . DLP S0 B S5 IX ol hn 2 fid & S0k

Blan, AT LAEIEE AN 157 AN DLP SRR (FAN[R] DLP SEg i 3 oM o Horp— A Uit 5 2
w PREVENT] 1252 (A A7 9% DLP R, 100 55— Mt 9757 5 B AA R Y7 551 DLP M. B
T DLP Sy I B LA, 3 mT A I8 [ 58 ST S 5 e R 500t LA K 25 75 B8 25 DX AN 3R
FRIBCRR o AUATT AT DU T S R R 28 55 A AT T T 4 52 ) SR A 9 1) DLP i

af LR ST “R M7 (User Roles) TUIT L “ A LAY H 2 L 7 M {4” (Custom User Roles
for Delegated Administration) ' CL/r BUA BRI 85452, A vl MBI T /0 o2 H e CH P M. i
2[5 5B 1 O AR BT, on page 13
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magrnnsaEs

AXER

o HBAFSREHE AP 250 JE 2, on page 9
* DLP %, on page 10

* M4 75, on page 11

o WBFERER, on page 11

* PREEF, on page 12

* F 51X, on page 12

* INEECE SCIE: , on page 12

* Hi&ITH, on page 12

R 14 SR B FO A = i B B

IS4 SRS A DAY e 30 s 17 I AU B S SCIRASL R B 57 0 ISP 1) 55 L PRy A RTIAG E HIIS AP SR s S A 2 v
A RIUT TR AR o RS A PRI SR A A A Rl B A s B e ST P s, AUfeVR)E Tk ¢
MBI BE b, S AN B O — S, A BRI SR AT N A D% o

FLAT BV IR B PR IR AT 5 B B3 T LA BROA AT AR Y BB, (E A RAb A T BAT 5E 407 )
BURR, RS I 2L SR

FATU7 B (4 AT BB A B 03 T LR A DERS DL FLIR AR SR i3
(e B 53 B ) A 2 DA R (IS0 E 212 A SCHT A R AR SRS 7 B B3] o R 2 4 AT A
FE SCH P A i W JEaR A A 3R, I ELAT iy B3 AT A SHEmes U 1) BCRR PO 452 AR A 28 03
Bo BOATEOLR, HBRfl Dol B O3 QU i A AR B AR i A JR 00 o SOBUIK Y B B3 m] LUA H A8
Xt CL o legn A SO AT T A A L ey, (AN BE1E ol BR 2 36 4 7R I8 s -

R BB B OIMIER T A At ATT 8 AR R SRR LAST (0 FCA IS SR A AR 28— A AL g s
B UL N A I E A O B g HoA B € SO ¢, WU AsyncOS ANax AR GEH IR 1% A 7 i
Ho M, AsyncOS K< GH N AL vg s 5 B E UG INEER:,  JPR U Z BB BEL B3 ) B 3R
MR o P AR U A T T3 B ST S E AT SR

PR BR O3 W] A1 P 5 0 2 b A AT A SCA SR Il e, (FARAT AN BE DT ] GUI H i “ SUARBE
U&7 (Text Resources) B, “ii]#L” (Dictionaries) U [fi>k A BUE e HAR T 53 ARG A BT
SCAR Y B ] B

Xof A H AL SR mes ,  PASCFA A B 53 0T DU F 52 FH DLP S, (HAWATIANGE H & X DLP & 'E, Bk
flAI iR 2 AT DLP SEBRAE .

AN E SR A1 €073 IO ISP SR AT PA) 2 90 2 18 DA U5 T B BR ) 22—

* Foifr B4 BR (No access): A HE 53 A GE £ 7 ol g 5 2 19X 5 L F JS 24 S s 0 PN 28 e 6 8%
 BECHE, HECHE (View assigned, edit assigned): FZALIE B 51 AT LLES B 2w 420 Tid 25
H e SCHL A C A S ms B N 75k DS, I8 T BB N 28 DA . BB B D3 mT DA g o
W& F < IBEIIRAE” (Anti-Spam).  “Blifi & ” (Anti-Virus) Fl “HE & LJEHE” (Outbreak Filters)
R AT s S L A ERS, LA F e h SRes I T I A 2 i B RS, il
AATT T 9 DT RS o SR B D3N BEAE SO S mes (1) 4 AR sl R AN L O N Ed . 424X

(A BE D3 TT L& 0o Begh L B g SCRT P A E R A S mes (1) N 28 DR 28 IR T o
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- EEEE, RECHE (Viewall, edit assigned): HEBE I ] LA MELFM O E A HTAT IR PE
SRR AN AL g R, (HABAT TR Bedi a0 B i B E SCHL A TR ISP SRS AN A 2L g 2

EELE, RWIELE (TLIFEME) (View all, edit all [full access]): HEALKIE B 53 B AT R4 R
b T B SR M AT N 25t R B A sE A U AR, G REER B AE SEmE ,  JFRe Gl EUHT IR AE SRS . B2
PR O3 AT UG ST A SR ) At s B AR o Athu A7 1w KT IS4 S s BT HE P o

A PAVER “HRf 22 42 B2 Y (Email Security Manager) 8¢ “ H 7 f£%” (User Roles) T _EAT “$24%
BHR EE H {8 (Custom User Roles for Delegated Administration) 3¢, 5 BNl SEmE AT Py
A g i gy B e X At

FRAH “BRUE RN A e X A7 (Custom User Roles for Delegated Administration) %73 e I
PESFEREFN A ZL IR 005 B, T S ST A e SCH P A A IS, on page 13,

DLP S Uiy 1] B PR Ik {1514 0 5% | 1) DLP S0 5 5L 3% re AR HE 53 6 DLP SR (1 15 1) BB 2%
Jille PIHE DLP S0 73 Mo g € 10 5 E SO P A, B T 484 ORI BEGL BLAL, 3 S VRl g B O
XN . HAT DLP 15 ) BRI 2R 5 3 B R AT LU Bt 5 2k 4s JRi &7 (Data Loss
Prevention Global Settings) V[ 3 Hi DLP o & S 4o

USRI — BB BE GOE FAT IR AF SRS AR, It AT T ) LA € SC DLP S o SALIK A B 5 m] LA ]
H. DLP & (AEAT A € X DLP i, {EAATEIEES B A 5 X DLP i i

AR EE SCH P A A3 BCN DLP SN i LA U ] AR ) 2

TR EIAAR: SRR B AN GE A B A IS AE 9 5 LK) DLP S50

cBEECHE, WIBCHE: HBUNEEL AT UG ] DLP SO BE s 255 4R 20 iy B € U
S A DLP SN . BB BE 5 AN GEXS DLP SE0E A B 1 ) DLP SENg k47 5 A 44 B8 H
P BAURAE B 61T LG Y DLP BC

* BEE, HWECHE: AR DIAA MG Bogy A 2 T A K DLP S . il
TR LA DLP BU & AT v AR AR Ress B SO M ) iTf DLP e, EARITA
REA I U5 . FEBLA T BB ANBEXRS DLP SRR A BELAs 7 () DLP SRS BB HER, AN BE R fi
A o

c BELE, HELE (ELHEBER) (View all, edit all [full access]): FALMHE HE T3 AT X S
PERISG EIIBTAT RSA WEFT DLP SHE0& K58 425 AR, B AR RENS QST im0 A5 BE 53]
XF DLP S0 PLEE K] DLP SIS FRTHEY o AATTANRE SE SOl £ W4 < Bir A T ) DLP 4525

AT LA H DLP SEmS T BEAS B “H P M€ (UserRoles) LTI L1 “PHRCETEL B 2 X fifh” (Custom
User Roles for Delegated Administration) 32, ¥ #/> DLP SH& e s A & X {h.

4 5% DLP 3EHg A DLP SREMSA PGS O VRIS R, 15 2 1 B Bodls 25 2k .

HORATH “EACE B A€ SCH M7 51357 B DLP SRS 5 R, 16 S W 08 B € SCH A1
IR DT, on page 13,
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| pEEmES

BB 1 &

FE 4 R R

g |

R 2 U T BCRRAR B 11 72 SCHE P #f B IR AR SRE S . PN 250l 906 #3 RN DLP SREm (107 I AR, 8 SRR A
FE BE 51 ) DA WL R 2 A0 “ R 2E 44 4% 7 (Email Security Monitor) T o X LR H5EHE X B
YO MG HEAT Ik s FRU T 5 v LA R ANE T 5 5T iR F0 DLP SRl (1) 4R 2

AT A B E XCH P A6 43 TR A4 2 1 LA R U7 A SR 2 ) 2 —

* T a1 ALBR (No access): AL B SIANBE A M 9 50 LA i
- TEHXIRE (Viewrelevant reports): FAUKET L 510 LA E “UBF %4> i (Email Security
Monitor) UUT b5 IR AEsfems . Py AL iERS AN DLP S Ui i) AURA SCHIR 25 o HLAT B4 Sk ms A
P AL D AU T AR A A B A A DL “ IS4 42 4% (Email Security Monitor) 5T
fl:
* & (Overview)
o AE NHELE (Overview)
* SR HFR
o AR AN
* WHEBH
* N1 JE#E (Content Filters)
* i EEME K (Virus Outbreaks)
* P EEEIY (Virus Types)
« fERSHHRE (Archived Reports)

HAT DLP 5 ) BUR B B A AT LA B LUR “ MR fF 22 42 4% (Email Security Monitor)
T«

* & (Overview)
* DLP Jif}:
* fER4HR 2 (Archived Reports)

* EEBERE (View all reports): FZHRURE P 5 0] LA F HELFM O BRI BTA RS AL < ffE22 4
W57 (Email Security Monitor) UL [f] .

A RMBAEAR AEAT 22 A AR I RS S, TS AT IE 224 s — 5

AL ER R 7 AR a8 XAt es B e SO P A U S HE DS B AT M RLFIRES; R EER
F &I (System Administration) > A (Users) T FAH T “DLPIBEESKNS” (DLP Tracking Policies)
I, JEH A XHP AW A DLP SR UT AR, A EFE T REIE R 41231 DLP Sm& 1 R4
ESN

BB B 53 H BEAE R MO 45 A AT 1) DLP SIS ) DLP 35A
A REBPFRRER PR S, WS BB AFERER o

R AV IRV A E I ERES” (Message Tracking) HHUCHC [ DLP N & 11){5 &, &S
P MBI R T EURAT B U5 i A BE, on page 5.
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R

ERER
PRERVT AL R E SCAMTCEs e SO P A B4R A B 532 5 n] LT “BREE” (Trace) Wi T &
GRS AT U7 ) BB R AL ) B ] LIS AT “ERER” (Trace) Al E%Fﬁﬁiﬁiﬁ’ﬁm o FREE
S5 AR B A BE T R IR A B DLP SRR A SR AT 1 98
A RATHERER VRS S, 38 S DA RIS s 1B R .

ba 5 X
B 2 XU 1) BB SRR A ) B G A5 ] DU HE D TR BB 25 X o A48 B G n] DAY 4 i i)
B B X R IR T A, FEREE AT THEA T # A, AT T BB, (RAS GRS S 2 X PR (i oK
AN ORBIINEE) o BA B R X .
ADMEH] “Wi#” (Monitor)> “B# & [X " (Quarantines) JL [ EY “ /7 /(%" (User Roles) WU [ “4%
BUE B H 2 XH P {4 (Custom User Roles for Delegated Administration) 22, SERATAA] B 25 X 4 Aic
g EESH .
A IOOR R B D B S5 A O B P B VEE R, B S B OC T ) HoAth B P 2 BC IS A Ak FEAT 55 F
NS 7 IS AP R 2 DX P A L P U TR AR o
TRAFH “PRUEHL A & CH Pt (Custom User Roles for Delegated Administration) 1) 43Tt
FEEs X MR B, 1S B H A e P A AT, on page 13,

NEBE S
I e B S AU I AR T8 SR AP B 03 8 A5 T i 4 A 25 B 5 DLP SREmE I, A 70 liigs A C
(1) B 5 SCHI P A R D88 e B S0 A o s I 3 S A e 0 Bl 2 AT WIS 5 DLP S g i) AR 1) 1 5
S Pt ARorBoEs FE U0 25 B0 B SO T AT AT 2 DLP SRS A R 1 fr 4 # A )  2E
S o SR BE G AN RE A A BRAG CSOAT ] 0 2 T SO
TEAEH] “ 2242 )R %5 (Security Services)> “IronPort HE{- /1% ” (IronPort Email Encryption) U [fi ] {5
k=) 1 o T e O 1 I D LT T

HEITH
“H&EITH” (Log Subscription) Ty il B P e A Fi g H e SO P A 6 12 BCE B 532 45 T LAV i) H
HITHECH R APL, DMEAA B 3 H &3

EXBEXRAFRAE

nJAER GUI H Y “H P f” u0 (8 CLI 11 userconfig -> role iy 4 ) & SUHT 7 M A 4 lic 3
Vil B . “H P M (User Roles) LI s EHBAEM ¢ P IAE B e H P M, BLAREA
FA U7 ] AP .

Procedure

WKk F R GEIR (System Administration) > A (User Roles).
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exmArkenExaexArse ]

$IE2 fiRmAR /A (Add User Role).

T3 WA AN AR

T4 A S AR N — B o

FES EPH MO 2SRRI T BRI PEAN S, 1S B U7 AR, on page
8. )

FIR6 FLAIHINE L

ERMARKANEXXBEXHREE
FE MR A G s In e g AR A H FH 2 k5 i, mT DLBIsEE B B s SOH A
HIRA I K gl E B, iES A FT ), on page 3.

Procedure

$IE1 KRS RGETE (System Administration) > i A (Users) T .
HIE2 il Add User GRINAA)
LI AP, w8 HE XA (Custom Roles).
L4 EFRMAR (AdD Role).
7 L E YRR TN LY i
LIR6  RAHH K
AsyncOS 44N, Lo Cas g H = R E e SCH P .

BT IRKKERRFKEIR (System Administration) > F A & (User Roles) T[T

£ “TBUEHL A LA P f0” (Custom User Roles for Delegated Administration) & H, fidi HE
DDA RN IR

S
S
(-]

FERS AR IR A — Bt .

PER0 EHEA ARV R  FREFEBLYT FABRIVE 5 B, 120 70 s R AU, on page
8. )

i

BN AN

EHBEEXHFABRIRE

Procedure

FIE1 R RGEETR (System Administration) > F P (User Roles) 7.
P2 ISR M UG BRI A R

| sigrirz ]
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B ssecvmrae

AsyncOS Kl 7s—MHIF, HA EFm b er i ¢ by R Pl eEseng . 25 Eds . DLP SEng slibe

B, DORAEAT AL C 2 BE i B € SCH P B 248K

TIR 3 EPHEAYE IR R AU B DT (KPS . AL UEAS . DLP SRS ol i X
pZ SR I

WEBEXHARAR
Procedure

FIB1 KRR RGEIR (System Administration) > F§ P 3 (User Roles) i .

PHIR2 F “FAUEELR A H ) f6” (Custom User Roles for Delegated Administration) #1381, i
A AR

FER3 X AT
TR A SN E L

EHBEEXHRAR

RETREA BRI 2 BA AR B IK B 8 SCRTP S e, (EN AN P 4123 BEAN R R R B o 461
i, B SR G AL BE 2 AN A, AT REAS SR AU 2 A BA AL MU L (HE ] TR T
(RIAN [ S P SR 18 155 SO P A e SXRE RSB AE B B3 RE GG P B L B 1 SR, Tro AN T
PEILALFBU S L B KT

Procedure

FLB1 KRR RFEESTE (System Administration) > Fi P & (User Roles) T

IR 2 JULESEAEE RGN B XH P M E” (Custom User Roles for Delegated Administration) 471
F P SRR FH P S CRE DO I P 52 1 TR

PR3 e H & U a4 RR.

PR A FATH B SN ATl T U5 ) AR S8 2

P PEIHIN T

MErBEXHAFRAE
LIRS E1 7 SR ELR, PSRRI I FLECAT AR R U R UL, S 5

Begs — A B EE SCH P A, AN R 75 30 o Y B 3 BE S i 2 e 2 CI B
(¥ 8 P s BT i

B omegEes
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Procedure

FB1 KR RGEIR (System Administration) > Fi P 3 (User Roles) [ .
P$IB2 N SEAEAE RSN A 2 XH P i (Custom User Roles for Delegated Administration) 41

TP IR (R ] A SRS I R B SR PR o

SR 3 EIBLR ST LB (Delete), MR
ST A ST

Ex}
=B

L ERT

* B %R, on page 15

o BUE AR Sk P, on page 15

o T2 BRI % P e 7 R i 12, on page 16
* HM G 3 I8IE, on page 16

o XK ZE B 5 1F, on page 20

B AT LB AT+ GUI AR “akni” > “ Sty ” BER s b 1T B S s .
RATFEW G, ARG SR EVE RS I e 26 3 A o

FE CLI ', Afi/] passphrase B passwd @iy Sl # b WAL 1A BB K (K850, IR 4
(K 7 SRR A B

\)

Note [} T Fo) il Gk BeiD 2 Ab, S0 mT LABI 2R 45 A Bt 1 4 LB S M 1 199 K

KT @A L, passphrase 74 BR i N IH %1

)

Note it g i ERIALAL, I EANS RN .

0 RE AR SN A i A

BiE FL 7 KT B LA 7 S SRR 56 o W] DA AR U 3z —BiE Lk

o WERIE L T AT IR RS R P SRR RS R RO EL - AsyncOS
BRIk
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 EWHLRW LA T A K, [ “RAEEFH” (System Administration) > “F /7”7 (Users) UL [fi T
BEE P K .
EEE “YuiiH 7 (Edit User) SUI B Pk 7 B, AsyncOS 37 FH P ik 7= B 8 e 1 S DA
SRR, I s T (Users) SR 4TI K, AR5 il AR e =

(Unlock Account),

TFEBOC AR K, Wl SR P (Users) FIR T P AT TR K, S5 skt
EM P (Lock Account). AsyncOS # s —40H R, Ros I VLG BT O¢, I ) 75 22
gkak,

WUR ] AE OB ) 2R UG R BEREN oK, 08T LUK T A s ] - K e B A B A ST
AE L, TS Y ICE S PRI ko A RS B, on page 16.

)

Note fliisE “admin” M/, HAXAEELL B R AT4b G O ERAT S R, DU A SR B 5, 4
REMR B2 B o RIAEAE admin K™ $EBUE I, admin T AT LA 3 4742 1 65 s 11 U5 il IS
WIS A7 AL ER AT 12 1 £ i 1 7 o S P P DR RO PR AR G, 6 2 B RE A BB 0 5K

fe==] _‘T‘ LY A '—:—| A Y | ===
LB X RFIBA Pk FMEDIRE
A DAIE S s SO i F R b B ol ke S i 2H 2 B A SR o FH 7 e R s B s T e e g o 1
SE SCIAH o s mT DAFC S DU R B
* ARMP$IE (User account locking). w LA S5 350 FH 7 I 7 0t 0 1R 2R U085 S il I B
s HRREHEAMM . oy DL SCERS A O, IR G, S s e A R
o RGIRM . nT DU SO P BRI R R R, A5 R e A A R DA 7 1)
A LAAE “AHL ] PO S RIS R S “ RGP (System Administration) > “ 77 (Users)
GUIAT_F5E SO g 7 R 2 g R

SR B0 B E

USRI F P A BB LE 4% 1) LDAP 5 RADIUS H 5%, U7 8 s 4 0 S e & A i F A8 H 5%
X8 S BB W S 6 P EAT SR B AE . ERRE MR S 1 R A A0 H Sk AT S e, &l
F GUI ) “ ARG EBL” (System Administration) > “ ] 7”7 (Users) JU[H, 5% CLI "'f¥) userconfig fir
4 Fl external T-i74> o

TER AN S AR IUE S, JF HH ) S BIMEAER OGN, PR 50 25 561 8 i P Je 15 2 R g E X
(K1 “admin” WK/ o WERANE, THZMBAE R SR AL B C B 50 AN 4%, LLE i 2 17 2
FEMSHLE SCH o A R AT W G TGIR L B EE — AN I g5 as, W EDREA AR 21 P (R — AN MR
554 o

XFT LDAP Jladss, USRI AEATAT SN RS o L0 5 03 Bt R e, IR B A 9 5C 25 2k i 0
PRI W 5C 52 SCRIASHIL ] 7 JEAT B 0 B8tk o U SR T ANAEAE AR MR 55 4 s AR 199 5 I,
B IR P N R ISR, A2 S Y O 1R U7 1) A e 268
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i war shwiE ]

WA RADIUS R 55 s EIRIR R, K 2ulBIR A IR — MRS %o R PTAT IR 55 2 0 TR R
JUHRIS A A S 2 R L 4 A AE IS I 5% E 5 SCROAS T P 64T B SRl fEURE, W R4 RADIUS
J 55 E DGR ZE T, A A AN IE AR B P i >0, DG 2 IS X S FRI 75 T g AL

X ER
* JAHI LDAP S350 1iE, on page 17
* JiHl RADIUS &} 41IF, on page 18
* JAH SAML 514754, on page 19

/& LDAP 5455 3iF

B T4 LDAP H out F P AT SR SELLAh, JE T LS LDAP A0 Fegs BT Mt i, 4
ATLLE IT 4l I 2 4 Bicss “4 PRI (Administrator) FH P f (6, EAN, IETTLLKE “SZHF” (Support)
AT ey “ BRSSO (Help Desk User) f (0. a0 B & T HA R FE P M 2 A4
LDAP 4, W AsyncOS £39% 1% H ;- Ui i) s HLBRIPE M A AU R . @l Wi P8 T HA “HdE
A4 (Operator)” AR ILLFI AT “ B4 0 H P (Help Desk User)” BFRII4L, M) AsyncOS 23l i%
FAPRT “MRESH.0M P (Help Desk User)” 8 HIRFR

\}

Note i SREANMASH] /= SESCH LDAP AL A€, U] 2 I B A I OGIE A, ARG TE B sk i P
HAT OB 1 (B
HEETIE

5E > LDAP JIR45 28 l0 & SCAEAT—A LDAP 45 28 AT S AE A ). A PEgIE B, TS0
LDAP iy

Procedure

MR R G TR (System Administration) > F 7 (Users).

] N BB SMNER B 436 (External Authentication) #5745

Mt B A (Enable).

% B A SMNEB S 4383 (Enable External Authentication) 54 .

15 LDAP 1E4 S 4y iE S 8L

TE 2 1 7 ST P4 NAT i S0 0 S 4 B0 SEE 1R B TR) B

Pt I P AT B B0 AE () LDAP MG 47 50 7 i

By N\ TEER I T AHIS A D X 45 Al 25 44 T 2 PRI P04

iy N A E A 9 DG HEAT S B0 TIE 1K) LDAP H P AL RR, AR EREZ AL A
(ATI%) RUHERINGT (Add Row) ¥ o —/N H s 2o S MBI DGaEA T B 4 S0 iF 1) REA H sk 2H T 4R

17058 9 F1 10,

sigrirz ]
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RN RTINS

/& F3 RADIUS 517336 1E

T3] LA RADIUS H 36 F P AT S 50E,  BAACK T P 240 Bl 4h # (. RADIUS BRZS 2% 52
B “28” (CLASS) JE1E, AsyncOS K1 FiZ & K RADIUS H s i H s FH - fifh. AsyncOS
CFEWFI T RADIUS JIRZ5#08 15 1 S I UF B 20 S 4y Ik il (PAP) FI T8 5 1 56
WEHRYL (CHAP).

FL¥ RADIUS H 7 7 licgs IBREHH P A, 15 8RS 457 3 E <radius-group> ] RADIUS k45 #% -
WHE CLASS @, %A (B 2 BRH P M. “J8(CLASS)” B rT L & ARk, ZUEm
kI, HARLRRIZIT L. AsyncOS ASCHFF “2& (CLASS)” J@tEH 2 AME. Wi RADIUS H
FUB TR, M4 E “J8” (CLASS) J@tE, S & KRB “28” (CLASS) &, X
48 RADIUS FH 7 ASRE G % BIHBAE R G

WERAEPE R OG5 RADIUS g5 asilifs, P mT LASEHT B 9 5% B (AR i ] Ik 5 5%

)

Note

QAN P e T 3L RADIUS 4 P A, WRZH P RE &, SRIGER &% 1M P k3R
BT TR .
Procedure

TER G ERR (System Administration) > FA P (Users) ilifith, siii/2A (Enable).
WG, EET 8 AME S A7 .
i\ RADIUS Jlx %5 #5 1) FHL4 o
I\ RADIUS 45 %% o M5 o BRI 15 1812,
i\ RADIUS JIg %5 #% () L8 4 % 0
A4 N ST T RS A2 D) G 545 R 25 34 W . (1) D 4
(AT3%E) Al hngT (Add Row) %405 —1% RADIUS JIR% 2% . A% RADIUS JIR%S % 2 0% 3 -
6.

Note 2 Al 4> RADIUS Jii45 85

i\ AsyncOS 7E 5K 5 RADIUS &5 # MK R LATE “ A0S 0 B UE 22 A7 I (External Authentication
Cache Timeout) 7Bt 1 K HEAT S X I0AIE 2 1T, A7 AN S B0 UE IR R 8L . BRAEA % (0).

Note U 2R RADIUS iRk 55 85 ] — PSS (e T2 AT R3S . TERIAE (0). W2k
B EANE, EURSIENIR, AsyncOS N4 TR R RADIUS R4 a3 AT S 50
il

e A 2 R -

B omegEes



| pEEmES
iR samL shiiE

wE i35 BF
PRI A B O BRI P S 212 | AsyncOS #4235 T- RADIUS “2 (CLASS)” Jai 1t 17 Mg A9 5% £
A {643t RADIUS . “2%” (CLASS) Bk,

s /b 3 ANERF
s % 253 NTLF
s BES . ESEIATEN
* 5~ RADIUS H ' (1A Z Al CLASS J& it Gt
IEIEE, AsyncOS 415 M) ANy el CLASS J& P
RADIUS HF*. )
T HAT £/~ CLASS JE ML RADIUS 1 /", AsyncOS £/ fit
e EBREIER A, B, R RADIUS H /- BHAA M/~ CLASS
JEME (LS 3] “#4EGL” [Operator] A “ Rl
51” [Read-Only Operator] f{f) , | AsyncOS 24 RADIUS
0 “ M5 44E 51”7 (Read-Only Operator) f {4 (Eb “
fE 2”7 [Operator] ffi 85 ™ %)
XA D O A €84 IR AN T A B s BRI 71

* admin

< B

* HARAN

4k D4 cloudadmin

« H 41 I (Read-only Operator)

o LR

K

K FTAT AN S AR BOAE (K P S | AsyncOS K RADIUS FI /4S8 51 7 ffh.
“HEHDY” (Administrator) ff 6.

LIE0  EPIE K ITE SN S 50U B B A EE 01”7 (Administrator) £ 7, I B BN [R] R B R
KH a2,

SN WS P BN G R, 1R IR “ZH 4488”7 (Group Name) o, “ H3%” (Directory) 7~ Bt
RADIUS “Z8” (CLASS) YL S, AN LFR, FEN “HE” (Role) T-Btrh ik M4 M A
KA, AT LAE N AR AT (Add Row) 7 N 5E 22 A (0 i o

AR ARG, ES A K™, on page 1.
P12 RTINS

}2 i SAML 51236 E
5T LA SAML KT “ MR8, ORI AT S RIE, IR I 415 A SRR

I sigrirz ]



B wezsnnix

P
PIR2
PR3
TE4
PIES

$IE6

%
5

SsEEEEs |

FHia Z |l

EH RIS EAEH ARSI " A1« B PEIERE 7 BEE ORI E SAML FCE SCPE. 15 S [ Wil 46 1B
/5% & SSO.

UK

S ERZETE (System Administration) > Fi 7 (Users).
] N VR BB SMER B4 36 (External Authentication) #5745
Mt B A (Enable).
% B A SMNER S 4383 (Enable External Authentication) 54 .
730 2% TPk £6 SAML 1E b S B2,
(M) 7ESMNER SR IEIEE M A FRARET - B, i N AW s R W B k2

JEVEAAFRER T2 S S 2 0 LA rh 4k SAML Wil 1) Jg Pk o HBA 0 DGk AN SAMIL Mg B 48 4 15 44
FELRRR ST T B PG E R PRI R A E e A R A H o SRR FTIET. A RANECEL LI, IS R DGR AR S
COIWLR” B I C E SR SAML W b H IR T AT JE A A ITAC A% B .

FELRRRET 7 Brf, ARIETIUE CE o SN M, S\ SAML HsrHboE A A FRIE . 0T Ll
TR AT (Add Row) LI Z AN 1 (L sp

it e S AE M. BATELR I “ RG24 JRPELIY SAML W35 sl i BEAT 5 0 1iE
ARAP ARG R, WSAE ik, 281 5.

pE s AW BYEX 2 KNS, A4 — S04 RER P ER 145 R

FEAZTFHAIATE L

T—5#ita

JA ] SAML A1 & By Sk » - 85 R A S 4 9 DG 8 46 ok L T _E R P BB R B SRS, TR A T
JH A DA BB AE R K o

WEESE =gy Eighs

W LA RADIUS H s 4558 ™ (e BN 38 S I iE . WP M 5S4 LUR 55 RADIUS i 55 44
SGREHIIEE R ATIRINNE

© B G A KE ML (PAP)
* JRUHE TS 4 BEEr Y (CHAP)

AL BN L e FOUR 3% 54 i
* e X

B omegEes
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* custom

ZINRECAELL N e #% L AT TR
* RSA G i IFE B v8.2
* FreeRADIUS v1.1.7 J ¥ EhiiA
* ISE v1.4 NS A

HXER
o 3 ORI 2 S B IE 26 21 1L
o PO 2 S I AE 5 21 T

B R E %= S8k

LI

PIR2
PR3
TE4
PIES
$IE6

TR1

SR8

$IE9

HEEIE
A OR AN TT B DO HLRAT T XU 3% S0 B T i 1Y) RADIUS IR 55 s VRN

UK

ERGETE (System Administration) > Fi P (Users) Tt [, il “XWUKZE G439 (Two-Factor
Authentication) F¥/EF (Enable).

i\ RADIUS JIg 55 #% 1) AL 44 5 1P Hidik
i\ RADIUS %% 13 145
I\ RADIUS 45 % I S 22 3 B 500
B N TR N 2 T A5 I 45 4 T S R D
EFEAH DY, (1) L4 473 Bk 38
(A3 AdHRAneT (Add Row) s i Y) — & RADIUS IR 2% . 445> RADIUS JIRk 4% 2% 42 455 1% 2 5
6.
iR I Z W LAV I+ DNS k4545

TR0 LR FIRUA 3 B 4y B0k (4 B s L g €6
IR DN U

JAFDRUA R By il e, A S AT T AR e, RGN AN T, DU S S i
Ko

R E =S4 5

HEETIE
BRI R G 23 HIXUR 28 B R Bk

sigrirz ]
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B =sxmemeniss

UK

PR ERFEE (System Administration) > FI P (Users) iifi b, sidhh “XUKEZE G M % UE” (Two-Factor
Authentication) | f#m4E £ /FH%E (Edit Global Settings)

FIB2 QU LR B AW EZE 5% I8E (Enable Two-Factor Authentication).
P 3 RATIFINTE L

e B X MR W o< B9 177 9]
AsyncOS $E it P 8 il it , 82 P BRI S v, AHE Web UL & 1E N,
ML — iz CefgE T H P FE S P AR 4% 28 vl o =y o) M fF M o< i TP Hbdik) o
X Em

* BUEFET TP 9 M 4597 0], on page 22
* BUE S THE I, on page 24

BLEET IP BRI £& 17 (4]

AT LA I AR BB A 7 DL R Be AR EE R M 7 R SN I RE T A8 B 14X
D BV R FIER, ) R TP Hbik b A B K

HXER
* HEERE, on page 22
o I ACHERZ, on page 22
o R 19X 265 7 [l BN 7 S TR 45 i, on page 23
* QIR Vi M 413 |, on page 23

HiZxEx
A7 Ly AUERE B O R S P SR E TP sk, TIRIEK CIDR Hudtk. i)™ ] DA IS 1 8104 TP
ML FE TS SR DR G o SR S5 A G 21026 T I P, U P U
il 22 it

JEBORABLRES L

URA LA R AR RE ) (v SN LS MR 0 5 Z T8 A ] S I AR PRI 55 4%, AsyncOS K e VRS it
Vil B, FErp G S al IR B R 5C AR TP ik

RIS s r AR EE,  AsyncOS A543 X FE AR VF FH P 2 A6 TP Mk 47 3R 36 UE e F FH 7 V1 ML) TP Mkt
FORGCRE () TP kb A I BIHRAE I OC,  ARHTE ZEAE B X DG 6 2% (134 B2 =K AL 5 x-forwarded-for
HTTP 15 k.

B omegEes
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x-forwarded-for {5 k2 4F REC #R#ERT HTTP {5k, %At
x-forwarded-for: client-ip, proxyl, proxy2,... CRLF.

WA Sk B A S 52 B ) TP ik 1), d Zc i byt S Sz R FH P oSN bk, 2 5 R I G vy
REEA JE AR IE . (FSRAFOE AT E . D BRI SRR U7 1) 412 Hh SeVr g P A
IP Hiutik, MAE SKABERARELN) 1P Huhl FFag VE Rz FE T 7 (1 1P Huhik.

)

Note  AsyncOS X % £ x-forwarded-for 15 Sk ' (1) IPv4 Hihl:.

R 5l ) 2% 377 18] B B9 E B T B e
Bt WA FAIAIEL —, ERACRI AL U SR, TR 2 SRR 56 1 )

o U IR PN £ 15 5 B (Only Allow Specific Connections), J H AL HE21 26 2w ML
(PC SEREIREE A RIS ) DG B SERh e A I8 IS R ) 265 09 G55 ) 1) TP Mk
o U IE PN £ 1@ R TR BY 4 FE 1E$E (Only Allow Specific Connections Through Proxy), JfH.
YRR B W OC R AREE ) TP MU HEATEARER SR, Ul TP £ Sk M ANTE AR VFIR TP Hotik %)
L,
« WFLERHN SRR B E BT IR AY4F ZE1E 1 (Only Allow Specific ConnectionsDirectly or Through
Proxy), JFH

o J5U TP A5 Sk EANAE STVRIV TP Hubik 513
19

o J5h TP A5 SR IEANAE SCVRIY TP MuhESUZR R, JF FOEB R AF P OGO AEE ) TP Uk ANAE f
VFRABES IR T .

el 781513k
Eid GUI 8f# /] adminaccessconfig > ipaccess CLI iv4, AJ 6% /&35 10 5138
HEETE
TE B DR S S0 2% U7 i) 150 AN S B 1 TV S BB 00 OC o 17 2 5] Rl 199 8% 7 i B (1) B2 3y
5t , on page 23,

Procedure
FB1 K NGEFRRKEER (System Administration) > M #&i77158] (Network Access).

P®2 SidwmiEIRE (Edit Settings).
PIR 3 VBT SR R IR

| sigrirz ]
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£

15 FA

SUFLED (Allow All)

VA ARV SR AF 9 5% 10 BT AT 4%
AR 2O BRI A AR 5

¥ #2145 £ 1%E4E (Only Allow Specific
Connections)

IR ) TP Mkt 505 R A28 R B S TP kil TP Y [ B
CIDR VG IVCHED, AR V1% 7 S 2 R A 9 6

X iFiEE3 RIEBRYFEEER (Only
Allow Specific Connections Through
Proxy)

WA AL LU 4, A e i P il s i A4 2
A2 D O 2
o TR IP b E AR VS ) FUR ) AR IR SS 3% TP
Hutik” (IP Address of Proxy Server) “F-EBtH.
o (CPRAE HOE BG4 x-forwarded-header
HTTP 15 k.
* x-forwarded-header [F{HEAHEN S,
o AR 7 H 1P bk 5 4 x-forwarded-header ', J15
Yy IR A1 2% O I s S TP ik TP Y sk CIDR s
FRIVCHC o

R FEEBEERIBFEER
(Only Allow Specific Connections
Directly or Through Proxy)

QIR P A 1P ik 5 U5 1) 1 Z AL ) TP Hihik . TP 3 Rl Bk
CIDR YU [HEAHVCHS, WA 2 o vr i s AR el
PEEEBIBAEM G, W A TIE RN A S5 “ARVF
TR ACHR 2 3% 827 (Only Allow Specific Connections
Through Proxy) #:=0 F FI4c AR -

B A F K SCVRI T DI R DG TP Mk

fEnT LN TP Ml TP HbhEYS H 5% CIDR Yol (FRIES 2 RE N4 H .
SIS WURAVRELAREER, WA ER:

a.  SCVFEBMCE R SR TP Huhik. (EHE S A4 H

b. RELAIBLMBAEM S (& PN R g%
BRONTEOL R, %05 k4 PR N x-forwarded-for.

RPN

PIR6 VI ORI RIC B AR A I U R

TR FAIFHINE L

BoE =15

* fii'E Web Ul 21581, on page 25
* MCE CLI 31 I, on page 25

B omegEes
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8 & web Ul 235220 ]

fic & Web Ul &5 #8A7

AT RAEE HL T AN ST AsyncOS VERT AT AT 8 SR ML R OGN G . 1 Web UL 2 i I 3 ] 1

s T, AFRE B G
* HTTP A HTTPS <5if
o JORF ST A4 b 251X

AsyncOS JER T A, WIS XSG 20 0 P 1) 100 24 30 it 2 B 1 1) 8 S 0

Procedure

FIE1 KA RZETE (System Administration) > [ £&i 8] (Network Access).
P2 fUligwEIRE (Edit Settings).

IR 3 7F Web Ul IiEFNABATAETE (Web Ul Inactivity Timeout) ‘7B, S il E8Y 2 B AR R A5 3
RESW B PTLE X5 3] 1440 43 8h2 18] (R I PR .
PR 4 FETIEMIA L.

What to do next
W] LU CLI H 1) adminaccessconfig iy 2 KL Web Ul 221l . 1254 (idH T-Cisco Secure
Email Gateway(] AsyncOSCLI Z% 45/ ) .

fc & CLI &1 8T

AT LA H T AN S 1 8 AsyncOS JEBT T AT LA S BAF R 5 CLI AR ). CLI £ 1B IN 3 A
I

s BT, AR PR
o DT TAE 244158 (SSH) SCPHI B Fz AT I F2 1A% 4

)

Note /& CLI 2 i B INF IR (1% 747 A S A MG 7 S OOk 25 2K o DR AE BEAT TG 8 S 50U S RTREAT A A

Procedure

HB1 KA RGETE (System Administration) > M #&i7715] (Network Access).

BB 2 SNilidwmERE (Edit Settings).

$IE3 {F CLI ANiEFNABETETE] (CLI Inactivity Timeout) “FELrf, N7 A 2EVER 2 BT AR ANIE SRS 1)
AYERE. TTRASE S5 B 1440 435 18] (1 IS SR .

P A P IIN T
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What to do next

AT LA F CLI H 1) adminaccessconfig i 2 K & CLI 2 15 . 1524 (& H T-Cisco Secure Email
Gateway/(t] AsyncOSCLI Z%35F) .

mEERARPETRER

o JE N2 RTH B , on page 26
* 855 7R ., on page 26

AEERAETRHEE

THH&B#I‘J?%@EE%?%FzﬁtLLSSH FTP 5, Web UI % 55 2ITZ A P ¢ B £ 115 2o — 45T B

R SERRME T [ U SCAS,  WoRAE S AR 5 o AT DA FH 5 SRR S8 IS I X 11 Py 8 2 4
15 BB SR UL o ol tn, S nT DABEE— B SR ui B, $5 2R I R S A IR oG, B
AR LU AZ X2 A 193 5% S 8 1) 1 A 245

n] L A CLI ) adminaccessconfig > banner 2 1) 2 B SR AR «  BF SRR IR 1Y) B K1 B 2 2000 A~
TF, LLEA 80x25 Rl G ol IR 5% L /data/pub/configuration H 3¢ B S5 N B AR
ERERIEZ 5, TEFIA ST .

EERRERERHER

Al¥ AsyncOS Mt '# W 7E ] il SSH. FTP 5k Web UT B35 53 3 B2 M 5% 5 s — S Wt R e
A LAAE UG Sl 7 IS - 0 D FRY A 308 2 4 JE b o 502 B 3 P

AT LM CLI H /) adminaccessconfig > welcome fiy2- 1) Z IRl o YIRS S 114) e RS A 1600 A4S

TAT

A ACHEA: 1 5% /data/pub/configuration H & HH ¥ SO AVGIA IR . ZEQIERGIE 2 )5, AR R
4o

HIPEAME R, 20 (& TCisco Secure Email Gateway/ft] AsyncOSCLI #1657 )

BEERESN5E (SSH) ZA

1Kt ssheonfig 4 FH T

/ARG ECRCE R Pk (BLHE admin k7D [ authorized_keys SCERA I/ B %4241 5%
(SSH) A~ FLHI & 8. BOR SRV SSH 28 P11 AN & 25 55 ST A P K - 64T 5 4y i
* GifHLL N SSH IS5 A le BB A -

* AP S KAIEF L (Public Key Authentication Algorithms)
* #5792 (Cipher Algorithms)

* KEX 5% (KEX Algorithms)

* MAC Jj (MAC Methods)
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B/ MRS AR /N (Minimum Server Key Size).

\}

Note  wipil & FHL4, LUELENR H SO MM < SCP #E% 2 A ML H, 151 H Llogconfig
-> hostkeyconfig. fXKIFAMFEL, HSM Hikidxk.

#ilf] hostkeyconfig, W LLFIIZE EHLKIE D, IR e AR AF R 5% .

HXER
« s BEF A4, on page 27
o il Yl SSH IR 25 23 ELE, on page 27

T =RHAHA
2 TR, H R PO 28— A AT,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

(1>

5l 4m%E SSH AR 23 &
IR T W44 SNMP % B

mail.example.com> sshconfig
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
[1> sshd
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
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arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup
Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsa]> rsal
Enter the Cipher Algorithms do you want to use
[aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl28,aesl28-cbc, 3des-cbc,blowfish-cbc,
castl28-cbc,aesl92-cbc,aes256-cbc,arcfour,rijndael-cbc@lysator.liu.se]l> aesl92-ctr
Enter the MAC Methods do you want to use
[hmac-md5, hmac-shal, umac-64@openssh.com, hmac-ripemdl 60, hmac-ripemdl 60@openssh.com, hmac-shal-96,
hmac-md5-96]> hmac-shal
Enter the Minimum Server Key Size do you want to use
[1024]> 2048
Enter the KEX Algorithms do you want to use
[diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-groupl4-shal,
diffie-hellman-groupl-shal]> diffie-hellman-group-exchange-shal
ssh server config settings:
Public Key Authentication Algorithms:
rsal
Cipher Algorithms:
aesl92-ctr
MAC Methods:
hmac-shal
Minimum Server Key Size:
2048
KEX Algorithms:
diffie-hellman-group-exchange-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings

(1>

— A Y A

iTFE SSH A S 1T
CLI eVl i S B AT SSH i & Ris AT ir 4. B, s 2o s M e B “admin™ K 7 B & SSH
N, R DR I R ENLIs T L R s

B omegEes



| nEEEES
wpgmppnaR [

# ssh admin@mail3.example.com status

Enter "status detail" for more information.
Status as of: Mon Jan 20 17:24:15 2003

Last counter reset: Mon Jan 20 17:08:21 2003
System status: online

[rest of command deleted]

EIEEIEH PG BR

b5 RN 3R1E
EE MR I BTSSR R E S | S 47 LA IR (Options) > [&EFISTE
(Active Sessions)
EmAAT R, /] w. whoami F1 who fir 4.
B BTG B MR R . TEAT AT S, A last fir 4o
G DR E N TP ik, DA B, A
1B TE]

| sigrirz ]



sEEgEEs |
B seemrppanr

B omegEes



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



