fr AR R

AT LRI
s BrkBEfEE . 1T

o DRATHPE RO G M 2% By, 25 5 0T

Bﬁ*:tjz =] ll_.\

FRIIE T A THifR Cisco Secure Email Gateway 1F

B .

& 1B SRR A

WIBAT I RETE

LTI 1 GXEEAE 4 BRIA

ZiAim O | WY M | EVE =)D
20/21 TCP i NEH | AsyncOS IP. FTP fligs#% | ik FTP V58 H &S+
H KR 11 TCP 1024 R 53

E A4 T
HFRHELAEE, EENES
HWEFTP i 15 R 1HSHA
PUPE,

22 TCP LTI AsyncOS IP Wik SSHij A CLI, ##4 Hi&
PN

22 TCP i SSH JiR %528 J SSH V2 H & sk

22 TCP iy SCP fil45 %% SCP #Ei%2| H B 4545 .

25 TCP i = SMTP, T &KLt

25 TCP LTI AsyncOS IP SMTP, H T HCE 9] iR
4, B3 B K5 AME N FI B
eI

ks Il


b_ESA_Admin_Guide_14-2-3_chapter1.pdf#nameddest=unique_17
b_ESA_Admin_Guide_14-2-3_chapter1.pdf#nameddest=unique_17

B voosizs

pracEER |

53 UDP/TCP v DNS JIg % %% W AC N A Internet Fi2 IR
% g 5 Bs K B A1 ) HoAth DNS
554, WA DNS. tLH T
SenderBase 7T .

80 HTTP PN AsyncOS 1P WIL HTTP V5l GUI, #H7 &R

80 HTTP Lnfas downloads.ironport.com F1 McAfee & X &40,

80 HTTP Ll updates.ironport.com AsyncOS FF &l McAfee T
X

80 HTTP i TAXII iz 55 %% FHT FVE A 194 D AE FH A6 2k
Jop I o

82 HTTP LN AsyncOS IP T b AR X

83 HTTPS PN AsyncOS IP TG SRR A B 2 X

110 TCP v POP fif%5 %% B I S o 25 DX ) B 24 FH P )
POP & {40 .

123 UDP B NAE |NTP R4S 2% NTP, 4 LIt [ i 55 45 7EB) K

H WA o

143 TCP iy IMAP fi %5 2% 17 S IS ol 25 DX (1 g 2% FH P (1)
IMAP & {3 4610

161 UDP LTI AsyncOS IP SNMP 7.

162 UDP i (Egtib SNMP B

3895  |LDAP B LDAP fll45 %% LDAP, I LDAP H:gfR%%

3268 AR KBEAN . SR I
PEBE 251X () LDAP B3 56AIF

636 1% | LDAP i LDAP LDAPS - ActiveDirectory [1]4>

3269 Ja H RS2 (I SSL)

443 TCP LIV AsyncOS IP | GUI [J°4:4x HTTP ( https )
Vi), DT R4

443 TCP i th res.cisco.com 560 UE SR I 45 45 1) b SCA

443 TCP Ll update-manifests.ironport.com | M 55 57 JIR 45 28 35 15 Bl SO 7
FI2e GEH TR 4 )
Ko )

il

¢

B oS



| mosss

maosEe [l

443 TCP T update-manifests.sco.cisco.com | M 5 57 IR 45 2 3515 B SO
FIFe GE T RSB A M
Ko )
443 TCP Ran serviceconfig.talos.cisco.com | £} Talos [ j:& AR% - FREN IP
grpc.talos.cisco.com FE URLAFEHZ, A&
R I b= )‘; A e)
emailsender-ip1ep-gipetalos.ciscocom BiERS HE S 8
- T3ET TP (B kit :
146.112.62.0/24
146.112.63.0/24
146.112.255.0/24
146.112.59.0/24
2a04:e4c7 ffff::/48
2a04:e4c7:fffe::/48
443 TCP Ran kinesis.us-west-2.amazonaws.com |y i 3L 24045 B IR5 H k a%
sensor-provisioner.ep.prod PR R S 4t 10 B = iR
£
.agari.com 7
houston.sensor.prod.agari.com
443 TCP a1 WA Rgs” (Security | WURCHECE, WAV = k5SS
Services) > “ CAHEER G | RO EZ 10 . BRIA I,
#T” (File Reputation and H24 32137 AR H Ik
Analysis) [f] “ {5 %, WM 443,
27 (File Reputation) 4>
“EHWE” (Advanced
Settings) [¥] “ 45 %%
#th” (Cloud Server Pool) 4}
FR
43 |TCP M EATRS " (Security | Ui ZIRA LU IR

Services) > “ CAHE R
#r” (File Reputation and
Analysis) ] “ X

¥1” (File Analysis) ¥ “ %5
HHE” (Advanced Settings)
IHCE

HRSCAEEMRS, ES
M 443 % 32137,

ks Il



B voosizs

pracEEe |

443 TCP BN | A Rgs T > CSCPHE | R I TR 2 Y 0SB
th BRI 1 “SCHAERET |9 B IR AR I VT ) o
oy “RRBCE” MIE,
AMP for Endpoints Console
Integration Z4{(.
api.amp.sourcefire.com
api.eu.amp.sourcefire.com
api.apjc.amp.sourcefire.com
api.amp.cisco.com
api.eu.amp.cisco.com
api.apjc.amp.cisco.com
443 TCP i Ny | outlook.office365.com 5 1) Office 365 k4% LAIEAT
H login.microsoftonline.com. | 45 1 z144 .
443 TCP i NFI%i | Microsoft On-Premise 22 # /it | 15 i1l Microsoft On-Premise A&
i S it EHLA el 55 s LU BO AR H s
o
443 TCP it aggregator.cisco.com Sl SERHR A5 F 25 8 607 1o
443 HTTPS iy logapi.ces.cisco.com A% Cisco TAC W& 1R H
443 HTTPS it 1 TAXIIL IR 55 %% AT SRVRRBAE R A A1 3k
JHI o
443 HTTPS fE\FIfE | api-sse.cisco.com FH T 14 JEUBH SecureX. 8Bk
th e Y U IS A I K
443 HTTPS A NF14% | api.eu.sse.itd.cisco.com F T 11 R SecureX 88 E R
t A A S A I A P 5 o
443 HTTPS A& NF4% | api.apj.sse.itd.cisco.com H T 1) R SecureX 8% AR g
th I D S U HRIS A A K o
443 HTTPS e NFIfE | est.sco.cisco.com M TAE R R SecureX =l AR}
tH JEP e SIS, T BGIE
o, ARSI AT R OG- 7
IEAEDT ] SRR 3
443 HTTPS ’ﬁf)\%ﬂ’ﬁf AsyncOS P 'fj‘i)zﬁ trailblazerconfig CLI ﬁ
h A% GUI #E4T HTTPS Vi) .
S14 UDP/TCP i ARG H GRS g H& W%

B vosEs



| massEEs

it amgns |

628 TCP NN | AsyncOS IP QMQP, HIRMAEBRIS K
NHBE
990 TCP/FTP Ran support-ftp.cisco.com 4% Cisco TAC W& MR H
1024 J i | — — — ¥ 1 21 (FTP), &2 1
& HAE
222 [cCs AN | AsyncOS IP REEE RS T
M) .
TCP ot AsyncOS IP SERFE SIS B 2 X
7025 TCP iy N\ Ak | AsyncOS IP Lt Eh DyReI, 1k Cisco
H Secure Email Gateway 15 [0} 4%
A AR MO Web I ¢ [1]
AN < 9 75 A 731 A B
125 DB
6080 HTTP iy N okfr | AsyncOS IP Vi ln) HTTP AR 45 4% (1) API i [
th
6443 HTTPS i\l | AsyncOS IP Viln] HTTPS JR%5 %% API i
th H

RIFEREE M R

P 4% I8

TR T LA R T HE S AE DL B2 0 5 G 52 I 294 it «
o ANERL G 11 22 (SSH) 5k #8 25 MB AL SC /MR TP Skt

o AUR T g TP Hudik DUSE ] Web FAT CLI e F 50 B KA FHLM A 199 5
* [ﬁﬂ%%%]’fiﬁﬁ adminaccessconfig CLI fiy 75’%F’ﬂ§3§*ﬂ,f‘ﬂ<{%?}j

° ’fﬁﬁﬁ adminaccessconfig CLI #p 7§|€F'ﬂﬂ5cﬁﬂiﬂ2|§h&)j

© NEAER IR P B RCE P AR .

\}

TR

DR R BN A R LG E R 4R, AT AR
“SMTP AUTH” .

NICATRE S ERCE

ks Il



Brockise |
B srusmseemess

il

[

B vosEs



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



