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BRAEER
L IR FRPECL TR R RN B e R E R, Vi
http://www.cisco.com/web/ironport/knowledgebase.html

I 5 H—A> Cisco.com F 7 ID K vjj i) iZ M vk o W% A7 Cisco.com ] F* 1D, 23 i Ciscofk /.

BRI

JORE SR DO AN ) R 7 SRR 2 IR iR IR. AEIXH, AT ATHE W R A 2 42
P, PR OR TS JERE S KBRS B o 0T DAFEIR IR P A A8, DA il A 55 LAl ] 23

ZEE.
I L bk V5] Cisco SCRFAEIXIK Cisco & 4 BBAFIX «

https://supportforums.cisco.com/community/netpro/security/email

BERXE
VAL BLR AR S H
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FeH: B 1(408) 526-7209 B AT P TG 1(800) 553-2447

AR http://www.cisco.com/en/US/support/tsd_cisco worldwide contacts.html

SCRFul e http://www.cisco.com/en/US/products/ps11169/serv_group home.html

U SR 20 R AR N R I S T SO, T BRI AR AN R T 7 i S ) A

EMERIMK A
FEYjin] Cisco.com IWVFZ WEYR, #BTT ZA URK .

WA HAT Cisco.com H /7 ID, ] DL DL N BRI TV Mt
https://tools.cisco.com/RPF/register/register.do%20

BRDEREER
BOR W R AR T4 i b SCRE R BT o FRATTIN 2GS I PPAR A o 857 LLRE PR A8 28 A
L IGER:LN

contentsecuritydocs@cisco.com

THAE IR ) AT A AR S K45 4% R4 44 DT AR I Hh AR 30
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CLI [RIESE 5=

AT LRI
R AT LK BIAIR ) CLI fiv & faf ZEUt W L LAE C A M R A0 & Ryl .

* CLI 1% CIANTEAE) | on page |
* CLI 7% (FFE4EAE) |, onpage 7

CL %< (FFZERD)

/4

CLI &% i RA FarA%
ampstatus, on page 32 | G R S MOCAHEE M HTALRIRA. | C RS
antispamstatus, on page | i, 7 Jz 37 9% R4k A% C &%

33

antispamupdate, on page | -y 1 7 B % M5 52 X C %41

34

antivirusstatus, on page | i 7~ 2R A C &7

44

antivirusupdate, on page | F-Z/ ¥ 15 5 78 X C &4

44

archivemessage, on page | {7243 [ EA &) v 1) [F B F o C &7

160

bouncerecipients, on | A\ A C ZFIRI M A5
page 165

talosupdate, on page 347 | i#% sk 5 357 ff A5 Talos 5|4 C #7
talosstatus, on page 347 | i/ Talos T IR 45 A H 1) M AT AR A C %741
clearchanges 5¥ clear, |i&5RRFE K C RYIF M #71
on page 46
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B cues FrERn)

CLl &% ok FEERTAM
commit, on page 45 P C RYIF M #751
commitdetail, on page | BoxA 5% EIRIRAC I TELN(E B C %4

45

contentscannerstatus, on | i} 75 Py A T HARAAF & . C &7

page 150

contentscannerudpate, | {5k -2 57 A A4 51 C &%

on page 150

date, on page 99 7R 247 H AR TE C RV M R4
daneverify, on page 100 | #4255 5¢ 1 2 75 % £ DANE. C &7
clizlgeterecipients, on page | M BAF1) e I s 4 C RIFIM R4
delivernow, on page 169 | 3 2¢HE v 4325 (1 i 1 C RHIFIM R%1

21, on page 100 K2 RAID #efit. WS- F SMTP & |C RFIFIM R
o THERM AT .

dig, on page 78 7E DNS 45525 A kic % C &%)
displayalerts, on page | o S/ M5 KX M5 n NEHR. C ZFIH M &7
258

dlpstatus, on page 59 | DLP 5|4 )R A1 B C &4
dlpupdate, on page 60 | G5 DLP 5% C &%)

dnsflush, on page 85 | ik DNS ZE 47 T H 4 H C RV M &%)

dnslisttest, on page 87 | JiliX %} 5T DNS (51 £ ARk 45 1) DNS £k | C &%)

dnsstatus, on page 87 | [ 75 DNS 4= B C &AM F&4
domainrepconfig, on | G| @4 51| 4H 51| C &%

page 61

ecstatus , on page 106 | k7 F F3RHGIE BAEM & i RA | C &5

ecupdate , on page 107 | 5 5 A T SREUIE 15 i3 W 45 7 ity C &%
encryptionstatus, on 7R PXE 7 BRI i S AR AR C &4

page 110

encryptionupdate, on |53k B PXE 5|4 C &%

page 111
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enginestatus, on page 111 | g7 WEEFR ¢ 1 J5 I ITA 5 IR | C RS

H1 CPU AL
featurekey, on page 112 | 4 3 R 45 D g 25 4] C RHIFM #5
findevent, on page 259 | 7E {1 H &SR b & $k i C RIIFIM 75
geolocationupdate, on | =z 57 i h I 5 515K C R4
page 337
geolocationstatus, on | {7 Hb 3 A7 5 51 MK 1 BT RRAS o C ®41
page 337
ggwtoupdate, onpage | T-Z) S H AR VAL C #4
howtostatus, on page 88 | 1 /R #7141 1) 2 HT FRA C R4
§r6aymailstatus, on page | g /R B A L S AR e TR A4 B C #41
§r6aymailupdate, on page | T2 5 A (1 M- ) C R4
grep, on page 261 FEH &S RSk C RHIFIM #4
healthcheck, on page 114 | 4 #5445 (1) Il {4 44 SC I IE 4T 4RI C &%
help. h 5% 2, onpage |#B) C RYIF M #751
46
hostrate, on page 178 | 455 2 EHLANIG B) C RIFM R4
hoststatus, on page 178 | R4 & FEHL4 1R C RHIFIM 74
last, on page 334 ORISR RGP G C RYIFI M &7
ldapflush, on page 155 | I ATATZE 471 LDAP 45 C &4
Idaptest, on page 155 | $447 B4 LDAP 25 #) i C #41
loadlicense, on page 335 | i fg 4ol 19 ¢ VF AT iE JITA R B, IS 9 O
mailconfig, on page 49 | @ jof M3 {44 >4 i PIC B A 326 380 MR 4 M - C RYIFI M &7
marstatus, on page 280 | i/ MAR 41441 4 R hi A . C &4
marupdate, on page 280 | =) 5 MAR 41 1F. C R4
nslookup, on page 193 | 253 4 #i IR 45 22 C RV M &%)
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120

CLl v % 152 BA SRR

netstat, on page 194 SR SRR R NS I SE0HE | C RAIFTM R
A%\O

outbreakflush, on page | 5§ 22 17 ¥ 975 755 15 A LU C &%

215

outbreakstatus, on page | {755 24 i 7548 A ) C &%)

215

outbreakupdate, on page | 5 5 B K K i A% AU C &%

216

oldmessage, on page 181 | 7B\ 41| 1 2 7= [H MR {451 C &%

packetcapture, on page | $4# - i il ik /9 2 AL sl BRI A AL | € R M RS

195

IR BGEM, on | B SUCE N AEE C RV M #R7%1

page 333

ping, on page 197 XTI 4% EHLAT ping #AE C RAIHM RV

ping6, on page 198 XK H IPv6 [ 4% EHLAAT ping #:1F | C RIIAT M R4

quit. qElexit, on page |1BH C RIIFM R7

47

rate, on page 181 A MR A C RYIFI M #71

reboot, on page 118 SRS C RAIHM R

redirectrecipients, on | Y BT MR 5 52 7] 21 o) — AN R EHL C #7%1

page 182

removemessage, on page | M BAF1) v il 55 TH B A A i T HI AF o C #41

183

repengstatus, on page | i 3K (525 [ # M RAME B C RIIH M H71

118

resetconfig , on page 49 | k2 ) BRI E C ZHIFI M 25

resetcounters, on page | 5 R4 H 1 ITA UH S C RIIF M #71

183

resume, on page 119 | k5 ke fifL 3% C RHFIM &%

resumedel, on page 119 | $k & fL3% C &AM 2%

resumelistener, on page | ¥k & 21k C RAH M &%)
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rollovernow, on page 267 | 1) 5 35 |1 2 04 C RHFI M &4
saveconfig, on page 50 | it B LR A7 2 ik Ak C R M #4
sdrupdate, on page 279 | ) 514 SDR 4114 C %7
sdrdiagnostics, on page | 25 45 (1) U {222 42 W 52 15 L2 3 | C RS

279 SDR fIk %5

settime, on page 124 | T3 i H KRG B C AFIM M #75
ilézwmessage, on page | {7 BAF o IH A AR 4 ) A o C &%
showconfig, on page 51 | & 75 B fic B Al C RHIFIM R5
;2%thense -onpage | GIR L HBAFM G Y TIES B JIEAT REAL S 19 5
Zlé%w_license, onpage | G R BEVFALRASHRSHH L . C RYIF M H71
showrecipients, on page | # i N 0L AR AT A 7R BRI | C 2R3
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shutdown, on page 126 | 5 455 54 b By 1) R 45 C RHFM &%
siblconfig, on page 39 | i & 4 4= F/PHL 1151 % i B C R4

status, on page 131 RORA C &4, M &4
it;r;portrequest, on page |} Mg K% 5 BAF TAC C RHIFI M 24
supportrequeststatus, on | 7 3741 SRR T hiAE B C RIIFIM R751
page 134

supportrequestupdate, | 13 3K T 2 5 7 SCHEUE SR OCHE T C R M #4
on page 134

suspend, on page 134 | {5 I RN f3% C RIIA M R
suspenddel, on page 135 | %} {2 5% C RHFI M &4
il;sspendlistener, on page | £ {55 C RHIF M 41
systemsetup, on page 321 | ¥ ik 2 45 ¥ & C &%
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tail, on page 270 Ve 4 o H Ak e i 45 C R M #7
techsupport, on page 137 | i8R TAC Vi i #5111 R 4¢ C RYIF M &7

telnet, on page 210

HERER AR AL

C RINFIM R51

threatfeedstatus, on page
56

7R ETF 518351 29[ AR

C #41

threatfeedupdate, on
page 57

T-Zh 58 ETF 5%

C &%

tlsverify, on page 138

SN BIGCFE E MR G TLS &89 RF
AT TLS 4% ]

C &%

page 212

HTTPS i i b AR AFIAL 2.
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tzupdate, on page 141

BB DA
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TAEBAF, on page 189 | 7 F1/a 18 o TAE A BB 4R35 C &%
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addresslistconfig, on | fid F Hudl- 1] % C &4
page 157
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40
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162
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169
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dictionaryconfig, on | it & py 7% i) 4 C RAIFM #7
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on page 350 PR
B P e SCH) B RS RFT T A% A EiAts L
S SR LR (R AT o
AL P e SUET AR 4% .
Gl P e SR A
IR P S SRR
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quarantineconfig, on | /it % S5 85 X C 51
page 248
reportingconfig, on Pt B Y C RANF M RF
page 271
rollbackconfig, on page | [F]3 31| LA & A AL B 2 — C ZFIMM #75)
46
routeconfig, on page 198 | fit & 1P % H15% C RIIAM R3]
A FTEN, on page 345 | (RS IR HSEE I OC 10 B 22 AT EIRCE. . C RIIMM #751
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sethostname, on page | ¥4 &M 2% 1 4 i C Z¥IFI M &7
201
settz, on page 125 Yt B A H I X C RIIFIM R4
sievechar, on page 156 | §% i RFC 3598 i WAL & Sieve MEFFRLNE | C R4

IRFAE
smartaccountinfo, on | &% Cisco £ BEMRAEEFISE T P Al | C &AM &4
page 287 FHEMK 7 BITEAE B
smimeconfig, on page | il S/MIME I C RINFIM #71
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smtpauthconfig, on & SMTP [ Zhlc & ek C &%
page 319
smtproutes, on page 202 | i & 7k /A 15 7 52 7] C RHFTM &4
snmpconfig, on page 268 | fit & SNMP C RAIFAM #741
sshconfig, on page 127 | fii & SSH 24H C RAF M &R
sslconfig, on page 203 | fif & SSL ¥ & C RVFM &5
stripheaders, on page | 3¢ & BB A MR 444K 3k C &4
252
tepservices, on page 136 | I R SRR FT I 1 SCPEIA B C RAIHM R
textconfig, on page 253 | fit & S A& Y C &%)
threatfeedconfig, on £ WRLEM e b3 S & ETF 53 C &%
page 52
trackingconfig, on page | fit & IR i & 45 . C RAFM &H
140
unsubscribe, on page | ¥ E 4 JREON T A #R C RVIFIM R
188
updateconfig, on page | it & R4 HH S C #7

141

urllistconfig, on page
324

Wl B 224 URL RRiF4 B,

C RINFM #51

userconfig, on page 328

LT b AR AR A 56 UE YR 0 3
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on page 325

websecurityconfig, on | fil & URL &g MI4 R E
page 326

C R M R4
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* Ui lal fir 47 4L (CLI), on page 13
* AT FHHZE, on page 14
* J#H CLI 174, on page 17
* fitAb 34, on page 18

S N1 AN AL

el ar 175 | (CLI)
A AT S A E R TP 210 ) SSH X Telnet 1y i, 1% /NS LA i A X SR 45 I 0 R AT T
Fic e, B AR AT IR S 0 SR BT TCE . Fe ) BRIARE, SSH A Telnet 347 4 B
(Management) %f; I-1_F3EATHCE . A interfaceconfig fir & il LAZE FH X 2L IR 25
Yy ] CLI (1) 77 2R e M I DG B B PR (0 A B 8 Jy s o ) BRI BRI A AE JS THIA Y
B, NEEHE P B U5 CLI BB 8 I8 a4 B 610K 55— 07 Wl i 247 Sl s
T n] LA I AL A A RGO R o R TR )5 2 BESR AR T 0 B B3 K P () A i . 3k
n] LARH I A4 ] passphrase 7iy4> B.4% 55 B DK 1 14
Tk DUKMERE: A5 H ) ERA TP bk 192.168.42.42 J5 %) SSH 5% Telnet 231 . SSH & Ay 44 FH i
122, Telnet Bt & A4 FH s 11 230 £ N AT 48114
Wt AT IE BT E B P BR: E AT I B A AL s 3 S5 iy 1 () 2 ih . T
Z) W B MR —3 TG R . £ NERABKHEP AR 4,
I H N A AR A 8 sk RS

T BOA R R 2 &R

* H/"4: admin
* 201 ironport
Bt

login: admin

passphrase: ironport
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HLTRE: A |

2 E

A Y
R4 AsyncOS CLI AR FIZ) 5E o

T2 a2 PR AP s S8 e RE I EHLA, IKJEERK TS () Ak . il

mail3.example.com>

R BRI OC BeE N HAT SRR PR RE A RESE A B2, ) LY W R R ek, LAFR S 24 iR
Ao Biln:

(Cluster Americas) >

=%

(Machine los_angeles.example.com)
>

ARMUAER, WS (i) i “Epigs” .

BAT AT, CLI ZORBAAME B . 2 CLI ZOREHAE B, @y S 3n i BB, Wa
UGS () 58, JEERKTS (). HRAENMAR, 365 N 2.

(LR

Please create a fully-qualified hostname for this Gateway]
(Ex: "mail3.example.com") :
(1>

mail3.example.com

HATEOABCE R, IZBE S BRfE LIRS A il

Ethernet interface:

1. Data 1

2. Data 2

3. Management
[11> 1

BRBOABCER, B “Return” 5[ THEAERIABCE :
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4>
?ﬁ

FE: AR
&% .

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[1]> (type Return)

=l
4
e
BI'-I:

MAEAZHAEAX T BATI,  CLI dAr SRkl A 4L, Ak U AR R e S H. Bl

mail3.example.com> systemsetup

IEEFEFIR
MARG WL NIERR, LA S PR ERORFF P RN ERE S0 .
it

Log level:
1. Error

2. Warning

3. Information|
4. Debug

5. Trace

[31>

MR R BT R, RS R AT S R At — AN BOAE . BT EARI Y
=

N. £ (Yes) 5 F& (No). K/NEIHAELE,
il s

Do you want to enable FTP on this interface? [Y1>
n

Fod
ey o IR F a2 Nl . Fir2 45 NEW. EDIT I DELETE %454 . I EDIT
1 DELETE e %), X A3t iiE REHILE FE XK.
%t
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mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Management (192.168.42.42/24: mail3.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

ET W, EFFRTTALE N Enter 5L Return 7] 3R M]3 Fdr 4.

RnT ABEIN 751 fir & W] Crl-C BEAEPRBESE,  DASLRTIE HJFIR 3] CLI R T4 .

R S

CLI &R IEAES RN BN R T A a2 0 1 il sk A EEL_L A Up A1 Down i3k, i
Control-P 1 Control-N 41&-4#, R0 WU B H a2 a1 .

mail3.example.com> (type the Up arrow key)

mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)

ATAT S SR A4 o RERT DUBE AN SE 21y & (1) S LA RE, ARJ5 44 Tab B, CLI¥GAb4ME— i
LWFRF R I RN B fr & TP A2 ME— 1K), CLI¥ “4i/h7 bbb, it
mail3.example.com> set (type the Tab key)

setgateway, sethostname, settime, settz

mail3.example.com> seth
(typing the Tab again completes the entry with sethostname)

X5 CLI Py sl s fSC b4 D, 20BN Enter 5 Return LA H] i

BLEE N
ST DL PR BRI I RTINS, X AT 04
(ESTERL R B, O SR 2 A
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Procedure

P R 3R K commit 4.
LB 2y commit iy S HEHLPT T HIA o
FHIE 3 7E CLI PR commit 27 A IATE

What to do next

ARG R ARSI HCE G, HX B AEIZ AT commit fir 4 Ja 4 A3

Note  JidEfTfi 11y 445 T ZHEAT commit @4 . TS MCLI P Z% 45/, on page 1, T RLAUELT

commit fiir 474 HEAH B A A= R iy FROI BV L

PN BRAE T BR MRS A S i IR Y CLI . REGOCH], BB Az, Mkt clear v

B CU &4

AHR I AT 3R AC B R S e, RIS B AR i iy AT S A 2o

HIABLE B L

Commit 774X 1R BC B 3 ORA7 21 BRPE R B C LB, AR commit Ay R, VF 2 B B A
AR (LA AZEREAEH] commit fir4, BIRESESCERD o commit dr&2 N H EIXR
i commit iy 2 VR H clear fir 4 G T SAIRC B k. PFISIRZ B 255 M AT. HE R
DAL RLTE S O O 7 R A TIPS T /i

5 DL commit fr & AT G

mail3.example.com> commit
Please enter some comments describing your changes:
[1> Changed "psinet" IP Interface to a different IP address

Do you want to save the current configuration for rollback? [Y]>
n

Changes committed: Fri May 23 11:42:12 2014 GMT

N

Note Sy iR A S, AU TTRUZ dr 4R A5 o 72 IR FF P BN Return,  7E i 172 X4
i Bz,
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iBPRECE B X

clear fir 2235 FR H LUK i commit B clear ir4 J& Jr A8 T A7 C & 5E 4L

mail3.example.com> clear

Are you sure you want to clear all changes since the last commit?
Yy

Changes cleared: Mon Jan 01 12:00:01 2003
mail3.example.com>

[Yy>

quit iy T LLLE A CLIN TS o RS ER MR IRAC VB E I 2. quit iy & AN 2 M iR A1
RYOFERIE A H AT . BN exit 55 [F] THN quit. )

mail3.example.com> quit

Configuration changes entered but not committed.

Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> Y

AT E EIREVABY

help v & &5 BTE AT A CLI v 4, FE AN SRR O . ZLAH help @4, nTLAEM 2
FORFFPEEN help 50—ANE1S (7).

mail3.example.com> help|

HALIEAHS

AsyncOS $& 4t 7 HEAL B A W U SCRE, SRVFRME ] —ANBT A BRAT CLI A AT 248 CLI .
VA AT BLg D SE A 35 It (KA AR, RSt D SR VPR L A Sk AT 3 ILIC BT 55 I PL AR -

HEAL PR Ay 08 SEVFREAE ] SSH 20 7 i R A H i & o IXAR AT LU L 5 CLI iy 2 Jf: [A] I £E 224>
MR 5% _E AT IR i 2o

IFARPTA S AR RESEATHEAL PE,  (HZ BT b AL B iy 3 7T AR N AL AL B i - 3047 .
HEAL B Ay AR T T A I R A dr o IS a2 %7501, on page 21 AN CLI 7=,
TR THEE Tizan & MEAR PRI B

HEAL IR A5 S 7451

fE NI E, SO A4 REDLIST. #8544 365 THROTTLED HEREHEAT ORI, f)afs i
N ‘possible_spammer.com’ NINEI KA N,
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81 CLI $hAT BE A -

example.com> listenerconfig

Currently configured listeners:

1. IncomingMail (on Management, 192.168.42.42/24) SMTP TCP Port 25 Public
2. OutgoingMail (on Data 2, 192.168.40.42/24) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> IncomingMail

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> HOSTACCESS

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> NEW

1. New Sender Group
2. New Policy

(11> 1

Enter a name for this sender group. (optional)

[1> REDLIST

Enter the hosts to add. CIDR addresses such as 10.1.1.0/24 are allowed.

IP address ranges such as 10.1.1.10-20 are allowed. IP subnets such as
10.2.3. are allowed.
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Hostnames such as crm.example.com are allowed.
Partial hostnames such as .example.com are allowed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are
allowed.

SenderBase Network Owner IDs such as SBO:12345 are allowed.

Remote blocked list queries such as dnslist[query.blocked list.example] are
allowed.

Separate multiple hosts with commas

[1> possible spammer.com

Select a behavior for this entry.

1. Accept

2. Relay

3. Reject

4. TCP Refuse

5. Continue

6. Policy: ACCEPTED
7. Policy: BLOCKED
8. Policy: THROTTLED
9. Policy: TRUSTED
[11> 8

Enter a comment for this sender group.

(1>

There are currently 4 policies defined.
There are currently 6 sender groups.

81 CLI AL B fir 4R AT A ) 54 -

example.com> listenerconfig edit IncomingMail hostaccess new sendergroup
REDLIST possible_spammer.com Policy: “THROTTLED”
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* 44T B 52414, on page 22
o EGEE AT, on page 22
o SRR B B, 5 32 1L
* 59938, on page 40
o i AT L, on page 45
o B E SCFE BE, on page 47
o R A I SCHC A T A U, 5 52 T
o BEAEE P, on page 57
o B %ds 252k, on page 59
s WHISN I, 61 UL
* S/MIME %4/ 5%, on page 62
* 334, on page 64
* DMARC %1iF, on page 74
* DNS, on page 78
o ATH] “HEAETTER” ANALERG BRI AR 5 88 L
o — A B/ B/ M HERR, on page 89
* WL JESS (Content Filters), on page 150
* LDAP, on page 151
o W fAL 4G B/ R 45, on page 156
o LKL /2% T HL, on page 190
* R EEEE AL JERE, on page 214
* SRIGSREIFAT, on page 216
* HARIKHFER, on page 255
* #k#4, on page 271
o AT RS H BRI M g gy il , 55 274 0T
o KA NSRS E L uE , 55275 )T
* WBAE A AR, 2 280 T
o BREEAVERT, 2R 281 UL
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* SMTP fIl45 1L &, on page 287
* R WHE, on page 321
* URL iZ 7% , on page 324
* P4 #E, on page 328
o JEALL BRI OC 4 BE | on page 335
s WHENL , 3337 BT
* BCE Cisco S5 T I WCEAEH] , 55 338 1T
o TEMREEIOC R E 2 T EN RS , 5 345 W
o JEFRMSAE M IR Talos = ARSS 5 5 347 1L
B HEAEMOC 5 Cisco gt ML BBy e , 5% 348 7T
PR R Z LR AR, 5 350 BT
* £ AsyncOS API [ HEFM ¢ L E OpenID Connect 1.0, 5 358 1
o B HRAE M OG5 SR A BN 2 RS R, 5 360 1T
s QIEESCHHEOTISIRE 5 363 L

‘

XTI, BRI R D ARl “ R B2 LUR & w1k

Procedure
LI Za 2010 i B AE MR R PAT commit dy 4
LB 2 At e e e (R st LD A2
B3 xm A e AV RS ?

HFEPEHNEZER, E20 ( Cisco L4 li1: M AsyncOS I 1481 -
AR IR I 2 S, WS a7 A0 FE6E%1H, on page 13,

S =N S

ampconfig
RSP 2RI SO BT K2 R TAC JR'S, W0 R g

ER1ER

RSB Shar & TR =M SR GRESR. 4. WHEPD .
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mail.example.com> ampconfig

File Reputation: Disabled

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

[1> setup

File Reputation: Disabled

Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>

File types supported for File Analysis:

1. Microsoft Executables

Do you want to modify the file types selected for File Analysis? [N]>
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

1. Microsoft Executables

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1>
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R LB AT
mail.example.com> ampconfig
File Reputation: Enabled

File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> setup

File Reputation: Enabled
Would you like to use File Reputation? [Y]> yes

Would you like to use File Analysis? [Y]> yes
Do you want to modify the file types selected for File Analysis? [N]> yes

Enter comma separated serial numbers from the list of groups to select file types associated
with the group.

1. Archived and compressed

2. Configuration

3. Database

4. Document

5. Email

6. Encoded and Encrypted

7. Executables [partly selected]
8. Font & Graphics and Images

9. Microsoft Documents

10. Miscellaneous

11. Multimedia

[1>9

File types belonging to the group "Microsoft Documents":

1. Access.Extension.1l4 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)
5. Access.Shortcut.Form.1 (maf)

6. ............

Choose the operation you want to perform:
PRINT - Print the file types for File Analysis
- ADD - Add the file type(s) for File Analysis
[1> add
Choose the file type(s) to be added for File Analysis from the list
File types that are not selected for File Analysis from group "Microsoft Documents":
1. Access.Extension.14 (mda)
2. Access.MDBFile (mdb)
3. Access.MDEFile.14 (mde)
4. Access.Shortcut.DataAccessPage.l (maw)
5. Access.Shortcut.Form.1l (maf)
6. ...... .. eee
[1>1-3, 5
Choose the operation you want to perform:
- PRINT - Print the file types for File Analysis
- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis
[1> print
File types belonging to the group:
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1. Access.Extension.1l4 (mda) [selected]

2. Access.MDBFile (mdb) [selected]

3. Access.MDEFile.1l4 (mde) [selected]

4. Access.Shortcut.DataAccessPage.l (maw)
5. Access.Shortcut.Form.1 (maf) [selected]
6. ......

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail Policies (GUI) to
configure advanced malware

scanning behavior for default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy. File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1>

B E mEMX LUERA AL ZX G2 RS =R

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[1]1>
Enter cloud domain?
[cloud-domain.com] >
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
Choose a file analysis server:
1. AMERICAS (https://americas-fa.com)
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2. Private Cloud
[11>

HohiRS) BEEiREHE

X BEAGNAER AR TS, T SeVrAL SN BT A B W] LU 2= B I S SO R IR SCf
HTERVEAE R, S R AT B I B A — e 4l

AREAER, WS U faE) P  “SOEEE RN 07—

Note

ERCEMSAET I Al G, Tk setgroup Tiv4. WS H AT IR R 75 & 0 4L, A2 i Cisco
TAC GIE 26 Eal LMEH] viewgroup Fir 2 & & B4 171 4L RIS L .

Bo & BRI X LUE R R BRERE Xt AR 55 25

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[1]1>
Enter cloud domain?
[a.immunet.com] >
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
Choose a file analysis server:
1. AMERICAS (https://panacea.threatgrid.com)
2. Private Cloud
[1]1> 2
Enter file analysis server url?
[1> https://mycloud.example.com
Certificate Authority:
1. Use Cisco Trusted Root Certificate List
2. Paste certificate to CLI
[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
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Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

B E B M X LUER AEERE XM EE RS &

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud
[1]1> 2
Enter AMP reputation server hostname or IP address?
[1> myamp.domain.com
Paste the public key followed by a . on a new line

MIGEMAOGCSgGSIb3DQERAQUAAAGNADCRIQKBgQCOGKukO1De7zhZj6+H0gtjTkVxwTCpvKedeCZ0
FPgriOcb2JZfXJ/DgYSF6vUpwnIG8wVQZKjeGcjDOL5UlsuusFncCzWBQ7RKNUSesmQRMSGkVb1 /
3j+skZ6UtW+5u091HNsj6tQ51s1SPrCBkedbNf0Tp0GbMIDYyR4e9T04ZZwIDAQAB

Enter cloud domain?
[immunet.com] >
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Choose a file analysis server:
1. AMERICAS (https://threatgrid.com)
2. Private analysis cloud
[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>
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mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> cachesettings

Choose the operation you want to perform:

- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.

[1>clearcache

ANHEELEEREZFE I

N

LE R ZREIF, modifytimeout 42 AT HC B B SCAF ISR 20

s

T

GATA B L+ 15 3B E] 7 K21

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CACHESETTINGS - Configure the cache settings for AMP.
[1> cachesettings
Choose the operation you want to perfrom:
- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.
[1> modifytimeout
Choose the operation you want to perform:
- CLEAN - Configure the cache expiry period for clean files.
- MALICIOUS - Configure the cache expiry period for malicious files.
- UNKNOWN - Configure the cache expiry period for unknown files.
[]> malicious
Specify the cache expiry period for this file disposition (use 'd' for days, 'h' for hours,
or 'm' for minutes). If you
specify a value without a unit, it is always treated as days.
[1d]> 5d

I B EE R

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
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Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud

[11>

Do you want use the recommended reputation threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>

Do you want to suppress the file retrospective verdict alerts for the messages that are not
delivered to the recipient
[N]> yes

B & BEL AMP B A8 B SR TS 4R

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.cisco.com)

2. AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)
3. Private reputation cloud

[11>

Do you want use the recommended analysis threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>

Do you want to suppress the verdict update alerts for all messages that are not
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delivered to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. Private analysis cloud

[11> 2

There are no private analysis servers configured.

Choose the operation you want to perform:
- NEW - Configure a new private analysis server.
[1> new

Enter the file analysis server hostname or IP or URL.
[1> 192.1.10.20

Serial Number Private Analysis Server

1 192.1.10.20

Choose the operation you want to perform:

- ADD - Add a new private analysis server to the cluster.

- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.
[1> add

Enter the new private analysis server hostname or IP address or URL to the
cluster.
[1> 192.1.10.30

Serial Number Private Analysis Server
1 192.1.10.20
2 192.1.10.30

Choose the operation you want to perform:

- ADD - Add a new private analysis server to the cluster.

- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.

(1>
BREXHSTRIERSHRE

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[20]1>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.cisco.com)
2. AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)

[ Cisco B4R % Async0S 14.0 CLI 5% 45/ - GD (EMEBB)



mExusnEnsses

3. EUROPE (cloud-sa.eu.amp.cisco.com)
4. APJC (cloud-sa.apjc.amp.cisco.com)
5. Private reputation cloud

[11>

Do you want use the recommended analysis threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Proxy server detail:
Server : 10.8.6.7
Port : 3128

User : testuserl
Passphrase: xxxxXX

Do you want to change proxy detail [N]>

Do you want to suppress the verdict update alerts for all messages that are not delivered
to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. EUROPE (https://panacea.threatgrid.eu)

3. Private analysis cloud

(11>

Use Existing File Reputation Proxy? [N]> no

Proxy server detail:
Server: 10.8.6.7
Port: 3128

User: testuserl
Password: XXXXXXXX

Do you want to change proxy detail [N]> yes

Enter proxy server url?
[10.8.6.7]> 10.8.7.5

Enter proxy port?
[3128]> 3230

Enter Username?
[testuserl]> testuser2

Edit passphrase []? [N]> no

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1>
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ampstatus
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mail.example.com> ampstatus

Component Version Last Updated

AMP Client Settings 1.0
AMP Client Engine 1.0

15 SR BB AR k2 R A T

R E LU i

antispamconfig
iR
L 2 I

R

45l

AT M T R
RESRAEHL: b & I T =AU GRS
AP A& BT S A SR AR B S

LA 7 s e e s D e i il B A

mail3.example.com> antispamconfig

IronPort Anti-Spam scanning: Disabled
Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.
[1> setup

[ Cisco B4R % Async0S 14.0 CLI 5% 45/ - GD (EMEBB)
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antispamstatus .

IronPort Anti-Spam scanning: Disabled

Would you like to use IronPort Anti-Spam scanning? [Y]> y

The IronPort Anti-Spam License Agreement is displayed (if you have not already accepted
it).

Do you accept the above IronPort Anti-Spam license agreement? []> Y

Increasing the following size settings may result in decreased performance. Please consult
documentation for size

recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[512K]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)

[60]>

Choose Scanning Profile

1. Normal - Scanning profile used to block spam with small potential for false positives.
2. Aggressive - Scanning profile used to block spam that has more impact on spam detection

than the Normal profile with a larger potential for false positives.

If you have changed the global scanning profile settings, you must review the Anti-Spam
policy thresholds (Mail Policies > Incoming/Outgoing Mail Policies > Anti-Spam)

to produce satisfactory results.

If you have changed the scanning profile setting from Normal to Aggressive, you need to
reset the mail policy threshold values to the default values to avoid

undesirable false positives.

For Aggressive scanning profile, it is recommended to tune the policy threshold values to
smaller increments compared to the threshold values of the

Normal scanning profile.

IronPort Anti-Spam scanning is now enabled on the system.

Please note: You must issue the policyconfig command or Mail Policies (GUI) to configure
Cisco IronPort scanning behavior for default and custom policies.

This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1>

antispamstatus

ik
SRR B IAPAR
ERER
A A AT AR
BB Sdn & T I A SRR B, ML, WD
AT 4 Sdr AR B
5

mail3.example.com> antispamstatus
Choose the operation you want to perform:
- IRONPORT - Display IronPort Anti-Spam version and rule information.
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- MULTISCAN - Display Intelligent Multi-Scan version and rule information.
[1> ironport

Component Last Update Version

CASE Core Files Never updated 3.4.0-013

CASE Utilities Never updated 3.4.0-013
Structural Rules Never updated 3.3.1-009-20141210 214201

Web Reputation DB Never updated 20141211 111021
Web Reputation Rules Never updated 20141211 111021-20141211 170330
Content Rules Never updated unavailable
Content Rules Update Never updated unavailable

Last download attempt made on: Never

antispamupdate

i
Ty R B S 33 5 AR RURF G SR o 35K o 55 S SRR R % T4 (IMES)
FEFZBILL I, HASIEF T IMS SR F 3 =77 IR BRI 51 5
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HEAbER Ay &: By & RS R AL LA
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mail3.example.com> antispamupdate

Choose the operation you want to perform:

- MULTISCAN - Request updates for Intelligent Multi-Scan
- IRONPORT - Request updates for IronPort Anti-Spam

[1> ironport
Requesting check for new CASE definitions

imsandgraymailconfig
o fIR . 5 34 0T
« FEFITEBL . 835

o i, 335 T

fic B SRR E 22 FLEIHE (IMS) R €0 B4R 0 DA K% 22 4 B 1 T R
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mail3.example.com> imsandgraymailconfig

Choose the operation you want to perform:

- GRAYMAIL - Configure Graymail Detection and Safe Unsubscribe settings
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.

- GLOBALCONFIG - Common Global Configuration settings

[1> graymail

Graymail Detection: Disabled

Choose the operation you want to perform:

- SETUP - Configure Graymail.

[1> setup

Would you like to use Graymail Detection? [Y]> y

Would you like to enable automatic updates for Graymail engine? [Y]> y

Graymail Safe Unsubscribe: Disabled
Would you like to use Graymail Safe Unsubscribe? [Y]> y

Graymail Detection and Safe Unsubscribe is now enabled. Please note: The global settings
are recommended only for your DEFAULT mail policy. To configure policy settings, use the
incoming

or outgoing policy page on web interface or the 'policyconfig' command in CLI.

[]> multiscan
IronPort Intelligent Multi-Scan: Disabled

Choose the operation you want to perform:

- SETUP - Edit Intelligent Multi-Scan settings.

[1> setup

IronPort Intelligent Multi-Scan scanning: Disabled

Would you like to use IronPort Intelligent Multi-Scan scanning? [Y]> y

Would you like to enable regional scanning? [N]> n

Intelligent Multi-Scan scanning is now enabled on the system. Please note: you must issue
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the 'policyconfig' command (CLI) or Mail Policies (GUI) to configure
Intelligent Multi-Scan scanning behavior for default and custom Incoming and Outgoing Mail
Policies. This is recommended for your DEFAULT policy.

IronPort Intelligent Multi-Scan: Enabled
[1> globalconfig

Choose the operation you want to perform:
- SETUP - Configure Common Global settings
[1> setup

Increasing the following size settings may result in decreased performance.
Please consult documentation for size recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes,
M for megabytes, or no letters for bytes.)
[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes,
M for megabytes, or no letters for bytes.)
[512K]>

Timeout for Scanning Single Message (in seconds) :
[60]>
[1>

graymailstatus
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mail.example.com> graymailstatus

Component Version Last Updated
Graymail Engine 01.378.53 Never Updated
Graymail Rules 01.378.53#15 Never updated
Graymail Tools 1.0.03 Never updated

graymailupdate

[:BU
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mail.example.com> graymailupdate

Requesting check for new Graymail updates.

incomingrelayconfig

[::BU

ER1ER

{fiffl incomingrelayconfig iy 4 1 LLd I ECEE AN T4k D)6 76 P, S
fENTRAkTIRE, RGP Rak, H A —AATBN, KB .

WA MAAHE R
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Bl BRREARLG - BCEEANPYE

mail3.example.com> incomingrelayconfig

Incoming relays: Disabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your Cisco IronPort appliance determine the sender's
originating IP address.

You should ONLY enable this command if your Cisco IronPort appliance is NOT
directly connected to the Internet as the "first hop" in your email
infrastructure.

You should configure this feature if other MTAs or servers are configured at
your network's perimeter to relay mail to your Cisco IronPort appliance.
Do you want to enable and define incoming relays? [N]> y

Incoming relays: Enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> first-hop
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Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.1

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

11> 1

Within the "Received:" header, enter the special character or string after which to begin

parsing for the originating IP address:

[from]> [

Within the headers, enter the position of the "Received:" header that contains the originating
IP address:

11> 1

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> second-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

[11> 2

Enter the custom header name that contains the originating IP address:

[1> x-Connecting-IP

There are 2 relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 x-Connecting-IP n/a n/a
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slblconfig .

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> delete

1. first-hop: 192.168.1.1

2. second-hop: 192.168.1.2

Enter the number of the entry you wish to delete:
[1]1> 1

Incoming relay "first-hop" deleted.

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[r>

B e & 22 a5 3RS .

Note

ERTER

HALIEE - F

HALEEAE K
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slblconfig import <filename> <ignore invalid entries>|

* filename - W ZIFE NSO AR SCRFRAZAE A1 DG RTC 3 H s
* ignore invalid entries - J& 75 ZMETCRISC H o 1 “J2 (Yes)” 5 “45 (No)” .

#ALIEIE - T

R de & 2 B3RS IZR AP I B A 4% H 3 21 BPE R 5% SCr
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slblconfig export]

M R ¢ AT LT iy B 205K .CSV SCHFORA7 21 /L E H % :

sbl<timestamp><serial number>.csv.

T - AR EFIR/MEIETRFE

Brim s

mail.example.com>

slblconfig

End-User Safelist/Blocklist: Enabled

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.

- EXPORT - Export all entries from the End-User Safelist/Blocklist.

(>
import

Currently available End-User Safelist/Blocklist files:

1. slbl.csv

Choose the file to import from.

[1]1>

1

Do you want to ignore invalid entries? [Y]>

Y

End-User Safelist/Blocklist import has been initiated...

Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.

- EXPORT - Export all entries from the End-User Safelist/Blocklist.

(1>

AHBIE LUR CLI iy %

antivirusconfig
iR
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Fbo BEPCE SRS AR BB R B A ATk AR 4548, 12 [Hupdateconfig, on page 141,

Note

WRIELEHAT systensetup fr 2 MARIAREERZVF AT, WAEE XA antivirusconfig AN, RA LN
BRI, WIS R AT, AE B R 2R oK A2 J3 F Sophos R FE 3 512 .

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Disabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.
[1> setup

Sophos Anti-Virus scanning: Disabled
Would you like to use Sophos Anti-Virus scanning? [Y]> y

(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
[60]> 60

Would you like to enable automatic updates for Sophos engine? [Y] > Y

Sophos Anti-Virus scanning is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for default and custom
Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled
Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.
(1>

~f5l: 7E Sophos B 312 L /5 A StrongPDF

ELLVF B, el UAEH antivirusconfig > poF Fan27E WBLEM 21 Sophos B8 51 % LA
HJ strongPDF 3£l

mail.example.com> antivirusconfig
Choose the operation you want to perform:

- SOPHOS - Configure Sophos Anti-Virus.
- MCAFEE - Configure McAfee Anti-Virus.
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[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos Anti-Virus
engine.

[1> pdf

Currently, clean files that are corrupted because
of 'EOF missing, 'etc. are marked as 'Clean' by the

Sophos Anti-Virus engine.

Do you want to mark a clean file that is corrupted
as clean? [Y]> no

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos Anti-Virus engine.

[r>
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1>

mail.example.com> commit

Please enter some comments describing your changes:

[1>

Do you want to save the current configuration for
rollback? [Y]>

Changes committed: Tue May 12 17:59:55 2020 GMT

a~f5: 7£ Sophos [5f# 25128 22 StrongPDF

&% sE76 |

EWJ%?WJEP, jﬁﬂu'fﬁﬁﬁ antivirusconfig > PDF ?ﬁﬁ/ﬁ\ﬁz EB’#IX_‘I;’%EPE@ SOphOS %ﬁﬁ%l%i%

HJ strongPDF 3£l

mail.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos
Anti-Virus engine.

[1> pdf

Currently, clean files that are corrupted
because of 'EOF missing, 'etc. are marked as

'Unscannable' by the Sophos Anti-Virus engine.

Do you want to mark a clean file that is
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corrupted as clean? [N]> yes
Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos Anti-Virus engine.

[1>

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
(1>

mail.example.com> commit
Please enter some comments describing your
changes:

(1>

Do you want to save the current configurat
for rollback? [Y]>

ion

Changes committed: Tue May 12 18:13:46 2020 GMT

EEM W= IDEFMER

sapms eizass [

AsyncOS 2 FEfit MSPF I 2¢ S48 TR E B 752844 30 (IDE SCIF) IITEAIRZS . SmT LUEH]

antivirusconfig -> detail Far& VXLV E4IME & . 0.

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.
[1> detail

Sophos Anti-Virus:

Product - 3.87

Engine - 2.25.0

Product Date - 01 Nov 2004

Sophos IDEs currently on the system:

'Mkar-E.Ide' Virus Sig. - 23
'Rbot-Sd.Ide' Virus Sig. - 22
'Santy-A.Ide' Virus Sig. - 22
'Bacbanan.Ide' Virus Sig. - 21
'Rbot-Sb.Ide' Virus Sig. - 21
'Rbotry.Ide’ Virus Sig. - 21
'Sdbot-Si.Ide’ Virus Sig. - 20
'Oddbob-A.Ide' Virus Sig. - 19
'Rbot-Rw.Ide' Virus Sig. - 19
'Wortd. Ide' Virus Sig. - 18
'Delf-Jb.Ide’ Virus Sig. - 17
[...command continues...]

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

2004
2004
2004
2004
2004
2004
2004
2004
2004
2004
2004

01l:
19:
06:
18:

14

06:
20:
23:
00:
07:

22

24:
10:
16:
33:
:50:
13:
52:
34:
50:
02:
:32:

02
06
32
58
46
40
04
06
34
44
08

Cisco 2 BRI X Async0S 140 CLI %455 - 6D (M52 [}



o 5270 |
. antivirusstatus

antivirusstatus
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mail3.example.com> antivirusstatus

Choose the operation you want to perform:

- MCAFEE - Display McAfee Anti-Virus version information
- SOPHOS - Display Sophos Anti-Virus version information

[1> sophos
SAV Engine Version 3.85
IDE Serial 2004101801
Engine Update Mon Sep 27 14:21:25 2004
Last IDE Update Mon Oct 18 02:56:48 2004
Last Update Attempt Mon Oct 18 11:11:44 2004
Last Update Success Mon Oct 18 02:56:47 2004
antivirusupdate
e
DT
T EHHEEE Lo

ERER
A A AT R
FEAREPR: Utn & DURAE T SEMUBER F OO . &l R A DL (B, (6
WAL LA
AT 4 Jdr & AR B

]

mail3.example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus
- SOPHOS - Request updates for Sophos Anti-Virus
[1> sophos

Requesting update of virus definitions
mail3.example.com>
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mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP ad dress

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

commitdetail

faiR
R ARSI VR AR B
ERE
AT MAT S ATRE 4R .
FESEE M. Ubar & v T =Mt SR CRESR . 04, THEPD
AL A e AT A SRR AL B A S

T 5

mail3.example.com> commitdetail
Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".
mail3.example.com>
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. clearchanges 5§ clear

clearchanges i clear

STPY
clear MA<xiEM A _FIk & commit BY, clear ir4 5 B (8 A e & 58 24

EMER
B LA AT “RA .
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HEAMER S S oA R AR B 2

ot

mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> y
Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

help. ha?

iR
help M & &AIH BT W HIM CLIM 4, FF A ar 40U R B . 2 help 4, W LAfEfr
APORFFHREEN help BN S (2).
ERER
AT WA RTE PR .
B H: M T H I A Ut GBS, 4l dHEHD .
HEALIR A dham 2 A SR AL B 5

1l

mail3.example.com> help

Displays the list of all available commands.
rollbackconfig

rollbackconfig A VI MR |2 A4S 10 MLEZ —.

EJEED
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mail.example.com> rollbackconfig
Previous Commits:

Committed On User Description
1. Fri May 23 06:53:43 2014 admin new user
2. Fri May 23 06:50:57 2014 admin rollback
3. Fri May 23 05:47:26 2014 admin
4. Fri May 23 05:45:51 2014 admin edit user
Enter the number of the config to revert to.
11> 2
Are you sure you want to roll back the configuration? [N]> y
Reverted to Fri May 23 06:50:57 2014 admin rollback

Do you want to commit this configuration now? [N]> y
Committed the changes successfully

quit. qzkexit

[:BU

ER1ER

451

quit fir % A RSN CLI N HIVER . R TBR M ARSI E e quit fir & A2 5 45
1o RGUFERILRAE H AP B exit 25 [F THEA quit.

B MR R
BRI Mo TP T A SRV SEALEE (B, 2L, TR
AR RS Jir AR R

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

B X HETE

R EELUT CLI 72
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loadconfig

iR
IR A

\)

AN
<

e |

Note (v {4i ] GUI 4 Sz E AN AN FEEE SN ENZE e & . B Ui, 520 ( Cisco %4 M M % AsyncOS

H$EED)

EMER
WAL BT R .
BESEEPRE: S nl P T HEA =M SELBER (RS, 4L, THSERL)
RERER RS B A S R B R

4

5
FEATRIR, BIREE A AR P

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[1]1> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:
[1> loaded new configuration file

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

TER7R E%Eﬁ‘ﬁé\ﬁ*ﬁmﬁ%ﬁﬂﬂﬁiﬁ% G0 37E 25 478\ Control-D LAZE HURE iy 4 o
RIG, fEH “RGBE T ” (System Setup wizard) 5 SCERIA FHLAA TP Hutik DA BRI OG5 B o

E1 %U\Eﬁﬁo

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[11> 1

Paste the configuration file now.

Press CTRL-D on a blank line when done.

[The configuration file is pasted until the end tag
</config>

. Control-D is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> systemsetup

[The system setup wizard is run.]
mail3.example.com> commit

. Cisco Z 2R 4 < Async0S 14.0 CLI 324575 - GD (HEHEBE)



mailconfig

ERER

mailconfig .

Please enter some comments describing your changes:

[1> pasted new configuration file and changed default settings via
systemsetup

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

AR E, AT LRI mailconfig i KIEE & RGR B EHE (NIKIH systemsetup fir
A AT .

AT A ATE L7
PR My AT H TR =R S GRS 24l THERD
AR A S Iy SR AL BAE 5

mail.example.com> mailconfig

Please enter the email address to which you want to send the configuration file.

Separate multiple addresses with commas.

[1> user@example.com

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig command)
2. Encrypt passphrases

3. Plain passphrases

11> 2

The configuration file has been sent to user@example.com.

o C AR BV ATRLYT R IR HBAS LA R L BERS AR 15 (K0 9 45 P AR BT

5l
A\
Note
resetconfig
iR

N7 s A, W BRI DG TR R RSB TN LA fipsconfig fr 2 R, K CEEAE A Plain
passwords %17,

IR SCHE T W) BRAE N, A PTRE A A BRIMETTAR - 1 esetconfig i 4434 T A L B
HoHT BIABCE . i SRR, A AR 1 % B YR ) ﬁxﬁﬂﬁfﬁjﬁfﬂ
BATHI, (EIBAT reseteonfig 14 )5, V7L EHTIER ] CLI J5I81T systemsetup 74 o
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W

2
e

N

Y WRAE DG Ab T B EORAS I, resetconfig dir A 48 4 resetconfig iy 2> 56 ST HREER ¢ B ik
IR FELARTS, BRSPS AT systemsetup v 22 Wik, WHRAE & resetconfig iy 4 2 Hif
MR AEAR 0 LB 45, ™Y resetconfig iy 2 58T, K S5 Bl PR AL Sl A4

B s=nmn
A\
Note
Danger
ERER
451
saveconfig
SEPER

\}

Resetconfig #2245 BB R ) BOABCE, X RESIIT RS CLI sk, 2GR
HSE I 26 B GRS (FTP. Telnet. SSH. HTTP. HTTPS) , & k448 ] userconfig fir 4612
(AR T bk 7o i ATV BRI AR B 7 (Admin) K ER AT 1 A B 1 b R
BB FLPER R CLL H2 ka4 .

RAT: e ATTE IR .

RSB Shar S DURAETH N A . B0 — D RS BN (B, B SR A E
WA EAEH . Bhdy & 5 205 A R S

HACEAS: My S A SR BR

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

resetconfig

Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.

saveconfig T 223 HA ME— SO/ 44 HIIC B SR A2 3 configuration H 5%

Note

WERBEEAL RIS, Wb ar & SRS BRI B . SR SR T L Risf e &, 35
e B U O R
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eams [

PEAT: AT AT R .
PRSI a2 H T =R EAES G, 4. dEAD
HAIBAS: i S AR BAE

FE R IR rf s TR SO P AR B8 T LK 0 %5 O ORA77E configuration 3%

mail.example.com> saveconfig

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig command)
2. Encrypt passphrases

[1]1> 2

File written on machine "mail.example.com" to the location
"/configuration/Cl100V-4232116C4E14C70C4C7F-7898DA3BD955-20140319T050635.xml1".
Configuration saved.

Note

showconfig

[:BU

R

5l

T A, An S BRI O Hh R OB EE N T AT fipsconfig fiv A L BRG] Plain
passwords 217,

showcon£ig T4 H K Y Hi L & 41 B0 £ b 45

AT A ATRE ‘R .
SR e TTHTIA =M GRS, o4l dHED .
HAB S iy A SCRR AL B 2

TR REY, B SR7E CLI F, BlE s immEiEssng.

mail.example.com> showconfig

Choose the passphrase display option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig command)
2. Encrypt passphrases

3. Plain passphrases

[1]1> 2

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">
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B suemcEssEm mEnE

<l--
Product: Cisco C100V Email Security Virtual Appliance
Model Number: C100V
Version: 9.0.0-038
Serial Number: 4232116C4E14C70C4CT7F-7898DA3BD955
Number of CPUs: 2
Memory (MB): 6144
Current Time: Wed Mar 19 05:30:05 2014
-—>
<config>
<l--

R R R IR I I I I b dE b b b b b b b b dh b b b b bk b b b b b b b b b b b h b b b b b h b b b b b b b b b b b b b b b b b b b b b b b b b 3

* Network Configuration *
R R IR I I b IE h b b b h b b b dE b b h b b dh b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i

-->[The remainder of the configuration file is printed to the screen.]

Note

J T MGsR A, WUR BRAEROC rh R EUR A N EF T fipsconfig fr 2 E L, BORGIEAE A Plain
passwords 27 .

15 R 44 ) X B B A0 16 FH S1NER B A IR

* threatfeedconfig , #f 52 UL
* threatfeedstatus , 5% 56 51

* threatfeedupdate , %% 57 71

threatfeedconfig

 fhIk, 252 T

s MEAEDL , 5 53 0T

A - S INANES PR L B 53 0T

I8 - NI SecureX g YRS L 5 54 0T

.

threatfeedconfig’ﬁﬁ4§ﬁﬁﬂ:

o ZEMBAM 5 F s ) ETF 5] 4%,
o LEMRAEM G it B ETF K.
o FEHB AR 56 _FTE B Secure X gk 1w Y. Y5 S5 .
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ERE
R IR R
BEEETE: Mo A nI T O M Y GRS, ML AL -
LIRS AR AL IR .

w5 - B RSN B IR S EE
RGN, TR secup A7 -7EMBPR 24 % L L ETE 514,

mail.example.com> threatfeedconfig

Choose the operation you want to perform:
- SETUP - Configure External Threat Feeds.
- SOURCECONFIG - Configure an external threat feed source.

[1> setup

External Threat Feeds: Enabled

Would you like to use External Threat Feeds? [Y]> yes

Do you want to add a custom header to the message in the case of an External Threat Feeds
Lookup Failure? [N]> yes

Enter the header name:

[X-IronPort-ETF-Lookup-Failure]>

Enter the header content:

[truel>

Choose the operation you want to perform:

- SETUP - Configure External Threat Feeds.

- SOURCECONFIG - Configure an external threat feed source.

(1>

iii1§u :,“7]D54"‘B}§EEU]J_—i*EJ_-
E R A, W LME R sourceconfig TAr 2 EMBAE 22 4 ¢ LR N ETF Kk

mail.example.com > threatfeedconfig

Choose the operation you want to perform:

- SOURCECONFIG - Configure an external threat feed source.
[1> sourceconfig

Choose the operation you want to perform:

- ADD - Add a Source.

- LIST - List out all the sources.

- DETAIL - Get detailed information about a source.

- EDIT - Edit a source.

- SUSPEND - Suspend a source.

- RESUME - Resume a source.

- DELETE - Delete a source.

[1> add

Choose the operation you want to perform:

- POLL URL - Add an external threat feed source using the polling path and collection name.
[1> poll url

Enter a name for the external threat feed source:

[1> test source

Enter a description for the external threat feed source (optional):
[1> test source

Enter the host name for the external threat feed source:
[1> hailataxii.com

Enter the polling path for the external threat feed source:
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[1> /taxii-data

Enter the collection name for the external threat feed source:

[1> guest.Abuse_ch

Enter the polling interval:

The polling interval can be an alphanumeric value that consists of a combination of
minutes, hours, or days followed by 'm','h' or 'd' suffixes. The numeric

values that are not entered with a suffix are considered as minutes by default. The
minimum value is 15 minutes.

[60m]> 30

Enter the age of the threat feed:

The value for the age must be between 1 and 365 days. Enter the age of the threat feed
that you want to fetch from the TAXII server. For example, if the age

is 30 days, the appliance fetches all threat feeds whose age is up to 30 days only.
[301> 20

Enter the time span for each poll segment:

The age of threat feeds for a poll can be split into different poll segments based

on the time span entered.

The minimum time span for a poll segment is 1 day. The maximum time span for a

poll segment is the value entered in the 'Age of Threat Feeds' field.

For example, if the age of the threat feeds is 30 days and the TAXII server has a fixed
limit on

the age of threat feeds (for example, '20 days'), enter the fixed limit, which must be less
than

the age of the threat feeds configured on your appliance.

[30]> 5

Do you want to use HTTPS? [Y]> yes

Enter the polling port:

[443]> 443

Do you want to use a proxy server for the threat feed source? [N]> no

Do you want to configure user credentials for the external threat feed source? [Y]> no
test_source successfully added.

a5 - &0 SecureX B A Ain K2 R SR iR

EU\_F{T@UEP ’ 4§ﬂu’fﬁﬂa threatfeedconfig > sourceconfig ?ﬁﬁ/‘}ﬁtﬂiﬂ#l@jﬁqﬂ/ﬁﬁbﬂ SecureX @Z
B 7
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741 - 5 SecureX gz [

pEL

SecureX Ja il N 5 R 5 iR fY) TAXTL PR VA T AT . HA2, B8 ARk 1 SecureX i i A
S5 2 ] N B RS, A28 SecureX @B NI URL WL 3] LLUF TAXIL K5 %5 .

© WA
* Rl
i e
Blgn: LUNZAE SecureX BN ] Fr QI 71 SecureX BN URL .

<https://private.intel .amp.cisco.comnvctia/feed/feed-d78eleba-cbe6-5
€13-8d47-197h344e41c9lview.ixt?s= e8f3f519-9170-4b76-8b58 bdaObe540ff3>

T AT LK 7R A9 SecureX UM A 5 URL V404 BWUF 2 LU TAXIT SKIH 244
« EH1B - 17 SecureX I N JE URL ) “privateintel .amp.cisco.com” #45

o BIPRIE - 145 SecureX EWH N URL f)
“ [ctia/feed/feed-d78eleba-cheb-5e13-8d47-197b344e41c9lview” F#l77 »

A\

I OEER RSP SecureX B JE URL B “.txt”

T
= 4o

« AR - 5 SecureX WA URL [ “e8f3f519-9170-4b76-8b58-bdaObe540ff3” #4) .

iR EiRoRp], BEATLARCE “ EHAT . “RMERAE” M CRB AR S

mail.example.com > threatfeedconfig

Choose the operation you want to perform:

- SOURCECONFIG - Configure an external threat feed source.
[1> sourceconfig

Choose the operation you want to perform:

- ADD - Add a Source.

- LIST - List out all the sources.

- DETAIL - Get detailed information about a source.
- EDIT - Edit a source.

- SUSPEND - Suspend a source.

- RESUME - Resume a source.

- DELETE - Delete a source.

[1> add

Choose the operation you want to perform:
- POLL URL - Add an external threat feed source using the polling path and collection name.
[1> poll url

Enter a name for the external threat feed source:
[1> securex_ctr_source

Enter a description for the external threat feed source (optional):
[1> SecureX Threat Response source
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Enter the host name for the external threat feed source:
[1> private.intel.amp.cisco.com

Enter the polling path for the external threat feed source:
[1> /ctia/feed/feed-d78eleba-cbe6-5e13-8d47-197b344e41c9/view

Enter the collection name for the external threat feed source:
[1> e8£3£519-9170-4b76-8b58-bdal0be540£f£3

Enter the polling interval:

The polling interval can be an alphanumeric value that consists of a combination of
minutes, hours, or days followed by 'm','h' or 'd' suffixes. The numeric

values that are not entered with a suffix are considered as minutes by default. The
minimum value is 15 minutes.

[60m]>

Enter the age of the threat feed:

The value for the age must be between 1 and 365 days. Enter the age of the threat feed
that you want to fetch from the TAXII server. For example, if the age

is 30 days, the appliance fetches all threat feeds whose age is up to 30 days only.
[30]>

Enter the time span for each poll segment:

The age of threat feeds for a poll can be split into different poll segments based

on the time span entered.

The minimum time span for a poll segment is 1 day. The maximum time span for a

poll segment is the value entered in the 'Age of Threat Feeds' field.

For example, if the age of the threat feeds is 30 days and the TAXII server has a fixed
limit on

the age of threat feeds (for example, '20 days'), enter the fixed limit, which must be less
than

the age of the threat feeds configured on your appliance.

[30]>

Do you want to use HTTPS? [Y]> yes

Enter the polling port:

[443]> 443

Do you want to use a proxy server for the threat feed source? [N]> no

Do you want to configure user credentials for the external threat feed source? [Y]> no

securex ctr source successfully added.

threatfeedstatus

o Jiik, 356 7T
o RN, 57T
o I - B AN ISR S BRI S TR, 5 57 L

threatfeedstatus fﬁé%TE{‘\‘ ETF %]%E‘Jﬁﬁﬁﬁ&i‘o
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(R
R%: LA ATE R .
BEEETE: Mo A nI T O M Y GRS, ML AL -
SNBSS S oA R AR IR .

w5 - EFHINEREANIE 5 22 H) X BT RR A
LRI, TLAME A threatfeedstatus Ay A ETF 513 4 HT A .

mail.example.com> threatfeedstatus
Component Version Last Updated
External ThreatFeeds 1.0.0-0000001 2 Jul 2018 04:22 (GMT +00:00)

threatfeedupdate
* ik, 5557 W
- MEFIREL , 8 57
« R - TR RSN 5 57

threatfeedupdate Tij AT Fsh 5 H ETF 5%,
ERFER
B WA SARE IR
T =R EHUR R (BB, 4, TR
HEALIB A S AT A SR AL #A% K
T~ - FonEFHINERE IR S| ZE
e N RE, ATLMEH threatfeedupdate T2 T3 08 ETF 5%,

mail.example.com > threatfeedupdate

Requesting check for new External Threat Feeds updates.

AUHEELUT CLI i
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I8l
. clusterconfig

clusterconfig

sk
RS
clusterconfig iy THECEEMCHIIBE . WAHRILTHENIA LR —B%, 21T clusterconfig
Bl AR, SN AR A @ p A .
clusterconfig iy 2 FEHL I INT T 4
EREDS
MIEALEREER, LN A .

* clusterconfig new <name> - XK FH 25 € 1 A AR QI EUHT I RF AR o b h BN LK 2 U EAR I i R 44
4 “Main Group” FIERIARFARZH I AR 5

<name> - PIHFEHIZFR.

.

clusterconfig join [--port=xx] <ip_of remote_cluster>
[<admin_password>]<groupname> - X234 I v S LA In B HEAR .

Horp:

<ip_of remote_cluster> - FEHE 1 53— G ALK IP Hidik.
<admin_password > - #FEER A B 1A G . R

WL CCS A, WA NS E 3 0 o
<groupname> - F NI I 44 B o

<port> - FLHERLI RV ML G CERIA 22) &

* clusterconfig prepjoin print
BOR WoRHER I L CCS iy FURE G TSI LI AR T f5 (45 6L
HEHS
MIEAERFEE TN, BN AT

* clusterconfig addgroup <groupname> - G @B FIFFAELL . SLAL B BA I
* clusterconfig renamegroup <old_groupname> <new_groupname> - 5 ({URESE L (1) 44 FK

* clusterconfig deletegroup <groupname> [new_groupname] - JHFREFEEZH .
<groupname> - SR P HEAEZH 1K) 44 5
<new_groupname> - ELRFIHFEALAH h (K v SN L (R B AR 4

* clusterconfig setgroup <machinename> <groupname> - %'# () FEATHEHUTEIAL.
<machinename > - £ [ THE LI A FR
<groupname> - LT FHLBCE B H 4
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* clusterconfig removemachine <machinename> - M\FEEE MBI 5AL .

* clusterconfig setname <name> - Kf- 4 [ 44 Bk 5 SO 48 2 4K

* clusterconfig list - B RHFEE A 47T A BT HEAL.

* clusterconfig connstatus - &7~ A 4 {T T R TESEHL, 0 Wr TR oF TN LIS I e s
B

* clusterconfig disconnect <machinename> - 7y 2 23 I IR U HEATLAAEER Th BT T .
<machinename> - B Wi T IERZ KV SLHLIK A4 5K o

* clusterconfig reconnect <machinename> - XK <k 4l “ disconnect” iy & Wi 1452 1V LIKT %
o

* clusterconfig prepjoin new <serial number> <hostname> <user key> - K2 IN—ANH EHL, 1%

B EHUKE R CCSport AR .

<serial_number> - ZL I ITHEHLE 55

<hostname> - SN A THEALR) EHLA -

<user_key> - 5k H ALK “prepjoin print” ir-4-ff) SSH I/ #41.

* clusterconfig prepjoin delete <serial number|hostname> - X ATy 22 MIER LLATIE L “prepjoin new”
A48 NI L. WERER G YOE AR INZ N, WA FFEA X176 4. aFEHL
PRIV INBEAEIT,  25 F B MMBR & 1) prepjoin {57 & .
EAIE
PR M A ATRE L
R B e A BRAE AR M AT H .
LIRS iy A SCRAAL FAS A

15l
A K clusterconfig iy 2 X IATH B, W55 ( Cisco A MEAE M S AsyncOS I F8FGD -

BrEE & <
AR E AT CLE A1
dipstatus

K DLP 513 RRAE B

\}

Note .p\Ziiiifi it GUI " /) DLP 42 )5 & (Global Settings) WL 'E DLP 7, 4 feffifl] dlpstatus 4.
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ERER
B M SRR B .
Aul DU TR rdlsatHhsA .
HEACER A S i S A SR AR B AS .

15
mail.example.com> dlpstatus

Component Version Last Updated
DLP Engine 3.0.2.31 Never updated

dipupdate

Ik
T DLP 5%,

)

e

5

=

z56 |

Note .pAJiiifi ik GUI ") DLP 42 )5 % & (Global Settings) TUEL'E DLP 5, 4 feffi/f] dlpupdate 4 .

EHIE
Br: WAAREHE R .
BEAEATEL. UL 4 T DU FREE . AL BN
HAMEGS: i S SRR,
HEALFRAE S
B AT K DU FU T 5, dipupdate ir & (RHLALEE RS 2% U2 203 ) 5 37 DLP 3],

dlpupdate [force]

]l

mail.example.com> dlpupdate

Checking for available updates. This may take a few seconds..

Could not check for available updates. Please check your Network and Service Updates settings

and retry.
Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.
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[1> setup

Automatic updates for DLP are disabled

Do you wish to enable automatic updates for DLP Engine? [N]> y
Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.

(1>

RIS

R EELUT CLI g2

domainrepconfig

f:pu

R

et

domalnrepconflq[m‘zﬁﬁﬁ:ﬁUi_rKWU&FﬁU%%

BIEEIE: M TH T Ak ENEE SR o4l HEND
AR A S Iar S R . B RIEGE R, BG4 help domainrepconfig K2 [ Bk

FE R ARG, FTLMEH] domainrepcontig fit & QUGS 15E

mail.example.com> domainrepconfig

Would you like to configure an exception list for Sender Domain Reputation and
External Threat Feeds functionality? [N]> yes

Select the domain only address list to to be used for Sender Domain Reputation
and External Threat Feeds functionality

1. addr_list

[11> 1
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S/MIME %2 £ R 5%

S/MIME & £ BR %%

smimeconfig

ik
il & S/MIME ¥ '&, Blunkidnt & cfl. SR ALEHE,

(EIENEY
B IEA AT PR
BEEVEL: o & i T M SR CRES, ML, SHEERL) -
HEALFE A &: U /RS2 REEAR TR X

451

- REEE X HLUERITERFME
PAR - B il 1) S/MIME U A A TE &S0, DU REAT 4% R i -«

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> sending

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> new

Enter a name for this profile:

> hr_sign_and encrypt

1. Encrypt

2. Sign

3. Sign/Encrypt

4. Triple

Enter S/MIME mode:
[2]1> 3

1. smime_ signing

Select S/MIME certificate to sign:
(11>

1. Detached

2. Opaque

Enter S/MIME sign mode:

(11>
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1. Bounce

2. Drop

3. Split

Enter S/MIME action:

[11> 3

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> print

S/MIME Sending Profiles

Name Certificate S/MIME Mode Sign Mode Action

hr sign_a smime_signing Sign/Encrypt Detached Split

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

1>

IAELFAUMERITINE
TR R T an A s e L SIMIME UE 45 ) 2 SR AR N 3 WRAE M e H DU R 2R I o

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.

[1> verification

Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.
[1> new

Enter a name for this profile:

> hr signing

1. Import

2. Paste

Choose one of the options for the certificate introducing:
21>

Paste public certificate in PEM format (end with '.'):

MIIDADCCAlygAwIBAgIBDTANBgkghkiGO9wOBAQUFADCB1JELMAKGALIUEBhMCSU4x
CzAJBgNVBAg. . .

C=IN, ST=KA,L=BN, 0=Cisco,OU=stg,CN=cert for enc,emailAddress=admin@example.com
Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- EDIT - Edit a S/MIME Public Key.

- RENAME - Rename a S/MIME Public Key.

- DELETE - Delete a S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.
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- EXPORT - Export the list of S/MIME Public Keys to a file.
- PRINT - Display S/MIME Public Keys.

[1> print

S/MIME Public Keys

Name Emails Domains Remaining
hr signin admin@vm30bsd0008.1ibga dns.vm30bsd0008.ibga 145 days

R EELUT CLI g2

domainkeysconfig

[:pu

ER1ER

\)

fic & DomainKeys/DKIM 32 $f o

A AT A
BESERF R en & T TR = SRR . 4L, ST
AL AL B SR EL

Note

N T R, A PR RSOGO RRUE O N CAE FIPS BN R, R Bk E B/, W
FARE G AT, W] DU A DUAT (R AL s A OB AL B

LB - ERBENXH

domainkeysconfig i 4 IRITLAL BEAS AT DL T . S B8 N R 25 44 T S0
* ¥5 N DomainKeys/DKIM 25 44 il & SCAY:

domainkeysconfig profiles signing new <name> <type> <domain> <selector> <user-list>
[options]

Table 1: domainkeysconfig i X BB B XS4

2% i AR

< 4> I E SR AA R

<type> BRi2EA. TELZ dk B dkim.

<domain> SC B SO R T B X TB R T I IS A d R

[ Cisco B4R % Async0S 14.0 CLI 5% 45/ - GD (EMEBB)
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2% 15 AR
<selector> BB SR £ 7B IXTB R T P14 1 s Arid

<user-list>

L5 I3 b (R BSO8R R S Pt VRS, DU i R e S
SRS

PERARAZ T M. AR OB T all TLRCHTH B0 7

[options]

--key_name FIF2:44 MRV K 40 R o

--canon 1H DK 244 N ZAE H RO 5% . H TSR 5754 simple AT nofws. ERIA
A nofws.

--body canon | 4y DKIM %5 44 I B4 (9 I SO E . H TSR SE7LAT simple Fl relaxed.

ERINA simple.

--header canon

1 1 DKIM 25 44 248 F (A5 Sk e k. H AT SCRE 54T simple Fl relaxed.
BRINA simple.

--body length

AT W2 BREA IE SO 71 8. AU T DKIM BB SR dn A,
BEAE RN A4 1 L hRIC. BRIAEOL T, AMETT IR

--headers_select

i W B R A4 A5 Sk o AU T DKIM BCE SCHH . nIfRESE all. standard.
standard_and_custom Z—. all Z/_¥E AR LML k. "standard" FoR2EE
T SR H AT 2, B R WAL KIE B MIME 15 3k%5 .
standard_and_custom 7358 E W WAF AT e IR k4l . BRIACH standard.

--custom_headers

BRI XAAE k. Wi headers_select 4 standard and_custom, WA H
DKIM e & 3 Fd . BRI 4.

--1i_tag

T 2R AR AR RIS . ATRERIE RS yes B no. BRIAEN yes.

--agent identity

B4 ISR AR F P SRR B 3 o IV R E RSl A AT LA A
H sy BeHbhi (IR 43 B <domain> () I Ek A Al 4 o BEIETANAE i tag
HE N yes WA TG« ERUE N 251 local-part, J5#{ @ 1 <domain>.

--q_tag e K q FRid IR RIZEAH. WTREMIMEELHS yes X no. BRIME A yes.
--t_tag 2R AR D BRI . T REIIE RS yes 5 no. BRIMEN yes.
--X_tag f e 2 K x FRIC L FERIZE A . WTREMIMEELHS yes X no. BRIME N yes.

-expiration_time

AP BT B, AUT T DKIM BEE SO E . BB RN 24 1K x At FRidZ
I ZE ST o ANAE --x_tag {H B BN yes I IIETIA G M o ERINE N 31536000 F8 (—
F) .

--Z_tag

e 2k z brid BHE R F . ATRE(EALEE yes B no. ERIAMEN no.

© SR 24 E B AT
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domainkeysconfig profiles signing edit <name> [signing-profile-options]

8640 WL B SRR

rename <name>

domain <domain>

.

selector <selector>

canonicalization <canon>

canonicalization <header canon> <body canon>

key <key name>
bodylength <body length>

headerselect <header select>

.

customheaders <custom_headers>

itag <i_tag> [<agent identity>]

qtag <q_tag>
ttag <t_tag>

xtag <x_tag> [<expiration_time>]

ztag <z tag>

.

new <user-list>

delete <user-list>
* print
* clear

MR 25 4 e S0

domainkeysconfig profiles signing delete <name>|

ITN W LIS

domainkeysconfig profiles signing list

T ENZE A4 e B SCAF IR

domainkeysconfig profiles signing print <name>|

3

DA 25 44 T S A

domainkeysconfig profiles signing test <name>|

AR E S A B AR

domainkeysconfig profiles signing import <filename>|
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o I HIBA 19 5 5 H 25 44 TE B SO AR RAR

domainkeysconfig profiles signing export <filename>|

AN HISAPE 98 S A 5 285 42 T S PR AR

domainkeysconfig profiles signing clear

HEALIBAE S - G IEAC & XA
o B E5H Y DKIM 564k i & S0 f:.

domainkeysconfig profiles verification new <name> <verification-profile-options>|

Table 2: domainkeysconfig 35 iF B¢ B ST 1410

S AR

--name DKIM I6F e & SCAE I Z R o

--min_key_size AT N . WTREM S P (DA AT S 512, 768,
1024, 1536 12048, BRIME A 512,

--max_key_size AT MR K H . PTRER S (AL A7) A 512, 768
1024, 1536 F12048. ERIME K 2048,

--max_signatures_num A A LG AIE (P B R S 5 . A RE M AT A IE 2. BRIAEN 5.

--key_query_timeout SHA W I AT AL AT REMI(E AT IES . BRE N 10,

--max_systemtime_divergence | Z5XVF & A4F N S5 AE N KB b A 22 R B, v RE IR AT IE £
BRINE N 60,

--use_body_length R IE K ESE . TREMIME LTS yes B no. ERIAE N yes.

--tempfail_action E I B A5 (5 4 R NSRS SMITP #8848 . ] E KMl accept BX

reject. BRIAME A accept.

--tempfail_response_code FE B NS BE IS D0 T, AR LRI ) SMTP Wi WACAS . AT REHIE
N AXX M. BOAME N 451,

--tempfail_response_text LEH B NS R OL R, BB SMTP Wi B SCA . BRIME A

#4.7.5 Unable to verify signature - key server unavailable.

--permfail_action 75 H IR B BRI L R SMTP #5:4E . 1T B Y accept B4,
reject. ERUE N accept.
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--permfail_response_code 10 IR A MBS (00T, BB 48 A () SMTP Wi SARD . 1] B fRE
3 SXX A& BT . BRAE A 5500

--permfail_response_text FEH IR AR RO, AR AL (¥ SMTP Wi . SCA . BRINEH
#5.7.5, DKIM unauthenticated mail is prohibited.

G A 0 AR TN DA

domainkeysconfig profiles verification edit <name> <verification-profile-options>|

3

T 56 U I B S A

domainkeysconfig profiles verification delete <name>|

T EVDUAT B C B SCAF PR £

domainkeysconfig profiles verification print <name>|

BRI KA E S8R

domainkeysconfig profiles verification list

MAS I S-S AN SR IE e B S

domainkeysconfig profiles verification import <filename>|

M]3

domainkeysconfig profiles verification export <filename>|

3

MCHISPET 7 MR AT BRAT B0k i S

domainkeysconfig profiles verification clear]

BN - T2 EHH
- QIR %

domainkeysconfig keys new <key name> <key-options>|
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Table 3: domainkeysconfig % 2 25 48 1% 10

2% $iAA

--generate_key | AAE] . ATREMIBRIK I (LA M B8AE) Ol 5120 768, 1024, 1536 Al 2048,
--use_key PR AL FAE

--public_key | kxic AEHE S5 e AAEI VS A L3 B EFT BV it B B s . Wi s dR e
--generate_key, WPKiAGZEBGBAAEH, A1 BoRVCHC A JLa4A

domainkeysconfig keys edit <key name> key <key-options>|

* Hor 44 IAT R A Y

domainkeysconfig keys edit <key name> rename <key name>|

s fRENH:

domainkeysconfig keys publickey <key name>|

* MR

domainkeysconfig keys delete <key name>

BRI A E VI

domainkeysconfig keys list]

3

R RIR €L I A

domainkeysconfig keys print <key name>|

WA TSP N4 %]

domainkeysconfig keys import <filename>|

MR 5 3 H 25 42 4

domainkeysconfig keys export <filename>|

MR AR TR BT AT 25 4 2
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domainkeysconfig keys clear]

EASEEXH
» RIS 4

domainkeysconfig search <search text>|

#aEEN - 2/HRE

=15

\

oy WIS 5 b PR /DKM A8 X4 Jay I L

domainkeysconfig setup <setup options>|

A AR T -

* —-sign_generated_msgs - HE & 0 RGAE AN 4 . AT BERIEAHE yes 5L no.

i CLI Bt & g 2% $H

1§ CLI ) domainkeysconfig fir &It & &

(7 HAE 9 5 L Fr el £ o

w%: sETH |

fn

domainkeysconfig fiv % AT HB SR BE -> 4R vl FIPT A iRt A AR s 1 385 41

DNS TXT idx M hfg. A RAEMRGEE] DNS TXT idx 4R B, 1§55

DNS TXT itl3%, on page 73,

FEAIRGI, R, JF AR & ST

mail3.example.com> domainkeysconfig
Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 0
Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes
Choose the operation you want to perform:
- PROFILES - Manage domain profiles.
- KEYS - Manage signing keys.
- SETUP - Change global settings.
- SEARCH - Search for domain profile or key.
[1> keys
No signing keys are defined.
Choose the operation you want to perform:
- NEW - Create a new signing key.
- IMPORT - Import signing keys from a file.
[1> new
Enter a name for this signing key:
[1> testkey
Generate a private key
Enter an existing key

1>

512
768

. Cisco Z 2R 4 < Async0S 14.0 CLI 324575 - GD (HEHEBE)

1.
2.
[1
Enter the size (in bits) of this signing key:
1.
2.
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3. 1024
4. 1536
5. 2048
[31>

New key "testkey" created.

There are currently 1 signing keys defined.
Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.

- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.
- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

1>

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

No domain profiles are defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.
[1> new

Enter a name for this domain profile:

[1> Example

Enter type of domain profile:

1. dk
2. dkim
[21>

The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the " domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in
email headers with the additional provision that they cannot contain a

"

" "

"

semicolon. This value becomes the "s" tag of the DomainKeys
Signature.

Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation. If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time

4. Select existing key
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[11> 4

Enter the name or number of a signing key.

1. testkey

[11>

The canonicalization algorithm is the method by which the headers and

content are prepared for presentation to the signing algorithm.

Possible choices are "simple" and "relaxed".

Select canonicalization algorithm for body:

1. simple

2. relaxed

11> 1

How would you like to sign headers:

1. Sign all existing, non-repeatable headers (except Return-Path header).

2. Sign "well-known" headers (Date, Subject, From, To, Cc, Reply-To, Message-ID, Sender,

MIME headers) .

3. Sign "well-known" headers plus a custom list of headers.

[2]1>

Body length is a number of bytes of the message body to sign.

This value becomes the "1" tag of the signature.

Which body length option would you like to use?

1. Whole body implied. No further message modification is possible.

2. Whole body auto-determined. Appending content is possible.

3. Specify a body length.

[11>

Would you like to fine-tune which tags should be used in the

DKIM Signature? (yes/no) [N]>

Finish by entering profile users. The following types of entries are

allowed:

- Email address entries such as "Jjoe@example.com".

- Domain entries such as "example.com".

- Partial domain entries such as ".example.com". For example, a partial
domain of ".example.com" will match "sales.example.com". This
sort of entry will not match the root domain ("example.com").

- Leave blank to match all domain users.

Enter user for this signing profile:

[1> sales.example.com

Do you want to add another user? [N]>

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

1>
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mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

There are currently 1 domain profiles defined.
Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.
1. Example

[11>
The answers to the following questions will be used to construct DKIM text
record for DNS. It can be used to publish information about this profile.

Do you wish to constrain the local part of the signing identities

("i=" tag of "DKIM-Signature" header field) associated with this

domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no
interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing DKIM and
that unverified email must not be treated differently from verified email.
Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>

The DKIM DNS TXT record is:

test. domainkey.example.com. IN TXT "v=DKIMIL;
p=MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCB1QKBgQDX5d0G9J8rXreA/uPtYr51rCTCqR+gqlS5Gm
1£00p1AZSUBZBVONxZSNr+se0T-+K mYDPOE SUHyWaOvO+HkCeum7 £FR ) S3EOF 99T o TdHSvZOCKp/w hd) Py 3q6PSgIVEquO6v IESKSUL 7TCHDFOKvIUIMISY Sshu2
zmm9rKAHSm7FwIDAQAR; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

Choose the operation you want to perform:
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- SIGNING - Manage signing profiles.
- VERIFICATION - Manage verification profiles.

(1>

Number of DK/DKIM Signing Profiles:

Number of Signing Keys: 1

1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages:

Yes

Choose the operation you want to perform:
- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.
- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

(1>

DMARC % E

AFBAIE LR CLI fir %
dmarcconfig

[:pu

il E WAAS W8

ER1ER

FAT: A “IRAL” .
iRes

RSB Shar & T T =R SR GRESR. 4. WHEPD .

AL P A B & SCRAE AR HRS 5.

#LabrE4E X - DMARC 36 EBC & XX 14

dmarcconfig [FJ4EAL RS A nT LU T 4

IIJ\\ j]l] DMARC q_L 1IEEE§I1¢

2 e o M SR O UE I B SO B e R i

dmarcconfig profiles new <name> [options]

--rejectpolicy action

S AR
<g 47> DMARC [t & U4 FR
[options]

2 DMARC i3 I 508 4 reject B, AsyncOS A2 HX [ I
HE. TREMIMEA “reject” «  “quarantine” BY “none”

--rejectpolicy response code

BAE AR LR SMTP Wi A . BRINE ) 550,
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1L FA

--rejectpolicy response_text

WeAR LA ) SMTP W SCA . ERIMES “#5.7.1 DMARC

unauthenticated mail is prohibited” -

--rejectpolicy quarantine

AT DMARC K 31F 1) BB A B 51X o

--quarantinepolicy action

24 DMARC it 5% ) 5l 24 quarantine B,  AsyncOS AZICRHL
FINRA4AE . AT BERIMEN “quarantine” BY “none” .

--quarantinepolicy quarantine

KBt DMARC 56 3F ) MR AF B B 251X

--tempfail action

T DMARC 5 uF #1) 5 3500 i s R (0 B4, AsyncOS 44
DRIP4 . PTREMME A “accept” Bl “reject” o

--tempfail_response code

L6 H DI I SO R 0 R, R 28 S () SMITP 1 AR AL
BRIANE N 451,

--tempfail_response text

FE B RSB AR DL R, BB ZEIEAE K] SMTP i 3 SCA
BUMEA “#4.7.1 Unable to perform DMARC verification” .

--permfail action

XFF7E DMARC 5 Uk #10) 5 80K A S B4, AsyncOS 44
ORI 3 . W REMGMECA “accept” BR “reject” o

--permfail response code

FEH LK AR LR, AR L B () SMTP i AR A
BRIAE N 550,

--permfail response text

FEHBUK A BRI DL BB RIS E) SMTP Wi N SCA o

ERINEHN  “#5.7.1 DMARC verification failed”

%% DMARC 30 iEFECE >0 4

dmarcconfig profiles edit <name> [options]

% DMARC 353 Bt & 324

dmarcconfig profiles delete <name>

MIp&Er A DMARC & EBL & X5

dmarcconfig profiles clear

&% DMARC 15EBC B R RE R

dmarcconfig profiles print <name>

S DMARC 3 3EFC & 4

dmarcconfig profiles export <filename>
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dmarcconfig profiles import <filename>

BFRE/IEE
dmarcconfig setup [options]
JEI ik
--report_schedule 1B 75 AsyncOS £ DMARC 2B 5 O TH]
--€ITor_reports W15 DMARC VS 3R 45 K/ 10 MB 24 it DMARC id 5%/ RUA
Frac R E RN, WIS ) el B A 3 R AR B 1 i 75
--org_name " DMARC ISR 1Sk . AR A
--contact_info WS E] DMARC VSRS I3k B A3 3 A5 B2 5 AR e ot 117 S ARG
Z, WHRETERIMECRGEE, B, BN ME P SCREaE
Ko
--copy_reports F4 5 DMARC ISR 5 M RIA R IZEBIR e -, flan, SEiak
HEPAT TN B . AN AR s Al CHiES 4
B .
--bypass_addresslist PRk ok Ay AN (HbtEFIZR) BB DMARC %k
Note AT DA A e 2 s s bk B gt i) bk 51 26
--bypass_headers TSRk P BRIk DMARC 364F. #dn, 1t
TR TGS SR 1 2 MR A 51 3R A AT e e 2% BB A48 1k DMARC B64F o
HIN—M5 LB E S A MR 2 M5 ko
151

LUR 7Rl JEos 7 il 5 B DMARC S5 IEC #2501 F 44 DMARC $oiik o & SCF IR 42 R B

mail.example.com> dmarcconfig
Number of DMARC Verification Profiles: 1
Daily report generation time is: 00:00

Error reports enabled: No
Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> profiles

There are currently 1 DMARC verification profiles defined.
Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.
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- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1> new

Enter the name of the new DMARC verification profile:

[1> dmarc_ver profile 1

Select the message action when the policy in DMARC record is reject:

1. No Action

2. Quarantine the message

3. Reject the message

[31> 1

Select the message action when the policy in DMARC record is quarantine:
1. No Action

2. Quarantine the message

[2]1> 2

Select the quarantine for messages that fail DMARC verification (when the DMARC policy is
quarantine) .

1. Policy

[11> 1

What SMTP action should be taken in case of temporary failure?

1. Accept

2. Reject

11> 2

Enter the SMTP response code for rejected messages in case of temporary failure.
[451]>

Enter the SMTP response text for rejected messages in case of temporary failure. Type DEFAULT
to use the default response text

'#4.7.1 Unable to perform

DMARC verification.'

[#4.7.1 Unable to perform DMARC verification.]>

What SMTP action should be taken in case of permanent failure?

1. Accept

2. Reject

11> 2

Enter the SMTP response code for rejected messages in case of permanent failure.
[550]>

Enter the SMTP response text for rejected messages in case of permanent failure. Type DEFAULT
to use the default response text

'#4.7.1 Unable to perform

DMARC verification.'

[#5.7.1 DMARC verification failed.]>

There are currently 2 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: None Specified

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> setup
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Would you like to modify DMARC report settings? (Yes/No) [N]> y

Enter the time of day to generate aggregate feedback reports. Use 24-hour format (HH:MM).
[00:00]>

Would you like to send DMARC error reports? (Yes/No) [N]> y

Enter the entity name responsible for report generation. This is added to the DMARC aggregate
reports.

[1> example.com

Enter additional contact information to be added to DMARC aggregate reports. This could be
an email address,

URL of a website with additional help, a phone number etc.

[1> http://dmarc.example.com

Would you like to send a copy of all aggregate reports? (Yes/No) [N]>

Would you like to bypass DMARC verification for an addresslist? (Yes/No) [N]>

Would you like to bypass DMARC verification for specific header fields? (Yes/No) [N]> y

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

[1> add

Enter the header field name

[1> List-Unsubscribe

DMARC verification is configured to bypass DMARC verification for messages containing the
following header fields.

1. List-Unsubscribe

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

- REMOVE - Remove a header field from the list.

[1> add
Enter the header field name
[1> List-ID

DMARC verification is configured to bypass DMARC verification for messages containing the
following header fields.

1. List-Unsubscribe

2. List-ID

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

- REMOVE - Remove a header field from the list.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: Yes

Reports sent on behalf of: example.com

Contact details for reports: http://dmarc.example.com

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: List-Unsubscribe, List-ID
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[r>

REEELUT CLI ip 4

fE DNS 45525 LA kic %
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R
BA: WA ATE R
BRSSPI FHA <A SERLBI (R, ML, HSERD
AL AL B4 SR EL A

HEALIEAR
dig -4 I RS S8 1T LU FAITA 48 CLI fr & I Thk.
« 7& DNS JI%% 3% - A4k i

dig [options] [@<dns ip>] [gtype] <hostname>|

3

1t DNS Jle g5 ds_EONHRE 1P kAT e 1) 75 4k

dig -x <reverse ip> [options] [@<dns ip>]

N dig i AL BEMS URT S A%

-s <source_ip> Specify the source IP address.

-t Make query over TCP.

-u Make query over UDP (default).

dns_ip - Query the DNS server at this IP address.

gtype - Query type: A, PTR, CNAME, MX, SOA, NS, TXT.

hostname - Record that user want to look up.

reverse ip - Reverse lookup IP address.

dns ip - Query the DNS server at this IP address.

Ll
LR ORI s AT B DNS 452

mail.com> dig @111.111.111.111 example.com MX
; <<>> DiG 9.4.3-P2 <<>> @111.111.111.111 example.com MX

; (1 server found)
;7 global options: printcmd
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B 77 wirscss DNSSEC & DNS BR25 5260 TLSA 123

\}

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 3
;7 QUESTION SECTION:

;example.com. IN MX

;; ANSWER SECTION:

mexample.com. 10800 IN MX 10 mexample.com.

;; AUTHORITY SECTION:

example.com. 10800 IN NS test.example.com.
;; ADDITIONAL SECTION:

example.com. 10800 IN A 111.111.111.111

example.com. 10800 IN AAAA 2620:101:2004:4201::bd

example.com. 300 IN A 111.111.111.111

;7 Query time: 6 msec

;7 SERVER: 10.92.144.4#53(10.92.144.4)
;7 WHEN: Fri Dec 9 23:37:42 2011

;; MSG SIZE rcvd: 143

Note

TSR AT e A A I R WA FR 52 DNS ARZS %%, W dig fiv 443 id i Authority A1 Additional 545 1)
IEES

5. BGUESZ#F DNSSEC B9 DNS AR 55 258Y TLSA 12 3%

PUR 780K {2 36 E TLSA id .

mail.example.com> dig

Enter the host or IP address to look up.
[1> example.com

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,otherwise the pointer to other
information

7. SOA the domain's "start-of-authority" information
8. TLSA TLSA Record

9. TXT the text information

[1]1> 8

Which interface do you want to query from?

1. Auto
2. Management
[1]> 2

Please enter the host or IP address of DNS server.

Leave the entry blank to use the default server.

Important! To perform DNSSEC queries, enter the host or IP address of the DNS Server
supporting DNSSEC.

[1> 8.8.8.8

Do you want to make query over TCP? [N]>
Do you want to make a query over DNSSEC? [N]> Y

Please enter DNS key file path.
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Leave the entry blank to use t

(1>

;; RRset to chase:
dane-esa.com. 3562

;7 RRSIG of the RRset to chase:

dane-esa.com. 3562
43860 dane-esa.com.
K+t0W9aOgDMvxytXfkrms+IEUbK1Ct
XwQS5HUSWuQaC9MLyCA5Zn/AX1bzKA7
nuksUrLKsM6uYmR73DDM/bCC8n08w6

dnsconfig .
he default root keys
IN MX 10 mxl.dane-esa.com.
IN RRSIG MX 7 2 3600 20181028045140 20180928045140

9XB5mBCCb3bHryvHs0cU6XPxTJ
tGtnab0g3CmVKhhRXnIJ+jJht6
nGeGg476mmNgETXAPfgSvVHNuUPp

DSquCG3nNfm8iE9XNG8jCKRPcKhWjROCc/vmK6ZzuzFKCtT4QA/L5AN0wW

zf£2gxRIQ0mj3w8WQdz9eFAw5e0LFa5
94xhgF1sWWKAC6wpoT64D00000u5Ts

it % DNS i

RAT: e PR .

REARAE . i %

4

oR571983ityJrQL4pjF17bwKNw
KxHgSEwEat1OMIMOGHMniCuJdcA K3seyQ==

AT AT =M EURGE GRS 224l TN .

AL PG 2. B & SCRAE AR PR 5.

dnsconfig iy 4 AL ARG T DU T T4 48 CLI dn 2 (W A Dh k.
* fiCE DNS DU A4 FR R 55 2 2247

dnsconfig parent new <ns_ ip> <priority>

i

%

#:

* <ns 1p> /‘éf/\ &R%EE/] IP #uhil-. U\JE; \|:< %/\ IP il

« <priority> - Ik 4 H (1115622
W A b 44 IR 5 01+

.

dnsconfig parent delete <ns_ip>|

Fic 45 H DNS 2245 H T4 2

0

dnsconfig alt new <domains> <ns_ip>|
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W

5
e

N

B =

A\

Note -t fif Fil ELIR AR 44 B IR S5 A I, TEVEAE T .

(i 38

e <ns_ip> - BRMRSSEEH 1P Hudik. LUE -S43/ 1P Hulik.
* <domains> - 3= 5 43 @ 431 K .

* IR 22 481 45 1 DNS 2247«

dnsconfig alt delete <domain>|

* C . DNS LU ELIR P AR 44 Bk e 55 4«

dnsconfig roots new <ns_domain> <ns_name> <ns_1ip>|

YRR S A S H
* <ns_domain> - %45 75 [1)35k .
* <ns_name> - LRSS EHIZLFR.
* <ns_ip> - ZAFRIRSS AR 1) 1P Huhik

A\

Note iy DL iod 41 5 124811 46 FH 44 Bk IR 451 7 o S0 s 4

o TR 44 PR 55 4% -

dnsconfig roots delete <ns _domain> [ns name]

Note  YyfihRRA, WiSRAHG T ns_name, JUPEEMHIBR ZIR 0 BT 44 R IR 25 2% o

* JERITA DNS BB IR R SE A SHC E N A8 LI R 55 5% -

dnsconfig roots

W8T DNS % & .

dnsconfig printj

1
AN 0 DNS IS5 26 7 98 LA T4
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* EHLA
o IP Hhhik
o (A HMRSAS) MU

7t dnsconfig 4 WA M PUAS T 2

Table 4: dnsconfig f5 S HIF %

&k 5% BF

VR I# 1) DNS JR%55%, TR e A i DNS JR 4558
delete TR 5 FH e 55 455 A Hi DNS IRk 45 445 o

cdit 1B B PR S5 4 mA 3 DNS IR g5 4t

setup TE LI DNS iR 25 35 A HE DNS JIR 454 2 F] D)4 .

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (10.92.149.70/24: mail3.example.com)

[11>

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]>

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

1>

NN ZE 1R 25 ) DNS AR 55 2%
REAT ABCE MSPERIOC LU0 Ay DNS E il BRI IR 254 CRr g ARSI
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mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
No alternate authoritative servers configured.
Choose the operation you want to perform:

- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").
[1> example.com

Please enter the fully qualified hostname of the DNS server for the domain "example.com
(Ex: "dns.example.com") .

[]> dns.example.com

Please enter the IP address of dns.example.com.
[1> 10.1.10.9

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

"

fFA% B 2/ DNS Z757AR % 28
T ARG E MIPER OS¢ LG4 B CL10 DNS 2247 IR 5545 -

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 2

Please enter the IP address of your DNS server.

Separate multiple IPs with commas.

[1> 10.10.200.03

Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.

[0]> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)
[1

1> 1
Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>
Enter the minimum TTL in seconds for DNS cache.
[1800]1>

Currently using the local DNS cache servers:
1. Priority: 1 10.10.200.3
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[::BU

ERTER

451

dnshostprefs

[:BU

ERER

451

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

(>

TFkR DNS eI % H .

A A R R
RESER L, et DU FLBE A
AR S Jr AR B

mail3.example.com> dnsflush
Are you sure you want to clear out the DNS cache? [N]> Y

il & [Pv4/IPv6 DNS 1 1L I

AT: BT “IRALT .
A

BB Mar S A SR B S

mail3.example.com> dnshostprefs

Choose the operation you want to perform:

- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.

[1> new

Enter the domain you wish to configure.

[1> example.com

How should the appliance sort IP addresses for this domain?
1. Prefer IPv4

2. Prefer IPv6

dnsflush .
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3. Require IPv4

4. Require IPv6

[2]1> 3

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> setdefault

How should the appliance sort IP addresses?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

21> 1

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.

[1>
dnslistconfig
PN

FiC & DNS 513 ik 55 SCFF

EMER
B IEAATE R
BEGEEPRL: e & DU LT SR F .
SNBSS S oA R A B

451

mail3.example.com> dnslistconfig

Current DNS List Settings:

Negative Response TTL: 1800 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1> setup

Enter the cache TTL for negative responses in seconds:
[1800]> 1200

Enter the query timeout in seconds:

[31>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

(1>
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dnslisttest

iR
T DNS 51 MRHAT DNS A Hllit.

ERAE
VL LA AT R
FEGEEYBL: e 4 DU LT STALBL F e
RSBSOS AL EA X

451

mail3.example.com> dnslisttest

Enter the query server name:

[1]> maild.example.com

Enter the test IP address to query for:
[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.mail4.example.com
Result: MATCHED

dnsstatus

fE iR
78 DNS Gt B
ERF
AT A AT PR .
PR Shar S ABRAETH SIS A
MALIEAHL: B AR AL FA% 2

Tl

mail3.example.com> dnsstatus
Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime Lifetime
DNS Requests 1,115 1,115 1,115
Network Requests 186 186 186
Cache Hits 1,300 1,300 1,300
Cache Misses 1 1 1
Cache Exceptions 0 0 0
Cache Expired 185 185 185
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B s arrr (ansEmskn
« 4 —3+ » oo| . A
A “#MERZE7 NEBE A P RIS
AR EELUT CLI fir s
howtoupdate
ik
howtoupdatelM'?ﬁﬁﬂ:qzéhEi%ﬁ “%%¢F776£” A1k,
ERIER
B WS AFEE “8” .
BEEIE: M ATHTIA M-y G, o4l WD
AR AS: SRR FIRS . NG R, TEEEA TS help howtoupdate K& A EHLHS

.

11
E NI H7REF, LS ] howtoupdate 2 BB “HRAE 7L Ak,

mail.example.com > howtoupdate

Requesting update of How-Tos component

howtostatus

SEPER
howtostatus AT H T s “ERVET7VER” AUAF I AT A o
ER1E
}‘Eit‘ ﬁtﬁé\z:’ﬂﬁ%’% “%\Eéﬁ‘é” .
e

AT =M EURGE G 224l TR .

HACEBAS: M SRR IR 0. ARTEAE R, A2 help howtostatus KA P

)

R, DA howtostatus 2B E “HAETL” AR YRTRA .

mail.example.com > howtostatus

Component Version Last Updated
How-Tos 1.0 4 Jul 2018 04:22 (GMT +00:00)
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addressconfig

[::BU

ER1E

et

addressconfigm M THECE “RAFN: 7 Hubb(E k. &aflldgwe “RIEN: 7 HbkrEoR. H
JIRUR AR A w] DL FRHG R SCIRH] T804 . 4 AsyncOS A2 ) B /] addressconfig
4, T LU

* [ 7 K0

* AR [H]

* DMARC /5 4

* JE%N (notify() Fl notify-copy() il JE#SEE1E)

o RS DCHBAE CRIRG B X BEh i) “ROERIA” D

o AR

A P AT WA o

£ FMB B, AR “ KN 7 Hitk M\ Mail Delivery System [MAILER-DAEMON@domain]
(BRIN) BN Notifications [Notification@example.com]

FAT: B “IRALT .
RESRAE B Sban ST T =M U GRESR . 4L, WP
AL P A2 BT S A SCRHEAL B S

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[1> notifyfrom

Please enter the display name portion of the "notify from" address
["Mail Delivery System"]> Notifications
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Please enter the user name portion of the "notify from" address
[MAILER-DAEMON] > Notification

Do you want the virtual gateway domain used for the domain? [Y]> n
Please enter the domain name portion of the "notify from" address

[1> example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[1>

adminaccessconfig

f:pu

R

HAL AR

i/l adminaccessconfig fir4 1] DAL & :

o PO PSSR R ORAdAE D
°ﬁmﬁﬂ£§@ﬁﬁmg%mmwﬁ
* Web FHifIEs il fE ROV R Y

* & HTTP i K48 FH EWUE Sk ik o
* Web FLIHI AT CLI 28 GG S I
* HTTP 15 S K 5 R AE

AL WA T “IB387 .
BEAEE I a2 T H T T =AU G dl. tFEPD
{1 LR R SR I T O B B NS L S W

adminaccessconfig iy 2 FJHALAR B XU n] LLH T HAT 448 CLI v 2 1 A D
o SRR AV I BT TP ik 5 PR R 2 TP Hk/— 99 /50 D7 i)

adminaccessconfig ipaccess <all/restrict/proxyonly/proxy>|

VS IR () 1P Mk 194 /3

adminaccessconfig ipaccess new <address>|
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adminaccessconfig ipaccess edit <oldaddress> <newaddress>|

MR ELAT 1P k1 k9 /30

adminaccessconfig ipaccess delete <address>|

FTEN 1P Huhk/ 1~ W4/ il 91 3

adminaccessconfig ipaccess print]

MR BT O TP Huhlk/ 5~ k4 /7

adminaccessconfig ipaccess clear

TG SRR i

adminaccessconfig banner print]

3

MR 5 L B ST N6 b i

adminaccessconfig banner import <filename>|

T AT 5 SR v

adminaccessconfig banner clear|

RS &

adminaccessconfig welcome print

MR L ) S AR b

adminaccessconfig welcome import <filename>|

TR EAT YA AR T

adminaccessconfig welcome clear

3

T X bR

adminaccessconfig welcome export <filename>|
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adminaccessconfig ipaccess proxylist new <address>|

Y ARVFIACEE TP kit

adminaccessconfig ipaccess proxylist edit <oldaddress> <newaddress>|

MHER R VFIAREE TP Mtk

adminaccessconfig ipaccess proxylist delete <address>|

TIER P AT BLAT SR ViR ACEE TP Stk

adminaccessconfig ipaccess proxylist clear]

P FE B R TP I P4 Sk A4

adminaccessconfig ipaccess proxy-header <header name>|

* A AR Web Fi s ot s R Dy g fR

adminaccessconfig csrf <enable|disable>|

R EE Web Fi s ot s i RO Ry 2 5 25

adminaccessconfig csrf print

W Web S IfiI 2 14% I

adminaccessconfig timeout gui <value>|

o fiLE CLI £ if Bt

adminaccessconfig timeout gui <value>|

T - BoE W 4% e 5 5k

TE AT LSRRI T P AR TP bk 15 i) A 4 X %FTHMEDAﬁ“HXWWEﬂ%¢Emmm
TEREALUT ) HSEEI G o A0 R 2% Vg el 5N, AT DA SE 1P Huhk. 7l CIDR Mk

L AR W9 285 5 ) 51 3 h R AL S ATV SEHLAD TP Mk, W) AsyncOS 45 BoR—ANME . i M ET ik
SEHLE) TP HuhEANAEAZE T, AR SR AT S0 5 K ey ) ISR 5

FETREIF, R WS S 1R 19 28¢5 ) BRGE A P 4L TP s«
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mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- XSS - Configure Cross-Site Scripting Attack protection.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.
- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or directly.
[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

2. 192.168.255.12

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

1>

Warning: The host you are currently using [72.163.202.175] is not included in the User
Access list. Excluding it will prevent your

host from connecting to the administrative interface. Are you sure you want to continue?
[N]> Y

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.
- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or directly.
1>

B - BoE & RKARE
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SKARTE” R . AR T B OCAK,  WondE CLI PRI 4drs 7, DU GUI kit
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mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> banner

A banner has not been defined.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.

Use of this system in an unauthorized manner is prohibited.

“D

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> banner

Banner: Use of this system in an unauthorized manner is prohibited.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

[1>

{5 - B & Web SR E#0 CLI &1 88T

)

PAT 7l 2K Web SEIRUNT CLI 2 13k B IV IR () B8 32 738

Note

CLI £ IAGE F 1K 2424055 (SSH). SCP [IHERE L S H i A ATiE % . 78 CLI & iE I i1y
T AHRAC (I B 5 s T 0 o R RAEBEA T B 0 5 37 B BEA T A A o

mail.example.com> adminaccessconfig
Choose the operation you want to perform:
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- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> timeout

Enter WebUI inactivity timeout (in minutes):

[301> 32

Enter CLI inactivity timeout (in minutes):

[301> 32

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1>

mail.example.com> commit

Please enter some comments describing your changes:

[1> Changed WebUI and CLI session timeout values

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Mar 12 08:03:21 2014 GMT

A\

Note  /RfRAx s b o, ANAEJG B8 )BT (¥ CLI 23 1 A 23 A0

certconfig
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maill.example.com> certconfig
Choose the operation you want to perform:
- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
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- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[]> certificate

List of Certificates

Name Common Name Issued By Status Remaining FQODN
Compliance checked

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days No
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> paste

Enter a name for this certificate profile:

> partner.com

Paste public certificate in PEM format (end with '.'):
 jNw
L41YKbpzzlmC5beaQXeQ2RmGMTXU+mDvuqI tjVHOK3DvPK71TcSGEftUCAWEAATAN
BgkghkiG9wOBAQQFAANBAFqPEKFjk6T6CKTHvaQeEAsX0/8YHPHgH/9AnhSjrwuX
9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,
Lda.,OU=Desenvolvimento, CN=brutus.partner.com,emailAddress=admin@example.com
Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1kjNwL41YKbpzzlmC5beaQXeQ
2RmGMTXU+mDvuqI tjVHOK3DvPK71TcSGf tUCAWEAAQJIBALjkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/s0iljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d76iUNGAAV8djGTzvxnCxycnxPQydQIhAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbq20ptOCnM7hAiEA6Xi3JIQECOb8YwkRj29DU3/4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALiEA
6/5B8J0GHAJIq8 9FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]>
yes

List of Certificates
Name Common Name Issued By Status Remaining FQDN
Compliance Checked

partner.c brutus.partner.com brutus.partner Active 30 days Yes
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days No

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request
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- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

1>

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

= - G BRI
78 P IRB, S0 B4,

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
partner.c Dbrutus.neuronio.pt brutus.neuronio.pt Expired -4930
days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR
- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
[1> new

1. Create a self-signed certificate and CSR

2. Create a self-signed SMIME certificate and CSR
[11> 1

Enter a name for this certificate profile:

> example.com

Enter Common Name:

> example.com

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN)
format ? [N]>

Enter Organization:

> Example

Enter Organizational Unit:

> Org

Enter Locality or City:

> San Francisco

Enter State or Province:

> CA

Enter Country (2 letter code):

> US

Duration before expiration (in days):

[3650]>

1. 1024
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2. 2048

Enter size of private key:

[21>

Do you want to view the CSR? [Y]> y

MIICrTCCAZUCAQAWaDELMAkKkGA1UEBhMCVVMxFDASBgNVBAMTC2V4YW1lwbGUuY29t
MRYWEFAYDVQQHEw1TYW4gRnJhbmNpc2 9jMRAWDgYDVQQOKEwWd1eGFtcGx1MQswCQYD
VOQIEwJDQTEMMAOGALUECxMDb3JnMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIB
CgKCAQEA+NwamZyX7VgTZka/x1I5HHrNOV2MPKXoLq7FjzUtiIDwznElrKIuJovw
Svonle6GvF1UHEjv8B3WobOzk5Ny6btKjwPrBfaY+gr7rzM41AQKHM+P61+1ZnPU
PO5SNIRCKkLP4XsUuyY6CalWLTiPIgag2fR8Y0JIX/kesZcGOglde66pN+xJIHHYadD
00p0ggi6SLNfAzJu/HEU/fnSujG4nhF0ZG1l0pVUx4£g33NwZ4wV10XBk3GrOjbbA
ih90zAwfNzxb57amtxEJk+pW+co3uEHLIJIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLF9tnQJIPWSYoChOUSgCc8QIDAQABOAAWDQYJKOZIhvecNAQEFBQADggER
AGiVhyMAZuHSvIyAO08kJICmrgO89yR1InDUXDDo6IrODVKx4hHTiO0anOPulnsThSvH
7xV4xR35T/QV0OU3yPrL6bJIbbwMySOLIRT]sUcwZNJOE1xMM5EKBM2BOIS5rs4159g
FhHVejhGlLyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnN1
1Y10Iuj+EgqWNrRBNNnKXLTdXkzhELOd8vZEqGSAfBWY ) Z2mECzC7SG3evakw/OGLk
AilNXHayiGieY+UfWzF/HBSekSJtQubehIv6JpBSY/MnYU4t11ExgD+GX31lrudxcs
zDas2rS/Pbpn73Lf503nmsw=

List of Certificates

Name Common Name Issued By Status Remaining
example.c example.com example.com Valid 3649 days
partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

=l - i B &2 SIMIME 2221 H
L AR 7 T 0 1% 44 SIMIME HE-T5 AR W ISR 44

vml0esa0031l.ga> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> new

1. Create a self-signed certificate and CSR

2. Create a self-signed SMIME certificate and CSR

[11> 2

Enter a name for this certificate profile:

> smime signing
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Enter Common Name:

> CN

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN)
format ? [N]>

Enter Organization:

> ORG

Enter Organizational Unit:

> OU

Enter Locality or City:

> BN

Enter State or Province:

> KA

Enter Country (2 letter code):

> IN

Duration before expiration (in days):
[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>

Enter email address for 'subjectAltName' extension:
[1> admin@example.com

Add another member? [Y]> n

Begin entering domain entries for 'subjectAltName'.
Enter the DNS you want to add.

[1> domain.com

Add another member? [Y]> n

Do you want to view the CSR? [Y]> n
List of Certificates

Name Common Name Issued By Status Remaining
smime sig CN CN Valid 3649 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>
date
A
R A ]
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A
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mail.example.com> date
Tue Mar 10 11:30:21 2015 GMT

daneverify
o fhik , %5100 17T
< fEFITEGL . 28 100 7T
o ~H, E 100 TT
ik

B A4 e 2 75 S0 FF DANE.

ERER
R M RHE AR
BEEETE: Utdr & OURAEH SEMLBE F .
MRS Jehr S LRI B AT AR, BRI neto dancvers oy KATFIBEHLA

=15
R G, AU daneverity A AW UEFE 2 % 75 % #F DANE.

mail3.example.com> daneverify

Enter the DANE domain to verify against: []> example-dane.net

Trying DANE MANDATORY for example-dane.net

SECURE MX RECORD found for example-dane.net

SECURE A record (10.10.1.198) found for MX(mail.example.com.cs2.test-dane.net) in
example-dane.net

SECURE TLSA Record found for MX(mail.example.com.cs2.test-dane.net) in example-dane.net TLS
connection established: protocol TLSv1.2, cipher DHE-RSA-AES128-SHA256.

Certificate verification successful for TLSA
record(030101329aadl9cfb5albb8d3b99c67dd1l282a4dcdf67bd9c4efc08578657065£e7504)

TLS connection succeeded example-dane.net.

DANE SUCESS for example-dane.net

DANE verification completed.

1§ F diagnostic fir4 1 LL:

o i F A% b s R I A G A2 A IR 285 i) R
« K37 RAID IRA
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* W~ ARP Z2 4%

* J# % LDAP. DNS Al ARP 2247

o KI% SMTP Jila s 1

o HRAAE B OGS RS 51 PR .

1 F diagnostic %%
LR 64 7E diagnostic T2 Al ]

Table 5: diagnostic &%

IR T AT
RAID 1. Run disk verify XAE €30 A1 C60 _LrT A
2. Monitor tasks in progress
3. Display disk verify verdict
DISK USAGE (&35HD) | L It A O s H fﬁh&%ﬁﬁ
diskquotaconfig fii % .
e FLUSH C ZFIMM #5)
ARPSHOW
SMTPPING
TCPDUMP
REPORTING DELETEDB C RANHAM R4
DISABLE
TRACKING DELETEDB C ZYIFIM R
DEBUG
RELOAD TFird C RAIAM R75
k55 HH A5 C RAIFIM R4
N

ER1ER
A M ARHE R

R B S S DURAETH SN A . B0 — D RS BN (B, Bk i E
A BT Bhdr & 5 207 AL R S

HALEE Ay 4 a2 SCRFE AL ER A 2
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Z Wi 2 AL B A% 0T B AL A RAIDIRAS . VEBRZEAAF R ARP BAE N 2. SR ik dd
Blar W, WA B A%

A L A B 2URA T AR 54
« 1Y RAID KA

diagnostic raid|

* B8 ARP ZHIINE

diagnostic network arpshow

* 578 NDP SN2

diagnostic network ndpshow

ik LDAP. DNS. ARP Fil NDP 217

diagnostic network flush

I MR AR e 12

diagnostic reporting deletedb

3

JA R JE G SF R

diagnostic reporting enable

S I 6 S PR

diagnostic reporting disable

A TN R % R R A

diagnostic tracking deletedb

L E N A U P
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mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> arpshow

System ARP cache contents:

(10.76.69.3) at 00:1e:bd:28:97:00 on em0 expires in 1193 seconds [ethernet]
(10.76.69.2) at 00:1e:79:af:£4:00 on em0 expires in 1192 seconds [ethernet]
(10.76.69.1) at 00:00:0c:9f:£0:01 on em0 expires in 687 seconds [ethernet]
(10.76.69.149) at 00:50:56:b2:0e:2b on em0 permanent [ethernet]
Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> flush

Flushing LDAP cache.

Flushing DNS cache.

Flushing system ARP cache.

10.76.69.3 (10.76.69.3) deleted

10.76.69.2 (10.76.69.2) deleted

10.76.69.1 (10.76.69.1) deleted

10.76.69.149 (10.76.69.149) deleted

Flushing system NDP cache.

fe80::250:56ff:feb2:e2d%em?2 (fe80::250:56ff:feb2:e2d%em?2) deleted
fe80::250:56ff:feb2:e2c%eml (fe80::250:56ff:feb2:e2c%eml) deleted
fe80::250:56ff:feb2:e2b%em0 (fe80::250:56ff:feb2:e2b%em0) deleted
Network reset complete.

T IIER] S — G ER AR 55 AR YRR

LA s s H R 2 2 55— 5 SRR 55 A DE RV 2 Wi i & o 00T LU AR HEF 5X ping Mk 55
i 197 DR A Bl 55455

mail.example.com> diagnostic

Choose the operation you want to perform:
- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.
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- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[]1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> smtpping

Enter the hostname or IP address of the SMTP server:
[mail.example.com]> mail.com

The domain you entered has MX records.

Would you like to select an MX host to test instead? [Y]> y
Select an MX host to test.

1. mx00.gmx.com

2. mx01l.gmx.com

[1]1>

Select a network interface to use for the test.

1. Management

2. auto

[2]1> 1

Do you want to type in a test message to send? If not, the connection will be tested but
no email will be sent. [N]>

Starting SMTP test of host mx00.gmx.com.

Resolved 'mx00.gmx.com' to 74.208.5.4.

Unable to connect to 74.208.5.4.

w1 ERERK EEEEE AVIEFIERE
A S A6 05 49 5 Ty O 3 o

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> reload

This command will remove all user settings and reset the entire device.
If this is a Virtual Appliance, all feature keys will be removed,
and the license must be reapplied.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? [N]> Y

ERMERMSSIZRRE
AT BME CLI F1i) aiagnostic > services T4
o TR ISR b PRI 55 55 TR AT B SR I
« PO M L P S5 5 RS o

TAREAER, WS GEM T AR WM S CLL Z2%545/) o
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diskquotaconfig
A R B RRER BRI . RSO O L RO B S0 AR A2 ) 4
Wi H ( Cisco %A IBIFIN JeASyncOS i PR HE) T 4 ISR I 56 A5 L

ER1ER

HEALEEAE K

Tl

A AT A
RESERFEL: s & DURAE T SERLBLR A
HASBAS: i 4 SRR B .

diskquotaconfig .

diskquotaconfig <feature> <quota> [<feature> <quota> [<feature> <quota>[<feature> <quota>]]]

<feature> [ H EALFE euq. pvo. tracking. reporting

Valid values for <quota> are integers.

mail.example.com> diskquotaconfig
Service

Disk Usage (GB)

Quota (GB)

Spam Quarantine (EUQ)
Policy, Virus & Outbreak Quarantines
Reporting
Tracking
Miscellaneous Files
System Files Usage : 5 GB
User Files Usage : 0 GB
Total
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1> edit

Enter the number of the service for which you would like to edit disk

1. Spam Quarantine (EUQ)

2. Policy, Virus & Outbreak Quarantines
3. Reporting

4. Tracking

5. Miscellaneous Files

[1]1> 1

Enter the new disk quota -

[11> 1

Disk quota for Spam Quarantine (EUQ) changed to 1
Service

13

Disk Usage (GB)

54 of 143

quota:

Quota (GB)

Spam Quarantine (EUQ)
Policy, Virus & Outbreak Quarantines
Reporting
Tracking
Miscellaneous Files
System Files Usage : 5 GB
User Files Usage : 0 GB
Total
Choose the operation you want to perform:

13

54 of 143
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ecconfig

ER1ER

HALEEAE K

]

ecstatus

ER1ER

- EDIT - Edit disk quotas
[1>

BEE B FRH] T 3R URL 2 38 D REUE A Ay 25 ) S o
BOA BRSO N TR, A EAE a2

2% H %20k <hostname:port> BY <IPv4 address:port> #% K. ¥ & A& 1

SREBRIMIRSS 35, 1EHI ecconfig server default.

A IR
BESRATRL 0T DU TR OB B
A I ISR

* FREARBOATE M & 7 i IR 55 4% -
> ecconfig server <server name:port>

A BRI M 25 i I 55 4% «

> ecconfig server default

mail.example.com> ecconfig

Enrollment Server: Not Configured (Use Default)
Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

[1> setup

Do you want to use non-default Enrollment server?

e

A
<

WARNING: Do not configure this option without the assistance of Cisco Support.
Incorrect configuration can impact the services using certificates from the Enrollment

server. [N]> y

[1> 192.0.2.1

Choose the operation you want to perform:
- SETUP - Configure the Enrollment Server
[1>

s M-3RI URL 18 D BEUE 5 A3 2 i 14 24 iR AR

[ Cisco B4R % Async0S 14.0 CLI 5% 45/ - GD (EMEBB)

: B

£

z56 |



| #%: 52560
= Il
REARAE B i A BRAE T U T ]
HEAL IR A By A SR BEA% 2
1l
mail.example.com> ecstatus
Component Version Last Updated
Enrollment Client 1.0.2-046 Never updated
ecupdate

T T AR URL I JE DI RETES (RE M3 oo R, XL HURr & Ak, Bof RS
FEN RS, WA EA 2.

WAL force Z4L (ecupdate [force]), W% )™ o ST,  BIVUEAEAT Aol 81 56 4
ERER

AT A A ATE “HRL” .

R Shar A BRAETH SR A

HEALIR AL & SR AR PR

HeAL AR

> ecupdate [force]
15l

mail.example.com> ecupdate
Requesting update of Enrollment Client.

encryptionconfig

I
R

WA MR ARE R

A (U SRS F A

HEALIR AL A A SR AL HA% 2
151

LR 0 o I L S 2
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mail.example.com> encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
[1> setup

PXE Email Encryption: Enabled

Would you like to use PXE Email Encryption? [Y]>

WARNING: Increasing the default maximum message size (10MB) may result in
decreased performance. Please consult documentation for size recommendations
based on your environment.

Maximum message size for encryption: (Add a trailing K for kilobytes, M for
megabytes, or no letters for bytes.)

[10M]>

Enter the email address of the encryption account administrator
[administrator@example.com]>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
HIPAA Hosted Service No Not Provisioned
Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1. HIPAA

Select the profile you wish to edit:

11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: AES-192

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

[ Cisco B4R % Async0S 14.0 CLI 5% 45/ - GD (EMEBB)



| &% a7

= Il

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> security

1. High Security (Recipient must enter a passphrase to open the encrypted
message, even if credentials are cached ("Remember Me" selected).)

2. Medium Security (No passphrase entry required if recipient credentials are
cached ("Remember Me" selected).)

3. No passphrase Required (The recipient does not need a passphrase to open the
encrypted message.)

Please enter the envelope security level:

[11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: AES-192

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> forward

Would you like to enable "Secure Forward"? [N]> vy

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: AES-192

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: Yes

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
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Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated
HTML notification template: System Generated

Choose the operation you want to perform:
- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security
- RECEIPT - Change return receipt handling
- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting
LOCALIZED ENVELOPE - Enable or disable display of envelopes in languages

other than English

- APPLET - Change applet suppression setting
- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject
- FILENAME - Change the file name of the envelope attached to the encryption

notification.

[1>

Proxy: Not Configured

Profile Name Key Service
HIPAA Hosted Service

Choose the operation you want to perform:
- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles
- CLEAR - Clear all configuration profiles
- PROXY - Configure a key server proxy

1>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

Proxied

- SETUP - Enable/Disable IronPort Email Encryption
- PROFILES - Configure email encryption profiles
- PROVISION - Provision with the Cisco Registered Envelope Service

[r>
encryptionstatus

A
Encryptionstatus iy 4 Zon MM ¢ 1 PXE 5
JPIRTI ] o

{ERTER
B3 A ARHE R
BEEEIR: o 4 (URAE T STHLBLR AL
REAMIB RS : Uiy &R SCRHIAL B
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mail3.example.com> encryptionstatus

Component Version Last Updated

PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)

Domain Mappings File 1.0.0 Never updated
encryptionupdate

1::BU

ER1ER

Tl

enginestatus

1::BU

ERER

]

encryptionupdate fir 21K % B4 5 E K PXE 54 1) 5 o

B WA ATE ‘L7

BEEE: A SO E IS MEM . egat P IRBN SR ML (B, B8k e
B A

HEALTR AR S Sbar A SCRFRHEAL B S 20

mail3.example.com> encryptionupdate
Requesting update of PXE Engine.

Enginestatus i T R KRR S FlG B4 M5 E R K CPU A T4

AT M S ATE 4R .
RSB Shar S T T =R SR GRESR. 4. WHEPD .

LIRS ddr SRR . AOGTEAE ., 1A T4 help enginestatus >k 7 [ ML
Wy

PR 7 e B o 5 WS 9 56 B s Y R i A3 5 |6 RRES A CPU A % 2«

vm30esal0086.1ibga> enginestatus

Choose the operation you want to perform:
- GRAYMAIL - View Graymail engine status
- SOPHOS - View Sophos engine status
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- CASE - View CASE engine status
- AMP - View AMP engine status

- MCAFEE - View McAfee engine status
- ALL - View status of All engines

[1> ALL
CASE Status: UP CPU: 0.0%
Component Version Last Updated
CASE Core Files 3.5.0-008 Never updated
CASE Utilities 3.5.0-008 Never updated
Structural Rules 3.3.1-009-20141210_214201 Never updated
Web Reputation DB 20141211 111021 Never updated
Web Reputation Rules 20141211 111021-20141211_170330 Never updated
Content Rules unavailable Never updated
Content Rules Update unavailable Never updated
SOPHOS Status: UP CPU: 0.0%
Component Version Last Updated
Sophos Anti-Virus Engine 3.2.07.365.2_5.30 Never updated
Sophos IDE Rules 0 Never updated
GRAYMAIL Status: UP CPU: 0.0%
Component Version Last Updated
Graymail Engine 01-392.68 N10 Nov 2016 07:08 (GMT
+00:00) updated
Graymail Rules 01-392.684#121 Never updated
Graymail Tools 1.0.03 Never updated
MCAFEE Status: UP CPU: 0.0%
Component Version Last Updated
McAfee Engine 5700 Never updated
McAfee DATs 7437 Never updated
AMP Status: UP CPU: 0.0%
Component Version Last Updated
AMP Client Settings 1.0 Never updated
AMP Client Engine 1.0 Never updated
featurekey
ik
featurekey M8 T RS L i S PR TR FTA ThRELL L 9 B PIAHSCHIME B EiE Se VR I &

I D e B G AR I Dh e

FFRERL MBI, 53i# 2 loadlicense, on page 335 Al showlicense , on page 336

EME
A A TE R .
BESREFHE: B4 (PR TSR T .
HEALIB A S s BLdr & RS R AL B 5

45l

FEAIRGIF, featurekey iy 4 H K A B I DI REE .

mail3.example.com> featurekey

Module Quantity Status Remaining Expiration Date
Outbreak Filters 1 Active 28 days Tue Feb 25 06:40:53
2014
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IronPort Anti-Spam 1 Dormant 30 days Wed Feb 26 07:56:57
2014
Sophos Anti-Virus 1 Active 26 days Sun Feb 23 02:27:48
2014
Bounce Verification 1 Dormant 30 days Wed Feb 26 07:56:57
2014
Incoming Mail Handling 1 Active 20 days Sun Feb 16 08:55:58
2014
IronPort Email Encryption 1 Dormant 30 days Wed Feb 26 07:56:57
2014
Data Loss Prevention 1 Active 25 days Fri Feb 21 10:07:10
2014
McAfee 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

- CHECKNOW - Check now for new feature keys.
[1> checknow

No new feature keys are available.

featurekeyconfig

SRR
f& Bl featurekeyconfig fiv4, W LAEE &ML, LME B3) T E00] SR E -l B v s
(E

ERTESR
PR A& HE B
BESREFHE: SbAr % W TS SRSEILBGR CRESE. ML THSEML.
HEALIR A% : Iy & RS RHLAL TR X

15
FEARTRBIH, featurekeyconfig fiy2H 15 H H 20 ¥EE 1 H 20k & g

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autoactivate

Do you want to automatically apply downloaded feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
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[1> autocheck

Do you want to periodically query for new feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Enabled

generalconfig

U

ERER

generalconfig 4 VAL B X W 2% 4 o

PAT: M AT R
P i 2T H T T =R b BN AR dl. tFEND
HEACHRE Ay A My 2 SR EARS S A OGRS S, 1N 172 help generalconfig ¥ [# ICHLHS Bl o

{5 - B & Internet Explorer A #ER B =

healthcheck

[:BU

ERER

PLR 7 o7~ anfn] 78 55 1B e

mail.example.com> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1> ieoverride
For better web interface rendering, we recommend that you enable Internet
Explorer Compatibility Mode Override. However, if enabling this feature
is against your organizational policy, you may disable this feature.
Internet Explorer Compatibility Mode Override is currently disabled.

Would you like to enable Internet Explorer Compatibility Mode Override? [N]y

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

(1>

R B PR SC B TR DL . IBATIRGUR A W 2 PR H S (1 P st 8l (e =4S A LL
SE MR SRR AT IR DL .

B IR ATE A
BHSEAFRE: A & T T T = SERLB IS, 4L, TSR
AT A4 B R SR R
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healthconfig

[::BU

R

151

= I

mail.example.com> healthcheck
Analyzing the system to determine current health of the system.
The analysis may take a while, depending on the size of the historical data.

System analysis is complete.

The analysis indicates that the system has experienced the following issue(s) recently:
Entered Resource conservation mode

Delay in mail processing

High CPU usage

High memory page swapping

High memory usage

For more information about these problems and how to remediate them, see the TechNote
http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
118881-technote-esa-00.html

PO B BBAER O 1 NMAPIROESEUR BIEL, B4 CPU AR BL. TARBAS A 1 5 K B 25

TP =M EIRGE GRS, 24l RN .
AP A& BT & A SR AR B S

mail.example.com> healthconfig

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> workqueue

Number of messages in the workqueue : 0

Current threshold on the workqueue size : 500

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of messages in work queue.
[500]> 550

Do you want to receive alerts if the number of messages in work queue exceeds
threshold value? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> cpu

Overall CPU usage : 0 %

Current threshold on the overall CPU usage: 85 %

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y
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Please enter the threshold value for overall CPU usage (in percent)

[85]1> 90

Do you want to receive alerts if the overall CPU usage exceeds threshold value?[N]> n
Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> swap
Number of pages swapped from memory in a minute : O
Current threshold on the number of pages swapped from memory per minute : 5000

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of pages swapped from memory in a
minute.

[5000]1> 5500

Do you want to receive alerts if number of pages swapped from memory in a
minute exceeds the threshold? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[r>

ntpconfig T M T AsyncOS BT & A A8 ] W4 45 [ Fp (NTP),  DUERKE RGeS B by oA oS04
[, nfLUTH settime fiy4 X4 NTP.

B MR AT R
AL Sy ST TP =AU GRS 04l D
AR 4 By & R S RHHEAR B

mail3.example.com>

ntpconfig

Currently configured NTP servers:

1. time.ironport.com

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> new

Please enter the fully qualified hostname or IP address of your NTP server.
[1> ntp.example.com

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.
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- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select

its interface name now.

1. Auto

2. Management (172.19.0.11/24: elroy.run)

3. PrivateNet (172.19.1.11/24: elroy.run)

4. PublicNet (172.19.2.11/24: elroy.run)

[11> 1

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> auth

Would you like to enable NTP authentication? [N]>yes
Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Authentication is on

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new NTP server

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

portalregistrationconfig

ERTER

JEE Talos HEARAS T —ANET Web (0 T, FHTWAEK A &L IRk &, i1/
FOREEN WEPETT 7 3T D,

A LA7E CLI EMEFH portalregistrationconfig iy K BTN ID. W R) HELET1 P ATE
Geterh, TR AHE T ) MRAE ] B s @AM ID .

ARITPIEZAF R, WS R fa v SUBH LA B i) 8 BB PR (s fs < —

RAT: e PR .
AR T =M S G, 224l H8EHD .
HEAL PG 2. BT S A SR AL B 5

i
"
s
=
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mail3.example.com> portalregistrationconfig

Choose the operation you want to perform:

- REGISTRATION ID - Set up the Registration ID.
[1> registration_ id

Enter the new value of the Registration ID.
[1> registrationidexamplel234

reboot

ik
R MBPER
ERE
PSSR A7
BT Bedr A IR AE T SERUBER F A6,
HEAMB RS I AR SRR IR

Bl
mail3.example.com> reboot
Enter the number of seconds to wait before abruptly closing connections.
[30]>
Waiting for listeners to exit...
Receiving suspended.
Waiting for outgoing deliveries to finish...
Mail delivery suspended.
H- e
A

TR T IR

fERER
A WA AT R
FEUEERE: o4 (L BEE TSN A
MALSRAS: Hofn & AR F

[ Cisco B4R % Async0S 14.0 CLI 5% 45/ - GD (EMEBB)



| &% a7

451

resume

1::BU

ERTERL

Tl

resumedel

[:BU

ER1ER

)

mail.example.com> repengstatus

Component Last Update Version
Reputation Engine 28 Jan 2014 23:47 (GMT +00:00) 1
Reputation Engine Tools 28 Jan 2014 23:47 (GMT +00:00) 1

YRS BB R %

BA: WA RTE R
RIS I e & DUBRAE U SRR T AP
ARSI

mail3.example.com> resume

Receiving resumed for Listener 1.

Mail delivery resumed.

Mail delivery for individually suspended domains must be resumed individually.

UEXZIR

BAC: AT R
FESEERE: o4 (L BRE TSN A
AR et & AR FL

mail.example.com> resumedel
Currently suspended domains:
1. domainl.com
2. domain2.com
3. domain3.com

Enter one or more domains [comma-separated] to which you want to resume delivery.

= Il
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[ALL]> domainl.com, domain2.com
Mail delivery resumed.

resumelistener

[pu
WAL BT«

ERER
PAT: A AATE WL .
P i SABRE T SRS Al .
HEAL IR AR By A SCHFRE AL BEA% 2

451

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1

Receiving resumed.

mail3.example.com>

PR SERT RIS «

A A AT R
FESREPE: Sdn &m0 I A SRR B, M4l ISR
MAIE RS Jdr S A AP

]l

mail.example.com> revert

This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files

- all databases (including messages in Virus Outbreak and Policy quarantines)
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- all reporting data (including saved scheduled reports)
- all message tracking data
- all IronPort Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preserved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases unmasked)
- exported the IronPort Spam Quarantine safelist/blocklist database

to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots
again to the desired version.

Available versions

1. 9.1.0-019
Please select an AsyncOS version [1]:
Do you want to continue? [N]>

o R, 5121 T

s fEFITELL , A 121 1T

Al - EEHT SAML FCE SCHE . 5 121 1T
B - A5 SAML B E A, 5 124 1T

A5 PR 55 SR 04 1o 0 B4 473 Pt (3L 78 e K IC . SAMIL i S0 A

?E/~ tn A WﬁEf “%Ef<” .
BETE. ar T =M SR GRS 4. IHEPD .
HEALIR AT i & A SR AL BERS

T - BoEHTRY SAML Bl & 30

ETEE"J?WJEP, samlconfig 7iy4 FH T4 FH IR 45 S A1 7 A0 40 $ A1 75 v B R A 119 SAML e SC
o TN IR SR BE R N SE BARAY] . 8 af LT 3hid & S Rt i &, il LS A
ﬁ%%ﬁ%ﬁﬁmﬁﬁo

mail.example.com > samlconfig

Choose the operation you want to perform:

- UILOGIN - Create a new SAML Profile for UI Login.
[1> uilogin

No SAML profiles are configured on the system.
Choose the operation you want to perform:

- NEW - Create a new SAML profile.

[1> new

Please enter the Service Provider Settings:
Enter the SP profile Name:

[1> sP1
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Enter the SP Entity Id:

[1> ENTSP

Name ID Format: urn:oasis:names:tc:SAML:1.l:nameid-format:emailAddress
Assertion Consumer URL: http://mail.example.com

Please paste the SP Certificate

Paste the content now.
Press CTRL-D on a blank line when done.

MIIDMTCCAhmgAwWIBAgIJAPSTH660U00kKkMAOGCSgGSIb3DOERBQUAMC8xXLTArBNV
BAMMJHZtMJF1c2EwMTMzLmNzMjEuZGV2aXQuY21zY29sYWJIzLmNvbTAeFw0OxOTAL
MDkxMzA3NDRaFw0yOTAIMDYxMzA3NDRaMC8xLTArBgNVBAMMJIHZ tMjF1c2EWMTMz
LmNzMjEuZGV2aXQuY21zY29sYWJIzLmNvbTCCASIwDQYJKoZ IhvecNAQEBBOADgGEP
ADCCAQoCggEBAM1 /iDEKYMKOXXU+XWQr+KrDxdNxg3tCkgLmZwFH4T]zxYLIwKsX
BZt8mlGiilEn/811BHINDtju3999i72dSv20IozrIgqm9tPsgGCfoi90F3AMOWYTP
BWX16MaJMJP1IkAOl1ZvVLVgXjUcSM2esASLNY1lgmz/MDgK/x11FWK5gCh/2J9n9n
4NuRpXsZDgqCq4ERKhHO1zrOlesogKEF3Cn9yDDkFQb4NgRCICDNWCIF7jbdIcD5T
H4nTIus2k5dyo57NIZtdLhLFidUFJOMycGXZfO7+AHUST0ofnTxgzlo3Zpcxwzl4m
40UNOQhK7DrBDfSAAJITpyAZl1CuXIKnLkESCAWEAAaNQME4wHQYDVROOBBYEFKWK
s1iXt1Qfe/EXFhEnTuZoJzoCMB8GAIUAIWQYMBaAFKWKsiiXt1Qfe/EXFhEnTuZo
JzoCMAWGA1UdEWQFMAMBAf8wDQYJKoZIhveNAQEFBQADggEBADUuzZDAOigqITrrZC/
jEdwlbz5rbJCMu96mbDlH2z2zjvQ)5K8WNbkTa/UDcj42+2fP+w+DfIjeKcZwUTHGP
TMmVsLAtuL80oF2uKuNhGUD8tVvgbRFAgb70e fOfYWXKjDyhfNsWxohNemDne+RZc
DZ7bS/NG2WkjO0wiZBUCj42+0emtDDalk2Imi/LquznQomNfsid20Z2iAh89gfEgRU
z0gadeWGTGtOB2bD1U4pwalx+4gKI25ZjpFtk6ak4p8NDZGNDZE3r4IvsPI9mlSSe
0IA+RwGBbgQxnFuuh9s8Nux1DzNj38Pb6gedjujwIHh3TTYETJ3rS5jBWnlJdsmt
2poT7pB8=

Please paste the SP Certificate Key

Paste the content now.
Press CTRL-D on a blank line when done.

MIIEowIBAAKCAQEAzX+IMSRgwo5ddT5dZCv4gsPF03Gre0KSouZznAUThOPPFgjA
gxcFm3yaUaKKUSf/yKUEeU00207£32gLt11JXY41ijO0sigb20+yAYJ+1L30QXCcAZRZ
hM8FZeLoxokwk+UiQDSVmMOUtWpeNRxIzZ6wCws1ljWgbP8wOor/HXUVYrmoKH/Yn2
£f2£fg25GlexkOo0KrgREQEC6LOs7V6yi00QXcKE3IMOQVBVg2BELOIM1YIgXuNtOhw
P1IMfici6zaTl3KjnsOhmlOuEsWJ1QUnQzJwzd1l87v4Ae5IJPSh+dPGDPWjdmlzHBm
XibjRQO5CErsOsEN9IACMhONIBNnUKS5cggcuQSwIDAQABAOIBAGKPXK9rK9UMOBET
FKg8GtwjTyalPLi95n5GUWIEMo+NgENFc8uE76b442TNNudbBxirlUe279pU9jwh
GuDXfMTKADwPkx85ECg7113A9JDBiCRTRVkzBk163wtx5FYY1ZRBziNnr9JbHS2y
znk4Zgj2PM+B7VsPCAU6TZ0V8yEA075PtmZ fmwqg/Z1zMmIhDiFJgXZuxH7vYCP+y
3ZeBPp09YOu4Rz8xIMpUPG8z+b9ekoLd8KI0YQqdTZPqaG3MD8SEeKLSYLbyOklB
MGZWrVWRREfeNjEPsjixxjiLsdD8RFL+18SAzI5Zfmr1GM11McUcQ4zz8Wds5I2Z1
FhqW7vECgYEA+76Af/U7joUApx]zrm7MELHO/w+OKrPJJAC13V5PZtGgmITkr£33
7+kv3zlnyOBEf5myErF1CtFYqJ30A/taolK1PdE4EFpIJevxATPF2hHOEe51YCx5v
T8G/dSOFSDm+30aXr3WQZENPBOWBx1tb+0EaHGe553HtQQGAFtel112UCgYEAOPT]
AtE2t5IwV2xehBU7X1DkUSFITz6nH1kB/4jehQWbT3pulBctBEfGeEfPMxreNmolt
kcNQ3pw6vo4ZeHrxG6A3KYWgPVN1hX0Yo721evbUGWNAQrSb9eCEZy19100XW16F
ES5X2WQ/ENz8YDa/XgOJ6IIviW+++dSBfhEAzRRe8CgYAktfodLtDZjrGyrGPUuxmec
0X03)Gsybk44wsoWNi5Q+pTErLwNOECWY00OES50UqmPXDL24FiBqg/G5WYHUWL5Be /
Xggohjv4YgF5StHY+71Rxr1lhnWdab7zBv7pAxcZIéwrXfn8e0iGtjFaomyNanrYC
JNM+8y1b//QeN67LIfe4NQKBgBcURC4b2RUXGhGt sEqaJbIm8LBAIgVN4Bsj 7WQR
bTH3yolekjPc02YipziIWodf4k28+9LrZVUQoBRHkVYTB2nrqev2DTU1Znn0gFj9
F4d7FzWvTkKPu+HN6BGVHp6TM/0tVTkyiMCRUzZRezYNFdmX6jU5m411zvOULDgA9
yicVAOGBAJHY4jbd9mi+u87ss6yT4ETHmzauxdl4ohEQmNhMOYgBeaNC1LRrzQoM
JhK1xSx55X21R+2I11zg6DVJI3GFpc+Kfwp86676J08tWfad+3mnHtRgSSFEaV/ 71k
YfO9kYdhDAVLU4BFmBQSFi8Brx6Bmi2MpjTP1CsTStAKANB2KZuvV

"DEnter the SP Certificate Passpharse:
[1>

Do you want to Sign Requests:

[01>

Do you want to Sign Assertion Requests:

[ Cisco B4R % Async0S 14.0 CLI 5% 45/ - GD (EMEBB)



| #%: x50
o - mEFnsamegs [

[01>

Enter the Technical Contact Id:

[1> mail@example.com

Enter the Organization URL:

[1> http://www.example.com

Enter the Organization Name:

[1> Example

Enter the Organization Display Name:

[1> Example

Please enter the Identity Provider Settings:

Enter the IDP Profile Name:

[1> IDP1

Choose the operation you want to perform:

- PASTE - Paste the IDP Metadata XML.

- ENTER - Enter the IDP Metadata

[1> paste

Please paste the IDP Metadata XML

Paste the content now.

Press CTRL-D on a blank line when done.

<?xml version="1.0"?2>

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
entityID="https://WIN-BLOP4116VDB/dag/saml2/idp/metadata.php">
<md:IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIDYTCCAkmgAwWIBAgIBAANBgkghkiGI9wOBAQsFADBLMQ
swCQYDVQQOGEwWJIVUzELMAKGALIUECAWCTUkxEjAQBgNVBACMCUFubiBBcmJvcjELMBKG
AlUECgwSRHVVIFN1Y3VyaXR5LCBJIbmMuMB4XDTESMDQyOTEWMTQOxMEFoXDTISMDQYNIE
wMTQxMFowSzELMAKGALUEBhMCVVMxCzAJBgNVBAgMAk1 JMRIWEAYDVQQOHDA1Bbm4gOXJi
b3IxGzAZBgNVBAOMEkKR1bYBTZWN1cml0eSwgSW5jLjCCASIWDQYJKoZIThveNAQER
BQADggEPADCCAQoCggEBAMQO/17hUuSP/7m79gGlisjWGERQuUSzWw5A0rTVVmEylyaHHOFPMiN

9FWMkZHLVAAWOFJrAcoF3I6dOmc3YkuLWoI/DMaGechbNDaZ6+1YdB+pDBl6dXpliNHASFiyhn89=</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIDYTCCAkmgAwWIBAgGIBADANBgkghkiGOwOBAQsFADBLMQOswCQYDVQ
QOGEwJVUzELMAkKGA1UECAWCTUkxXE]jAQBgNVBACMCUFubiBBcmJvcjEPMBKGALIUECgwSRHVVIFNLY
3VyaXR5LCBIbmMuMB4XDTESMDQYOTEWMTQOxXxMFoXDTISMDQYyNJEWMTQOxMFowSzELMAKGA1UEBhMCV
VMxCzAJBgNVBAgMAk1IJMRIWEAYDVQQOHDA1Bbm4gOXJib3IxGzAZBgNVBAOMEkKRIbYBTZWNL1cmlOe
SwgSW53jLjCCASIwDQYJKoZ IhveNAQEBBQADggEPADCCAQOCggEBAMQO/17hUuSP/7Tm79gGlisjWGER
QuSzWw5A0rTVVmEylyaHHOFPMiN9FWMkZHLVAAWOFJrAooF3I6d0mc3YkuLWol/DMaGecbNDaz6+1Yd

B+pDB16dXpliNHASFiyhn89+ee06Thys9yxrND8hYwZfQE3aIB/leEmyualhO8YDd811iD+XtMijSYhO=</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SingleLogoutService.php"/>
<md:SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SingleLogoutService.php"/>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat>
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<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format :WindowsDomainQualifiedName</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</md:NameIDFormat>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"

Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>

<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
</md:IDPSSODescriptor>
</md:EntityDescriptor>

~fil - & SAML Bo & X 14

settime

[:BU

R

FE N7, LT samlconfig iy & IO SAML BC ' SO A 25 B 1L 75 21 B O P AL e 13
mail.example.com > samlconfig
Choose the operation you want to perform:
- UILOGIN - Create a new SAML Profile for UI Login.
[1> uilogin
Currently configured SAML User profiles:
Type Name Entity ID URL
SP Settings SP1 ENTSP http://mail.example.com
IDP Settings IDP1 https://WIN-BLOP4116 https://WIN-
BLOP4116VDB/dag/saml2/idp/Si
Choose the operation you want to perform:
- EDIT - Modify a SAML profile.
- DELETE - Delete a SAML profile.
[1> edit
Choose the operation you want to perform:
- SP - Edit Service Provider Settings.
- IDP - Edit Identity Provider Settings.
[1>
WAREARMEH] NTP g5 45, W settime fiv & SEVFE TN BCE I ], %o ) B2 15 245 1k

NTP FIFsh 8 R s, 12 F#EH AN T]: MM/DDIYYYY HH MM:SS.

A AR A
BESRATL: e & (UG SEHLBE P
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mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.

This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.

Do you want to stop NTP and manually set the time? [N]> Y
Please enter the time in MM/DD/YYYY HH:MM:SS format.

[1> 09/23/2001 21:03:53

Time set to 09/23/2001 21:03:53.

VAN X

WA MAATE R
BB Udn T PO A SR (B, ML TSR
AT 4 s B R SR L

mail3.example.com> settz

Current time zone: Etc/GMT

Current time zone version: 2010.02.0
Choose the operation you want to perform:
- SETUP - Set the local time zone.
[1> setup

Please choose your continent:

1. Africa

2. America

[ ... 1]

11. GMT Offset

[2]> 2

Please choose your country:

1. Anguilla

[ ... ]

45. United States

46. Uruguay

47. Venezuela

48. Virgin Islands (British)

49. Virgin Islands (U.S.)

[45]> 45

Please choose your timezone:

1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)

[ ... ]
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21. Pacific Time (Los_Angeles)

[211> 21

Current time zone: America/Los_Angeles
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1>

PNIE-S LA ES

AT A ATE L7
PR B oy SRV MU T Al .
B S iy A SR AP 0

mail.example.com> shutdown

Enter the number of seconds to wait before forcibly closing connections.
[30]>

System shutting down. Please wait while the queue is being closed...
Closing CLI connection.

The system will power off automatically.

Connection to mail.example.com closed.

o IR, 5126 1T
o fHFIEM, 5126 1L

i, BB 127 T

smaconfig M TUIN. MIEREAE Cisco 24 MBHF1 M TU4S P S ZE B S B % 4A

BEEE: WS T =Mt EEGEE GRS, 224l THEND .
BB My SRR Bk .
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sshconfig

[::BU

ERTER

= I

ETW* ATLUEF smacontiq iy 4Bt AL 528 B4 WO 195 V5] Cisco %40 1P U 8
HAF Cisco e A MR TUAE BRAR IEBAEAE B (VAR %8

mail.example.com> smaconfig

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.
[1> add

Enter the hostname of the system that you want to add.
[1> m380903.1ibga

Enter the user key of the host m380g03.ibga.
Press enter on a blank line to finish.

SSH2:dsa
10.76.71.107 ssh-dss

SMA host key was added successfully.

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[1> print
1. Hostname: m380q03 1bqa Keys SSH2: dsalO 76 71 107 ssh dss

8&HRgMﬁMﬁ@mGﬁK%mﬂ&ﬁhMEN%IIEﬁ&UmIﬂEBMKqCMkmUMEﬁHKzIMGMﬁhw&ﬁHMaﬂtMﬂESMMdﬁﬂmXﬂhﬂﬂg:
Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.

- PRINT - Display all SMA Parameters and Keys.

[r>

FC'E SSH RS54 MU B P .

AT AT R
PR R S & O BRAERFAR BTN
AP A& BEAT S A SR AR B S
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maill.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> sshd

ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
aesl28-cbc
aesl92-cbc
aes256-cbc
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-shal
Minimum Server Key Size:
2048
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup

Available Public Key Authentication Algorithms options
rsal
ssh-dss
ssh-rsa

Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsa]>
Available Cipher Algorithms options
aesl28-ctr
aesl92-ctr
aes256-ctr
aesl28-cbc
3des-cbc
aesl92-cbc
aes256-cbc
rijndael-cbc@lysator.liu.se

Enter the Cipher Algorithms do you want to use

[aesl128-ctr,aesl92-ctr,aes256-ctr,aesl28-cbc,aesl92-cbc,
aes256-cbc, rijndael-cbcl@lysator.liu.se]l>
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Available MAC Methods options
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96

Enter the MAC Methods do you want to use
[hmac-shal]>

Available Key Sizes : [768, 1024, 1536, 2048]
Enter the Minimum Server Key Size do you want to use
[2048]1>

Available KEX Algorithms options

diffie-hellman-group-exchange-sha256

diffie-hellman-group-exchange-shal

diffie-hellman-groupl4-shal

ecdh-sha2-nistp256

ecdh-sha2-nistp384

ecdh-sha2-nistp521
Enter the KEX Algorithms do you want to use
[diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,
diffie-hellman-groupl4-shal,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521]>

ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
aesl28-cbc
aesl92-cbc
aes256-cbc
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-shal
Minimum Server Key Size:
2048
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

Choose the operation you want to perform:

- SETUP - Setup SSH server configuration settings
[1>

Tl HEERKPREHHQHA
FER A BI TR, Re oA B DU 23— AN A

mail.example.com> sshconfig
Choose the operation you want to perform:
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- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[r>

T B IP AN K ABRZ AR RITRE

2
S

: B

£

z56 |

AR WA S BR ipblocka IG5 TR B, EIHAK AL Hul L4 o) 1P Huhb 45 O B .

\)

ER HRETE AsyncOS 11.0.2 K SR A oK 1P Mtk 9 Nk ABH 142 B sl e v/r 44 B o

PAR 7R 7R T anfa) i TP ik 9N K A S VF 44 e

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> access control

Choose the operation you want to perform:

- ALLOWED LIST - Manage the persistent allowed list
- BLOCKED LIST - Manage the persistent blocked list
[1> allowed list

Choose the operation you want to perform:
- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Allowed list will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the Allowed list

DA 7 J R 7 anqer s 1P dthotik A N7 A BHL 1 44

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> access control

Choose the operation you want to perform:

- ALLOWED LIST - Manage the persistent allowed list
- BLOCKED LIST - Manage the persistent blocked list
[1> blocked list
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Choose the operation you want to perform:
- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Allowed list will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the blocked list

status

[::BU

BN RGO

fEmER
BAC: WA RTE R
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mail3.example.com> status

Status as of: Thu Oct 21 14:33:27 2004 PDT
Up since: Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)
Last counter reset: Never
System status: Online
Oldest Message: 4 weeks 46 mins 53 secs
Feature - McAfee: 161 days
[....]
Feature - Outbreak Filters: 161 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 62,049,822 290,920 62,049,822
Recipients Received 62,049,823 290,920 62,049,823
Rejection
Rejected Recipients 3,949,663 11,921 3,949,663
Dropped Messages 11,606,037 219 11,606,037
Queue
Soft Bounced Events 2,334,552 13,598 2,334,552
Completion
Completed Recipients 50,441,741 332,625 50,441,741
Current IDs
Message ID (MID) 99524480
Injection Conn. ID (ICID) 51180368
Delivery Conn. ID (DCID) 17550674
Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 14
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Queue
Active Recipients 1
Messages In Work Queue 0
Kilobytes Used 92
Kilobytes Free 8,388,516
Quarantine

Messages In Quarantine

Policy, Virus and Outbreak 0
Kilobytes In Quarantine

Policy, Virus and Outbreak 0

supportrequest

[::BU

ER1E

Tl
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https:/sso.cisco.com/autho/forms/CDClogin.html [¥] Cisco.com i & SCAF Bl #% o a1 A BT Cisco.com
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mail.example.com> supportrequest

Please Note:

If you have an urgent issue, please call one of our worldwide Support Centers
(www.cisco.com/support). Use this command to open a technical support request
for issues that are not urgent, such as:

- Request for information.

- Problem for which you have a work-around, but would like an alternative
solution.

Do you want to send the support request to supportrequest@mail.ga?

[Y]>
Do you want to send the support request to additional recipient(s)?
[N]>
Is this support request associated with an existing support ticket?
[N]>

Please select a technology related to this support request:
1. Security - Email and Web
2. Security - Management

[11> 1
Please select a subtechnology related to this support request:
1. Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - Misclassified
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2. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - SBRS
3. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - Other
4. Email Security Appliance - Virtual

[11> 3

Please select the problem category:

1. Upgrade

2. Operate
3. Configure
4. Install
[11>
Please select a problem sub-category:

1. Error Messages, Logs, Debugs

2. Software Failure

3. Interoperability

4. Configuration Assistance

5. Install, Uninstall or Upgrade

6. Hardware Failure

7. Licensing

8. Data Corruption

9. Software Selection/Download Assistance

10. Passphrase Recovery

[11>

Please enter a subject line for this support request:

[1> <Subject line for support request>

Please enter a description of your issue, providing as much detail as possible
to aid in diagnosis:

[1> <Description of issue>

It is important to associate all your service contracts with your Cisco.com profile (CCO
ID) in order for you to receive complete

access to support and services from Cisco. Please follow the URLs below to associate your
contract coverage on your Cisco.com profile.

If you do not have a CCO ID, please follow

the URL below to create a CCO ID.

How to create a CCO ID:

https://tools.cisco.com/RPF/register/register.do

How to associate your CCO ID with contract:
https://tools.cisco.com/RPFA/profile/profile management.do

Frequently Asked Question:
http://www.cisco.com/web/ordering/cs_info/fags/index.html

Select the CCOID

1. New CCOID

[11>

Please enter the CCOID of the contact person :

[1> your name

The CCO ID may contain alphabets, numbers and '@', '.', '-' and ' ' symbols.
Please enter the CCOID of the contact person :

[1> me@example.com

Please enter the name of the contact person :

[1> yourname

Please enter your email address:

[1> me@example.com

Please enter the contract ID:

[1> 1234

Please enter any additional contact information (e.g. phone number) :

1>

Please wait while configuration information is generated...

Do you want to print the support request to the screen?

[N]>
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. supportrequeststatus

supportrequeststatus
A
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mail.example.com> supportrequeststatus

Component Version Last Updated
Support Request 1.0 Never updated
supportrequestupdate

ik
R T IH IR, DM BA TAC IR H
fERTER
A SRR WA
BESRATHL: SEAr & 0T B SRR GRS, 041, HHAERL)
HEALIR A% : Iy & RS RHLAL IR X

{51
mail.example.com> supportrequestupdate
Requesting update of Support Request Keywords.
suspend
ek

PRI %
ERER
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mail3.example.com> suspend
Enter the number of seconds to wait before abruptly closing connections.
[30]1> 45
Waiting for listeners to exit...
Receiving suspended for Listener 1.
Waiting for outgoing deliveries to finish...
Mail delivery suspended.
mail3.example.com>

suspenddel

R
EPUS

s

(EIEREY
A AR 4 .
BESREFHE: SAr 4 (AR TS HLBER T (.
HESLIB A S Bdr & RS AL B X

15
mail.example.com> suspenddel
Enter the number of seconds to wait before abruptly closing connections.
[30]>
Enter one or more domains [comma-separated] to which you want to suspend delivery.
[ALL]> domainl.com, domain2.com, domain3.com
Waiting for outgoing deliveries to finish...
Mail delivery suspended.
H- 3
EPER

PR

ERTER
RAT: Mar S ATRE 4R .
BRI e R TR R A H] .
LTRSS AT S A SR F RS 5
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tcpservices

[:BU

R

Tl

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

11> 1

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

mail3.example.com>

RARPREFT T (0 SO A R AR S

RAT: B ATTE PR .
RSB I S DURAETH SR A .
HACEAS: Mar S A SRR BER

mail.cisco.com> tcpservices
System Processes (Note: All processes may not always be present)

ftpd.main - The FTP daemon
ginetd - The INET daemon
interface - The interface controller for inter-process communication
ipfw - The IP firewall
slapd - The Standalone LDAP daemon
sntpd - The SNTP daemon
sshd - The SSH daemon
syslogd - The system logging daemon
winbindd - The Samba Name Service Switch daemon
Feature Processes
euq webui - GUI for ISQ
gui - GUI process
hermes - MGA mail server
postgres - Process for storing and querying quarantine data
splunkd - Processes for storing and querying Email Tracking data
COMMAND USER TYPE NODE NAME
interface root IPv4 TCP 127.0.0.1:53
postgres pgsqgl IPv4 TCP 127.0.0.1:5432
gabackdoo root IPv4 TCP *:8123
ftpd.main root IPv4 TCP 10.1.1.0:21
euq webui root Ipv4 TCP 10.1.1.0:83
euq webui root IPve TCP [2001:db8::]:83
gui root IPv4 TCP 172.29.181.70:80
gui root IPv4 TCP 10.1.1.0:80
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gui root
gui root
gui root
gui root
ginetd root
ginetd root
ginetd root
ginetd root
ginetd root
hermes root
splunkd root
splunkd root
api_serve root
api_serve root
api_serve root
api_serve root
java root

FVFIERF TAC Vi I IW R 5

RAT: e AT iR

IPVG6
IPv4
IPv4
IPVG6
IPv4
IPv4
IPVG6
IPv4
IPVG6
IPv4
IPv4
IPv4
IPv4
IPVG6
IPv4
IPVG6
IPVG6

o

o

techsupport .

TCP [2001:db8::]1:80
TCP 172.29.181.70:443
TCP 10.1.1.0:443

TCP [2001:db8::]:443
TCP 172.29.181.70:22
TCP 10.1.1.0:22

TCP [2001:db8::]:22
TCP 10.1.1.0:2222

TCP [2001:db8::]:2222
TCP 172.29.181.70:25
TCP 127.0.0.1:8089
TCP 127.0.0.1:9997
TCP 10.1.1.0:6080

TCP [2001:db8::]1:6080
TCP 10.1.1.0:6443

TCP [2001:db8::]:6443
TCP [::127.0.0.1]1:9999

RESRAE . b S AURAETH AU N A .
BB S My AR A% .

mail3.example.com> techsupport
Service Access currently disabled.
Serial Number: XXXXXXXXXXXX-XXXXXXX
Choose the operation you want to perform:
- SSHACCESS - Allow a Cisco IronPort Customer Support representative to remotely access
your system, without establishing a tunnel.
- TUNNEL - Allow a Cisco IronPort Customer Support representative to remotely access your
system, and establish a secure tunnel

for communication.
- STATUS - Display the current techsupport status.

[1> sshaccess

A random seed string is required for this operation
1. Generate a random string to initialize secure communication (recommended)

2. Enter a random string
[11> 1

Are you sure you want to enable service access? [N]> y
Service access has been ENABLED. Please provide the string:
QT22-JQZF-YAQL-TL8L-8Q@2L-95
to your Cisco IronPort Customer Support representative.
Service Access currently ENABLED (0 current service logins).
Tunnel option is not active.
Serial Number: XXXXXXXXXXXX-XXXXXXX

Choose the operation you want to perform:

- DISABLE - Prevent customer service representatives from remotely accessing your system.
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tisverify

[::BU

ERER

HEALTEAR

]l

trace

[:BU

&% sE76 |

- STATUS - Display the current techsupport status.
(1>

Fed @l TLS &4, JF HRS H 1A DG TLS 8kl . ZEAI &R, 1R a2 SO0 IF 13k
FEARFENL. AsyncOS 2R PTAEHI (JUF) TLS W E A TLS 1%

AT A ATFE 87
PR iy SR EH AR A .
AR AS: b SZFEL b B

tlsverify fir & (LA FRAS 30T DL FRATIESE CLL a2 AT AT 2hig, w LU A 546w 014 1 TLS
SEX

tlsverify <domain> <hostname>[:<port>]

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port (example.com:26) if you are not
connecting on port 25:

[example.com] > mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.

Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.

it A S0 R RO
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mail3.example.com> trace

Enter the source IP

[1> 192.168.1.1

Enter the fully qualified domain name of the source IP

[1> example.com

Select the listener to trace behavior on:

1. InboundMail

2. OutboundMail

[11> 1

Fetching default SenderBase values...

Enter the SenderBase Org ID of the source IP. The actual ID is N/A.
[N/A]>

Enter the SenderBase Reputation Score of the source IP. The actual score is N/A.
[N/A]>

Enter the Envelope Sender address:

[1> pretend.sender@example.net

Enter the Envelope Recipient addresses. Separate multiple addresses by commas.
[1> admin@example.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.' on a blank line to end.

Subject: Hello
This is a test message.

HAT matched on unnamed sender group, host ALL
- Applying $ACCEPTED policy (ACCEPT behavior) .

- Maximum Message Size: 100M (Default)

- Maximum Number Of Connections From A Single IP: 1000 (Default)
- Maximum Number Of Messages Per Connection: 1,000 (Default)

- Maximum Number Of Recipients Per Message: 1,000 (Default)

- Maximum Recipients Per Hour: 100 (Default)

- Use SenderBase For Flow Control: Yes (Default)

- Spam Detection Enabled: Yes (Default)
- Virus Detection Enabled: Yes (Default)
- Allow TLS Connections: No (Default)
Processing MAIL FROM:
- Default Domain Processing: No Change
Processing Recipient List:
Processing admin@ironport.com
- Default Domain Processing: No Change
- Domain Map: No Change
- RAT matched on admin@ironport.com, behavior = ACCEPT
- Alias expansion: No Change
Message Processing:
- No Virtual Gateway(tm) Assigned
- No Bounce Profile Assigned
Domain Masquerading/LDAP Processing:
- No Changes.
Processing filter 'always deliver':

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False
Evaluating Rule: rcpt-to == "ironport.com"
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Result = True
Evaluating Rule: OR
Result = True
Executing Action: deliver ()
Footer Stamping:
- Not Performed
Inbound Recipient Policy Processing: (matched on Management Upgrade policy)
Message going to: admin@ironport.com
AntiSpam Evaluation:
- Not Spam
AntiVirus Evaluation:
- Message Clean.
- Elapsed Time = '0.000 sec'
Outbreak Filter Evaluation:
- No threat detected
Message Enqueued for Delivery
Would you like to see the resulting message? [Y]> y
Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
Final Recipients:
- admin@ironport.com
Final Message Content:
Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700
Message-Id: <3193g9$@Management>
X-IronPort-AV: i="3.86,81,1096873200";
d="scan'208"; a="0:sNHTO"
Subject: hello
This is a test message.
Run through another debug session? [N]>

N

A

e |

wI: Z

Note yf FHL IR IR, 0200 [F] IR AL S5 RE UG 1) CLLT o i JEL P SR 1 3

trackingconfig
ik
LT BB R

R

HERAEL Shar ST T =M SRS GRESR. 4. IFEPD .
AL P A2 BT S A SCRAHEAR B 5K

]l

mail.example.com> trackingconfig

Message Tracking service status: Message Tracking is enabled.
Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[]1> setup

Would you like to use the Message Tracking Service? [Y]>
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Do you want to use Centralized Message Tracking for this appliance? [N]>
Would you like to track rejected connections? [N]>

Message Tracking service status: Local Message Tracking is enabled.
Rejected connections are currently not being tracked.

Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[r>
tzupdate
iR

I B

EJEEED
AT A ANTFE 87 .

PR ey &R BRI . Bl PR S BN (i, 8RRy e
THEHD AT

AL P2 Bhdr & SCRAE AR RS 5.

HEALIBAR
USRS S, tzupdate fir 4 MOHEAS HIHG U2 £ 3R ST A7 e DR

tzupdate [force]

1l
mail.example.com> tzupdate
Requesting update of Timezone Rules
updateconfig
IR

E ARG E S
ERIE
B WA WE R
FEEES T WA T IrE =M S B4R, 4. HFEND
HEALFE AT 4 AT A SCRFRE AL FE A% 2K
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mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[]1> setup

For the following services, please select where the system will download updates from:
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

1. Use Cisco IronPort update servers (http://downloads.ironport.com)
2. Use own server

[1]1>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers
2. Use own server

[1]1>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own server

[11>

For the following services, please select where the system will download the list of available
updates from:

Service (list): Update URL:

Timezone rules Cisco IronPort Servers
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Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
1. Use Cisco IronPort update servers
2. Use own update list
[11>
For the following services, please select where the system will download the list of available
updates from:
Service (list): Update URL:
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
1. Use Cisco IronPort update servers
2. Use own update list
[11>
Enter the time interval between checks for new:
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
Use a trailing 's' for seconds, 'm' for minutes or 'h' for hours. The minimum
valid update time is 30s or enter '0' to disable automatic updates (manual
updates will still be available for individual services).
[5m]>
When initiating a connection to the update server the originating IP interface
is chosen automatically. If you want to choose a specific interface, please
specify it now.

1. Auto
2. Management (10.76.69.149/24: vm30esa0086.1ibga)
[11>

Do you want to set up a proxy server for HTTP updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades
[N]>
Do you want to set up an HTTPS proxy server for HTTPS updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades

[N]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.
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- VALIDATE CERTIFICATES - Validate update server certificates
- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[r>

Bo B BRI K LABEIE B8 #7732 Fr AR 55 2R P R A 31

WERAEHC BRI, AR BEPERI 0% L Cisco SRR o5 SRl fE N, BB RE I I 55 2 UE 5 1A 3L
PEARBISAE . WG IERIG, HOHOR MG TRAME B ALk B R H b R Il s i B
i P e AR T -

mail.example.com> updateconfig
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> validate certificates

Should server certificates from Cisco update servers be validated?

[Yes]>
Service (images):

Update URL:

Feature Key updates

http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates
- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1>
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Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwIBAgIBATANBgkghkiGOwOBAQUFADCBgDELMAkKGAIUEBhMCSU4x
DDAKBGNVBAGTAOEBUJENM. & o vttt it it it it it ittt ittt ittt et et e

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

TERR{EM 5 F 1% Cisco Talos iE+

ETRpd, AL updateconfig > clientcertificate FAr A LEMEH: M & 4% Cisco Talos
UEP
maill.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
McAfee Anti-Virus definitions Cisco IronPort Servers
DLP Engine Updates Cisco IronPort Servers

PXE Engine Updates Cisco IronPort Servers

Sophos Anti-Virus definitions Cisco IronPort Servers
IronPort Anti-Spam rules Cisco IronPort Servers
Outbreak Filters rules Cisco IronPort Servers

Timezone rules Cisco IronPort Servers

Enrollment Client Updates (used to fetch certificates for URL Filtering) Cisco IronPort
Servers

Support Request updates Cisco IronPort Servers

Content Scanner Updates Cisco IronPort Servers

Geo Countries Updates Cisco IronPort Servers

SDR Client Updates Cisco IronPort Servers

External Threat Feeds updates Cisco IronPort Servers
How-Tos Updates Cisco IronPort Servers

Notifications component Updates Cisco IronPort Servers
Smart License Agent Updates Cisco IronPort Servers
Mailbox Remediation Updates Cisco IronPort Servers
Talos Updates Cisco IronPort Servers

Easy Demo service Updates Cisco IronPort Servers

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Service (list): Update URL:
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McAfee Anti-Virus definitions Cisco IronPort Servers
DLP Engine Updates Cisco IronPort Servers

PXE Engine Updates Cisco IronPort Servers

Sophos Anti-Virus definitions Cisco IronPort Servers
IronPort Anti-Spam rules Cisco IronPort Servers
Outbreak Filters rules Cisco IronPort Servers

Timezone rules Cisco IronPort Servers

Enrollment Client Updates (used to fetch certificates for URL Filtering) Cisco IronPort
Servers

Support Request updates Cisco IronPort Servers

Content Scanner Updates Cisco IronPort Servers

Geo Countries Updates Cisco IronPort Servers

SDR Client Updates Cisco IronPort Servers

External Threat Feeds updates Cisco IronPort Servers
How-Tos Updates Cisco IronPort Servers

Notifications component Updates Cisco IronPort Servers
Smart License Agent Updates Cisco IronPort Servers
Mailbox Remediation Updates Cisco IronPort Servers
Talos Updates Cisco IronPort Servers

Easy Demo service Updates Cisco IronPort Servers

Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d
Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
- CLIENTCERTIFICATE - Upload the client certificate and key.
[]>clientcertificate

Do you like to overwrite the existing certificate and key [Y|N] ? []> vy

Paste the certificate.
Press CTRL-D on a blank line when done.

f14wXRnvDRjPWUX8XRHYF8RAL1fz8rh/1xJN6R4AVOLIHPAJS fEYJTmMNiT1Fcgy rN
Sm57NsyVCoNJ00iCuwi6Hiw/CY1fms990btByIrwt5Gl+6E6J6qgOovT6R+qgiS2A
KGNIRJAVZNhiDdezX5021/xbJ5C39BPggY0CAWEAAaMaMBgwCQYDVROTBAIWADAL
BgNVHQ8EBIDO704MAOGCSgGSIb3DQEBCWUAMHWXCZAJBgNVBAYTALVT
MRMwEQYDVQQIEwpDYWxpZm9ybml hMREwDwYDVQQOHEWhTYW4gSm9zZTELMBkGAL1UE
ChMSQ21zY28gU31zdGVtcyBIbmMuMREWDWYDVQQLEWhTZWN1cml 0e TEVMBMGAL1UE
AxMMS2V5bWFzdGVyIENBMB4XDTIWMTEYNjESNDEyN1oXDTIxMDUyNDESNDEyN1ow
SDEZMBCGA1UEAwWWQVkxORVNBMTgzODI4MTE2NDErMCkGALUECgwiSW50ZXJuYWxU
ZXNORGVtbOFjY291bnQO5LmNpc2NvLmMNvbTCCASIwDQYJKoZIhveNAQEBBQADggEP
ADCCAQoCggEBAODerFpMLiDrHCppbgglZT+3XgIXFaDNAILMNvnxCv+Cg/8FolhT
mNnefWoKq/CxK9jNfUHalY3BzozOUzFH87gXdNrhfRnMRGRWBQH1ImKjmflsogY4
EUC/7+pQ52K8/fulXXMT463BwkXD5ROtr6bTdoUSDfRL3aWhTjdWrX0WolkTpOsR
f14wXRnvDRjPWUX8XRHYF8RAL1fz8rh/1xJN6R4AVOLIHPAJS fEYJTmMNiT1Fcg] rN
Sm57NsyVCoNJ00iCuwi6Hiw/CY1fms990btByIrwt5Gl+6E6J6qgOovT6R+qgiS2A
KGNIRJAVZNhiDdezX5021/xbJ5C39BPqgY0CAWEAAaMaMBgwCQYDVROTBAIWADAL
BgNVHQ8EBAMCB4AWDQY JKONMX8 IWpbH7WiWxaJKGe 9d5P62zBCgZccep4PsH
dt396r7VgCRREgZAMV45X1xrK7VMds 9+3jCalEW6VOr 5PrTPK4uBgqgQCku3RmgWm
TH/W+0YBkj29ny8ULVTPRT/w6KYsgZiTAsOogHK69IY12We7AiBP+DmNCk 9pRBPUk
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[::BU

ERTER

OWbMf00voF8k2QZF1S3ms17dn7LmOYB+/6e8RR1IT+9Y1Akft ImMOdLEMxjb32bCh2
4zQQWIXyTx1G5CDuRC+a/P7dz2ZQnLOfzosccOwlYSX1T6ns5v4ARrL8phX4b0bTA=

Paste Private Key.
Press CTRL-D on a blank line when done.

7Z1DbPzJJm57A0DTWUJEFGJ/u/x7bRzw/BFH6QUuUSWddbgIlgt FhwagAP2uzB18a38
VvEZXsZEf£+0OvU2hUrznWK5RgsCYILAypn7shh7RXp4QJc6hCcE£0731BVgqukfPC
egytzKO0stKvXPcbTOTI1BwWu8nlvm5UDOI+UjKgigqIniL3MGY0VMVz020Z1PFHiVO
JLuMHpI4dvhQoq7UaLoT4NOYeiCC3iykZ0n8B1BzVAY3KVvEfazkR7QIJwXYSJRgL9
708vIMECgYEA/CewuUKZbBrGVGLr+eL34h0uOMgx8+tMFeRnBWMT IHWxcGxJ/bJ 8
6+LCS9%9aXfuDOBHDI+Xy4mfsKOvz5dtpFL5gI71NVvN6VUrPI3tIXdUTxZ9He JKHIN
MITIEpQIBAAKCAQEA4NG6SWIMSTMULfzuBd02uF 9GecxGpHAFAeULYgOZ+Wy i
BjgRQL/v61DnYrz9+6VdcxPjrcHCRCP1IHS2vptN2hRIN9EvdpaFONlat fRaiWROnN
SxF+XjBdGe8NGMIZREXAEfIXxFOuV/PyuH/XEk3pHhXQuUc8ANn18TI10Y2JPUVyYC
0s1Kbns2zJUKgOnQ6IK7CLoeLD8J1iV+az305u0HIivC3kbX70Tongqr2i9PpH6qd
LYAOYOhEkKCO9k2GIN1Bael 60AtKWWAKRS13nunfaiFun/XAeF9YPuA24+dc
7Z1DbPzJJm57AODTWUJEFGJ/u/x7bRzw/BFH6QUuUSWddbgIlgt FhwagAP2uzB18a38
VvEZXsZEf£+0OvU2hUrznWK5RgsCYILAypn7shh7RXp4QJc6hCcE£0731BVgqukfPC
egytzKO0stKvXPcbTOTIBwWu8nlvm5UDOI+UjKgqigqIniL3MGY0VMVz020Z1PFHiVO
JLuMHpI4dvhQoq7UaLoT4NOYeiCC3iykZ0n8B1BzVAY3KVvEfazkR7QIJwXYSJRgL9
708vIMECgYEA/CewuUKZbBrGVGLr+eL34h0uOMgx8+tMFeRNBWMTIHWxcGxJ /b8
6+LCS9%9aXfuDOBHDI+Xy4mfsKOvz5dtpFL5gI71NVvN6VUrPI3tIXdUTxZ9He JKHIN
r5082sZ2d0w6WO0q] fk1XZowut 9isGWIwePMPoYOhWFyxbv7bomFC50AkCgYEASEx4 7WneMHbmgSQbIvEiXb02tSGlc=

~D
Certificate and key are stored successfully

TR T AT R GUMR 55 AL AT BT

R WA ATE R

BEEETE: S SRR . Bt P IR RS S EAL (i,

TEND EH .
B S b S FE A HRE

updatenow .

BRI E
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HEALIEAR
R 5 Kl BT 1, updatenow fir-4 fRTSHCAR R 2 TT LR T 5307 0 B 5 16 A 214«

updatenow [force]

1l

mail3.example.com> updatenow

Success - All component updates requested
version
faiR

HH RGRALE B

ER1E
AT MmO ATE PR .
AR B A SARAETH AU AR A .
HACEAS: T A ST B

Tl

mail3.example.com> version
Current Version

Product: Cisco C100V Email Security Virtual Appliance
Model: C100V

Version: 9.1.0-019

Build Date: 2015-02-17

Install Date: 2015-02-19 05:17:56

Serial #: 421C73B18CFB05784A83-B03A99E71EDS
BIOS: 6.00

CPUs: 2 expected, 2 allocated

Memory: 6144 MB expected, 6144 MB allocated
RAID: NA

RAID Status: Unknown

RAID Type: NA

BMC: NA

wipedata

fik
H1L
] wipedata fir4 i A BREAL MRG0, IR A 5D — A DA R AR IIRES o
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Note i icdie o bumst, 45

SRERAE R RETT 2 — BN TR], DR W RE S R ST fE, L RRAE 78 .

ERER
PR AT S AT R .
RESRAE L. b & DURAETH AU N A
LTRSS AT S A SRR AL B RS 2

et

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> coredump

wipedata: In progress

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> status

Last wipedata status: Successful

upgrade

s
B
upgrade CLI #r 4 Box i AR NI, FF HI¥ AsyncOS REETH4¢ B 7 48 € IRRA

ERIFER
AT M AATE 87
B ey SABRAE T LB A .

HEALIR AL L & AR AL #A%
1l
mail3.example.com> upgrade
Are you sure you want to proceed with upgrade? [N]> y
Choose the operation you want to perform:
- DOWNLOADINSTALL - Downloads and installs the upgrade image (needs reboot).

- DOWNLOAD - Downloads the upgrade image.
[1> downloadinstall
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. M7 T JE 2% (Content Filters)

Upgrades available.

1. AsyncOS 10.0.2 build 020 upgrade For Email, 2017-05-09. This is release for Maintenance
Deployment.

2. AsyncOS 11.0.0 build 132 upgrade For Management, 2017-12-08.This release is for Maintenance
Deployment.

Performing an upgrade may require a reboot of the system after the upgrade is applied. You
can log in to your appliance after the upgrade is done.

Do you want to proceed with the upgrade? [Y]>Y

AN 2 13 3E 22 (Content Filters)

contentscannerstatus

R

R A AR T RN S

RAT: B S ATE PR .
RSB S S DURAETH SN A .
HACEAS: My S A SR BER

Y]l
mail.example.com> contentscannerstatus
Component Version Last Updated
Content Scanner Tools 11.2.1884.970097 Never updated
contentscannerudpate

ER1ER

Tl

R TEN I ARG 15 WERAEH] “amifl” 280 BRI B o, B dT

A SRR R .

R B S S DURAETH SN . B0 — D RS BN (I, BE SR i E
WEHD LA

HEALIR AR S T & A SR AL BERS 5

mail.example.com> contentscannerupdate force
Requesting forced update for Content Scanner.
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LDAP

Idapconfig

[::BU

ERTER

war i

AHIP A AUR CLI iy

il & LDAP %452

AP A& BT S A SR AR B S

15l - B2 FHHY LDAP AR 55250 & 3

7E N7+, 1dapeonfig 4 H -5 S MRAE I ¢ Z246 52 2] LDAP MRS &%, STCE LU R 2.
W N2 453 (1dapaceept 74 ) + B (ldaprouting Tiv4) « {h3% (masquerade Tfiv4)
17 I MR AL o 25 DX PR e 28 FH P S B iE. (isqauth Fa4) « BRI ARa & i 44 5 9F (isqalias fir
)

6, 4440 J midapserver.example.com LDAP [Ji45 457 “PublicLDAP” 14 ., #1465 171 5135 11
3268 (ERIME) . 25E X example.com ]9 &R % (dc=example,dc=com), [F] i I8 5 SO N 5215 1
RIS A2 T3 i R R ER 2 . A= b (215 OpenLDAP H SECE 2501, 24 F © 21K Internet Draft
draft-lachman-laser-ldap-mail-routing-xx.txt /5 X f#] inetLocalMailRecipient [} J& Xt %25, IR A

“Laser Ml#%” o  (HLHERIN A JRAM S LE OpenLDAP YA & . D R, fEAREIF, (EMRHE
OB th A b T o A e A 3818 mailForwardingAddress. fiffi R 25 1) 44 FRIX 73K
NG, S A BUA REIR RLERR I 4R

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:

[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:
1. Anonymous

2. Passphrase based

[11> 2

Please enter the bind username:

[cn=Anonymous]>

Please enter the bind passphrase:
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[1>

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[3]1> 1

Please enter the port number:
[3268]> 3268
Please enter the base:
[dc=example,dc=com]> dc=example,dc=com
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- TEST - Test the server configuration.
- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- CERTAUTH - Configure certificate authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldapaccept
Please create a name for this query:
[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept
Enter the LDAP query string:
[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldaprouting
Please create a name for this query:
[PublicLDAP.routing]> PublicLDAP.routing
Enter the LDAP query string:
[ (mailLocalAddress={a})]> (mailLocalAddress={a})
The query requires one of the attributes below. Please make a selection.
[1] Configure MAILROUTINGADDRESS only - Rewrite the Envelope Recipient (and
leave MAILHOST unconfigured)?
[2] Configure MAILHOST only - Send the messages to an alternate mail host
(and leave MAILROUTINGADDRESS unconfigured)?
[3] Configure both attributes
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Enter the attribute which contains the full rfc822 email address for the
recipients.

[mailRoutingAddress]> mailRoutingAddress

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> masquerade

Please create a name for this query:

[PublicLDAP.masquerade]> PublicLDAP.masquerade

Enter the LDAP query string:

[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})

Enter the attribute which contains the externally visible full rfc822 email address.
[1> mailLocalAddress

Do you want the results of the returned attribute to replace the entire friendly portion
of the original recipient? [N]> n

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> isgauth

Please create a name for this query:

[PublicLDAP.isgauth]> PublicLDAP.isgauth

Enter the LDAP query string:

[ (sAMAccountName={u}) ]> (sAMAccountName={u})

Enter the list of email attributes.

[1> mail,proxyAddresses

Do you want to activate this query? [Y]> y

Do you want to test this query? [Y]> y

User identity to use in query:

[1> admin@example.com

Passphrase to use in query:

[1> passphrase

LDAP query test results:
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LDAP Server: myldapserver.example.com

Query: PublicLDAP.isgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1>

Current LDAP server configurations:

1. PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1>

=~ -EERRE
TR REIY, 4EE LDAP &R E, @4 TLS ERMIED.

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> setup

Choose the IP interface for LDAP traffic.

1. Auto

2. Management (10.92.145.175/24: esxl6-esall.ga)
[11> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having
negative results? [Y]>

Validate LDAP server certificate? [Y]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not be
secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

11> 1

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.
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- SETUP - Configure LDAP options.
[r>

Idapflush

ik
TEBELTE 22171 LDAP 455,

EMER
B IEA AT “RA .
BEGERPRL: e & DU LT STLBL F .
SRR S: S oA FHIL AR B

451

mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results? [N]> y
Flushing cache

mail3.example.com>

Idaptest

PG
HAT A LDAP &R

ERER
AT B S ATE IR .
A B e & O IR AE TR U A H]
LIRS LA AR AL HA% 2

Tl

TEA TR, % ldaptest 4 H ?ﬁﬁﬂﬁﬁ’] LDAP E&%%‘%@ﬂﬁ?ﬂuﬁwﬁ*EI’JW#JK%EQVEU LN
Hilik: “admin@example.com” 3@t P, B At “bogus@example.com” WA i Wl .

mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[11> 1
Address to use in query:
[1> admin@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
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sievechar

[::BU

ERER
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Argument: admin@example.com
Action: pass

LDAP query test finished.
mail3.example.com> ldaptest

Select which LDAP query to test:

1. PublicLDAP.ldapaccep

[11> 1
Address to use in query:

[1> bogus@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept

Argument: bogus@example.com

Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found
LDAP query test finished.
mail3.example.com>

WEBEEN T Sieve MBS B F-4F, W1 RFC 3598 HfTik. iHH R, Sieve TAHUTE LDAP $:52
H LDAP FH i th A o 2 o ZR G0 A AL 70-K6 £ 58 3 R B A ik rh e A

RV T e - =t/

A A AT R
BB Udr T 0TI ARG . ML, WS
AR RS S & A

FEA RGN, sievechar it & ] 1K + & SCHAEREZ A1 LDAP 5t i i 25 ) n B i) Sieve 74

mail3.example.com> sievechar

Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:

- SETUP - Set the separator character.

[1> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.
[1> +

Sieve Email Filter is enabled, using the '+' character as separator.
This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:

- SETUP - Set the separator character.

(1>

mR A%t BC &/ in %

AHEIP A AR CLI iy
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addresslistconfig
ik
RO b5

ERRE
BAS RATE RAT
FHEEHL: a2 T 1T =Rt BN (. 4l iHEPD
LA PR A 4 iy 2 SCREI AL B AR X

HEALTEAE K

addresslistconfig T4 (UFHLAL AR AT LUR] T BUABr Mt il 213 . G DAT ik 5102 4T Bk
RIFIZE S MR b5 2 ol A P ik 512 b (Kb S ik

* ISR AR 3R

addresslistconfig new <name> --descr=<description> --addresses=<addressl,address2,...>
* GERIAT LS 2
addresslistconfig edit <name> --name=<new-name> --descr=<description>
--addresses=<addressl,address2, ...>
o M BRHbbES 2

addresslistconfig delete <name>

FTEIHBIE SR (5135 -

addresslistconfig print <name>

AP S 2R P b S L -

.

addresslistconfig conflicts <name>

1l
maill.example.com> addresslistconfig
No address lists configured.
Choose the operation you want to perform:
- NEW - Create a new address list.

[1> new

Enter a name for the address list:
> add-1listl

Enter a description for the address list:
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> This is a sample address list

Enter the type of list:

1. Full Email Addresses only

2. Domains only

3. IP Addresses only

4. All of the above

Enter the type of the address list:
141> 1

Enter a comma separated list of addresses:

(e.g.: user@example.com)

> userl@example.com, user2@example.com

Address list "add-listl" added.

Choose the operation you want to perform:

- NEW - Create a new address list.

- EDIT - Modify an address list.

- DELETE - Remove an address list.

- PRINT - Display the contents of an address list.

- CONFLICTS - Find conflicting entries within an address list.
[r>

aliasconfig

[::BU

P B3 44 o

ERER
A AT R
BB Udr &m0 A ARG . ML, WD
AT 4 Jr S SCRHIAL IR .

HEALTEAR

aliasconfig T4 (KL AL BERS AT LU T-HS BT (000 46 3% . GdE LA 38 ST ENIBAE5 44 (AR Ll & 3
NI AR ZER O HEAE By, PR LU RS 3 aliasconfig fir 415N T 41 Hi (K42 R 45 5 A -

o USIHT IR B 53] 44 -

aliasconfig new <domain> <alias> [email addressl] [email address2]

)

Note fii Ay JEINAFRIK]  “aliasconfig new’ 42 FEQIEEIRL.

* G AEELA IR 4
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aliasconfig edit <domain> <alias> <email addressl] [email address2]

.

AR EBAER 4

aliasconfig print]

© PRGN

aliasconfig import <filename>|

T BRI A2 8

aliasconfig export <filename>|

45l

mail3.example.com> aliasconfig
Enter address(es) for "customercare".
Separate multiple addresses with commas.
[1> bobRexample.com, frank@example.com, sally@example.com
Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n
There are currently 1 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- PRINT - Display the table.
- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.
- CLEAR - Clear the table.
[1> new
How do you want your aliases to apply?
1. Globally
2. Add a new domain context
3. example.com
[11> 1
Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain
- "@domain" - All users in this domain.
- "Q@.partialdomain" - All users in this domain, or any of its sub domains.
[]1> admin
Enter address(es) for "admin".
Separate multiple addresses with commas.
[1> administrator@example.com
Adding alias admin: administrator@example.com
Do you want to add another alias? [N]> n
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There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bob@example.com, frank@example.com, sally@example.com
There are currently 2 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1>

Table 6: F} T ECE 7 & HISH

2
e

: B

£

z56 |

28 AR
<domain> B IR . “ AR e R
<alias> FLHCE A A4 A R

G RIS SRV 44 -

‘ user@domain” - JLHBAEHLEE,

“user’ - ALATHEIIL

‘@domain - S FTA R P

‘@.partialdomain’ - M3 ECIHAT & IR I ITE R
s B BRI E SCVF IR 44 -

“user’ - ILIHIRLE R HI

‘user@domain’ - JLHELEHIAE

<email address>

IEAVS T ELNL G SNl EARI DN S [ EHIE 2 GG B 11

<filename>

SN/T R AR EAE IS4

archivemessage

[:BU

FERS I BAF R A RS TH R o
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mail3.example.com>
archivemessage

Enter the MID to archive.
[01> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration

altsrchost

LS
P KA 5% (m) WL

EATER
A A THE 4R .
BERATHL: SEAr & T T O SRR SELBLR GRESE, ML TR
HEAL B A e Bfin &S FEAL B X

15l
MR ZRBIH, K FTED altsrchost 3R LA B R ANIEEILET . SR)5, GBI H

* >k H 44 @exchange.example.com 4141554 ML A M AERE WL 2] PublicNet £2 11
* SR B R AE TP Huhk 192.168.35.35 IR 124 £ AnotherPublicNet #2111 .

BJris K altsrchost BRESATETHISK, LARIAIFERACHE .

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a Virtual
Gateway mapping.

Partial addresses such as "@example.com" or "user@" are allowed.

[1> Q@exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)
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bounceconfig

[:BU

ER1ER

II Cisc

&% sE76 |

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a Virtual
Gateway mapping.

Partial addresses such as "@example.com" or "user@" are allowed.
[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[11> 1

Mapping for 192.168.35.35 on interface AnotherPublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> AnotherPublicNet

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT
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7E N H, 2] bounceconfig iy 4l i 4 A bounceprofile [IE [FIFLE SCF. TEUGRELE
SOAE, BT R Rl E Y 2 ) 45 ] Hi bk bounce-mailbox@example . com. )it JH GEiR 245 s
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mail3.example.com> bounceconfig

Current bounce profiles:

1. Default

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

[1> new

Please create a name for the profile:

[1> bounceprofile

Please enter the maximum number of retries.

[100]> 100

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]> 259200

Please enter the initial number of seconds to wait before retrying a message.
[60]> 60

Please enter the maximum number of seconds to wait before retrying a message.
[3600]> 3600

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> y

Do you want bounce messages to use the DSN message format? (Yes/No/Default) [Y]> y
Enter the subject to use:

[Delivery Status Notification (Failure)]>

Select default notification template:

1. System Generated

2. bounce english

3. bounce russian

[11>

Do you want to configure language specific templates? [N]>

Do you want to parse the DSN "Status" field received from bounce

responses to include in the DSN generated by the appliance?

(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a delay warning
message? (Yes/No/Default) [N]> y

Enter the subject to use:

[Delivery Status Notification (Delay)]>

Select default notification template:

1. System Generated

2. bounce english

3. bounce russian

[11> 1

Do you want to configure language specific templates? [N]>

Please enter the minimum interval in seconds between delay warning messages.
[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

[1]1> 1

Do you want hard bounce and delay warning messages sent to an alternate address, instead
of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.
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[1> bounce-mailbox@example.com

Do you want bounce messages to be signed (Yes/No/Default)? [N]>
Current bounce profiles:

1. Default

2. bounceprofile

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

(1>

mail3.example.com>

R EBCE X B ST g Fr

)

ERCE IR RN E SO S, 180T LI# ] listenerconfig -> bounceconfig iy 4> FHEA8 T Uk A B4 Wy
T2 I FH & S0

Note

A ULRE T OB A B2 R M T R R S TR I RC B S fF e (R, U W R S5 A IR e A% A T
AR KR

FEAIRE T, 2294 OutboundMail L W AEF>, I HA44 A bouncepr 1 13R [MIAC & SCA 2 W] %
LT S5 N

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> bounceconfig
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Please choose a bounce profile to apply:
1. Default

2. bounceprl

3. New Profile

11> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: bounceprl

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

bouncerecipients .

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

1>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Enabled the bounceprl profile to the Outbound mail listener
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bouncerecipients

[::BU

ERTER
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mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

11> 1

Please enter the hostname for the messages you wish to bounce.
[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"? [N]> Y
Bouncing messages, please wait.

100 messages bounced.

% Envelope From i iF iR [o]

EHIRE

bvconfig

1::BU

ER1ER

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11>

Are you sure you want to bounce all messages in the queue? [N]> Y
Bouncing messages, please wait.

1000 messages bounced.

BB IR [P0 R A B B iy 4 7T UG B P A AR IR [ R F
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mail3.example.com> bvconfig
Behavior on invalid bounces: reject
Key for tagging outgoing mail: key
Previously-used keys for verifying incoming mail:
1. key (current outgoing key)
2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> key
Enter the key to tag outgoing mail with (when tagging is enabled in the Good
Neighbor Table)
[1> basic_key
Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic_key
Previously-used keys for verifying incoming mail:
1. basic_key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> setup
How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?

1. Reject.
2. Add a custom header and deliver.
[11> 1

Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic key
Previously-used keys for verifying incoming mail:
1. basic key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
(1>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> Configuring a new key and setting reject for invalid email bounces
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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deleterecipients
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mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

11> 1

Please enter the hostname for the messages you wish to delete.
[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"? [N]> Y

Deleting messages, please wait.
100 messages deleted.

#% Envelope From 3t 31t f&

ERBMER

mail3.example.com> deleterecipients

Please select how you would like to delete messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to delete.

[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of

"mailadmin@example.com"? [N]> Y
Deleting messages, please wait.
100 messages deleted.

mail3.example.com> deleterecipients

Please select how you would like to delete messages:
1. By recipient host.

2. By Envelope From address.

3. All.
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[1]1> 1

Are you sure you want to delete all messages in the queue? [N]> Y
Deleting messages, please wait.

1000 messages deleted.

deliveryconfig
iR
L IS

ERE
AT M R
BRI b & v T = At BN CRESR . Zr 4, THEPD
AL ER A 4 My A SRR AL A

]l

FELL RonfilH,  deliveryconfig iy 2 H TR BN DB & “HBI” (Auto) IFJHH “nlReMIfE
%7 (Possible Delivery). FGEgk (1) 5k il M A% 36 R 505 & R 9000 .

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[]> setup

Choose the default interface to deliver mail.

1. Auto

2. AnotherPublicNet (192.168.3.1/24: mail4d.example.com)
3. Management (192.168.42.42/24: mail3.example.com)

4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 1

Enable "Possible Delivery" (recommended) ? [Y]> y
Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

delivernow
AR

T SIS R LU ST AT Ao P T LA B B/ A LR RS 24 T S i 1 9 4 S 1
ERTE

A A ATRE /L7 .
i

AR B RAE TSR U M
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destconfig
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mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient domain

2. All messages

[1]1> 1

Please enter the recipient domain to schedule for delivery.
[1>foo.com

Scheduling all messages to foo.com for delivery.

LTl setgoodtable fir% . IZRMBLAERK N HAREHIR . IR /T LN fi

B o

{¥ F destconfig ip <

LU R fir24E destconfig 32 H Py i) Fi :

Table 7: destconfig 7%

5
S
o

sx70 |

N

S KT A%

K L RA

SETUP B JR B

NEW AN IN S ) B

EDIT A& B BRI o

DELETE T S 1 B 1 o

DEFAULT S SR S T BR A PR

LIST BRH R BRI 514

DETAIL BN HFREUITA 4 H VR B
CLEAR MR PR T A 2% H

IMPORT MAINT P SR N H ARAE 4 H A%
EXPORT fr] INT PG SO Y H Rl 46 H R4

destconfig iy ER HARERIL A IRATHRALLL ME R
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Table 8: B #ri=H 2% B =~ fl

i EER (WA w&/NE | L
| Limit o MX/DOM
RO 500 * 1 Bk
ARAH SR IBRATT B 1 500 A&, BN
WA N A PR
(BRI 500 ‘ % ‘ | ‘MXIP
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/NI RS N B 8eA T R

partner.com 10 ‘ 500 ‘ 60 1
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SR NECh 500

101.202.101.2 500 I ‘ 0 ‘ MXIP
a5 IP ik
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desteonfig i 4 (LA L AT LU T-404T 548 CLI fr &1 AT it
- BTG H bl &

destconfig new <profile> [options]

* AP ) HAR P HIR

destconfig edit <default|profile> [options]

o MIERBAT (1 H AR{zE &
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destconfig delete <profile>|

.
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destconfig list

A HbRsIT T 4 HINTEANE 2

destconfig detail <default|profilelall>|
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destconfig clear]

M AN TS

destconfig import <filename>|

K h% T 23

destconfig export <filename>|

X edit Al new fibAbH A4, AT LUE I A AL B A BRI S S RARIREL AT 30, B AL AR R el A i
I AfE MIETA S S R ediv) , B RENRIME CRAEH new) .

concurrency limit=<int> - The maximum concurrency for a specific host.

concurrency limit type=<host|MXIP> - Maximum concurrency 1is per host or per MX IP.

concurrency limit apply=<system|VG> - Apply maximum concurrency is system wide or by Virtual
Gateway (tm) .

max_messages_per_ connection=<int> - The maximum number of messages that will be sent per
connection.

recipient limit minutes=<int> - The time frame to check for recipient limits in minutes.

recipient limit=<int> - The number of recipients to limit per unit of time.

use tls=<off|on|require|on verify|require verify> - Whether TLS should be on, off, or
required for a given host.

bounce profile=<default|profile> - The bounce profile name to use.
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bounce verification=<off|on> - Bounce Verification option.

w5l EIEETEY destconfig 55 H

TE N7, 4T desteonfig 45 H SFTEIRIb 7. AR5, O partner.com B4 H. ¥
SR E 60 73N 100 AN AR A BRI LA & 50 AN Ao ABR . PRk, 548
LEFE & /N AN ) 45, partner.com FT JFHEL 100 NEEREL ) £ 1 50 AN E NBE T4 . ANEah
PR 3 BB PIECE SO, ASEER E TLS WE. o, SNFTEESLAEITHIA, JFRAE
Mo

mail3.example.com> destconfig

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> 1list
1

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
(Default) On Ooff Ooff (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> partner.com

Do you wish to configure a concurrency limit for partner.com? [Y]> y
Enter the max concurrency limit for "partner.com".

[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.
[60]> 60

Enter the max number of recipients per 60 minutes for "partner.com".
[1> 50

Select how you want to apply the limits for partner.com:

1. One limit applies to the entire domain for partner.com

2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide
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2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for
this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Throttled delivery to partner.com in the destconfig table

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

. REIEEXHFTLS g8

TEATRGI, Ke2s A1 newpartner.com MU E BT 1) desteonfig 45 H o 77 % TLS 18 /RmliL Bon4ah
bounceprl i Z 8 [FIC & SCLER FH 2 IR T F#2)7, onpage 164) ¥R [IFCE S, %80 & SCHFRC &
J T4 BT B AL H 21 350 newpartner.com.

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[]> newpartner.com

Do you wish to configure a concurrency limit for newpartner.com? [Y]> n

Do you wish to apply a messages-per-connection limit to this domain? [N]> n

Do you wish to apply a recipient limit to this domain? [N]> n

Do you wish to apply a specific TLS setting for this domain? [N]> y

Do you want to use TLS support?

1. No

2. Preferred

3. Required

4. Preferred(Verify)

5. Requlred(Verlfy)

[11>

You have chosen to enable TLS. Please use the 'certconfig' command to ensure that there is
a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging setting for this domain?
[N]> y

Perform bounce verification address tagging? [N]> y

Do you wish to apply a specific bounce profile to this domain? [N]> y

Please choose a bounce profile to apply:

1. Default
2. New Profile
11> 1

There are currently 2 entries configured.
Choose the operation you want to perform:
- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.
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- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Req On Default
(Default) On Ooff Ooff (Default)

Enter the domain name to view, or enter DEFAULT to view details for the
default, or enter ALL to view details for all:

[1> all

newpartner.com

Maximum messages per connection: Default

Rate Limiting: Default

TLS: Required

Bounce Verification Tagging: On

Bounce Profile: Default

Default

Rate Limiting:

500 concurrent connections

No recipient limit

Limits applied to entire domain, across all virtual gateways

TLS: Off

Bounce Verification Tagging: Off

There are currently 2 entries configured.

[1>
mail3.example.com> commit

Please enter some comments describing your changes:

[1> enabled TLS for delivery to newpartner.com using demo certificate
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

W ANBh “EMX

TEATREIF, 0 Y — destconfig 4k H, LIRS A% i 21 Py 4L A i 55 4
exchange.example.com. PRSI “ ANBEZGZITX 7 4% H 23 BRI A A\ 3t A i 280 465 71 P S 20 44 i
G-y, Fenl & R I B, AEA TR, B OC FEAE R RE B S AN RN T T T
AR, ARSI IR 2] N 2 25 IR 45 2% exchange.example.com P AHE I 1000 NN . &
e 3R [P P A S A e TLS B

mail3.example.com> destconfig

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.

[1> exchange.example.com
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Do you wish to configure a concurrency limit for exchange.example.com? [Y]> y

Enter the max concurrency limit for "exchange.example.com".

[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.
[60]1> 1

Enter the max number of recipients per 1 minutes for "exchange.example.com".
[1> 1000

Select how you want to apply the limits for exchange.example.com:

1. One limit applies to the entire domain for exchange.example.com

2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n

Do you wish to apply a specific bounce verification address tagging setting for this domain?
[N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n

There are currently 3 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> set up shock absorber for inbound mail

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

. £FRE

TEARG T, 23 WCE TLS 421 TLS &5 Mk .

mail3.example.com> destconfig

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> setup

The "Demo" certificate is currently configured. You may use "Demo", but this will not be
secure.

1. partner.com

2. Demo

Please choose the certificate to apply:
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[11> 1
Do you want to send an alert when a required TLS connection fails? [N]> n

. R #F DANE Y TLS %

TEAIRBIF,  Hylk newpartner.com L& T — ) destconfig 45 H, Horp TLS BT “Hls
7 DANE SZ#5f H o

\}

AR AL SR TLS SCRRETILL T DANE 4275,

mail3.example.com> destconfig
There are currently 1 entries configured. Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.[]> newparter.com

Do you want to configure a concurrency limit for newparter.com? [Y]>
Enter the max concurrency limit for "newpartner.com".

[500]>

Do you want to apply a messages-per-connection limit to this domain? [N]>
Do you want to apply a recipient limit to this domain? [N]>

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[11>

Do you wish to apply a specific TLS setting for this domain? [N]> y
Do you want to use TLS support?

No

Preferred

Required

Preferred - Verify

Required - Verify

Required - Verify Hosted Domains

o U1 b W N

[2]> 3

You have chosen to enable TLS.

Please use the 'certconfig' command to ensure that there is a valid certificate configured.
Do you want to configure DANE Support? [N]> y

Info:

If you configure DANE as 'Opportunistic' and the remote host does not support DANE,
opportunistic TLS is preferred for encrypting SMTP conversations.

If you configure DANE as 'Mandatory' and the remote host does not support DANE,
no connection is established to the destination host.

If you configure DANE as 'Mandatory' or 'Opportunistic' and the remote host supports DANE,
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. hostrate

it is preferred for encrypting SMTP conversations.
Please choose a DANE option:

1. No

2. Opportunistic

3. Mandatory

[2]> 2

Do you want to apply a specific bounce verification address tagging setting for this domain?
[N]>

hostrate

iR
W ek LIS

ERBER
AT MO ATE PR .
FEAEE B b I BRAE TSR ]
LTRSS Mdr A SCRRAL B 5C

5l

mail3.example.com> hostrate

Recipient host:

[1> aol.com

Enter the number of seconds between displays.

[10]1> 1
Time Host CrtCncOut ActvRcp ActvRcp DIlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

1 Ctrl+C 2H &% v 122 11 hostrate 74> o

hoststatus

ik
U LA IR -

R
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mail3.example.com> hoststatus

Recipient host:
[1> aol.com
Host mail status for: 'aol.com'

Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up
Counters:
Queue
Soft Bounced Events 0
Completion
Completed Recipients 1
Hard Bounced Recipients 1
DNS Hard Bounces 0
5XX Hard Bounces 1
Filter Hard Bounces 0
Expired Hard Bounces 0
Other Hard Bounces 0
Delivered Recipients 0
Deleted Recipients 0
Gauges:
Queue
Active Recipients 0
Unattempted Recipients 0
Attempted Recipients 0
Connections
Current Outbound Connections 0
Pending Outbound Connections 0
Oldest Message No Messages
Last Activity Fri Aug 8 11:04:24 2003
Ordered IP addresses: (expiring at Fri Aug 8 11:34:24 2003)
Preference IPs
15 64.12.137.121 64.12.138.89 64.12.138.120
15 64.12.137.89 64.12.138.152 152.163.224.122
15 64.12.137.184 64.12.137.89 64.12.136.57
15 64.12.138.57 64.12.136.153 205.188.156.122
15 64.12.138.57 64.12.137.152 64.12.136.89
15 64.12.138.89 205.188.156.154 64.12.138.152
15 64.12.136.121 152.163.224.26 64.12.137.184
15 64.12.138.120 64.12.137.152 64.12.137.121
MX Records:
Preference TTL Hostname
15 52m24s mailin-01.mx.aol.com
15 52m24s mailin-02.mx.aol.com
15 52m24s mailin-03.mx.aol.com
15 52m24s mailin-04.mx.aol.com

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN: DNS FAILURE
(at Fri Aug 8 11:04:25 2003)

Virtual gateway information:

example.com (PublicNet 017):
Host up/down: up
Last Activity Wed Nov 13 13:47:02 2003
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Recipients 0

example.com (PublicNet 023):
Host up/down: up
Last Activity Wed Nov 13 13:45:01 2003
Recipients

imageanalysisconfig

[::BU

ERTER

451

il & IronPort BG4 #T E

AT BT “HRALT

AT TR =R AU GRS 4. THERD
HEALIB A S Sbar A SCRFREAR HAE 2

> 3
> 8

mail.example.com>imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

(First time users see the license agreement displayed here.)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[1> setup

IronPort Image Analysis: Enabled

Would you like to use IronPort Image Analysis? [Y]>

Define the image analysis sensitivity. Enter a value between 0 (least sensitive) and 100
(most sensitive). As sensitivity increases, so does the false

positive rate. The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict. Enter the upper bound of the CLEAN range by entering
a value between 0 and 98. The default setting of 49 is

recommended.

[49]>

Define the range for a SUSPECT verdict. Enter the upper bound of the SUSPECT range by

entering a value between 50 and 99. The default setting of 74 is

recommended.

[74]1>

Would you like to skip scanning of images smaller than a specific size? [Y]>

Please enter minimum image size to scan in pixels, representing either height or width of

a given image.

[100]>

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)

Skip small images with size less than 100 pixels (width or height)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

(1>
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[::BU
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451

rate
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R

]l
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AP A& BT S AR AR B S

A NG, 2 st IR

mail3.example.com>

oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from test02.com ([172.19.0.109]

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 403l@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346Q@test02.com

IR PR A ok

AT A ATRE “HRA8” .

B H: i AR NS T .
HALIB S i A SCRFAL S 0

mail3.example.com> rate

Enter the number of seconds between displays.

[101> 1
Hit Ctrl-C to return to the main prompt.
Time Connections Recipients Recipients

In Out Received Delta Completed Delta
23:37:13 10 2 41708833 0 40842686 0
23:37:14 8 2 41708841 8 40842692 6

Queue
K-Used
64

105

oldmessage .
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£
4>
N

szl |

N

23:37:15 9 2 41708848 7 40842700 8 76
23:37:16 7 3 41708852 4 40842705 5 64
23:37:17 5 3 41708858 6 40842711 6 64
23:37:18 9 3 41708871 13 40842722 11 67
23:37:19 7 3 41708881 10 40842734 12 64
23:37:21 11 3 41708893 12 40842744 10 79
~C

redirectrecipients

[::BU

)

R PTAT WS B 17 2 55— A Ak AL

Danger

)

BEMRAE 2 7 A2 H AR A /devimull (MO S S EUIATE  o W RAER MR- 5 1) 22X A, 84 CLI
AL BoREE, FEEEMAREZ AT, AR SMTP % .

Danger

ER1ER

#HEAL RS

451

AR AR T SE 1) 3 1 AR VA I G WL 32 K SMTP S A LE 1P Mk, K25 3 BUlis iR
o], JF Al REFEUMBAE K.

AT WS ATRE ‘8”7 .
PR oy SR TH MU T A .
HEALTR AR S b A SRR B L

redirectrecipients i I AL BEAS AT DL T AT 4448 CLI A2 (1 1 Dh g
o KT AT HBAF FE 1) B ) BN PR TP

redirectrecipients host <hostname>|

DL R 7845 A7 W 4 = 5 1) 28 example2.com EAL.

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to send all mail to.

[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not prepared to accept large
volumes of SMTP mail from this host

will cause messages to bounce and possibly result in the loss of mail.

Are you sure you want to redirect all mail in the queue to "example2.com"? [N]> y
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Redirecting messages, please wait.
246 recipients redirected.

resetcounters

iR
RGO

ERER
AT M S ATRE IR .
AR B B A SRAETH RN A AT A .
HEACER A S i S A SR AR B AS .

451

mail3.example.com> resetcounters
Counters reset: Mon Jan 01 12:00:01 2003

removemessage

faid
SR AR S M £ 1D (RIS

removemessage i & HBEMIBR AL T TAERA . FIXPASIE H brEAZITH IR LE . 5 R, AR
FIVE SR BeATE FIRTZ S, XH T REeRE

ERTER
A SRR W
BESRATHL: Ifr & (PR TS B A
HEALIR A% : Iy & RS R AL B 5

1l

example.com>
removemessage
Enter the MID to remove.
[1>1
MID 1: 19 secs old
Received: from example2.com ([172.16.0.1027)
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing
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Message-Id: <20070302035041.67424.53212@test02.com>
Remove this message? [N]> y

showmessage

[::BU

ERTER

451

ORARE ML 1D Al PF S A 1E 3

A A R R
RESERIL: et DU FLBE A
MATER S Jedr A AP

example.com> showmessage
MID 9: 1 hour 5 mins 35 secs old
Received: from example2.com([172.19.0.109])
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com
To: 4031@example.com
Subject: Testing
Message-Id: <20070215061136.68297.16346@test02.com>
This is the message body.

showrecipients

1::BU

EJEEED

HEALTEAE K

E L QLN VI NI EES G CN: Lk a7 N N1 s S ] 1 SR R A7 S 1S g

WA B AT AR
BB Sdn % OURAE SEMLBE P
MATER S I dr S LRI IR

showrecipients 4 FI4th AL Bk XA LA T HATA% 48 CLI fir & 1T D fie -

o F N EN LA FR A SRR

showrecipients host <hostname>|
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status

ER1ER

o FafE B Nl AR

showrecipients [sender options] <sender email>

R THIf¥) sender_option FJ H:
--match-case ik () FH /7 443565 K/N S UEEC
o BT A

showrecipients all

LR 7- B Sk rs AT e N EHLA B R

mail3.example.com> showrecipients

Please select how you would like to show messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 3

Showing messages, please wait.

MID/ Bytes/ Sender/ Subject
[RID] [Atmps] Recipient

1527 1230 userl23456Q@ironport.com Testing
[0] [0] 9554@example.com

1522 1230 userl23456Q@ironport.com Testing
[0] [0] 3059@example.com

1529 1230 userl23456Q@ironport.com Testing
[0] [0] 7284@example.com

1530 1230 userl23456Q@ironport.com Testing
[0] [0] 8243@example.com

1532 1230 userl23456Q@ironport.com Testing
[0] [0] 1820@example.com

1531 1230 userl23456Q@ironport.com Testing
[0] [0] 9595Q@example.com

1518 1230 userl23456Q@ironport.com Testing
[0] [0] 8778@example.com

1535 1230 userl23456Q@ironport.com Testing
[0] [0] 1703@example.com

1533 1230 userl23456Q@ironport.com Testing
[0] [0] 3052@example.com

1536 1230 userl23456Q@ironport.com Testing
[0] [0] 5l1@example.com

RAT: B ATE PR .
é>

RSB Shar & T =M SR GRESR. 4. IHEPD .

= Il
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mail.example.com> status detail
Status as of: Mon Sep 08 00:01:44 2014 GMT
Up since: Tue Aug 26 17:24:16 2014 GMT
(12d 6h 37m 28s)
Last counter reset: Never
System status: Online
Oldest Message: No Messages
Feature - IronPort Anti-Spam: 1459 days
Feature - Incoming Mail Handling: Perpetual
Feature - Outbreak Filters: 1459 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 2 2 2
Recipients Received 2 2 2
Rejection
Rejected Recipients 0 0 0
Dropped Messages 0 0 0
Queue
Soft Bounced Events 0 0 0
Completion
Completed Recipients 0 0 0
Current IDs
Message ID (MID)
Injection Conn. ID (ICID) 0
Delivery Conn. ID (DCID) 13
Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 2
Messages In Work Queue 0
Kilobytes Used 184
Kilobytes Free 8,388,424
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

tophosts

[::BU
SRR MBI RIS ST e R W N BN S AR W (B A S AL, 354

FH tophosts T4 . tophosts T2 KF iR [BIBAF1 F Ry 20 NBEE N ENLIPZR . 0] DL R ST Soim HE
FZANR, CFEA RSO e AR IR BGR [R AR FER [ R N

ERTER

AT M ATE PR .
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mail3.example.com> tophosts
Sort results by:

1. Active Recipients
2. Connections Out
3. Delivered Recipients
4. Hard Bounced Recipients
5. Soft Bounced Events
[1]1> 1
Status as of: Fri Mar 13 06:09:18 2015 GMT
Hosts marked with '*' were down as of the last delivery attempt.

Active Conn. Deliv. Soft Hard
# Recipient Host Recip. Out Recip. Bounced Bounced
1* example.com 2 0 0 0 0
2 the.encryption.queue 0 0 0 0 0
3 the.euq.queue 0 0 0 0 0
4 the.euqg.release.queue 0 0 0 0 0

HAte NEERKC R4 AT K ML

BT B ATRE R
BEAEATH: St r 4 MU SRR T (.
AT S: et &S HIAL L.

mail3.example.com> topin

Status as of: Sat Aug 23 21:50:54 2003

# Remote hostname Remote IP addr. listener Conn. In
lmail.remotedomainOl.com 172.16.0.2 Incoming0O1l 10

2 mail.remotedomainOl.com 172.16.0.2 Incoming02 10
3 mail.remotedomain03.com 172.16.0.4 Incoming0O1l 5
4 mail.remotedomain0O4.com 172.16.0.5 Incoming02 4
5 mail.remotedomain05.com 172.16.0.6 IncomingO1l 3
6 mail.remotedomainO06.com 172.16.0.7 Incoming02 3
7 mail.remotedomain07.com 172.16.0.8 IncomingO1l 3
8 mail.remotedomain08.com 172.16.0.9 IncomingO1l 3
9 mail.remotedomain09.com 172.16.0.10 IncomingO1l 3
10 mail.remotedomainlO.com 172.16.0.11 IncomingO1l 2
11 mail.remotedomainll.com 172.16.0.12 IncomingO1l 2
12 mail.remotedomainl?2.com 172.16.0.13 Incoming02 2
13 mail.remotedomainl3.com 172.16.0.14 Incoming0O1l 2
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unsubscribe

[::BU

EJEEED

45l
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14 mail.remotedomainl4.com 172.16.0.15 Incoming01 2
15 mail.remotedomainl5.com 172.16.0.16 Incoming01 2
16 mail.remotedomainlé.com 172.16.0.17 Incoming01 2
17 mail.remotedomainl7.com 172.16.0.18 Incoming01 1
18 mail.remotedomainl8.com 172.16.0.19 Incoming02 1
19 mail.remotedomainl9.com 172.16.0.20 Incoming01 1
20 mail.remotedomain20.com 172.16.0.21 Incoming01 1
SOBT AR G AT 1 14

A A TE AR
BESEHFRL: dn & TR AT SERLBER IS, 41, ST
HEARTL A e My A S FIEAL LS .

FEAGI, Frhhl user@example.net 8 IR T 4 REGH T R FIEE,  JF HAazDhaelc e A iR [l s
RAE R e Ik )T SR [R]; AR G TR AR BT R [

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as "(@example.com"
or "user@" are allowed, as are IP addresses. Partial hostnames such as "@.example.com" are
allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y

Would you like matching messages to be dropped or bounced?

1. Drop
2. Bounce
[1]1> 2

Global Unsubscribe is enabled. Action: bounce.
Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.
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- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

TAEBAF
ik

SRR SRS TSI A
ERTER

B MO RHE B .

PHIHFIL. e & DB T SERLBER A7

HEAL 2R iy AT AN SR AL FA% X
1l
mail3.example.com> workqueue
Status: Operational
Messages: 1243
Manually pause work queue? This will only affect unprocessed messages. [N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status: Paused by admin: checking LDAP server
Messages: 1243

Note fgi N\ Ji A2 Al 334 . RIS RN RN, ARG IR KiE 54 A “operator paused” o

FELL TR 7R B, AR BASIRE e -

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server
Messages: 1243

Resume the work queue? [Y]> y

Status: Operational

Messages: 1243
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etherconfig

[::BU

ERTER

151

AHRIP A LAUR CLI iy

FOE LUK E, SIEEAKE . NIC LA VLAN BLE 1 DSR L& .

AT BT R .
A

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

[1> vlan

VLAN interfaces:

Choose the operation you want to perform:
- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):
[1> 12

Enter the name or number of the ethernet interface you wish bind to:

1. Data 1

2. Data 2

3. Management

[11> 1

VLAN interfaces:

1. VLAN 12 (Data 1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1>

Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.
- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

[1> loopback
Currently configured loopback interface:
Choose the operation you want to perform:

[ Cisco B4R % Async0S 14.0 CLI 5% 45/ - GD (EMEBB)
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- ENABLE - Enable Loopback Interface.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> mtu

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 default mtu 1500

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.
[1> pairl

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 12

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 2

Please enter a non-default (1500) MTU value for the Data 2 interface.
[1> 1200

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 mtu 1200

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1>

interfaceconfig

A

BCE R o T LG i siMbRd . BT RUS I FTP, S005 IP M kAN S DUK I 1P bkl
ER1ER

RAT: B IR

BEARE B b I BRTE T AU R

MAEHS: M S SR Rk .

HEALIBAR
interfaceconfig i 4 IIHLAL FEAS X 0] DL T-HAT A48 CLI A 2 1 A D g
* QTR O

interfaceconfig new <name>
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<ethernet interface>

<hostname>

--ip=IPv4 Address/Netmask

--ip6=IPv6 Address/Prefix Lenght]

[--ftp[=<port>]]

[--telnet [=<port>]]

[--ssh[=<port>]]

[--http] [=<port>]

[--https[=<port>]]

[--eug http[=<port>]]

[--eug https] [=<port>]

[--ccs[=<port>]].

FTP is available only on IPv4.

.

MHBR+z 1

interfaceconfig delete <name>|

. BcEEO

mail.example.com> interfaceconfig

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.

[1> 1

IP interface name (Ex: "InternalNet"):

[Management]>

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>
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[::BU

nslookup .

IPv4 Address (Ex: 192.168.1.2 ):

[1.1.1.1]>

Netmask (Ex: "24", "255.255.255.0" or "Oxffffff0o0"):

[Oxffffffff]>

Would you like to configure an IPv6 address for this interface (y/n)? [N]> n
Ethernet interface:

1. Data 1

2. Data 2

3. Management

[31>

Hostname:

[mail.example.com]>

Do you want to configure custom SMTP Helo to use in the SMTP conversation? [N]>
Do you want to enable SSH on this interface? [Y]>

Which port do you want to use for SSH?

[22]1>

Do you want to enable FTP on this interface? [N]>

Do you want to enable Cluster Communication Service on this interface? [N]>

Do you want to enable HTTP on this interface? [Y]>

Which port do you want to use for HTTP?

[80]1>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?

[443]>

Do you want to enable Spam Quarantine HTTP on this interface? [N]>

Do you want to enable Spam Quarantine HTTPS on this interface? [N]>

Do you want to enable AsyncOS API (Monitoring) HTTP on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTP?

[6080]>

Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTPS?

[6443]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not be
secure. To assure privacy, run "certconfig" first.

Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the
secure service? [Y]>

You have edited the interface you are currently logged into. Are you sure you want to
change it? [Y]>

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

1# ] nslookup fir 212 DNS ZfE.

Nslookup 74 1] LUFIIA HBAE M OC REME RIA - ANk B T4 DNS (R4 M%) HR4s 4t M4 Fl
IP Huht.

Cisco 2 BRI X Async0S 140 CLI %455 - 6D (M52 [}



B s=nmn

EAFER

45l

netstat

1::BU

w%: 3% |
Table 9: nslookup %4 18 28
iR LA
FALIR) IR 4 sl
CNAME Il 44 R R 44 R
MX IS4 e
NS FH TR & X B 44 BRI 55 2
PTR ziﬁﬁﬁi@%ﬁﬁéélwmiﬁ, TR ENLA, A, R AR B
SOA A1) “start-of-authority” 155 &
TXT B NP5

RAT: e AT “IRATT .
FESRAEHL: b &m0 T =M LB GRESR . 4. WHEPD .
BB My ASTRF ALK X

mail.example.com> nslookup

Please enter the host or IP address to resolve.
[1> vm30esal086.1ibga

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,
otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information
8. TXT the text information

[11>

AAAA= 2001 420:54f£:££f06::95 TTL=30m

fE ] netstat iy AT DL R EE . (B ARIME D L B R — S8 25 5 D GortE B TR IR

A S BT E, AR -ay -AL -gv -m. -M. -N. -s. i%fi
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eams [

HasAr, HULEn] LU netstat, SR J5 MWL/ IE I AR E B DABEA T o 8538 ] DAFR e B W (2 1
DA K 5 7 1) 1) o

AT, e AT R .
RESRAE B e ARV BN A .
HALIR AL BT & A SR AR BERS X

example.com> netstat

Choose the information you want to display:
1. List of active sockets.

2. State of network interfaces.
3. Contents of routing tables.
4. Size of the listen queues.
5. Packet traffic information.
[11>

S

1.

2.

elect the ethernet interface whose state you wish to display:

Data 1
Data 2
3. Management
4. ALL
[1>1

Show the number of bytes in and out? [N]>
Show the number of dropped packets? [N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop
Data 1 1500 197.19.1/24 example.com 30536 - 5 -

example.com>

packetcapture

[::BU

EAFER

] netstat iy Al LU 7R I 45 3 42 (@:)\ﬂlﬂ:ﬁ) B RN — e A R . TR
HWRRAIFAEZ R T A 4. RS, BARMA -av -A. -g. -m. -M. -N. -s. Zm2EHEUL
HREIEAT, T LN netstat, 7Z\E/J\ﬁ/l\ifilﬁ¢ifi%[&(iﬁﬁi‘ﬁio TR mT LUFR  EE R W i)
FE DLW R I TA) R o

AT A AT R .
FEEE . a2 H T =R S GRS, 4. drEAD
HEALIRAR S Sbar A SCRFHEAR A% 2
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mail.example.com> packetcapture
Capture Information:

Status: No capture running
Current Settings:

Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.

[1> start
Success - Packet Capture has started
Capture Information:
File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 0 of 200M
Duration: Os
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.

[1> stop
Success - Packet Capture has stopped
Capture Information:
File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 24 of 200M
Duration: 10s
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:

- START - Start packet capture.

- SETUP - Change packet capture settings.

[1> setup

Enter maximum allowable size for the capture file (in MB)

[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be
started and the older capture data will be discarded.)

[N]>

The following interfaces are configured:

1. Management

2. ALL

Enter the name or number of one or more interfaces to capture packets from, separated by

commas (enter ALL to use all interfaces):

[2]1>

Select an operation. Press enter to continue with the existing filter.

- PREDEFINED - PREDEFINED filter.

- CUSTOM - CUSTOM filter.

- CLEAR - CLEAR filter.

[1>

Capture settings successfully saved.

Current Settings:
Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.
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- SETUP - Change packet capture settings.
[r>

1811 ping iy T LLIMGAUR 26 LR MRAF R A

AT A ANTFE 87 .

PR R Jear &R BRI . Bl P IR RS S EAL (i,
AL B, Bhdr & /5 205 A R S

AL M S A SRR B S

mail3.example.com> ping

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PubllcNet (192.168.2.1/24: mail3.example.com)
[11>

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (

X.X.X.X

): 56 data bytes

64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
~C

--—- anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms
~C

.31: icmp_seg=0 ttl=64 time=1.421 ms
.31: icmp_seg=1 ttl=64 time=0.126 ms
.31: icmp seg=2 ttl=64 time=0.118 ms
.31: icmp_seg=3 ttl=64 time=0.115 ms
.31: icmp _seg=4 ttl=64 time=0.139 ms
.31: icmp_seg=5 ttl=64 time=0.125 ms
.31: icmp_ seg=6 ttl=64 time=0.124 ms
.31: icmp_seg=7 ttl=64 time=0.122 ms
.31: icmp seg=8 ttl=64 time=0.126 ms
.31: icmp seg=9 ttl=64 time=0.133 ms
.31: icmp_seqg=10 ttl=64 time=0.115 ms

O O O OO OO oo oo

IR B

NN

ping .

KRR E

Note

& Ziifd FH Control-C 4 HE45 N ping 4o
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ping6

[::BU

ERE

451

\}

2
e

N

Xt K F IPv6 2% FHLIAT ping F4F

AT A S AR “4RAL7 .

2

W

z56 |

TR L Jear AR AU . Bl P IR AR S EAL (i, B8k e e

A B Bhdr & 205 A R S
BB S My AR PR .

mail.example.com> ping6

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
[11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

Note

routeconfig

[:BU

WZIE ] Control-C K45 K ping6 4.

routeconfig fir 4 VRO SikE LA I ER TCP/IP Wi s B A . BRIAEUL N, setgateway fir 4

T B AR i e (HOE, AsyncOS FRVFdE 1 H AR 2 11

BHaRNEZ bk %) o HEERAMG, Mo CR—Bk) & IP Mk, n10.1.1.2. Hisn L&

LAR AL
* 1P Huhik, il 192.168.14.32,

* f§i ] CIDR #5riC K7 M. B, 192.168.5.0/24 8 M 192.168.5.0 3] 192.168.5.255 [FJHEA~ C 35

2%
T IPve Huhk, %ol DI PA MR

* 2620:101:2004:4202::0-2620:101:2004:4202::ff
* 2620:101:2004:4202::

* 2620:101:2004:4202::23

* 2620:101:2004:4202::/64
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HEALTEAR

Ao BRI 4IRS K TCP/IP #3138, LLALHs

o BT “ERALT .
A

RESRAEH: I ARV SN A .

AR A S

smtproutes iy [RIftL A B AT LT TP AT 4648 CLI fiv & I BT AT DR -

Ui 2 SCRFEAL A% 5

IPv6 Ml HEAT B T .

3

ollfeacira e e e

eams [

EH] edit Fil delete ¥ iy & WEATIEFE .

] LUE P A TPv4 182

routeconfig new 4|6 <name> <destination address> <gateway ip>|

Table 10: routeconfig 45

SH 1t AR

416 SN AT A1) TP RRAS (IPv4 5% IPv6) o XtT clear Al print, 7 DLZIG I
TR, 1% A R I T IX AN RROA

name ¥ A FR

destination_address

g TP T VC R %) TP 5% CIDR Hiuhik .

gateway ip P b R IE B H A 1P Mtk

G

routeconfig edit 4|6 <name> <new name> <destination address> <gateway ip>|

Tl A it o -

routeconfig delete 4|6 <name>|

TR i A e A i e -

routeconfig clear [4]6]

TR i 1214 -

routeconfig print [4]6]
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setgateway

1::BU

mail3.example.com> routeconfig
Configure routes for:

1. Ipv4
2. IPv6
[11>

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[]> EuropeNet

Please enter the destination IPv4 address to match on.
CIDR addresses such as 192.168.42.0/24 are also allowed.
[1> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:
[1> 192.168.14.4

Currently configured routes:

1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4
Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>

mail3.example.com> routeconfig

Configure routes for:

1. Ipv4
2. IPvb
[1]1> 2

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeIPvé6Net

Please enter the destination IPv6 address to match on.
CIDR addresses such as 2001:db8::/32 are also allowed.
[1> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to 2620:101:2004:4202::/6:

[1> 2620:101:2004:4202::23

Currently configured routes:

1. EuropelIPv6Net Destination: 2620:101:2004:4202::/6 Gateway:
2620:101:2004:4202::23

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

(1>

&% sE76 |

setgateway iy 20 1< W % o £ FU B E BN N —Bkh Ao 48 routeconfig iy 2 HCE 2 CIEERULD

ZE
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sethostname

[:pu

R

L]l

eams [

RAT: e PR .
FESRAEHL: b &m0 T A =M LB GRESR . 4L, WHHEPD .
HEAL PG 2 BT S A SCRHEAL B 5

4

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection to be
interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1

mail3.example.com> commit

Please enter some comments describing your changes:

[1> changed default gateway to 192.168.20.1

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

FEHLAFHTHE CLLE R FiRMI RS Wi iﬁﬁ)\?ﬁéﬁﬁﬁiﬂ‘]iﬂ%o Sethostname fiy4 H T & 1B
PR FR. B BN A AR, BRI KT commit i

AL WA T “IB38” .
BEEE L 2T H T T =AMt NS G dl. tHEPD
HEAbEE A 2 Mo A SCRFE AR A% 5o

oldname.example.com> sethostname
[oldname.example.com]> mail3.example.com
oldname.example.com>

A TERA AR, AU commit 6o RIS ENLA UG, RGEeE CLITE R BT
TR

oldname.example.com> commit

Please enter some comments describing your changes:

[1> Changed System Hostname

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bt BN A% R PR SR ESs 1
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8]
. smtproutes

mail3.example.com>

smtproutes
A
B K AT

ERTER

HEALTEFZ
smtproutes i [ HEALEERS T DL T HATAE 4 CLI fr 2 T3 ThaE
 BIEHET I SMTP %

smtproutes new <source> <destination> [destination] [destination] [...]

.

MHBERIAAT SMTP # 11

smtproutes delete <source>|

JERE SMTP % th %13

smtproutes clear

FTEI SMTP 8% %13

smtproutes print

SN SMTP % %13

smtproutes import <filenames>|

S SMTP 2% 713

smtproutes export <filenames>|
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LE NI BI,  smptroutes fiv4 F T 3k example.com M 1 (W) % relayl.example.com.
relay2.example.com Fl backup-relay.example.com. 1§iJH] /pri=# v LLFg & HArML %% . THE # N T
0-65535, UMK, FRPLELMAR. WHRARIRE M, WL ERINA 0.

R, EBrHETERLE InboundMail /A W T FE 7 I CUFE systemsetup fiy2- 3 (] R4 g 17 AH 7] 14 ik
L

mail3.example.com> smtproutes

There are no routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- IMPORT - Import new routes from a file.

[1> new

Enter the domain for which you want to set up a permanent route.
Partial hostnames such as ".example.com" are allowed.

Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail
for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.
Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)
records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com, backup-relay.example.com
Mapping for example.com to relayl.example.com, relay2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.

- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.

- CLEAR - Remove all routes.

(1>

sslconfig

i
REL BRI SSL B

Note {4 i/t FIPS 140-2 Atk N 5 SR 45 2 N5 St 7 1k o

ERER

R M AHE R
BHEHIE: Jin & T THE MU SEIBGY GRSk, AL T STAL.
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mail.example.com> sslconfig

sslconfig settings:
GUI HTTPS method: tlsvl 1tlsvl 2
GUI HTTPS ciphers:
AES128
AES256
! SRP
' AESGCM+DH+aRSA
'AESGCM+RSA
'aNULL
'kRSA
@STRENGTH
-aNULL
—EXPORT
-IDEA
GUI HTTPS TLS Renegotiation: Enabled

Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

! SRP

' AESGCM+DH+aRSA

AESGCM+RSA

'aNULL

'kRSA

@STRENGTH

-aNULL

—-EXPORT

-IDEA
Inbound SMTP TLS Renegotiation: Enabled

Outbound SMTP method: tlsvl 1tlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA

ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

! SRP

AESGCM+DH+aRSA

'AESGCM+RSA

'aNULL

!'eNULL

'kRSA

@STRENGTH

-aNULL

—-EXPORT

-IDEA
Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
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- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.
[1> gui

Enter the GUI HTTPS ssl method you want to use.

1. TLS vl1.1

2. TLS vl1.2

3. TLS v1.0

(1, 21> 1

Enter the GUI HTTPS ssl cipher you want to use.
[AES128:AES256: ! SRP: | AESGCM+DH+aRSA: | AESGCM+RSA: !aNULL:
'XRSA:@STRENGTH: -aNULL: -EXPORT:-IDEA] >

Would you like to Enable/Disable TLS Renegotiation for GUI HTTPS? [Y]>

sslconfig settings:

GUI HTTPS method: tlsvl 1

GUI HTTPS ciphers:
AES128
AES256
I'SRP
' AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'kRSA
@STRENGTH
—-aNULL
—EXPORT
—-IDEA

GUI HTTPS TLS Renegotiation: Enabled

Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'kRSA
@STRENGTH
-aNULL
—-EXPORT
—-IDEA
Inbound SMTP TLS Renegotiation: Enabled

Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
I'SRP
AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL
'kRSA
@STRENGTH
—-aNULL
-EXPORT
-IDEA
Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default
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Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.
[1> inbound

Enter the inbound SMTP ssl method you want to use.
1. TLS vl1.1

2. TLS vl1.2

3. TLS v1.0

(1, 21> 2

Enter the inbound SMTP ssl cipher you want to use.
[AES128:AES256: !SRP: | AESGCM+DH+aRSA: ! AESGCM+RSA: !aNULL:
'XRSA:@STRENGTH: -aNULL: -EXPORT:-IDEA] >

Would you like to Enable/Disable TLS Renegotiation for inbound SMTP? [Y]>

sslconfig settings:
GUI HTTPS method: tlsvl 1
GUI HTTPS ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'kRSA
@STRENGTH
-aNULL
—-EXPORT
—-IDEA
GUI HTTPS TLS Renegotiation: Enabled

Inbound SMTP method: tlsvl 2
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
kRSA
@STRENGTH
-aNULL
—-EXPORT
—-IDEA
Inbound SMTP TLS Renegotiation: Enabled

Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES

AES128

AES256

I'SRP

! AESGCM+DH+aRSA
' AESGCM+RSA
'aNULL
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'eNULL
'kRSA
@STRENGTH
-aNULL
-EXPORT
-IDEA
Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.
[1>

maill.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: tlsvl 1tlsvl 2
GUI HTTPS ciphers:

AES128

AES256

! SRP

' AESGCM+DH+aRSA

!AESGCM+RSA

!aNULL

'kRSA

@STRENGTH

—-aNULL

—-EXPORT

—-IDEA

! DHE-RSA-AES256-SHA
GUI HTTPS TLS Renegotiation: Enabled
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

! SRP

' AESGCM+DH+aRSA

!AESGCM+RSA

'aNULL

'kRSA

@STRENGTH

—-aNULL

—-EXPORT

—-IDEA

! DHE-RSA-AES256-SHA
Inbound SMTP TLS Renegotiation: Enabled
Outbound SMTP method: tlsvl 1tlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA

ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

! SRP

' AESGCM+DH+aRSA

!AESGCM+RSA

!aNULL

!'eNULL

' kRSA

@STRENGTH

—-aNULL
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-EXPORT

-IDEA

!DHE-RSA-AES256-SHA
Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default
Peer Certificate FQDN Validation: Disabled
Peer Certificate X509 Validation: Disabled

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, Outbound
SMTP, updater and LDAP.

- PEER CERT_X509 - Validate peer certificate X509 compliance for Alert Over TLS, Outbound
SMTP, updater and LDAP.

[1> gui

Enter the GUI HTTPS ssl method you want to use.
1. TLS vl1.1

2. TLS vl1.2

3. TLS v1.0

[1, 21> 1

Enter the GUI HTTPS ssl cipher you want to use.
[AES128:RAES256: | SRP: | AESGCMHDH+aRSA: | AESGCMARSA: 'aNULL: | kKRSA : @STRENGTH : —aNULL: ~EXPORT : ~IDEA: ! DHE-RSA-AES256-SHA] >

Would you like to Enable/Disable TLS Renegotiation for GUI HTTPS? [Y]>

sslconfig settings:

GUI HTTPS method: tlsvl 1
GUI HTTPS ciphers:

AES128

AES256

! SRP

! AESGCM+DH+aRSA

'AESGCM+RSA

'aNULL

'kRSA

@STRENGTH

-aNULL

-EXPORT

—-IDEA

! DHE-RSA-AES256-SHA
GUI HTTPS TLS Renegotiation: Enabled
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

! SRP

! AESGCM+DH+aRSA

'AESGCM+RSA

'aNULL

'kRSA

@STRENGTH

-aNULL

-EXPORT

—-IDEA

! DHE-RSA-AES256-SHA
Inbound SMTP TLS Renegotiation: Enabled
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA
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ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

ISRP

AESGCM+DH+aRSA

AESGCM+RSA

'aNULL

'eNULL

' kRSA

@STRENGTH

—-aNULL

-EXPORT

-IDEA

!DHE-RSA-AES256-SHA
Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default
Peer Certificate FQDN Validation: Disabled
Peer Certificate X509 Validation: Disabled

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, Outbound
SMTP, updater and LDAP.

- PEER CERT_X509 - Validate peer certificate X509 compliance for Alert Over TLS, Outbound
SMTP, updater and LDAP.

[1> inbound

Enter the inbound SMTP ssl method you want to use.
1. TLS vl1.1

2. TLS vl1.2

3. TLS v1.0

[1, 21> 2

Enter the inbound SMTP ssl cipher you want to use.
[AES128:AES256: | SRP: | AESGCMHDH+aRSA: ' AESGCMARSA: 'aNULL: | kKRSA : @STRENGTH : —aNULL: ~EXPORT : ~IDEA: ! DHE-RSA-AES256-SHA] >

Would you like to Enable/Disable TLS Renegotiation for inbound SMTP? [Y]>

sslconfig settings:

GUI HTTPS method: tlsvl 1
GUI HTTPS ciphers:

AES128

AES256

! SRP

! AESGCM+DH+aRSA

'AESGCM+RSA

'aNULL

'kRSA

@STRENGTH

-aNULL

-EXPORT

—-IDEA

! DHE-RSA-AES256-SHA
GUI HTTPS TLS Renegotiation: Enabled
Inbound SMTP method: tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

! SRP

' AESGCM+DH+aRSA
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' AESGCM+RSA

'aNULL

'kRSA

@STRENGTH

-aNULL

-EXPORT

-IDEA

! DHE-RSA-AES256-SHA
Inbound SMTP TLS Renegotiation: Enabled
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA

ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

I'SRP

AESGCM+DH+aRSA

AESGCM+RSA

'aNULL

'eNULL

'kRSA

@STRENGTH

-aNULL

-EXPORT

-IDEA

! DHE-RSA-AES256-SHA
Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default
Peer Certificate FQDN Validation: Disabled
Peer Certificate X509 Validation: Disabled

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, Outbound
SMTP, updater and LDAP.

- PEER CERT_X509 - Validate peer certificate X509 compliance for Alert Over TLS, Outbound
SMTP, updater and LDAP.

[1>
telnet
A
R HL

ERE
A A R R

FESRAEHL: e ARV AUV N A . B0t — D RN S BN (P, BOE SR E
A B, Bhdr & 5 205 A R S

HEAL A2 BT S A SR AL BERS 5
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mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 3

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.

Escape character is '"]'.

18 H traceroute i3 1] LT FH 3k [ MEAER S IPV4A IR 2 D 2% LML, 348 F M 28 5 B
2% EH 1) 1

AT A AT L7

BEEE. IS MURATHEIWUN M. EEd P REO SR TN (I, BE R E
TSN B Bhdy & 5 207 ARSI R S

AL B A% A A SCRFHEAL BERS 5

mail3.example.com> traceroute
Which interface do you want to trace from?
1. Auto
2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 1
Please enter the host to which you want to trace the route.
[1> 10.1.1.1
Press Ctrl-C to stop.
traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway
(192.168.0.1) 0.202 ms 0.173 ms 0.161 ms
2 hostname
(10.1.1.1) 0.298 ms 0.302 ms 0.291 ms
mail3.example.com>
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tracerouteb

ik
{iH] traceroute6 74 nl LAMITHK B ML G 1K) IPV6 AR B W25 ALK ERAE, JFAlH M40
B v A
ERE
%Eé/)t‘ ﬁtﬁé\z:’ﬂﬁ%’% “%\Eéﬁ‘é” .
A

BEETE: i R SENRGUME M . ERal— P IRBON R SR BN (B, B8R €
A B, Bl & 2T R A R S

HEAbER Gy &: By & RS R AL LA
5l

mail.example.com> tracerouteb
Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
[11> 1

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.

connect: No route to host

vml0esa0031l.ga> tracerouteb

Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
[11> 2

Please enter the host to which you want to trace the route.
[1> example.com
Press Ctrl-C to stop.
traceroute6 to example.com (2606:2800:220:1:248:1893:25¢c8:1946) from 2001:db8::, 64 hops
max, 12 byte packets
sendto: No route to host
1 traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1

trailblazerconfig
* iR, on page 213
* ff FH L, on page 213

* 7, on page 213
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Trailblazerconfig IJIJ IH ‘Uﬂ? %ﬁmﬁﬁﬁiﬁ’ﬁ HTTP %D HTTPS ﬁﬂuﬁ DE%FH%)\PFH%EHE%O
ﬁILl?A CIJ'i:ﬁﬁHQQlW:ﬁE %5%%Efﬁlluﬂb: help trailblazerconfige

R

151

a4

Ej(f)\'rjﬁa%_F, R Y =Pi trailblazerconfig CLI 7% . THRIRAET K BEH$TFF HTTPS i
Flo Atk DNS 55 m] LEHT A 15 ) #3495 HE € 1) L4 o

Trailblazerconfig i 4 1] #i5 B 538k 5 LU [7] 8«
T AR R R Y 2% Ol APT i IR N2 ANIES
o RRIET “RIRIBAERRE X 7 o “eadiER” B “PHIEAIER” DU, HE ) B IHRR M GO
s CRPUERRAHRY” R DU LR PR A AN LS AT H
EERER

MIEAE MEPF O EJR ] trailblazercontig T, KA URL K43 N2 L HLA44 1) HTTPS i
D%‘o

ﬁ?%&ﬁﬂj::

Trailblazerconfig enable <https port> <http port>- %Egkkkhﬁ[] (HTTPS: 4431) ,t 4j‘naJHﬂazer
LR

Trailblazerconfig disable-é%ﬁﬁtﬂﬂuﬂazergﬂéi

trailblazerconfig status-*A%§tﬂnuﬂazerﬁaiiﬁﬁ{k¢$o

B WA ATE 87 .
BEEE. WS MURET FHAWE N .
HEALIRAE S Sbar A SCRFREAL B S 2

LR - B o Al J3 A & trailblazerconfig T PR .

maill.example.com> trailblazerconfig enable 4431

trailblazer is enabled.

To access the Next Generation web interface, use the port 4419 for HTTPS.
maill.example.com> trailblazerconfig status

trailblazer is running with https on 4419 port.

maill.example.com> trailblazerconfig disable

trailblazer is disabled.

[1>
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AHSMLE LR CLI A4
outhreakconfig
iR

i/l outbreakconfig T4 Al I E R M A L UE SR DI RE . A L & 1T LLPRAT LA 454

o Q)RR I R A DAY

o JE A IE R A

© BRI SO BN G R LU 9 0 SR /)
AV EVREPS Y SURE

* JAH URL ik

fERER
WA AT R
FHERE: Bear& TTFT PR <A SERLBIY R, ML, HHSERD)
AT 4 Jr & A RHILAL B

0

!

mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1> setup

Outbreak Filters: Enabled

Would you like to use Outbreak Filters? [Y]>

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or back
down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?

[524288]1>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>
Logging of URLs 1is currently disabled.

Do you wish to enable logging of URL's? [N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and Outgoing
Mail Policies.

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1>

[ Cisco B4R % Async0S 14.0 CLI 5% 45/ - GD (EMEBB)



outbreakflush

[::BU

R

451
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mail3.example.com> outbreakflush

outbreakflush .

Warning - This command removes the current set of Outbreak Filter Rules, leaving your network

exposed until the next rule download.

Run "outbreakupdate force" command to immediately download Outbreak Filter Rules.

Are you sure that you want to clear the current rules?

Cleared the current rules.
mail3.example.com>

outhbreakstatus

[:BU

ERER

T 5

[N]> vy

outbreakstatus i1 Eon M HTH B AL IES TIRE W &, QR R R A IESS Thae 215 2 a H

T B A L K 24 iy B AEL o

PR M AATTE 87
PR My SR TF NI R A .
HALIB A S SEar A SCRFRE AL B AE 2

mail3.example.com> outbreakstatus
Outbreak Filters: Enabled

Component Last Update
CASE Core Files 26 Jan 2014 06:45 (GMT +00:00)
CASE Utilities 26 Jan 2014 06:45 (GMT +00:00)
Outbreak Rules 26 Jan 2014 07:00 (GMT +00:00)
Threat Outbreak Outbreak
Level Rule Name Rule Description

Version
3.3.1-005
3.3.1-005
20140126_063240
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. outbreakupdate

5 OUTBREAK 0002187 _03 A reported a MyDoom.BB outbreak.

5 OUTBREAK 0005678 00 This configuration file was generated by...
3 OUTBREAK 0000578 00 This virus is distributed in pictures of...

Outbreak Filter Rules with higher threat levels pose greater risks.
(5 = highest threat, 1 = lowest threat)

Last update: Mon Jan 27 04:36:27 2014

mail3.example.com>

outbreakupdate
iR
TR RI BT CASE BUURIS A% 0 o

EJEEED
AT A ATFE 87

FESRAEH: b SRV VBN A . Bt — P RN ARG N (Bildn,

HEID BEH.
HEALIBAE S Sbay A SCRFREAG B S 2

451

elroy.run> outbreakupdate
Requesting updates for Outbreak Filter Rules.

REGSRHI AT

A A5 LUR CLI g%

dictionaryconfig
A
e 5 P 2 1] S

ERER

PR Mdr AT H T =R S0 GRS 204l dHERD
AL E Ay 2 e A S REEAL 2R A%
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{i] dictionaryconfig -> new nJ LLGJ# i, {iH] dictionaryconfig

IR ] Al

example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> HRWords

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.

<list of words typed here>

Currently configured content dictionaries:

1. HRWords

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> delete

Enter the number of the dictionary you want to delete:
1. HRWords

(1> 1

Content dictionary "HRWords" deleted.

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1>

= Il

-> delete AL

TEATRGI, 2G84 “secret_words” FIFTiA ML, PIALEARTE “codename” o ] Ml —Z04

AN, W edit -> settings iy 2 -T2y ] e 1 4] s SO /N B - 1) 320 A D

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> secret_words

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.

codename

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret words
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[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> settings

Do you want to ignore case when matching using this dictionary? [Y]>
Do you want strings in this dictionary to only match complete words? [Y]>
Enter the default encoding to be used for exporting this dictionary:

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

21>

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1>

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new dictionary: secret_words

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

e |

N, {1 dictionaryconfigfii4, profanity.txt SCAS SCAEH 1] 84 4N AKiE 2 LA Unicode

(UTF-8) &\ 'F A4 4 profanity ()],

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> profanity

Do you wish to specify a file for import? [N]> y
Enter the name of the file to import:
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[1> profanity. txt

Enter the encoding to use for the imported file:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[21>

84 entries imported successfully.

Currently configured content dictionaries:
1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

O J o Uk wN

E N7 F, {fH dictionaryconfig fii4, secret words i #43 5 H F 4 K
secret words_export.txt [{] SCA A .

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.
[1> export

Enter a name for the exported file:

[1> secret_words_export.txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
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1. secret_words

[1>1

Choose the operation you want to perform on dictionary 'secret words'
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:

[1> secret_words_export. txt

exceptionconfig

[::BU

R

451

{fi /] CLI H'[¥) exceptionconfig iy 4 1] LAGI B A4 . TEAIRHGI Y, WA bk
“admin@zzzaaazzz.com” SN INENGIINE, HHgh “Allow” o

AT BT IR .
RESRAE L. b & 0 THrA =AU CRESE. 04, L.
HAEP A& BT S A SR AR B S

mail3.example.com> exceptionconfig
Choose the operation you want to perform:
- NEW - Create a new domain exception table entry
[1> new
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> mail.partner.com
Any of the following passes:
- @[IP address]
Matches any email address with this IP address.
- @domain
Matches any email address with this domain.
- @.partial.domain
Matches any email address domain ending in this domain.
- user(@
Matches any email address beginning with user@.
- user@domain
Matches entire email address.
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> admin@zzzaaazzz.com
Choose a policy for this domain exception:

1. Allow
2. Reject
[11> 1

Choose the operation you want to perform:
- NEW - Create a new domain exception table entry
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- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries
- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries

(1>

[LNCR(ED ST (SE BRI

B MAATE R
BHUEE B e (L BRE TSN A
MALIRAS: fn o AR F A

FEATRBI, filter fir 4 F T BIHE =SB0 9825 .

o Al yES 448 big_messages. ‘Bl ody-size FUI 5 KT 10 MB B,

gz

o B AU ST 4 4 no_mp3s. ‘© i ] attachment-filename AU ER i F SCAES 44 A mp3 1Y

IECE

o B Ak uE RS A 44 o0 mailfrompm. Al mail-from KUK A BTG K [ postmaster@example.com

PIHEAY,  JF2F4i% A administrator@example.com.

il £ilter -> list T, REAIIHILIES AL TS aPIRESIFA L RG] move

T AT VIR — A F R a — LS S AL E . Ba, B G DM IR AR

mail3.example.com> filters
Choose the operation you want to perform:
- NEW - Create a new filter.
- IMPORT - Import a filter script from a file.
[1> new
Enter filter script. Enter
big _messages:
if (body-size >= 10M) {
drop () ;

}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

on its own line to end.
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policyconfig

1:BU

ER1ER

2
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- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop() ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmaster$")

{ bcc ("administrator@Rexample.com") ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> list

P B AL N SRS R A N B SR

AT AT E R
PN

PR EL Shar & TR =Mt SR GRESR. 4. HEPD .
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TEAZR I, policyconfig -> edit -> antispam i 2 H T~ A BRI A B4 S s G 0 S 1o SR 152
GEER, 15 GUI Wi B Dy se P A A R I BC& AT . )

* TG, HEIHERRR R B IR IR A S B AN AT AR A B A

o SEARUE S M MRS S WU A BT AR . e IS8 K% T4 4 quarantine.example.com {1 AR 45
B LR B BB 2 X . SUAS [quarantined: possible spam] 2 8 5 INE] E S THT, X-quarantined:
true [RIRFIRME Sk BB BSOS N B L n] BRI A o FEULIS B T, 5 BE 03 R 2 Y n] LUK g
B DX T AFAE R R BB SR A, 1y LA 38 53 ] DA 0 S 18] S S AR 3 A ) (L o

wJa, BATES.

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[11> 1

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware Graymail:|Content Filter:|Outbreak Filters:
————————————————————————— Protection: B B e
DEFAULT| Ironport |[Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:|Advanced Malware |Graymail:|Content Filter:lOutbreak
————————————————————————— Protection: e e e Filters:
1| DEFAULT| Ironport |Mcafee N/A N/A Off Enabled
Enter the name or number of the entry you wish to edit:
[1> 1
Policy Summaries:
Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject

Anti-Virus: Off
Content Filters:

Off

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1> antispam

(No content filters have been created)
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Choose the operation you want to perform:
- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy
[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:

What score would you like to set for the IronPort Anti-Spam spam threshold?

[901> 90
1. DELIVER
2.
3.
4.

(Disables all policy-related actions)

DROP
BOUNCE
IRONPORT

What do you

[1]1> 2

Do you want to archive messages identified as spam? [N]>

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam threshold?

[50]> 50

The following configuration options apply to messages identified as SUSPECTED spam:

1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4

Do you want

1. PREPEND

2. APPEND

3. NONE

Do you want

11> 1

What text do you want to prepend to the subject?

[ [SUSPECTED SPAM] ]> [quarantined: possible spam]

Do you want to add a custom header to messages identified as SUSPECTED spam?

Enter the name of the header:

[1> X-quarantined

Enter the text for the content of the header:

[1> true

Anti-Spam configuration complete

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.

Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

QUARANTINE
want to do with messages identified as spam?

to archive messages identified as SUSPECTED spam? [N]> y

to add text to the subject of messages identified as SUSPECTED spam?

[N]> y

[1>

Name Anti-Spam:| Anti-Virus:| Advanced Malware Graymail:|Content Filter: Outbreak Filters:
————————————————————————— Protection: B Ittt -
DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:
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- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

(>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> configured anti-spam for Incoming Default Policy

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

A HEFPACIZ R

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware Graymail:|Content Filter:|Outbreak Filters:
————————————————————————— Protection: B e i —————— -
DEFAULT| Ironport |[Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> new

Enter the name for this policy:

[1> sales_team

Begin entering policy members. The following types of entries are allowed:

Username entries such as joe@, domain entries such as @example.com, sub-domain

entries such as @.example.com, LDAP group memberships such as ldap (Engineers)

Enter a member for this policy:

[1> ldap(sales)

Please select an LDAP group query:

1. PublicLDAP.ldapgroup

[1]1> 1

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y

Use the policy table default? [Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]1> 90
1. DELIVER
2. DROP
3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2

Do you want to archive messages identified as spam? [N]> n

Do you want to enable special treatment of suspected spam? [Y]> y
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What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?
[50]> 50
The following configuration options apply to messages identified as SUSPECTED
spam:
1. DELIVER
2. DROP
3. BOUNCE
4. IRONPORT QUARANTINE
What do you want to do with messages identified as SUSPECTED spam?
[1]1> 4
Do you want to archive messages identified as SUSPECTED spam? [N]> n
1. PREPEND
2. APPEND
3. NONE
Do you want to add text to the subject of messages identified as SUSPECTED
spam?
[1]1> 3
Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> n
Anti-Spam configuration complete
Would you like to enable Anti-Virus support? [Y]> y
Use the policy table default? [Y]> y
Would you like to enable Outbreak Filters for this policy? [Y]> ¥y
Use the policy table default? [Y]> y
Incoming Mail Policy Configuration
Name Anti-Spam:| Anti-Virus:|Advanced Malware |Graymail:|Content Filter:|Outbreak
————————————————————————— Protection: e Filters:
sales team IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies
- SEARCH - Search for a policy by member
- FILTERS - Edit content filters
- CLEAR - Clear all policies

(1>

I, A TRERIBN CEAS AR EEPFRPE D SIS, $RAE dwg SCIF L2 W BEMR A JEAR 41

R .

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware |Graymail:|Content Filter:|Outbreak
————————————————————————— Protection: e e Filters:
sales teaml IronPort |Default Default Default Default Default
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DEFAULT Ironport |[Mcafee N/A Off Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> new

Enter the name for this policy:

[1> engineering

Begin entering policy members. The following types of entries are allowed:

Username entries such as joe@, domain entries such as @example.com, sub-domain entries such
as @.example.com,

LDAP group memberships such as ldap(Engineers)

Enter a member for this policy:

[1> bob@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> fred@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[1]1> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> joe@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[1]1> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Outbreak Filters for this policy? [Y]> y

Use the policy table default? [Y]> n

Would you like to modify the list of file extensions that bypass

Outbreak Filters? [N]> y

Choose the operation you want to perform:

- NEW - Add a file extension

[1> new

Enter a file extension:

[1> dwg

Choose the operation you want to perform:

- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1> print

The following file extensions will bypass Outbreak Filter processing:

dwg

Choose the operation you want to perform:

- NEW - Add a file extension
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- DELETE - Delete a file extension

- PRINT - Display all file extensions
- CLEAR - Clear all file extensions
[1>

Incoming Mail Policy Configuration

w%: sETH |

Name: Anti-Spam:| Anti-Virus:| Advanced Malware|Graymail: |Content Outbreak
————————————————————————— Protection: ---------—-|Filter: Filters:
sales_team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled
Choose the operation you want to perform:

- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
- CLEAR - Clear all policies
(1>
T L g 2 - Sty
N2b, AU A A BRI SRS & b A 1 =N A A B
7 CLI "1, policyconfig fir4 1] filters 1~y 245 1] T-A6 A A 21 JE #s GUI U. 4875 CLI I 2%
TLYERS, T save T & K ARAF 1L IE A% IR [ 2] policyconfig iy 4 o
oG, 1AIEE scan for confidential PN 781 JE 25«
£1/3Z scan_for_confidential /% i3 € 2%
Incoming Mail Policy Configuration
Name : Anti-Spam:| Anti-Virus:| Advanced Malware|Graymail: |Content Outbreak
————————————————————————— Protection: -—-———----|Filter: Filters:
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy
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- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
CLEAR - Clear all policies
[1> filters
No filters defined.
Choose the operation you want to perform:
- NEW - Create a new filter
[1> new
Enter a name for this filter:
[1> scan_for_confidential
Enter a description or comment for this filter (optional):
[1> scan all incoming mail for the string 'confidential'
Filter Name: scan_ for confidential
Conditions:
Always Run
Actions:
No actions defined yet.
Description:
scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action
[1> add
1. Condition
2. Actlon
[11>
1. Messaqe Body Contains
2. Only Body Contains (Attachments are not scanned)
3. Message Body Size
4. Subject Header
5. Other Header
6. Attachment Contains
7. Attachment File Type
8. Attachment Name
9. Attachment MIME Type
10. Attachment Protected
11. Attachment Unprotected
12. Attachment Corrupt
13. Envelope Recipient Address
14. Envelope Recipient in LDAP Group
15. Envelope Sender Address
16. Envelope Sender in LDAP Group
17. Reputation Score
18. Remote IP
19. DKIM authentication result
20. SPF verification result
[11> 1
Enter regular expression or smart identifier to search message contents for:
[1> confidential
Threshold required for match:
11> 1
Filter Name: scan for confidential
Conditions:
body-contains ("confidential"™, 1)
Actions:
No actions defined yet.
Description:
scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description
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- ADD - Add condition or action
DELETE - Delete condition or action
[1> add
1. Condition
2. Actlon
[11>
1. Bcc
2. Notify
3. Redirect To Alternate Email Address
4. Redirect To Alternate Host
5. Insert A Custom Header
6. Insert A Message Tag
7. Strip A Header
8. Send From Specific IP Interface
9. Drop Attachments By Content
10. Drop Attachments By Name
11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size
14. Send To System Quarantine
15. Duplicate And Send To System Quarantine
16. Add Log Entry
17. Drop (Final Action)
18. Bounce (Final Action)
19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)
21. Encrypt on Delivery
22. Skip Outbreak Filters check
[11> 1
Enter the email address(es) to send the Bcc message to:
[1> hrRexample.com
Do you want to edit the subject line used on the Bcc message? [N]> y
Enter the subject to use:
[$Subject]> [message matched confidential filter]
Do you want to edit the return path of the Bcc message? [N]> n

Filter Name: scan_ for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bce ("hr@example.com", "[message matched confidential filter]")
Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
SAVE - Save filter
1> add

[
1. Condition

2. Actlon

[11>

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type
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13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]1> 14

1. Policy

[11> 1

Filter Name: scan for confidential

Conditions:

body-contains ("confidential"™, 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")
quarantine ("Policy")

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1>

o3

£/ no_mp3s #1 ex_employee & i1 JE 25

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> no_mp3s

Enter a description or comment for this filter (optional):
[1> strip all MP3 attachments

Filter Name: no_mp3s

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action
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[1> add

1. Condition

2. Actlon

[11>

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]1> 12

Enter the file type to strip:

[1> mp3

Do you want to enter specific text to use in place of any stripped attachments?[N]> n
Filter Name: no mp3s

Conditions:

Always Run

Actions:
drop-attachments-by-filetype ("mp3")
Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
2. no mp3s: strip all MP3 attachments
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> ex_employee

Enter a description or comment for this filter (optional):
[1> bounce messages intended for Doug
Filter Name: ex employee

Conditions:

Always Run

Actions:

No actions defined yet.

Description:
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bounce messages intended for Doug
Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description
- ADD - Add condition or action
[1> add

1. Condition

2. Actlon
[11>

1. Message Body Contains

2. Only Body Contains (Attachments are not scanned)
3. Message Body Size

4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment File Hash

9. Attachment Name

10. Attachment MIME Type

11. Attachment Protected

12. Attachment Unprotected

13. Attachment Corrupt

14. Envelope Recipient Address

15. Envelope Recipient in LDAP Group

16. Envelope Sender Address

17. Envelope Sender in LDAP Group

18. Reputation Score

19. Remote IP

20. DKIM authentication result

21 SPF verification result

[1]> 13

Enter regular expression to search Recipient address for:
[1> doug

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug
Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action
DELETE - Delete condition or action
1> add
Condition
Action
2
cc
Notify

[

1

2
[1]
1

2
3. Redirect To Alternate Email Address
4

5

6

7

8

w Vv

Redirect To Alternate Host

Insert A Custom Header

Insert A Message Tag

Strip A Header

Send From Specific IP Interface
9. Drop Attachments By Content
10. Drop Attachments By Name
11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size
14. Drop Attachments By Hash
15. Send To System Quarantine
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16. Duplicate And Send To System Quarantine

17. Add Log Entry

18. Drop (Final Action)

19. Bounce (Final Action)

20. Skip Remaining Content Filters (Final Action)

21. Encrypt (Final Action)

22. Encrypt on Delivery

23. Skip Outbreak Filters check

[1]1> 2

Enter the email address(es) to send the notification to:

[1> joe@example.com

Do you want to edit the subject line used on the notification? [N]> y
Enter the subject to use:

[1> message bounced for ex-employee of example.com

Do you want to edit the return path of the notification? [N]> n

Do you want to include a copy of the original message as an attachment to the
notification? [N]> y

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of
example.com")

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
1> add

[
1. Condition

2. Action

[1]> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Drop Attachments By Hash

15. Send To System Quarantine

16. Duplicate And Send To System Quarantine
17. Add Log Entry

18. Drop (Final Action)

19. Bounce (Final Action)

20. Skip Remaining Content Filters (Final Action)
21. Encrypt (Final Action)

22. Encrypt on Delivery

23. Skip Outbreak Filters check

[1]> 18

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of
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example.com")

bounce ()

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
2. no mp3s: strip all MP3 attachments

3. ex _employee: bounce messages intended for Doug
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:|Advanced Malware|Graymail:|Content Outbreak
————————————————————————— Protection: -———-———---| Filter: Filters:
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS

- Edit content filters

- CLEAR - Clear all policies

(1>

ABEREBARNSTIESE

I ICUE I WA S, DU SRR Seng 5 A R IE A, i AN 5y e A T A R e A

Incoming Mail Policy Configuration

Anti-Spam:

Anti-Virus:

Advanced Malware

Protection:

Graymail:

Content
Filter:

Outbreak
Filters:
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sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit

Name : Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail: [ Content Outbreak

————————————————————————— Protection: -———------| Filter: Filters:
L|sales_team|IronPort |[Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 3

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
(1> 1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee
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Enter the
[1> 2

1. Active
2. Active
3.

Enter the
[1> 3

1. Active
2. Active
3. Active
Enter the
[1>
Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Enabled. Filters: scan for confidential, no_mp3s,
Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1>

Incoming Mail Policy Configuration

filter to toggle on/off, or press enter to finish:
scan_for confidential
no_mp3s

ex_employee

filter to toggle on/off, or press enter to finish:
scan_for confidential

no_mp3s

ex_employee

filter to toggle on/off, or press enter to finish:

Anti-Virus:

ex_employee

Name Anti-Spam:| Anti-Virus:|Advanced Malware|Graymail:|Content Filter:|Outbreak
————————————————————————— Protection: ittt bbbt Filters:
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: —-——-—---—-——|Filter: Filters:
Ll|sales_team|IronPort |Default Default Default Default Default
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engineering| Default Default Default

Default

Default

Enabled

w

DEFAULT Ironport |Mcafee N/A

Off

Off

Enabled

Enter the name or number of the entry you wish to edit:

[1> 2

Policy Summaries:
Anti-Spam: Default
Anti-Virus: Default
Graymail Detection: Unsubscribe - Default
Content Filters: Default

Outbreak Filters: Enabled. Bypass extensions:
Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy
actions)

- ENABLE - Enable Content Filters policy
[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off,
[1>1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off,
[1> 3

1. Active scan_for confidential

2. no_mp3s

3. Active ex_employee

Enter the filter to toggle on/off,
[1>

Policy Summaries:
Anti-Spam: Default
Anti-Virus: Default
Graymail Detection:

dwg

(Disables

or press enter to

or press enter to

or press enter to

Unsubscribe - Default

all policy-related

finish:

finish:

finish:

Content Filters: Enabled. Filters: scan for confidential, ex employee

Outbreak Filters: Enabled. Bypass extensions:
Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

(1>

Incoming Mail Policy Configuration

dwg
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Name: Anti-Spam:| Anti-Virus:| Advanced Malware|Graymail:|Content Filter:| Outbreak
————————————————————————— Protection: e b Filters:
sales_team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Enabled Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>

N

Note  CLT AVt 75 7 HLAN SRS PN BT 1) Y 28 SIE S TR I o T2 filters 1~ dr 22> 9 I #E £ policyconfig iy
AN AP/ ERLITE NI IE S . ik, MORBIAANE TN drop_largeattachments [F1364)

RN L H SR EGAY DLP SRE%
I T PR A9 W e £ R A H S L ] DLP SR

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

11> 2

Outgoing Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |Graymail:|Content Outbreak DLP:|
————————————————————————— Protection: -————-——-——-|Filter: Filters: ——=
DEFAULT| N/A N/A N/A Off Off Ooff off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
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Name: |Anti-Spam:|Anti-Virus:|Advanced Malware|Graymail:|Content Outbreak DLP:
————————————————————————— Protection: —-————-----| Filter: Filters: -]
1| DEFAULT| N/A N/A N/A Off Off Off Off

Enter the name or number of the entry you wish to edit:
[1> 1

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Off

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- DLP - Modify DLP policy

[1> dlp

Choose the operation you want to perform:

- ENABLE - Enable DLP policy

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
(1> 1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files
Enter the policy to toggle on/off, or press enter to finish:

[1> 2

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1> 3

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Enabled. Policies: California AB-1298, Suspicious Transmission - Zip
Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- DLP - Modify DLP policy

[1>
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mail.example.com> policyconfig
Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming
2. Outgoing

[1]1> 1

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware Graymail:|Content Filter:|Outbreak Filters:

————————————————————————— Protection: | e

DEFAULT| Of £ N/A N/A Off Off N/A

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Malware |Graymail:|Content Filter: Outbreak
————————————————————————— Protection: i Filters:

1| DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:
[1>1

Policy Summaries:

Anti-Spam: Off

Graymail Detection: Off

Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

[1> graymail

Choose the operation you want to perform:

- ENABLE - Enable Graymail policy

[1> enable
Begin Graymail
Do you want to
Do you want to
[Yr>

Do you want
Do you want
1. DELIVER
2. DROP

3. BOUNCE
What do you
[1]1> 2

Do you want
Do you want
1. DELIVER
2. DROP

configuration

enable Safe Unsubscribe? [N]> y

perform Safe Unsubscribe action only for unsigned messages (recommended)?
to
to

enable actions on messages identified as Marketing Email? [N]>

enable actions on messages identified as Social Networking Email? [N]> y

want to do with messages identified as Social Networking Email?

to archive messages identified as Social Networking Email? [N]>
to enable actions on messages identified as Bulk Email? [N]> y
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What do you want to do with messages identified as Bulk Email?

(11> 2

Do you want to archive messages identified as Bulk Email?
Graymail configuration complete.

Policy Summaries:
Anti-Spam: Off

Graymail Detection:

Social Networking mails

Bulk mails :
Content Filters:

Drop
Off

Unsubscribe

- Enabled

: Drop

Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- GRAYMAIL - Modify Graymail policy
- FILTERS - Modify filters

(1>

BB R NIREELIALIE AMP 51 E4RICH “ARATEH 7 AR

mail.example.com> policyconfig
Would you like to configure Incoming or Outgoing Mail Policies?

1. Incoming
2. Outgoing
[11> 1

Incoming Mail Policy Configuration

[N]>

(No content filters have been created)

e
e

e |

Anti-Spam:

Anti-Virus:

Advanced Malware
Protection:

Graymail:

Content Filter:

Outbreak Filters:

DEFAULT| Of £

N/A

N/A

Off

Off

N/A

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies

- FILTERS

[1> edit

- Edit content filters

Anti-Spam:

Anti-Virus:

Advanced Malware
Protection:

Graymail:

Content Filter:

Outbreak
Filters:

=

DEFAULT]

Off

N/A

N/A

Off

Off

N/A

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Advanced Malware Protection: Malware Action - drop ,
, Rate Limit Unscannable Action - deliver
Available Unscannable Action - deliver

deliver

Remediation (MAR) - Disabled
Content Filters: Off
Outbreak Filters: Off

Choose the operation you want to perform:
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- OUTBREAK - Modify Outbreak Filters policy

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1> advancedmalware

Choose the operation you want to perform:

- EDIT - Edit Advanced-Malware protection policy

- DISABLE - Disable Advanced-Malware protection policy (Disables all policy-related actions)
[1> edit

Begin AMP configuration
Do you want to enable File Analysis? [Y]>

Do you like the system to automatically insert an X-header with the anti-malware scanning
results? (Recommended for trouble-shooting) [Y]>

Unscannable Message Handling
Current actions to take if any of the attachments could not be scanned due to message errors:

- WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]> yes

Current actions to take if any of the attachments could not be scanned due to rate limit
hit:

- WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]> yes

Current actions to take if any of the attachments could not be scanned due to AMP Service
not available:

- WARNING: Delivering Unscannable due to AMP Service Not Available messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.
Do you want to edit the actions for Unscannable Message due to AMP Service not available?
[N]> yes

Bl wE B fRKRIHER

E?W'_P, policyconfig > match headers ﬁtf‘ﬁﬁ%ﬁﬁé\ﬂg?&ﬁ “g” ﬁ%ﬁ/ﬂﬁ‘ﬁ'ﬁéﬁ, DYINRREN
(1) HIS A D9 G ) A AR AT JE o

maill.example.com > policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?

1. Incoming Mail Policies
2. Outgoing Mail Policies
3. Match Headers Priority
[1]1> 3

Match Headers Priority Configuration
Priority: Headers:

Pl Envelope Sender

Choose the operation you want to perform:
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- ADD - Add match priority for headers

- EDIT - Edit an existing match priority for headers

- REMOVE - Remove an existing match priority for headers
[1> add

Choose headers for priority 2
Add header "From" Header:

1. Yes

2. No

[11> 1

Add header "Reply-To" Header:
1. Yes
2. No
[1]1> 2

Add header
1. Yes
2. No
[1]1> 2

"Sender" Header:

Match Headers Priority Configuration

Priority: Headers:
Pl Envelope Sender
P2 "From" Header

BB AR AR LUE I IH B TR A £ Cisco SRV BRIP RS
FE NI, RnT AREAR A BB S LTS B s B 4 & & Cisco g kY = Ik 55 -
mail.example.com> policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?

1. Incoming Mail Policies
2. Outgoing Mail Policies
3. Match Headers Priority
[1]1> 1

Incoming Mail Policy Configuration

Name Anti-Spam: |Anti-Virus:|Advanced Graymail: |[Content Outbreak Advanced
————————————————————————— Malware ———-—-—-—-—--—-—|Filter: Filters: Phishing
Protection: = |----——mmmo—fommmmom o Protection:
Off
DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters

[1> edit
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Name Anti-Spam: | Anti-Virus:|Advanced Graymail: |[Content Outbreak Advanced
————————————————————————— Malware -———-—------|Filter: Filters: Phishing
Protection: = |------m-——f-mmmmo——— o Protection:
Off
DEFAULT Ironport Mcafee N/A Off Off Enabled
Enter the name or number of the entry you wish to edit:[]> 1

Policy Summaries:

Content Filters: Off (No content filters have been created)
Advanced Phishing Protection: Off
Choose the operation you want to perform:

- ADVANCEDPHISHING - Modify Advanced Phishing Protection Policy
- FILTERS - Modify filters

[1> advancedphishing

Choose the operation you want to perform:
- ENABLE - Enable Advanced Phishing Protection Policy

[1> enable

Do you want to perform email forwarding [N]> Y

Policy Summaries:

Content Filters: Off (No content filters have been created)
Advanced Phishing Protection: Email Forwarding - enabled

Choose the operation you want to perform:
- ADVANCEDPHISHING - Modify Advanced Phishing Protection Policy

AR NKI A EF ST HIE D FLIERHE B MG
FELUR i, Rn] B Slofte A3 L2 37 SCAE I MR 5 A 1 A A BRUDRAS (1 S A PR F o

maill.example.com> policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or Match Headers
Priority?

1. Incoming Mail Polices

2. Outgoing Mail Policies

3. Match Headers Priority

[11>

I

ncoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware Graymail:|Content Filter:|Outbreak Filters:
————————————————————————— Protection: e [ -
DEFAULT| Of £ N/A Enabled Off Off N/A

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
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- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit

Name: |[Anti-Spam:|Anti-Virus:|Advanced Malware Graymail:|Content Filter:|Outbreak
————————————————————————— Protection: e ittt Filters:

=

DEFAULT| Of £ N/A Enable Off Off N/A

Enter the name or number of the entry you wish to edit:

(> 1

Policy Summaries:

Advanced Malware Protection: Malware Action - drop , Message Error Unscannable
Action - deliver , Rate Limit Unscannable Action - deliver , AMP Service Not
Available Unscannable Action - deliver , File Analysis Action - Deliver ,
Mailbox Auto Remediation (MAR) - Disabled

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1> advancedmalware

Choose the operation you want to perform:

- EDIT - Edit Advanced-Malware protection policy

- DISABLE - Disable Advanced-Malware protection policy (Disables all policy-related actions)
[1> edit

Begin AMP configuration
Do you want to enable File Analysis? [Y]>

Do you like the system to automatically insert an X-header with the anti-malware scanning
results? (Recommended for trouble-shooting) [Y]>

Unscannable Message Handling

Current actions to take if any of the attachments could not be scanned due to
message e€rrors:

- WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]>

Current actions to take if any of the attachments could not be scanned due to
rate limit hit:

- WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]>
Current actions to take if any of the attachments could not be scanned due to
AMP Service not available:

- WARNING: Delivering Unscannable due to AMP Service Not Available messages
normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to AMP Service not
available? [N]>
Malware Infected Message Handling
Current actions to take if any of the file contains malware and cannot be
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repaired:

- Dropping Infected Messages

- Archiving copies of the original message.

Do you want to edit the actions for Malware Infected Message Handling? [N]>

Do you want to edit the actions for Messages with File Analysis Pending? [Y]>

1. Quarantine

2. Deliver As Is

Action applied to the original message:
[2]1>

Do you want to deliver mail to an alternate mailhost? [N]>

Do you want to redirect mail to an alternate email address? [N]>
Do you want to add a custom header? [N]>

Do you want to modify the subject? [Y]>

1. Prepend

2. Append

Select position of text:
[11>

Enter the text to add:
[ [WARNING: ATTACHMENT (S) MAY CONTAIN MALWARE]]>

Do you want to archive the original message? [Y]>

Do you want to drop attachments with the file analysis verdict still pending? [N]> yes
Messages with File Analysis Pending
Current actions to take if any of the attachments uploaded for file analysis :

- WARNING: Delivering File Analysis Pending messages normally

- Prepending subjects with " [WARNING: ATTACHMENT (S) MAY CONTAIN MALWARE]"

- Archiving copies of the original message.

- Dropping Attachments with File Analysis Pending.

Mailbox Auto Remediation (MAR) - Disabled
Do you want to disable Mailbox Auto Remediation action? [N]>

Do you want to edit Mailbox Auto Remediation action? [N]>

Advanced-Malware configuration complete
Policy Summaries:

Advanced Malware Protection: Malware Action - drop , Message Error Unscannable
Action - deliver , Rate Limit Unscannable Action - deliver , AMP Service Not
Available Unscannable Action - deliver , File Analysis Action - Deliver ,
Mailbox Auto Remediation (MAR) - Disabled

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

(1>

Cisco 2 BRI X Async0S 140 CLI %455 - 6D (M52 [}



. quarantineconfig

quarantineconfig
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mail3.example.com> quarantineconfig
Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention
1 Outbreak 3,072 0.0 1 12h
2 Policy 1,024 0.1 497 10d
3 Virus 2,048 empty 0 30d

2,048 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.
[1> new

Please enter the name for this quarantine:

[1> HRQuarantine

Retention period for this quarantine.
'minutes'.) :

[1> 15d

1. Delete

2. Release

Enter default action for quarantine:
[11> 2

(Use 'd' for days or

'h!

&% sE76 |

Policy
Release
Delete
Delete

for hours or 'm' for

Do you want to modify the subject of messages that are released because

"HRQuarantine" overflows? [N]>

Do you want add a custom header to messages that are released because

"HRQuarantine" overflows? [N]>

Do you want to strip all attachments from messages that are released

because "HRQuarantine" overflows? [N]>

Do you want default action to apply automatically when quarantine space fills up?

Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention
1 HRQuarantine 1,024 N/A N/A 15d
2 Outbreak 3,072 0.0 1 12h
3 Policy 1,024 0.1 497 10d
4 Virus 2,048 empty 0 30d

(N/A: Quarantine contents is not available at this time.)
1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

. Cisco Z 2R 4 < Async0S 14.0 CLI 324575 - GD (HEHEBE)

[Yr>

Policy
Release
Release
Delete
Delete



| % %76l
RARfREERX

\}

pramsx ]

— HXORAS IR S ARG B R 2 T “y” B “yes” , EDTFAEH A, AeiX LA CUE B 4
e JZ/lﬁfth‘H/[yz/\ﬁbﬂﬁﬁﬁ%[ﬁy\ﬁﬁgl:ﬂﬂﬂﬁ)ﬂ)j TG T A 1] 2257 L A o 125 DX A5 ]
EAPORAT ([1>) AbF% Return (Enter) 7] LUE HHH P BBy, 4R & IR B 1X .

Note

scanconfig
iR

ERTER

45l

\}

MAECAAE RS LA T Ui R sERAE I IO T, A 3os ON BB X 45 E 7 U5 T BLFR

I 5 DX P P B R AN A 8 T B DA R D 2 A T 7 o A T GR A ()  P AE o  5 IX 5 )
B . M BT BRE, R B U R T T A TR T 5036, 240k NEW
o [RFE, WERAE ZMIBRICH S, W440# DELETE.

c T PR P41 e SR

AT bAoA .
FEEE . AT H T =R EU0 G, 4. dHEAD
HEALFE AT 42 Db 2 SCRFHEAL B 2

E

FEARIRBIH, scanconfig iy & H T B IX LS4,
o 2kl video/*. audio/*. image/* ] MIME 2R (N4 P IR LLSTR)
o mEZEH 10 NUNMIRE GBI fERIME.  CBRIMEA 5 A0 .
o BRI AR B RN R 25 MB;s Bkt @i i N N 7. CERIAME S S MB. )
o SyER SO T -
o WEEEREE N RCE N 180 B
o RERI AR BOA SR BT, GXEERAT A . D
o WCE ASCI Sihid, DM 242K Ay %38 1F S s H MIME 2874 plain/text BY plain/htm] AL N 2
i e ATAT A 2RI

Note

{E¥ assume the attachment matches the search pattern ¥ &8 Y B, JCiEFA I MBLER S EUIB2E L g 4%
FUNTEAL A true. IXATREFEUESIMT A, 116 25 5 1 AN DL RS IR ISP, L DR P 20V I E A
A A . i B A T DLP H4

Cisco 2 BRI X Async0S 140 CLI %455 - 6D (M52 [}



B =

&% sE76 |

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.

Choose one:

[2]1> 2

Enter the maximum depth of attachment recursion to scan:

[5]> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata? [Y]> y

Enter the attachment scanning timeout (in seconds):

[30]> 180

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]> n

If a message could not be deconstructed into its component parts in order to remove specified
attachments, the system should:

1. Deliver

2. Bounce

3. Drop

[11>

Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11> 1

Scan behavior changed.

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:
- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print

1. Fingerprint Image

2. Fingerprint Media

3. MIME Type audio/*
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MIME Type
MIME Type

image/*
video/*
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il3.example.com> scanconfig

) AR R ER A B R A AL IR IR AE .

There are currently 5 attachment type mappings configured to be SKIPPED. Choose the operation
you want to perform:

-[
[]

1.
2.

Ch

NEW - Add a new entry.

DELETE - Remove an entry.
SETUP - Configure scanning behavior.
IMPORT - Load mappings from a file.

EXPORT - Save mappings to a file.

PRINT - Display the list.
CLEAR - Remove all entries.

]>SMIMEsetup- Configure S/MIME unpacking.

> setup

Scan only attachments with MIME types or fingerprints in the list.
Skip attachments with MIME types or fingerprints in the list.

oose one: [2]>

Enter the maximum depth of attachment recursion to scan: [5]>

Enter the maximum size of attachment to scan:

Do

Enter the attachment scanning timeout

you want to scan attachment metadata? [Y]>

(in seconds) :

[5242880]>

[30]>

If a message has attachments that were not scanned for any reason (e.g.

be

cause of size, depth limits, or scanning timeout),

search pattern? [N]>

In case of a content or message filter error,

assume the attachment matches the

should all filters be bypassed? [Y]>

Assume zip file to be unscannable if files in the archive cannot be read? [0]>

If a message could not be deconstructed into its component parts in order

to
1.
2.
3.
[1

Configure encoding to use when none is specified for

remove specified attachments, the system should:

Deliver
Bounce
Drop

1>

plain body text or anything with MIME type plain/text or plain/html.

H P O o Jo 0 dbd W

0
1

US-ASCII
Unicode (UTF-8)
Unicode (UTF-16)
Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)
Simplified Chinese (GB 2312)
Simplified Chinese (HZ GB 2312)
Korean (ISO 2022-KR)

Korean (KS-C-5601/EUC-KR)

Japanese (Shift-JIS (X0123))
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stripheaders
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12. Japanese (IS0-2022-JP)
13. Japanese (EUC)

[1> Do you want to enable actions on unscannable messages due to an extraction failure? y/n
[Y]> Yes

1. Drop Message

2. Deliver As Is

3. Quarantine

Action applied to original message: [2]> 2

Do you want to deliver mail to an alternate mailhost ? [N]> yes
Enter the mailhost to deliver to: []> mail.example.com

Do you want to redirect mail to an alternate email address ? [N]> yes

Enter the address to deliver to:
[1> user@mail.example.com

Do you want to add a custom header? [N]> yes
Enter the header name: []> Unscannable Messages

Enter the header content:
[1> Actions taken on Unscannable Messages

Do you want to modify the subject? [N]> yes

1. Prepend
2. Append

Select position of text: [1]> 1

Enter the text to add:
[ [WARNING: UNSCANNABLE EXTRACTION FAILED]]> [WARNING: UNSCANNABLE FILE EXTRACTION FAILURE]

58 SCEM R IR A Sk (1 1R o

A BT AT
BB Sdn % vl PR = SEHLBGR (RS, ML HHEEL
HLUSFLAr s M &R S HFHAR B 5

mail3.example.com> stripheaders

Not currently stripping any headers.
Choose the operation you want to perform:
- SETUP - Set message headers to remove.
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[]> setup

Enter the list of headers you wish to strip from the messages before they

Separate multiple headers with commas.
[1> Delivered-To

Currently stripping headers: Delivered-To
Choose the operation you want to perform:
- SETUP - Set message headers to remove.
[1>

mail3.example.com>

textconfig .

are delivered.

PCE SO B, BB 82 A, WE e oa A WIATE AN AR, AL 4% DLP. IR [N A1 .

B Mo AT R
BB Sdn & T I A SRR B, ML, WD
AT 4 Sdr AR B

Use textconfig -> NEW to create text resources, and textconfig > delete to remove them.

mail3.example.com> textconfig

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
[1> new

What kind of text resource would you like to create?
Anti-Virus Container Template

Anti-Virus Notification Template

DLP Notification Template

Bounce and Encryption Failure Notification Template
Message Disclaimer

Encryption Notification Template (HTML)
Encryption Notification Template (text)
Notification Template

[1]> 5

Please create a name for the message disclaimer:
[1> disclaimer 1

Enter the encoding for the message disclaimer:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

W J o U b W
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13. Japanese (EUC)

[11>

Enter or paste the message disclaimer here. Enter '.' on a blank line to end.
This message was sent from an IronPort(tm) Email Security appliance.

Message disclaimer "disclaimer 1" created.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:
[1>1

Message disclaimer "disclaimer 1" has been deleted.
Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

[1>

{fi/H] textconfig -> EDIT n] LMECINA SCATE YR . R80T LU oo Al BT #6305 52 SOAS BRI 5L
e

{fH] textconfig -> IMPORT nJ LLKG SUA SCAAE A SCARBIE TN o SCARSCAF 0475 T WA
FIBLE H %4

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> import

What kind of text resource would you like to create?
1. Anti-Virus Container Template

2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notlflcatlon Template

[11>
Please create a name for the notification template:
[1> strip.mp3files

Enter the name of the file to import:

[1> strip.mp3.txt

Enter the encoding to use for the imported file:
1. US-ASCII

[ list of encodings ]

[1]1>
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Notification template "strip.mp3files" created.
Current Text Resources:

1. disclaimer.2.message (Message Disclaimer)
2. strip.mp3files (Notification Template)
Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

(1>

/] textconfig -> EXPORT ] LUKESCABHT N SCATSCA o K 2xAE WM 5C LA BCE H =%
Al IZSCA A

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> export

Please enter the name or number of the resource to export:
[1> 2

Enter the name of the file to export:
[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:
1. US-ASCII

[ list of encoding types ]

[11>

File written on machine "mail3.example.com" using us-ascii encoding.
Current Text Resources:

1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1>
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maill.example.com> alertconfig

Not sending alerts (no configured addresses)

Alerts will be sent using the system-default From Address.

Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> new

Please enter a new email address to send alerts.

(Ex: "administrator@example.com")

[1> alertadmin@example.com

Choose the Alert Classes. Separate multiple choices with commas.
1. All

2. System

3. Hardware

4. Updater

5. Outbreak Filters

6. Anti-Virus

7. Anti-Spam

8. Directory Harvest Attack Prevention
9. Release and Support Notifications
[11> 2,3,8

Select a Severity Level. Separate multiple choices with commas.
1. All

2. Critical

3. Warning

4. Informatlon

[11>

Sendlng alerts to:

alertadmin@example.com

&% sE76 |

LREAT BB DL ORHER

Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical
Class: System - Severities: Critical
Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600

Maximum number of alerts stored in the system are: 50
Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled
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Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

1>

) B TLS RIXER
FEAH, AATLUE aterccontio > setup T4 K MIFF R GALE T TLS K%L

maill.example.com> alertconfig
Sending alerts to:
admin@company.com

Class: Outbreak Filters - Severities: All
Class: Threatfeeds - Severities: All
Class: SAML - Severities: All
Class: Message Delivery - Severities: All
Class: System - Severities: All
Class: Anti-Virus - Severities: All
Class: Hardware - Severities: All
Class: Updater - Severities: All
Class: AMP - Severities: All
Class: Anti-Spam - Severities: All
Class: Release and Support Notifications - Enabled

Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50

Alerts will be sent using the system-default From Address.

Cisco IronPort AutoSupport: Enabled
You will receive a copy of the weekly AutoSupport reports.

Alert messages are sent using a TLS connection.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> setup

Initial number of seconds to wait before sending a duplicate alert.
Enter a value of 0 to disable duplicate alert summaries.

[300]>

Maximum number of seconds to wait before sending a duplicate alert:
[3600]>

Would you like to enable Cisco IronPort AutoSupport, which automatically
emails system alerts and weekly status reports directly to Cisco IronPort
Customer

Support? (Enabling AutoSupport is recommended.) [Y]>

Would you like to receive a copy of the weekly AutoSupport reports? [Y]>

Maximum number of alerts to save:
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[50]>

Choose the default interface to be used to deliver alerts

1. Auto
2. Management (10.8.159.11/24: maill.example.com)
[11>

Do you want to enable TLS support to send alert messages?

Sending alerts to:
admin@company.com

Class: Outbreak Filters - Severities: All
Class: Threatfeeds - Severities: All
Class: SAML - Severities: All
Class: Message Delivery - Severities: All
Class: System - Severities: All
Class: Anti-Virus - Severities: All
Class: Hardware - Severities: All
Class: Updater - Severities: All
Class: AMP - Severities: All
Class: Anti-Spam - Severities: All
Class: Release and Support Notifications - Enabled

Initial number of seconds to wait before sending a duplicate alert:
Maximum number of seconds to wait before sending a duplicate alert:

Maximum number of alerts stored in the system are: 50
Alerts will be sent using the system-default From Address.

Cisco IronPort AutoSupport: Enabled
You will receive a copy of the weekly AutoSupport reports.

Alert messages are sent using a TLS connection.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.
(1>

displayalerts
ik

G W PSR IR n AR,
ERE

B M AR R

PR HL Shar ST TR =R SRS CRESR. 4. THEPD .

AL PR A Bhar & A SCRAHEAR B 5K
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findevent

1::BU

ERTERL

> displayalerts

Date and Time Stamp Description

10 Mar 2015 11:33:36 +0000 The updater could not validate the server certificate.
certificate not validated - unable to get local issuer

certificate

Last message occurred 28 times between Tue Mar 10 10:34:57 2015 and Tue Mar 10 11:
2015.

10 Mar 2015 11:23:39 +0000 The updater has been unable to communicate with the
server for at least 1h.

Last message occurred 8 times between Tue Mar 10 10:29:57 2015 and Tue Mar 10 11:18:
10 Mar 2015 10:33:36 +0000 The updater could not validate the server certificate.
certificate not validated - unable to get local issuer

certificate

Last message occurred 26 times between Tue Mar 10 09:33:55 2015 and Tue Mar 10 10:
2015.

10 Mar 2015 10:23:39 +0000 The updater has been unable to communicate with the
server for at least 1h.

Last message occurred 9 times between Tue Mar 10 09:26:54 2015 and Tue Mar 10 10:22:

FERBPE H SO A i

BAS: AR A
BRI, e & T T SRR (B, 4L, I
HOALSE e Br A S FFIAL S .

Tl REHEGARR

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1

1> 1
Enter the regular expression to search for.
[]> "
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None

Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

= Il

Server

32:24
update
24 2015.
Server
29:57
update

56 2015.
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[3]1> 3
No matching message IDs were found

Bl RHE ID R

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the Message ID (MID) to search for.

(> 1
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[11> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 1

Tl REMEER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

[]> "
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 2

Available mail log files, listed by log file start time.

Specify multiple log files by separating with commas or specify a range with a dash:
1. Thu Feb 19 05:18:02 2015

[1]1>

No matching message IDs were found

Tl REFHEHEARR

mail.example.com> findevent
Please choose which type of search you want to perform:
1. Search by envelope FROM
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ERTER

arep

2. Search by Message ID
3. Search by Subject

4. Search by envelope TO
[11>

Enter the regular expression to search for.

>
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail_logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

R H BRSO

AT A ATFE 87

PR ey &R BRI . Bl PR S BN (i, 8RRy e
AL B, Bhdr & /5 205 A R S

LA E Ay 2 e AN S REHEAL A% X
grep 2 I H TR HEF W SCARLRF . His1T grep A0, 1HMH LR iG:

grep [-C count] [-e regex] [-1] [-p] [-t] [regex] log name

Note

W -e regex BX regex A REIR M &5 L

21817 grep A, TEAEH] LU BT

Table 11: grep f5 < 1E IR

IR i Bf (Description)

. FRALER B grep B S5 N SATH. SN —AME LU @ AR 1)
T8

i N R IE
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grep B9~ 151

logconfig

[::BU

ERTER

FTP #£iX H &

e

% sERH |

I it BA (Description)

-i L INUNEP

- g AR AR

-t 71 H B30 R BISAT grep 14
regex N EMF ik

PLAR /- Wos e i i H B N R SUAR ST “clean” B “viral” . grep iy 2 ffi—

s

mail3.example.

Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri

mail3.example.

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

9

O W VYW W WO wwowuooo

9

com> grep "CLEAN\\|VIRAL" antivirus

Wi B0 H S SR

et
R
feab H &

1T IR B 7~ 151

E R EIH, logconfig 4
Hi, DMk

21:50:25 2006 Info: sophos antivirus - MID 1
21:53:15 2006 Info: sophos antivirus - MID 2
22:47:41 2006 Info: sophos antivirus - MID 3
22:47:41 2006 Info: sophos antivirus - MID 4
22:47:41 2006 Info: sophos antivirus - MID 5
22:47:41 2006 Info: sophos antivirus - MID 6
22:47:42 2006 Info: sophos antivirus - MID 12
22:53:04 2006 Info: sophos antivirus - MID 18
22:53:05 2006 Info: sophos antivirus - MID 16
22:53:06 2006 Info: sophos antivirus - MID 19
22:53:07 2006 Info: sophos antivirus - MID 21
22:53:08 2006 Info: sophos antivirus - MID 20
22:53:08 2006 Info: sophos antivirus - MID 22
com>
SHE B
S T AT =R LGS R 24

BT AN SR AR B S

T FTP H#ERE B fE AL

[ Cisco B4R % Async0S 14.0 CLI 5% 45/ - GD (EMEBB)

- Result 'CLEAN'
- Result 'CLEAN'
- Result 'CLEAN'
- Result 'CLEAN'
- Result 'CLEAN'
- Result 'CLEAN'
- Result 'CLEAN'
- Result 'VIRAL'
- Result 'VIRAL'
- Result 'VIRAL'
- Result 'VIRAL'
- Result 'VIRAL'
- Result 'VIRAL'
HEHD

N regex FKik

ML E 4 4 myDeliveryLogs g & H k. K5, SMCE 1%
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mail3.example.com> logconfig

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error_ logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

O J oUW

1. IronPort Text Mail Logs
2. gmail Format Mail Logs

3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs

9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 8

Please enter the name for the log:
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[1> myDeliveryLogs
Choose the method to retrieve the logs.
1. FTP Poll
2. FTP Push
3. SCP Push
4. Syslog Push
[11>
Hostname to deliver the logs:
[1> yourhost.example.com
Username on the remote host:
[1> yourusername
Passphrase for your user:
[1> thepassphrase
Directory on remote host to place logs:
1> /logs
Filename to use for log files:
[conversation.text]>
Maximum time to wait before transferring:
[3600]>
Maximum filesize before transferring:
[10485760]>
Currently configured logs:
1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
"bounces" Type: "Bounce Logs" Retrieval: FTP Poll
"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
"encryption" Type: "Encryption Logs" Retrieval: FTP Poll
9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll
14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host
yourhost.example.com
16. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll
17. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll
19. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
20. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll
21. "status" Type: "Status Logs" Retrieval: FTP Poll
22. "system logs" Type: "System Logs" Retrieval: FTP Poll
23. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll
24. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

SCP #E1x HEIT R B R Bl

E N7 F, logconfig v H FHLE 4 A LogPush & H &, % H &R E bl SCP
HEEF] TP Huhloh 10.1.1.1 PR BN (WM P HE SRR , IEEMEE H 3 imp 1o 1R, 24
HEI R J77% 4 SCP #E141), 2 M logconfig w4 W HEIAH sshconfig id. (fFRENE
WG, iE3H (Cisco;”iéHﬂMﬁFl‘]F' AsyncOSH FRFE) P “PCE EHLEH” 5 ARH %
IR 245 S R, W20 Bl 40 (SSH) %547 o ) WitEE, A LAE EWLAZ IR A b
1P Huht.

O J oUW

mail3.example.com> logconfig
Currently configured logs:
1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
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2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs

3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs

9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 3

Please enter the name for the log:
[1> LogPush

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push
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3. SCP Push

[1]1> 3

Hostname to deliver the logs:

[1> 10.1.1.1

Port to connect to on the remote host:
[22]>

Username on the remote host:

[1> logger

Directory on remote host to place logs:
[1> /tmp

Filename to use for log files:

[delivery.log]>

Maximum time to wait before transferring:

[3600]1>

Maximum filesize before transferring:

[10485760]1>

Protocol:

1. SSH1

2. SSH2

[2]1> 2

Do you want to enable host key checking? [N]> y

Do you want to automatically scan the host for its SSH key, or enter it
manually?

1. Automatically scan.

2. Enter manually.

[11> 1

SSH2:dsa

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWG14TI1WLDVndbIwESsArt9LVE2ts5yE9JBTSAUwLVvoq0G3FRgifrce92zgyHtc/
ZWyXavUTIM3Xd1bpiEcscMp2XKpSnPPx21y8bgkpdsSCOcM8z ZMDjnOPm8ghiwHXYh 7oNEUJCCPNPxAy44r1J5Yz4x9e IoALpO0dHUOGR
+31INAAAAFQDQ1 5GY/X9P1 DM3 f PMvExX Twc0ed1wAAATBICgMTEFPIWTAGr 1RtbowZP5zWZ tVDTxLhdXzj 1o4+bB4hBR7DKuc80+naAFnThyH/
JBRIWLIVE 7 M5geKIoXzudGDK 37wl 3UYef PaBoo201 I ROSIY WY z/ rooceN1BnF4shl 2mito3tdel 1 7a00gtwaQAAwKO1 Sk3zONSPWARATAT cRYat 3y+Blv/
VewdE6BBk-+oULv3eK38gafuipdVBxkGIGO6EQ1 8nss820znwinBy/ pI TROFhAMBMI XTF4AVEY 00sARr1 ZtuUJC1QGvCoh 7NA3YNai s2CSoEKBEaIOTF6+
SX2RNpcUF3Wgbygw92xtgQPKMcZeLtK2ZJRkhC+Vw==

Add the preceding host key(s) for 10.1.1.17 [Y]> y

Currently installed host keys:

1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607
2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIwE. ..JRKhC+Vw==
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display this machine's host keys.

(1>

Maximum filesize before transferring:

[10485760]1>

Protocol:

1. SSH1

2. SSH2

[2]1> 2

Do you want to enable host key checking? [N]> y

Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.

- HOST - Display this machine's host keys.

[1> scan

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All
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[4]1> 4

SSHl:rsa

10.1.1.1 1024 35
122606420764474441178474079962066753259278682648965870690129496065430424463013457294798980627829828033793152226
4486945143162182728144539869316125082823280088157400721099756323564785321283161878068307463282343277781001311281 766 7266624451119
1783747965898000855947022484692079466697707373948871554575173520565607

B4t HEHEE HEIT R R R 51

fE 7R EIH, logconfig fiv4 H THLE 4 A MailLog SyslogPush FIgH &4 H . 1% HERCE A
] UDP #EIXE) IP il 10.1.1.2 B REEHL, BE ‘mail” ¥l BAFEAE H ok

rollovernow

i
R G S0
ERTER
A AR R .
BESRATHL: Jfr & (PR TS B A
HEALIR A% : Iy & RS R AL B 5
Ll

mail3.example.com> rollovernow
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_ logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

[1> 2
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snmpconfig

[::BU

ERTER

45l
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Log files successfully rolled over.
mail3.example.com>

Fi & SNMP.

A AT R
FHSEERE: B TP <A SERLBIY B, ML, HHSERD
HALSRA S Bt AR B

>

E N7~ , snmpconfig 4 F F4Eu 1 161 L) “PublicNet” #2100 )53 H SNMP. i A\ A
3O, PRI VAT . RAESTCE MRS IA 1 FIRCA 2 sk, AkBERRA 1 F
WA 2 (1) GET i =K A public. fii AN T FaPk H 4% snmp-monitor.example.com. f)ii, HIANRFNLE
MR R

maill.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[1> setup

Do you want to enable SNMP? [Y]>
SNMP default version is V3

Choose an IP interface for SNMP requests.
1. Management (10.10.4.5/27: maill.example.com) [1]>

Which port shall the SNMP daemon listen on?
[161]>

Select SNMPv3 security level:

1. noAuthNoPriv - Authentication is done using the SNMPv3 username, and no privacy is

activated.

2. authNoPriv - Authentication is done using the SNMPv3 authentication passphrase, and no

privacy is activated.

3. authPriv - Authentication is done using the SNMPv3 authentication passphrase, and privacy
is activated using the SNMPv3 privacy passphrase.

[3]1>

Select SNMPv3 authentication type:
1. SHA
[11>

Select SNMPv3 privacy protocol:
1. AES
[11>
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Enter the SNMPv3 authentication passphrase.
[1>

The SNMPv3 passphrase must be at least 8 characters.

Enter the SNMPv3 authentication passphrase.
[1>

Enter the SNMPv3 authentication passphrase again to confirm.

(1>

Enter the SNMPv3 privacy passphrase.
[1>

Enter the SNMPv3 privacy passphrase again to confirm.

[1>

Warning: The same authentication and privacy passwords reduce the security of the system.
Do you want to set other passwords? [Y]> n

Service SNMP V1/V2c requests? [N]> Y

Enter the SNMP V1/V2c community string.
[ironport]>

Shall SNMP V2c requests be serviced from IPv4 addresses? [Y]>
From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate multiple networks
with commas.

[127.0.0.1/32]>

Select the version for SNMP traps:

1. 2c
2. 3
[21>

Enter the Trap target as a host name, IP address or list of IP addresses separated by commas
(IP address preferred). Enter "None" to disable traps.
[127.0.0.1]> 10.10.0.28

Enterprise Trap Status
CPUUtilizationExceeded Disabled
FIPSModeDisableFailure Enabled
FIPSModeEnableFailure Enabled
FailoverHealthy Enabled
FailoverUnhealthy Enabled
connectivityFailure Disabled
keyExpiration Enabled

linkUpDown Enabled

. memoryUtilizationExceeded Disabled
0. resourceConservationMode Enabled
1. updateFailure Enabled

1
2
3
4
5
6
7
8
9
1
1

Do you want to change any of these settings? [N]>

Enter the System Location string.
[Unknown: Not Yet Configured]>

Enter the System Contact string.
[snmp@localhost]>

Current SNMP settings:
Listening on interface "Management" 10.10.4.5/27 port 161.
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SNMP v3: Enabled.

Security level: authPriv

Authentication Protocol: SHA

Encryption Protocol: AES

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32,fe::1/64.
SNMP v1/v2 Community String: ironport

Trap version: V3

Trap target: 10.10.0.28

Location: Unknown: Not Yet Configured

System Contact: snmp@localhost

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[r>

maill.example.com > commit

AR HE SIS R . tail dr 282 H BN ARG S, /E B H tail 9 5% tail mail logs #E4T7F
Eo

WA BRI R

FEARAE L e S ARAE TSR IE . Bl P IRBON SR BN (B, B8 €
TN A i & 72 R AR SO R S

TR AR S bAoA SCREREAL B S 2

mail3.example.com> tail

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

W J oy U W
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22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll
23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll
Enter the number of the log you wish to tail.
[1> 19
Press Ctrl-C to stop.
Sat May 15 12:25:10 2008 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host
Sat May 15 23:18:10 2008 Info: PID 19626: User admin commit changes:
Sat May 15 23:18:10 2008 Info: PID 274: User system commit changes: Updated filter logs
config
Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes: Receiving suspended.
Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes: Suspended receiving.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:48:17 2008 Info: PID 25696: User admin commit changes:
Sun May 16 00:00:00 2008 Info: Generated report: name b, start time Sun May 16 00:00:00
2004, size 2154 bytes
~C
mail3.example.com>

1:& e =

-

AR LLR CLI fig

reportingconfig

{&£ /A reportingconfig iy %
LA F-fiy &1L reportingconfig 13§ m H
Table 12: reportingconfig T 5%
EE 1t AR AR
filters liL'E Cisco 224 MBAE M KL JERS o M R
alert_timeout Pl P DRI R e SRR 1 B T 4 i 4 | A ML &R 81

ﬂio
domain R PR 5 B M 351
mode f£ Cisco 4R ¢ B AT AIR | C R M R
A ISP I 9% J B AR LA 75

mailsetup T E IS AF 4 S PR i C &Y

ER1E
AT M R
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mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the "last year" reports.
Data from the reporting groups selected below will not be recorded.

All filtering has been disabled.

1. No Filtering enabled

2. IP Connection Level Detail.

3. User Detail.

4. Mail Traffic Detail.

Choose which groups to filter, you can specify multiple filters by entering a comma separated
list:

[1> 2, 3

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get

reporting data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

91845 2 2 FJ HAT REJECT 52 (X M &5

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances providing reporting data
to this appliance to occur at the message

recipient level then of domain reports.

Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

ERBRET (XM RF)D

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> alert_timeout

An alert will be sent if reporting data has not been fetched from an appliance after 360
minutes.

Would you like timeout alerts to be enabled? [Y]> y

[ Cisco B4R % Async0S 14.0 CLI 5% 45/ - GD (EMEBB)



PR CUEY I e |

After how many minutes should an alert be sent?

[360]> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

(1>

A ERHEMXEREFRERE

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1>

B B SRR FHE RS (X C RFD

mail.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.

[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.
- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series before being
overwritten.

- LEGACY - Configure legacy mailflow report.

[1> storage

While in centralized mode the C-series will store reporting data for the M-series to collect.

If the M-series does not collect that data then eventually the C-series will begin to
overwrite the oldest data with new data.

A maximum of 24 hours of reporting data will be stored.

How many hours of reporting data should be stored before data loss?
[24]> 48

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.
- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.
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- THROTTLING - Limit unique hosts tracked for rejected connection reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series
before being overwritten.

- LEGACY - Configure legacy mailflow report.

[1>

{3 F AR 55 B iSRS M 45 59 & Al

AEAAE LT CLI fir 4
* servicelogsconfig , £ 274 1

servicelogsconfig

- ik, 55274 5

 fEFITEDL . 5274 1T
] - AE ARG B RS HAE 55 274 5T
TR - 7 WBPRII X AR RSS HAG 3 275 7

.

Servicelogsconfig i ?%%:}El}ﬂj }EH HJMEHTI%LE’JH&%EI,W
ERFER

R M iR .
BT i ST TIrA =M SR GRESR. 4L, WHEPD .
HAIB AT By SRR PR L

- E mENX EERRS HE
HELLFRBIH, AT LM servicelogscontig iy A4 MBI MK L H SRS H &
maill.example.com> servicelogsconfig
Share limited data with Service Logs Information Service: Disabled.
Choose the operation you want to perform:

- SETUP - Configure Service Logs settings
[1> setup

Do you want to share data with the Service Logs Information Service (recommended)?

yes
Share limited data with Service Logs Information Service: Enabled

Choose the operation you want to perform:
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- SETUP - Configure Service Logs settings
[1>

T - 7 ER R X EZERRRSS B S

) - 7E RS E R AR S B S

EU:FH?@MJ, ’J‘TUJT}EH servicelogsconfig ﬁéf\}ﬂgﬁg mMﬁFH)ttEI’JEE%%EI,W

maill.example.com> servicelogsconfig

Share limited data with Service Logs Information Service:

Choose the operation you want to perform:
- SETUP - Configure Service Logs settings
[1> setup

Enabled.

Do you want to share data with the Service Logs Information Service

no

The system will no longer share data with Service Logs.

Are you sure you want to disable (not recommended)? [N]> yes

Share limited data with Service Logs Information Service:

Choose the operation you want to perform:
- SETUP - Configure Service Logs settings
[1>

ZEANBIEETIE

AHEIP A AUR CLI iy
* sdrconfig , # 275 7L

sdradvancedconfig , #f 277 TU

3

sdrstatus , &% 278 T

sdrdiagnostics , % 279 L

* sdrupdate , 279 1T

sdrconfig
o kR, 55275 0T
« fEAIEL 35 276 U0

w5276 1T

sdrconfig fir & TAEMIF 2 42 M 5C LA ] SDR 1L 3.

Disabled

B - 7 SMTP 2 1E2 mlFH 1EA: T SDR HEVE I MEE , 55276 I

(recommended) ?

[N]>
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R A iR .
BT IS T =ML GRS 04, THEAD

HALIBAS: Mar S SRR IR L. AREAE R, AL help sdrconfig KEIIRHLH
B

E—FEE/‘J%WULIJ’ &y LAd sdrconfig 2 fﬂiﬂ’ﬁiﬁénfﬁ}ﬂm SDR 3.

mail.example.com > sdrconfig
Would you like to enable sender domain reputation check? [N]> yes

SDR uses headers such as 'Envelope-From:', 'From:' and 'Reply-to' to determine the reputation
of the message.

In addition, it also uses the results of the email authentication mechanisms such as SPF,
DKIM, and DMARC

to decide the reputation.

The following additional attributes of the message can also be included in the Sender Domain
Reputation

check to improve the efficacy:

- Username part of the email address present in the 'Envelope-From:', 'From:' and 'Reply-To:'
headers.
- Display name in the 'From:' and 'Reply-To:' headers.

Do you want to include these additional attributes of the message for the Sender Domain
Reputation check? [N]> yes

Sender Domain Reputation (SDR) is a new feature in AsyncOS 12.0 that sends certain telemetry
data to Cisco.

If you choose to enable the 'Additional Attributes' function in SDR, that telemetry data

will include

the processing of personal data as described in the Cisco ESA Privacy Data Sheet
(https://www.cisco.com/c/en/us/about/trust-center/solutions-privacy-data-sheets.html) and
the

Cisco Online Privacy Statement (https://www.cisco.com/c/en_in/about/legal/privacy-full.html).

To enable the "Additional Attributes" feature in SDR, you must agree to the Cisco Content
Security Supplemental

End User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

By selecting Yes, you agree to be bound to the Cisco Content Security Supplemental End User
License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

I accept the Cisco Content Security Supplemental End User License Agreement. [N]> yes

IR HPE L ET SDR I ESEERYE B

EH‘F%WJEP’ 43—,“’/“%)4{‘ sdrconfig un ESMTP 1?5?}&73[]1‘@?}% SDR#J JASRTEN [%I (Wjﬁ “*g*fm”
2 “55” ) BHIEBAE:.

mail.example.com > sdrconfig

Would you like to disable the Sender Domain Reputation check? [N]> no
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SDR uses headers such as 'Envelope-From:', 'From:' and 'Reply-to' to determine the reputation
of the message. In addition, it also uses the results of
the email authentication mechanisms such as SPF, DKIM, and DMARC to decide the reputation.

The following additional attributes of the message can also be included in the Sender Domain
Reputation check to improve the efficacy:

- Username part of the email address present in the 'Envelope-From:', 'From:' and 'Reply-To:'
headers.

- Display name in the 'From:' and 'Reply-To:' headers.

Do you want to include these additional attributes of the message for the Sender Domain
Reputation check? [N]>

Do you want to block messages based on Sender Domain Reputation verdict? [Y]> yes
Verdicts configured to be blocked currently:
"awful"

Sender Domain Reputation Verdicts:
1. Awful
2. Poor
3. Tainted
4. Weak
5. Unknown
6. Neutral

Choose the sender domain reputation verdict upto which email should be blocked:[1]> 4

Email with the following Sender Domain Reputation verdicts will be blocked:
"awful poor tainted weak"

NOTE: Email with the Sender Domain Reputation verdict as 'Good' will always be allowed.
maill.example.com> commit

Please enter some comments describing your changes:
[1> commit

Do you want to save the current configuration for rollback? [Y]>
Changes committed: Tue Nov 03 09:08:36 2020 GMT
maill.example.com>

sdradvancedconfig

ERTER

o fiik, 277 W
o fEHTEM , 277 1L

B, B 278 L

N

Sdradvancedconfig ’FILE/V\J:H ?E’IQ’J‘A{'Z‘\ E/‘J Eﬁlz'ﬁ: M?@ﬁ?%?ﬂ SDR HE’(%N@E‘E%&%%& o

% “%iv
A

QAT A =Mk S CGREEE 4L THEHL o
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sdrstatus

ER1ER

et

&% sE76 |

%t&hﬂﬂﬁﬁ4?: tﬁﬁé>jiﬁ%%w&tiiﬁglﬁo %?7 F#ﬂﬂfmum, f%ﬁ_)\ help sdradvancedconfig j(%§bﬂ
ERIIRG U

ETEE@R@”EP’ E’Iﬁ EI’JIHIWF;Z%H?% %?U SDRH&%HT /LJSTU\'TEH% sdradvancedconfig ﬁﬁ/?\
(WA e 8

mail.example.com > sdradvancedconfig

Enter SDR query timeout in seconds [5]> 3

Enter the Domain Reputation service hostname [v2.beta.sds.cisco.com]>
Do you want to verify server certificate? [Y]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for HTTP Client: [Info]>

Do you want exception list matches based on envelope-from domain only? [Y]>

o ik, 278 W
o fFFMEW, 55278 W

o B, 5278 L

sdrstatus ﬁéﬁﬁ%\‘f‘k% SDR éﬁﬁﬁﬁﬁi—iﬁﬁﬁﬁﬁo

R M ATE PR .
BEEE. o MURATHEIBN .
HACEAS: TS A SRR B S

e R REI, PRI sdrstatus 722 SDR AR 41T R .

mail.example.com> sdrstatus

Component Version Last Updated
SDR Client 1.0 2 Jul 2018 04:22 (GMT +00:00)
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sdrupdate

ER1ER

o fiid, 279 W
o fHREW , 25279 0

« =B, B 279 1

sdrupdate ® ?ﬁﬁac‘zﬁﬂjjﬁ%)]‘ SDR Qﬁ’ﬁ:

R MWar S AT /7 .

BEEHE. oS MURATHEIB N .

HEALIB AR S U & AR AL A% .
5l
B E S, B PUEH sarupdate fiv2 T35 8 SDR 444
mail.example.com > sdrupdate
Requesting update of Sender Domain Reputation component.
sdrdiagnostics
* ik, %279 1
« AEHTEDL B 279 T
s B, H 279 1T
EPUR

EAE!

151

Sdrdiagnostics 72 H TR A I IR AR OC 2 75 CLi% 2 %1 SDR ik o

VAR A
i A BRLE T SRS Al .
B HS: iy A SR EE RS

E—FEE/]TWJEP Tu'fﬁﬂ:‘l sdrdiagnostics ’ué\ 7]‘/\ EE/J B’ﬁ:l_JI

sdrupdate .

5 C&EH:3 SDR %
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mail.example.com > sdrdiagnostics

1. Show status of the domain reputation service
[11> 1
Connection Status: Connected

gl AR ey
MR %E B ah#M
A EELUR CLI 2
* marstatus , f 280 T

* marupdate , 5 280 I

marstatus
* ik, on page 280
* ff 1L, on page 280
* 751, on page 280
ek

marstatus fﬁ/&‘\ﬁﬁ ?E’u% MAR éﬂ’f*ﬂ‘]%ﬁﬁﬁ&j‘(o

ERER
T R
BESEETE: Jtir & DURAEH SERLBE F .
MAIE RS Jedr oA A PR

15
1 R, T DMER] marstatus fir4 2GS A S8 AT 4 i RAS .
mail.example.com> marstatus
Component Version Last Updated
Mailbox Remediation 1.0 29 Jun 2019 04:22 (GMT +00:00)
marupdate

* ##ii&, on page 281
* ff FH 3L, on page 281

* 7~ il, on page 281
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marupdate 1% H T2 5 Hr MAR 411F.

R BT R
BHEEIE: ULdr & OURAEHSENLBE F .
HALIERS: Jedr &AL LA TR

FE NG, ATLME marupdate fiv T2 5B A 218 EAL1E

mail.example.com > marupdate

Requesting update of Mailbox Remediation component.

BBV AT

A LR CLI fir 2
* license_smart , 5 281 I
* show_license , 2 286 TiL

* smartaccountinfo , f 287 UL

license_smart

ik, 5282 T

 fHEFITHDL, A 282 1T

s Bl R R IR S EL E i 1, 2R 282 L

s il S FHRREVETT , 2R 282 T

« Il R RE AR BEAS TR MR OG , BR 282 T
s Bl EEVFRDIRA 5 283 T

s s ARRVFRDIRASHHEL , 5 283 T

il R REMA URL , 57 283 1L

s Bl FRIEVERTE , 55 284 T

o Ml ROBVERTE . 5 284 T

o« B - LEAERETT I T A VAL S R RR AT, 5 285 T

am§
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* 73 - 7] Cisco B REFIHE PLEHE MR IE T T AT v 5EHL 55 285 1T

P B BE PV vl T RE

(EIEREY
1R UL AT R
BEEE: Mo & OURTETHINUBGR FHT . My & RSB R4

?Hﬁﬂfg'ﬁi% l:ﬂ A}fi?%f[ﬁljﬂfiﬁ‘%ﬂc ﬁjﬁﬁéé’ﬂiﬁﬁn )\ help license_smart ﬂ%gbaféf
H 0

il A8 e KR AR S5 B B im O

mail.example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

w6l BREREFH

mail.example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.
[1> enable

After enabling Smart Licensing on your appliance, follow below steps to activate the feature
keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the CLI.
Note: If you are using a virtual appliance, and have not enabled any of the features in the
classic licensing mode; you will not be able to activate the licenses, after you switch

to the smart licensing mode. You need to first register your appliance, and then you can

activate the licenses (features) in the smart licensing mode.

Commit your changes to enable the Smart Licensing mode on your appliance. All the features
enabled in the Classic Licensing mode will be available in the Evaluation period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing mode
[Y/N] []> vy

> commit

Please enter some comments describing your changes:

(1>

Do you want to save the current configuration for rollback? [Y]>

T B R E TR AR I A B K

mail.example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.
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- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

[1> ODR1OTM5MJjItOTQzOS00YjYOLWEXZTUtZTdmMmY30OGNINDZMLTE1MzM3Mzgw%0AMDEZNTR
8W1pCQl1MbGVMOWRxOXhuenN4OWZDdktFckJLQzF5V3VIbzkyTFgx%0AQWcvaz0%$3D%S0A

Product Registration is in progress. Use license smart > status command to check status of
registration.

. BREVFRIATS

mail.example.com> license_smart

To start using the licenses, please register the product.

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

. BeEIF AT IRTSHE

mail.example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling Eval
Email Security Appliance Bounce Verification Eval
Email Security Appliance Outbreak Filters Eval

. IREEsEE URL

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software manager
satellite.
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Choose from the following menu options:

[1]> direct

You must enter a value from 1 to 2.

1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software manager
satellite.

Choose from the following menu options:

[1]1> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig command.

Transport settings will be updated after commit.

Ml BB ATE
“

iE

REAUL BB R0 5 P e 250 I WA I 5% 4 RE R BCA T80/ FTIE

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Email Security Appliance Sophos Anti-Malware Not Requested

2. Email Security Appliance PXE Encryption Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Email Security Appliance Sophos Anti-Malware

Use license_smart > summary command to check status of licenses.

5l & ATIE

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status
1. Email Security Appliance Anti-Spam License Eval

2. Email Security Appliance Outbreak Filters Eval

3. Email Security Appliance Graymail Safe-unsubscribe Eval

5. Mail Handling Eval

6. Email Security Appliance Sophos Anti-Malware Eval

7. Email Security Appliance PXE Encryption Eval

8. Email Security Appliance Advanced Malware Protection Eval

Enter the appropriate license number (s) for deactivation.
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Separate multiple license with comma or enter range:

(1>

- EERPHME T EN L BRI
EZ'KH?W'J EP ’ @ﬂ U»@'iﬁﬁ license smart>enable %ﬁ/}ﬁ%ﬁqj E‘J}iﬂﬁﬁ“ﬁ*ﬂ,ﬁ ﬁﬁﬁﬁﬁﬁkﬁ:ﬁﬂo

(Machine maill.example.com)> license_ smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> enable

After enabling Smart Licensing on your appliance, follow below steps to activate the feature
keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the CLI.

Note: If you are using a virtual appliance, and if none of the features are available in
the classic licensing mode; you will not be able to activate the licenses, after you switch
to the smart licensing mode. You need to first register your appliance, and then you can

activate the licenses (features) in the smart licensing mode.

Commit your changes to enable the Smart Licensing mode on your appliance. All the features
available in the Classic Licensing mode will be available in the Evaluation period.

Do you want to enable Smart Software Licensing for all machines in cluster[Y/N]? []> yes

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing mode
[Y/N] []1> yes

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1>

(Machine maill.example.com)> commit

Please enter some comments describing your changes:

[r>
Changes committed: Mon Jan 04 14:10:26 2021 GMT
(Machine maill.example.com)>

7451 - 1) Cisco B RE I BRI EMERF P IET B T EMN

FEUEE T, AT LAEH 1icense_smart > register ] Cisco B Ag 4 BLARVE MR o (T A 15
Bl

(Machine maill.example.com)> license smart

To start using the licenses, please register the product.

Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.
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- SUMMARY - Show Smart Licensing status summary.
[1> register

Reregister this product instance if it is already registered [N]> y

Enter token to register the product:
[1> YTFMZWTMtOTU: " -sevxer .

Do you want to register Smart Software Licensing across machines in cluster[Y/N]? []> yes

The registration is in progress for the following machines:
maill.example.com

You need to switch to the machine mode to view the Smart Software Licensing details for the
particular machine.
(Machine maill.example.com) >

show license
o IR, 5286 U
o Ml BREVFRIIRAS . 55286 T

< il BREVFRDIRASIEE 2R 286 1T

BB BEVF ARSI 2L

T EREVFRIATS

mail.example.com> showlicense smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Tl BREEVFARSHE

mail.example.com> showlicense smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary
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FeatureName LicenseAuthorizationStatus

Mail Handling Eval

Email Security Appliance Bounce Verification Eval

Email Security Appliance Outbreak Filters Eval
smartaccountinfo

ER1E

o IR, 287 L
o FREM , 55287 L

« il EAERREK T EAIEE 5 287 T

smartaccountinfo T4 H LAEE Cisco B RE A& BEAS [ 7 o G5 A2 BEIK 7 I TE4IAE S

R MMAHE R, 7
BRI Mo &I PHH A SEALEIY (R, AL, HSERD
MAIE RS Jr & CRHILAL

Tl EEEEKPIFERER

R, AL smartaccountinfo it 2 K EE Cisco A4 BEHA & BEAS [ o G 2 B Y gE ik
E‘J“E’égﬁi{)ﬁ‘/%\:

maill.example.com> smartaccountinfo

Smart Account details

Product Instance ID: b56r42423-5sdf-5fsf-7823-r24gf32ad334s
Smart Account Domain: exampleaccount.cisco.com

Smart Account ID: 111111

Smart Account Name : exampleaccount.cisco.com

VLN: VLNESA111111

Virtual Account Domain: ESA

Virtual Account ID: 333333

maill.example.com>

SMTP fR 5L &

A LU CLI fin
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callaheadconfig

[::BU

VSIS gaE R0 SMTP Call-Ahead it B 44

RS
AT BT IR S
BREEE . i v T E =Rk el GREE. 204l THEPD
AL A 4. A & A SCHRFHE AL F RS 2

=151
NI, ar oA LB EE B SMTP Call-Ahead it & SCAF.

> callaheadconfig
No SMTP Call-Ahead profiles are configured on the system.
Choose the operation you want to perform:
- NEW - Create a new profile.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
[11> 1
Please enter a name for the profile:
[1> delhostO1
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30

Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1>

In the following example you can create a new SMTP call-ahead profile for call ahead server.
> callaheadconfig
Currently configured SMTP Call-Ahead profiles:

1. delhost0l (Delivery Host)
Choose the operation you want to perform:
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- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
11> 2
Please enter a name for the profile:
[1> Static
Enter one or more Call-Ahead servers hostname separated by commas.
[1> 192.168.1.2
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30

Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. Static (Static Call-Ahead Servers)
2. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> print
Select the profile you want to print:
1. Static (Static Call-Ahead Servers)
2. delhost0l1 (Delivery Host)
[11>

listenerconfig

fik

H
listenerconfig M2 M I TOIEE . 4 RIMIER KT FEI P . AsyncOS ZERAEHR w5, MRAFL 206 2
S A BB LS I R BB N ML - v RERAERS I I8 Py 38, ] B8 2 FLICY B I Ao i N

IRLEPRGE 2 A F R AR R P P SCIR s AT ) 5 SCRNBRAT RS PR IS e s o ST P P33 SC I
W SC ] 553 N B IK) SR Gt

Table 13: listenerconfig &%

HFK PP WV 25 IO PEE— WERR AR R S5 o DT R 1y 5 LI A AR IX
I RAINE o AsyncOS AN FEVFGIEE PN H ] ) W R e 44 7R
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W

2
e

N

IP % 11 IR P FC R TP 42 o ARG I Wy R e s L 23 I 21 TP 422 L1 T
WZ5AE ] systemstartup iy 45X interfaceconfig iy WL E BT A 1P #11.

IS B 1L S O] T PFE . ESMTP 2 QMQP

IP %ij [ FHTE$22) WEr RE e 1% 22 TP i 1 o BRIAIS0 ~ SMTP A Fi i 11 25,
QMQP 1 FH i 1 628

BT R NIRRT RS TR 2 B . %, TRV R P iE

St TLH (HEE M4, 1A IE MR AL T DRI R s 44 1)

2 ERINBEAE .
R “Sink hole” UHFFLIFHI T WIS H HREHEER H I, 4 1EL sink hole
Sink hole IRWTRE PP, BEAT LGB R S EMIBRE B S A . GEZH
( Cisco 4B o< AsyncOS F - #8Fd ) Hfty DUl R HE B

—HETREZER. D

A LA A
RS e & D T SRR RS, 4L, TR
AR A4 B SR

ftabrE+E 3K - @A listenerconfig

listenerconfig T4 AL FEMS A n] DL T-7Efe e £ 1 B InAI IR Wi Wr R2 )7 . listenerconfig fir
A [P AD BE A 2 OV TC R W R 1) HAT F RAT .

o IR TR :

listenerconfig new <name> <public|private|sinkhole|sinkholequeueing>

<interface name> <smtp|gmgp>

B0 A W R P«

listenerconfig delete <name>|

HEALIRFE X - HAT

PAF 25451 i Wi 2 e 45 11 listenerconfig LA BIA NAAT & Bl HAT HHSGATS5 . RS EINTELIE &
H S T 7 44% - listenerconfig 2% -HAT:

o |n) HAT 3500871 =A% 2.

listenerconfig edit <name> hostaccess new sendergroup <name> <host list> <behavior>
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[options [--comments]

i) HAT 7 0T SR

listenerconfig edit <name> hostaccess new policy <name> <behavior> [options]

E-ZEPNERANIE RN R LIRS

listenerconfig edit <name> hostaccess edit sendergroup <name> new <host list>

MRAE N ZEI B 4L

listenerconfig edit <name> hostaccess edit sendergroup <name> delete <host>

LURAE N BRI A2 3 AL

listenerconfig edit <name> hostaccess edit sendergroup <name> move <host>
<host-to-insert-before>

3

(O LiPN

listenerconfig edit <name> hostaccess edit sendergroup <name> policy <behavior> [options]

TRV AT N33

listenerconfig edit <name> hostaccess edit sendergroup <name> print

iy 4 KA N

listenerconfig edit <name> hostaccess edit sendergroup <name> rename <name>

Y HAT S H&

listenerconfig edit <name> hostaccess edit policy <name> <behavior> [options]

M HAT MHR A A N2

listenerconfig edit <name> hostaccess delete sendergroup <name>

* T3 sk

listenerconfig edit <name> hostaccess delete policy <name>

* 7£ HAT "B sh kA NI &
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listenerconfig edit <name> hostaccess move <group> <group-to-insert-before>

B 5 HAT ERIAE TR

listenerconfig edit <name> hostaccess default [options]

FTEN hostaccess 7%

listenerconfig edit <name> hostaccess print

« 5\ HAT [ H il A

listenerconfig edit <name> hostaccess import <filename>

M HRAE R O S HAT (R RIIA

listenerconfig edit <name> hostaccess export <filename>

3

MHAT BB IAT I € SR ARAT N LR 55 s

listenerconfig edit <name> hostaccess clear

N E RAE NI AR AE N S A [ o

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST
country add India Nepal Cyprus

R 5 BT N B A A N (R A

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST
country delete Cyprus

R E AT NALFT B R AT N R A

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST

country print

Table 14: listenerconfig = £{& - HAT

¥ 15t AR

<behavior> “BeZ” (Accept)s “H14k” (Relay). “FE44” (Reject). “TCPIE4L” (TCP
Refuse) 8¢ “4k%L” (Continue)o “HiEFHF—MT T RAANLIR, F
“Policy: FOO” ( “FOO” KM AF) MILAbAT AT H .

<filename> S AFISH hostaccess 72 I B4 FH 1K) U 44 -
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ZH i5t AR
<group> RAF N4 <name>.
<host> <host_list> [ BN 544
<host_list> BNEER I R NS AT LR R
CIDR il (10.1.1.0/24)
IP HiuhikE H (10.1.1.10-20)
IP 7 (10.2.3)
FHL4 (crm.example.com)
4> LA (.example.com)
RAF NFEAAZ 253 O H (7.5:10.0)
RAFNIEAR 28 AT ¥ 1IDS (SBO:12345)
(dnslist[query.blocked_list.example] /&2 [{IE 72 FH 1513 A5 if)
Note  JJiZ5/rkRZ A3l
< Z> RAE N B IE 1 2 FR . HAT AR 0 L — A7 REsl R RIZeTFk, HEH
EEER M TEE B TRILEETF.
[options]
--max_size WIS B5e KRN A T R NG 8 K A IR F 1A IE M, 35 AN
(EROESSN
--max_conn W — NV R RO L
--max_msgs BRI SOVF I f5 K HL
--max_rept BEASHB A PR N IR de B
--override % SMTP Frifih NS “No” ok SMTP ARil 745 Hi
--cust_acce a5 B2 X SMTP #5218 . “No” B SMTP #5252 1 b 744 H:
--acc_code 58 L SMTP #2521 W ACRS . BRIV 220,
--cust_rej fa o B2 X SMTP FEZaMi N . “No” 5 SMTP 1 £ i i 774 51
--rej_code € L SMTP 1260 W ACRS . BRIV 554,
--rate_lim A EHUEZREE. “No” . “default” EREEA LML I fe KU
N
--cust_lim FE 32 X SMTP EBRIAMN . “No” 5k SMTP 4401 745 4o BRIAE

j\J “NO” R
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<z /%H_TWIJ I

N

S 15 AR

--lim_code I E X SMTP i FRma B A . BRIME D 452,

--use_sb ERING LT 4 1] SenderBase HEATH#EH].  “Yes” « “No” B “default” .

--as_scan AR B B4 . “Yes” « “No”  “default”

--av_scan B #E . “Yes” « “No” + “default” .

-sdr_scan Ja R AN S 2494 . “Yes” « “No” « “Default”

--dhap H S AERGET . “No” « “default” s>k [ F2 EHLIIAE/ N 5 kT8
OIS

--tls ANSCHF AT RS E TLS.

--sig_bits B FEE ) TP Mk A7 8. M0 3 32, “No” B¢ “default” .

--dkim_signing JAH DKIM 24, “Yes” « “No” . “Default” .

--dkim_verification JAH DKIM %:F.  “Yes” « “No” . “Default” .

--dkim_verification_profile
<name>

DKIM 3F R & S 44 85 . ANAE --dkim_verification {H ¥ ¥ K “Yes” K
IR IA & H .

--spf

“Yes” « “No” + “Default” .

Jo F SPF BHE.

--spf_conf level

SPF —#(MEZ ). N5 “--spf Yes” —jfdif.

“sidf strict”

“spf_only” .
“sidf compatible”

--spf_downgrade pra

F%#2 SPF PRA Joil &5 . 15 “--spf Yes” Fll “--spf conf level
sidf compatible” —#ffiH, "&", "No "

--spf_helo_test

SPF HELO lliX. {5 “--spfYes” F “--spf conf level sidf compatible”
i “--spf conf level spf only” —jiffifHl. “Yes” . “No” .

--dmarc_verification

Ja H DMARC B:iF. “Yes” . “No” . “Default” .

--dmarc_verification profile
<name>

DMARC K iFfC & LA TR ANAE --dmarc_verification {H1 A “Yes”
IS BT A 35 H

--dmarc_agg_reports

JiH DMARC L. “Yes” « “No” . “Default” . {N7E
--dmarc_verification ¥ B A “Yes” B HIEIA 3 H

#EALIRAES - RAT
LA 735050 5 9 5 1] Tistenerconfig (RILAR SIS SUAT & B RAT AIXCATS5 o AT X BN AN L

WS R IZH - listenerconfig 241l -RAT:

* [n] RAT 8 etk A
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listenerconfig edit <name> rcptacess new <rat addr> [options]

.

E RAT g4 fF A

sesczztast -Rat [

listenerconfig edit <name> rcptacess edit <rat addr> [options]

M RAT R A

listenerconfig edit <name> rcptacess delete <rat addr>

$TED RAT FI A

listenerconfig edit <name> rcptacess print]

HAHE RAT 2 NTE Y B A5G

listenerconfig edit <name> rcptacess import <filename>|

S RAT

listenerconfig edit <name> rcptacess export <filename>|

.

T ERBRIA TG 1]

listenerconfig edit <name> rcptacess clear <default access>|

Table 15: listenerconfig 318 - RAT

28 $iRA
<rat_addr> BNEEAINE BBl ENUR AT LR B

CIDR i (10.1.1.0/24)
FHL4 (crm.example.com)
4 M4 (.example.com)
FH /144 (postmaster@)

Note  JlZ50fZ A EML

<options>

SEFERTIAEHtE (oe@example.com. joe@[1.2.3.4])
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SH 5t BR

PR EA TR E . “Be2” (Accept) X “4E48” (Reject). ERIMEN “H%
52" (Accept)o

--cust_resp FRE B2 X SMTP WiV, “No” B¢ SMTP $52 Wi I 715 5

--resp_code H & S SMTP Wi ARG . XFF “352” (Accept) B4, BRIME A 250, %f
T “H48” (Reject) #AE, BRINEN 550,

--bypass_rc ST . BUAMEN “No”

--bypass_la F 8% LDAP #5225, 1EFE “Yes” 5 “No” .

--bypass_ca 2%k SMTP Call-Ahead. ERINEN “TH”

15'] IIJ\\ ”l_ ﬂﬁ *EEr_

76 R 7=, listenerconfig #r4 H T8 E 4 & OutboundMail 18T & H IR /F, %MW FE P nT
T AR E P T B Wi RS 7. GEER: 87 GUI I RS & 7T (System Setup Wizard)

CLI systemsetup 4 #[A] i LGB Itk & W 25 . D

Iiii:% ANE IR RE P2, HFdr 4% 4 OutboundMail. %W Wr B P 2s 4l 458 72 N 7E PrivateNet IP 21

24T, G E 25 B SMTP Prille RG2S H52 LW RS 10 AL U5 1) 55 1 BROAE

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.
1. Private

2. Public
3. Sinkhole
[2]1> 1

Please create a name for this listener (Ex: "OutboundMail"):
[1> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 2

Choose a protocol.

1. SMTP

2. QMQP

[11> 1

Please enter the TCP port for this listener.

[25]> 25

Please specify the systems allowed to relay email through the IronPort C60.

Hostnames such as "example.com" are allowed.
Partial hostnames such as ".example.com" are allowed.
IP addresses, IP address ranges, and partial IP addresses are allowed.
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Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number of recipients per hour you are

willing to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600

Maximum Number Of Messages Per Connection: 10,000

Maximum Number Of Recipients Per Message: 100,000

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n
Listener OutboundMail created.

Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.
Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

- B & AR RIEERR S % AR
7 FIIRGIT, listenerconfig fir 4 I T-US M bIWFFEFE, AT A5 R A N ALAR IR A A IS5

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMailhostacce
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Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled
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Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> edit

1. Edit Sender Group

2. Edit Policy

[11>1

Currently configured HAT sender groups:
1. ALLOWED LIST (My trusted senders have no anti-spam scanning or rate limiting)

2. BLOCKED_ LIST (Spammers are rejected)
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3. SUSPECTLIST (Suspicious senders are throttled)
4. UNKNOWNLIST (Reviewed but undecided, continue normal acceptance)
5. MyList

6. (no name, first host = ALL) (Everyone else)
Enter the sender group number or name you wish to edit.
[1>1

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.

- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:

- ADD - Add countries

[1>ADD

1. Afghanistan [af]

2. Aland Islands [ax]

3. Albania [al]

4. Algeria [dz]

5. American Samoa [as]

6. Andorra [ad]

7. Angola [ao]

8. Anguilla [ai]

Enter the indices separated by commas or specify the range.
[1>1,4,8

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- MOVE - Reorder the hosts.
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- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.
- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:
- ADD - Add countries

- DELETE - Delete countries

- PRINT - Print countries

[1> print

Afghanistan [af]

Algeria [dz]

Anguilla [ai]

T - B FAFS A AT B E X EHLT 815 (HAT)

listenerconfig 4 A I VF 2 1 2 RVFIE S AT S H AR, MMIJGFEE CLI i A E i P pwy gk 47
NI

XL T IRAE ] CLI B T . BSOS A SO RS S W R 17 168 ML U7 in) & (HAT) . #8348 mT LU H
HAT CLI 4w #555 GUI koA MW 2P B & X HAT. HR1EAIE ., 1550 ( Cisco ﬁ%&lMﬁFWJa%
AsyncOS HI P ¥a 6 ) R Bc & W o ABRCIE A7 DA “ Al s R a7 =,

Bl I T AN N E SCH T R € S HAT :

Procedure

1§ F listenerconfig Y hostaccess -> export T-fir-% o] LUK ERIA HAT 5 H 2130

FE NS, 23T EIA LI RE R InboundMail ] HAT, #R)5 5 H 344 inbound HAT.txt [ 3C
1

Example:

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit
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Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: No
Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No
There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.
[1> print
SBLOCKED
REJECT {}
STRUSTED
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ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per hour = -1
virus_check = "on"
max msgs_per_session = 5000
spam_check = "off"
use_sb = "off"
max message _size = 104857600
max rcpts_per msg = 5000
max_concurrency = 600

}

$ACCEPTED
ACCEPT {}
STHROTTLED

ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts _per hour = 1
virus_check = "on"
max msgs_per_session = 10
spam_check = "on"
use_sb = "on"
max message_size = 1048576
max rcpts_per msg = 25
max_concurrency = 10

}
ALLOWED_ LIST:
STRUSTED (My trusted senders have no anti-spam or rate limiting)
BLOCKED_LIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST :
SACCEPTED (Reviewed but undecided, continue normal acceptance)
ALL
SACCEPTED (Everyone else)
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[]> export

Enter a name for the exported file:
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[1> inbound.HAT. txt
File written on machine "mail3.example.com".

Example:

HIB2 4T A0 (CLI) 246, 3RECCAE inbound HAT. txto
$IB3 A ORGSR, £EiZ 0P OIESE ) HAT 46 H -

AR, PUF4HSHINE] ALL 4 H L) HAT:

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE
169.254.10.10 RELAY

2
e

. sx7H |

* WP 4% H &40 40 51k spamdomain.com 1 spamdomain.com [{4E & 138 (1 B2 B ALK T 7 &

.
o WBEATSES S TP Hulilh 251.192.1. x T2 EHLIRER: .

o SEIUAT AU IP Hihik ol 169.254.10.10 FIZEFE F AL B4R o< FI/E SMTP H4%,

HH 3t S 7 P 2 8 ELIER A

LA L BT AT

Note  JHNI7E HAT PR UP AR B2 SR S uCER AT e P 10 LR 2 B2 R 3R

HAT. i RAN ) L ﬁ@EMLm,W%ﬁK4Wﬁ@L§&ﬁ%W

B NERE T AT

H 2 X4 HBCE BT EHE X R HAT o #8587 LAE R HAT CLI 4w 25 5% GUI
KNWWRER H 2 L HAT. HR1E4IEE, 1S ( Cisco %4 M4 M 5% AsyncOS H]

JUREE ) P BCE MO DR R LU AR TR E

p 4 1%7?11##4%E1E5(§E% FHRRCE Hokrp, DMERTLLR LA . (TRTEIE R, 153

im) BB O
HIE 5 ffi[f] listenerconfig FI’] hostaccess -> import -y 2 1] L5 A g dEat (1 = QL5 7 R S0

ZHN%B “4

£ FMEZRBEIF, 44 InboundMail W Wi FE K5 44 24 inbound HAT.txt H 24w 48 CF 5 A% HAT. {#

HH print 7 24T EVHI I H o

Example:

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

(1> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:
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Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:
[1> inbound.HAT. txt

9 entries imported successfully.
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
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- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> print

SACCEPTED

ACCEPT
STHROTTLED
ACCEPT {

spam_check = "on"
max _msgs_per session = 10
max_concurrency = 10
max_rcpts per msg = 25
max_rcpts per hour = 1
dhap_limit = 0

virus_check = "on"
max _message size = 1048576
use_sb = "on"
tls = "off"

}

STRUSTED

ACCEPT {
spam_check = "off"
max _msgs_per session = 5000
max_concurrency = 600
max_rcpts per msg = 5000
max_rcpts per hour = -1
dhap_limit = 0
virus_check = "on"
max_message size = 104857600
use_sb = "off"
tls = "off"

}

$BLOCKED
REJECT

ALLOWED LIST:
STRUSTED (My trusted senders have no anti-spam scanning or rate limiting)
BLOCKED _LIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST:
SACCEPTED (Reviewed but undecided, continue normal acceptance)
spamdomain.com
REJECT (reject the domain "spamdomain.com")
. spamdomain.com
REJECT (reject all subdomains of ".spamdomain.com")
251.192.1.
TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")
169.254.10.10
RELAY (RELAY the address 169.254.10.10)
ALL
SACCEPTED (Everyone else)
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
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Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

1>

WILIFAE S NG K commit #y4,  LUASTC S 5 AR

P - B AAIEF S/MIME 2237156 1E
R B ]

o MEAR S/MIME ZZ HRLEE R (4 A
* JAH SIMIME fif 5 FHBAIE

mail.example.com> listenerconfig

Currently configured listeners:

1. MyListener (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
(1> 1

Name: MyListener

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.
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- CERTIFICATE -
- LIMITS - Chan
- SETUP - Confi

Choose the certificate.
ge the injection limits.
gure general options.
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- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy

Parameters

Maximum Message
Maximum Number
Maximum Number
Maximum Number
Directory Harve
Maximum Number
Maximum Number
Maximum Number
Use SenderBase

Size: 10M

Of Concurrent Connections From A Single IP: 10
Of Messages Per Connection: 10

Of Recipients Per Message: 50

st Attack Prevention: Enabled

Of Invalid Recipients Per Hour: 25

Of Recipients Per Hour:

Disabled

of Recipients per Envelope Sender: Disabled

for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection
Allow TLS Conne
Allow SMTP Auth

Enabled: Yes
ctions: No
entication: No

Require TLS To Offer SMTP authentication: No

DKIM/DomainKeys
DKIM Verificati

S/MIME Public Key Harvesting Enabled: No

Signing Enabled: No
on Enabled: No

S/MIME Decryption/Verification Enabled: No

SPF/SIDF Verifi
DMARC Verificat

cation Enabled: No
ion Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exceptio
Accept untagged
There are curre
There are curre

n Table Enabled: No
bounces: No

ntly 4 policies defined.
ntly 5 sender groups.

Choose the operation you want to perform:

- NEW - Create

- EDIT - Modify
- DELETE - Remo
- MOVE - Move a
- DEFAULT - Set
- PRINT - Displ
- IMPORT - Impo
- EXPORT - Expo

a new entry.
an entry.
ve an entry.
n entry.
the defaults.
ay the table.
rt a table from a file.
rt the table to a file.

RESET - Remove senders and set policies to system default.

[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,

or no letter fo
[10M]>

Enter the maxim
[10]>

Enter the maxim
[10]>

Enter the maxim
[50]1>

Do you want to
Would you like
Would you like
Do you want to
Do you want to
Do you want to

r b

um number of concurrent connections allowed from a single IP address.

um number of messages per connection.

um number of recipients per message.

override the hostname in
to specify a custom SMTP
to specify a custom SMTP
enable rate limiting per
enable rate limiting per
enable Directory Harvest

the SMTP banner? [N]>

acceptance response? [N]>
rejection response? [N]>

host? [N]>

envelope sender? [N]>

Attack Prevention per host? [Y]>

Enter the maximum number of invalid recipients per hour from a remote host.
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[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop

2. Code

[11>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
custom response

Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>

Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify
5. Required - Verify
[

Would you like to enable DKIM/DomainKeys signing? [N]>
Would you like to enable DKIM verification? [N]>
Would you like to enable S/MIME Public Key Harvesting? [N]> y

Would you like to harvest certificate on verification failure? [N]>
Would you like to harvest updated certificate? [Y]>
Would you like to enable S/MIME gateway decryption/verification? [N]> y

Select the appropriate operation for the S/MIME signature processing:
1. Preserve

2. Remove

[11>

Would you like to change SPF/SIDF settings? [N]>

Would you like to enable DMARC verification? [N]>

Would you like to enable envelope sender verification? [N]>
Would you like to enable use of the domain exception table? [N]>
Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: Yes

S/MIME Decryption/Verification Enabled: Yes
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No
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There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.

(1>

24

=

NEGE X T SR HAT ZHER . WHER, TN R,

&% sE76 |

RS A A A k B

AT, B T DAERC Y R AN — M BRI AT TP B E S BT As R 5
SHCEHF PR PR AR,
Table 16: 5% HAT S¥iE%
S8 23 (] ~hlfE
/l\jiﬁé E‘]%)\Hﬂgﬁ:%{ (MaXimum max msgs per session éﬁ% 1000
messages per connection) —egs_per_
REEPIS PR RO AL Maxionum | g vt
recipients per message) —repEs_per nsg 1k
B KRR/ (Maximum message size) . Y
max message_size 1048576
20M
EAGT WY RE PP SCVF (K e RO R 3 G 5
. . max concurrency 1000
(Maximum concurrent connections allowed -
to this listener)
SMTP £ g /X5 (SMTP Banner Code) Yy
smtp banner code 220
SMTP HliE SCA (SMTP Banner Text) (*) PP
smtp_banner_ text Accepted
SMTP FH ki E RS (SMTP Reject Banner Y -
Code) smtp banner code 550
SMTP 1 4 SCA (SMTP Reject Banner TR ,
Téxt)(*) smtp banner text Rejected
2% SMTP F#1iE ML 4 (Override SMTP , on | off | default
Banner Hostname) use_override hostname default
override hostname ﬁLﬁTag newhostname
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1% bypass_ca S5 N2 listenerconfig .

ZH EE B whiE
i} TLS (Use TLS) on | off | required
tls on
A S 1 S B 414 (Use anti-spam on | off
scmnﬁng) spam_check off
1§ | Sophos i 753714 . on | off
virus_check off
BN B CPE A (Maximum Recipients RS
perIiour) max rcpts per hour 5k
BN SEVF R B KA N R ARS . . EL] 4o
(Maximum Recipients per Hour Error Code) fax_FepEs_per_four_code
BE/NI SRV R S K N SO pax repts per hour tet FAT R on
(Maximum Recipients per Hour Text) (*) - - = - manyrecipients
i SenderBase (Use SenderBase) on | off
use_sb on
& X SenderBase {52154} (Define . s -10.0- 10.0 e
SenderBase Reputation Score) Svi LZ; ue sbrs[-10:-7.5]
]
I SRAR S e TS - Bk /N N B K280 . %
dhap_limit 150

1 N (Directory Harvest Attack
Prevention: Maximum Invalid Recipients
Per Hour)

1% bypass_ca SR NZ listenerconfig

Ei1<ﬁ%@ULﬁqﬁﬁﬂﬁﬂ4%‘bypass_ca SR INAE listenerconfig:

esa.example.com (SERVICE)> help listenerconfig.

rcptaccess_options are the following:
new <rat addr> [options]
edit <rat addr> [options]
delete <rat addr>
print
import <filename>
export <filename>
clear <default access>

default access - Default access for empty RAT. Either "ACCEPT"
or "REJECT".

rat addr - Hostnames such as "example.com" and "[1.2.3.4]" are
allowed. Partial hostnames such as ".example.com"
are allowed. Usernames such as "postmaster@" are
allowed. Full email addresses such as
"joe@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple entries with commas.

options - Various options to modify a host access policy:
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--action Action to apply to address(es). Either
"Accept" or "Reject". Default is "Accept".

--cust_resp Specify a custom SMTP response. "No" or SMTP
acceptance response string.

--resp_code Custom SMTP response code. Default is 250 for
"Accept" actions, 550 for "Reject".

--bypass_rc Bypass receiving control. Default is "No".

--bypass_la Bypass LDAP Accept queries for this Recipient. Default is "No".
--bypass_ca Bypass SMTP Call-Ahead. Default is "No".

{5 - B & SPF #A SIDF

B B VT AR S AL ) R BRIA B I, 0T OB #5757 (1) SPF/SIDF — S0 44 51 A s ) ¢ S5
T SPF/SIDF B 1iF 45 AT () SMTP #:4/E (ACCEPT %, REJECT) . #IE 1] LLSE S HBAER 56 H5 440
SR IL ) SMTP Wi )3
R — S g5, WA AT HELO &4« MAIL FROM £ 5% PRA S 75 EFH A4 B0 K 25 (1)
"~ %1 SPF/SIDF BiE45 A, $5E MEAEM OC 4k 25 1h (ACCEPT) & /& 2% 1125 1% (REJECT):

s Foo HTEVE BIGERATRAE.

* RHRE (Neutral). 3T # AR HE - i & 15 A BUE R E S0

* SoftFail. 3T A # MK EHLTEEUE R S0y, (HToE R R IR W,

* Fail. 2/ i CBUH F R 2 B 0y R A

* TempError . 36iF il 2 5 H IR R 15

* PermError. IiFd 2 B IlRE AR

TSR Ag: Th 77 AE Resent-Sender: B¢ Resent-From: 3Rk, RIEEHIE SIDF A —30E 42 5 LUK PRA
SO I SRS T8, N IR OC Sk It g BRI, 2 JE MR OC &
HAT PRA R iR [b] “I5” B Frg e 9 SMTP #:4E .

USRS IEFEANS R A€ SCSMTP #RAE, W BPEROC 2 F Sh 32 TAT R 45 2R, ds “ R

U1 5 3 B0 IE 25 SR AT 8 H S50 K 25 () REJECT $RAEAHUCIT, ) BB AR 56 2340251, )
wn, EEGURYEITA HELO S A 4h B (G “RIL” D Bt el & o ez i, HR I
POV R IC B HE 485K B MAIL FROM SRS 2RI “ Q7 g5 R eE. Wik mifF Kl ik HELO &
DR, T AR O B2z g R, A TRk Ak s, Wil PRI A T MAIL FROM & 346
2, WM R 2 28 1k 28 I REJECT #/E iR [F] STMP i o

SMTP M Wi HBAF 99 5 AR5 SPF/SIDF 56 ik 45 SR A1 46 1 AR I3 [A] A RS 2507 A S« TempError 45
IR A FLAMEGAIE 45 AN R SMTP Wi 5§+ TempError, RN ALK 451, BRI ESCAN
#4.4.3 Temporary error occurred during SPF verification. X 1B ARG IEZE S, BRI R ARAS A
550, ERINIYECA N #5.7.1 SPF unauthorized mail is prohibited. 1] LAy TempError F1HAh 56 F 45 1
Fia e 18 8 SR A AT A

B, WX CAEE” ORI BRI R UESE R HAT REJECT #4E, ) LK s
K BB IRBIK B SPF AT B S =W e BRIATEOL R, MBI SG 23R (0] LA Wi b
550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>
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LA HiX 26 SPF/SIDF % &, 15 {#iH listenerconfig -> edit iy 2 I IEFEIUTFL . 4R J5 fi FH hostaccess
> default Fir 2 FEHLUT IR ERARE . X U HIR[E1% yes LARCE SPF 44l

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes|

LAR SPF il v Bl HI 3 LV ) 3%

Table 17: SPFZH& &

—HER 5 A &Y SPF 1% &

1R SPF o B HAT HELO 54y

o AR LU S0 A 45 AT SMTP #5:4E

* HELO &1 (i A

* MAIL FROM & {3

* 5F REJECT #AEIR M) SMTP Wi AR A5 A1 LA
o WOUERAIT I IE] CLARD A FRAT)

SIDF Compatible |« J& /T HELO B {340 £

o U SRR H £ 4E Resent-Sender: 5% Resent-From: {3k, £ PRA 14711
o AR LR SO0 A 45 AT SMTP #4E:

* HELO & (ancja i)

* MAIL FROM ¥ {7

* PRA 54

* %7 REJECT #AE R [F] (1) SMTP i WA AL HT S A

o IUFABI IR CLURD Ay 347D

SIDF Strict o MR LU S04 2 45 B AT SMTP #8845 -
* MAIL FROM % {4
* PRA B

* SPF REJECT #4E 14 it FiR A1) SMTP Wi pyAR A5
o IOAFER IR CRARD by BT )

LR 7RG SR T P AR “AXPR SPF” — 202 I & SPF/SIDF 464iE.  HBAFM ¢ 14T HELO & 4>
ARz “87 M“AHE” Bur g5 ROHE 4 S LAh g0 IE 45 K . SMTP #4E 1) CLI 38R 5 5T 7 8 1y
) CLI AT . H PP A% MAIL FROM B4 32 X SMTO #:4E.  BREAEMOC A8 i 1% 5
By B UESE . BEPERISG X TS REJECT 45 5344 BRI FE 4R AD A STAS

~f5l: SPF/SIDFig&E

Would you like to change SPF/SIDF settings? [N]> yes

Cisco 2 BRI X Async0S 140 CLI %455 - 6D (M52 [}



B =5 =g 580 SPESIDE

Would you like to perform SPF/SIDF Verification?

What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict
[2]1> 1

Would you like to have the HELO check performed?
Would you like to change SMTP actions taken as result of the SPF verification?
Would you like to change SMTP actions taken for the HELO identity?

[N]> yes

[Yl> y

What SMTP action should be taken if HELO check returns None?

1. Accept

2. Reject

[1]1> 1

What SMTP action
1. Accept

2. Reject

11> 1

What SMTP action
1. Accept

2. Reject

[1]1> 2

What SMTP action
1. Accept

2. Reject

[11> 2

What SMTP action
1. Accept

2. Reject

[11> 2

What SMTP action
1. Accept

2. Reject

[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM identity?
Would you like to change SMTP response settings for the REJECT action?
Verification timeout

[40]1>

should be

should be

should be

should be

should be

taken

taken

taken

taken

taken

(seconds)

if

if

if

if

if

HELO

HELO

HELO

HELO

HELO

check

check

check

check

check

returns

returns

returns

returns

returns

Neutral?

SoftFail?

Fail?

TempError?

PermError?

LAUR 75 T SPF/SIDF B EAT X i W a4 (BRI 2401 <y 5

. BOASREES 20+ a9 SPF/SIDF

SPF/SIDF Verification Enabled: Yes

Conformance Level:

Do HELO test: Yes

SMTP actions:

For HELO Identity:

None, Neutral:
Fail,

SoftFail,

Accept
TempError,

SPF only

For MAIL FROM Identity: Accept
SMTP Response Settings:

Reject code:
Reject text:

550
#5.7.1 SPF unauthorized mail is prohibited.
Get reject response text from publisher:

Defer code: 451
Defer text: #4.4.3 Temporary error occurred during SPF verification.
Verification timeout: 40

15 - /5 FH DMARC 33t

PR 7R 57~ aifel i DMARC %630 .
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[N]> y

[N]> n
[N]> n
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[N]> y



mail.example.com> listenerconfig

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
1> 1

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

71 - 2 omarc 1iE ]

Public

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.
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Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,
or no letter for bytes.

[20M] >

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]1>

Enter the maximum number of messages per connection.

[10]1>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>
Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>
Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop

2. Code

[11>

Would you like to specify a custom SMTP DHAP response? [Y]>
Enter the SMTP code to use in the response. 550 is the standard code.
[550]>
Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>
Would you like to enable anti-virus scanning? [Y]>
Do you want to allow encrypted TLS connections?
1. No
2. Preferred
3. Required
4. Preferred - Verify
5. Required - Verify
[11>
Would you like to enable DKIM/DomainKeys signing? [N]>
Would you like to enable DKIM verification? [N]>
Would you like to change SPF/SIDF settings? [N]>
Would you like to enable DMARC verification? [N]> Y
Select the DMARC verification profile to use:
1. DEFAULT
11> 1
Would you like to send aggregate reports? [N]> Y
Note: DMARC reports should be DMARC compliant.
Secure delivery is recommended for delivery of DMARC reports.
Please enable TLS support using the “destconfig’ command.
Would you like to enable envelope sender verification? [N]> Y
Would you like to specify a custom SMTP response for malformed envelope senders? [Y]>
Enter the SMTP code to use in the response. 553 is the standard code.
[553]>
Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to specify a custom SMTP response for envelope sender domains which do not
resolve? [Y]>
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Enter the SMTP code to use in the response. 451 is the standard code.

[451]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do not
exist? [Y]>

Enter the SMTP code to use in the response. 553 is the standard code.

[553]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to enable use of the domain exception table? [N]>
Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 20M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: Yes

DMARC Verification Profile: DEFAULT

Aggregate reports: Yes
Envelope Sender DNS Verification Enabled: Yes
Domain Exception Table Enabled: No
Accept untagged bounces: No
There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- RESET - Remove senders and set policies to system default.
1>
Name: Listener 1
Type: Public
Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP
Default Domain: <none configured>
Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled
TLS: No
SMTP Authentication: Disabled
Bounce Profile: Default
Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None
Heading: None
SMTP Call-Ahead: Disabled
LDAP: Off
Choose the operation you want to perform:
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- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1>

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

mail.example.com>

localeconfig

[::BU

(WA I o

fERER
A A ATE R
&R T AT =R SEHLBON RIS, ML 3FSERL)
HEARTL A e My A S FEAL LS .

451

mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?
(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or
modified,
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impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main body
in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body whenever
possible.

However, if the disclaimer is encoded differently than the message body, and if imposing a
single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit the

message body to

use an encoding that is compatible with the message body as well as the disclaimer. Should
the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp.

The disclaimer or message body is split into separate message attachment. Do you want the
appliance to ignore

such errors when decoding the message body? [N]>

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body
Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings
Behavior when decoding errors are found: Disclaimer or message body is added
as a message attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[]> mail3.example.com

smtpauthconfig

U

ER1ER

BC'E SMTP 43 50 UF A% H RN e e S A o

B B AT R
BB Sdn & T I A SRR B, ML, WD
AT 4 Sdr AR B
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mail3.example.com> smtpauthconfig

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

[1> new

Choose the type of profile you wish to create:

- FORWARD - Create an SMTP Auth forwarding server group profile
- OUTGOING - Create an outgoing SMTP Auth profile

[1> forward

Enter a name for this profile:

[1> forwarding-based

Please begin entering forwarding servers for this group profile.
Enter a hostname or an IP address for the forwarding server:

[1> smtp2.example.com

Enter a port:

[25]>

Choose the interface to use for forwarding requests:

1. Auto

2. Data 1 (192.168.1.1/24: mail3.example.com)

3. Data 2 (192.168.2.1/24: mail3.example.com)

4. Management (192.168.42.42/24: mail3.example.com)

[11>

Require TLS? (issue STARTTLS) [Y]> y

Enter the maximum number of simultaneous connections allowed:
[10]>

Use SASL PLAIN mechanism when contacting forwarding server? [Y]>
Use SASL LOGIN mechanism when contacting forwarding server? [Y]>
Would you like to enter another forwarding server to this group? [N]>
Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile

- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> created SMTP auth profile

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Note

2 S AR 7 3815 RELAY HAT 30 .

W DERLE SRR E 2 ARG 4o A5 BRI AL A IR 55 4 T AN SCRF SASL AL CRAM-MDS
#1 DIGEST-MD5.
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mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing
'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator passphrase to a new value.
0ld passphrase:

Would you like to get a system generated passphrase? [N]>

New passphrase:

Retype new passphrase:

* Kk Kk Kk Kk

You will now configure the network settings for the IronPort C100.

Please create a fully qualified hostname for the IronPort C100 appliance
(Ex: "ironport-Cl00.example.com") :

[1> ironport-C100.example.com

* Kk k ok ok

You will now assign an IP address for the "Data 1" interface.

Please create a nickname for the "Data 1" interface (Ex: "Data 1"):

[1]> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):

[1> 192.168.1.1

What is the netmask for this IP address? (Ex: "255.255.255.0" or "Oxffffff0oo0"):
[255.255.255.0]>

You have successfully configured IP Interface "Data 1".

* Kk Kk Kk Kk

Would you like to assign a second IP address for the "Data 1" interface? [Y]> n
What is the IP address of the default router (gateway) on your network?:
[192.168.1.1]> 192.168.2.1

* KKKk Kk

Do you want to enable the web interface on the Data 1 interface? [Y]> y

Do you want to use secure HTTPS? [Y]> y

Note: The system will use a demo certificate for HTTPS.

Use the "certconfig" command to upload your own certificate.

* kKK Kk

Do you want the IronPort Cl00 to use the Internet's root DNS servers or would
you like it to use your own DNS servers?
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1. Use Internet root DNS servers

2. Use my own DNS servers

[1]1> 2

Please enter the IP address of your DNS server.

[1> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* kKKK

You are now going to configure how the IronPort C100 accepts mail by creating a
"Listener".

Please create a name for this listener (Ex: "Maillnterface"):

[]> InboundMail

Please choose an IP interface for this Listener.

1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)

[1]1> 1

Enter the domain names or specific email addresses you want to accept mail for.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.
Usernames such as "postmaster@" are allowed.
Full email addresses such as "Jjoelexample.com" or "joe@[1.2.3.4]" are allowed.

Separate multiple addresses with commas.

[1> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com? [Y]> n
Please specify the systems allowed to relay email through the IronPort C100.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service (SBRS)
Scores for this listener? (Your selection will be used to filter all incoming
mail based on its SBRS Score.) [Y]> vy

Do you want to enable rate limiting for this listener? (Rate limiting defines
the maximum number of recipients per hour you are willing to receive from a

remote domain.) [Y]> y
Enter the maximum number of recipients per hour to accept from a remote domain.
[1> 1000

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: 1,000
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: No
Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No
Would you like to change the default host access policy? [N]> n
Listener InboundMail created.
Defaults have been set for a Public listener.
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Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk Kk Kk

Do you want to use Anti-Spam scanning in the default Incoming Mail policy? [Y]> y
Would you like to enable IronPort Spam Quarantine? [Y]> y

IronPort Anti-Spam configured globally for the IronPort Cl00 appliance. Use the
policyconfig command (CLI) or Mail Policies (GUI) to customize the IronPort
settings for each listener.

IronPort selected for DEFAULT policy

* KKK Kk

Do you want to use Anti-Virus scanning in the default Incoming and Outgoing
Mail policies? [Y]> y

1. McAfee Anti-Virus

2. Sophos Anti-Virus

Enter the number of the Anti-Virus engine you would like to use on the default
Incoming and Outgoing Mail policies.

[1> 2

Sophos selected for DEFAULT policy

* Kk ok ok ok

Do you want to enable Outbreak Filters? [Y]> y

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or back
down below),

meaning that new messages of certain types could be quarantined or will no longer be
quarantined, respectively.

Allow the sharing of limited data with SenderBase? [Y]> y

You have successfully configured Outbreak Filters and SenderBase.

* Kk Kk Kk Kk

You will now configure system alerts.

Please enter the email address(es) to send alerts.

(Ex: "administrator@example.com")

Separate multiple addresses with commas.

[1> administrator@example.com

Would you like to enable IronPort AutoSupport, which automatically emails
system alerts and weekly status reports directly to IronPort Customer Support?
You will receive a complete copy of each message sent to IronPort.
(Recommended) [Y]> y

* kK Kk Kk

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.

(Leave blank to only archive reports on-box.)

Separate multiple addresses with commas.

[1> administrator@example.com

* Kk k Kk Kk

You will now configure system time settings.

Please choose your continent:

1. Africa

2. America

11. GMT Offset

[11]> 2

Please choose your country:
1. Anguilla

47. United States

48. Uruguay

49. Venezuela

50. Virgin Islands (British)
51. Virgin Islands (U.S.)
[1> 47

Please choose your timezone:
1. Alaska Time (Anchorage)
26. Pacific Time (Los_Angeles)
[1> 26
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Do you wish to use NTP to set system time? [Y]> y

Please enter the fully qualified hostname or IP address of your NTP server, or
press Enter to use time.ironport.com:

[time.ironport.com] >

* Kk Kk Kk k

Would you like to commit these changes at this time? [Y]> y

Congratulations! System setup is complete.

For advanced configuration, please refer to the User Guide.

A EELUR CLI 72

aggregatorconfig

[:BU
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urllistconfig

[::BU

ER1ER
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mail.example.com> aggregatorconfig

Choose the operation you want to perform:

- EDIT - Edit aggregator configuration

[1> edit

Edit aggregator address:

[aggregator.organization.com]> org-aggregator.com

Successfully changed aggregator address to : org-aggregator.com

HUE P AN URL S JETNREPPAG K URL SevFA4a L. IR 4 A 00 B R L g s D BE T

A

RAT: BAr B “HRALT

R EL Shar & T =Rt SRS GRESR. 4. WHEHD .
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> urllistconfig

No URL lists configured.

Choose the operation you want to perform:
NEW - Create a new URL list-

[1> new

Do you want to import a URL list?

[N]>

Enter a name for the URL list

[1> sample

Enter the URL domains that need to be skipped from scanning for URL Filtering.
Enter one URL domain per line and '.' to finish.

cisco.com

ironport.com/*

*.example.com

10.2.4.5/24

[2001:DB8::1]

URL list sample added.

There are currently 4 URL lists configured.
Choose the operation you want to perform:

- NEW - Create a new URL allowed list.

- EDIT - Modify an existing URL allowed list.
- DELETE - Delete an existing URL allowed list.

[]>EDIT

Choose the operation to edit the URL allowed list:

- IMPORT - Import a file into an existing URL allowed list
- EXPORT - Export an existing URL allowed list into a file
- RENAME - Rename an existing URL allowed list

[]>IMPORT

Assign new name to the imported list? (By default, name stored in the
file will be applied to the list)

[N] > Y

Enter name of the list > new list

Enter filename to import from > URLfile

NOTE: These files will be stored in /pub/configuration

URL list “new list” added.

websecurityadvancedconfig

ik
fid & URL ¥R LA N
« URL E#L#BEF: URL i K HF 2 844 11 TP sk it A A A ]

c EEHBEMREFENER URL H W IESC iR K URL L.
c EEHBME ERMARXK URL £ W S SCEHE BUHE 5 1 fok URL £,

« FEEPEHREHRE URL XAFN HREF: &0 DLE PR SR 5238 55 1) URL SoR7EmBAE E 3,
2 E 5 ) URL {7~ 7 HTML HE44ff) HREF H,
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mail.example.com> websecurityadvancedconfig
Enter URL lookup timeout in seconds:
[15]>

Enter the maximum number of URLs that can be scanned in a message body:
[100]>

Enter the maximum number of URLs that can be scanned in the attachments in a
message:

[25]>

Do you want to rewrite both the URL text and the href in the message? Y
indicates that the full rewritten URL will appear in the email body. N

indicates that the rewritten URL will only be visible in the href for HTML
messages. [N]>

Do you want to include additional headers? [N]>

websecurityconfig

S TU
Bl E URL S JEME A E (URL {5250 URL K068 .
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mail.example.com> websecurityconfig

Enable URL Filtering? [N]> y

Do you wish to enable Web Interaction Tracking? [N]> y
Web Interaction Tracking is enabled.

Do you want to add URLs to the allowed list using a URL list? [N]> vy
1. urllistl

2. urllist2

3. No URL list

Enter the number of URL list

11> 1

URL list 'urllistl' added

mail.example.com> websecurityconfig

URL Filtering is enabled.

URL list 'urllistl' used.

System provided certificate used.

Web Interaction Tracking is enabled.

websecuritydiagnostics

[:BU

ERTER

451

BA Y URL R IZ W gE {5 B

BA: WA ATE R
FESREPRL: tdn & DURAE T SERLE F .
HALSR A4 Bt AR B

mail.example.com> websecuritydiagnostics
Cache Size: 254
Cache Hits: 551
Response Time
Minimum: None
Average: 0.0
Maximum: None
DNS Lookup Time
Minimum: 9.4198775
Average: 10.1786801765
Maximum: 10.544356
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mail.example.com> userconfig help

w5 - B H R Pk
LA A S v A R o PR A 6 RO P

mail.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.

- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> new

Enter your Passphrase to make changes:

Enter the new username.

[1> helpdesk

Enter the full name for helpdesk.

[1> HELP DESK

Assign a role to "helpdesk":

1. Administrators - Administrators have full access to all settings of the system.
2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status information.
4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[1]1> 6
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Would you like to get a system generated passphrase? [N]>
Enter the passphrase for helpdesk

(1>

Please enter the new passphrase again:
Users:

1. admin - "Administrator" (admin)

2. helpdesk - "HELP DESK" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
- URLTRACKING - Configure URL tracking privileges.
(>

T - % EINER S 17356 IERY RADIUS AR 5527

LUK 78] Sk s ] g 0851 3 360 B RADIUS fiR S5 . 2E¥E RADIUS kg5 s, il 1AL
g 1 SEEE R AR TR DL K CHAP &2 PAP HI T S 4 Bk b isd

mail.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> external

Choose the operation you want to perform:

- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> Y
Please enter the timeout in seconds for how long the external authentication credentials
will be cached. (Enter '0' to disable expiration of
authentication credentials altogether when using one time passphrases.)
[0]> 30

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured
1. RADIUS

[1]1> 1

Configured RADIUS servers:

- No RADIUS servers configured

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

[1> new

Please enter host name or IP address of the RADIUS server:
[1> radius.example.com
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Please enter port number of the RADIUS server:
[1812]1>

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the server:
[5]1>

1. CHAP

2. PAP

Select authentication type:

[2]1>

Configured RADIUS servers:

Host Port Timeout (s) Auth type

radius.example.com 1812 5 pap
Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.

- CLEAR - Remove all RADIUS server configurations.
[1>

=~ - EHERFAEBERANEZSRNIE
fE FHIIARBIT, cvofactoraven A4 TR ™ £ 2 FXUH 3 SR

mail.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Two-Factor Authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- TWOFACTORAUTH - Configure Two-Factor Authentication.
- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.
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[1> twofactorauth

Choose the operation you want to perform:

- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication based on User Role Privileges.
[1> setup

Do you want to enable external authentication? [N]> vy

Choose the operation you want to perform:

- NEW - Add a two-factor authentication server configuration.

- EDIT - Modify two-factor authentication server configuration.

- DELETE - Remove a two-factor authentication server configuration.

- CLEAR - Remove all two-factor authentication server configurations.
[1> new

Please enter host name or IP address of the RADIUS server:

[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]1> 1800

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the server:

[5]1> 10
1. CHAP
2. PAP

Select authentication type:

[2]1> 2

Choose the operation you want to perform:

- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication based on Role Privileges.
[1> privileges

Role Privileges:

Choose the operation you want to perform:
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1. Add

[1>1

Select Predefined Roles to allow the privileges
1. Administrators

2. Guests

3. Help Desk Users

4. Operators

5. Read-Only Operators

6. Technicians

Enter the numbers (comma separated) to add privilege.
[1>1

Role Privileges:

Predefined:

Administrators

Choose the operation you want to perform:

1. Add

2. Delete

(1>

x5l - B SAML H{4363E

mail.example.com > userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Two-Factor Authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- TWOFACTORAUTH - Configure Two-Factor Authentication.
- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> external

Choose the operation you want to perform:

- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> y
Please enter the timeout in seconds for how long the external authentication credentials
will be cached.
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(Enter '0O' to disable expiration of authentication credentials altogether when using one
time passphrases.)

[0]> 10

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured

1. RADIUS

2. SAML

11> 2

Please enter the external group name to map (group names are case-sensitive):

[]> member-of

Assign a role to "member-of":

1. Administrators - Administrators have full access to all settings of the system.
Operators - Operators are restricted from creating new user accounts.

. Read-Only Operators - Read-Only operators may only view settings and status information.
Guests - Guest users may only view status information.

Technicians - Technician can only manage upgrades and feature keys.

Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[11> 1

Mapping for "member-of" to Administrators created.

Please enter group attribute to be matched in saml attributes:

[[1]> Group Name

Choose the operation you want to perform:

- SETUP - Set up global settings.

- GROUPS - Configure external group mapping.

[1> groups

There are currently 1 mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Edit destination of an existing mapping.

- DELETE - Remove a mapping.

- CLEAR - Clear all mappings.

- PRINT - Display all mappings.

1>

o U W N

XTSRRI T

B U AR

FAT: B “IRAL” .

REERAT R S & O BRAERFAR AN T

Note

passwd T2 MEB], U E T B ACRAL I TH AUV 2 P W . Wi & M AE AR
PN E— G TN passwd #6, WIE AN f 258, i 02 B ER s sCER A R 4031
Mot A S SO . DA At A ORE fA s 1B TSR B A B (5 b 32 BRI fic

20 .

AL P A2 BT S A SCRHEAL B 5K
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who

ER1ER

mail3.example.com> passphrase

0ld passphrase: your old passphrase

Would you like to get a system generated passphrase? [N]>
New passphrase: your new passphrase

Retype new passphrase: your new passphrase

passphrase changed.

A SRR R
RIS L. e & DURAE U SEHLBER T AP
SEALSEr e M ir S FFIAL RS .

elroy.run> last

&% sE76 |

last fir & BRI —UCF R B RSEM N BOATEOLT, & BREsad R pra

Username Remote Host Login Time Logout Time Total Time
admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1lm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20

who i & FIHE I CLI Sk REEMPTAHI T G Ta) L 25 RIS TA] LAR P 6 s I £ R e
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mail3.example.com> who
Username Login Time Idle Time Remote Host What

admin 03:27PM Os 10.1.3.201 cli

whoami it & s TSN I P a4, BURGZH P B s 4L

i)
i

. 4
AL B A A b AN S RFHE AL A% X

mail3.example.com> whoami

Username: admin

Full Name: Administrator

Groups: admin, operators, config, log, guest

FEHW B K B3

loadlicense

[:BU

AT =R SRS GRESR. 4. HEPD .

TN, BEAE R XML VFAliE. T LSO g, B8 al LU FRIG . A2 BRI 3

SELLUI A ER) CORA R 2 e BB 2R )

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html.

b4 1H1 7] 247 Admin 5 Operator AR H .
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mail.example.com> loadlicense

1 Paste via CLI

2 Load from file

How would you like to load a license file?
[1]1> 2

2
S
o

sx70 |

N
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Enter the name of the file in /configurations to import:

[1> <filename>

TERMS AND CONDITIONS OF USE

<Terms and conditions>

Do you accept the above license agreement?
[1>y

The license agreement was accepted.

The following feature key have been added:
<feature keys>

TN AT o Ry SN (i GRLe SE T
showlicense

[::BU

SRR IR VERT RS R (] featurekey T4 1] LA E B 2 PEA0(E L.

Lo 21 ) 247 Admin B Operator BRI 7 o

ERFER
AT A ATFE K87

PR e &RV SN MM . et —

HEND A
AL EL Ay A b A SR AL BEAS 5

HEALTEAR

LA H1EYE . showlicense
=151

mail.example.com> showlicense
company: Example Inc.
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org: Widget Division

unit: Portland Data Center

seats: 1000

city: Portland

state: Oregon

country: US

email: mailadmin@example.com
begin date: Tue Dec 6 17:45:19 2011
end _date: Mon Sep 1 17:45:19 2014
vln: ABC-123423123

serial: 1003385

A EE LT CLI v

geolocationupdate
ik
T2 AL L T .

ER1ER

R M S AT “IRL” .
BT i > I RAETH NIRRT ]
BRALHE B
1l
mail3.example.com> geolocationupdate
Requesting update of Geo Countries List.
geolocationstatus
faiR

ERER

sz [

?ttﬂfiﬁi@ JHSH EEEI:TTHZALIE*%:—& ﬁ?@ﬁééﬁﬁu o) lﬁ !ﬁﬁ)\ (i3] 7 help geolocationupdate ﬂ%ﬁbﬂ

R A AR IR 2 HTRRA
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mail3.example.com> geolocationstatus

Component Version Last Updated

Geo Countries List 1.0.48 26 Feb 2017 04:22 (GMT +00:00)

fic & Cisco =ARSZ TP EFEH

AHEIP A AR CLI iy

* cloudserviceconfig , % 338 1l

cloudserviceconfig

o IR, 5 338 1L

* fEHITEOL . 35 339 0T

« B - AERBAE R DG L Cisco %511/, 46 339 1L
M - AERBAEROC B Cisco = IR4s . 5 340 0T

* 73l - 75 Cisco = JIRG5T1 T MHIBA R G 5 55 340 5T

* =B - £E Cisco z 5511 H AT MHELERISC . 26 341 5T

* 75l - M Cisco = JIR45 17177 O T B AR 5G , 28 341 0T

AN
LA

o 7 - BEFE Cisco 224z RES 4% LU I P S i 32 58 Cisco RS TR, 55 342 T

o I - FE BRI S 1A F Cisco SecureX BV, , 55 342 T
o ) - LE BB O AR Cisco SecureX BUVMIN , 25 343 1L

o B - AEMBAE RIS B S CSN L 265 344 1T
o B - AERBAERISC EAE] CSN L 2 344 1T

* 7~ - M Cisco TalosTEARSS 1 F %k Cisco = RSSUETAIEAET , 2 345 1L

cloudserviceconfig ﬁﬁé\ﬂﬂ?

o FEMRLEM 2 R H BRI IRS T
o LEIEAIIRAE R % 22 Cisco = RES T/ .
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* WEFE Cisco LA k55 LR R 1) B AF M OCEH 3] Cisco = IRG5T1H
o TERS IR LE 5% A T Cisco SecureX 5K Cisco J& i 1 «
o LERS IR PR 5C A5 H Cisco SecureX Bk Cisco J& PRy o
o TERSIRIIRAE O 1 Cisco M 4% (CSND
o LERE IR 5 AR Cisco B4 (CSND
* M Cisco Talos 154R k55117 T 8 Cisco = -k H A o

R
BRI AT E B, "
A (L BRAE T SERLBLR P
AR RS Sy SCRHILAL IR
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5l - R < _E /R A Cisco ZmARSS TR

{iu?%ﬁﬂﬂﬁ ‘ﬂ\ﬂu'fﬁﬁﬁ cloudserviceconfig > enable ?‘np 7'(tEEB’ﬁ:|_J3§J:F'JEH Cisco KE&%

maill.example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.

[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com

Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
[1>1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.
maill.example.com > commit

Please enter some comments describing your changes:
[]> commit changes

Do you want to save the current configuration for rollback? [Y]>
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Changes committed: Tue Dec 29 13:23:19 2020 GMT
maill.example.com >

— LY - — a

15 - ZEmB 1 X< £ /2 A Cisco Z= AR5
EU\_F{T@UEP ’ 4§ﬂu’fﬁﬂa cloudserviceconfig>disable ?éﬁ/‘}ﬁﬁﬂﬁmjﬁiiﬂéﬂij Cisco %HE&%O
maill.example.com > cloudserviceconfig
The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com
Choose the operation you want to perform:
- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
maill.example.com > commit

Please enter some comments describing your changes:
[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT
maill.example.com >

15 - 7€ Cisco =ARSS 1] P E AR <
R, EATUAEH cloudserviceconfig > register F-fii4A> M) Cisco z M55 171 3 MBS A G

S
AR TR FIR BE VAT I ELEES BB AR W) S A 1) Cisco % REARAFE B BTN IN A BEAE T b 1A &

maill.example.com > cloudserviceconfig
The appliance is not registered with the Cisco Cloud Service portal.

Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> register

Enter a registration token key to register your appliance with the Cisco Cloud
Service portal.

[1> c7fda800adc846792af38d1l5e4

The appliance registration is in progress.
maill.example.com>
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EU\_F{T@UEP ’ 4§ﬂu1ﬁﬂa cloudserviceconfig > deregister ?ﬁﬁ/‘}}}\ Cisco %E[ﬁ%[j)j Qij”fﬂﬂ‘
HB A 9 5K o

A\

AR BRI T2, A R T IS R OGAE J5 R RE A VR W] I 34T H BIAE Cisco & e d5 1]
SR I HLAS R R T IRAE SR AE Cisco B RERATAT BiLas LVEM .

maill.example.com> cloudserviceconfig

The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal using Smart
Licensing Information.

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- DISABLECSN - To disable the Cisco Success Network feature on your appliance.

[1> autoregister

The auto-registration of the appliance with the Cisco Cloud Service portal is in progress.
maill.example.com > cloudserviceconfig

The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- DISABLECSN - To disable the Cisco Success Network feature on your appliance.

[r>

450 - M Cisco Z= AR S5 17) P BRGH IE AR A4 ) 2

EU\_F%@UEF" 4§ﬂu1f}ﬂ cloudserviceconfig > deregister ?ﬁﬁé\}}\ Cisco %EE&%[]FEX”%/E%
HBAF 9 5K o

maill.example.com> cloudserviceconfig
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.
[1> deregister
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Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> yes

The appliance deregistration is in progress.
maill.example.com>

_— AY X2 = =] —_ o YN LW - - e . 3
T - 1% Cisco &2 7 AR 55 2% LU HB 14 X X i #% Z Cisco ZARSS 1T

EU:FH?@MJ, @ﬂu{TﬁH cloudserviceconfig™> settrs ?éﬁ/}ﬂ%ﬂﬁﬁﬁ%’%ﬁ@ Cisco ﬁ%iﬁ&%%ﬁ

DAASERE 85 FRT I A ) O 842 3] Cisco w9511 )7

maill.example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.

Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud

Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com

Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
[1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.
maill.example.com > commit

Please enter some comments describing your changes:
[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:37:40 2020 GMT
maill.example.com >

151 - ZEBB4 M < £ /2 A Cisco SecureX B i fia iz

E‘FZT?WJEP s ﬁ‘\ﬁf U»’ffﬂa clouderviceconfig > enablesecurex ?ﬁﬁ’%ﬁﬁﬂ‘]ﬂﬂﬁ#lﬂ%iﬁﬂ% Cisco
SecureX &M Y

maill.example.com > cloudserviceconfig
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:
- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
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- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- ENABLESECUREX - To enable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.

[1> enablesecurex

The SecureX feature is currently enabled on your appliance.
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- DISABLESECUREX - To disable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.

[1>
maill.example.com > commit

Please enter some comments describing your changes:
[]> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Dec 30 00:55:33 2020 GMT
maill.example.com>

151 - ZEBBH M < 22 A Cisco SecureX B i fia iz

E_F%@JEP , Tff: H u{fﬁﬁ clouderviceconfig > disablesecurex %ﬁﬁé?{ﬁ%i%@ﬂ% Cisco SecureX
JE M Y

maill.example.com > cloudserviceconfig
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- DISABLESECUREX - To disable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.
[1> disablesecurex

The SecureX feature is currently disabled on your appliance.

The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud

Service portal.
- ENABLESECUREX - To enable the SecureX feature on your appliance.
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- ENABLECSN - To enable the Cisco Success Network feature on your appliance.

[r>
maill.example.com > commit

Please enter some comments describing your changes:
[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Dec 30 00:58:25 2020 GMT
maill.example.com>

5l - R < £ /S A CSN
&HT%WJFP, fﬁﬂuﬁﬂ% cloudericeconfig > enablecsn ?ﬁﬁé{tﬂﬂB{#WJ?‘%LEﬁH CSN.

maill.example.com > cloudserviceconfig
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.
[]> enablecsn

The Cisco Success Network feature is currently enabled on your appliance.
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- DISABLECSN - To disable the Cisco Success Network feature on your appliance.
(1>

— LY **
51 - FEEB1E N < 22 CSN
EU\‘FZTTWJEPr jﬁiﬂu'TEﬂ% cloudericeconfig > disablecsn ?ﬁﬁ%ﬁﬂﬂﬁ#ﬂ?‘%i%@ﬁﬁ CSN,
maill.example.com > cloudserviceconfig
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com
Choose the operation you want to perform:
- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud

Service portal.
- ENABLESECUREX - To enable the SecureX feature on your appliance.
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- DISABLECSN - To disable the Cisco Success Network feature on your appliance.
[]> disablecsn

The Cisco Success Network feature is currently disabled on your appliance.

The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

{5 - M Cisco Talos|53R AR 5511 P T %% Cisco = AR 55 IE+H FN%4H

’(:t‘FW'J'T' s ﬁ‘sﬁ U\ﬁﬁﬁ cloudserviceconfig > fetchcertificate %ﬁ”ﬁ/&'\}ﬂ Cisco Talos ‘I‘%‘:T&Hﬁ%l‘]):
4k Cisco = IR &5 UF A1 25

)

ER QUYL Cisco o IRFFIET R HAR T n) Cisco 1 AE A BLASVE NS AT W OGS, A Be i b1 iy

%,

maill.example.com> cloudserviceconfig
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- FETCHCERTIFICATE Download the Cisco Talos certificate and key.

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.
[1> fetchcertificate

Current Cisco Talos certificate is wvalid for 2593 days.
Do you want to overwrite the existing certificate and key [Y][N] ? []> yes
Successfully downloaded the Cisco Talos certificate and key.

maill.example.com>

EHHMRX ERE L ETENRE

{fﬁﬁ scanconfig > safeprint ﬁzﬁﬁ4%%EMBﬁ#VﬂQéizﬁﬂiifzééfTEﬂﬁi%io

L EFTEN

o IR, 5 346 U
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scanconfig > safeprint{fﬁﬁé%ﬁﬁQizfmﬂﬁ#ﬁﬂ9%J:Eﬂ%§2£ﬁ?TIEpﬁi%§o

R SASTE L
BHEEIR: Mo &I PHH A SEALEI R, AL TSR
ARG Mfr & SRR R AL, AR scancontig safeprint KATHIIE

FE B, T LMEI safeprint T ar AR AGHEPE PO HC B 2 AT EIR E .

mail.example.com> scanconfig
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.

[1> safeprint

Enter the maximum attachment size that can safe-print.

[52428801> 2

Enter the maximum number of pages that you can safe print in an attachment.

[10]1> 5

Do you want to use the recommended image quality value to safe print an attachment? [Y]>
yes

Do you want to modify the file types selected to safe print an attachment?

[N]> no

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.

[1>
Mail.examle.com> commit
Please enter some comments describing your changes:
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Do you want to save the current configuration for rollback?
[Y]> Changes committed: Thu Jul 18 14:24:53 2019 GMT

FEFERREM < 2 Talos =R 55

talosupdate

[::BU

EJEEED
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talosstatus

[:BU

ERTER
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* talosupdate , 3 347 L

* talosstatus , 25 347 L

talosupdate HIJ 54 )EH Tlﬁ*%?ﬁﬂi]os%l%

BT WS ATE 487 .
BEEE. W URET HAE N .
TR AR S bAoA SCREREAL B S 2

mail.example.com> talosupdate
Requesting update for Talos components

it R %2 Talos 25 ]

talosstatus T2 W s T4 Talos 2 IR 4530 15 AR B BE BT 2044 IR WA R BEHIR 4

A PRAETT AU AL H]
BB T S A SR B S

mail.example.com> talosstatus
Component Version
Updated
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Sender IP Reputation Client 1.0.0-1350252 28 Feb
2020 13:06 (GMT +00:00)
URL Reputation Client 1.0.0-1350252 28 Feb
2020 13:06 (GMT +00:00)
Service Log Client 1.0.0-1350252 28 Feb
2020 13:06 (GMT +00:00)
Talos Engine 1.95.0.220 28 Feb
2020 13:06 (GMT +00:00)
Talos Intelligence Services Module 1.95.0.648 28 Feb
2020 13:06 (GMT +00:00)
Talos-HTTP2 Component 0.9.290 28 Feb
2020 13:06 (GMT +00:00)
Libraries 1.0.0-1350252 28 Feb
2020 13:06 (GMT +00:00)
Protofiles 1.0.0-1350252 28 Feb

2020 13:06 (GMT +00:00)

1 BRI X 5 Cisco S 2R W&V & BIP&E AL

* eaasconfig , 5 348 UL
* eaasupdate , % 349 T

* caasstatus , &5 349 7T

eaasconfig

o ik, 3 348 1L

« (EHITEBL . 4 348 T

o W - EMHIBAE OG5 348 1T
ik

In) Cisco 2l P48 2t B 37 2 IR 45 VR HR A Y =2

BEEE. ar N T =M SR GRS 24, HHEPD .
HACEAS: TS A SR BRSA

A5 - SRR R K
PATR 7551 8 7oK S A I 533 1 3] Cisco g 190 23 44 £ 75 4 2 ik 55 R TG 7 497
mail.example.com> eaasconfig

Choose the operation you want to perform:

- REGISTER - To Register the appliance with APP portal
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[1> register

Available list of APP region(s) for the registration
1. AMERICA

Select the EAAS region to connect

1> 1

Enter passphrase obtained from APP portal:
Registration is in progress. Please wait.
Successfully registered the device with APP portal.

Would you like enable APP [Y]> y

eaasupdate
* fiik 95349 1T
« FEFRSUL . 5 349 0T
< s, 55 349 T
ik

F-ai KT Cisco w4 45 I 4751 %

fERER
1B LA RTE R .
BHEE: I & DURTE SERLBLR FAE
HABAS: I S HHILIRE . HXKWAT R, WHEAA S cassupdare force KIEMIHLA

]l
mail.example.com > eaasupdate

Requesting check for new Eaas updates

eaasstatus
o fiid, 55349 T
o fEHTEN , 2 350 1T
« il E 350 T
ik

F-BhiE R Cisco i 4 45 FI T4 51 %
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mail.example.com > eaasstatus

Component Version Last Updated
Advanced Phishing Protection Engine 1.0 Never updated
Advanced Phishing Protection Config 1.0 Never updated

AHiH 2 P 2 B ARIP R M

{fkﬁ scanconfig>>protectedattachmentconfiq‘azﬁﬁ4%:

o Jo R A midte R RS2 s i OR3P (R B R O 41
o QU g SCRY B RS R AT T A% N B 3 5 R 2 A R4 (R B AT o
o SCH T CE IR
* GAE I E IR .
o BRI .
o BA M E X E .

protectedattachmentconfig

* fifiik 5 350 T

ML, 5351 1T

o Bl - AR NI O S S RS DR TR R A A L 3 351 T
o Tl - BT P e SRR S AT TR 2 3 WS R4 R B, 38 352 T

o - DI e SR DA AL, BR 354 T

o ) - GwAE TP e USRS L 5 355 1T

o ol - BR A P e L4, 5 357 1T

£
4>
N

protectedattachmentconfig 1A H /8 I XME N BAL H v B A =2 S 0 R A B PR 14
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protectedattachmentconfig 14T
o Ji R A EeAt R RS2 s B OR 7 (R B E 1R 41
o QUSRI € U RS RAT A% N At i S 2 b DR R B
o ST € SCE T IS 2 o
* G e X .
TR P SRR3R o
o BRI E IR .

fEmER
B3 ILAATE R .
SRS Yo T AT TH =AU SEALR I AL SR
AR RS Jdr S AR B

- B RE AR LR R ERDRP R MR 1S

E_FWJEF' ’ ’L{ nJ [//ME)EH protectedattachmentconfig % i< Fﬁ4§ﬁ*ufgﬂj/ﬁ/u\qﬂ§%ﬁ%f%$ F[/] Wﬁ:
OESETi]

mail.example.com> scanconfig
There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.

[1> protectedattachmentconfig

Scanning of password-protected attachments for inbound mails: disabled.
Scanning of password-protected attachments for outbound mails: disabled.

Do you want to scan password-protected attachments for inbound mails?
y/n [N]> yes

Do you want to scan password-protected attachments for outbound mails?
y/n [N]> yes

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:
- NEW - Add a new entry.

- DELETE - Remove an entry.
- SETUP - Configure scanning behavior.
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- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.

- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.
1>

maill.example.com> commit

Please enter some comments describing your changes:
[1> changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Nov 04 18:37:42 2020 GMT
maill.example.com>

5 - G2 B P E X B E R LT I 52 AR AP 8Y 4

&U\T%WJ'_P, @ﬂu@ﬁﬁprotectedattachmentconfig?ﬁé@ﬂ@%&%ﬁ%%ﬂ@%@’ W\{jﬁﬁ?]\
AL AT FT T 52 25 A PR () A

mail.example.com> scanconfig
There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.

[1> protectedattachmentconfig

Scanning of password-protected attachments for inbound mails: enabled.
Scanning of password-protected attachments for outbound mails: enabled.

Do you want to scan password-protected attachments for inbound mails? y/n [Y]>
Do you want to scan password-protected attachments for outbound mails? y/n [Y]>
Scan password protected attachments configuration unchanged.

Scanning of password-protected attachments is enabled.

Do you want to use user-defined passwords to scan password-protected
attachments? y/n [Y]> yes

You can now use user-defined passwords to scan password-protected attachments.
Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

[1> new

Enter a priority for the new password:
[11> 1
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Enter the new password:
[1> example passphrase@l23

A new password with priority 1 is added.

Priority: Password:

1 example passphrase@123

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

[1> new

Priority: Password:

1 example passphrase@123

Enter a priority for the new password:
[2]1> 2

Enter the new password:
[]> example passphrase@321

A new password with priority 2 is added.

Priority: Password:
1 example passphrase@123
2 example passphrase@321

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

[1>

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.
[1>

maill.example.com> commit

Please enter some comments describing your changes:
[1> Changes committed
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Do you want to save the current configuration for rollback? [Y]>

Changes committed: Thu Mar 11 18:55:16 2021 GMT
maill.example.com>

a5 - A P E XA O SHIRLER
E—FW EF' , &y BUT)EH protectedattachmentconfig %fﬁ&’l‘%‘%ﬁ/ﬂiﬁ)ﬂ & LI D/}E/‘Jﬁﬁflﬁéﬁtﬂ?ﬁ%ﬁ
S AN SO A AR e 4R .
mail.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.

[1> protectedattachmentconfig

Scanning of password-protected attachments for inbound mails: enabled.
Scanning of password-protected attachments for outbound mails: enabled.

Do you want to scan password-protected attachments for inbound mails? y/n [Y]>
Do you want to scan password-protected attachments for outbound mails? y/n [Y]>
Scan password protected attachments configuration unchanged.

Scanning of password-protected attachments is enabled.

Do you want to use user-defined passwords to scan password-protected
attachments? y/n [Y]> yes

You can now use user-defined passwords to scan password-protected attachments.

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

[1> swap

Priority: Password:

1 example passphrase@123
2 example passphrase@321

Enter the priority of the first password that you want to switch:
[1>1

Enter the priority of the second password that you want to switch:
[1> 2
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Passwords with priority 1 and 2 are switched.

Priority: Password:
1 example passphrase@321
2 example passphrase@123

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

(>

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.
1>

maill.example.com> commit

Please enter some comments describing your changes:
[1> Changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Thu Mar 11 23:07:19 2021 GMT
maill.example.com>

TE X HY 85
{EEiﬂii%ﬁﬂﬁ1, %ﬁﬁTEi{%ﬁﬁ protectedattachmentconfig‘ﬁiﬁﬁ4%ﬁﬁinFﬁfhfgjzﬁgggﬁ%o

mail.example.com> scanconfig
There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.

[1> protectedattachmentconfig

Scanning of password-protected attachments for inbound mails: enabled.
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Scanning of password-protected attachments for outbound mails: enabled.

Do you want to scan password-protected attachments for inbound mails? y/n [Y]>
Do you want to scan password-protected attachments for outbound mails? y/n [Y]>
Scan password protected attachments configuration unchanged.

Scanning of password-protected attachments is enabled.

Do you want to use user-defined passwords to scan password-protected
attachments? y/n [Y]> yes

You can now use user-defined passwords to scan password-protected attachments.

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

[1> edit

Priority: Password:

1 example passphrase@321

Enter the password that you want to edit:
[]> example passphrase@321

Enter the new password:
[example passphrase@321]> example passphrase@747

Password with priority 1 is edited.

Priority: Password:

1 example passphrase@747

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

[1>

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.
[1>

maill.example.com> commit
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Please enter some comments describing your changes:
[1> Changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Fri Mar 12 00:05:35 2021 GMT
maill.example.com>

5 - MR PEXBIAS
E—FM EP ’ @ﬂ Wiﬁﬁ protectedattachmentconfig %ﬁﬁ&ﬂﬂ”@ﬂ%)ﬂ I'_E'ijéu?ﬁ%o

mail.example.com> scanconfig
There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.

[1> protectedattachmentconfig

Scanning of password-protected attachments for inbound mails: enabled.
Scanning of password-protected attachments for outbound mails: enabled.

Do you want to scan password-protected attachments for inbound mails? y/n [Y]>
Do you want to scan password-protected attachments for outbound mails? y/n [Y]>
Scan password protected attachments configuration unchanged.

Scanning of password-protected attachments is enabled.

Do you want to use user-defined passwords to scan password-protected
attachments? y/n [Y]> yes

You can now use user-defined passwords to scan password-protected attachments.

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

[1> delete

Priority: Password:

1 example passphrase@321
2 example passphrase@123

Enter the priority of the password that you want to delete:
[1> 2
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oidcconfig

Password with priority 2 is deleted.

Priority: Password:

1 Cisco@321

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

(>

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.

- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.
(>

maill.example.com> commit

Please enter some comments describing your changes:
[1> Changes committed.

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Thu Mar 11 23:51:10 2021 GMT
maill.example.com>

’fjii)zﬁ oidcconfig ﬁé%}tﬁfu?ﬁ:%
* £ AsyncOS API [ #EF# ¢ ERCE OpenID Connect.
o JHIERHE2E M 2% _F %) OpenlD Connect fit & 1% i .

* fi&, 2359 1T
* SR . 5 359 0
7wl - A AsyncOS API IC & OpenID Connect. , 25 359 1L

7t - B3 A X <1 f) OpenID Connect Fit ¥ % &, 55 360 L
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<51 - 73 AsyncOS API . & OpenlD Connect.

LR oRf AT LAEH oidecontig A AR IE 24 AsyncOS API it & OpenID Connect.

maill.example.com> oidcconfig

Choose the operation you want to perform:
- SETUP - Configure OpenID Connect for AsycOS APIs
[1> setup

Enter the value for metadata URL

The metadata URL is used to fetch the OpenID Connect configuration metadata. The metadata
is used to validate the access token

[1> https://maill.example.com/adfs/.well-known/openid-configuration

Enter the value for "issuer"

The value must match the issuer claim value of the access token when validating the access
token

[1> http://maill.example.com/adfs/services/trust

Enter the value for "claim" that contains role information
The value is used to retrieve the role information from the access token.
[1> CiscoMaillAPICaller

Enter the value for "audience":
Use a comma to separate multiple values
[1> Role

Do you want to create an external group mappings? [Y]> yes

Choose the operation you want to perform:
- NEW - Create a new external group mapping.
[1> new

Enter the external group name to map (group names are case-sensitive):
[1> role map

Assign a role to "role map":

Administrators - Administrators have full access to all settings of the system.
Operators - Operators are restricted from creating new user accounts.

Read-Only Operators - Read-Only operators may only view settings and status information.
Guests - Guest users may only view status information.

Technicians - Technician can only manage upgrades and feature keys.

Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.

o Ul b W NP
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[11> 1
Mapping for 'role map' to 'Administrators' created.

Choose the operation you want to perform:

- SETUP - Configure OpenID Connect for AsycOS APIs

- DELETE - Remove OpenlD Connect configuration settings
[r>

maill.example.com> commit

Please enter some comments describing your changes:
[1> changes committed

Do you want to save the current configuration for rollback?
Changes committed: Tue Nov 24 06:39:45 2020 GMT
maill.example.com>

15 - B BB 44 7 < B9 OpenlID Connect fi2 & 1% &
EREF, A LUEH oidccontig Ay A MM BRI IR 5 L ) OpenID Connect it & 1% & .

maill.example.com> oidcconfig

Choose the operation you want to perform:

- SETUP - Configure OpenID Connect for AsycOS APIs

- DELETE - Remove OpenlID Connect configuration settings
[1> delete

Are you sure you want to remove all OpenID Connect
configuration? [N]> yes

Choose the operation you want to perform:
- SETUP - Configure OpenID Connect for AsycOS APIs

[1>
maill.example.com> commit

Please enter some comments describing your changes:
[1> changes committed

Do you want to save the current configuration for rollback?

Changes committed: Tue Nov 24 06:52:55 2020 GMT
maill.example.com>

){%HEIB#I:W;EEIL»?*I’?%M\%H'EHE ﬁk

csaconfig

"

* csaconfig , % 360 71
* csastatus , % 362 T

* csaupdate , 3 363 UL

ik, %361 W
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csaconfig T T
o PEMBAFIOC b E R 224 B 2 ik 55
s B “CHEE AR FIRTEAEE.
s BB E S sIEE.

R b PR 7
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HALIBAS: Mar S A SRR B SA

w5 - FEERE M X £ A Cisco R = RAA R AR ST
PEBLFZRBI, ST LUEH csacontig > enanle TAr4EMBER [ Cisco %A AN Z RS .

maill.example.com> csaconfig

Choose the operation you want to perform:
- ENABLE - To Enable CSA Service
[1> enable

Available list of Servers:
1. AMERICAS
2. EUROPE

Select the CSA region to connect :
[1>1

Please enter the CSA token for the region selected : de7c55f3ffe94dfb064642

Please specify the Poll Interval
[1d]>

maill.example.com> commit

Please enter some comments describing your changes:
[1> changes committed

Do you want to save the current configuration for rollback?
Changes committed: Wed Nov 11 18:14:59 2020 GMT

maill.example.com >

Cisco % 2B W 3 Async0S 14.0 CLI Z:£357 - GD (E#EE)

ST A =M E U G, 704l dHEHD .




B 70 -sEssssrsnzniaEs

7,|_T1§IJ = QEEE:-\\_E'-—T*EE ﬁlj%ﬂl]liéﬂﬂn Js8

AN
<

e |

EU:FH?@MJ, ’J‘TUJT}EH csaconfig > show list %ﬁ\ ﬁ% “Eﬁﬁjﬁﬁg” ﬂ%ﬂ@ﬁégﬁﬂgﬁw

maill.example.com > csaconfig

Choose the operation you want to perform:

- EDIT - To edit CSA settings

- DISABLE - To disable CSA service

- UPDATE LIST - To update the Repeat Clickers list

- SHOW _LIST - To view details of the Repeat Clickers list
[1> show_list

List Name : Repeat Clickers

Report ID : 2020

Last Updated : 2020-10-20 11:50:23
List Status : Active

T - EHEE A HIEFTIR

FE B, T MEI csaconfig > update list §-iy X B AL KU P AR PAT #4275 S 0T T 2

maill.example.com > csaconfig

Choose the operation you want to perform:

- EDIT - To edit CSA settings

- DISABLE - To disable CSA service

- UPDATE LIST - To update the Repeat Clickers list

- SHOW_LIST - To view details of the Repeat Clickers list
[1> update_list

Machine: maill.example.com An update for the Repeat Clickers list was initiated

successfully

csastatus

o fiik, 362 T

o fEHTEN , 5362 1L

o il - IR Cisco 22 A AL AT IRA , 55 363 L
Ik

csastatus fiy& T B C2e 4 BANZHAF 1Y 24 h0 BAs

(EJEENED
B35 MR AW “HRA. 7

BT i T =M SR GRESR. 4. WAL .

BB S My AR PR .
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5 - B 7R Cisco &£ B FNZH A HY H BIAR A
E_FF]”EP’ csastatus fifi {ﬁﬁﬂ:ﬁT Cisco ;z%ﬁ‘ziﬂéﬂﬁﬁﬁélﬁuﬁ)ﬁ!—‘

mail.example.com> csastatus

Component Version Last Updated
Cisco Secure Awareness Config 1.0.0-0000001 2 Jul 2018 04:22 (GMT +00:00
Cisco Secure Awareness Engine 1.0.0-0000001 2 Jul 2018 04:22 (GMT +00:00)

csaupdate

o IR, 5 363 1T

< AEHEOL . 2 363 T

« 7Rf - FANURT Cisco LA KA , 5 363 7T
ik

csaupdate i v 4 FTF3h 5B Cisco 4z BEndi:.
ERRE
B WA “Ha, 7
BEEE: WA THTIA M ENE (FEE. 24l HEPD
HEACER A S iy S A SR AR PRS2

5 - FEE# Cisco &2 & BLAN4AH
LRIt AT csaupdate fir 2 T30 8 Cisco A AN 1

maill.example.com> csaupdate

Requesting check for new CSA updates
maill.example.com >

BIl3& X HEFI SR
{iF] filehashlistconfig AT LA FHR/E:
© WULFAE 2 SCHFI SO RO 8 B i SCAHRLS 5113 - MDS B SHA - 256,
OIEE SCHHHE 51 22 AT Y 25 Ik D82, UGl B 55 i SO0 DE G 1) B 1 S R A T A
o QUEE SOOI 2 LU SR BV (ETF) DiRg B4 s14 .
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filehashlistconfig
* diik 3 364 (0
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Filehashlistconfig iy & M F:
© HUUTE— SR SCAF RO BB SCAF TS 5113 - MDS Bl SHA - 256,
QU SR PR LLRC B A A g ds DO 5 5 e SCAF RS UL IE R B (R I AT #R A
o QUEESCAFRES IR DUAE SN OIS (ETF) DhREMIHISPA1IEK .

EATFER
R MWar S wE R .
EHEE. e TH T =M ENEE CRBE. 204l HEPD .
HEALIB AR L U & AN SR AL HiA% .

T - B ST HETI TR

EMT%WEP» @Eﬂﬂ\ff}iﬁ filehashlistconfig ﬁﬁéﬁﬂ@lf#ﬁﬁﬂﬂi%o

maill.example.com> filehashlistconfig
No file hash lists configured.

Choose the operation you want to perform:
- NEW - Create a new file hash list.
[1> new

Enter a name for the file hash list:
> test file hash list

Enter a description for the file hash list:
> Test File Hash List

Enter the type of the file hash list:
1. MD5 checksum(s) only

2. SHA256 checksum(s) only

3. All of the above

Enter the type of the file hash list:
[3]1> 2

Enter a list of file hashes separated by commas:
(e.g.: 753710fda3dc815e26c£7d2094d417aab6426b38b99f14e9dd53129e37506e45)
> 753710fda3dc815e26c£7d2094d417aab6426b38099f14e9dd53129e37506e45
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File hash list "myhashlist" added.

Choose the operation you want to perform:

- NEW - Create a new file hash list.

- EDIT - Edit an existing file hash list.

- DELETE - Remove a file hash list.

- PRINT - Display the contents of a file hash list.
1>

maill.example.com> commit

Please enter some comments describing your changes:
[1> Changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Fri Mar 12 13:57:52 2021 GMT
maill.example.com>
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