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Figure 1: LDAP BL &
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Firewall i
: / f with LDAP enabled
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= -
HELO ”
= e Lo

DC=example, DC=com

+ Recipient email address (local)
* Mailhost information

* Mail routing information

* Group information

« SMTP AUTH

1. Ki% MTA iid SMTP KR A ik 2 A AT F2

2. HBfEM K ¥ i R TR (System Administration) > LDAP Wi (&{ifi it 425 1dapconfig
fr ) A E LI LDAP JIj %545

3. ¥i M LDAP H i, i ARG /E RS &R (System Administration) > LDAP T (Ek7E
ldapconfig fix ) & SCEHTWTRE A8 H 1K A if

o WREHE % i 258 B AN Rk, B8 4 2 5 R (]

o HBALFFE 26 E 28T SCAE N R AR S A FE L

s IRIBAE TS From:. To: A1 CC: HEAAE K
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Note w2 0 S TC B i B B 2 A LDAP JIR45 a0 X REMOR, ] DATCE T T 57480 1wl b e ) ot
(1) LDAP fiL'& LA . A7 I 2> LDAP R4 43 WPEAE B, WS K AsyncOS it & o8 H 24
LDAP Hr%-#5H0 A i H, on page 44
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K155 L, on page 4.
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Procedure

TER S ERR (System Administration) > LDAP Ui |, .50 LDAP BR 55 25BC & X4 (Add LDAP
Server Profile).

NS5 A IO B S 4 FR

i\ LDAP JIR 45 251 EHLA .

AU 2 A EH1A4 DARC B H T i U) 4 sl 41 4805 1K) LDAP kg5 ds. HIZ S0k 4%H. 1
KIEAE R, 1EZ ¥ AsyncOS BLE A5 2> LDAP JIR%5 23l & Al H, on page 44,
RS IGUF Fik . w LM 42 G 0y B0k Bl R o H - A R 1

1E$F LDAP 4552874 :  Active Directory. OpenLDAP ¥ “ 4naiHAh (Unknown or Other)” .
BN 15

X T Active Directory BUAT AR/ ILABNMR S AR, BRS04 3268 CAMEEH SSL Hf) 13269 (fiff
A SSL i) &

X T Open LDAP JIR45 #4258, RN 14 389 (ANEH] SSL i) Al 636 (f# ] SSL )

fii N\ LDAP Jlx45-#% 1 2E6l DN (R[22 HEAFK) ©
W E s A RS AT B R UE, W 4 2 B BAT IS 4% H 5638 DN il , 5
FH P RS R BN e 51, FLRBE sk joe@example.com. B K4 HISMIFLL R4 H -

uid=joe, ou=marketing, dc=example dc=com

WFEAE S LDAP iR 55 #3855 I Je 7566 H SSL.

Note [AI3% - 497 “LDAP 4R & ” (LDAP Global Settings) T %+ T “HUE LDAP A5
ZHUETS” (Validate LDAP Server Certificate) £, JfHAE “SSLACE ” (SSL Configuration)
WE UL G H T FQDNSGUE]: R RG-Sl B A e “ A4 HK” (CommonName).

“SAN: DNS #Fk” (SAN: DNS Name) ‘7B 80 & [F I A2 7R, LA AJE 4 FQDN #% 3K,

Note [AJ3% - 147 “LDAP 4 /R E” (LDAP Global Settings) VUi rhik#e 7 “HiE LDAP 55
#8UEF” (Validate LDAP Server Certificate) 250, Jf H7E “SSL it ” (SSL Configuration)
WE I AT X 509 Bkl f6 A iRk as ik 24 5k

fE “Fg” (Advanced) TV, HIAZEAFEAFI ] . BLAE AR IR B R A7 IO G
B N DR B G2 A7 2% H I o KA

Note 2B A7 42 LDAP IR 55 28 AT 4EY . W 2 B 2 > LDAP R554%, W DAZI e E S /NP LDAP
AME AR R TERE . UEAl, G A S A RS R R IR A R v, U A T R
SRR L MR

PNl pEeE? S {8

o R HET S EII BT S LDAP IR S5 A5 B0 E S, X EeE RS o A fE L8 H ) LDAP JIR%5 2%
o i, WARAECE 10 N R ERST Hil T = G RS xE AT 718491, ) AsyncOS 2
S54GRS A 10 MR, SILEEST 30 MR
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Note BRIt RIEBSESE AT LDAP 2r [ LDAP &8, (HI&, G5 7 I i 44 b 2 X A
F LDAP S35 0F,  TUISPE W 5& n] B2 41 IF 3 2 7E 4%

o BT DAMC B IE$: LDAP R 55 a3 i A5 E B2 1 B jy U A8 i B R ) (BB o TEEFENT 60
86400 2 [] HI1E

Iy RS %R (Test Server) # I MR 55 2% 3% 82 . WIRIGHEE T 21> LDAP g5 4%, X
YEJIR 55 SR A s AT IR . MR S5 R BoRAE “EHSIRA” (Connection Status) Bt . A XKTELNE
WEZ R LDAP it 454%, on page 6.

T AR A N A HE I RS P BOR G A . nJLUERE “$5%” (Accept)s  “H%H1” (Routing).  “fh
K" (Masquerade).  “4” (Group). “SMTP L 5iE” (SMTP Authentication)  “ AL} 356
iE” (External Authentication)s 3 3% MEA4F 25 X 5 2 FH 7 S B0 AF 7 (Spam Quarantine End-User
Authentication) F1 35y 3% HEAFBE 25 X 1 44 & FF” (Spam Quarantine Alias Consolidation)s.

Note B ARVR ML R S s e Bl R 36 B PE I IZ 4T LDAP B0y,  AAZ0AETE 24 I A e b Ja )
LDAP #rifl. f5VEANME R, 1S5 ] LDAP i) DLAERE 2 iV F2 5 1247, on page 6.

Mk f K i (Test Query) F LI E

AN SHOF L “1B4T7IE0” (Run Test) MHALE R WRTE “EFHAIRZ” (Connection Status) “7- Bt
o B A R AT K, 1 R T (Update). A OCTEAN S B, 1S K LDAP
AR %5 %%, on page 6.

Note WIACKE LDAP iRk 55 a3 i B0 SevF 5 25 S A T 4052, Ay mT A P 2 o 5 B It

AT FHA AT L

Note RO ERMCE IBCRAZ RG], (R AU RE & RS a s — M N2 — ik
Hiv — MR — A A

l)r”h—t LDAP Hﬁjj AN

HEHT “Us /49 LDAP IR 45 as e &S0 i By <Ml ss & 7 4241 (8 CLI  Idapconfig T4
i test -ir4) WAL LDAP k4525 MIEH . AsyncOS BEED W —400 5, Ui W] 30 e g5 4 i 11 1134
PR IR R IR T 2 6 LDAP [ld54%, W AsyncOS 2l EE 6 iR 554 I s 254N It
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.
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* NCE LDAP & iff#) 42 5 1% &, on page 7

* G5 LDAP Al 45w lic & SC A7, on page 7

s TEAILMIWT R 5 LDAP #51f], on page 8
* (e TR P LA H LDAP #5if], on page 9
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Procedure

$IB1 /ERFKEIE (System Administration) > LDAP Tjfii I, #ii4mi8i&E (Edit Settings).

W2 EFHT LDAP Mim K IP #:0. BRINTEOL T, WRARM D& AahiE &4 0.

B3 P T LDAP #1001 TLS iEF GHik M4k (Web) >iES (Certificates) 7 [fiik CLI 1 [f) certconfig
ATV TLS SERAEFIR P4, WS 5N 5 AL MTA G 8EERD .

PR A WIRELE LDAP RS EHIETS, 1R FEIE ik

FIS PRATHIN

£lJ3Z LDAP AR 55 =2 BL & XX = 171

£ RES, “RKEEEH” (System Administration) > “LDAP” T [0 F 4 Z 45 52 21 i 44 P9 5%
& X LDAP JIzd5 &, FFAWBIEAILSZ it A Db he il & A if

N

Note

LDAP #8147 60 P& He 240N (55 DNS #r4k. EEA L, DURWSEH, MM oCH &
SRS ED o« fEH—IRRUG, AsyncOS 233 RIFF IR 2R — IR 45 & b HAB =L Cln SR B
SRS RIGE T2 LEHD o« WSS AP A DTN AsyncOS Sgka: il 1 3

ISne

o
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Figure 2: Tt & LDAP FR 5585 B & 3014 (1/2)

LDAP Server Settings

Server Attributes

LDAR server Frofile Mame: | [FobliclDAr

Host Nama(s): | [myldapsarver axamplecam
Furly quslified hostname or IF, separate multiple sntries with & comma

Authentication Method: | O Ananymaus
@ Use Password

username: [onsanonymens

Server Type: (2) | [ active Directory &
port: (@ | [32e8
Base DN (2 [qcmzwample, demcam

Connection Protacol: | [] Use 55U

< Advanced: | Cache TTL (time-to-live): 00 Seconds
Maximum Retained Cache Entries: 10000

Maximurm number of simultaneous connections for each host: |10

Multiple host aptions:
() Load-balance connections among all hasts listed

O Failover connections in the arder listed

Serwer Aftribute Testing: | Test Server(s)

B 4%, A myldapserver.example.com LDAP R 55 %35 /EWEFK “PublicLDAP” . EHEH =K E N 10 (3R
WMED 5 T HZA LDAP k554 CEHL SIS Hkmior (r B ECA R E . v BLE 4R gt — AN HE 5
SRR ATRINE, (EIEALIRE 2 THL. AR E 1) B 1 3268 (BRIMED o Tt TNl KREH
SSLE AR L. & X T example.com [{]3E£ 4 DN (de=example,dc=com). Z& 71735 I 7] 4 & 4 900
b, 474 B i KECE K 10000, 17 H G 3 5000 77 7150 8 208 o

ESCT T WA N2 WSR2 . AR BT WA AR KNG, s 2058 48— BI04 REIR
[7] T 1R 465 R

Figure 3: Tt & LDAP FR 585 & 3014 (2/2)

Accept Query

Mame: | [publicLDAP accept

Query SUING: | [ yAddresses—srtpr{at) Test Query |

Routing Query
N T a—
Query Strind: | [ il acalAdaress=1a1] Test Query
Recipiert Email to Rewrite | [naiRoutingaddress

the Envelope Header:

Alternative Mailhost Attribute: | [(zilHost

SMTP Call-Ahead Server Attribute {optional):

This sttribute is used only if an SMTP Call-Ahead server is configured, Go to Wetwork = SMTP
Call-dhead,

14 Masquerade Query
Mame: | lpybliclDAP.masquerade

[(mailRoutingaddrass={a}) Test Query
attribute Cantaining Externally visible Full Email | Fgiiocsiaddrass
ad :

ress:

Query String:

Do you want the results of the returned sttribute | & yas
to replace the entire friendly portion of the | ) g
ariginal recipiznt?

FEARTiEF EEH LDAP £if]

FEAGI, AIAIWFFLF “InboundMail” 37 4Kt LDAP il ] TP N2 Behh, Wik N2
BoE N £ SMTP il Wil kA (A RPRANS R, T2 B B2 2l b AT e f NI IE, onpage 18)
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Figure 4: TEMATIEF LB IEZ R A TR

= LDAP Queries: | ¥ Accept

If the

SMTP

b Routing

b Masquerade

b Group

wrmuviiesramwar s |

Accept Query: | exampleTest.accept ¥
O Work Queue

Mon-Matching Recipients: [Eoince

{%} | sMTP Conversation

LDAP server is unreachable:

& Allow Mail in

(& Drop Connection, return error code:

Code: [i51

Text:  [Temporary recipisnt validation er

When the Directory Harvest Attack Prevention threshold (maximum
invalid recipients per hour) is reached:

Code: [s50

Text: I‘I’oo many invalid recipients

Drop Connection if the Directory Harvest Attack Prevention
threshold (maximum invalid recipients per hour) is reached within an

conversation.

EE R EF /SR LDAP &if]
FEAMI, L IBIEST “OutboundMail” TH A4S LDAP Il F-oh%s. thakm FBass: “ R

EN” (From)s “WHEN” (To). “H#PiE” (CC) F “[H&E” (Reply-To).

Figure 5: TEMATIEF LB AhR TR

= LDAP Queries: | I Accept
b Routing

= Masquerads

» Group

Addresses to Masquerade:

[] Envelope Sender
From (Header)

To (Header)

CC (Header)
Reply-Ta (Header)

X} Microsoft Exchange 5.5 A% 58 37 33

AsyncOS 5 —MECELEIN, FTHI T4 Microsoft Exchange 5.5 $& i3 HF o W R AE B AR 1)
Microsoft Exchange, WIANTEZ T HILED, ZERLE LDAP fR475it, nEFIHIEAE 1dapconfig —>
edit -> server -> compatibility ?ﬁ/v\ (’TlﬁjiCLI ﬂm) '—l—'ﬁlﬂ%{?ﬂﬂ’@% “y” %Efﬂ Microsoft

Exchange 5.5 32§

mail3.example.com> ldapconfig
Current LDAP server configurations:

1. PublicLDAP: (ldapexample.com:389)

Choose the operation you want to perform:
- NEW - Create a new server configuration.

- EDIT - Modify a server configuration.

LDAP Zif] .
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- DELETE - Remove a server configuration.

[1> edit

Enter the name or number of the server configuration you wish to edit.
[1>1

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

[1> server

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Disabled
Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.
[1> compatibility

Would you like to enable Microsoft Exchange 5.5 LDAP compatibility mode? (This is not
recommended for versions of Microsoft Exchange later than 5.5, or other LDAP servers.)

. LDAP i)



| LoAp =g
stzzoap i

[N]> y

Do you want to configure advanced LDAP compatibility settings? (Typically not required)
[N]>

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Enabled (attribute "objectClass")
Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

(1>

A2 LDAP &if]

{F LDAP RE-2S M0 & SO A 8 EPAT R MR AR LDAP B3 — N4 H . 7E4)E LDAP & if)
i, 20U N LDAP IR 4528 02 hiivk. i, M Al Bk T e o HER 2 T LDAP H %R
S5 R IR S, R e AR I R A E RS R T H Sk DA AL B S B UEE i R

X EM
* LDAP #if][)98 2, on page 12
o SEAWIX 5l 4 85 (DN), on page 12
* LDAP #ifiifii%, on page 12
* ‘%4> LDAP (SSL), on page 13
* % £ i) (Routing Queries), on page 13
o VRS il 44 40 2 ] LDAP e 454+ , on page 13
* i LDAP 75, on page 17
* % LDAP JIR %5 % & 2%, on page 18
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B e simmxn

LDAP &ifay KA

s EBREM. AXENEE, HS AT EWEAT I NRIE, on page 18,
s BEHEIHE. GXRFEHFEL, 53 Iﬂﬁ)ﬂﬁ%ﬂﬂ%‘ﬁhﬂiﬁﬁﬁ%ﬂ7/\H*Tiﬁjijk on page 20.
EBHRINEEIE . ARG R, ES PR AR i A Sk
s hiEEE. FXRITAGEER, EHS lﬁ‘]ﬁ)ﬂ% LB S AE 3 R AT N, on page 21,
< AT, KVEYNE R, ISP 4] LDAP Ay Wk N2 5 h 41 57, on page 22.
« EFERER. ARVEAME R, 5SS HIE LT 500 &g 2085 € 18, on page 26.
« T, AXRTFEAER, IHS TS AT — 541 LDAP i, on page 27,

R RAA LLR B ) E A
s BREEMBL. AXHE4E R, 1ES0 T i LDAP £ ifl, on page 2.
* SMTP SA88E. A XHEAIE R, 1HSHECE AsyncOS #HT SMTP & 43 5% 1iF, on page 30.

s SMEREHAIIE. ACTEANME R, WS H I E SN LDAP £ % E, on page 38.

s WIREMAF PR R X RAR P SR EIEER . AT, 1S P BRI PR & X ) s 2
AT B 43 5 1UF, on page 41.

s WK R E XA B EE TN, AR, 5SS B D0 44 85 A, on page
42,

€ A R A WIE ] TAER G LB R PT A OUr RE)7.

E A X 7] &R (DN)

H KR GOMNFR A HEA . AR BFRA DN (7384 F5) o Active Directory FI5EA DN S (LUK
F& 1 RFC 2247 IIFRAE) 238 DNS S84 4 384 i 70 (de=). #illl, example.com 554 DN
de=example, de=com. TH{FE, DNSLFRIEEANT A IHLINT R R X 0] G BiA 23 i e &
() LDAP %% .

W H SR 2 AR, WA eSS R IANME hy & i N 5> BASE. fEAIF, EfC'E LDAP R
KA VEE N, A DN W E N “IL” (NONE). {H)E, XS RECRIET .

LDAP &if]iE %
SVF LDAP Biferh (EF1Asks, T FRGEANE] . ON A DC IRERIK 4 KN

Cn=First Last,oU=user,dc=domain,DC=COM

J WA LRI 4 K/NE, HAalZil S LDAP SEMEICHC A BEIE % TA4E. filtn, 7Ednes i
A mailL ocalAddress $4 47 [ 25 ) A [A] T4 A\ maillocaladdress $147 1) £ 1 .

X ER
* &4 , onpage 13

. LDAP i)


b_ESA_Admin_Guide_14-0-1_chapter34.pdf#nameddest=unique_1296

| LoAp =g

S
0] LAZE LDAP Ay A i F DL A poi
s {a} I % @ii4
 {d} W4
* {dn} W] X5 2 FK
o {g} HHAFR
s {uy HP 4
* {f} MAIL FROM: Hhhil:

\}

Note  (f} & M{NAEHSZ AT A AL

Wi, AT RS BUR A %52 Active Directory LDAP R 252 (K B 14«
(|(mail={a})(proxyAddresses=smtp:{a}))

Note  7r it %% I3 Fl LDAP DhREZ F, Cisco Systems 582U AL “LDAP” W iyl thfe (B
ldapconfig M4 1) test 4D KM T A fif), JHafRiRPITIZ R . A CTEE
B, S LDAP £, on page 17.

%% LDAP (SSL)

W LLE7R AsyncOS 7E55 LDAP [ 55 as i (I 1] SSL. WiSAK: LDAP Ji 5545 i B S e & 0 1]
SSL:

* AsyncOS #fif F i@ ik CLI #[1 certconfig At & (1) LDAPS UEH GEZ G A4 E )
Al REDA ARG LDAP IR 45 #Bc &k SC - H LDAPS AIE 15,
o WIRARNKLE LDAPS UE1S, NI AsyncOS H4Af 7R UuE 1

i% & 14) (Routing Queries)

LDAP i i & A s A BRE # ihoe e b Bda s . (22, AsyncOS 2o Brfigdh 2 %5 K LI 1E
T PRAG A HREAT %

SRR Fim e 2 48 £ £ LDAP AR 55 25
AR ERLE LDAP R B AV 7. (B, 2Pl 4 90 B B 7.

A KHBCE Active Directory PLSCVFRE 44 A I B AA U], 162 B LA URL 1) “Microsoft AR L&
-320528”

LDAP Zif]
I
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LDAP &1 |
B =zsvniss

http://support.microsoft.com/default.aspx?scid=kb%3Ben-us%$3B320528

s, ATURE A AT RILE TR O RAEMRAT AW, TAZITIT LDAP H iRk LA
MATAR 75 ) S HEA T B 44 259
PEACSEAAH N D BRAOHG B, ol 2«

* G0l 'E Microsoft Exchange 2000 IRZ5 28 A T “BE4” G40I6ILE.

* Qi 15 % Microsoft Exchange 2000 Al 454 L R iF “BEX IR

s WEH] “BERIPE” I “BER” B RUFEE AsyncOS ELA Microsoft Exchange 2000 fli45#%
% LDAP % .

WhZNi k) Microsoft Exchange 2000 i 45 25 2 (A5 e AU, DUME AF “BEa” Bk “BE 90w ” S0 5iE,
AT AL P R AE . 2 LDAP 20 FH T-fie i N SMTP M G A NIBAE A 2y, B R
wWHM.

X ED

* B4 Sy B IE S, on page 14
* Active Directory [ 44 40 & % &, on page 15
* Active Directory St B, on page 16

EASHRITEE
TR B E B, AT DURHRY 2 S B A4S Microsoft Windows Active Directory H ACZE & 4 B0 IE (1)
Active Directory Fl Exchange 2000 R 4545 A if]. WIRAHEARVF “BE4440%” F] Active Directory, 152
% Active Directory [1J [ 44 4 & % &, on page 15.

Procedure

LB g M Active Directory AR
] ADSI Edit 45 B 20k LDP SRR, 2B LA R Active Directory X % J& Ik IR PR «

o BRI FLREAT A I kA 44 R SO
o AT BRI A R R AR I T AT OU A CN X 52

RS T BN BT A A T T AR .

RPRMER | R fkx TPRAEEY
Fr N | P EaS AO0E X5
N | S AR EAREIAOE JPIE
FAT N [ BRERAIE R EVAPSE 3 Rtk
TN | BRI AT | Y 0 5 Frt

. LDAP i)
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Active Directory RIE 2 H IR E .

HIR 2 W'E Active Directory B

* 77t Windows 2000 S #F T_H ' [f] ADSIEdit.

* $k 518 452 £ T 32 (Domain Naming Context) U392, S0 EJe A5 551 LDAP B{4%.
o e A & £ T 32 (Domain Naming Context) SC/E3, SR )5 #aili @B 1% (Properties).
« R4 (Security).

MR (Advanced).

- RN (Add).

s i P& (User Object) “Everyone” , #RJ5 H.iifBE (OK).

o« HANBR RS (Permission Type) L1 .

« Juehi B2 A E) (Apply onto) HEH 4k (Inheritance).

o B DL R ALBR (Permission) STV “ i (Allow) S IEAE.

SIE3 PCE BRHIBLE M
1§ F iy 247 F4H (CLI) 1 #) 1dapconfig QLS N AIM5 B LDAP iR&5#84H -

* Active Directory ¥, Exchange I} 45251 F A4
* U I 3268

« St 4 B SCULEC ) 3EA DN

B G Or RiE2E Y

Active Directory BIE Z 4 EIXE

TR R BEE B, a DURHRE & B 3241545 Microsoft Windows Active Directory H' Active Directory
1 Exchange 2000 JIl 4525 (1) [ 4 48 2 £ . Active Directory I 4585 [ 44 48 52 K5 & 3% 1] 7 44 anonymous
H#M R

)

Note 4 L FEAN%5 6 %2 3% 3] Active Directory 45 %8 H R E A 46E, WA 50AIE AT fig 2 R

Procedure

L1 i FTFE M Active Directory £
il ADSI Edit & 2 #.y08 LDP SEH PR, S4B M L Active Directory X % J& P AR o

o BRI FLREAT A A sk 44 R SO
o W ERYE LA EAE S AT M BTAT OU A1 CN X4

AR EIR T E IR PR A I T AR

RAPA% PR 4R A R PRZEE
ANONYMOUS LOGON | 5] ths py 7 P S e

LDAP Zif]
I
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. Active Directory SZjifE i AR

RPxg PR or 7% PR ZEEY
ANONYMOUS LOGON | % 11 Py %5 HLVBALRIN G | 0%
ANONYMOUS LOGON | 5 Hi 2 $E 4% &L RIVAbSE Rt
ANONYMOUS LOGON | {52 5 e 3if B RE TR | 7 % % Rtk

IR 2 WE Active Directory F R

* 771 Windows 2000 32§ T H '] ADSIEdit.

* $kFiH45& £ T3 (Domain Naming Context) S0 3¢, It 538 ) LDAP ##4% .
o Ao e Ay & £ T 32 (Domain Naming Context) SC/E3¢, SR 5 #iili B 1% (Properties).
« R4 (Security).

* M E% (Advanced).

- WL RN (Add).

« A AR (User Object) “ANONYMOUS LOGON” , R it E (OK).

* AR ZEE (Permission Type) i1

« #uifi Rz FE) (Apply onto) HEH {27 (Inheritance).

o Pl LI AR (Permission) X M () f23F (Allow) S IEHE.

HYR3 HCE DR R 5

I RFEEIR (System Administration) > LDAP 51 (& CLI "'} 1dapconfig) @& FHIfE E
(] LDAP g5 %4 H .

* Active Directory 5% Exchange fIlt45 #% 1) M1 44

* %iig 11 3268

o HER 44 R SCULEL ) 3EA DN

o EETEMME S KUY, {FH cn=anonymous 1E 4 FH 7 H 205 04 7%

Active Directory 3215 Bf
* Active Directory i 5575 75 i 1 3268 #1389 [ H:52 LDAP %z, HI-T- U5 R4 o H s BRI g 112
3268.

* Active Directory lx45#5 754 [1 636 Fl 3269 |-#:52 LDAPS & #;. Microsoft 7 Windows Server
2003 J W A4S b SCHF LDAPS.

o HISAY O S R e B A O 4 S H s R teldss il s, USRS [A]— &5 R 25 28 5 AN A () B A DN AT
]

* & Active Directory "1, FJfgT5 54 “Everyone” 41#%F %) H sk X S 2 BUBUR , DA S B a 1h
AW, X AR A4 E T SR

* W, {EVFZ Active Directory S mail J&PES& H (R A VLALH “ProxyAddresses” J&MES
FIH .

. LDAP i)
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mix ap =i [

o FEAH B FP A AH B ) Microsoft Exchange I35 18 AEAR b 2 18] 4 4, AN4 i eh [0l B g
MTA.

iz LDAP &if]

A FHARRAN USR0S B “ V8 N LDAP IR 45 #3 B & 3/ (Add LDAP Server Profile)/ “#wftt LDAP Jit
2% BHLE SC/F” (Edit LDAP Server Profile) TUH [ “ WA #) (Test Query) #2241 (¢ CLI H [ test
T2 KIMARXNTECE ) LDAP RSS2 0E). BR T BoRg5 124k, AsyncOS i /R A3 S A i 4

AR EEA B BN S

] AR A 2R

ldaptest fir % ALAL iy & A TE AR AL, 4t
ldaptest LDAP.ldapaccept foo@ironport.com

WAL LDAP JIi 5 &% B ERT “ EHLA 7 (Host Name) 7 BehiiA T 2 A FML, WIHBPE R 23 AL R4

LDAP 4528 s A

Table 1: iz, LDAP & if)

iR R4 A TEL (PASS)... R A A ETEL (FAIL)...

Wk Nz (B2, Pz s E W AT 251l ZEIR IR [ B

ldapaccept ) P T 27 & SR, DHAP:
ERE

% H ARG A vh) T AT % F Ak b PR IRAE o

( E% EE ’ ldaprouting)

Ths (Ph3g, masquerade) Ak 252 b TS A

AP A SR A R A X AR
o

A A Sy (A,

s e R A “true” .

Sy MBAE I pE AR M) “ false” .

ldapgroup)

SMTP Auth M LDAP 5 BRI 5T, IR | R AHEATEMHTIILA, SMTP 4
(SMTP G4 5iiF, HHT B0 0AE; K4 SMTP & | 4rAiF 2438 I

Smtpauth) /fjj\%iIEo

AN G AP UL (externalauth)

MR HRE . Il S Y
RS 34332 [B]“ match
positive”

AR E . H Al s 2
151 54353 5[] “match
negative”

7 I A O 2 DX e 2% D ) B

ﬁl\f%ﬁﬂ_ (isqauth)

F e Pk IR A “match

positive”

AT E LA, )
B3 Bk SR

57 3 S P 12 DX 4 A

(isgalias)

EAEIVER SENINRAY e BTSN $ES
B (P bk o

LA B R PB4 £

LDAP Zif] .




LDAP &1 |
B 25 onr s iy

\}

Note A ifyfi AR L FRIX /3 K/, HLAZi5 LDAP SZiEVC R A BEIEH TAE. B, 7E3Rfibi
A mailLocalAddress ?ﬂﬁi E‘J %1@’{!?@)\ maillocaladdress ?;L’ﬁi E/‘] ﬁlﬁ]z%/f\ ]ﬂ EI/‘] o Eﬁ*%?ﬁi\\ﬁj ﬁﬁﬁu\
AT 1dapeonfig iy 4 1¥] test i 2 KM T A K DT A7 20 k), IR DR [B]IEAf 25 2R

HERR LDAP AR 55 2% & il P&

LA P DG TGV LDAP RS54, s R MR R —:

® Error: LDAP authentication failed: <LDAP Error "invalidCredentials"™ [0x31]>

® Error: Server unreachable: unable to connect

® Error: Server unreachable: DNS lookup failure
TR, PTRE TR R 55 A T80 T b N 1 08 1) i 1 sty 1 JGVRAE BT KA R AT, TeVEIE RS IR S5
A% . LDAP il 2% 2% 10  l ik viig 11 3268 5 389 {5 . Active Directory {4 F Ui -1 3268 1j i 71 2 Ik 45 4%
WA R B CHREIME R, 20 “PikBEEE” sk, ) 75 AsyncOS 4.0 91, #500
TiERE SSL 5 LDAP fledsasidifs ClE ML 636) MIhfE. A HEAIE R, 1ES %4 LDAP
(SSL), on page 13-
TN R R PN Y IR RS [ RPS S 1 8 8
ﬁuﬁﬂﬂ “{ﬁﬂﬂ/%?ﬁ LDAP H&%%&Eﬂﬁiﬁ:” ﬁ@iﬁ@ﬂﬂ“lﬁﬂ&%% (EZ CLI EP ldapconfig ﬁ“ﬁ/v\ﬁ'(]
test FAT%) WA LDAP JIR45 2SR . A7 R TEAIME R, WS UK LDAP JIk45 %%, on page 6.
WIRLDAPIR S 4 Joi2: 5 1)

« WIARAE TAEBANFIH 3 FH T LDAP 4252 Pheslik il WIIR LR OR B 7E TAERAS .

* GIAROR A H LDAP $:52, (HAERDIESR A A 7 Al A i) (SR &%), W IE SR KA A

False.

ERZEZEWHITIOEALRIE

T B PSR LDAP S50 B0k 2 ST BEAE A S A IS (72 A SRR AT
HBAE R F VA i TR B, 7E EStrtoet L BB B T ok & . T AR R A7 I/ L
P A7 R R SR O

Note facwy fie 75 BA L SRR IS E N ) LDAP $:52 A i) (941 administrator@example.com) o AJ DLW
A Vi (RAT) HRCE M BRCE . A CHCE I BCE IME R, TS0 “BLE MO LA —%

HXER
* Bz A7, on page 19
* & Lotus Notes it & 252 21 11, on page 19

. LDAP i)
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wzanzs |

EZ ARG
TR T AR,

Table 2: &} LDAP SCiE#Y LDAP B F R Rfl: 3

BHAA: Wt A BEIE
OpenLDAP (maillocalAddress={a})
(mail={a})

(mailAlternateAddress={a})

Microsoft Active Directory i&#ifl3x (I (mail={a}) (proxyAddresses=smtp:{a}))

Microsoft Exchange

SUnONE Directory Server (mail={a})

(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})

(mailRoutingAddress={a})

L otus NotesL otus Domino (1 (| (mail={a}) (uid={u})) (cn={u}))

(] (ShortName={u}) (InternetAddress={a}) (FullName={u}))

WA LARE 48 CIED o an R H seAE S SR LI A ek, WRZEEER A . e
A EN (uid={u}).

77 Lotus Notes it & &5 &5

IH7F &, LDAPACCEPT F1 Lotus Notes {7 {E¥ 75 i1 . 41 5 Notes LDAP £ HA W N @ LM A R :

mail=juserfexample.com
cn=Joe User

uid=juser

cn=123456

location=New Jersey

Lotus 234252 W N &R0 AS [R] 4 2B At bk i A2 18 e bk i, 5141 “Joe User@example.com” -
HAE LDAP P AfEAE. BlIE AsyncOS W] REFRANZITZH P (1) B A 200 F P Atk o

— AT BRI T S 2R R A HoAh A% XU Hu k. 151 R Lotus Notes B2 53 DASRTH 3 27 40(5 B .

LDAP Zif] .
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B srmmsnrmeszs s B

1% F & A E 1R ER 1 & X B 22 1~ B ARt

AsyncOS S F &y & (HE 2/ HishbR LDAP B H) o AsyncOS 2% I af M4 6 Ay 1 x4
A4 H AR R B B S 2E (B, recipient@yoursite.com 1 HES 5 i hy A ik 5

newrecipientl @hotmail.com F1 recipient2@internal.yourcompany.com 2§ KT SR o Mt &f
A I AE LA B A R e R ) 4 A

EPSE]

* B A 7R, on page 20

R E IR

Table 3: &1 LDAP X5k LDAP &if) 717 B R fl: R

THARS: % R B A R E A
OpenLDAP

(mailLocalAddress={a})

Microsoft Active Directory i@iflE | o] GEANiE

Microsoft Exchange

SunONE Directory Server
(mail={a})
(mailForwardingAddress={a})
(mailEquivalentAddress={a})
(mailRoutingAddress={a})
(otherMailbox={a})
(rfc822Mailbox={a})

Active Directory SEji 1] LEAT 55 proxyaddresses JEMER NI ZASH, Ha2 T AD 2K i@ PEE
%iﬁﬂc?’a smtp:user@domain.com, lH:lZi&TE%/jﬂ‘ﬂgﬂ: LDAP Et% HH/%UZTF}TEO /l\ E *ﬁiﬂiidz‘ﬁﬁ?f
BRI attribute:value X FEREEHE AT AH IR ) Microsoft Exchange PR30 & 7E 45 I 2 1] #%
HIMSPE, ANl Bl 4G MTA.

HXED
* H: MAILHOST #1 MAILROUTINGADDRESS, on page 20

B5H: MAILHOST #7 MAILROUTINGADDRESS

T A, MAILHOST FMEANGE R 1P bk & 2002 nl fEAT I M4 « I 5 75 2 358
DNSconfig.

MAILHOST X} T & &) 2 nl %m0 . Wi Rk E MAILHOST, M) MAILROUTINGADDRESS &
I

. LDAP i)
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EanzsnssEastA ]

ERMEEREEEHRZHA

D2 R MR S ) A 5 W PP A s AR N (AR e fF B MAIL FROMD Ll To: From:
/B CCAF LM —TINRE . IZIIREMT— M IS 12 SRVl A 2 AN U
o5 MR S TU\EHIWH*%E’J Frepr “PrEg” IR R PSRRI .

HXEM
* DA A Rl , on page 21
s Dhd% “RUEFAFR”, on page 21

(hEEia R

Table 4: & # LDAP L1 H LDAP R F & TAl. (hE

EHAR: (ES
OpenLDAP

(mailRoutingAddress={a})

Microsoft Active Directory I 3¢

(proxyaddresses=smtp: {a})

SunONE Directory Server
(mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})
(mailRoutingAddress={a})

fhie “R'IFB™M”

FE— LU AT, LDAP H S ds a5 SEBR T A7 S AF i ik sOAS s R AR s ik Ak, 7T REIE A7 fis
CRIFHBFR” o AsyncOS SEVFRAE AL “ A hrstbhit” OhefF B R AN CERHAR H BB ) R4 Sk
(’éﬂﬂ%)\ﬂilﬁﬁlﬁ 4, To:v Reply To:v From: 8{ CC: f53k) - RIME A L ik A0 55 A7 Rl Hudik
AV RR R 7T (i, 519 ZHRAES) .

MiE ik LDAP Er Al B Oh 245 Sk i, BAE v DLZE BEBC B S 755 AN AU IR 45 R &5 ¥ LDAP i
K g W, EER, MR T A, AR user@domain {4 H FEE AN CKUF4
FOEARERD

5H I LDAP fh3—FE, Wil LDAP BRI g B (KA TR AT , WAL KA

FIG R ThEE, SR P E AT LDAP A3 A ] GE “LDAP” JUHIEK 1dapconfig iy
A I, SFRAR M A “y”

Do you want the results of the returned attribute to replace the entire
friendly portion of the original recipient? [N]

LDAP Zif] .



B cma e samegEt AR B HERR

#wltn, #%EELLUN LDAP 45 H sl

LDAP &1 |

BE {& (Attribute Value)

mailRoutingAddress admin\@example.com

mailLocalAddress joe.smith\@example.com

mailFriendlyAddress “ Administrator for example.com” , <joe.smith\@example.com>

Wi S T eThag, ) (mailRoutingAddress={a}) [f] LDAP £ if] 1 (mailLocalAddress) ] {0h3$% & P4

TR e

[REatil (A WHA.  [AERBIESL hEBEHEGA
ik, EE)

admin@example.com KMHN:  “Administrator for MAIL FROM:

example.com” ,
<joe.smith@example.com>

<joe.smith@example.com>

{£F4E LDAP Eiffi EWH AR B HAEMK R

AT LAE SO LDAP [z 5% a4 B 20 LU & I E A2 15 LDAP H BT € SCIRIALI RO -

Procedure

S GJEE ] rept-to-group 5 mail-from-group AR IS HISAESA T4 16 Y S 2o 8 4% .

$£182 KRG, I RZER (System Administration) > LDAP T (&% 1dapconfig fiy4) AR 3K
HB A9 9 52 L LDAP JIk 55 2% - 0 2H 1 b e B 25

LR3I M (Web) > T2 (Listeners) 7l il (8¢ listenerconfig -> edit -> ldapgroup T

) TR R A A

What to do next

HXERR
o 175 )75 | on page 23
* B E A AT, on page 23

. LDAP i)
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wsiarg ]

HE TG

Table 5: &# LDAP L1 LDAP Eif)F £ Rfl. ¢H

EHHNEA: ¢H
OpenLDAP BRINTEDL T, OpenLDAP 32 HF memberOf J& . LDAP &3 5 nJ LA

R AR AL PG GRS ETI DI S

Microsoft Active Directory
(& (memberOf={g}) (proxyAddresses=smtp:{a}))

SunONE Directory Server
(& (memberOf={g}) (mailLocalAddress={a}))

B, B &R LDAP Haks “E85” A HIEA ou=Marketing. 7] LU 7 8k Ab BE DURE
kT RORIE L 8ok SRR G R D08 1 S AR AF i g 2% LI IS AT 504, JF H DB 2 M
0% 3 235 ] LDAP A4kl .

BLEHEA
PTG, KRR BIOIBA (Ut LDAP 4L “3585” Bz 30 K41 I L

marketingfolks.example.come

Procedure

W o, ORI JE A LI 5 2 7 B B AR T C AR WA AT A« ZEAR I, ]
mail-from-group MUMGIEE T ik yEa% . HAFEH K AEATLE LDAP 4 “marketing-groupl” H (1) FirA7 W14
HR I ik g AR LA T g (I8 a1t-maitnost #E)

2% 54y 7B B (groupName) B AE I8 2 FhE L. 41JE T “ groupName” 48 I marketing-groupl
7 o

mail3.example.com> filters

Choose the operation you want to perform:
- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
MarketingGroupfilter:

if (mail-from-group == "marketing-groupl") {

alt-mailhost ('marketingfolks.example.com');}

LDAP Zif]
I



B ==ssu

LDAP &if] |

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>

%?9%Hwil—from—grmq>$ﬂrcpt—to—group EﬁﬁtiiﬁﬁﬁﬁﬁﬂmﬂHﬁfﬁ%ﬂﬁ%%l, ﬁ%éiﬁﬂﬁﬂﬁ#iiﬂﬁﬁﬁiﬁmﬂo

BERSKR, ] “WIN LDAP IR %5280 & 47 (Add LDAP Server Profile) U I 24 %245 5 5] (1) 44 4 5
€ X LDAP %5 2%, I A48 01 G0 & )46 2 i) o

PRk, AR “InboundMail” B35 44 LDAP 2rif T4 o AF ] “dimrfLy” (Edit
Listener) GU[fi i H _F 1455 ¥] LDAP #if].

A, EWTRE T TR 2 A 2 fid R 6 LDAP JIR 55 55 0 25 10 LURR 52 41l 522 5 0
PublicLDAP2.group £ #i5GHTIH T RFEEIE (System Administration) > LDAP Ti5E Y.

Figure 6: TEMTIZFF LIS E4HEH

Edit Listener

Listener Settings
Name: | |IncomingMail

Type of Listener: | Public
Interface: v:! TCP Port: |25

Bounce Profils:

Disclaimer Above:

Disclaimer Below: | [none ~|

Disclaimer taxt will be applied below the message body,
SMTP Authentication Profile: | [None v
Certificate: |[test (v
b SMTP Address Parsing Options: | Optional settings for controlling parsing in SMTP "MAIL FROM" and "RCPT TO"
b ddvanced: | Optional settings for customizing the behavior of the Listener
= LDAP Queries: | b Accept
B Rauting
b Masquerade
= Group
Sroup Query: [PublicDAPZ.group |

SMTP_Call_Ahead (v

SMTF Call-Ahead Profile:

. LDAP i)
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| LoAp =g

w0l ERasasstinmtimsts ]

TR A FAIFHINE L

B (EREE SR EFRSRE

M IR yE AR BIE I IR BOaAT, DI mr DU 4 A b o i o 4 (K0 s A L S A 2
B, A5 B IT BT W Bk R P AR 2Rk 2. /2 LDAP Ad>kH, Gl —/MEH] DN
TENHAFRIIA S H . HAFT S 5 DN 4 H:

cn=IT, ou=groups, o=sample.com

I T A A A LDAP AR 55 25 e & S0
(&(memberOf={g})(proxyAddresses=smtp:{a}))

SR AEATT RE b R e & i, DUMEAE DOV R PP BRI, 2 il A 2 A i
S YT 2000 B 53 ko g e A B Pl i, Pl EAGE U WSk p s, ANTTRE A% A B LDAP 41
BEAT HHR

[]> - NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

IT Group Filter:

if (rcpt-to-group == "cn=IT, ou=groups, o=sample.com") {
skip-spamcheck () ;

skip-viruscheck () ;

deliver();

}

1 filters added.

Note

SRR A3 8 2% 5 (1) rept-to-group S BAE A AL A BRI A K DN: cn=IT, ou=groups, o=sample.com. ffi
INERRAE I g2 P T IEM AL FR, AR JESS 5 LDAP H s (1) &4 FRULAL .

W R > T 32 52 1) S £ ik & % LDAP AR 4528 1) A1) LARF o2 4 B3 B0 o 4m SRR ek A TT 4117
FSGR U Aot 30 e 2 kit 9 R R A7 I WS A, Ay R MR AR A B AR N o ) %t e DAAS: 7
LDAP Erifjff)4i iR, W20I7E LDAP i %% LA LDAP Al J-7E i FE 5 L FH % LDAP 2] .

LDAP Zif] .
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B srsTensnnmases

{8 & T 1m R & 1) 55 B 245 E 38

SET UM WS R S 41 LDAP &, e S BAHCEE, I HA TSR € i iy . Wi A A
[FJF¥] LDAP JIR 55485 AN A ORI, HE 20 [/ — e A7 L PT A LDAP 45 #8is AT 20y, WjnJ
e T LA L T & ). B, A% “MyCompany” W T /A7) “HisCompany” 173 7]
“HerCompany” , i H. MyCompany {84 H:38 MyCompany.example.com LA K BT 23 7] 38k

HisCompany.example.com 1 HerCompany.example.com, I 758N SR BEHT 2 T 455 AR 1 LDAP
553 . EHZIX =AML, MyCompany 23 8 TR & ). X 70V MyCompany.example.com
LE Rl — i Wr 27 3252 Mycompany.example.com. HisCompany.example.com £/l HerCompany.example.com
(IR o

Procedure

R AR T ) A v A PR R 25 AR S X TR IR S AR S, BOE S T T

WA E Tl (2. BB o AXHEMEE, ESHAIE LDAP IRSSHECE A DIAEffA K

LDAP Jik 55 #1155 5., on page 4.

GUIE T A . MO T ANy, AN IR S5 A IO B SO Pk B A, R IR I G fE

R “15 I E N (Envelope To) 7Bt I3 & BLSAT I A if) . A QB A PEA 5 R, i

Z ) ) i 5L T3k K 2514, on page 26.

TEAILECE FWT R P b8 S T3 A . A DGR B WO A2 7 VRN S B, TS0 “ & W oG LA

Pl — %

Note T LI RO 35 0S4 B 25 X 11 LDAP fe 2 ) U 1) 53y 5 M2 208 0 e 26 T3 2
HRVEMMEE, ES0 “BRilf X" —=,

What to do next
X ER
o QLT B A ), on page 26

tIEETEHMES

M “CRGEFL” (System Administration)> “LDAP” > “LDAP Jilk 45 #sfic & 14" (LDAP Server Profiles)
U A L T A i

Procedure
M “LDAP 4% 23t & S (LDAP Server Profiles)” 7 1H_F, #iiE%Rk (Advanced).

iR 9 (Add Domain Assignments).
B NFE T A AR

. LDAP i)
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ERuienT—z7war s [

TEPE AT,

Note UL TS A, OVRIEREA IR R A ) R AR LS, IR OCRE AT
AT R 2% 20 B SO iz 2R B ) A R B AR A B

7F “88 0 (Domain Assignments)” F-EBtH, HiAd.

PR S ORI At

ARELTS AT, BRI S N B A i

WA AR AR, AT U AN BRIA A . G SRS S N BRI A, TIERR TS (None).

e A FE IR S B i N SRR FH P 36 s 44 RV i s R A bk, DA

MAAA W, RS WRTE “IEBARE” (Connection Status) 7Bt

BOE, WERTEEEZ A (£} AR, AT DRSS R A N A I S A i

Note g TR T A S, AR IS AL El T R UUT AR A DGk

FEAZTFHAA T L

[EREERHNIT—57 LDAP £if]

BE AT B X G 22 2ARIS AT 1K) — &R 41 LDAP &rif]. fS/F M 62238081 T “BE” A IkaEAify,

B3| LDAP k45 R MIE RN, (B “H8E” v g — AR B4 i g N s WO o 6 TR
B AR, IS R D 2 2 I ot A B 5 1) IS A2 Ml B s AT OO B AR ) B A ). i LDAP H
KA HAEH AR @ PEAAAE AL (BARED ME, W sl dew A M. fl, BTt sl
F3 )& ¥ maillocaladdress A1 mail 77 - B EERIE . 8 T R S AR X IS B vEAT, n LA Bt

o

Procedure

O EAERE A P T RS B B IR 55 SR B SO o RN IR ST A IO E SO, BCEE A TR
WA . ARFEMNEL, WS HEIE LDAP Ik 55 &30 8 SCIF LI 5¢ LDAP IR 45 a3 1115 &L, on
page 4.

BB . A CTEANE R, 155 B 5 A 1, on page 28.
AL FIWT R 8 B ). AR E MR R4S R, TS0 “ B M ¢ LAz
7 —%

Note 5 LI FLSH 5870 IS 865 1 LIDAP 452 FL 7 ] s 55 10 300 0 R T R 5 0.
R, WS BRI ER .

What to do next
HXER
* G BE AT 1, on page 28

LDAP Zif] .
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B ozzss

el FERIER R
M “RGEI” (System Administration) > “LDAP” > “LDAP IR 45t & 3C44” (LDAP Server Profiles)
PaykellEs iR
Procedure

FIE1 M “LDAP A4S 24L& A (LDAP Server Profiles)” Wi, #iidiE4k (Advanced).

WIE2 iR MNEEEf (Add Chain Query).

B3 NI AR

P4 PRI,
GUEREA N, VAR FRA N A RPN AR AL S, I 19 SR A T FH iR 2% # TG
SO ST ) A R I T A B

WIRS CEPEAT I AV In S5k A i
IS 0 DG s 4 FRC U is AT A o DAL, i SOk 2/ A v I B0 5 A0ty , U mT B /5 2R e AT TIEAT
FEF, DU S A A v e S HAA I A2 )

F6 il MK A7 (Test Query) F 80 IR MINA S 407 B b N LR R F 26 5k 44 RN 2 A Bl R
ftht, DR ). 25 RS BIRTE “EHARE” (Connection Status) 7B H .

PIRT BE, WA AR () AR, AT DORHE SR A N A I S A i)
Note O THREA WIS, IS A SLEE HITWT R A ORI

TR 8 FLAIHIINE L

1% LDAP H T B R E T Tk

M R N 2R R B T A2 BRSO N ARG S, A2 R S 38 1 56 TE i A7 B B A A R )
WA NHEAT MR o 24 AT I, % R Nl “ 3847 B B WA A Rtk ] DA
SE ) YE R IE B A

M{EH LDAP 52 50 AE 2y iy, M4 S n] LURS AR 1 H 8 42X 5 (DHA). W LLZE SMTP 431
WA ERZE TAEPASI TR IC E LDAP #:52 ABH IE H s 10k .

X ERM
* SMTP 25 J1 1A 1K) H sk AR AL B B, on page 28
o TAEBAA i) H A8 B 748, on page 30

SMTP &1 Hf 8] 89 B RIE E W EH kA

A] U A Sy A NV 1 3R (RAT) HP R ITAE SMTP 406 Fh 4T LDAP #5256 F K FH 1= DHA.

. LDAP i)
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smTp iz B Regensmy [

BIE SMTP 2 iF 1] 5 MR 4F, 14 LDAP #2520 E LDAP s # e & SCfF. R )a, BeEmr Ry
PAFE SMTP 213 #1047 LDAP $:52 25

Figure 7: Te & SMTP & 1EHi B RYIEZ il

= LDAP Queries: | < Accept

Acespt Query: | redfish accept &)

¢ work Queus

If the LDAP

¢ Allow Mail in

@ Return error code:

[ O

b Routing

b Masquerads

b Group

AT REFPICE T LDAP 4252 )i, b 0AE -5 DV RE P O IBR RIS (AL S i B DHAP B
Figure 8: R B MR 13 LU Fr SMTP &1 12

Rate Limiting: Mazx. Recipients Per Hour:

Max. Recipients Per Hour Code!

Max, Recipients Per Hour Text:

& Unlimited
c )
452

Too many recipients received this hour

Flow Control: Use SenderBase for Flow Control:
® on T off

Group by Similarity of IP Addresses: | This Feature can only be used i Sendsrbase Flow Control is off,

& off

o
(significant bits 0-32)

Directory Harvest Attack Mazx. Invalid Recipients Per Hour!

Prevention [DHAP): © Unlimited

N —

Drop Connestion if DHAP threshald is Reached | o

within an SMTP Conversation:

Max, Invalid Recipients Per Hour Code: P

Max, Invalid Recipients Per Hour Text:
Too many invalid recip

FES AT RE PP ORI A BB PER S b, L DU H SR BRI 1T v

s SBBR AT AEE (Max. Invalid Recipients Per hour). I FE 45 /8 54 e 7
FHUIE R fe R TR N K. LB %78 RAT $H.46 R 805 78 SMTP 254 vh E i Ae LA
R A ) JERL LDAP WO NI B S B &5 A 4 K. Bln, K BERcE R 5, HitZas i
P RAT 454851 — AT LDAP WA NI B TP iEPE. Beiss, BB SCRf e Tk 2 fE, JF
T IER . BRAEOUT, A ZLOTVTRE T BN S B NG h 25 6 TR I OVr R, R
WAR L AR /NN KW N TG R R B “ TR (Unlimited) &7~ A A iR
Sn% J3 F DHAP.

* ANRE SMTP AR ILE DHAP BB, MA3TiEE (Drop Connection if DHAP Threshold is
reached within an SMTP conversation). K fS % 5CHC B A 7535 31 H g% 4 Boti 7 77 B e 78
ER.

o G KU A B4 RS (M ax. RecipientsPer Hour Code). & 5 75 7534 B2 Il FH 4GRS . Bk
WA 550,

LDAP Zif] .
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| AR EE L e

s BB R AU ABSTA (Max. Recipients Per Hour Text). i %€ [ T FE FERI A, BRIA
A BN L7 (Too many invalid recipients).

AL R B, R TR, WP A B A A AAN SR [ A

TAEBAFI Y B F 1% SR B B e

A DAL S AP E N VT 1) 2 (RAT) Hh B3R AR BA S s 34T LDAP #5052 K FHLI K 2 £ DHA . %
BRT PG A NAE SMTP 2 TR FEWAE R A &L, CICRACE TR &, RGa
SMSAEIFAE TAEBAA AT LDAP 32 50 ) (HAE, e TSRS, mRAFRIAE S R A A2l
FNR AL

X EM
* & TAEBAAIHIC & Directory Harvest Prevention, on page 30

£ T {ERL\ 5 S &L & Directory Harvest Prevention

BEPH AR H ARG, e N ACE LDAP RS 23 & S0, JE)H ) LDAP #:5%2. A T LDAP #:%
UG, RO R C B A B2 A v HOA AN VS A N R [T

RO, OB MR AF USRS LLE SUR GER R 52 I B A% TP bk SR VF TG N skl 4. 4
AP, RESR XM S DHA I AGE BRI o BRI R 5 LU E R

LDAP: Potential Directory Harvest Attack from host=('IP-address', 'domain name
'), dhap_limit=n, sender group=sender group,

listener=listener name, reverse dns=(reverse IP address, 'domain name
', 1), sender=envelope sender, rcpt=envelope recipients

ARGURIRFIRAT,  ELRNIK BRI F T AN 8 IR, 2R Jm ARy SO Z 37 JEAR e, A
T AR R AT N IE AR, H S IE Gt A A N s WL A 32

PEIEROBATE N ES (K DI RESRAL T AsyncOS Hf TS 11 = IRABI DI RE: 5 FZDh eI 52 LRI 11
NS RE Y HAT H ERAE SRS ) — 870 CRLAG HAT RIBRIAMELHAURNG ) .

A DL 2 AT S ] 1istenercontig Ar 2L B LLI)RE .

75 GUI P AT (] ISP 07 S50 A2 S D i, LB 7 (0 DR PF AL T LDAP ity
oy

i NASE /NI TR A N AT A B A SR J T DHAP. BRI LR, A IS0t B Fe A /N I
25 NN o X TE ROV RET,  BRIE DL N I8N I S R TE RO N B T R o L
A “TePRHEI” (Unlimited) 37 A4 HBAFA 0% )3 H DHAP.

BCE Async0S #H1T SMTP {2 3aiE

AsyncOS SZFf SMTP S35 UE. SMTP S 40k 2 ] T30 UEEHEE) SMTP [l 55 4% (1% ) i ) — R L
il o

. LDAP i)
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CERN TS |

MBI S Ao ARG LGN (K i) U2 SEAA TR B 55 s S I B AF, - B ABATIA
TR (PIINAE SR P EAERRAT I ot WAL AR (MUA) 7T BLAE SR8 M3 AF IR A 5
GriuETE sk CHkik/ma D .

AT LAE ] SMTP B 3 30 b 304 T4 Y B rh 4k o 3K SRV I S AE LA T M 2830 SR e
Ly R AR IR 55 S el 3L 2 A

AsyncOS SCHF PRI UE 2 48 1K 77 v

* W LU# ] LDAP H 3%,
o 0] LIS A SMTP 45 %% (SMTP Auth # % A1 SMTP Auth 161H)

Figure 9: SMTP Auth % ¥%. LDAP B R 17155 SMTP IR 5 25

Remote MUA client

<A
SMTP Auth LDAP Guary —
Connections: Mechanism: ions:
« SMTP +PLAIN S panons LDAP
«TLS + LOGIN + LDAP/SSL
I | | - -

OR
Connections:
- SMTP SMTP Server(s) acting

»TLS as Authentication Server

AR5 A TG E 1 SMTP BHAKAIE J7v2:, 3T smtpauthconfig fiv 41 SMTP Auth Bt & S+ LL{E HAT
MR SRS A G SRR 3 SMTP B3 501, on page 34)

X ERm
* BUE SMTP S 45010k, on page 31
* N SMTP & 47735 1iF A5 1], on page 32
« JHRLF A SMTP 454383847 SMTP S0 56UE (I K& 1) SMTP S5 461F) , on page 33
« i1t LDAP #E4T SMTP & {451, on page 33
A& digiE 6 SMTP 2 il HEAT 5 4356 11F, on page 37
* AL SMTP G435 1iE, on page 37
* KA SMTP & 3551, on page 38

BcE SMTP 51238 E

WL BN T LDAP HR4- 45 AT S SGUE, HAE “Us il LDAP R4S 20 & SCAF” 88 “4iE LDAP %%
PENCE SO T E (8RAE 1dapconfig A ) #E$E SMTPAUTH 2 ifj287 LI A1 SMTP 5 4/ 5%
WEA ). X T-C & (4E LDAP 45 4%, nl LARC & —4~ SMTPAUTH 2 if) LLHAE SMTP & 43 56 iE i
A

HWRH SMTP S IAE A if): LDAP 45 FIs i /E @bk, A0 S Rg ok JEbEr, MR f M e 253k
I LDAP H 3P 300 7 B SRl LLLLAESCA . s s e A7t . A LDAP gF e, i
P g 2R A 25 s B A A S 9 5 S 31 LDAP IR %5 5%

AXEHR
* FRE B JE L, on page 32

LDAP i) .
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B czmesEn

RERBIEARS

H4E RFC 2307, OpenLDAP L E At FHALHE 54 Gt S T FR A KA by G 3 R PRI T 488 (49l
“{SHA}5en6G6MezRroT3XKqkdPOmY/BfQ=") . fEABIH, N SHA J&, 54 & 4l A
i) base64 4mid.

LESREUE IS 2 A7, WAE M OG5 MUA P SASL AL, 1 ELIEA M SR MUA 2 vk R 51k (32
¥F LOGIN., PLAIN. MD5. SHA. SSHA fil CRYPT SASL #LifD) . AR5, &&SEH LDAP ik
FELISREUCH S . 7 LDAP A, 60 0] LLEAT Y REACHS 5 R 0174 .

o WRRATRTEE, TR PE R DA i 5 i 2 LAl A JE A7 7 LDAP H1

< WA RIS, WA IREE Y, 5 MUA 245 P 4 R/ S S S A THG, AR5 LR )
WA o AR R ECA LA 2R B n 218 A - B P (R O 2% RS I RFC 2307 2958, I 2 S #F SHAL
F1 MDS Hg1257

* W OpenWave LDAP [Iit55 #5455 — 14 LDAP JIit55 25 AN 2 70035 S0 2 B MO I35 28 0T A
S EATE NS IS4 ) LDAP J@ k. EIXEEREIL T, A LR kg 5 SMTP &4
rP AL R B R AT LG I HS A2 1o DA BRI SMTP AUTH I 732

IS 3 5 AN SMTP Auth A2 e SRR I 44, I SR O BRI SCali a1 5665 7 BUIK) LDAP £
o XA, EXAE SMTP Auth FEUEH S-S LA T 2 ZERT LS IR 45 15 FEN LDAP ' 211 45
R R b, WK HOIMER ) AT R4 W sRE5RITED, WIZE7R SMTP Auth 23 15K 4k 4k .
DEHC RIGCRs 7 AR R A TR o

BLE SMTP R {330 UEE

Table 6: SMTP Auth LDAP &85 E%

AR EifRIAR.
M TAT R LAE R LDAP 485 AT SR B0k, 23R IS4 0 Jm b

WE: SR P um ROt R FE Sk B LDAP JiR4 2% GXFR A LDAP 485%E)

T8 7€ SMTP Auth A HPEAE I (0 e KT RS L SRS AN B E Bk LDAP RS2 &8 M4
EMECR . WER, AT ERE S0 0UE IR RS TEE R, WAL 1O R R

GEF B0 E] SMTP Auth (BT EEED o BrERE T TR E S IIE. EBM
A% 5 HoA LDAP By Al L=,

WRMEA B ZUE I SRACE ST S AR, WETE N0 SMTP Auth 265 J& 47 B b 4e e %
i,
F85E F AR —Fh 5 43 B6AIE ) LDAP %54, Active Directory 7~ {7 25 i

(&(samaccountname={u})(objectCategory=person)(objectClass=user))

SMTP B SR A s | RS T “ T IR f A0 Jm PR AT By il ™, T LAAE AR G w1
(k3

LE R REIF,  “RGEHL” (System Administration)> “LDAP” T T4i4H42 4 “PublicLDAP”
(1) LDAP [ DAL $5 SMTPAUTH £t 444 i 25 ) F 45 Bt (uid={u}) SKICHC userPassword J& %

. LDAP i)
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BiTH—1 SMTP AR B31T SMTP SHAIE (#556% a0 sMTP 5> I

Figure 10: SMTP 513381 E 216

O spirp Auihentical

Wamne: | [FublicLDAP smitpauth

Query String: K

uid={u})
User Identity for Test Queries: I Test Query
Test SMTP Authentication Password: [ | &

o Authenticate via LDAP BIND

Maximum number of concurrent connections for this query: |1

"o Authenticate by fetching the password as an attribute

SMTP Authentication Password Attribute: |userPassword

Authentication Method:

MC'E T SMTPAUTH & U A, W LASR @ i 24 F i & i 01T SMTP S 43 5 AIE

B335 — SMTP AR % 85117 SMTP 41 uE (wi %4 /Y SMTP H{418
)
TR R 064 5 A SMTP 35 S43EAT 19361 SMTP 54690 2001 4
.

S AL MR S5 2 AN AL A F AR A5 4% M, & 06 SMTP By B0 UE R SR A H W o S SR 4y 56
RSy, WIPTE I & MR Al 55 4 4k 2147 SMTP IB{- A& . MLIhReA AR A i K It SMTP £
BYRAIE” UM S F AR A K (B0 “ARIR” ) B 53— A SMTP RS- 48347 5 1 50 10E

Procedure

FIE 1 R UGE ML (Network) > SMTP B{4384E (SM TP Authentication).

P} 2 R nECE X (Add Profile). .

FIE3 Jy SMTP G W0 E L & SCAF i A ME— 14 FK .

HIE 4 N TEE SR (Profile Type), k4% (Forward).

PS5 i T—% (Next).

W6 NG RS 2% 1 LA /1P Mk Al 1o 3EHE T3 Kk B IAIE T SR I8 R #2 1 o ¥ B K TR N
A, KA, PTLARCE 215 W52 TLS DA DG 12 24 R s ak . Meah, Wial i, i&nf DLk
PEEAF ) SASL J79% (PLAIN B{ LOGIN) . im0 & TR KR S5 2%

TR SN E L

P8 QI T SRR E SIS, v RAERUUT R R R E SO . AT R, TS AR
¥ b H SMTP £ 4341, on page 34.

1#3d LDAP #1T SMTP 51734 E

FAIEEEL T LDAP [ SMTP S SRR & SCAF, wAZisear il “ R4 H” (System Administration)
> “LDAP” WUIGIE T 55 LDAP g5 dsle B A ARG 5 (1) SMTP By e & ify . SR8)5, ml LU

LDAP Zif]
I
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B =vwries Lam swp sHpiiE

OB SR SMTP G4 B0 AR AL & SC/F . A7 KA1 LDAP B & AP E R, 1§20 T fif LDAP
#¥ 1], on page 2.

Procedure

WIRIEPE M 2% (Network) > SMTP &4 383E (SMTP Authentication).

F R INECE XX (Add Profile).

) SMTP B4 473 56 i e B SCAH A\ e — (1 44 B o

T P E SR (Profile Type), i%4% LDAP.

i T —% (Next).

TP T 5 O 50 UF G B SCPEIY) LDAP £ ]

MR e e BEBR A NS )57k W LA SHA. Salted SHA. Crypt. Plain B MD5 Hhib47k#¢.
H LDAP 25 570 I S iy i n En 2 R argt, ks <7 RFEETUIRE . Wi LDAP g4
BN ST b Bt ) s 4A (B, OpenWave LDAP JIRZ5#%) 1R1E, i MSEIA bk Rl hnss Jy
Pio WA LDAP Al ff FHIREGE e, WA A ER A IS 1 i

i SERK (Finish).

PR FEMIATE KL

I T B IAE L E SCPESE, AT DAEIWT AR P b ARG & SO A OSTENE B, 1SS AR
J¥ i3 H SMTP S 43 5 1IE, on page 34

What to do next
X EM
o EMIVTRET LR ) SMTP S 43 5041, on page 34

AEMATERF LB SMTP S35 E

\}

TEAE FH M 2% (Web) > SMTP B4 383E (SMTP Authentication) Jifi €% T /T35 & Z AT SMTP
BRI (BT LDAP 53T SMTP #%) () SMTP Sy 56iF “Wl & fh” Ja, 2h2ifdi i m4g
(Web) > i #2 7 (Listeners) 7 (2{ listenerconfig fiy4) BFZMC B A5 i FE 5 AH 5Bk .

Note

203 5 Oy 56 UL 1R P A A L 2 i S SRS R4S RELAY 45474

o] LIERCE SRR E 2 AN R RS 3% o ZEMBA: P SR #E 2 AR 45 2% 2 TH) AN 32 FE SASL HL | CRAM-MDS5
FIDIGEST-MD5 .

TE BT, gk TR “InboundMail” MA@ “wfHiWr#27” (Edit Listener) Gl
Jic & ff) SMTPAUTH Mt & SC A+

. LDAP i)
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sMTP & siEs Hat e s ]

Figure 11:3&33 “4REB{IATIZF" (Edit Listener) Tl &% SMTP 514 36 iF B & 3214

Edit Listener

Listener Settings
Wame: | |1ncomingMail

Type of Listener: | Public
Interface: | [Data1 %] TP Port: [o5

Bounce Profile: | | Default v |

Disclaimer Above: [None |
Disclaimer text will be applied above the message body.

Disclaimer Below: | [none

-
Disclaimer text will be applied below the message body.

SMTP Authentication Profile: féﬁf&"@gﬁ'_ii
Certificate: | [test %]
b SMTP Address Farsing Options: | Optional settings for controlling parsing in SMTP "MAIL FROM" and "RCPT TO"
b Advanced: | Optional settings for customizing the behavior of the Listener
b LDAP Queries: | Optional settings for controlling LOAP queries associated with this Listener

SMTP Call-Ahead Profile: | {Tione ~i|

B s T AN RS e DA R C & SR, T AR e LT ) R BN S, DMEMIT RS o ir. 2%
1B Bk SMTP S 56 iF

Figure 12: TERR TSR BE L /B A SMTP S5 58E

Encryption and TLS: | O Use Default (Off) ® off O preferred © Required
Authentication: 2
SMTP Authentication: | & Use Default (Off) O off O preferred O Required

If Both TLS and SMTP Require TLS Ta Offer SMTP Authentication
Authentication are
enabled:

W 15 FR

1. “SMTP G435 1E” (SMTP Authentication) 7Bt 4 SMTP S 473 56 E$& HHAGT W R 17 25 a1 (1) 48
il WHERE “F7 (No), MIASTEMVIFLT FEH SR, ASERCE AT/ HAd SMTP
GO U0 B AR S W

2. WHRAESE A RREF ( “SMTP B4 KiE: 7 [SMTP Authentication:]) #&# “ 1
H” (Required), WA K AT AUTH GBS, BELRIPME TLS (& ik 25—~ EHLO
@) ik,

HXERR
* SMTP S IR HAT $E& ¥ &, on page 35
* HAT ZEIR [FJ4H 45, on page 36
SMTP 51435 EF0 HAT RER I E

175 SMTP B {73 56 1E W3 7 FF46 05 A A3 A3 A R A N, DRI LG 1) % (HAT) B A%
RN HIERERRMPE AU, B 009 G2 Sl I SAN At N 2R e 2 R A N ALt o s 44
Hel o BN, W REEfE MTA “suspicious.com” fE# ) SUSPECTLIST & AF A4, M4 p
THROTTLE #l%, AN “suspicious.com” [¥) SMTPAUTH 1 s 5 L duifa] #4/& Witk

{HJE, Al SMTPAUTH 3T S AR R NG 2] “ 1B RAEAASFE IR %Ih
SMTPAUTH 21 (R3EBAT W H ik “RELAY” , MM ot geid ek A 7] % (RAT) il

LDAP Zif]
I



B narmrmEs

HAT EiR Ry 4B L8

LDAP &if] |

LDAPACCEPT. X feVF AT Nl ik AW S A B s o G E B, 7 F A e 4 R i R 1 A1

YNLE T HAT ZEIR FRZAIN, AR HAT KA N4 0 B A2 4 s 10 4 e 5 F 1005 42 T REAT) e % J
AT B B0 UFE IE 3845 RELAY BRI S M 4324 o

He B AW NGO AT HAT 4048, BRI O0 T, HAT 048K 5CH], IF HAE SMTP
EJUPIR L O TN ANTER NS

MURLER HAT “45467 (Reject) W B MALIELIIT, AsyncOS AT ZEMRLFICAE N 2] (RCPT TO) CifiiAs
JETE SMTP &G TFUAIT ) PATIELS . 3k bt 7 SR A fF 2 SE iR MR AR 2 R PR, LA AsyncOS
TRE 2 X ORI PRGNS S o i, ] LI ikl BB 0 BB A2 P kA A AN A\ ik A
MRAF. HEIR HAT JE4658 i) DL A 1% MTA AT 2 I EIR 1 T BEdE

FEJA H HAT SRR ), KR A LR 474 -

* MAIL FROM i ¥ 454552, ARA QIR A4 5

* iTfi RCPT TO iy & #0R wdE 4, JFWon—BSOAR, [ B A6 MEAF A PR A E 4.

o WG MTA Jiliik SMTP AUTH HEAT S BGUE, WIEA TRz T “H4k” (RELAY) 5Is, Jf:
HAVFEATTIE#E AR

Efw\'ffﬁﬁ listenerconfig --> setup CLI ﬁéﬁﬂﬁ@l&*ﬁéﬁo %U\’%b‘i?%"\fﬁﬁﬁtﬁﬁo
TR WIR T WA HAT Bl & iR R 4

example.com> listenerconfig

Currently configured listeners:
1. listenerl (on main, 172.22.138.17) QMQP TCP Port 628 Private

2. listener2 (on main, 172.22.138.17) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

DELETE - Remove a listener.

- SETUP - Change global settings.

[1> setup
Enter the global limit for concurrent connections to be allowed across all listeners.

[300]1>

. LDAP i)
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& H & P im

fEAE P sMTP 2iEirnniE [

By default HAT rejected connections will be closed with a banner

message at the start of the SMTP conversation. Would you like to do the rejection at the
message recipient level instead for more detailed logging of rejected mail?

[N]> y

Do you want to modify the SMTP RCPT TO reject response in this case?

[N]> y

Enter the SMTP code to use in the response. 550 is the standard code.

[550]> 551

Enter your custom SMTP response. Press Enter on a blank line to finish.

Sender rejected due to local mail policy.

Contact your mail admin for assistance.

IER X SMTP S 1EHIT S 34 IE

HIS AP I D% S5 A8 2 7 S A5 68 WIS 90 5 55 P ISP 25 i 2 ) ) SMITP 2 i BEAT 4 i BT
LA SMTP G 3 JERC B SCAFN, P2 A T3 EuE B R UE B S 4 50 UE LDAP i) 3L nl LR E
% P E AN ] I, B R OG- (5] SMTP AUTH ir 4 LU F P BEAT 54 i

IR S SUE T % e 150 HL BEAT S S0 UE, AT BLIE AL ] SMTP 5 B ik A R A A e
B e P A P A Al A O S VFE ] R A IR AT

&4 SMTP 54 184iF

i
5

)

2

SMTP B 486 iF ik o] F T FH 7 44 R it g HE ol A A AR 2 (606 F . B3 “ALH” SMTP S 14734
WERCE SO, ARSI E SO INE] ALL 3% SMTP % tH. 28N L4 sk b, il pE o1
DATE SRR B S BRI IR 4k . SMTP G4 56 1F 2 Ff DL R 28U : PLAIN F1 LOGIN.

Procedure

QA% ) SMTP 5 43 5k e & SCA

a. IRIIEFM LG (Network) > SMTP B4 585E (SM TP Authentication).
b. R IMBECE XM (Add Profile).

C. 4 SMTP G4 Bk Fi & S A4 A ME— [ 2 K

d. XTHECE SO, EHfEH (Outgoing).

e. P T—% (Next).

f. S B0 UE AL B SN B B E ] 4 R

0. RdiFERL (Finish).

fiC & SMTP %t LMIH AP 3R 1 h B )AL Y SMTP £ 4350 Uk i & S0 f
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B czrswre spnir

R FEM 4% (Network) > SMTP & (SMTP Routes).

I (Receiving Domain) %1 [ B B EAhig (All Other Domains) 4% .

Ay SMTP i A\ HAR BN A FR o IXE T A A% t P RO S 21 b 4k i 144
IR 7 32 B B AL Y SMTP 5443 06 iF i & S0

PRI IAE L

® 20 T W

18 %F0 SMTP B4 154F

MAEMEAR YOG FRCE T SMTP S 80 uE AL (JETF LDAP. BT SMTP % Kk Ik 5523 8 SMTP 1% 1)
N, DU SRRl seAE s H &
s [t %Mwmmmnpﬁm%ﬁ W - EFEHET T S UE R S AR L. Ched
SEACAR B .
[Wﬁé%ﬁﬁ&%%%ﬂP%f%ﬁéﬁ ALFRHEAT T 5 A0 BAE 0 RO (KAL)
o [ ] RIER B S AIE IR S A% - B RS 48 A BRFIATL I .
o [ SR SRR SR I R RSS2 (5 BRI EER SCIEAE ) #E BT 5 R AR N ek

71 FECE 5B LDAP 547358 1E

R DL S 19 G A e FH 4% B (¥) LDAP H 556 8 B P BT S S0, D572 Fe e f A a3
LDAP | 7 4 RGBT 6 % . 9 LDAP RS #5BCE T S KRAE &G, £ GUIINREETE (System
Administration) > AP (Users) T (87E CLI H 1 {] userconfig 4D N MBA-R 8 HIAE
AR B3 B AIE ) Th R

Procedure

ZERUERAFAMKA . (£ LDAP s dslic B30T, SI— A& il LAE LDAP H 3%
[T

AR RSB ER . QIR RRIE MR A H R4 A

BN HIELUER LDAP BRS5 28 MUMEIEMICHENS A LDAP IR 55 @ HEAT ) SR ik, R
P St ficss LDAP HSRPINA . A RIS, E2S 0 “ oI BARSS” —Fdi i
)—:'77 R

Note 1 H “LDAP” T LAy “PIRAE " (Test Query) %4 (5f 1daptest @i4) I ULE A&
IR TS R . A OSTEE R, 1EZ IR LDAP £ if], on page 17.

What to do next
HXE@
* F ik F #594), on page 39
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* Y1k U By 25141, on page 39

ARKPEA
b TSN, AsyncOS 2f HI A %2 LDAP H 6 B9 730 5% LS AL & 1 7 4 42 1 s vk
MR I FE P IR 545287, AsyncOS FIABOA B M FIBR B M. 4n SR AE LDAP 17 il 5% 1) RFC 2307

e T JE P (shadowLastChange. shadowMax Al shadowExpire) , I 1] LAIE A H2F /9SG 2k
PSRRI E P A5 Pl sk TR 00 5 SR DN

TREIR T AsyncOS 7t Active Directory JIi 55 s 48 2T/ ™ I A8 RO BRI A 1) 74 R MU P 4244

JE k.

Table 7: BAFA Pk A EiFFF R FEE: Active Directory

AR 5522 Active Directory

A DN [5519] CHs T B4 VRS A2 (R R DN 84 JH P st )
B F T (&(objectClass=user)(sAMAccountName={u}))

fEH A EE displayName

FREART AsyncOS fE OpenLDAP JI 55 & AR ZH] K AL R ER N 74 Eh AN ) 440 )
P

Table 8: BN P M P EAFHEFEE: OpenLDAP

BR 5 e 2LE OpenLDAP

A DN (75 H] CR AR EAE TR E AR DN A k] ad k. )
M)A (&(objectClass=posixAccount)(uid={u}))

(O ED R oE At 1 e gecos

H RS EI

AsyncOS A A i) e e FH 215 4 RS H SR A I s b o H S pl 03 B 43 Hh 19 1 53 B e 3R
SR RR . 75 GUL Y “RGEH” > “HI2” Ui b (80 CLI H 1) userconfig) Ji HI4MHE 413
BOUERS, K A Lss LDAP Hxrh . P A aifie F R R T BA AR, FFH
X TAEAMIR AT S IR P, Mk iiss H sk d AR s~ B, &aTbich “IT” H
KA S “AF R (Administrator) fi R, i “SZHE” (Support) H @RI AR MRS
FuL 7 (Help Desk User) £ f.

WRA P ETBEEANFET P AERZA LDAP 4L, T AsyncOS ¥ F1% M 7 i In) 5 2 FRAIME /A
BB B, R BT RS “HAE AR (Operator)” AR HFIZAF A “ g0 H F* (Help Desk
User)” BERIAL, W AsyncOS 23 A% 82 1 “Mgs .0 M 7 (Help Desk User)” ffi AR .
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FC'E LDAP Fe B SO LA WALl S, SN mT DLER B A1 S H S Z00 564 DN, fRAFALAL
RPN EYE, UL EHANENE. H4Eh LDAP IRS4IC & SRR IR S48, AysncOS
SR 2 A B PRI, BLRBOA B4

Note

X+ Active Directory IR%5 %%, FT#7E P A& 75 02 4 3 BRI B -4 5 2
(&(objectClass=group)(member={u})). {H&, IR LDAP J5 %7 “memberof” #1|3&H 4l I nl 4 ¢ 44
FRMA R 4, WATDMER {dn} 1ITAZ {u}.

TR TR T AsyncOS 7E Active Directory IR 45 2% L3 R 41k 53 & 005 B H R BRA &R 757 B RS
o

Table 9: ZNAFL RE M FFFRMEME: Active Directory

i [ i) Active Directory

A DN [ ] G Z A4 2 A DN B4k 4lid k. )

F T F P13 R 2L 5 (1 A 74 | (&(objectClass=group)(member={u}))

i Note W LDAP J7 & 4F memberOf 413 F 4 FH 7] 4> #¢

PRRMASE 1 4, WA LR {u} #5480 {dn}

RAEREAS A P 4 (G s ) | member
DN) HJE

o 47 20044 10 en

TREZR T AsyncOS 1 OpenLDAP I 55 &5 F A% 2R 2 A B3 54 01 B A P AR SBROA 20340 7455 3 A e

Table 10: ZRN(E R RE M FFFEFEME: OpenlDAP

T E OpenLDAP
HK DN [ 1] U B TR .2 K DN AR, )

FH T 58 P A A9 21 1 5% 1 #5154 | (&(objectClass=posixGroup)(memberUid={u}))
i

RAFFAN R R P 42 (Bl Fad 3601 | memberUid
DN) HJE

wEHLNEE cn
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xof 1L S R 14 PR B (X B B 22 ) P T B9 Tk

7 35 R AL o 125 DX B 26 FH P 5 0 560 U A 1) 25 70 FH P 5 SR S B A2 o 125 DX RS A AT TREA T 30 E o 2R {u)
fRw TP CeERpHPINERB) « 2 {a} e H IR Ftil . LDAP 2 if) A3 AR At
R “SMTP:” 3 AsyncOS 2 il g btk (11358 53
WA B I MR AERR 2 DOKs LDAP 2l FH T &R s inl, wiikrh “Faw Wissh &t~ (Designate as
the active query) S IEHE. WUERA A WA 2w, WAL, FTIFRHEER (System
Administration) > LDAP TU[fiJ&, A& 551445 BR—NES ().
MRPE RSS2 KA, AsyncOS 2344 LU N BRIA B\ A7 R 2 — H TR & H P G 0 B E A if) «

* Active Directory: (sAMAccountName={u})

+ OpenL DAP: (uid={u})

s REASEAM: 9]
BRINIEHOL R, Active Directory Hi 45 #5111 B LFJE PN proxyAddresses, OpenLDAP fiz 25 %5 1) 3 HE 4
JEYEA mail. FTLUIA B S &R EYE . 2Eid CLI Gl g Ay, &M 1dapconfig v 4 1]

isqauth T~y 4.
A

Note 1 S5 S ] o 4 Lo BB A bk 5, 1#5KF (mail=smtp: {a}) J] T 200 775

AXEM

* Active Directory I 2% FH /' 5 3 56IE 15 #7441, on page 41
* OpenLDAP Jl| 4 ¥ 5 BE 719, on page 43
o PGB R 2 P U [l 7SI R A2 o 2 X A PR

Active Directory 5z 2% Fl P 52 I UE iR E 7~ 11

AN A2 Active Directory JIi 4552 Rl & FH /7 5 00 B0 I 25 B BBl MR 14 Active Directory I
554~ mail F proxyAddresses M3 & VAT % A9 5 43 5000E, A Active Directory [l 55 i 21 &
(AESANRCIIEE NI R

Table 11: LDAP AR &% g2 AN 1L IR BB 14 IR 35 X IR 22 Fl P S 1B IR B~ 5I:  Active Directory

SRS & EAEN (FEUE—NMRRAFUSBERATER, sikEEAR
F. )

i it Active Directory

Uiy 11 3268

JLA DN [ (1]

LDAP Zif]
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B openionr 5P sHRIERE RS

BT % EREN (FEUNE-—MEBRARUHSERTHER, EEERK
E)

HERE X S

e (sAMAccountName={u})

Hs A Ja P mail,proxyAddresses

OpenLDAP 542 B 53 3k 1% & 7~ 1)

A3 44 OpenLDAP 555 s 28 H 1 G S0 AE 2 i e B il . 7R OpenLDAP Hi %575 «
mail Fll mailLocalAddress M4 & PE Al HE 44 S 3G AUE, A OpenLDAP i 554 ¥ e 2 HH 7 B 4 56 UE A
FHERINAE T P75

Table 12: LDAP AR & g2 AN 1L R BB 14 PR B8 X S48 A P S 3B iR B~ 5: OpenLDAP

BRIIES R E&

5525 AL OpenLDAP

3 1 389

5 DN [ ] CHEEIH D5 S8 Ry 2 3545 DN )
HEHY [ 1]

HWFFR (uid={u})

i J mail, mailLocal Address

WRERMH IR R XAl R E S E

L AT b R AR g, B R B DO A S IR A A IR 44, DUME N TG R R
IS 1) 44 B S 2 X o A, WSCAR N R BRI LA BB AR 1k (R BB AT john@example.com.
jsmith@example.com F1 john.smith@example.com. 15 FH 54 & IF0F, 0T A28 45 B H 7 93 44 g
PF, WO AR AR 5 10 T S i 38— 2 B R B A 3 56

SR IR AERE S B BB E A, A AR RN IS AER 4, ARJEAE “ BBAFJE P (Email
Attribute)” 7 BUH A E NI EEB R SR A

T A B b R S A B 2 XK LDAP A i H TS iR g, sk “ 450 WIS s &) ” (Designate as
the active query) S IEHE. WERA A WA R W, WA LR, FTH “ RAEEH” (System
Administration) > “LDAP” GUI, S{EAMERZFUSER—NES (%),

XFF Active Directory x5 45, BRIAET W E4F 54 (|(proxyAddresses={a} )(proxyAddresses=smtp: {a})),

BROHB AR 0 mailo %FF OpenLDAP 45 %%, BRIAEWIFFFH 4 (mail={a}), BRIAMEAEEPE N
mail. FJLLE XCH ORISR EYE, OfE2 5 0mm 2N Ett. slEmAZ e EeE, L
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Active Directory 51| & % &% & 7R~ .

REEE SN AN BN e — @ (B mail) 18 58— AR EYE, A DN EAZ
A0 AR S (PE JE P, 140 proxyAddresses.

FEE CLI Nt A ify, 151EH Idapconfig #4211 isqalias T~y 4.

HXEm
* Active Directory 7l 4 %5 B 7191, on page 43
* OpenLDAP Jl| % #845 ¥ B 719, on page 43

Active Directory 3| 22 S5 &R~

IEHR 73 W7 Active Directory 45 28 Fl 44 485 A (R BB R o ok e 44 S B iE HI T+ Active
Directory JIR%5#5, Kl % 4G & FFH T Active Directory e %5#%, FF HAEH T mail HEF)E
P,

Table 13: LDAP R %% 3 A SR MR 4 PR 58 X 5l B & & B/~ f: Active Directory

SPIEIEAE E&

MR- A 2y Active Directory

ity 1 3268

JEA DN ]

RN i/ SSL

R (
| (mail={a}) (mail=smtp:{a})
)

IS 424 e 2 mail

\}

Note AR H TR . Rl OU b 15 S ml g P R J58 FIC 5170 57 o

OpenlDAP 7| BB &g B =l

UEHB 73 {75 OpenLDAP JI 55 a3 A3 4 B4 5 Bl (K BEE R . Lo BRE 4% 5 40 56 1] F- OpenLDAP
MRS, Kol 48 G B4 # T OpenLDAP k4545, I HAEH T mail BB &1

Table 14: LDAP FR 5 23 ML R AR IR B X 5 B2 B 518 B~ 5): OpenLDAP

SR HIETTE EZ

s 20 OpenLDAP

LDAP Zif]
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B srasmameasm

SR IIER £ E&

3t 11 389

JLA DN (7] CHLRIRTT SRR € 24 DN D
EEH L T} SSL

U4 (mail={a})

A e mail

\}

Note ARG TR, ARl OU Sl 5 S ml g P R I58 RIC 17 57 o

LY / \ T" ‘; I_' \}'L g =—
A P A At &R
B> W7 Active Directory Al 554 MU R 23 (A4 MR A W) ) ¥ & sl o 67491 2 Active Directory ik
A AE L SO0 E, I H oA Active Directory IR 45810 H J o 43 HE 2 FRAG R & W F 77 5 o

Table 15: LDAP FR 55 23 A0 IR B4 PR S X B B2 & H ik &R fl: Active Directory

BREAET EZ

AR 45 B2k Active Directory

Ui |1 3268

HA DN [ H]

RPN flEH] SSL

AT (proxyAddresses=smtp: {a})

\}

Note ARG TR, ARl OU Sl i S nl i B R I5E RIC 3 170 57 o

1% Async0S FL & A 5% 4~ LDAP fR 525 Bc & {F

L 'E LDAP C & SCAEI, AT DARCE MR 2E M O U RN 5 R H (1 2 /> LDAP IR %575 . 21 £ 4~ LDAP
Hegs4s, WK LDAP H 55 A 4 A & A8 R 1045 B Al F AR 1R 46 44 9 BLAE AR TR () B 4 50 RS B o
FEAET VR AC RSB =75 o

B B SCHL BN IE LRI04 LDAP s 280, n DARC & LDAP Fit & PAREAT M5 54 4% 5 6 28 25017
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Al Ul 29> LDAP IR55 8 LSRG LU 45 5.

o BBEYIHR. URACE LDAP L& A AT M S I, W R BB O ey 4231 5 — &5 LDAP
M55, Wbt f 2152 10T —5 LDAP IR%45 -

« SAEI9E. WCE LDAP fCE SO LSS S d i iy, AR OGS 7E AT LDAP Z i M 7E 21
(1) LDAP 4545 2 10153 R i%EHz

AIDAIE “RGEEH” > “LDAP” Wi &, = H CLI Y 1dapconfig iy &t & JL4x LDAP JIR55%%

MR S5 [/ FEG

GUIERIIE

i/ “Vs 0 LDAP JIR45 2% & S 14 (Add LDAP Server Profile)” By, “ %% LDAP JIR 45w fic & S04 (Edit
LDAP Server Profile)” TUJfi_L[{iMiX AR 55 88 (Test Server(9)) #4H (i CLI 1 test T4 ) Kl
RS LDAP IR 2 0% . WA 21 LDAP IR%4%, AsyncOS &MRREE MRS 2%, IF BoRtiA
MRS as RN 25 B . AsyncOS KR REAS LDAP %545 LA, JfEonmiaiif.

HEXEM
* Wk )45, on page 45

* g 41lE, on page 46

A% LDAP & ifif3 2fi vk, v DANC'E LDAP Be & SO AT b D) 3. S 5 LDAP IR 45 28 1034
B, B AR [P A AR (Bn,  “ANRT Y Bt ), TUSEE R SR SR A i 41
FKHIEEN T —4 LDAP IR55%%.

WIS 90 G 25 24 58 I 1) B A 22108 4% 21 LDAP 55 s S8 P KSR — G RS54 RIS R Dok
BB 5 LDAP RS ds, B0E AR [nIRF et A Chs (ol “ANmTH” B “h7 )
U S 9 SR 2 i B R P )R — & LDAP RS54 BRAIEIL T, IS0 R OGah 28 2 ik 4 3 51
RPHEE —G Mo a, TH, Sl BAH e 25 88 6 o5 . IR R SCAEBR
WWIEDL R R T LDAP JIR55 &, 8555 H A LDAP IR 55 a0 3R I 2 — S g5 4% o

AR SR W SCIERL 2 2 AN BURSEM) LDAP IR554%, BRI FFIERBIZIR S A PR, BRI IUE
o HBLEN S, Sl ek 2R T — 5 kS

Note

FATEWHRE LDAP IR 55 8% K284 Sl AT i et o 2l il B R W e 1% [ 4 02 1) LDAP JI 55
AR ORIR A i B2 5545 o

HXER
o Pic B A 0 AT LDAP s %S, on page 46

LDAP Zif] .
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Fic B R P X 21T LDAP Bf=45 7%
SEEE B I AT LDAP BOBE4ERS, WHE GUI e L T 5 3K

Procedure

T N “REEH” (System Administration) > “LDAP” 1, EFFE LGN LDAP IR 55430 E S
W2 M LDAP &AL E S, Al DL Nl

< tes
LDAP Server Configuration Name: example.com

Host Name(s): [idapservert.example .com, Idapserverz.example.com, Idapservers example.com
Separate muitiple entries with cormmas.

simultaneous connections for all hosts: |10

annections amana all hosts listed

LDAP &if] |

wmS 158 BR
1 B LDAP #4524,
2 Wit B e KRR

PR3 FlE A LDAP ¥ & AT K.

1
TEAE 2 LDAP IR%5 25143k LDAP #E4%, AT LR E H T 6133514 ) LDAP e & S

NI E LDAP BB SCAFIN, MR AE ) LDAP I 554% Z [H) 7r heiidk. nARIE R
WCEGER IR, WA S S i e R LS LDAP W g5 & vl 1, JF PGSR n] AR S5 & o WR 199 AR B 485
C T 1) e R Bt o 3 ST IR O F R A

WL — G BT 51 LDAP R4 AR MmN, HRAR I SR LE R 43 1) LDAP 552 2 )40 R 1%+
HRER
o Ay A I G TRC 47 2 34047, on page 46

2 R K BC & £ 2 A 1

Procedure

$B1 NRFKEIE (System Administration) > LDAP 1, E# 5 4m 1) LDAP 45 4 fic B S0
IE2 )\ LDAP RS #5ACE SO, WE LR

. LDAP i)
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Server Attributes

LDAP Server Configuration Name: “_—Hmmpbmm

Host Name(s):

|'dapserver.example.com, ldapserver?.example.com, Idapservers.example.com
Separate muftiple entries with commas.

Maximum number of simultaneaus cannections for all hasts: [10 ]
Multiple host options:

(¢ Load-balance connections amaong all hosts listed

¢ Failover connections in the order listed

WS L RA

1 %I H LDAP R 4552

2 Pie B e KR

$IE 3 il E HAh LDAP & B I E K.

LDAP Zif] .
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