P 15 B2 E

AREAE LU S
o WRAF5GAE LR, on page 1
* fii & DomainKey Al DKIM 2544, on page 3
* AT H] DKIM iy 56 ik A% A FRIHE AT, on page 16
* SPF 1 SIDF % UF A&, on page 22
* e[ 1] SPF/SDIF 4iiEA% AHEAF, on page 23
* J3 /| SPF #I SIDF, on page 24
* ffi5E %) SPF/SIDF CLGHIE M A HRAT 13 4E, on page 28
* M SPF/SIDF 454, on page 31
* DMARC % 1iF, on page 32
* DhI&E MR, on page 40

FAS 44 36 E 4B 3

AsyncOS SCEFIRPFIGAERIZE 4, B bl Ohit . AsyncOS SZRE A N SRIEHESE (SPF). A& A4 A ID #E
42 (SIDF). DomainKey P- fE {1 (DKIM). & TS K lEAF 30 UE . 4 5 F145 M (DMARC) BL A O i i -
forl, DA UE AR AR . AsyncOS SZRE#H] DomainKey H1 DKIM %544 56 AiF i Wil 4«

X EM
* DomainKey f1 DKIM & #3561, on page 1
* SPF #1 SIDF % uFA%IA, on page 22

* DMARC %;1iF, on page 32
o Dhit M LHAS I, on page 40

DomainKey #1 DKIM & {438

FH DomainKey 8¢ DKIM BB FEGAE, A A N ATl AN k28 B . < 5, nllk i cieir
M4 5 HSfE From: (88 Sender:) W 43R4 T 5o EL A A 38 .

| i i
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B oomainkey %0 DKIM 385E T #5372

DomainKey #l DKIM G 4E AN EE . 4 HIAUE. AsyncOS 37 £F DomainKey i Fi i “2544”
53, SCRF DKIM 28 4 FIIS UE RS o 8538 n] UG IR [RIRTRE SR IS4 H DomainKey Fl DKIM 2544

X EM
* DomainKey ! DKIM % iiE TAE7FE, on page 2
* AsyncOS '] DomainKey 1 DKIM %44, on page 2

DomainKey #0 DKIM 3&iF T {£57 72

Figure 1: 383E T{ER72

- Q,

T B
emet R — 8
- J 1
F= / I1SPs

S
g

o
N

e public

1 FHEL T AT AP E] DNS a4 23 .

2. B A AR (MTA) _EIngfai .

3. AT A ARSI P AU S S A AT R 728 44 o ¥ 44424 DomainKey Y DKIM
A IR B PE, AR S ARSI

4. I MTA 5 3k $2H DomainKey 5% DKIM 2544, MHIREE-RSEI A RR T A%k Gl Sender:
o From: 53%) - MAEFRINZEA 8L (W DomainKey B¢ DKIM 15 3k 7B HEHUAH .

5. fifi FH A8 DomainKey 5% DKIM 2544 2 15 H AR N (AL B AE 1o

FEMHA S A DomainKey 2544, 1 LM Yahoo! 8% Gmail Hudil:, Ay IiX S8/l 45 /2 e g iy, FErl 50 E
DomainKey 2544 114 A M

Async0S £ DomainKey 1 DKIM %

T R R B SRR AsyncOS S DomainKey A1 DKIM 2544, Sk i simg GRS A4k«
k7 Hng) JH XL . HIORTEAE R, TES M “BUE MO LA — 5, BB Rtk
W A R S T BRAT 1 e J — AR

BC SR S B R B (BB AR OCE D RIk. H TS o s 9 oG i s 5
W& Ik, PR, A S SO A b i S ) 28 44 5 O DG IS0 AT ArT Ssl 5 B SO ) R A N B A bk AT
DomainKey 2544 . W[ /3 Ff DKIM Fl DomainKey 2544, i DKIM 2544 . nJilid
domainkeysconfig CLI @4, BUIE GUI H ¥y “HEPF g ” > “ Il & SR A1 g > “28 4%
B17 WU, 92jfi DomainKey A1 DKIM Mg & 3044

DomainKey Fll DKIM 244 [ TAF R HA . T #H RN B, — IMEEE A ILDNS (888
BRI DNS SCAIL SR 1A SE Y], — MERELEMBAR O 0 Mz GRIED IR FREAT25 44 1
.

FEREMBAE vt PR R e BSOS I G 23 K 2 15 A7 AE A A SkE B S0 U RAE
PR ¢ U OF S MSPHR SRS Ll 1) SRiC & SO, WS i 2 1565 A AL Sender: 1
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\}

22 Domainkey 71 kM 2% [l

From: #idik. WUERMEHAAAE, W “RAEN: 7 (5 RIRL M T PR DKIM 4544, RIUAEAME ] “ &
fEN: 7 5K TDKIM A4, WafEazfmk. SOUAE “RIEN: 7 f53kI, 7ER), DomainKey
5 DKIM 28 A BB AL “RAEN: 7 A5G AAE LU IO T -

 WH RN T 5k
o EPF Web FLIHIT “DKIM 4 JRi e e ” TU e “fliH < kfEN: 7 {5k T DKIM 847

Note

M Async0S 10.0 FEE AT, A LLIE PS5 EZAHH Web SR “DKIM 4 Jey v &7 LA g “ i
RN 7 AFSKEHT DKIM 247 o B “RAEN: 7 53k DKIM 24 Bl Al FH LR T IEAf 16
DMARC $6iiF3F 5 3,

R ARA B R L, WASKTISPERE 4, IR LAl B AE H S

Note

R4 DomainKey Fl DKIM Pl S04 GRLEMBARR RIS I 25 44) 5 AsyncOS K [A] B4 ]
DomainKey f! DKIM 28 4% % #h & M- 25 4 o

NSRBI R AL L, PR A Ik il 5 BAT FRVSERIC & SRR G . n SRAR ST, D hs 2544
), AT EAR R . WER IR C4 4 DomainKey ( “DomainKey-Signature:” {53k)
WA AEWI IR A4 RS T A N BB IS AR RS F28 44 o G R BT BIAT 1) DKIM 2844, AEHE
WS ¥ DKIM %44 .

AsyncOS SCHRFIE TS ISFRE Y, SCRFFEL (BRI AT 4% 8.

AR SCRSTC B U0 IR B LI 2 40 RN P dd . ek, T ALE NSl S (R A2 S s L P
DomainKey Fl DKIM 2844, 5 7 H b B34 R 2R3t S g b S ] DKIM 4610F

Note

FESEREPA T HH E BARC B SO NSS4 S DI, T Sl e B SO AT 244 B B I R o
Bl iR, BahuiMERE 2 %Y, RGN R ORI E S AT AH R R A

i’ & DomainKey #0 DKIM 2

HXER
* 2544 % 4], on page 4
* A ILEEH, on page 4
* Sl B SCAF, on page 5
o KPR [PIANGER WA 5 FH 2544, on page 6
* KA A -4 44, on page 6
* fit & DomainKey/DKIM %544 (GUI), on page 6
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o W ATH Fd %, on page 16

B BRI O EAEAE IO RAE . B AN, TR BRI, B 4 B2,
BT RS s PERE . MBI OCSZRER/NTE 512 £ F10 2048 172 (A [R5 50 . 768 - 1024 3 %
BR8], WA K BN H. BREEHTRESEmbEaE, HARAZA SR
I 2048 A7FEEH . A OCAIEAE L MM TEAE B, 1525 0 0 uldhi 48 % 44 % 4, on page 10,

WEREMADA FY], KRR . ) R B B2 PRI, s P A NS
AR AP MIAT B4 FARTEDE R, WS S NEE AN IAT 24 %], on page 11,

BNJa, PR ARSI E SRR, I SR ARG B SR “ 240 %] (Signing Key) F 781K

T
AR ER

o ST AL %, on page 4

LE
2
el
S
23
N
Bk}
i

RETT LURS IS 194 5% _E 2544 8 1 S I BUSCARSCAR R . 3 38 B 208 2 AT 4 5C 1R BT A7 3 TN
NSRS AR I EYPITEAE R, WS T M4 Y], on page 11,

ki A B2 T Y.

Note G\ 2 o 40 2 i IS I O L i B A 25 60

ARVEMFER, WSS ASMADA L], on page 11,

R 254 i ) R E B SR ORI A P AU A3 AP A DNS SUAR IS 5 o ] T Bl A S0 A 31 o
“DNS A% ” (DNS Text Record) I H T “A2 /%" (Generate) FE4% (ali@id CLI 1)
domainkeysconfig -> profiles -> dnstxt Wi4%) HATIEERAE:

17 A DNS SCASIC SR PRGNS B, 152 0 2E il DNS SCAC 3% | on page 12
AT LUl “25 4% 491”7 (Signing Keys) DU _EFT “ALE” (View) B E R AH]:
Figure 2: “ZZ%4%0” (Signing Keys) 71 L B9E H N AEHE

Signing Keys
Signing Keys
Add Key... Clear All Keys Import Keys...
All
]
Name Key Size (Bits) Public Key | Domain Profiles Delete
TestKey 768 ExampleProfile |
Export Keys...
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s B & 3
SRLF PRI R P AR 2, DL A B B

o Sl E SO AR
o W O INE] “d=" fFkmED .
o EPREY GERESSH TR AHA W . 76 DNS Ay, OB #s n 21 & 2 iy 44 25 1A
“ domainkey.” FJHITD
o BEAL TV (HERAR SRR 25 1) 28 24 LRI 15D o AsyncOS X DomainKey SZHF “simple”
1 “nofws” , X DKIM 37 “relaxed” F1 “simple” .
o BLEH CHREAME R, 1S HE 4%, on page 4)
o TG SRANE KSR (PR DKIMD
o BAEBABE SLTP IR 251K (PR DKIMD o X SEFREEAAA LA NS B
o ARRILNT HEAF25 44 B P AR (i, HBiE AR B B )
* KRR AN ) a2 S sk .
o QIR A I TA) K o
o DR h BT IR IR 25 44 BN [R]
o BB MR IR IRE SRR E S B (HE, D
o BHERA PR INEIARAE (LR DKIMD
s BCE S P BIER CRRVEAL S B SO AT 28 4 k) .

N

Note by fil- o phy it 75 SO 1P 48 2 (IR A0 “35” (Domain) B4 52 (RIUC L .

A UAFEBLA BT AT S B S R R E AR o AT RVEANE ., 15 S PR B & SCIF, on page 15
IeAt, IR T LLE R A

* {li ] DKIM 2544 %5 R G825 UK B3 A HEA T 25 44
< M RN A Sk HEAT DKIM 2544

HRULH, 15 %% DKIM 425 ¥ &, on page 15.

HXERR
o SIS NS E S, on page 5

S SN E

ST LUK S 99 5% _E R BAT S0 B SO 3 b BSOSO o S H S0 SO 2o 24 IS 9 O _E (¥ P
A BREC E SN — A ORI . TS T HHREE B SO, on page 135

ATLASRANZ AT A C &SP E . 3 NS B S 2 R 2 i v LR T S B A T2 S
NI E SCAE, on page 14

| i i
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B osrsmusmnss

R A S P2

FE H S ISP PR R A48 5w | i3 i DomainKey FI DKIM 2544 . A5 X VEAIR L, TS0 “ e & W ¢ LAZ
e

Procedure

P 7E “HBFALHNE” (Mail Flow Policies) TUTH (M “HIBf4-5K0% ” (Mail Policies) 2 1) I, #.ili RELAYED
MRAF e (ARRD ©

T2 F “w4I)He” (Security Features) 3745, &S “FH” (On) J5 H DomainKey/DKIM 254 o

7 E i N

iR B A RER B &

BASGH H Sl MR 25 44 A, ST REIE 7 B IR R RN S SR BSR4 4% o fs mT DL o 25 42 R BRSO 1R N M 2 A
BRI [FURTGE IR A A0 o B0 IR (PRI ESR BE )i F DomainKey Fl DKIM 2544, i % 5 22 2Lt
W 2 DI I 38 B E B S 145 F DomainKey/DKIM %44 .

Procedure

IR (e 54 B H B A AT R e QIR (R (R E SCPF b, FR AR [R]RTE 38 5 fR A
WHIB2 A H “XFIREIFIZEIR MR ARG H i EH 25 44 7 (Use Domain Key Signing for Bounce and Delay Messages) .

Note WII5E I B DomainKey/DKIM 2544 (GUI), on page 6_ L4 BT H LI, A RESLHIXHE
[A]FLE IR B 25 44

S5 S P ) From: kb 250 55 FVEIR [H]3& [B] M 1k (R bk VUG o S PR OX Le bk DL IE,
o] DL AR IR & S B IR H il (RS (System Administration) > 12 [HHihE (Return
Addresses)) , ARJEAEIRAECE TR “ECESCHE 7 (Profile Users) HH HIX— 4R, i
w1, AT RLUAE R Rl i B MATILER-DAEMON@example.com & [Flithdil,  FE73 0
MAILER-DAEMON@example.com 1f: A 3k ie B SC A4 Hh i e & SO

fic & DomainKey/DKIM %% (GUI)

Procedure

TR QIR ARG RS AR AL EVINGER, 2% %Y, on page 4.

| G
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#12 T Domainkeys & MEREH [

SR 2 QUEHENCE SO, IR P IR B SOOI AT O B BRI B SR R, TS S ST,

on page 5o

FIE3 O DNS UL . XA DNS SUAERINE R, S48 DNS SCAILSE , on page 12,
A AE R SR S s _E S T DomainKey/DKIM 2544, U5 iR 3 GRS IR A B3 f P 2%

%, on page 6) o

WIS s, R PIFIEER MRS DomainKey/DKIM 2844 o A5 IO IR [MIFIZER MEPF i F 2544 (13 8., 1

23[R (R R ZE AR B 14 3 F %544, on page 6.

PYR6 KLU KPP ke B SRV S 24T DomainKey/DKIM 2544 . IEAk, Wi SR PG E 25 R vl

AEFR I, XS IR [P oS IR A 2544

Note WA 6% DomainKey 1 DKIM BC & SCAF GRAERBLRG NS 8 %4 5 AsyncOS K[l
1 /il DomainKey 1 DKIM %5 4 % 4h & M3 A5 4

What to do next
X EM
* A T DomainKeys % 44 I35 lC & SCF, on page 7
* I H T DKIM 244 1) A0 & SCAF, on page 8
o QI B G 25 44 %, on page 10
o FPABEI AT %44 %5 , on page 11
o MR E ST, on page 13
* %’ DKIM 42/ i &, on page 15

£1)7 F§ F DomainKeys %542 Y15 fic & 314

Procedure

MR VREPEHB 1S5 B (M ail Policies) > 2 & Bt & 34 (Signing Profiles).

1EI % & BCE XX (Domain Signing Profiles) #7), HilifRnEcE XX (Add Profile).
fi N SO 44 R

ST 4R B (Domain Key Type), k#8248 (Domain Keys).

T T BT s A I T

NS4 .

HINIERESS . RSN INE] “_domainkey” iy 44 ¥ (R H [ RAT R4 0K, T35 B SRS IR 85
M2 FE R AH . 15 DNS fr 4 25 A A EAMIE A R0 5 05 IS Sk, PSRRI B 2o
%o

IEFERTEAL O R 4% BY simple) o

MO AR, HEREREH. B0, BB, DAEIE EEN) 20— ELEY,

ARENFIR PR B L G2 G B4 25 44 %41, on page 10.

i i
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B oesTomzzmmER s

B AR A B S AT A A R P G, FEHLEE

AT TN L.

BER, R AE AN MR LE SRS _ 3 H DomainKeys/DKIM 2544 (Ui A A ) GES XA AL
JiH %4, on page 6)

Note QR A B DomainKey F1 DKIM Bl E SCAE,  AsyncOS ¥ LS HBI FHAT DomainKey
H1 DKIM %44

12 T DKIM 252 B9 #is B & 3014

EZ
pZ
PR
ez

4

Procedure

MR LIRS BE (Mail Policies) > % & Bt & 3214 (Signing Profiles).

I AT E L4 (Domain Signing Profiles) 4y, iR nBL & X4 (Add Profile).
fan NG B ST ) A4 R

X1 A2 A (Domain Key Type), 15iE#: DKIM.,

T i s A B T

B ANIBEA
HNIEFEAT . TEFREEANINE] “_domainkey” iy 44 23 [ AT AT A PR, T30 Bl SCRPREAS AR
M2 AR AP . 1EDNS iy 44 2 RN E AR 5 20 5 IR Sk b, RS EAC RE A
%
N FRAEFE NG . A LLTR TR P g«
* Relaxed. “relaxed” fr k MVEALTIAIAT LU MR A5 (5 kA FRESCY NS L IRk F52k
PEZE RS AR PR A% . IR T A4 R 25

* Simple. AXHE A .

N IESCEFERNEAL . I EL R TR e 3% -

* Relaxed. “relaxed” ffi k MVEALFAIAT LR #841: MIERIESCE R IVAAT . SR 1T H 1)
ARG IERAT AT RS

© IR MR IESCE R EAT .

WMOOIRE TG, WAL T, BT, LA (BN EA—AEAEY,
e MBI AR 4 4 Y. 55 BSR4/ 4 34, on page 10,
HAR TR S LU AT T £ ke
© All. AsyncOS AP ARHEAEIIFTAT 35 40 PR AR B PR MR INBR (2%, 0 BT
BBk

| G
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oA T oim zzesEnEss ]

* Standard. 1 RAEAE LA P AS ISR 5 Sk, AT RERT EE PR UERS So AsyncOS UR BA T AR
HEAE R4 CWERIEAEAFEAESS Sk, DKIM 244585 kA )

© RAFA
* Sender. Reply To-
* Date. Message-ID
* To. Cc

* MIME-Version

* Content-Type. Content-Transfer-Encoding. Content-ID. Content-Description
* Resent-Date. Resent-From. Resent-Sender. Resent-To. Resent-cc. Resent-Message-1D

* In-Reply-To. References

* List-Id. List-Help. List-Unsubscribe. LIst-Subscribe. List-Post. List-Owner. List-Archive

Note %EFE “Standard” B, RN 2 EE LK.
FRN FE WM IE A4 o BR] DLEFER B AF IE SR8 44, T/ e REA4 1) 1 U . IR LU NIz

* Whole Body Implied. ANZEAEH] “1=" bREEME IESCIE . XSS, A SRV E
@

* Whole Body Auto-determined. XF3EEfMEAFRE 4, A VFARHEFE 70 1IE ST 45 2 i in— 26 5o h 4
i

* Sign first _bytes. X¥ik R 7 I IR AF IR

PERN2 EPEEEAE MRS A SR P BOR R INIAR S . X ShR B AR (5 B T TSRS AL JE . e
LUR e — A e AN LI :

o D7 RRE . R4 A P EAREE (Bdn, WSS R ERD S0, £ @5 a0
WAL, B, Il @example.com.

© Q7 E. HTRRAVINERIEE SR Hir, MR ds/txt.
< U7 RRE . QIEERA NN TR,

o X7 ERZE. B RNIRA HIIAIN TR, $RE A BN CBLRR 30D o BRAE N

31536000 5.
o Y77 BRF. BB BRI BRI L BAIR (L, D o XBEFEE KB RR KL
{H. .

z=From:admin@example.come|To:joe@example.com|
Subject:test%20message|Date:Date: August%2026,%202011%205:30:02%20PM%20-0700

PR3 KA S B ST R A R Gl RIS .

i i
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B oessezeng

Note G B B SO, I AT 2 IR G i S F P OGIRI L & S0 ltan,
example.com G EEACE XA, A joe@example.com B 5 — AL E CAF. M joe@example.com
RILEMBAERS, A joe@example.com FIRLE SCAF. {H/&, M adam@example.com 432 S
fHF, ] example.com FIFC & A4 .

L4 FRASIIN T
SRS B, NAESNR IR RS LA DomainKeys/DKIM 2544 (WURMARBH)  GESRXT A& BB
Ja 2544, on page 6) »

Note R [\ B DomainKey F1 DKIM B E SCAE,  AsyncOS ¥ AEAN R I FHAT DomainKey
H1 DKIM %44

Il 1 S\ 4w e 5 4 A
o QIEEHI 242 %5, on page 10
* Dl A 2544 %4, on page 10
HIEHE R TN
W25 A 4T DomainKey Al DKIM %8 44 [f 35 e & SC -4 L2 44 %4

Procedure

TR KL PR3 B (Mail Policies) > 2 % % $A (Signing Keys).
FE2 AR MES (Add Key).
T3 M ANEH LK.
$IE 4 A4 Y (Generate) IR .
PS5 AN L
Note  fan] TR 2 A IC B SO R ML — B, W R R AR % B

RENEEZEA
Procedure
FIE 1 R YGE IR RES (Mail Policies) > & %A (Signing Keys).
PR 2 i BB %9

HIB 3 JE IR OIE B &4 %8, on page 107 (11 4 4 H bx 7B
LI A AT IEAINE L

| G
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SHELEY

WIS 9 S L R B Ay s 4 rh 3 B AN SO

Procedure

FE KIGEFFERESE RS (Mail Policies) > E& %A (Signing Keys).
PIR2 1 SHER (Export Keys).
FEI WANSAFMAFR, AR5 TR (Submit).

SAFTHAINBEZZENA

X ERM
* K524 , on page 11
* WA SO NE |, on page 11

s 2 5

Procedure

SR KL FEER SR I (Mail Policies) > % % $A (Signing Keys).

P2 PAHRMEA (Add Key).

IR 3 BRG] RGN EER” (Paste Key) “FB (AZIE PEM A%, HAAZUH GBS RSA %48 .
PR 4 TN L.

I S SAEH
A

Note  ZSREUHEH LM, 1S5 H A4 %4, on page 11.

Procedure

FIE 1 R YGE IR R EG (Mail Policies) > £ & %A (Signing Keys).

FE2 P SAEA (Import Keys).

P33 EPRAE TR EHN .

PB4 LR (Submit). REUKEEE SNSRI T E S4B . SRS I3 IR 3N

I i i
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B muzeza

PS5 HESAN (Import).

il R 25 2 % 5

HXERM
o W3 Pk 1) 25 44 254, on page 12
o MIBR P 2544 %54H , on page 12

AR P izt Y 25 45 25 4

Procedure

TR KL P ERE SR B (Mail Policies) > 2% % $A (Signing Keys).
IR 2 PR B R A 44 B A D TR SR ATE

PIE3 iR (Delete).

HE 4 AR,

fIFRER B 22 % A

Procedure

F1 IR IEFEER S BE (Mail Policies) > &4 %48 (Signing Keys).
L2 ali 4P (Signing Keys) TR LI1ERETAZ A (Clear All Keys).
I3 HAMER.

4 p DNS 3CAIE R

Procedure

T RUGE PR3 RE (Mail Policies) > 2 & BL & XX (Signing Profiles).

HIB2 £ “HWEAME M (Domain Signing Profiles) #4311 “DNS A3 ” (DNS Text Record) 1],
AT R ORC S I B (Gener ate) B4 .

WIR3 1k 5 LA E T DNS SUAIL SR IR J PR 0] Y. 1) 2 A

SR 4 i ERE R (Generate Again) {ff I i 8 S5 B A2 e B o

WIES DNS AL WoRTE R DI SCAFB Y (AR S PAT RS o A7 B A] A2 B2 245 5 DNS
WAL . ESR L AT H DNS AL, on page 13

| G
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=55 ons ke ]

FIE6 Fi5EMK (Done).

What to do next
HXER

* Z7F5H DNS JUANIE 5K, on page 13

Z 7R DNS XAIER

WA % DNS SUAS L SR 48 44 B 11 B8 R /INEB T 1024 47, mTRES2E i 745 B DNS SUAS LR,
IXJE R4 DNS SCASE SRR AN P45 BB AN SR VRIS 255 D747 . DKIM BGAEn] g4 M, ok b
DNS 4525 A Hes2, WARMEZ 7475 DNS SCAIE .

NI Gt IR AR 00, BTG 54 2 745 H DNS UL SR 7 AN 255 AN 35 IR 715
Hio N HIE

s. domainkey.domain.com. IN TXT "v=DKIMI1;"
"p=MITBIjANBgkghkiGIwOBAQEFAAOCAQS8AMI IBCgKCAQE"
"A4Vbhjg2n/3DbEk6EHdeVX1IXFT70E18lamoZLbvwMX+bej"
"CdxcsFV3uS7G800JSWBP0z++nTQOmy9ZDWfaiopUbk7tzoi"
"+oRD1KkhCQrM4oP2B2F5sTDkYwPY3Pen2jgC20gbPnbo30"
"m3clwMWgSoZxoZUE41y5kPuK9fTtpeJHNiZAgkFICiev4yrkL"
"R+SmFsJInIMYH5+1chyZ74BVm+1 6Xg2mptWXEwpiwOxWI"
"YHXsZ02zRjedrQ45vmgb8xUx5i0YY9/yBLHUdGC+GUKTj1i4"
"mQg48yCD/HVNfsSRXaPinliEkypH9cSnvgvWuIYUQzO0dHU; "

DKIM St Wit 5 73 9 DNS SCAAL SR AL 4 5e B G A AN PR s, AR A AT AR P

it s G S

QIR W I S E S ORI 2RI PR DNS SCAI AP AL DNS Ji,  wl LU e & 52
e

Procedure

FIE 1 R UGE IR RS (Mail Policies) > 22 B & 3214 (Signing Profiles).
I 2 (P E R B E X4 (Domain Signing Profiles) f7r i “ Il & S0 (Test Profile) 51 rh,  F el fid

BRI (Test) HE4%

PRI G AR s — 40 R, RIMURDhie 2 RM. R IR, PR o s R, O Aa

BRICA

SFHEEE X

WIS 93 S L PR BT A S B S AR 3 B AN SRS

i i
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B s smsas

Procedure

FIB MK IRIEFRER RS B% (Mail Policies) > Z & Bl & 304 (Signing Profiles).
$122 S HIEEE X (Export Domain Profiles).
W3 AL RTR R (Submit).

SABEEXH

Procedure

BB KL FEER S B (Mail Policies) > &4 Bt & 304 (Signing Profiles).
$IE2 1 SANEEEH (Import Domain Profiles).
WIR 3 P T I E SR SO

PR 4 PR (Submit). RGUKE ST MG S BIAT 1) P AT S0 S o SRS 1R AT S
SR TN
IS SN (Import).

i B 33 B B ST A4

HXERR
o W s3 B 1B S8l S A, on page 14
o MHIBR A S BE & SC A, on page 15
I Bk B 378 1 i B S 14

Procedure
FIB1 KL FEER RS BE (Mail Policies) > &4 B B 324 (Signing Profiles).
IR 2 I AR T BRI SR A I ) S A

S 3 i (Delete).
T4 A

| G
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s el |

B BT 33 B B S

Procedure

FIE 1 R FHREE RS (Mail Policies) > 2 & B & 324 (Signing Profiles).
PR 2 il ERABEE S (Clear All Profiles).
FIE3 HIAER.

RREECE

Procedure

T RUGE PR 5ERE (Mail Policies) > 2 & BL & XX (Signing Prdfiles).
PIB2 7F “EIAECE XL (Find Domain Profiles) #84), 82 %1,

PIF3 P EREEXH (Find Profiles).
LI 4 BN E SO LN B MR L PR RS AL B AR

Note 4P ANE ARSI, 1R 51 Ak [ A e S

‘miE DKIM £ /g &
AT LM DKIM 42 Jm i3 B R E PR 2 15

* {fi ] DKIM 2844 5%) R 44 I b AT 25 44 o WS4 9 DK 25 28 DL 1A -
o R} IronPort 2 3% MS 44 24 X 3 40
o WAL e A AR R S0
o R EVH R
* ZHRIEK

A “RIENT 15K T DKIM 244

Procedure

HIE K IRIEFEHR R B (Mail Policies) > &% B2 & 3044 (Signing Profiles).
B2 £ “DKIM 4 5% & ” (DKIM Global Settings) , *idi4migi&E (Edit Settings).
PR3 M EMEK, FE B

© RGAE AT ) DKIM 2544

* XJ DKIM &2 | From 153k

i i
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B szsnesiez

Note I G EAT K DKIM 28 44 4 FH From {5 3k, 5 S50 A7 2001 From 153k, WPKHA#H Sender
f53k. XIF DKIM 24 B 1E) DMARC B:30F, 454F DKIM 2544 3 FE P4 ] From 15 k.

TR A FAIHINE L

35 % tAF HARIE X

$4T DomainKey 2544 i, SR 04T BRI 2R 4E H &

Tue Aug 28 15:29:30 2007 Info: MID 371 DomainKeys: signing with dk-profile - matches
userl23@example.com
Tue Aug 28 15:34:15 2007 Info: MID 373 DomainKeys: cannot sign - no profile matches
userl2@example.com

AT DKIM 22416, AL SCIAT FR A SR H &

Tue Aug 28 15:29:54 2007 Info: MID 372 DKIM: signing with dkim-profile - matches
user@example.com

Tue Aug 28 15:34:15 2007 Info: MID 373 DKIM: cannot sign - no profile matches
user2@example.com

1= A} DKIM 40 {r] & 1 % N\ B BB 15

A8 DKIM i 56 G0E A% N F R A

HERZ3RAE EER

%14 B F 1 F DKIM 5630F BE2F () B & S0k o B DKIM B F AL & SCPF, on page 18
B2L CAI%) BT DKIM B AEAR N BB FR) | A0 SO SHEms i SCATe AT R )

H & SCHB A A0 o
F35 MBS EC E 4 FH DKIM 56 UE A N BB | 72 HE A i LS DKIM 564IE, on
1H:, page 20
$a4% S8 SIS W OCHE DA M AT RS . | O & [T 17] DKIM U380 UEHB A (1) 34, on
page 21
H50 | HERES R E RN SR N OCTK . C T IS A1 S s

HXED
* AsyncOS #4147 DKIM KAIEK 2%, on page 17
* EEL DKIM %3 F L B SCPF, on page 17
o ZEMPAI S AL DKIM KGAIE, on page 20
o JCE I ) DKIM CL56IE BB 1F 1424, on page 21

| G
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| eBeaeiE

Asyncos #5749 DKM i [

Async0S #17HJ DKIM I&E1& &

B & AsyncOS ¥ 3T DKIM AEN, HE2ER K AT L R 2

Procedure

AsyncOS F 2 A& NHEAFI¥) DKIM 2844 7Bt 284405 Sk MR, A R AR G A I 5 (bR A8 . i R4S
AR IR A, AsyncOS i [F] permfail .

BRI TERE, B M AFEDNS ISR AY], FFIRIE A % . WRAE I AR AT, AsyncOS
IR [A] permfail . U1 H A1) DNS 2l oyl g m g, B4R ] tempfail .

KR AYIG, AsyncOS F R A HUAMEIFIRUERE 4 o WERAEIERL A h KK, AsyncOS 2 [1] permfail o
R A, AsyncOS iZ[H] pass.

Note A I S I E G BEI - AsyncOS 3 [0 AR g«

dkim = pass (partially verified [x bytes])

b, X RIRIGUE ) 754

RERAES R Authentication-Results {5 k. #iltn, 8T ESRIFIALT L2 — M5 k-
Authentication-Results: examplel.com

header. from=From:userl23@example.com; dkim=pass (signature verified)
Authentication-Results: examplel.com

header. from=From:userl23@example.com; dkim=pass (partially verified [1000 bytes])
Authentication-Results: examplel.com

header.from=From:userl23@example.com; dkim=permfail (body hash did not verify)

Note YT DKIM S UEE S — N RS2 ALEAE ke VA A DRI 5 Jn ML AT HIE
BEDIE ] BESAEARKMAS P it
IFAE DKIM AR (c=y) 1 BAT L DNS TXT 3% i, MR SR AT Bk i AT /] DKIM
K UE R A o

2 DKIM 38T e & 32 4

DKIM 5641 B & SO 2 HB A4 190 5% 6 IS 237 S 6AIE DKIM 284448 FH S 500 2% . filtn, s nT LLA gt
PANIG AR & SO, —NE AR I AT B 30 AR TR],  —ANZE AR I T R H 3 b ] .
] DU S AN IR A B SCPE A T B 52 BRI AR SRS, DLBTIEAE DDoS 1l NI Z . IR E
G LR R

 URRCE SCIF AR

o AT IR /NI R A RN o BRANEEH RN 514 512 F1 2048 17,

i i
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B ozomwirmsss

o WRAF AR ERGAE K B KA A B . W SRR 2 44 BRI e X KB, IR Dk Bk ik
AR RI R4, FARSEAR BB . BRIAK 5 A4
o RAFN RGN IR U0 2% RGE 1) 2 (8] SR VF 0 ds R TR 22 CLARD g ) o dn, o S pR2%
KA 05:00:00 R, I RGN )L 05:00:30, 440 B eV B I R) 25 02 60 BB, HPESE 44
BREATH, B SV ) 2502 10 BB, 40K, BRAE A 60 #).
o —/NRUPE A IESCK S S AL
* TEImIT RGO AT SMTP $:4E .
o TEIKRARIE BT AT 1) SMTP 4%
AT DA RC SO A4 R AE I T 50 UE S
A LUK DKIM B3 E e B S H O AR DGR & H P 1SR SCrE . 3 G UE L & SO, e
PEM O 0 BT A OB SO TN — AN SCARSA T . RVEAIE S, 15210 5 HH DKIM BHIERC & S, on
page 19,

A LA Z TS H 1) DKIM 56 ERC & S0 5\ DKIM S lEAC & SO B i Ui 4 BT DKIM
AERCE SO AR R, 12 % A DKIM KHiERC &3 F, on page 19.

X EM
* Q% DKIM 53 F L & SCAF, on page 18
* 5 th DKIM %k Ac & SCF, on page 19
« 5 X DKIM 5iF L& SCPF, on page 19
* IBR DKIM % iF e # SCEF, on page 19
* #R DKIM K 1F L& SCPF, on page 20

€132 DKIM 36 E e & 304

Procedure

VK L R4 SR g (Mail Policies) > I&IEBC & X4 (Verification Profiles).

R INECE X (Add Profile).

Ay TG B S I A4

AR A 9 45252 1) g /N 2 B TR /N o

PR 0 G52 (1) e K2 4 B /N

ERREAE— B IR h IR i KA. BRI S ME4 .

PR A W AT R R . BRIMEDR 10 75

PR AN RGENT IR RIS 50 35 R G0 () 2 [0 AR VPRI T 22 CRARD 57D o BRIMEN 60 5o
P IE R A4 P Ad I SO BE S 0 TR A

SR I 1) G 500 U S 25 44t LI B R I 452 52 3 2 AR Ao T SR B S A D9 D H R 2 s, T
PLIEPEIC B B A A IEERIN 451 SMTP i b A UKD B oA, SMTP Wi A 5 AN SCAS

MERE R I99 SR 50 UE S 25 44 tH I K A RSO 45258 2 AR 2 o T A B S IR DGR s, mf
DLIEFEIC B 3 45 AL ERIN 451 SMTP 1 3 A QAL sl I Ath SMTP i AR A% FI LA

| G



| eBeaeiE

S DKIM 36 3iEBe & 3214 .

$IB12 T HEN.
BT IC B ST BE R B 2R /E DKIM B0 ic & S & .

- A E RPN D
W14 LI AR AR NI HE s b H DKIM B, B2 A FH (0 50 1E G B S0

5 tH DKIM 36 E e & 3 14

IS 9 ¢ L IR BT AT DKIM SRR B SCAE 3 O — S SORSCH, IR ORAFAE BB R 5C 1 configuration H
K

Procedure
BB K IEFEER S % (Mail Policies) > 16 iEEL & 3L (Verification Profiles).

PIE2 RS HEE XY (Export Profiles).
P 3 A AR TR (Submit).

S\ DKIM 36 3EF & 3T

Procedure

FIE K UGEFIREEREE (Mail Policies) > I8E B & 324 (Verification Profiles).

B2 PHESNEEXH (Import Profiles).

$I® 3 WP S DKIM WAiERC B SCE St

P4 PR (Submit). RIUKHEEE S K-S EIILA 1T DKIM 56 0FFe & S
FIR5 Hi SN (Import).

AR DKIM 36 3E Ec & 324

HXER
o JiHIER i () DKIM %6 F Fic & S04, on page 20
* JHER P4 DKIM 56Uk fc & SCAF, on page 20

i i



B s erize oM seiEm E s

T B4 BT 1% B4 DKIM 36 3 BC B 24
Procedure
FIE 1 R GE IR (Mail Policies) > I8 B B 304 (Verification Profiles).
HIB 2 %k P AN EM S DKIM K 3iF Be & SC A0 i A kK

FIE3 iR (Delete).
HE A AR

W& ErA DKIM I8 3 EC & ST

Procedure

PR RKKIEFEEBE SRS (Mail Policies) > 3 iEEC & 3L 4 (Verification Profiles).
P®2 Pl ERTAELE X (Clear All Profiles).
HIE3 HAMER.

% DKIM 363E B2 & 321
FEFTAT DKIM KeAiF I TS0 P 0 3R TS0 P4 B s R

Procedure

FIE 1 R GE IR (Mail Policies) > I8EE B 304 (Verification Profiles).

$IE2 1% DKIM BIEE & X4 (Search DKIM Verification Profiles) #4, &% .

P73 i EHKECE X (Find Profiles).
K DKIM 563 il & SCPE A & SO 448K o
WRAANIE 2R, 2R 715K R BT DKIM KFAC & SO

R R E% _EBc & DKIM 35 5iF
TEAL N MAEE AT WIS AEE vt R J3 ] DKIM B6:41F

| G
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Procedure

FB1 R IKIEFAR R (Mail Policies) > BB 45 % #& (Mail Flow Policies).

P2 P EPAT IR TR IR A N BB A SR

SR 3 EMF RS “ 24 T)RE” (Security Features) #45, EFEFF (On) Ji  DKIM KHiE
IR 4 ERE TN 1) DKIM 50 10F e & S

WS A

What to do next
HEXED
* DKIM % iE AT H 338 3%, on page 21

DKIM 3&EF0 H 518 3%

AT DKIM G5 3EI, SRR SCHAT FAR AN SR H &

mail.current:Mon Aug 6 13:35:38 2007 Info: MID 17 DKIM: no signature

mail.current:Mon Aug 6 15:00:37 2007 Info: MID 18 DKIM: verified pass

B & = DKIM 2 35 iEmR 4RI #R1E

E54IF DKIM HBfN, RGe 2 B 73N Authentication-Results £i5 3k, (B AN I TIE 45 S Wil {25 4252
MBI L T IR BRI IR 45 R B, v LA A P 25T AR 0 DKIM W36 UE IR AR AT 44 . i,
W DKIM BAE e, 488 ] BEAS SR ISR IE B o6 JEIEAT AR5 . B Rl EFFEORIE R EX . B
ITICERAE, IR — A ) 20 e 2 B

Procedure

FIE1 EPARSREE (Mail Policies) > fE AR &3 i€ 2% (Incoming Content Filters).
PR 2 PR iESS (Add Filter).
PR3 75 “IAF” (Conditions) #i7y, HiliiRng % (Add Condition).
FIE 4 AP F P kS DKIM I§3E (DKIM Authentication).
PIRS LEHE DKIM 45F. EFELL FkIiz —:
* Pass. B4 it 56 I o
* Neutral. G iEARAT .
* Temperror. HELA] G4 1% .
* Permerror. HIAN AT Al (P ETIR
* Hardfail, 3 uFM

i i



igCoana |
B ser Ao sioFiEmR

* None. HBIEARZE4 .

PR P SO ERAE. B, Wn2R DKIM KAiE R, 80T BEAY SRl S F AFIR R sl
Wk DKIM $biad, fEnTResy L RILIRHEPE, Jorvit— DAL PE.

TR FRATHM N R LLIES
IR 8 AEAHN (L AN BB SRS L I A I g 2«
ez LRGN T T

SPF #A SIDF 3% jiE 8

AsyncOS SZFFRAIE N HBEHES (SPF) FA A4 A 1D Ll (SIDF) %:1iF . SPF il SIDF /231 DNS id %
Uk MBS PRI U7k . IS SPF FI SIDF,  HIEM 801 B 5 vl A R s 4% 2C ) DNS SCACId %47
SE WL T SR AL 2 A B o ARSI SR PRI AR A A A A 1) SPF c A BB AL
Tk R 32 S A A A B B PRI A

{8 1] SPF/SIDF JAERT, e fF A BcAiifi g WL LT A8 AT LA FR I SPF s, N ACHIBPFCPE AA
FRAT K] SPF LS A8 B4 et 2 mh Il 5 1 B A% B A QR B 6 RO AL o

Note (|- SPF ¥ &F SR AEHT FIVEAL, AsyncOS (IVERE I BEST 2 RS0 . AL, i 1E 7 SPE R Ar£s b i
DNS &A1t A F 4

i 1] SPF A1 SIDF I, 1+ & SIDF 20T SPF, {HH —&LZz=5, T T ## SIDF Ml SPF P X [0 Z 5
MI5E3EUH, 1S4 RFC 44060 ZEASCRYH, PIAARIE—RIHE, BRAEHIGE R —Fhig e A 1)
T o

Note  AsyncOS ANSCHEHI T A rh 4kt SPF.

HXER
* KA SPF k1 UEW], on page 22

BXB SPFickAYiLER

BEZE MR 9 _ 48 ] SPF i1 SIDF, i&tR#E RFC 4406, 4408 F1 7208 %4 SPF il . 5[ RFC 4407
THARUATHE PRA Sy ISR LLYT I LU R WG, 7 ##6) 3 SPF Al SIDF 0 s IR ) o WA 58«

http://www.openspf.org/FAQ/Common mistakes

HXER
* HRLIP SPF ¢ 3%, on page 23

| G
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| eBeaeiE
sueserizz

* A7%41) SIDF %, on page 23

* fl SPF ic3%, on page 23

B3 A SPF g%

FEL SPF HELO R 2y, i AR RIE MTA CHOZ T80 81 “v=spfl a - all” SPF ic%. WIHEA
NIntid s, &% HELO 5343 1) HELO A A n] <3 [H] None HE &5 8 . WA I H br 21 T4
B SPF RAF NIRIMIK S “J.” (None) FlaE, XL A N AT RERAT HREAKIE MTA 0 “v=spfl

a —all” SPFid%.

B8y SIDF it R
BT FE SIDF ML, ST AN R AT “v=spfl” Al “spf2.0” id3%. Hilhn, e AN LRl
'] DNS 3% :

example.com. TXT "v=spfl +mx a:colo.example.com/28 -all"
smtp-out.example.com TXT "v=spfl a -all"

example.com. TXT "spf2.0/mfrom,pra +mx a:colo.example.com/28 -all"

SIDF ANF:iiF HELO 45, RfEXMHILT, AFFE A KL MTA KA PF v2.0 i35k,
A\

Note 4y HLik 4% A2 4% SIDF, i KA “spf2.0/pra ~all” 055

w0 SPF 12 3%
FRETE RFC LR, FEMBAER OC F 5Lt SPF 5k 2 /i, S UKl SPF id3%. openspf.org website A
Z N TR T it %
http://www.openspf.org/Tools
T AE A BN TR ARSI SPF A0 srAs 2 1 i [«
http://www.openspf.org/Why

BeAh, T DAAE RO ALY LR T SPE, T RHE trace dir4 (B GUI SUATERER) A% SPF
iR MHERER, AT LU I AN KX TP,

an{a7{E B SPF/SDIF I&iF 15 N\ B4

TR R EXZER
W1 CA3k) GUEEH] T8 SPF/SIDF Sk AR A IS | A5 P 4370 SRS a2 SCAR A SR )
(1 8 7 SR AT SRS o

| i i
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. /& SPF 7 SIDF

TR R 3R AE BEER
W2 0 S -4 S s i 5 4 A 1] SPF/SIDF 48 3iF A% A | i3 i SPF Al SIDF, on page 24
F.

$38 5E SCHBAY: W SR AE CITEMEAE_EPATWREE A | W5 %) SPF/SIDF CUAG UEMBAF AT I
$4E, on page 28

Haw KEBRAE SR S AN E AR DG - P 25 S 7 SR

¥50 CATIE) W50 P 45 2R I3 SPF/SIDF 454, on page 31

A

Caution 11 4% [ RHIE st ¥4 M PHIE, () 1A BVRHEE UL B0 SPR/SIDF M iif K. RIS LA 2
I 85 et SPF/SIDF JilE MM, AR TER L, 505 2 414 A SR I R S
HEAEAT 3 7 A

N

Note  AsyncOS fir 447 JL1HT (CLI) AT 424 LL 4% FETHI B 2 11y SPF G5kl & . M4 SPF i,  MBARRI ¢
A LATE SMTP 23 1ifi e 52 sldb 4B B e IRl EAFEASEH] listenerconfig i &4yt W 2
Fe EALVT ) R A ERA R B I B 2 SPF BB . A7 RIZLEI E PRI B, 1S it CLI S A SPF
SIDF, on page 25.

/2 F8 SPF %0 SIDF

Pi{fi ] SPF/SIDF, W AEAL AN RR Y F e FVER S S 437 S5 W () SPE/SIDF . A] AET T AR e E A
BRUMB A9 S50 J5 T SPF/SIDF, -t m) LUK 5 A% A B A3 S i

Procedure

P HKIKILPEAR 4 SR B (Mail Policies) > BB 437t 5 B% (Mail Policies > Mail Flow Policy).

$IB2 i BIA KBS S (Default Policy Parameters).

LB 3 ERIEESH N “Z4T)R8” (Security Features) 377

#1124 {F SPF/SIDF I&3E (SPF/SIDF Verification) 4>, #.5FF (On).

HIES WE S CERIME N SIDF-compatible) o A id e A 22 54 T () SPF 58 SIDF KiEbrufi .
b SIDF — 312 4b, #nT L& FAL 5 SPF Fl SIDF [1) SIDF-compatible.

SPF/SIDF — &1t 2% 1)

| G
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| eptEssiE
iz cu A seransior ]

—E MR 5 L RA

SPF SPF/SIDF 4:1iF 3 T- RFC4408 fil RFC7208 BT #1E .
- RIAT purported responsible address (PRA) & 175611 .
VAR MEFE— BTN HELO B4

SIDF SPF/SIDF %iiE5E |- RFC4406.

- FESARETE A —BUIEGL R, i€ PRA B,

- SPF v1.0 il %ML spf2.0/mfrom,pra.

- T AR I ks U DR Sy, IR 18] Fail H5E .

SIDF e %¥ SPF/SIDF KilF 3T RFC4406, {HLL T pPogfiat:

- SPF v1.0 i sk Mk spf2.0/mfrom.

- SEFAAFAE R D 5 43, 3R [H] None J5E

WERA: M FEE TN, OpenSPF 41X (www.openspf.org) ZEKHfEH .

Note WEZWE, WHAE CLL. 1 RH4IHEE, WSl CLI 5 SPF Al SIDF, on page 25,

LI 6 Wk —EPEL A SIDF-compatible, 17 lC & 460 11F /& 75 76 MR- #1 /7 7E Resent-Sender: &¥, Resent-From:
5 K PRA S 1] Pass 45 R IEZ0 None. I Res th T2 A Sk PRk i .

PR T WAREIERE— S SON SPF, W LARLE S AT HELO S illike 8] LA ik Itd it 25 H) HELO
A tEaE. BETIER S2H, R spf-passed i €% LU 15 564 7 PRA 5 MAIL FROM &1/},
R Y DA K SPF — 2501 40 AT HELO K o

What to do next
X ER
* $20¥) SPF 153k, on page 27

« itk CLI Jii il SPF I SIDF, on page 25

i#13 CLI /2 A SPF #n SIDF

AsyncOS CLI B/~ SPF/SIDF — 3G SR B 24 il s o lC B W R LG i) R BRI 1
I, AT LA BN T R 1K) SPE/SIDF —350ME 2 S AR 24 /9 5 56 T SPF/SIDF 56 3iF 45 L4047 [ SMTP #5
f£ (ACCEPT B, REJECT) . #IEn] LA SCMSAH: P D4 2 R4 2 32 1) SMITP Wi [

FRAE— g, WE2E M AT HELO 24y« MAIL FROM 34358 PRA B4R . &1 654 B e
PE1f) %1 SPF/SIDF $ il 25 5, 4852 MEPFM G4k 21 (ACCEPT) ik /& ¢ 11251 (REJECT):

* None. 1T 8AF BICVERATRAIE

I i i
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. 1833 CLI /5 A SPF #0 SIDF

* Neutral. I AR KM% ) s J 75 A B R 2 5 7
* SoftFail. ST N BN E S 4, HICE AR L.
* Fail. %) s JoBURE A4S 8 B 6 A AL Mo
* TempError. 301F A2 o H G I 15
* PermError. SiFid fE b Hass Ak iR
ISR 47 4E Resent-Sender: 2K Resent-From: i3k, BRAFGHCE SIDF Hea—SMEZ00 Lt PRA

SO L AEREEGCN T, AWERAERI DGt L A5 RARZ M. 2, WEPER OGSy
AT PRA R iR [0l “J” I PTfa g ) SMTP #i4f: .

ARG IEFEAK SO A E SC SMTP #5845, WIREAE M OC2 A S I b 45 248, ds “RIK” .

TS G U0 AIE 45 S AT R F ) S A A 1K) REJECT $/EAHUCES,  TUIMEEE R SCa 2141 . it
LGRS A HELO S A 45 S CRLAE “ ORI ) R R e e B o 4 52 R 44, AFL[R] At vy
FEIF R E A iE 445K B MAIL FROM SR AT i “ 2RI 45 SRR mA: . S ip Al i HELO Sk
2, TR Z% S R, ST ks, dn e R ORI/ A i MAIL FROM G434 £
TSIV FE R 2 2% 14515 35 %6 REJECT #4E IR [A] STMP Hi v .

SMTP Hi 2 W A4 194 S 35 SPF/SIDF 46 ik 45 A4 £ IS4 ik ik [ (1) A R 25 7 i )5« TempError 45 54
IR 8] 55 HA G IE 45 AN E] ) SMTP Wi o %} T TempError, ERIAWINACHS N 451, BRIATH ESCAN
#4.4.3 Temporary error occurred during SPF verification. XJ T T HABIGUFSE S, BRI\ AL
655%3 550, Eky\/ﬁlﬁxiﬁjﬂ #5.7.1 SPF unauthorized mail is prohibitedo EIU\%J TempError *ﬂiﬂ:
L EGHIE 25 S5 15 g AR RN B SCA .

B, WA CAHRE” ORI BRI SRS R AT REJECT #RA4E, ISR LUK I k4
KRECE R IR [EK F SPF A ANE U EE =T W Y. o BRIANOUT s B0 O 23 [9] L i [«

550-#5.7.1 SPF unauthorized mail is prohibited.
550-The domain example.com explains:

550 <Response text from SPF domain publisher>

Eﬁﬂﬂﬁ% SPF/SIDF &E’ 1«%1%% listenerconfig -> edit fﬁé\%ﬁ%ﬁﬁ%g‘%o ?}&Iﬁﬁ%
hostaccess -> default Farddui-ENLUTHRMIBRINGEE

PLF SPF # il &l H T ML) ) &
Wi CLI S2HLIF) SPF 284 &

| G
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e seeizs I}

—E MR 5

A] &) SPF iR &

Y[R SPF

o JETHUT HELO G346 A
o M4 DL SRS B g SR T SMTP #45:
* HELO &1y (tnea i)

* MAIL FROM & {3

* X} REJECT #4F 3R [0]f¥) SMTP Wi WA AL Al S0 A
o ICUFFEINT (BB

SIDF Compatible

* EHAT HELO G fi r

o 1 B4 P A7 7E Resent-Sender: 5%, Resent-From: 13 3k
iy “amat” g R EEYCh “8”

o FRHE DL SO0 B a5 BT SMTP £45
*« HELO &1y (tne s )
* MAIL FROM £ {5

* PRA 51

* X} REJECT #:1EiR A1) SMTP i AR AL FISCAS
o ICTFEEINT (B

, T PRA &

SIDF Strict

o FRHE LU 004 B g5 R BT SMTP #15
* MAIL FROM & {3

* PRA 51

* SPF REJECT #AE s &0 TR A1) SMTP Wi f AR .
o ICTFEEINT (BB

M2 R SE 34T HELO SR B 54552 “ 7 A “AHiE” KiF 45 R0 48 HoAb I 1E 45 R . SMTP ##
B CLI$27R 5 AT s S 2R84 CLLE s A . P AN MAIL FROM 5473 5 X SMTO #:4F . 14
W A B85 BT A 1% S O TR IE 45 5 . I Rt BT A5 REJECT 45 5 404 FH BRI HE 4a AR A F S AR

A AE AT A P 1istenerconfig M E BTN HE o

¥ ey SPF (5%

X} AsyncOS 47 SPF/SIDF KiF e & i, &S 7EMBAR s N SPF/SIDF BiiE{5 3k (Received-spF).
Received-SPF {%‘%@,/Eﬁ\ [J‘F{.%‘E\

i i
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B w5t SPE/SIDR BTt TR IRIE

o WIEZER - SPF WIF4E R GES KRS, on page 29) .

« 5% - SPF KK &1 54 HELO. MAIL FROM. PRA.

s B - BAF RN R EHAT D .

« Z s P Hblk - SMTP %577 5 (1) 1P Hiudik: .
s EHAHA - ﬁﬁkﬁkﬁﬂlbﬁéo (VE7E, IHbhln] A 5 MAIL FROM S AJAl, 4 MAIL
FROM Gy A

* x-sender - HELO. MAIL FROM & PRA G4} [F{H .

« x-conformance - — & GE S - SPE/ISDE — M%) LLA PRA K2 B AT 15
o

AR 7481 Ji 7 i ] [ 385 SPF/SIDF A 2% (1 S 5 s 3k«

Received-SPF: Pass identity=pra; receiver=box.example.com;
client-ip=1.2.3.4; envelope-from="alice@fooo.com";

x-sender="alicelcompany.com"; x-conformance=sidf compatible

)

Note spf-status ﬂ] spf- passed /ﬁ%%%)u)”'“ﬁﬂﬂ received-SPF 'f*%jﬂ“ﬁ SPF/SIDF L,'iAIE/{j(j(

=X+ SPF/SIDF B 3 iEfR 1T B3R 1E
e 2 SPF/SIDF ik b, 48 m] e 2x M4 SPF/SIDF 563k 45 5 K HUAS 6] (44 o ] LA FH DA R4
N 25 1L 906 258 B U o SPF/SIDF CVIGAEHBPEIPIRAS,  FEIE U0 45 ST S E R A T AT I 1 $84 «

* spf-status. BLILJERSAUIARYE SPF/SIDF AR A e e . v LU AEAS SPF/SIDF A %R [FI{E 5
TE AN A
®* spf-passedo Jk[:ﬂ/)ﬁ%%ﬂ'ﬂ'”% SPF/SIDF Zﬁ%ﬁm%ﬂ‘ﬁ;ﬂﬁo

)

Note spf-passed L YEAS LA IE F T HBAFIL JE4% o

TEAC T O RE AN 1 25 Ry, DM spe-status BN, ELE0 TR AT REN, AAdH spf-passed Fi
LI

AXER

o IUFZE AL, on page 29

* (& CLI Jf# [ spf-status &L VEZS LI, on page 29
* GUI ") spf-status PJ 251 JE#E KL, on page 30

* i ] spf-passed I JE#3 AL, on page 31
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WELE R

wirzx [l

W spe-status IUERFHN], w] LA BL R iEv5A A SPF/SIDF 46 UE45 R

if (spf-status == "Pass")

WARAEA B AN PR A 2 AR, T DU PR A

if (spf-status == "PermError, TempError")

oAk, R LAY LLUREEYE, #REE HELO. MAIL FROM LA K PRA 5 {1k & 56 iF 45 51 .

if (spf-status("pra") == "Fail")

Note

A spr-status BEA JE 2 HUK #f HELO. MAIL FROM #1 PRA S0 iF45 5. ASE{E
spr-status WA T YEZR AL A B3 o spe-status N AT IEZRIUAS 7 PRA S5 .

S

S AT RE SR AN AR Bl GRS R

* None - T8/ D5 BICIERATI IR .

* Pass - % 7 ig R AF A8 FHARE 2 S O R IR A IR A

* Neutral - BT 8 ARK & i 15 A AU R C 5140

* SoftFail - WA W ENUTCAAE R E S0, HICRRE RN,
* Fail - & /' i JOAUAT IR € S 4 R AL B A o

* TempError - 5 iE i 4 o H B I 2%

* PermError - K it #2H HILRE AR R

7£ CLI F{E F spf-status 13525 20 N

Elq:ﬁ%ﬁﬂﬁgﬁ%spf—status MB##iiﬂ§%§H@§Z&%E§FH:

skip-spam-check-for-verified-senders:

if (sendergroup == "TRUSTED" and spf-status == "Pass") {
skip-spamcheck () ;

}

quarantine-spf-failed-mail:

if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {

# completely malicious mail

quarantine ("Policy");

} else {

i i



igCoana |
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if (spf-status("mailfrom") == "SoftFail") {
# malicious mail, but tempting

quarantine ("Policy");

}

}

} else {

if (spf-status ("pra") == "SoftFail") {

if (spf-status("mailfrom") == "Fail"

or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting
quarantine ("Policy");

}

}

}

stamp-mail-with-spf-verification-error:

if (spf-status("pra") == "PermError, TempError"

or spf-status("mailfrom") == "PermError, TempError"
or spf-status("helo") == "PermError, TempError") {

# permanent error - stamp message subject

strip-header ("Subject");
insert-header ("Subject", "[POTENTIAL PHISHING] $Subject");

}

GUI 1 4 spf-status K75 11 i 28 40 0
TR mT LA GUI 1y 255k g4 vh i H spf-status BN {HE, ] spfstatus P4 253 Y848 AL I IS v
Kr#f HELO. MAIL FROM F1 PRA &1}

SN GUIES TN spf-status N AL UEA AN, TR B4R 3R % (Mail Policies) > fE NI &R
(Incoming Content Filters). #RJ5 M “@IN4ct+” (Add Condition) X HEZS il SPF 46 ik ik i 28 KL 101 o
HZSARE — DA KRS R

NN SPF B0AE &4 )5, 45 e 56T SPFARESHATIERAE. Flan, Witk SPRIRAN SoftFail, R RER
TR B HRAE

| G



| eBeaeiE
{5 A spf-passed i3 i€ 22 HLI .

{$ FA spf-passed 33 & 28 #0 M

spt-passed MUK SPF Mk (1145 R s A AT /R . BA N 7= Bl on Al H spt-passed MR B A bR IC R
spf-passed Hgﬁgﬂ#:

quarantine-spf-unauthorized-mail:

if (not spf-passed) {

quarantine ("Policy");

}

Note 'K[A] T spr-status MM, spf-passed BLIKF SPF/SIDF K iE A1 4k A ) BRI A 2R Al . DL R BGE 45 51
fE spf-passed MU HEA A AIE L : None. Neutral. Softfail. TempError. PermError DL Fail. %
FE T B ARG 20 1 25 RO S AT AR, A spe-status RN,

M3, SPF/SIDF 2

WA SPF/SIDF Y0iik 25 5, A FH i e f HUfify s Wil b 1 SPF/SIDF 2, DA AN [R) 41 2R 512 it SPF/SIDF
K7 AN o A N L JERS . BRI SR 3 AN “ R PE 22 4% - WAL JERS” (Email Security
Monitor - Content Filters) it %, Wi SPF/SIDF 4iF (145 %

Xt SPE/SIDF 4iF K A2 B v 5 SPF/SIDF 45 F (I AKs N2

HXER
* SPF/SIDF 45 S HE AL MK, on page 31
* SPF/SIDF &5 F R 4IRL I3, on page 32

SPF/SIDF 2& R B R R [E i

BEAFE N AL NMBAE SPF/SIDF 46k 25 R JE A &, vl LU R N A I DB A A “ k2 A s - N2
L YESE” (Email Security Monitor - Content Filters) Ui o iR n] #4535 #1 257 SPF/SIDF 46iiF 4%
T ES Ve

Procedure

FIR LR NIV REFE (0 IR 5em 5 ] SPF/SIDF %6AiF, 4 P 28 i 2 fic B AT e . B RH
F1 SPE/SIDF J1£41{7 &, 1#5Z ) H SPF #l SIDF, on page 24,

HIR2 N EEFIZRAL SPF/SIDF KilF 6 spE-status W ZFLEIERE . Al i 4 20 s R W IGAE R, il
X1 ik SPF/SIDF 56 E M- “ SPF-Passed” , ot b T30 ik b % A o BULRGR A 685 458 10 A g I e 563
WERI IR LEAE ] “SPF-TempErr” » H<AI% spf-status WAL IERELR, WESH GUI 11
spf-status P 25k JELS ML, on page 30,

| i i
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I8 3 ALK SPF/SIDF SAFMR(EIG, ok Bd (Monitor) > MZ S (Content Filters) i 75 il i
GIESIIN IV 16 A TH S EESURTLER LN ITES 165

SPF/SIDF 45 SR A5 2M M & )izt

BURAF T A7 1Y) SPF/SIDF 4iiF 45 545 5, 1T B0 R A AN 41)5 H SPF/SIDF KiE, & F X Hekf e
RAFNIGAELE F . ARG, N iZd e 4100 IR S, FEAE MR skms )3 FHl SPF/SIDF Kk . 45 541
ENFITIEAS A WA ISR RS 5 S, 15 S % SPF/SIDF 45 JAEL AR EE I, on page 31, 41
RIKAEH L, 7 22% SPF/SIDF Wil vk 37 oGB 45 52 K E N 4L IR o

Procedure

IR 1 QI SPF/SIDF K il ME AR 5w o AL AT Ry b T HE 207 S & J5 ] SPE/SIDF ik 558
SPF/SIDF [{){#5 &, 15Z[# i3 Hl SPF Hil SIDF, on page 24.

12 2 64 SPF/SIDF KAF A N4, I F iy 4 2052 £ B SPF/SIDF SiiF . A <0 & A N KIS,
WS S W G U7 — 3.

$IE3 N AR SPF/SIDE KiF 6 i spE-status M AT IERS . 8] fir 44 24058 LR, fildn,
Xk SPF/SIDF LG UEMB A FH “ SPF-Passed” , B F 50k ack R Hh I IBE B 52 11 oK g i ek 56
UERIHBAEAE ] “ SPF-TempErr” . 1 505 spf-status WAL IER MG R, 20 GUI 1)
spf-status N 7251 JE A5 B, on page 30,

$I% 4 JbFE KB SPF/SIDF W AF A5, #ddi M4 (Monitor) > &R 35E2E (Content Filters) nf 214 fil & 4F
T2 SPF/SIDF Bl N 255 P 2% () s 1 2 e

DMARC & E

HEF B PEIAE 55 AT A (DMARC) A 5 A2 FEAR SR F AT BEPE R BOARYE . DMARC e
THRPERCPE N {6 SPE A1 DKIM HLAIHRAT IS PF40AIE . E208 3 DMARC $aiik, M2 52 /b id ik
KEEHAEHLHI. —, HARUE ID W54 RFC 5322,

IS P 3 O T VR <

* fli/ DMARC $iEAL A B
s SENXBUE S (B2, WREadE4) WA 1SR
o (PR AT AL SR 3 G Sy B LR T B .
* W DMARC JCER 45 #1d 10 MB 2 DMARC id 3% (¥) RUA b2 BHRE RN, mEITAE# K
IR BN
AsyncOS 1] LLALFETF & DMARC MG M IELE, $i1%1 2013 45 3 7 31 HIEACS Internet TARAT5541
(IETF) [R5 S, U5 A http:/tools.ietf.org/html/draft-kucherawy-dmarc-base-02.
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| eBeaeiE

\}

omarc &iE T etz I}

Note iy i e A5 20 7 /R TS 8 ) DMARC i U0 BT DMARC B0 UiE. (L, ISP %
AT LB R AL B R

AXER

* DMARC % iE T/EJif%, on page 33
* fiff F§ DMARC Wif] 56 UEA& N FIHBLE, on page 33

DMARC 3% iE TE T2

XA AsyncOS WHTTH4T DMARC %iiF .

1
2.
3.

AsyncOS L& (AT FE P IS 2] SMTP &4
AsyncOS *f #1347 SPF #11 DKIM %l .
AsyncOS M DNS RHUR {4 N385 ¥) DMARC i 5% o

* WRALENCSE, AsyncOS F kil DMARC K3 iiF -4k s b2 .
* WS DNS &K, AsyncOS K4 45 i€ 1 DMARC 56 e & SO AT 1E

R Y5 DKIM Al SPF 3 UF 45 5, AsyncOS X} HEFH 1T DMARC %
N

Note {15 SPF I DKIM %iF £\ /5 Fl, DMARC %iF & 37 {8 Fl DKIM 1 SPF I iF &5 5,

H 45 DMARC B6A1F 45 A5 & () DMARC $UERC & S/, AsyncOS #5252 b B oldi 4a i . 4
JHB A IF A K DMARC 30 UE R MM 4B 45, AsyncOS #44k S A0 B

AsyncOS AL WK SMTP i b -4k S 4b #

W GEIT B, AsyncOS It DMARC B iF $edi,  JFAE RL 4yl i Ay 5 104 H 3
PPN INIX SE A . 3 0¢ DMARC VS RBHRE RS B, 1520 DMARC I ZE 44, on page

39,

\}

Note fy1 Lyl it 7t kit 10 MBEK DMARC it 3% [f) RUA AREEFRE RN, AsyncOS £ i) 58 T
A RIBAIRE R

{&£ F DMARC 20 {aT 56 1iE 5 N B BB 4

f§J11 DMARC QT 46 kA% A f) BB 1 F

i i
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B ==omarcnirmass

TR R EXER

B1d WA AT K, BUEE BT DMARC BAERC | 64 DMARC $iiEfC S SCAT, on page 35
TESCAFBAB ORI DMARCIIRACTESCAF . | oy AR 9047 ML 5 £F, on page 36

H2 (A3E) R4 7KL E DMARC 4Rt & . | il & 435 DMARC 1% &, on page 37
30 ¥ M A8 S W T 49 18 1) DMARC BiEA% | 6 MR- S I & DMARC %3IF, on page
RSB A o 38
H 4 (AT#E) P& DMARC SRS FIR [ 4 ?gﬁ DMARC S Tt &5 (193 [A] ik, on page
k.
*$50 (3D EAE LN E R * “DMARC ¥1UE” Wi
* DMARC 56 F Rl A MR 2 o AR NHEAE” TUIHR
. gg!; ;HE&FEEE%?%E DMARC % 1iF 2K o L

AXEMR

* %2 DMARC R iFfC & SCAF, on page 34

* DMARC JI_ 24k 1%, on page 39

* fit ‘& 4> 5 DMARC % &, on page 37

o SXFHBAFR S L B DMARC %3, on page 38

* i’ DMARC JAGHR A K2R [9] s hik, on page 38

% DMARC 38 1B & 3244

DMARC 5631F Bt & SO B 99 56 1 B4 SR I 56 F DMARC A — &5 5480, #ltn, #nlhes
BN RS B SO, FEAER AR R RN AR, — N AR E S, BBk AN
FITA AN A HRAE o

DMARC $F e & A5 LU E B

 WOAFFLE SCIFI A R
* DMARC et 55 7 IR SR M A A IS HAUA T PRI A1 4542
* DMARC 5% H (19 5 0 48 B 125 I BRA T PRI IS A 8 1 o
o I B 2RO 50 BAT (1 BB A0
 FKAKRIUE LT AT IR LA o
MHXER
* A% DMARC % UERC & SCAF, on page 35
* %t DMARC 56F it & SC 14, on page 36

+ S H DMARC $IERC & SCF, on page 36
* 3 A DMARC % UFRc & S+, on page 36
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| eBeaeiE
gz omarc wirm &4 ]

* MR DKIM % e & SCPF, on page 19

£13Z DMARC 3&F fit & 3214
A A5 BB G 7 5 DMARC B8 iF e B S0 14 o

)

Note  BRi\f5 1, AsyncOS $2HEERIA DMARC WAlF e & SC1F. WA E B DMARC $AiF id & S, wf
LLAE H R IA DMARC $63iF e & S . BRIA DMARC B3 e & Sy T iRk 55 B& (M ail Policies) >
DMARC Tilfl. A %4t ERiA DMARC K UERCE SCAERI U, 5 250 %4 DMARC K AiE fic & SO,
on page 36,

Procedure

FIB KK FEER14 5K A% (Mail Policies) > DMARC.
$IE2 PR IMECE X (Add Profile).
FIB3 WAACE AR
P4 BE AsyncOS 7 DMARC it 55 H IR M AR IS AT (R BB AF B o 38 DA Herp— MR i
* JCi#4E (No Action). AsyncOS % DMARC $:1F 2 W (s 2 AN R BT AT B 44
* BBE (Quarantine). AsyncOS K DMARC Kl 2 Wi s 1 B 125 211 2 B 391X
* $B%E (Reject). AsyncOS JE44iT7 DMARC KiE MR AE,  FFIR 155 22 1) SMTP AR A Flii j

TRIN(E > 7 h 550 M1 #5.7.1 DMARC unauthenticated mail is prohibitedo

WIES WHE AsyncOS 7 DMARC it 55 1 I S 048 B 20 I AT I BB A48 o SR DL R Horh — ANk It
* T424E (No Action). AsyncOS % DMARC %3iF & (19 4 AN R BUAT ] 45 4%
* [@E (Quarantine). AsyncOS ¥ DMARC ¥ 1iF 25 W (1) 5 424 b 125 145 1 B 25 X

IR 6 WE AsyncOS X DMARC 50 iF ok 72 o Az I B 2R W00 MR A AT TR R4 . e LA RO —ANik
I}ﬁ\;
* % (Accept). AsyncOS #%527E DMARC KiiF il B2 o ok 2 I s R e s 2
« fB48 (Reject). AsyncOS FHZi7E DMARC 56k il F2 Hb & 2B IR i R MC R s, FFiR [l 2 SMTP
{tﬁéﬁﬂﬂﬁ}ﬁo Ej\i}\@%%”jﬂ 451 Ml #4.7.1 Unable to perform DMARC verificationo

WE AsyncOS X} DMARC 46 UF i 4 th & AR 7K ARG B AT IR ISR 48 o B RE LA R Horh—ANik
T .
* % (Accept). AsyncOS 52 #F DMARC Kif ik 72 o R A 7 A R RIE2F
* $648 (Reject). AsyncOS FHZi7E DMARC SE il F2 vb & ARk AR s, FER IRl 52 SMTP
’fﬁﬁgﬂjnﬁﬁ_\zo %(U\TE&J‘%U?’J 550 F1 #5.7.1 DMARC verification failedo

TR 8 FLAIHINE L

%
5
~J

| i i
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%%%5 DMARC 3¢ IEBC & 314

Procedure

P KL HRESREE (Mail Policies) > DMARC.

B2 ki H bR U RLE SO R

P13 LA DMARC SRR E ST, on page 359 (1 d B g H A5 7B
PR 4 FSTHIAE L.

£ 1 DMARC 353iF Bt & 304
AT LRI G B BT DMARC 5 UERC S SCPFE S H 3 configuration H 3% R I0—ANSCAR S,

Procedure
HIB1 KRG FRER SR R% (Mail Policies) > DMARC.
P2 RS HEE XY (Export Profiles).

FB3 BN HFR,
PR A AR (Submit).

S A\ DMARC 3iE fic & 304
Procedure
FE KIKIEPARE SRR (Mail Policies) > DMARC.
B2 LHESNEEXH (Import Profiles).
L3 LS DMARC S UEfc & SO S
ST RHRET (Submit). FEU T I K & B 15T DMARC HoiiF i 1

FES HiESFA (Import).
L RPN

fik% DMARC 38 E fic & 304

Procedure

HE K IRIEFRERE-5E /& (Mail Policies) > DMARC.
HUR 2 VPTG ) 3 UE S .

| G
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FIE3 kR (Delete).
HE 4 AR,

BcE 25 DMARC 2 &

Procedure

sE2momaRcigE ]

FB1 KL AR RS (Mail Policies) > DMARC (Mail Policies> DMARC).
FR2 PilidwiEL R E (Edit Global Settings).

PRI AN R E N BEE .

DMARC 4 5% &
2ERE 15 BF

g RAE NGRAT LIk 31 R

XF SR F R R A NI B AE B DMARC B0iiF o R84 ik —
g8 R7E

Note i fi] Sg 4 s -ty Bk s ) 2 g bl ) L BE T Tt
DMARCHIE. A7 RFEAMEE, 1S5 0 NER NI
R A N R A1 3

Geid IR HAT A Sk A e AT

X AL 2 A Sk IR S8k DMARC 5630 o i, A FH e Tt ok
H AR MR AN AR e A 4 flE 58k DMARC %k«

N — M RE I S R 2 M5 k.

GHEAR S A K 1454528 AsyncOS £l DMARC VSR I a) . fltn, wf DAk
LE ARG I B AR I R4S, 8 S 5 i B3

A AR ) SIEAA i DMARC V3R 5 1 se4A . XA B T3] DMARC Rk 45
(P38 BT A A A e s R sS4
N RIR 4

WA AL R R ARG, B, MR CERIE S, W% DMARC

TR PRI AT 5 A A Fd R T PR SRR

e DAL AR () AR 2

He P i DMARCL S it I BIAS A B e J - Bl AT s
WA RN -

BN — NS Bk BT 5 23 B 0 22 Mk

5 DMARC I 45t 10 MB 588 DMARC g3 11 RUA $r25 F
FRIBIRAN, AT 3 RIE AL IR RS

e IEAE

i i
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B ssintrnseneE E OMARC 3iE

TR A SN E L

Xof B 4457 SR A% B & DMARC 36 iE

Procedure

FIE 1 KL BB RSB (Mail Policies) > BB 5B (Mail Flow Policies).

W2 P BT IR T R (R AL AN B SR

SIB 3 AEMSF IR SRME ) “ 224 ThRE” (Security Features) #45, E#FF (On) Ji /I DMARC KiE

HIR A P TS ¥ DMARC 56 F fic & S0

PS5 (i) 3 A DMARC I8 R R & &% 3 8 Ff DMARC 31 RUA #5258 (1 £ A 1% bk .
R R o A I B IR MR 5

FIR6 FAIFHINE L

What to do next
HXED
* DMARC % 1F H &, on page 38

DMARC 35 H &
M £F H 527 DMARC S UE I LA R B BOZs i H 250 & .

* FEMRAFE L5438 DMARC %3 iiF

* DMARC H:3iF 58 i,

* DMARC K FE#E40{5 B L35 DKIM F1 SPF i 4245 )1
* WhL £ HELEY DMARC %k

* DMARC ic 5 SR BRI AT, B DNS 2K

o JIRAE AT DMARC JERR 5 2

o b AR A RS

o NIRRT AR AR S R

o NIRRT AR R RS R

B & DMARC /% {5 1R & BY1R [2] b 11k

Procedure

$B1 KA R RGETE (System Administration) > JE Bk (Return Addresses).
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omarc iR ]

$IE2 NiidRiEIRE (Edit Settings).
HIE 3 $LE DMARC V1 S i A iR [l bk o
LI 4 AN L

DMARC iC R4 &

\}

DMARC #H8 s b LA 22 A A0 n 4 g 18 7 XSl i A7 28 SHEms o b ST Ll w45 B sl o A 5 o
Sy B IE

WA AsyncOS $4T DMARC % 1iF, I O AR MBI SR ms v i FH R E T B R R, AsyncOS ¥ 5ER
ARG S R, PR IR BT . X SR XML A% SO GZip S

Note

AsyncOS “E ¥ i DMARC Y8 ik 23756 DMARC.

DMARC VI 1t 25 7 DA R 359
o RO EGE iR RE R S ID 4R .
« C& A DMARC Sl (7R 1 2.
* DMARC SEBEACER I VEANAS S (Biltar, 5 1P HhhERIAL B A 2D .
« 1 1D
* DMARC 5 F 45 JE RN 50 UEEA

AXER

* DMARC JI_ 5 [ 15t 15 7= 491, on page 39

DMARC ;L 2 Bk &Rl

<?xml version="1.0" encoding="UTF-8" 2>
<feedback>

<version>1.0</version>

<report metadata>
<org name>cisco.com</org name>
<email>noreply-dmarc-support@cisco.com</email>
<extra_contact_info>http://cisco.com/dmarc/support</extra contact_info>
<report_id>b1d925$4ecceab=0694614b826605cd@cisco.com</report_id>
<date_ range>

<begin>1335571200</begin>
<end>1335657599</end>

</date_range>

</report_metadata>

<policy published>
<domain>example.com</domain>
<adkim>r</adkim>
<aspf>r</aspf>
<p>none</p>
<sp>none</sp>
<pct>100</pct>

</policy published>

<record>

i i
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<row>
<source ip>1.1.1.1</source ip>
<count>2</count>
<policy evaluated>
<disposition>none</disposition>
<dkim>fail</dkim>
<spf>pass</spf>
</policy evaluated>
</row>
<identifiers>
<envelope from>example.com</envelope from>
<header from>example.com</header from>
</identifiers>
<auth_results>
<dkim>
<domain>example.com</domain>
<selector>ny</selector>
<result>fail</result>
</dkim>
<dkim>
<domain>example.net</domain>
<selector></selector>
<result>pass</result>
</dkim>
<spf>
<domain>example.com</domain>
<scope>mfrom</scope>
<result>pass</result>
</spf>
</auth results>
</record>
</feedback>

btk onll

HEPE ot (RO . CEO VR SR b 1 I PF22 b FR A NIk Re: BB Sk LAREGRA A A
MU B A, AT AE IS AU ROA TR N AR IS o (RS, SV B 7 LGV BE B i) B3 TR
EDNIER, BORIEHEZ R R A NG OE S (PID . MO TANKIIE A A NI Sy, $246 T
PR I, VS A PIL HAAT 543 1597 -

IS4 0 5% R ARSI H At A ALl C BR85Sk IIRVERIPE,  JFRT ISR ISP FSAA T Hi 5
PEo fg0tur, A 9 O T AR U Y O 3 R A BRI B, DR “ RPN 7 A5 SRR A 15 3 R
No FERXFHEL T, TREBITSER AN GRVER ) BB IE, AN Oy i mis ¢ .

HEREM
o B MR, on page 40
o WA OhaE HEPEAS I 25 2R, on page 42
o ZEMRA PR S A s O 3 R LF RS PE4R 45 &, on page 42

I E (s ER A

1 A RAL IR ER AT R DG I (Bildn, BN GD o QI N AET L, IR ERs U
IRNINE SR ERIREATIE
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FERIEE R LI

wamsmeran ]

o BN AT S W IRk . B, %N “Olivia Smith” A&

“olivia.smith@example.com”
* THZ)HCE R UL RO BEAR TR .
© TH A AR TR PR

* HZMERENIZRIE 5.

R T O AR I B A 1 AT MR B

Figure 3: {733 B (548 Y P 25 17) 82

Dictionary Properties

‘

Advanced Matching: | ) match whole words

F Smart Identifiers: (E' Match specific patterns such as social secunity numbers and credit card numbers.

Name: | [FED

| Case Sensitive

Add Terms:

-
Separate multiple entries with line breaks.

Weight: (7) 1 ﬁ

Number of farms: 6
Term Weight Delete
"Manhew Johnson f I
Kristine Hansen
Olivia Smith

q
1
1
Allen Wiliams 1
John Simons 1

1

Viola Haton

|8 8 e e

AT RGBS B,

1HZ WA i i,

2. QUFR A N PN 7 R e s LIRS DN O 3 1 LA S B 0 S X LB FAT 1A o AT R A

w

A

o FHRN: OGBSI G2 N 7 I D8 A 25 PRI 1L 9 R

\}

Note

U AL B E R A N BRI ) A A s
THBISNGIZR T P AR PR R . R REIEFEAT ] ¢
HEMSAEHIE QR R IE SR A ST I SRk 51
A5 S TES B A NERNAE AT A A AN hik 812

 BRAE: TR DhIE MBI B AT T At . S B A IS ES A PR 1 g

Cy WP

3. CREBr QUK N AL IESS A IN B NS S0 o TS DAY A T AT IS S0 (17775

e i
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