fic & B R AR X T BE

AT LRI
o B EAHBIK ISR, 51 0T
s FEHE, 26 0t
s QBERIHER, BT
« BENRE, 214 0
o BRBRSSTHRE 5 24 0T
o E R EITHELE . 26 30 5T
o A H AR BRI RIS EALIL . 56 38 W
* JBIAIIGAIE , 55 46 5T
* WENHEIESH, 550 1T
o A REAUL I O™ AN AT HE 8 (RSO B MR 5 5 28 52 1T
AR 3 61 1T
o (Rl ERPREE S 64 UL

B R Z 4 B R 44

PETCE 9 G LA A o, a8 R Al 9SG B F e SC T k%S SMTP 4211 & FIFI A L e . 3X
SRl RE P2t e SORAC PR e %8 R HAT &S0 A Beks e sk i msa: G A L pinr ey
() RAT &0

VXL%}{%KL@%E/‘] HiMﬁFE%ED@JﬁJiW% >SMTP E%Hﬂﬁﬁ (Ej smtproutes 'FILE/&‘\) }E‘EE‘]I*}Lo JJleIjJﬁE

KLT sendmail mailertable DIRE.

\}

AR RO CREMER R Ui sE R T GULHI “ REBE T (System Setup Wizard)
(AT AT FIM K] systemsetup 12D FEAIIA T X BIFE W & 0 M4 NSRS RAT 4 H 32
X T H—A SMTP 14 H
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Be & B R FfE X Th g
B swre ez

AR EHR

* SMTP % thiltid , 552 ut

« 2RI SMTP i, %52 0l

« X SMTP i1, %53 W

* SMTP # Rl . 26 3 it

* SMTP % il DNS , %3 7T

* SMTP % FHAIEAR , 55 4 11

* SMTP 1. WBAFALERIRESRSY , 554 W

« SMTP % Al 3l SMTP S0 03F , 55 4 7T

 ffFH GUI B3 0% tH ub M1 SMTP B/, 55 4 10

SMTP i F#ik

SMTP it H1 SCVFRECR R A S T IS F 1) BAR B2 (MX) ML B, W] BLA exampie. con
WL #] groupware. example. como UEHRIF 2 R E “AFHAF N7 Hilik b7 eexample. com [ FTA BT
%Bjijif groupware.example.como ?\éﬁf‘a?ﬂ? groupware.example.com EF'EF}M? “MX” Eﬁ{, ﬁ?)ﬁ?fjf
PBUPHAT “A” B4R, stOE R Il EIE — R L& MX BT ZEAE DNS MX idsg 41,
228 T 75 1A S LE 745 T 1] A3 0t o AsyncOS $AE FR Gt e 2 SCRE 0 B4 IC 7Y J7 (40,000)
S SMTP B iBSs .  (GiFZFISMTP B iG] . 28 3 50

Jkl:IjJﬁEﬁfmfF@iﬂ%jIﬁL “ﬁ?ﬁﬂ” o ﬁﬂ%’ﬁf@:?‘éi$%%bﬁ, ﬁUﬁﬂ .example.com, UIIJU\ example.coméflf
EE"JE@E&SQE@%H@E& Wﬂﬁﬂy fred@foo.example.com%ﬂ wilma@bar.example.comy}jgiz@{gﬂ‘
VGHC o

WIRAAE SMTP #% th& PR B 341, WE ] DNS $4T MX 4k, REAS I SMTP KT Hi i
Zjﬂ:%o ﬁu% foo.domain E':] DNS MX % H y\] bar.domain, EUE%@J foo.domain E‘JE@EB#%‘M@%Q&
] EH var.domaine RN bar.domain A T EIAL FEHLATHLES, WML foo.domain HIHBLEA

g
M

Hergilivt, B HAZ M. WA MK HER 2. domain HEE N Fb.domain, KRG NH—MNEH
3[% b.domain WEBH‘E)‘»—E’ ﬁ @J a.domain, mﬂxé\@ﬁﬂiﬂﬁ-ﬂﬁ%o iZFFTﬁ/R |\ ’ i’@ﬂtjﬁ a.domain D/‘J EEIMLI‘
%ﬂ:ii?ﬂ b.domain EFIEI:'I'_E'E(J MX E‘E*ﬂ” *H&’ ﬂﬁiﬂ:j’ﬂ b.domain E]/‘J EEWH%F?%@J a.domain *EIHEE/‘J MX
.

FEAIBMEAERS, W EZIR B3 SMTP % 138, 26 H 5y WS S RS A 4% H 4, it SMTP % &
':F' Fl"] hostl.example.com %D .example.com %Kﬁ?fﬂ%%ﬂ', m[J’TE)ﬂ hostl.example.com Fl"]%% a , 7'912%%
HEHRAR, B IR K RAAN example.com 4 HZJGIANTEYT . I, RGKGTE “15 B A
(Envelope Recipient)” [F13a A 5 FHUAT MX 2]

ZLIA SMTP B8

HEAb, T DA PR R OCHE T ans 8 SCERIA SMTP #% 1. dn4R38 5 SMTP ¥ 14136 Hh S i (1 i A
PLAC, T2BRNEE M 3] ann 45 HARE R MX EHL.

FTET SMTP B4 HIiE, BRIA SMTP B HUEAE N atn: FH . BASEEMIERERIA SMTP i s H Ak
T8 9 ok Hot N AT AT (8

B REmminkxns
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Wit “M4” (Network) > “SMTP #1117 (SMTP Routes) J{ B}, smtproutes fir2-AC & ERIN SMTP %
.

EX SMTP &

’fj‘iﬁﬁ “ Mé% 7 (Network) > “SMTP E% EER (SMTP Routes) ﬁﬁ (EJZ smtproutes ﬁ?/v\) F‘J@Eﬁ o i—’lf’._/r,‘\
BT I, o oede o B FLA K A % B ks AN e 38, AR5, Fe HAs L. Hbs AL
A DU N 58 4 PR E 1 B4 Bk 1P kb TP Stk o] U2 FLIRE M B URAS 4 (IPv4) BRRRCAS 6 (IPV6).

X1 IPv6 il AsyncOS Sz HFLL R
® 2620:101:2004:4202::0-2620:101:2004:4202: : ff
® 2620:101:2004:4202::

®2620:101:2004:4202::23

®2620:101:2004:4202::/64

AN, EATLRGE /dev/ouit MR TTHARENL, LUMER 525 HILECRIEEPE. (AL, Scbr b, O
BN I E /dev/nu11 ATEERAN S PRI B R BI I HEPE .

PO AT LLAA ZA HAR TN, A AR NI REA R T 2, AR MX Al —FF. 95 /b
(K3 F A =ML A Bk i 3222 H AR ML o) i i At F As B UREAE 48 0L

HATMRCSE R B AR L “Beil)” J7aU . izl FE T SMTP i 8e, HA—E 5T HBfF.
SEAN, R A A H AR BB, WBER R 2R 7 R K B2 . WERPTA R I H AR
EHUAmIR, PR HEA O, IF HARSJE 22k H AR EALEEA T ALk . CEAMER MX ISR AT
BEEERE)

TEAEH CLI W smtproutes 2 A4)38 % FH IR, 1) LAd ik DUR 5860 A B br ML e 723
HLEG IP Mtk 5 0 b /pri=, JEERATF o Al 65535 Z (M AEEEH T e e Co FRondmmtbe g -
Wﬂﬁﬂ » hostl.example.com/pri=0 E@fjﬂ?ﬁé&%ﬂ: host2.example.com/pri=10. ’Tfﬁﬁlg%ﬁj\&%%/l\% H °

SMTP % B BRI

% T LLE X 40,000 N # . ARSI, ALL £ —BROAS ek oh A i o . BRI, ]
5E X 39,999 AN H A SCH FAT— MG R OCBE T ALL (R i

SMTP #%E1F1 DNS

R OB T USEDNS n457R i 2 AT MX A4k, ffc e 4 SR IBkER o 08 77 200 13801
A% bR B R S e AU, BRIhREAER B . B, WK RAE example.com [FIHEA: &% T 2 H]
f] Exchange IR45 %%, EATRES A BRI T-LL N SMTP Bt ()t bk

example.com exchange.example.com

EN] T A% BIAN R 735K (foo.example.com) [IMBAL, iHAIIAT T =¥ SMTP i i :
.example.com USEDNS
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Bo B i FNIRIETNRE
B svre e

SMTP % H FNEE+R
MR RIBRNE L “ RGEEH” > “24R” T (8L alertconfig A4 ) 58 % A hE ) e i JBEA oy 1% L
H s 5E S SMTP #% i

SMTP F&H . HR 1R EFAEREEIR 9

Fe N WER— BT 10 MEN, IF HIZLEfE AHBAER]— & Exchange k45 #54, I AsyncOS
KATIF—A> TCP 3,  H MBI S — Bl PE, AN S 10 B2 gt

fetth: TAEJEBRARALL, E G Sk — B fE % 5 10 ANASF R 9 10 Azdief A, ) AsyncOS #4547
T 10 A MTA [ 10 AN, JF 1 B> MTA L% — 3.

Peore WER—BHEAMSAEAT 10 20 AJF BRI N 23 50l o T3l A A sk 4l (10 N4
B AT YR oy s BIAERX 10 A NI T — & Exchange lR55as B2 Qitt. Ak, 10 BA
(7 FR) S A1 4443 0L B — TCP 3B AT AL 1L

SMTP % H#0 L s SMTP 256 E

R C QI 2 SMTP SR AR E SCHF, AT LUK LS T SMTP B 1. AIFHULZIRE, RIATE Y
T BT L GRS P AR IR 55 s Z a0 AR RMBPEIEAT B B it . A7 % 12l SMTP 5 433k
MPEfE R, IS T SMTP G451k

{FF GUI EIE 4 1% Huh BB 4Ry SMTP 5
i “M 48 ” (Network)> “SMTP % H” (SMTP Routes) U 45 FI A £ . 70 &PV IN. 5 SORT N 4 e
B AL EL SN SMTP #H4H .
HXER
o VNI SMTP &1, 25 4 1

* Sy SMTP ¥l , %65 1L
« SN SMTP ¥, %65 7L

7N SMTP 3%

o2

HIE1 i “ML%” (Network) > “SMTP # 1~ (SMTP Routes) T [fii 1 [¥)iR N H (Add Route).
PTIB2 TN NEE . XA N4 3. IPv4 kol IPve Mk,

$B3 WAH TN X LE N4 IPv4 Huhikek IPve k. 8 R ineT (Add Row) AT
BN N —AHAREHL, w2 A Hbs B,

R Al DGR ) AR EHLR I <im0 > KRS example.com:25.
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| mERBEEE
s swpie |

L4 WARIMEZA B ENL, RN T 0F165535 ZIRIIFEHL, NI, 0t mem e,
ARG R, WS e S SMTP B, 55 3 5.
TERS FAIHINE L

B4 SMTP % H
5 EHLVT K (HAT) FIlctE Ay i) & (RAT) 288, #&n] LUEN S HATS A SO R & 2 SMTP i ph i
$to SH SMTP B i1 58,

UK

W1 L “SMTP i H” (SMTP Routes) T[] [ #1115 SMTP & (Export SMTP Routes).
FR2 MASMARR, ARG RERR.

S SMTP i%H
5N R R (HAT) FEE AV B3 (RAT) 288, #0] LUE T 5 H AT S A SCEFR1E 2 SMTP # it
. SN SMTP 5% H (145 5% .

g2

P11 7 “SMTP M H” (SMTP Routes) UL [fi_F .45 N SMTP &H (Import SMTP Routes).
IR 2 EFAE T SMTP 8%t 1 3.

T3 RHER . BB T RS ITAT I SMTP ¥ 12 . SCRSCPER T SMTP #% 382 5
N

R4 SN
AIDATESCHE I “FRE” o BL “#7 AP IT SR IAT SR B IR S Bk AsyncOS 20 . il
# this is a comment, but the next line is not

ALL:

T—o#it4
BERS, AT “HEA N IC” (Email Gateway) Bt & 2R T-LL R :
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B 1: 5 AT 2 7 7E SCHY SMTP % B

. Internet <

# SMTP
Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACRLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

B & BR R ANRIX Th AR

The smtproutes command was
used to route mail accepted on the
public listener InboundMail for
example.com to the host

251.192.1. TETREVEHE exchange.example.com.
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1) |

‘ Ethernet interface: Data 2 |

| Ethernet interface: Data 1 l
| IP interface: PrivateNet (e.g. 192.168.1.1) ‘

exchange.example.com

Cisco Email
Security appliance

EE

AsyncOS $ A2 Ty iR S MR TE - (5 B A A AN R Ak o 2, m] A P 25 St oK
FEIE IS B 1) 23 5 A A PR SR (R A BRIt o

RN T T EE R A AR I - A ) e

x LESHUR A E

[RigHHE IRE| i ERSERE

*@anydomain user@domain &R GESRGEN 4% o SUEBHAE A
» T I0 < BT A
o g 501 44 LS 30 A b il B
HoAth 51 44
*@olddomain *@newdomain IR G55 R s Th g o VAS B A

;2470 o FZ AT RE Y N H

B REmminkxns
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tznex |
[RiaHh It iR Z| 4 {ERSEE
*@olddomain *@newdomain thie GEZRIEHNSE, | FEEAEADL “Wft
14 50 N7y CRPENT R/

Wik ik
- TR

keI

)

AR FEHLR], R IBPFEE ) N N AT B 28 Unix R4 2 sendmail
BLE ] /ete/mail/aliases DIRERMIAIT 3, RYEEH P 4% 00 44 A0 LAR ) 44 A S 3%

AT RE P52 IS PE IR B RN CRRON H AR R B Bl repr o) 55550 44 4 SCIVI 5 44 DL LI
MR (5 B Al S g S

pE

\}

AR RAT 22 J5 BLBRLISIIAE 2 i, DOVTRL P2 B34 4B O A 5500 T RIS
.

R

MARINFEL s L EEHAFRFEERAEN . XY sntproutes fr&ANE S B 5E AR [ T HET
8530 00, EAEGECFHEECE L i R W EET I R E 1

AXEM
* NirATRCE A4, 557 T
s FHASARAE , FH8 I
« MO MERASH B9 0

M SITECE A &%

WAL LNy e e AR AR N SONARE, ARUR 8 i, e T2 U 51K .

R ETRSCAS B AR R SRR, R S S R HAR A R S 7 1)) .
FZMERFC 1035 55 2.3.1 1 “ HIEMFRERE” PHE S ot s 5 v ARG s 74T
o F (4N .example.com) 2 DA RT3k DA 820 S8 UC IC 1) 57 45 Ho 45 8 1) P A kT
{‘Eiﬂilj"j Iﬂfﬁdlﬁlo Wjﬁﬂy iEjCJ:‘Fy .example.com PI%'Q mars.example.com %D venus.example.com Iﬂfﬁdo
FEBE NSO AW B, 2R A R BRSNS IR R WS B SR T
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B & BR R ANRIX Th AR

R 2 BREE

Z= 1 (LHS) SR A1 (RHS)
LLEK AN Z AR A | B 7)) —AEE A A A 44 ) 81 3R
®

MR A4 T B PR R

username TR EILHC A 4 . AR ZR P IR E—ET S0 “3” Bk, st
SR S EUR A
user@domain ?gm%@ﬁﬂﬁ@ﬁ%ﬁ]ﬁ@ﬂiﬁﬁfﬂiﬁo

FEZEMII AT, WA Z A4, IFHIZ S 7B IT .
AR N AT LU S useredomain MEAFHIAIE, AT LA IAD S 4 o

TN SCAF AT B B N AR A (AR N T AN N SR e 3K 4% ), A/ s i1
4 BAT A A B B R S

AL “BE” (BOBIHAHD , (EREE AT LA e SR A bk 25
SCRF /dev/nuit RERR H AR L7 %I04, DMEL sendmail FCE 1 R SCHA . Wi mg ki i 4 %
Wbt 2 /dev/null, BEFFMUHEERRIGN. GFZSH “d CLIE B —%. ) WA
%, AHARHEBA
X E@M

s ARG, 59 T

* aliasconfig iy 27~ , 55 11 1L

FHMSANA 7R

BEERAMLE, HESHFTP. SSH A1 SCP 1y ia] LU R 7T LA VT 18] 1% % £

i a1iasconfig T2 M) export T AT IRAFAEMIAT A AR . Sof—AIUMF (EIRE THARD 5
AIWFFEFFI /configuration Hake W RME CLIAMEBUL IO, REHILEFRSA. R fth
FAER IR IS H  WIZAR AT 24T BN R . D

‘%‘EU%?%Y#W%E /configuration H;T{‘EP: %Eﬁiﬁﬁ aliasconfig fﬁé\ﬁg import %ﬁﬁ/ﬁf\iﬁii
s

FERRHATIFSL B 7455 () AR AT B INEERE -
IR AN AR JG R conmie AT, DAHTHC B S

B REmminkxns
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M5l &z ERSEE

ZIEE ]
'%

Ho

mazesmnzs I

RS I Ay AT A (CLD) A AR PMERZEH, WARG SR oik s Mgl & “ALL (fF
3> 7 (ALL [any domain]) 4% H LA 15 H] 5 BT B0t 4 5 (100 42 103 o AR A I MR (1 731 44

by =L

pE

PRI A 4 H SR L.

sample Alias Table file

copyright (c) 2001-2005, IronPort Systems, Inc.

Incoming Envelope To addresses are evaluated against each

entry in this file from top to bottom. The first entry that

matches will be used, and the Envelope To will be rewritten.

Separate multiple entries with commas.

Global aliases should appear before the first domain

context. For example:

admin@example.com: administrator@example.com

postmaster@example.net: administrator@example.net

This alias has no implied domain because it appears

before a domain context:

someaddr@somewhere.dom: specificperson@here.dom

The following aliases apply to recipients @ironport.com and

any subdomain within .example.com because the domain context

is specified.

BBk AntE

e
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- EEEELY]

# Email to joe@ironport.com or Jjoe@foo.example.com will

# be delivered to joseph@example.com.

# Similarly, email to fred@mx.example.com will be

# delivered to joseph@example.com
# [ironport.com, .example.com]
# joe, fred: joseph@example.com

# In this example, email to partygoers will be sent to

# three addresses:

# partygoers: wilma@example.com, fred@example.com, barney@example.com
# In this example, mail to help@example.com will be delivered to

# customercare@otherhost.dom. Note that mail to help@ironport.com will
# NOT be processed by the alias table because the domain context

# overrides the previous domain context.

# [example.com]

# help: customercare@otherhost.dom

# In this example, mail to nobody@example.com is dropped.

# nobody@example.com: /dev/null

# "Chains" may be created, but they must end in an email address.

# For example, email to "all" will be sent to 9 addresses:

# [example.com]

B REmminkxns
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# all: sales, marketing, engineering

# sales: joe@example.com, fred@example.com, mary@example.com

# marketing:bob@example.com, advertising

# engineering:betty@example.com, miles@example.com, chris@example.com

# advertising:richard@example.com, karen@advertising.com

aliasconfig f7 < =15

FEATRBIF, i aliasconfig i RKMIEN A EK. HIL, $5E T example.com I [ F 3. R,
4%1"4]@%% customercare, LJ@E%@J customercare@example.com EI‘JEWHJB#EEWEU
bob@example.com~ frank@example.cmn*”sally@example.com.o %&ﬁF;K’ *@fﬁadminﬁ@ééﬁ%%”é%; EL
{gjgjiﬁéiuadnﬂn,W]EB#FEiﬁiﬁﬂﬁuadministrator@example.como ﬁ}ﬁg’ TTEH%UQS%%ELiEﬁfﬁ%LKO

ﬁ%ff%iy %F?TE“tZ§§Hﬁ’ admin Eﬁééﬁ%%ﬂéﬁﬁai%¥f example.con1Hgag‘*4\ﬁﬁjij:jzzlﬁﬁo

mail3.example.com> aliasconfig

No aliases in table.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import aliases from a file.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

[1]1> 2

Enter new domain context.

Separate multiple domains with commas.

Partial domains such as .example.com are allowed.

[]> example.com

Enter the alias(es) to match on.

Separate multiple aliases with commas.
Allowed aliases:

- "user" - This user in this domain context.

- "user@domain" - This email address.

BBk AntE

aliasconfig 4% 7l .

e



. aliasconfig %y % =151

[1> customercare

Enter address(es) for "customercare".
Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com

B Emmnttixhge |

Adding alias customercare: bob@example.com, frank@example.com, sally@example.com

Do you want to add another alias? [N]> n
There are currently 1 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

3. example.com

11> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:

- "user@domain" - This email address.

- "user" - This user for any domain

- "Q@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its
[1> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.

B REmminkxns
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[1> administrator@example.com
Adding alias admin: administrator@example.com

Do you want to add another alias? [N]> n

There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bob@example.com, frank@example.com, sally@example
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

(1>

BRI, FRATH “HPERISC” BLERBLT LA

.com

aliasconfig 4% 7l .
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B ==0

& 2: AR & EX A B &R
. Internet
+ SMTP
Public Listener: InboundMail The Alias Table feature was
Host Access Table (HAT): configured to create the following
aliases:
WHITELIST: $TRUSTED
admin:
BLACKLIST! $SBLOCKED -
administrator@example.com
SUSPECTLIST! STHROTTLED
[ example.com ]
UNENOWNLIST: SACCEPTED
customercare!: bob@example.com,
spamdomain.com REJECT frank@example.com,
.sepamdomain.com REJECT
sally@example.com
251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED i
Note that alias tables apply to all
Recipient Access Table (RAT): email traveling through (received by)
the appliance, from both private and
‘IP interface: PublicNet (e.z. 192.1658.2.1) ‘ public listeners.

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 ’7

| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: QOuthoundMail
Host Access Table (HAT):

RELAYLIST: SRELAYED
ALL: $BLOCKED
Default sender domain: example.com|
Received: header: DISABLED

[ = =] A )I‘j:
=S
A A A 022 T 5 VTR b B F RS b 5 B P (U3 % A5k MAIL FROMD B
B WA T L RN 7 RS CIBRE. 7 LT, AR SR B A
VEM— Ao AT 2 MR BRI . AR S R B RS Sk R e Ui R T
Wk I IR, R R T R A SL DT R

AR CORRT DIREAEOIVTRE T LICE, S5OV REE RN AR B

MOV RE P R A DR T AL RC I, IFAEREPRAL T TAEBAS . 535 LDAP Wik A2 &rll 2 )
LU AE LDAP i th &l 2 prig ol b N 20« T ieiEeE” — 5.
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{A%EF0 altsrchost .

“Phe” DhRESEPr b S SIS S A AL L K “ e N 7 (o) “ et
N: 7 (From:) fll “$bik: 7 (CC:) FBro AILLERELUT PiAE 5 2 — 4 GUEE ARSI R e da E AN
Al ke S 2

o SHI P A RS R

* j@ it LDAP #if].
MW NSRRIk Fh A\ E L Unix R4 sendmail AL & [¥) /etc/mail/genericstable ThHE & 7]
HIARA . 47k LDAP D3 &y iE 45 &, 152 LDAP rifi,
HXEM

o OhAERN altsrchost , 28 15 1

{HZEF0 altsrchost

W, TR sEEHEE AN, I HESMAPAT PTG SEEE A OBl “ il ”
{H/Z, M CLIIZ4T altscrchost iy, # MR IGHENE G R LB SR Dh R hE) fit % altsrchost
i
FIRVENE B, 5SS AR BN ™ AR B T4 s be B s oG, 2 52 ORI [ml:  bef:
HIE, 64 T,
HXEm

s BUE TSI EER , 1S

o LHMWIRE Pty Ron ], 26 16 1T

s SANDHRER , P16

s D3Rt 17 0T

B ERShRER

f# ] listenerconfig it %) edit -> masquerade 14 Wl B WU 2 thhe k. 83, LS AM I
SIS WS RADERR BB 16 T T a2 GUEUMYES R A bk JH P 4 R )
B R . A O LDAP th AW F 4115 5, 15 S ULDAP #riff.

KB EANRGN, SRR, i H o R AR kb 3 ULHC I 25 7 55 Wi .
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BB i AL T B
B =svressnesse

Z= {1 (LHS) A1 (RHS)

username username@domain

@Ak AR e LRI 4. 5 2AMBTaI - A VS EC AR A BRAERE -S540 IR st ik DU RC I 5 . A
WAL A SE R

user@domain username@domain

2 HIRE ZILH I tuhl . 5 2200 B 21 5 Bk DG IE R AR AN BB AR A I pr & ik 5 . Ay
MMLA 2R — A SE BE R L

@domain @domain

Uhak H e R TR i g ik o Ze 0 B0 BUAR SsioRs B 400 A DI, S ) A DR AN AR

@.partialdomain @domain
Iea HARE BA SRS P ik 200 ) JsUn SR 48 o A g3, R0 P 2 DR B AN
IiEe] @domain

ALL %% H 5 A S A st ik DT S HL Al ik 5 AT A ZiE L “@” T3k k.
BEgk HIR 2 AT AR e, ANRAER P I AR B S it .

ER AT A A H TR

o FUONZ AL D23 b K B s P a3k 47 DL
* BRAEOLT, fEkrh “RAFN: 7 (From:).  “WfFAN: 7 (Tor) Ml “4bik: 7 (CC:) FBh I
BRSO DU RS S o 38T DURC B TOR L RS B S5 3B A N A8 config T4 J5 FHA
SEME B RAEN, IFif e EEERE k.
o AT DS FERAT I SR U 7755 () AR AT I RE . A # TR AT R AT A N B0 i AR
R I 2
* DhER IR T 400,000 M55 H, LR EE new Fip 2382 N ST R N BN TS Wt
TR REFI R R

# sample Masquerading file

@.example.com @example.com # Hides local subdomains in the header

sales sales_team@success.com

@techsupport tech support@biggie.com

user@localdomain user@company.com

ALL @bigsender.com

FANBER

IlIlf}x‘%%)\’f”z:éﬁsendnlaﬂ/etc/mail/genericstablejz’ﬁ:o %g&%}\genericstablejzﬂ#, ﬁ%?ﬁ%?ﬁaFTP\
SSH A1 SCP V5 v LA £& 7T LAY ) 1% ¥ 75
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hampl

el |

s genericstable AP CEAERCE B, RIEMEH masquerade T import T AL,
F LR NG FH A 4

listenerconfig -> edit -> listener number -> masquerade -> import

i, FTLMEH] export T FEIANE. REoK 3 (EdaE THARD SAREH
Ko AILAE CLI MBS, AR5 RS

] import Far I, IEHIRZSCIHN B EHRIEH . MRS H (i, — D EE
XA WAESASCAERY CLI 2R R e WERAE S A RE P AFAE TR i, A 7
BN SR AT AT ISR

THICAFE SN genericstable X2 G K commit fy2, LIS TV A2 7 10 TC B 56 S 4% .

?':EZ'K%WJ FI—‘ ’ ’fi);ﬁ listenerconfig E}’\] masquerade % iRV T PrivateNet :J% I J:j]fé j] “QutboundMail”
(1)L AT W R b 3 A fh e 36

5%, K LDAP I TRk Ui 46 . CHORBCE LDAP D3 (015 B, 1 ZHLDAP 7%
o )

%‘Eﬁ @.example.com E‘J%ﬁﬁ]\iﬂﬁiaffq%@%ﬁﬁﬁ @example.com, L)@%}\ .example.com E@%iﬂqJE@ff{q
THEMLAIE IR AR B example. coms SRJG, HIJ' 4 joe KWL £k joe@example. com. 2 FK,
4%%TEI_J'@?KHJ%% L)ﬁ%ﬂ\?ﬁ’l\% H ’ ?ﬁ)ﬁ%tﬂ@?ﬂ%?ﬂ masquerade.txt B"]I’ﬁ:o 'TEH% config ?fﬁ/y\%
MAE “$pik:” (CC:) FBP 2 EHbE, f&)a, XK.

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25

Protocol: SMTP
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Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected

listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient

be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or

recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.
[1> masquerade

Do you want to use LDAP for masquerading? [N]> n
Domain Masquerading Table

There are currently 0 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

B REmminkxns
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- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

"o

joe

"

Usernames like are allowed.

Full addresses like "user@example.com" are allowed.
Full addresses with subdomain wildcards such as "username@.company.com" are allowed.
Domains like @example.com and @.example.com are allowed.
Hosts like @training and @.sales are allowed.

[1> @.example.com

Enter the masqueraded address or domain.

Domains like @example.com are allowed.

Full addresses such as user@example.com are allowed.
[1> @example.com

Entry mapping @.example.com to @example.com created.
Domain Masquerading Table

There are currently 1 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

"o

joe

"

Usernames like are allowed.

R E S AT A
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Full addresses like "user@example.com" are allowed.

B & BR R ANRIX Th AR

Full addresses with subdomain wildcards such as "username@.company.com" are allowed.

Domains like @example.com and @.example.com are allowed.
Hosts like @training and @.sales are allowed.

[1> joe

Enter the masqueraded address.

Only full addresses such as user@example.com are allowed.
[1> joel@example.com

Entry mapping joe to joe@example.com created.

Domain Masquerading Table

There are currently 2 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> print

@.example.com @example.com

joe joe@example.com

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.
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- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:

[1> masquerade.txt

Export completed.

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> config

Do you wish to masquerade Envelope Sender?
Do you wish to masquerade From headers?

Do you wish to masquerade To headers?

Do you wish to masquerade CC headers?

Do you wish to masquerade Reply-To headers?
Domain Masquerading Table

There are currently 2 entries.

- NEW - Create a new entry.

R E S AT A
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- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[r>

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

25

B Emmnttixhge |

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this

listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address should

be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or

recipient is in a specified group.
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- SMTPAUTH - Configure an SMTP authentication.

[r>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.
[1>

BUAE, FRATHI AL G E R s :
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B 3: A& R FEX B

ST AR Y T e

. Internet

¢ SMTP
Public Listener: InhoundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.1982.1. TCPREFUSE
169.254.10.10 RELAY
ALL: SACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1) ‘

Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

Ethernet interface: Data 1

| IP interface: PrivateNet (e.g. 192.168.1.1) waretities wereadded tothe

Private Listener: QuthoundMail masquerading table for this

Host Access Table (HAT): private listener. The first entry

ey s masks all subdomains of a

network (e.g.

i $BLOCKED exchange.example.com iS

Default sender domain: example.com rewritten as example . com). The

e o DISABLED second entry rewrites the bare
eceived: header: / g i T

Masquerading: joe@example.com.

LU TR P ACE WU o IR RN R, R DO N R, B DL
SR R AP AN SR A PR NS B I RESRALLT sendmail “B3& "
Postfix “MEUL " Dhfie. DUEEMPEASZREM; LI REA S S To: {7 k.

N

AR BN IIREN AP RAT 2T HAEPPA BRI IR SRk AR 620« TSRS — 3,

SRS T RE A — A WSt 2 2 2N TR e NS PE . Biltn, RIS A F WOl T 55— KA,

R
IRy
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R ATLIECE £9% 20,000 A Hp g A i

R 4B RE LN

= A &

username@example.com | username2@example.net A A N ) 578 38 b -

user@.example.com |user2@example.net

@example.com user@example.net SeEHhHEE e A R e 4 .
19

(@example.net

@.example.com user@example.net
=114

(@example.net

YZEW\‘FZTTWEP ’ 'fﬁﬁﬁ listenerconfig ﬁ/ﬁ'\a/ﬂ domainmap %ﬁ”ﬁé\jﬂ/ﬁx\;ﬁ\:ﬁi%%sﬁ}? “InboundMail” @J%

B o AT o1dcompanyname . com 3 HATAR 145k ) M AR ISR 3] exampie . com JRER J5REHT ETMILERS
DABERIN o R ] 5 AE DOV R P RAT FHSCE P X M BB AT R L Bl i D e S B 20g

joe@oldcomapanyname.com ﬂ@{ﬁ%ﬁq&'ﬁ:j\ggj‘l joel@example.com, ﬁﬁ&{ﬁﬂﬁﬁ}?ﬂ"] RAT '#Ejlﬁiﬂi

oldcompanyname.com 1'/2%%7 joe@oldcompanyname.com %%HJWF%#%/H\E?} EE Eﬁ EE ’ K%ii‘ﬁﬁiﬂ&#

No BN, Rl 5 5] 40 R DD REREAT XS b o I3 44 R AU AT W R 3t ks EAT VAR i Re
“any username@domain” WL F| “the same usernamegnewdomain” .

mail3.example.com> listenerconfig

Currently configured listeners:

1. Inboundmail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. Outboundmail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMail
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Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling:
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

Yes

B Emmnttixhge |

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this

listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> domainmap

Domain Map Table

There are currently 0 Domain Mappings.

Domain Mapping is: disabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import domain mappings from a file.

[1> new

Enter the original domain for this entry.
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Domains such as "@example.com" are allowed.
Partial hostnames such as "@.example.com" are allowed.
Email addresses such as "test@example.com" and "test@.example.com"
are also allowed.

[1> @.oldcompanyname.com

Enter the new domain for this entry.

The new domain may be a fully qualified
such as "@example.domain.com" or a complete
email address such as "test@example.com"

[1> @example.com

Domain Map Table

There are currently 1 Domain Mappings.
Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.
- EXPORT - Export domain mappings to a file.
- CLEAR - Clear all domain mappings.

[1> print

@.oldcompanyname.com --> (@example.com
Domain Map Table

There are currently 1 Domain Mappings.
Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.

R E S AT A
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- EXPORT - Export domain mappings to a file.
- CLEAR - Clear all domain mappings.

[r>

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Enabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling:
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

Yes

B Emmnttixhge |

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this

listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

(1>

xS
o GRS IR, 4529 T
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O LA A% H I SOARSCE . TS GRIRSFF SRS ) AR RS H o A EREAT I L 715
T R A TEINERE

B SCFBCEAERCE H %, ARG domain 1 &1 impore F AT EALSCAF . 4% AR WA iy
listenerconfig -> edit -> inejctor number -> domainmap -> import
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Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL:! SACCEPTED

A domain map for the public listener
“InboundMail” was created. Mail for

Recipient Access Table (RAT): r g
the domain and any subdomain of

example.com ACCEPT Sidoompanynens ioom i mapped "
newcompanyname.com ACCEPT :
ALL REJECT the domain example.com.

Domain Map: enabled

@.oldcompanyname . com

‘ IP interface: PublicNet (e.g. 192.165.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 ’7
| IP interface: PrivateNet (e.g. 192.168.1.1) ‘

Private Listener: OutboundMail

Host Access Table (HAT):
RELAYLIST!: $RELAYED

ALL: $BLOCKED

Default sender domain: example.com
Received: header: DISABLED
Masquerading:

@.example.com @example.com

joe joe@example.com

7E [2)3R [ B mR 44

B[O A SR AT o] IS A S5 AN T JRE e R 7 o o2 P LI o 220 Aol J88 M PE L ) 7 Ak BT [ S
(R

THERL A AG T W R A AN AGR PN 5 3 OIRGE A AN HBAED o B il it 4% T 2 1
e NIRIR] (RETANAMBAED , WA AR GEFSPRPIRAE , 55 39 70 .
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AXER

o REPRICVEALIERIIRAT 55 31 0T
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AL Jo R AR IE R R

AsyncOS $AE RGO TCTEARE MM (B “IRMBEE” ) Jal4: 2 LL R 28050
“&IE” RME:
ITAZIAE AN IE SMTP S iE 5 8]5R = gR 44

BR[| B ICVRARIE ISR a0, P RIWRFE e RE . T AR R il R ik ix ik
Mo, (i, SMTP 4XX & mftid, )

figiig Al TR TCIFALIL MR B, ZIH P A BAS TR RILIX LR,
(tm, SMTP 5XX & iftrd, )

IR (B “FRE) BE
EREFEARNOME, BREFFR

L7 @Y B TCIEALIE IR . B, FH P A RRA AT B Cli . o] AR A FF 2l R a6 i i
Mgk, (i, SMTP 4XX BinfCid, )

figiig v TRIETCIFAL BN B, 23 P A AR BAS TR RLIX LR
(i, SMTP 5XX G5t )

i/ GUI ' “Ri%” (Network) . i) “IR[MIACE A (Bounce Profiles) Tl (8% bouncecontig
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B XHUR [E FRHE R [ B9 15 AR

o XFTFSRHGR ], AR R S8 SO MR IE B I R S E . SN AT R B2 A
FORAE . nT DM “aR[AIMCE SR LT B bounceconfig iy 4 L B &N OB RIS 11 S 40
GEZ BRI E S50, 53832 5, )

o BRNTEOU R, REE A R PR AE 8 Ho R 6 4 R NR I N B R AN . IR 4
R BNZE M-S B0 B A e A sthhb e SCitkbk.  “A53 &4 N7 (Envelope From) il i B K
fE “A5d kAN (Envelope Sender). ) ] LIAAH L Ihe, FFoCON R HE H & SCHF T il ChE IR [A]
MEE. GEZM “HEdx” —&E. )

o FEBA HRak 21 i K B ) B B e R ER IR AL LR AT —FPE L) 5, OB PR AR kiR ] o

REEEXHSH

MC ER PINE B SCPEIN R A2 HOR AR AR s S Ak P 2 1SR [«

* 5 EORE XS
RAERRE RGN PR [ g BEAR BT AL B2 B, W S i EDRRE B B A 3L

(Maximum
number of retries)

DU FT A 38 PR [ A ) . BRIME N 100 XK.

BT R KR
# (Maximum
number of seconds
in queue)

R GAERE YOR [P IISPA JA S R [0l s Ak B 2 i, 2R B N LA
BRI HEAF I T BRI 259,200 F2 (72 /M)

AEIX ZEEb R
FFHMBETE
(Initial number of
seconds to wait
before retrying a
message)

LRSS R E PR YOR PN PE 2 T, RGN AR I TR . BRIAEL 60 5
R AT a0 T IR 1)L D 55 e R E AT AR BOR M 2l iR . M, EERInAR,
RN -

FEEIR & EHAFT
EFNRAE
(Maximum
number of seconds
to wait before
retrying a message)

T B ORI (2 3T, RGeS MK ) BRIAE o 3600 b
(NI o R REAN L2 DR s AR, B P it
VKN 55— AN B8, 0 TIPSk A e
01 5 0 OB ) ] B S KT W U0t A PR A T AR
i1
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TR T] DIARYE JRIG ISP O ANE S (IVE S K16 H o SRR I E . 5,
] BEAY B A SRR DL SR DR IR A, i A E S T AT WA DL
pogvs LN If o
TEBENER N, FRRNIT, RIS IEREIAE 5 LA B H AR
iR IR RERA S H (BREES WE NEIA) o S8nT LU Bk
NS H AR B AR o

ERAMERLT,  BAE S 00 BRIAE

o T FEIBAEE T AS R T A At 38 AR AR 4% H TR E S .

o U BRI PE 22 A e AN SCRRZ S 5 o

o I BRI MR AETE 5 .

o WERMEAEA 2 (CEEANESD) DT 50 7.

FERC B FIR2R] ORfrb SO LA b SRR IR BT, et HoAh i 35 1) A s
PASESCAGRIR PSR I, 8 AT R N 4R s -

Message Language Template
[m=%#& [zh-cn] v || [bounce_c hinese

| Default ¥ ||| bounce_english

BEAN, ] DL RS S MATIR Bl m N i DSNOIR AT Br. Wk <27, )
WA 2 AE IR A Y A 48 2 DSNUIRASACHE (REC 3436),  JHAEAL IR AT AN IR
A7 PR A
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B semeExssx

B & BR R ANRIX Th AR

TR ST AR SERALIL AT WA E o SRR R T, T ORI n i fF (3=
FURESD R SRR H € SCERE S E. Biln, e 5 S0 vh ST LA
A SORIR SR A WA, TR AR 55 (K B A S D& SR R S IR 4 35 S A
FERBEREM T, PRInAT, RSP 5 DL B AR .

TR ZMERBROA ST (EMEE S BCEVEBGA) o BT DUE SR
WA H IR [ A AR .
FERHUELL T, WA 5 B BRI :

o RSP 5 AN TAE AR AR A H BT i E

o WER BRI IF 2 4 B A SRR IZIBIFE 5

o IR A TCIAL IS5

o WUREBAEA A CEEANESD AT 50 715,

FERCE_FIRIRA] O b SR LA b SCR IR SE IR 5 WS, ek HoAb i 35 1 o A
M L9 SORGE SR IR E5 W) I, B AR N 3R TR -

pE

Message Language Template

miE%FiE [zh-cn] T ||| bounce_chinese ¥

Diefault T ||| bounce_english r

T T LA R WA 22 14 P )~ P T TR o A R R A 3 D i K TR

&R B4 A
(Specify Recipient
for Bounces)

AT LR AR 0] 1) 2% It b o AN S BRI A A ANk

XFIR [E] ERAFFAIE IR | AT LLEFEK DomainKeys B & SCAT T2 44 R [BIMIZER HEAF . 45 9¢ DomainKeys
R {5 A [¥1f5 5, %2 DomainKey 1 DKIM £ 43 55iF

DomainKeys % %

(Use DomainKeys

signing for bounce

and delay

messages)

EHERE

B REEEXH” mME LR “HRESBIZE” 3%, (BT CLI H A bounceconfig A S #RiE
AL RELE X RELEXLLE .

EEREETTER
i8] B 4 BT 5 BY
HIEFP Y (Initial
number of seconds
to wait before
retrying an
unreachable host)

RGAE B IRERTCVE VT 0] 1 BN AT,
JAERF I ). BRI R 60 b

B REmminkxns
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| BEsmmEEns
mrEmnrses |

FURERFEANTOE | A FE IR M BV AT, RGN AR K IN TR] . BRINE A 3600 75
WEBEMZESR | (1NN o SPIERAEE T ENLOCH I MU, K s N FR A EUE T 46,
HHI R KR AT 5 SRR R ERGE R 2O I I 0L, K ISy /], 408 3 ds KD
(Max interval HH .

allowed between
retries to an
unreachable host)

EREfASHS
Jo AR [R A A Fl Th BE JS ,  status A1 status detail 672 T I LA R TH B0 78 3 45 B IR AR 3264 il il

R[] S - I 1 -

Counters: Reset Uptime Lifetime
Receiving
Messages Received 0 0 0
Recipients Received 0 0 0
Gen. Bounce Recipients 0 0 0

ARG, WSH il CLI NGB —5, A AIRER B fF A s REIN, R A
fEIR A, XL Hs AN 2 N4

\}

ER IR B AE B A AR IR S T From: AN[F. AsyncOS R LAFC S Ay A 8 (= i ik 2]
55 B R AT N HEAS [5] (R Rk

S1EIR[EF0 SMTP 25 /i BRIk 22 451
SMTP 4 Fh S S o 5 4 O ) T ol DR 2 AR IO 1 B84k SMTP R [FIRAF . 2418
BN LTI PR 2R e MBS RGBT R £ ARG SMTP R IIEfF . ZEXFRTSL T,
Yo SC FAEZELE P, PR TV A BB LLEAT o 1007 SMTP e 48 A3

1R =] Fic & 35 711
5 1 LTSRS T B S MU

6] 1. REEEXHSE

S B
B N H K EL (Max number of retries) 2

| raEwgmintixneg i



B sensame

B & BR R ANRIX Th AR

2% &

BAA A ) B K FP 4 (Max number of seconds in queue) 259200 b (72 /NE))

FEFAR K ILMBALE AT I AT 472 2L (Initial number of seconds before retrying) | 60 b

7EFIR 2 USR5 1) 5 KR 2L (Max number of seconds to wait before retrying) | 60 5

FEZR 1A, B MU AR I 20K =0 AL AT, BIFERBPHE A B8 5 BT . TR BRI
SR HARI (A BB 60 72, REAE =60 CBIRZY— 2385 ) AL RIREAT 5 — Ik il ke vHA T Sl
(TR, I ELAf e A 60 A0 (1 B R F I (] TR B o PRIE, 38 — IR 2470 R 2 =120 44T 5
P HE IR A )5, REESIZNE N A AR RS, P KIS RO 2.

776 2. REIEREXHSH

25 el

I KA E (Max number of retries) 100

A A 1) B KD 4L (Max number of seconds in queue) 100
1

FEF IR R MR LF T W) 4G F2 4L (Initial number of seconds before retrying) |60 5

FEEAR 2 AT S5 K f KPP 2L (Max number of seconds to wait before retrying) | 120
b

FE7RB 2 1, B — ARIR 2R AE =0 AT, IR EIRAE =60 I AT REGHE N — IRl
B CZARRAAE =120 W) SLRVEERETHECE, OB EBNSIHE T 100 #5156 o

RIFRTBRRK

TR

BRANTEOUT RS0 R AR [A] M2 A B 38 [RRTRCGE (B F AL £ IR A @ 411 (DSN) #420. DSN J& RFC
1894 52 X [#2 (iE 2 http://www.faqs.org/rfcs/rfc1894.html) , iZA%C “ 52 X1 0] i M AL 44
H(MTA) {1 MIME N 5288, 5 R TR A5 2 0R M AR 18 45 — AN 8 2 AN NI 25 SR ri -1
PERIR” o BRAEOLT, ARIORATBEN QATAT AL LR B IR AG mEPE CRr SR mB A K /NN T
10KD o GBI/ R T 10K,  NALROIRZSTE AR IB RS Sk o A SR MB A5 SkOR/INEE I 10K, 1)
FERORA T EN ST LRSSk o AR ZEAE DNS s & /NI 10K 1mBeE BRI E ) , o]
PLYE bounceconfig fir 41 f ] max_bounce copy ¥t (S HUNAE CLI halH) &

ARG RIS IR TR GEIBIERIAEPE) Al F DSNAR . S “ 4% 7 S L) IR ]
BB S Ui (21 bounceconfig i< ) g AHHLAT IR [IMC B S F s B B (VAR [IRC & SCfF, IRk
PR IR BRAE R S SCRA S 4L

o ROBFEIRE T WA 2 T ) 5 R I ) TR o o

o RAELERFCIE NI SEIL T 75 M 1) de K K

B REmminkxns



| mEsmmintitmna
R T |

IR E & HR A FNEEIR [

TER, WA “AEBNA P B IR ) BB Rk S 3R e o5 S ) g R s 1) 1) s 15 A B
TARFE I ARSI ), 0T 8 [ By () — WA P A S ARy AR 0] o 2 SR 5 Y a2 A 3 4 75 1
PERIZhRE, WIRARFRGE o w) el A AT e L (R BRI A B MEL

UEAN, FEARBERERE AR, BEA™ AL AR T AR (B T RESEIR 25K 15 73 Bl

B FET R [ B & XX

ELLVF B, R “IBRIFCE SCH” TR T 44 bounceprl IR [FIFCE SCH:. EULHAC & S,
BT R [l R 2F 38 326 2 2% FH Mtk bounce-mailbox@example.com. A FH ZEIR 245 134 . 5 Ky B4
WA N R 35— S 4, 1y HLe S 5 WS 2 (A1) 4 /NIE (14400 F2) BRIAHE

AR ER

o ARER UGB PN E SO, 3T W
* Minimalist &[0l & SCER G, 537 1

mEEECIAIR BB B 3
A DU I A B HAE “IB IR E SCAF” (Bounce Profiles) 471126 Hh 1 44 FR SR G AT AT 3B [0 id B S0 8
A LA BR UGB MIAC B SO FEARBI, SniRBRIA NS B SO LK naximum number of seconds
to wait before retrying unreachable hosts }\A 3600 (*/I\/J\HTT) i%ﬁj(@J 10800 (E/I\/J\Hq') :
Minimalist i& [5] it & 3247~ 451

FELLR sl B T 44 04 minimalist FRIGE [BIRCE SCPF. AEBEECE SO, Sl PR e] i A2 5 i
FLMRAT (R KK ECAE) 5 1 HAEE T B BT s AE RN A, AR REIR [T, iy HL
A FORPGR P

1%51R [0 Bc & 341 F 2 i 32

QIR PINCESCAF IR, W] LA 4% > (T 32 FF UK 1istenerconfig T & %ML & A M
FTWTRE)F o

TELL 7RI, bounceprl BL & LA H £ OutgoingMail {ii W FE /¥
PRI, AT “HBPEM S (Email Gateway) Bt B 51T LA F -

Al
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EmEREEEDE |
| L e s

[ 5: %R B ECE SR A2 E BIAriEF

Public Listener: InboundMail
Host Access Table (HAT):

WHITELTST: $TRUSTED Note: This public listener remains
unchanged.

BLACKLIST: $BLOCKED

SUSPECTLIST: $ THROTTLED

UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCEPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname .com ACCEPT
ALL REJECT

‘ 1P interface: PublicNet (e.g. 102.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

T Ethernet interface: Data 1 ’7

| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: OuthoundMail
Host Access Table (HAT):

RELAYLIST: $RELAYED

ALL: $BLOCKED This listener was modified to use a
bounce profile named bouncepri.
Hard bounces are sent to the address:
Default sender domain: example.com| pounce-mailbox@example.con.

Received: header: DISABLED

Masquerading:

@.example.com @example.com

1% A B #rd= il SRA= H R % 15

AR PR R M EAL IR 2 A NI $ . AsyncOS 8 1 5 S #4547 T O # H0 szt
FoRg RS HARSCAOR RIS KR, AR mT BLog e AR5

R “ HAsgh” Dhag (GUIHT “HRPESEmE” > “ HAs#asdl” 50 CLI H1¥ destconfig fir2) , LA
538«

o MUK, 239 0T

* TLS, %39

A GIE AT 39 ﬁ

o JBIRIRCE S, 5 39 1L

B REmminkxns



| EEsmmmtxmne
zzrs ]

IR 2R PR ]

* JFRIEHAL (Concurrent Connections): B4 22 FT I (1 B2 #2 AL TR I % B2 24

o BEANIE BRI %0 (Maximum Messages Per Connection): W 4575 Ji sl (K8 2 1y, B RIXF]
H AR -4

* PN (Recipients): 15 & 7S A€ I ] BE AR ] 5 o BRE B =LA Rl N

o PRI (Limits): e 3 F % H AR MGA =LA $8 52 IR

TLS
C REHER, AV SRR TLS M GEBIIREI TLS . 4 4250
 HPUSHE R BT TLS MBI R EHLN, S TLS DRk, S Ar R B, Bl 4R
B, TR
GV TLS G DL T S LB A7 th s TLS ¥
iR [B]5% 1E
¢ BAIE R AT GESIREIRE , 5 46 5D
1R [B] fic & 31

o WA [PIBCE SO T Fe e e B AL CERVGR PIEC & Sl it “ 4% ” (Network)> “IH
[FIfid & 4 (Bounce Profiles) T &) .

T PAPS IR SR AE IR BRIA B

AR ER
o BT A8 IR 2 ARSI 2565 39 1T
© BROAEILIRE] . 28 40 0T
o A H AR, 28 40 10T

ffa E (5 IR 1% DR X Bl

BRAEE IS deliverycontig My BB MEAFId #EAS (alt-sre-nost) FE i 11, BICE I 4 F R0 1Y
Ky TS AsyncOS B HIFREFAm L 1. BEA B, 2 “H3E)” (auto) Mi& 7w i AsyncOS K
R

S e AT 1 AR T B 11 1P BRI S AT

%7 (Network)> “ o (Interfaces) VU EY interfacecontig Av% (ERIERG W B WA HHATHHE
R AR ) E S, WA SRR I RS . R H A b Ak, 38 I 2 A

IR A bt AR AL, WP AR BB A R thas I “M2% 7 [Network] > “ %
H” [Routing] W BT setgateway T BE) o BRINEK AR IP Ml At A th e 0 3d

| raEwgmintixneg i



B =szma

B Emmnttixhge |

REFH T A s s G P 2 PR R ks o 100, AsyncOS 3 UE £ EL AR BR VALK 4% 1 TP btk i
B FLAR TP Ml 1 0 D 25 45

e FRIE “M4E” (Network) > “HH” (Routing) TUIH (8IEIY routecontig f14) Ml . R
UL 4% HARSE T BRIA R tH o SRR B8 tH A58 T B S ) H

PRIAE & PR

BEA il H RIS B OSSR, RN 7R H AR HIR P g 11— 4L b i AR
o BEAN,  RAE HARFESIZR A WA 51 IR R S P AR P BB g2 “ BN B

{£ F B Ari=Hl

HEH] GUIHR “ B AFSEms 7 > “ Hobrgzh]” 5O = CLI Y destconfig T B . S4B AMTMIER H Frfis
[ESE

AXER

o PR IRE S LB IR (RIS S 55 40 T

o PRI IER MERE NS, 3R 40 TT
o I TLS , 55 42 1L

« PR MPIRERRIE , 2 42 T

o EHR M, 242 0T

o WNINFT AR RIS H , B 42 0T

s SAMSHHRERIRCE , 543 10

o HbrfEHIA CLL, % 46 11

=l B BX P 78 Ak B R 2R

YRR

A DA T4 W38 — R AN 1) CEL R P St ke FH T3 2 B AN S AP 22 4 W 46 SCRF FLIC I B RS 4
(IPv4) FIRA 6 (IPv6)o RJ LAFE R4 FECE — MW e, DA FH— AN B N AR TR s

9N IPv4 85 IPv6 fR5E2 1“7 (Required) BE'E, W &8 FHF8 5 OAS 1 bl B -5 122 46 1) i
o WHAZIAE 2% P HUERRAS,  WITCIE AL . Witk IPv4 5L IPv6 457 T “Hik” (Preferred)
W, WA E e M s e A b b B Sk %8z, i i 28— AN A (s bk JE v
i, D) R ) 5 —AN A (1

ER AL AN B E

ST REAY B BRI B A W T Ak i, LASBE ok 1 B0 9% A MPFEAEZ FE LA B it Py B R IR 55 4
Uik SN

RN WA BC R ORERE SRl P EOR s RO N KL, A R SR 3 I 1) BN AN
LIRS CORUFANAR” Al ¢ FARERD” Thie (ERESREG > BARIEHI S desteontig AT
- LW setgoodtable AT 5 o W LU LA N IETIRE 44 -

domain.com

B REmminkxns



| EmEsmmtmne

o

.domain.com

AEVIAE AsyncOS R LA Tk (41 sample.server.domain.com) i 3E H Anfzsihi,

sz, e Ans

[[RES/ il N

ANGEREN Tt ik .

W MR N, BB AT SR A R B HE 40 Y S b s 2 oAy 384 22 4 ot il ST i
FARA G bk BRI AR TP 48 10 1K 9 A 45

7N B SR AT 5 SRR A

LT LA E R

(i
ARG PR B2 SCVR IR RS D

a4

RGBSR BN 500 DM, REANEEE 50 BB

XA MR AP AT T UM

& 8 BtriEtlRpaE

FEB WA

IR WA SR E B K . G, S gL 0. )

(Concurrent

Connections)

FEMERR RN | ERGRFTHEREZ AT, SCVF B BIH € EHLRT A ol e 3 1) e KR

HS - 25 #.

(Maximum

Messages Per

Connection)

HEH P4 € N TR Be A SR VIR B KO NS, “ 67 (None) Feom i s s A7 A A B
i
BN G N B BRI T B (AT 1R 60 3Bl 7)) o Kz Tl B e
K “0” nIZEHZIRE .
pE T S ol A BRI ) AsyncOS 4 5 E A 24T 110 T I 2E 1R

Kl o VA MR BT A N BRI A I Ao
IR (Apply | 5 7€ 2 75 8NN AT ComablggT ) BRI
Limits)

UEBEE S N I BER . WEPERTCAE AR
Fi 52 BR AR N 2R L4082 B R AU R Gk

WERREE T 1P HuZlhk, H2MORACE BRI C, T AN S LM
DR N FH R o b A S 7 TR & A FH BRI G R 4
A ORELE BN SCIIAE R, 1 S B MBI OC™ HoAR R T AT R 10
BRCE MR DG, 2R 52 UL,

R
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B & BR R ANRIX Th AR

| TR
A\
= TLS

U SR AZ A KA S Y R, A5 7T DU RSt R GE PR, it K R UM S BR A1 5L B
Pt KR GT R, IR IEBR DO RE A B I K. Bildn, S SR RCE 1 DU/ B R OGstuht,  JF HAS
A AL 100 53 vanoo. com I RIZD IS, WK RE P OC PR GIBE B 25 ASFRD .

X T A AT delivernow A, S BT destcontig 12 T EREERIFTH T LTS .

W] DU E TLS (42 %4 o WERIEE T “iF” (Required) BE, 2128k by is A ¢ £ fi
WP 3] MTA 1) TLS #4%. WER MR RIMG WA ZE R AGBAE M IR A PR fE 5, 1%
Z IR JE A TLS FIIE PS5 .

AJ AT 8 7R MR PR AR 25 ) 75 22 TLS IR W3, Wit TLS Wi R, & e 5 AE 4t . B4R i
A RIS TLS WS 1 H BRI TR . a8 W R MR AR A I 2 3R G0 AR I e e e o5 7™ T 1 4 03
IR AE WA . FTRUE GUL ) “ R > “24” T (8% CLI ) alertconfig iy %)
PR AN

LA M TLS BECEHR, WGl “ Hasgsh)” st EiNRmEE /g E S destconfig -> setup J-fiy
Lo WBCENRRUCE, ML BE . AR 2R EANEEE R, 20 “I
57 (Monitor) > “HBFERES” (Message Tracking) UL s iR 4F H &

WG E HI AT A% ) TLS JERIIEAS . ) “ HAREEH” 00 LI 4RiE £ FIRE B destconfig ->
setup AT @ KAFEUE N o A RIRBAEBME R, WS RAEFAEH] .

ARERVERE L, S “Ragi” —

= H1R [0 32 UEFRIC

=HIR [

NI0ETEY H PRz

Al LR E ARG T R IR CRE TR R AE . W] u}ﬂku\HHU&%EHmm@mE Ly
VN BRI B AR S IR FIEAE, AR5 AR e HEBR I AR H v, B HME R, 1SS RIEMERAE ,
5546 T,

B TR LA, W R AR R R AL, 3T DR M2 iR G E S F . ke
T, IR[PIRCE SRS 7R 7E desteonfig fir & 1SS TLA o WURANSR RE IR [MIRCE SO, R A ERGR
PIMCESCfF . AR R, WSRO H R I E SO, 2 37 i,

ZHIFH

UK

FB1 BRI E R (Add Destination).
-’IJJ;qJR 2 Ehﬁ ZN H °

B REmminkxns
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| EEsmmmtxmne
samstBHziRE |

TR 3 FAIFHINE L

ENFIE T BiriZHEE

WA B2 AN, v DA —NECE SOk e SO A H g il 4 H R L S A B & b idE
SCAF RS AT Windows INT & SO RIS 50K 0 dHAE— AN, IF DASAA AR R iZ3B40 1
SRR B, 54 FR [example.com] A3k example.com 3B E . A XHIATAT S EHR K 4% &
HBOAH 620 H o nl DOl 78 e B SRR AL oeraunT) 320K e SCERIA B AR#asiil 4 H 1z 4.
SN E S SRS A Bt CBRIAKBERSD , BRAERCE X5 (pEFauLT)
Wy o HABPTA I B brds il sk H A stk

] DAERCE SO oA e LA S50, (oEraunT) #5075 ZEBR bounce profile ZELLASMIIFTA

% 9: BinisHl B EX S8

8= 152 AR
ip_sort_pref AZIBAR RE TR DM SCRRCAS o

BN LU Hoh—AMA -
* PREFER V6, /8 “Hik IPv6”
* XF “IPv6 W57 ” (IPv6 Required), %A REQUIRE v6
o XFF “1ik IPv4” (IPv4 Preferred), i\ PREFER V4
o X+ “IPv4 #5757 (IPv6 Required), %A\ REQUIRE v4

max_host_concurrency | ¥ %15 17 AN R e K HH 9l AL

ﬁﬂ%%%/l\lﬁﬁXT JH:%E%;& ’ ﬁﬂ‘@ﬁﬁ)\( limit type Al limit apply ZHL
mex messages per. cornection | AR RSB AT, SCVF N BEA BIHRRE ALK EAS HH 3 T2 R0 10 5 K
(L8

recipient_minutes | PAKGGUIIIIE NS IR M BE (T 1 A1 60 2 BlZ[8]) o WIRANN 240
FAE WA PR, 354 FLOR B R SCIRZS .

recipient_limit FEFSE I ) B N S VR RO NS A SRAN Y, =4 AT A R, 37
R Fo PR B A SCIRZS

ﬁﬂ%fﬁ:j}%ﬁ‘ﬁiﬁ)‘(@%ﬁ, J[EL‘Z‘@H\I'_E'X recipient minutes. limit type
M limit apply i&%i&o

limit_type S5 K R R P S Sl 2 A 3 R R B2 He TP ik
BN CUR Ho—AME-

* 0 (B host) , RN
o1 Gk mxTe) , RANHEAFASH TP Huhl:

| raEwgmintixneg i



B s rssakenrs

B & BR R ANRIX Th AR

SH2

152 AR

limit apply

5 BRI N 2R S G082 B R R Gt it
BN DAR o —AMH-

e 0 (B system) , KINRGILH
* 1 ve) , RN G

bounce validation

fa A T TR P RAEH AR T BE -
AN CAR o —AME:

* 0 (8 off)
* 1 (8 on)

table tls

HZBFRE TLS BH .. ARHAMER, WS RAEIAN T H] TLS NRIE5 50k .

BN AR o —AMH-
*0 (H{ofs)
* 1 (Hon) , FoR “HIL”
* 2 (B required) , F/n “WF”
3 (Hon verity) , Fk “Hik (BiF) 7
4 (EE require_verify) ’ %%ﬁ% “EE%% (gﬁﬂf) 7

TR AR KN,

bounce_profile

T AR R L S A FR o IXATAE (oEFAULT] HARTEHIS H AP .

send tls req alert

EBIE TR TLS e R MO &Ik 2k,
EINLLUR Hop— M

* 0 (8 off)
* 1 (8 on)

XA R EE, AR [DEFAULT] Hbr$HI4 H 8 A

certificate

AR TLS MU R4/ E, AL (oeravrt) H I H
A
ER O WARAREIET, AsyncOS K7 BLizriE 15, (EEAE % 7S IE
T AL A, PN ERR I T ik

PLR 7~ 57~ T F T4 examplel.com Fll example2.com [ —ANECE SO, LA R TERIA H Andz il

ZH:

[DEFAULT]

ip sort pref = PREFER V6

max_host concurrency = 500

max messages_per connection = 50

B REmminkxns
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| EEsmmmtxmne
samstBHziRE |

recipient minutes = 60
recipient limit = 300
limit _type = host

limit _apply = VG

table tls = off

bounce validation = 0
send_tls req alert = 0
certificate = example.com
[examplel.com]

ip sort pref = PREFER V6
recipient minutes = 60
recipient limit = 100
table tls = require verify
limit_apply = VG

bounce profile = tls failed
limit_type = host
[example2.com]

table tls = on

bounce profile = tls failed

PL 7R3 4 examplel.com Al example2.com 2E LR Hbr$Eihil 4 H o

examplel.com

IP Address Preference: IPv6 Preferred

Maximum messages per connection: 50

Rate Limiting:

500 concurrent connections

100 recipients per 60 minutes

Limits applied to entire domain, across all virtual gateways

TLS: Required (Verify)
Bounce Profile: tls failed

example?2.com

R E S AT A
|



B ssenmc

H iz HIF0 CLI

iR [3] 36 1E

B & BR R ANRIX Th AR

IP Address Preference: IPv6 Preferred
Maximum messages per connection: Default
Rate Limiting: Default

TLS: Preferred

Bounce Profile: tls failed

'TE% “ E*ﬁ‘?éfﬁj” fﬁiﬁ/] )\%:ZTZ(’%HEJZ destconfig -> import T 7"3‘)‘)\%6%1{4: lﬂfﬁl‘ l_ﬂJ ']'E
H “Brrgsf” Wi FHRS R destcontig —> export w2 ¥ H AR 25 H 5 1k INT LA,
AsyncOS 7E-F H ) INI LA (pefault] o

AU CLI " desteonfig #ir AL E Hbrdahil sk B o 76 ABHITAE % 4% % AsyncOS CLI 2% 157
AT A

CIRIE] MBS MTA AIEFIHTISAT,  FCAR S b WS A (045 Ja A A A A o (45 s A N
B GEED S RIEEUEEOEN, IF B JRIRIE A AL GBS BT AR A kD Hj‘
HAZ ARG E RN (MAIL FROM: <>),

R R 2 1) o 83 BRI A1 4 306 4 3 o A 5 0 1) (100 3R [l e R A0ty S ik Bt o 3K S8 el A Y eh AR )
EVEHBE IR S5 4 AL B R IR BN Ao HeA b, B3R Rk 2 R A B A R s TPrb 4%
AN AR R B AR BN oh 2 AN T RSl (B o AR EEEE A, 2 Ph
EARERIEN, DAERRIREE DOR A kI GXFR “Joe job” ) .

Sead ke, T RATERAREAE NI NI, B R 55 4% 22 A2 i — B s A GR[ETHIE
5y IR IR R R B E BRI GUEE R AR ORISR o B, e H e i
WK “HEEE )7 R IPTIBAE,  WSPEA R RERCLA T v o SRS (1 o0 Al AR 48 Ak 55 0t vl g
ST MBI BOE M, A HTCVE OA SR B VA ISP E ) F R

h T HEAE AR R I B, AsyncOS $RAE TIRFIGAE . 240 FHiZThfg ), JEIE%‘@EQ#J@J&L
WA BB B AR AT B R A NIk, SRS, St A v s Bl B AFAT AR [H] B A PR 45 ek N
BE LGN S TFAERREERE (NAE RS » BRI T, T@/‘lﬂ:h
LR [T H A 37 DL PR A B

TEERG ATLUEATR E%lﬂiﬂ%ﬁ?%kﬂiﬂﬁﬁﬁﬁ:)\kﬁlEEIWF BB W] A AN AR [ S

(REFARNMBIE) TSI E FIREIF ST 56 30 Ui,
X EHR

o MR : ARid FEEEEGHE , 2 47 7L
o fifi PR [D156AE B 1FIB PR E R, 5 48 T
o BERZAVERICRRCR BIIR Y, 55 48 T

B REmminkxns
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ik triamEmiE ]

LA : FRiCFNIE 236 4F

25 HUR [IAE 1 DU B AR MBI, 308K 35 M0 b A5 2 A Atk #1401, MAIL FROM:
joe@example.com 7% ;) MAIL FROM: prvs=joe=123ABCDEFG@example.com. 7~ H 1) 123... F4F
FR & BEE ROR M IS I B B A AR IR PIEIERRIC” o bl A “IRIEGUE” BE T E
XV E RS (A8 B MRS R, TSR PSR AR S B, 28 48 10D o w2RaR [
st/ A EY I R AR RS (L PN b W LR IREa 3 S I ATl A Ta

AT LAYE R G n F a2k FE [ 3G AEARIC A A BROABEE . eAh, B n] LUy e ks A sl A% 3R [A] 56 1F
Frid. ZERZHEGO T, BRI HZWE, ARG 5 H 2 B bads bR b HEER 104 e i GE Sl
Hbs¥shl . 565 40 50)

WSRO & b L, AsyncOS AN —AMrid (R #8518 [R] IR A4% 1% 51 DMZ 1
=A%) o
HXER

oGP NGRIBIIBAY 3 47 5
o R[S AR T, 5 48 1T

AL AR N IR [E] R4

R AR H A RBRC KGR PN i pMIBR, JFER AN . ARSI BN WS 8 )5
SRR AT O o W] LASE SCBEA AT R AR AR AL BbR iC To KR [RIHEF - SR8 & A TR VRN B
SEXAG ke ARMEMMEE, WSRHEERPIRIERE , 2 49 Ui,

ISR IR AR I AAAE, T AEBGZFR LS Y] O, s WA AR R Bk, st
R 3R (R 56 U 5 SO BB IEAT b

i, LAUR BB H S S 1B R 40— EHR [P

Fri Jul 21 16:02:19 2006 Info: Start MID 26603 ICID 125192

Fri Jul 21 16:02:19 2006 Info: MID 26603 ICID 125192 From: <>

Fri Jul 21 16:02:40 2006 Info: MID 26603 ICID 125192 invalid bounce, rcpt address
<bob@example.com> rejected by bounce verification.

Fri Jul 21 16:03:51 2006 Info: Message aborted MID 26603 Receiving aborted by sender

Fri Jul 21 16:03:51 2006 Info: Message finished MID 26603 aborted

P

K ARR T L X 2 A SR N FRIRAT IR  (Exchange 55) I, A% 12 P kA FH AR [B] 46 1E A5
e

AsyncOS KB [ HELEA 4 B 2% Mail From Hulik (<) BUBE4:. X F 0T 68081 A b FOAS B A
FIHER IR R, AsyncOS 23 W FH B SEFA ISR I o ZERX PG LR, AsyncOS £ 2B K % 40 213 H 11
I Hib &5 A A 5 1H 2 P UL R IT .
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B A LT B
B eenineuszes

IR [B]11& ﬁEiﬁ’,iJH‘Fkkﬁ

PRACE PR AR R PRI A ic N B2 BT AR I SCAS 745 e o BRARS DL T, ROREFE T AT Bt A AR
IR 5], DA B T ) e A7 M — SOt AT ARid . X8, @R — & e biid — NN I )5
BN, WIS RAEI AR 1L — A AR, RIS SRR AN R PR B A 4 it it fun it

PR BAERIITERRIY . Filtn, WA FEAE 7 RN 2 ISR P ERXFEL T, Bk 2t
A A A I TR) AN B IR IR AT AR (13 SR B8k CUAR L AR o

EZ AR TRICIR B H

AsyncOS AN IR UG UEAH G HAT BEE, 25 IR LR IR A 2. BOARE
N RIOREARRC KR IR TER, IF HR s St 4z i o s fs 75 mip 4 3R i > 1R
136 5T RE B RA RN T B 7 A5 S o WRERE “27 (Yes), WA BUAARIC AR THE AL A A1
BOFHEZEAT. LMD T A RE I8 E

BB AN P A B ) IS SR AE M o AEE, AZIMBAF IR AR 32 R A — L2 fE B A AN
HEAT o FEIXFREOL T, AR BN Bbmic it (bR & @ s so o

UK

T K 2 n AR MR A I 2] H AR, I A Z ST bR d D aE. Buiy,  JH P m] R
MR IE MBI T o

PIR2 B2, ZEMSCHRARIOR BRI (R BT RRL) » ATLCh RGN — MR A,
IEAE “He2” BRI S T E R ERRC AR B 27 (Consider Untagged Bounces to be Valid)
ZH.

{5 A 3R 2] 3 41E By LE SR (] dR 14 XL 2=

UK

T FAPCEH. ARG R, 5SS PG UE b bC 2 5], 5 49 T,
T2 GBI RE. FXRENGEE, HSRHILEEPIGIERE , 549 11,
FHIB 3 JHL HAREE S HERIE . ARG, ES R EAREEE, 2 40 1.

T—Mit4

HXxER
o HE R PIEGIE bR OS] , 2B 49 T
e MEEHIERIIGIEHE , 5 49 1T

B REmminkxns
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mEREwiEeitFiezs [

* 1] CLI LT I BE , 56 49 5
» SEEIRAT IR AL E . 45 50 5T
o B R [ 3G IE Mt R0 % 4R
SRR M b 3 91919 22 S T G 2 AL O AT A R 1. AR BN 5

UK

S /EHRIREE > IR EI38UE vl b, g A
T2 AR TR, RJF RS (Submit).
FIER3 BT

T—F Mt 4
AR ERM

 ERREY, 49 1L

LA I AT S T e B RN, AR LSRR (Purge) SRIGER IH bk bric & 9.

BCEIREINIEIEE
S0 5 e A 5 SR 4

UK

T EFERERES > IREWIE.

FIB2 iidRiEIRE (Edit Settings).

I3 EPRIRLTCBOR I, R IR A e A Sk R B INE Sk, IEAE S A RRRME .

S i, AR B VMR RIGIEAREE CRIEAE AN FE T A AR R
o B G B NS LA K e pA S IS4 e 25 38 A 1 3R [ IS A2

TS FAIF L L

&£ /A CLI BC &R [E136 i

] LAM#EH CLI 1 bvconfig A1 destconfig iy &KL B IR [FIEGUE . 7E CEBHIRAF 22 41 £ AsyncOS CLI
SR P T I A
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B A LT B
B eenirnsnns

IREIHEFIER T E

R PIGUEAE SRR E AR, P BR AT [ —A> “IRMIE 7 BT A FAR R 3 i
fE— ARG L2 B IR 8] B B Shbmid/ B PIAVRE 2 T8 5 B o

REMEEFIZESE

deliveryconfig fir & 23 B B AE B ALIL IR F I AL I K12 4

B AAT H AR SZ W4 SMTP A QMQP. 1B, B sh R MR H] SMTP %1%, [tk
deliveryconfig iy 2 A7 L2457 & 1% W

A\
R RHIOMT AN — LR i K 2 S Eh DS 2 th R A A
%%T YRR P AL B

X EM
* BOAMEIL TP $£ 10, 25 50 0T
s WREMALIETIRE , 5 50 1T
* SOOI R E, 55 51 0L
* deliveryconfig 7~nfil , %5 51 7T

FOAMEIEIP 2O

BIANEO T, RGAEH 1P 82 AT IR . o] DA A e & (AT 1P B2 OB 1P #2014,
R e BRI, AsyncOS S N EHLE I, «Hﬁﬁﬁ £ SMTP HELO i 4 ¥ BRIA AR 5 2
HOCBER EALA . BIACE TP 210, i {#H interfaceconfig iy 4.

LAR A1 R HT B Sk £ AR A% 128 1 1 L)

B Sy 1 S R R L w2/ W (VA [ R L R e =@ : SO YW E O oA WK T S

o ME N Ak, T routeconfig Mt B i A M iR A28

o I, KBRS S ERIA W A T A — R D . i ST TP Mk B H AR e B e, &R
oA AT FH B e s

A] BERIFE X T RE

B RIS, IR R, I TR SR E . SO, SRR R RFC
5321 txifE. A RTFEANEE, WS [http://tools.ietf.org/html/rfc532 1#section-6.1.

25 HIWT RERIMEIRTIBERT,  AsyncOS 2 AEALIRMEAEIEST S, AHAEMPE N LA B 2w
FEI I PTATHEAERE N “ Wl REMIARIL” o WSROI N NS BB EAf A IR S i, e fign

B REmminkxns


http://tools.ietf.org/html/rfc5321#section-6.1.

| EEsmmmtxmne
gingxxzs [

B LR A RIS AN PERIA . AsyneOS SrAEMBI F & s SOOI A R S T REROF%, RIS IBFE
Wb E S

POABR A FH &L
T LA E 6 Ay EAT Sl S P AR A 0 ST I B KR AR RGN ERIE 5 BB ) i
S7.10,000 DERE . ) BB R I R OK S S AR R M O T F iy
FEFY, BEMITWTRE P ERVGERECN 600, X T AILOTR:, BOAERRECH 10000 o KAz E
AT ERIAE T8 G W SCH IR G R P 45 o B, — S KA SR R, IR AE— 28I rp ]
e T EIE LSS (DoS) E it .

deliveryconfig 7= {3l

ELL I RBIF, i geliverycontig i WA OB E N “HBY” , FFEBHT “RIRERMERE” .
ARG B N i AR 6 E B R B 9000 1,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

2. PublicNet2 (192.168.3.1/24: mail4d.example.com)
3. Management (192.168.42.42/24: mail3.example.com)
4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> y

Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

U, BATTIRIERAE P OCHC BT B

| raEwgmintixneg i



B crmnme shnma e R EmE R

[ 6: % & BirfEiX S

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACEKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname.com ACCEPT
ALL REJECT

‘ IP interface: PublicNet (e.g. 192.168.2.1) ‘

Ethernet interface: Data 2

EmEREEEDE |

Cisco Email
Security appliance

-

Ethernet interface: Data 1

FA destconfig entry for the host

| IP interface: PrivateNet (e.g. 192.168.1.1)

Private Listener: OutboundMail

Host Access Table (HAT):
RELAYLIST: SRELAYED
ALL: $BLOCKED
Default sender domain: example.com
Received: header: DISABLED

Masquerading:

small-isp.net was used to limit
100 simultaneous connections, or
10 simultaneous connections using
Virtual Gateway addresses.

The deliveryconfig command
was used to use Auto-selection of
interfaces for email delivery and
the Possible Delivery feature was
enabled. The system-wide
maximum outbound message
delivery was set to 9000 total
concurrent connections.

{52 F EEFA D0 ™ 2K 2 B 5 4B & RSB0 EC & BB 14 P R

AHBIP A REAUA R K™ BOR SIS, g BB R R Sk, LR An ] M P A0S BE RO S b
SORFREAU M SE B SEVF TR AT A R BC B AR E o6 CRATANF A TP Mudik . N ANED  JF
Ohy TR B 7 PR ) 2 ) ISP SRS It R S 7 SR IS SR, TR IR R AE R — M BB . BT A
LA B T PR AT AU R S B 255

FExEHR
o WE&R , %5300

© WE AR OCHIYE , 5 53 1T

B REmminkxns
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o ¥R SCHNE , 28 60 TT
o EHRA RPN S E (RS ERE 5B 60 T

SBIFR T — P AU R GBS AETE B Of 24 = B M0 F0 2 P AR gt AT ol A . JE
LI SRBAAE P RT UK 025 20 B e 22 A REAUA R St i, DU T A AR o A KR UL S 4
HEAS AT 1P Hdik s FAL 4% A3 LA WA B o

A UL S R bk 4 AN 7] 16 TP bk R 6 B 44 v R GRom st 12 9 S A% 326 (7 S 44 E e 24 N EHLIE A iR
S, JEB B RERAE A  SABH L . B B EE, W] SMTP HELO iy &k AN 0L 5K
bk F8 E IE R N4 o X T ORAE FEC LI e 45 FE L 7 (ISP) $4AT S [7) DNS 4RI, & nJ It
T3 3ok 12 R A D DG Mtk i a2 (R BB A1 TP kb H 17 22 ISP A8 J 17 DNS #r HRAS AR 2837 3K 1)
B4, DAtz DhReIER A M. Wi/ m DNS 2] i 1Ptk 55 %% E L 1P sk AT, ) ISP
A DM AT NS AR, I HIEHE S IMBRZMA: . Rl B AR AT A O S5 1) DNS £ 4k i 2 fig i It
Bo ik 1P Huhik, &k e b4 s AR L

BEAh, 32 g REA HEAU R St Ik r R S 20 FE A AP BA S o S RIEAN A N ERLIEAERLIE R B
AR SR (B, WA AR LRI AERE — BT BAS R iR 2 Sl o (FUZ R E Y
FCAh R UL O S P A ] SR SRR 2 IE R AR IL o RVEPIX LU BB BIEA T AR B DL R, (H
ARGUE B H AL SNIR T D REATIRE P A HE AUk 5 BA A1 D0 — A SRR HEAT S (1 4 T R 1

1B RE 00 K e ik

FEBEE B REAU M S Ik 2 F, A2 BEHIR AR ISAE ) — 4L TP Mkt (ARG R, W2

“OIICIAZE AN TP HudE” Btk D IE PR OR IEAAECE DNS IkS5d,  DUERKE 1P HuhibAd AT A3 250 4L
Hio IEMANCE ) DNS 55 4% nl i ORAEWCE N ENLAT S 1) DNS BRI, RS AT 4 A7 2801 TP/ 4L
ER

HXEM
QIR 1P 4 LS LM OCRC S AT A, 55 53 1T
o KEMR R 2] 1P B2 1 A T AR 1%, 5 56 1L
* A\ altsrchost (A, 5 57 1T
* altsrchost P , 25 57 UL
* HA altsrchost i 24 I I SCAR SO R B, 55 57 T
o J@ I CLI¥Sln altsrchost BRSS , 2 58 TT

GIZH IPEO S ERMNKES{ER

e 7 1P MM N4 S, O E R0 SCH R (1) 55— 20 2 AT GUI Hh i “ 2 ” > “IP $217 Ui
8 CLI "' 1#] interfaceconfig iy 2l ik 1P/ AL X GIEEHT 1) 1P #2111 .

BB T IP I Ja, FLLESFR 24 1P 2 S NI DAL AR5 AT LURFIX L8 20 73 0 245 3 1 KE A
WISCHIIE, FRGEAEARIR MRy 2 LU “Re il Jy sUARFAAE A X 28 ol k) St i
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B & BR R ANRIX Th AR

B oesurzousenmensEm

QU T B A i) 1P 45 1 e, AT DU A0 50K 80 REAU R SC i B I 5 SORE RS TP 2 1 sl 11 41
Hg SRS B -

* ATLMHH] altsrchost iy 42452k F4F 2 R AF N TP Hihik sl fs R A bk A7 L ey s il 1) 32 401 1P
Fern GBI SCHINED B 1 4 LA T ARa% .

o fEFTISPEL e, R RABCE R E EAL 1P 45 DU A E AR ERL TP 1 GRS ) 58
PO ADRALIEARC IR . WS BB SN CRAUM SSHIED #fF. (7t Bk
IR FERIGER . D

ARG TP OGRS “Ur e s
U AT Ak, BATTCHR HEPE R OCHC A 5 5 A RA M DA, s B R
7 HEFEREAORA

‘ IP interface: PublicNet 192.168.2.1 ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 ’7

| IP interface: PrivateNet 192.168.1.1) |

LE NIRRT, “IP 4% 107 (IP Interfaces) UL IR A IAKR Management 4% 4, IEHCE T /N0
(PrivateNet Fl PublicNet) .

8 “IPED” RE

IP Interfaces

Network Interfaces and IP Addresses

Add IP Interface...
Name ‘ 1P Address , Hostname , Delate
.M:;mag.ernent ._ 19.2.:1.6.8.4.2..42;’24 :.mawl3.e.)camp\e.corn _. @ )
“PrivatENet I 192.168.1.1/24 .ma\|3.a>camp\e.corn | @ .
.PublicNEt ] 192.168.2.1/24 "ma\IB.E)camp\e.corn [ i)

PRk, AT “USINIP #2117 (Add IP Interface) GUIHIfE: Data2 LK 1 E 844 4 PublicNet2 ()
B {EH R IP Hikoh 192.168.2.2, HARE T FH1L4 maild.example.com. A58 FTP (i 21)
FTSSH (i 11 22) i T RS

B REmminkxns
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| EmEsmmtmne

[& 9:3%hn IP¥£0 (Add IP Interface) T1&

Add IP Interface

sigse P ausEnnseaEn

IP Interface Settings

Name: | [publichetz
Ethernst Port: | [Dataz  [v]

IF Address: |192‘153,2,2 *
|255‘255.255.0 i

Hostname: Imall4.examp|e.cnm

Services: | Service

& Fre

Metmnask:

SH
Appliance Management

| Onrre

=
o
=3

|

*

*

[ Hrres 423

| O redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

| IronPart Spam Quarantine

| D IronPart Spam Quarantine HTTP

17

[ rranpart Spam Quarantine HTTPS
| O redirect HTTP requests to HTTPS {HTTP and HTTPS Services will be turned on)

[ This is the default interface for IronPort Spam Quarantine
Quarantine fogin and notifications will originate on this interface,
URL Displayed in Motifications:

Haostname

(exampoles: htto: fspamQuurty, hito 10,1 .1.1:88F)

Warnings -* Flease exercise care when disabling or changing these Rems, a5 this cowld disrupt aotive connections to this gppliance when changes
to these fflems are commitied.
** Hyperfinks and URLs affected by these changes will not be usable untl the changes are committed.

HUAE, AT RIOCRCE W E s
B 10: /B — M $HED

IP interface: IP interface:
PublicNet PublicNet2
192.168.2.1 192.168.2.2

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 T

‘ IP interface: PrivateNet (e.g. 192.168.1.1) ‘

A FH AU RO S kI, 34 W] A6 A 1 PR B s (R G

B E AN E AL




B & BR R ANRIX Th AR

B seemsiz e EOsssTes

11: E— LUK E O EEE A E R bt

.. Internet -
¢ SMTP
Public
listener:
TnboundMail |A sMTP A suTP A surp A smp
IP interface: IP interface: IP interface: IP interface:
PublicNet PublicNet2 PublicNet3 PublicNet4
192.168.2.1 192.168.2.2 192.168.2.3 192.168.2.4

Ethernet interface: Data 2

‘ Ethernet interface: Data 1 ‘

| IP interface: PrivateNet (e.g. 192.168.1.1) |

TR R DU DYASAS[R] B9 TP 32 FUORARIZ M, Frp U A A B PP L B %52k A L
WK A [ S F

TR AR R IP $2 O LU IT IR X

altsrchost T PR ULl . BNk, RN BFDMBZ AP O QRIS , B
NI EERR CALIR IR o (HE, 7 2 S0 K AR D REAT S K 10 35 1 UG S 4 W %K 5 REAU R 5%
WAL, AZBETTHEP I JEAR AT o AT R TEANME IS, TS DA I3 e SI Jta s F SRt

altsrchost fﬁéfﬁﬂ‘?ﬂé Hﬂ[zﬁ:ﬁéji/ﬁﬂ @%i“%?*ﬁﬂ@i%ﬂ%ﬁi)ﬂ lj':] 1P E DEEE Déﬂ

© RAENI TP Mk
* fEER A AL

THRE RGO FAR IR ISR 1P 45 5 4, nTRLBIEEME 3 8], DUERR R AR A TP ik ol
fHBRAF NI TP #2841 (FR0E M8 QAR A4 5K BEAT XS

AsyncOS 2344 1P M HEANE 35 A A N hE by WSt 25 PIREAT EU . 2R TP Miudib A 3 A ik 5 3G
e ANEPILRS, WIS AH Y TP bt YTt sfiAe ik o R BCA ULHCI, U TR st 1

A GEAT LAILRC LA R AR BB R AL LA I (R4 Se 2
R4 AHY IP S RAF NI TP kil 2o 20 58 42 VL IE o

~Pl: 192.168.1.5

FEEWMNABIERZMN | FER A RS DIVT R REA H L

{?WU username@example.com

RR#&A R P B S EE R AR AN B @ £555 2 BT AT IC R .
@j@/ﬂu\ @ ﬁr‘%o %WJ username(@

B REmminkxns
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| EEskmfnieitohge
£ A\ altsrchost 324 .

] ARG AL SEE A AL e RF5 TG 0080 BEATILAC . 14

2ﬁfﬂf§ @??530 s @example.com

AR WITRF SR altsrenost R E EIFER B OB B2 5 HAER IS s 2 1, i fF e

Im) BRI
fE CLI Ff# ] altsrchost 2 HHILL T Fair 2 2E RE R 5 b 41 e i B
Bk 1% AR
new T30 EHT L
print TR Y HTHU AR
delete MR R — AN B
B\ altsrchost 3C {4
L5 HAT. RAT. smtproutes LA OhRER 44K —FF, W] DL T A3 A ST R AZ 2L altsrehost 4%
H.
TiE

S ] altsrchost fir 2 1) export i KA 4% H SRS CorF2 R hisdae) .

P2 E CLLAN, REGZSCH.  CARPE4IMEE, WS MFTP. SSH M SCP Vi), )

P33 W SRS, SO RIEBI 4 H . BUNIAE altsrchost 38 HP 1) S8 sl 2

HBA ARSI ILICE A2 ) “altsrchost” Hgrp, DMERTLLEIL SN . (FIXPBAER, ESH
FTP. SSH HI SCP Vi, )

$HIB 5 {{i]f] altsrchost [{] import iy 45 A dw# 5 11 3044

altsrchost R &l
w PLE X %3k 1,000 4> altsrchost 4% H »

B A altsrchost iy < A 3RS B9 SCA ST R 51
# Comments to describe the file
@example.com DemolInterface
paul@ PublicInterface

joe@ PublicInterface

| raEwgmintixneg i
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%\

B & BR R ANRIX Th AR

i@ CLI i/ altsrchost BR&F

192.168.1.5, DemoInterface

steve@example.com PublicNet

Import fil export ? i BATIEAT, IR AN 1P bkl f5 5 e A AN ik AT S 2114 11 44 B
PR — PG AR 74T, R BRAL T2 —HARE R AT T i D A FRITE S, i
() ﬁ%i‘% O %B:%JT‘O FERAT DA 1G5 (#) TFRI PR R

CLI ;7540 altsrchost BR 5T

FE NI HIZRBI, CRHTED altsrchost RULBIRAIEAEMGT . K5, BIENAHH:

* EE ﬁ fé y\J @exchange.example.com éﬂ#ﬂ&%%ﬁ’ﬂéﬂﬁ‘]ﬂilﬁ#ﬂ%lﬂ%ﬁﬂ“ﬁ PublicNet Tﬁ I,

o K H IP Huhly 192.168.35.35 KA N 1P bl (f9ltn, T3 Misshms e R 40D (MR A e i) 3]
PublicNe2t $:11,

Iha, BFTE) altsrchost M DAIEARIN, JFAHIATE M.

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> @exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

B REmminkxns



| mEmeaiszms
&3 oL 5m altsrchost Bagt ]

- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.
[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?

1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

(11> 1

Mapping for 192.168.35.35 on interface PublicNet2 created.
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> PublicNet2

2. @exchange.example.com -> PublicNet
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

R E S AT A
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- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

NP TR ARAMG R S R
B 12 %) EREERH PEOSEOS

IP interface: IP interface:
PublicNet PublicNet2
192.168.2.1 192.168.2.2
‘ Ethernet interface: Data 2 ‘ The altsrchost table was
I modified to create these
mappings. Messages from
@exchange.example.com Use the
% interface PublicNet, and
? messages from 192.168.35.35 use

— =:. the interface PublicNet2.

exchange.example.com 192.168.35.35
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mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as
"@example.com" or "user@" are allowed, as are IP addresses. Partial hostnames such as
"@.example.com" are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.
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- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?
1. Drop

2. Bounce

11> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT
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