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mail.example.com> ampconfig

File Reputation: Disabled

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

[1> setup

File Reputation: Disabled

Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>

File types supported for File Analysis:

1. Microsoft Executables

Do you want to modify the file types selected for File Analysis? [N]>
Specify AMP processing timeout (in seconds)

[120]1>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

1. Microsoft Executables

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- CLEARCACHE - Clears the local File Reputation cache.
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mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> setup

File Reputation: Enabled
Would you like to use File Reputation? [Y]> yes

Would you like to use File Analysis? [Y]> yes
Do you want to modify the file types selected for File Analysis? [N]> yes

Enter comma separated serial numbers from the list of groups to select file types associated
with the group.

1. Archived and compressed

2. Configuration

3. Database

4. Document

5. Email

6. Encoded and Encrypted

7. Executables [partly selected]
8. Font & Graphics and Images

9. Microsoft Documents

10. Miscellaneous

11. Multimedia

[1> 9

File types belonging to the group "Microsoft Documents":
1. Access.Extension.1l4 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)

5. Access.Shortcut.Form.1 (maf)

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- ADD - Add the file type(s) for File Analysis

[1> add

Choose the file type(s) to be added for File Analysis from the list
File types that are not selected for File Analysis from group "Microsoft Documents":
1. Access.Extension.14 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)

5. Access.Shortcut.Form.1l (maf)

6. ...... .. eee

[]>1-3, 5

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis

%: BERG)
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- ADD - Add the file type(s) for File Analysis

[1> print

File types belonging to the group:

1. Access.Extension.l4 (mda) [selected]

2. Access.MDBFile (mdb) [selected]

3. Access.MDEFile.1l4 (mde) [selected]

4. Access.Shortcut.DataAccessPage.l (maw)
5. Access.Shortcut.Form.1l (maf) [selected]
6. ...... e

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis
Specify AMP processing timeout (in seconds)

[120]1>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail Policies (GUI) to
configure advanced malware

scanning behavior for default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy. File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1>

BEMHFREREUERA LT XE TR S

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[11>
Enter cloud domain?
[cloud-domain.com] >
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
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not delivered to the recipient? [N]>
Choose a file analysis server:

1. AMERICAS (https://americas-fa.com)
2. Private Cloud

(11>
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mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> setgroup
Does your organization have multiple Cisco Email, Web, and/or Content Security Management
appliances? [N]> Y
Do you want this appliance to display detailed analysis reports for files uploaded to the
cloud from other appliances in your organization,
and vice-versa?
[Y]> Enter an Analysis Group name. This name is case-sensitive and must be configured
identically on each appliance in the Analysis Group.
[1> FA Reporting
Registration is successful with the group name. This does not require commit
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: FA Reporting
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- VIEWGROUP - view the group members details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

\}

AR OERE RS, IEMHH setgroup v Ao W15 TATAT IR A 7 BB G AL, L ZiUE R Cisco TAC
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mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
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File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[11>
Enter cloud domain?
[a.immunet.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
Choose a file analysis server:
1. AMERICAS (https://panacea.threatgrid.com)
2. Private Cloud
11> 2
Enter file analysis server url?
[1> https://mycloud.example.com
Certificate Authority:
1. Use Cisco Trusted Root Certificate List
2. Paste certificate to CLI
[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

EEEMHR 2 IRFIUERABIBEXHEERS R

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
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[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.domain.com)

2. Private reputation cloud

[11> 2

Enter AMP reputation server hostname or IP address?
[1> myamp.domain.com

Paste the public key followed by a . on a new line

MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQCqGKukO1De7zhZj6+H0gqtjTkVxwTCpvKedeCZz0
FPqri0cb2JZ£XJ/DgYSF6vUpwnIG8wVQZKjeGcjDOL5UlsuusFncCzWBQ7RKNUSesmQRMSGkVb1/
3j+skzZ6UtW+5u091HNsj6tQ51s1SPrCBkedbNfOTp0GbMIDYR4e9T04ZZwIDAQAB

Enter cloud domain?
[immunet.com] >
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Choose a file analysis server:
1. AMERICAS (https://threatgrid.com)
2. Private analysis cloud
[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

BRAM XM EEET

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> clearcache
Do you want to clear File Reputation Cache? [N]> y
Cache cleared successfully.
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
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- CLEARCACHE - Clears the local File Reputation cache.
[1>
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mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CACHESETTINGS - Configure the cache settings for AMP.
[1> cachesettings
Choose the operation you want to perfrom:
- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.
[1> modifytimeout
Choose the operation you want to perform:
- CLEAN - Configure the cache expiry period for clean files.
- MALICIOUS - Configure the cache expiry period for malicious files.
- UNKNOWN - Configure the cache expiry period for unknown files.
[1> malicious
Specify the cache expiry period for this file disposition (use 'd' for days, 'h' for hours,

or 'm' for minutes). If you
specify a value without a unit, it is always treated as days.
[1d]> 5d

ZIE B FI EER
mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud




®%: 5276 |
. ampstatus

[11>
Do you want use the recommended reputation threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the file retrospective verdict alerts for the messages that are not

delivered to the recipient
[N]> yes

ampstatus

1jt AR
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Usage
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mail.example.com> ampstatus

Component Version Last Updated
AMP Client Settings 1.0 Never updated
AMP Client Engine 1.0 Never updated

Jz 31 3K B 44

AEI L LU A
* antispamconfig , 5 10 7
* antispamstatus , 5 11 G
* antispamupdate , £ 12 T

* incomingrelayconfig , % 13 71
antispamconfig
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mail3.example.com> antispamconfig

Choose the operation you want to perform:

- IRONPORT - Configure IronPort Anti-Spam.

- CLOUDMARK - Configure Cloudmark Service Provider Edition.

- MULTISCAN - Configure IronPort Intelligent Multi-Scan.

[1> ironport

IronPort Anti-Spam scanning: Disabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1> setup

IronPort Anti-Spam scanning: Disabled

Would you like to use IronPort Anti-Spam scanning? [Y]> y

The IronPort Anti-Spam License Agreement is displayed (if you have not already accepted
it).

Do you accept the above IronPort Anti-Spam license agreement? []> Y

Increasing the following size settings may result in decreased performance. Please consult
documentation for size

recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[512K]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)

[60]>

Would you like to enable regional scanning? [N]>

IronPort Anti-Spam scanning is now enabled on the system. Please note: you must issue the
'policyconfig' command (CLI)

or Mail Policies (GUI) to configure

Cisco IronPort scanning behavior for default and custom Incoming and Outgoing Mail Policies.
This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

(>

antispamstatus
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mail3.example.com> antispamstatus

Choose the operation you want to perform:

- IRONPORT - Display IronPort Anti-Spam version and rule information.

- CLOUDMARK - Display Cloudmark Service Provider Edition version and rule information.
- MULTISCAN - Display Intelligent Multi-Scan version and rule information.

[1> ironport

Component Last Update Version

CASE Core Files Never updated 3.4.0-013

CASE Utilities Never updated 3.4.0-013
Structural Rules Never updated 3.3.1-009-20141210 214201

Web Reputation DB Never updated 20141211 111021
Web Reputation Rules Never updated 20141211 111021-20141211 170330
Content Rules Never updated unavailable
Content Rules Update Never updated unavailable

Last download attempt made on: Never

antispamupdate
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mail3.example.com> antispamupdate

Choose the operation you want to perform:

- MULTISCAN - Request updates for Intelligent Multi-Scan
- IRONPORT - Request updates for IronPort Anti-Spam

- CLOUDMARK - Request updates for Cloudmark Anti-Spam
[1> ironport

Requesting check for new CASE definitions
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incomingrelayconfig
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Usage
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mail3.example.com> incomingrelayconfig

Incoming relays: Disabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your Cisco IronPort appliance determine the sender's
originating IP address.

You should ONLY enable this command if your Cisco IronPort appliance is NOT
directly connected to the Internet as the "first hop" in your email
infrastructure.

You should configure this feature if other MTAs or servers are configured at
your network's perimeter to relay mail to your Cisco IronPort appliance.
Do you want to enable and define incoming relays? [N]> y

Incoming relays: Enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> first-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as

2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.1

Do you want to use the "Received:" header or a custom header to determine the originating

IP address?

1. Use "Received:" header

2. Use a custom header

11> 1

Within the "Received:" header, enter the special character or string after which to begin

parsing for the originating IP address:

[from]> [

Within the headers, enter the position of the "Received:" header that contains the originating
IP address:
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[1]1> 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> second-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

[11> 2

Enter the custom header name that contains the originating IP address:

[1> x-Connecting-IP

There are 2 relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 x-Connecting-IP n/a n/a

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> delete

1. first-hop: 192.168.1.1

2. second-hop: 192.168.1.2

Enter the number of the entry you wish to delete:
[1]1> 1

Incoming relay "first-hop" deleted.

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry
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- PRINT - Display the table
(1>
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slblconfig import <filename> <ignore invalid entries>|

* filename - WA F AN SCAFI TR AL T £ L1 /configuration H 31,

* ignore invalid entries - &5 ZBE LIS H o EHE “2 (Yes)” 5L “15 (No)”

Fih
R foe 8 ) 2B MRS R I ITAT 4 H 3 208 B St

slblconfig export

WA LR iy B 20588 .CSV SCPERA7F /configuration [ 5%:

slbl<timestamp><serial number>.csv.

T - AR ETIER/MIETIRFZE

mail.example.com>

slblconfig

End-User Safelist/Blocklist: Enabled

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
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- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>

import

Currently available End-User Safelist/Blocklist files:

1. slbl.csv

Choose the file to import from.

[11>

1

Do you want to ignore invalid entries? [Y]>

Y

End-User Safelist/Blocklist import has been initiated...

Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>

Ik & HR A M A0 &2 2 BUH 1T 15

% we

ek €L WIS AP AR R 2 A T 1T ) 4 S 1A graymailconfig , %5 16 7

TC € ISP AU R 22 4 BT VT 150 PR A% A IS 5K | policyconfig » 35 181 ¢

SR IIAT AR A RO 0) B A R graymailstatus , 25 17 51

TR A G AL graymailupdate , 5 18 71
graymailconfig

15t AP

Usage

N

TC B A 0 WSS DU A 22 4 BRI T B 4 R R

a4

SR AR CO MRS 2 A G AT 18], 204 e Jt S B 3 A 434t o 3K mT UJE: TronPort 5 b7 3J% M
PR e 2 AR DI RE -

BEN IR A DR 22 4 RO VT [ e & SR &, W5 A1 A policyconfig fin 4. A RTEAIE R, 1S
B AR NS LA bR R R KSR M B A A8 ) 285 IR AR IR IR A4, 28 200 T2,

SEH: Ay ST I =R G 24, IHERD

%: BERG)
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B HS: My S SCFH RS AOCTEAE R, 1B A4 help graymailconfig Z [ B LT
Wy.

)

Graymail Detection: Disabled

Choose the operation you want to perform:

- SETUP - Configure Graymail.

[1> setup

Would you like to use Graymail Detection? [Y]>

Increasing the following size settings may result in decreased performance.
Please consult documentation for size recommendations based on your
environment.

Maximum Message Size to Scan (Add a trailing K for kilobytes, M for megabytes,
or no letters for bytes.):

[1M] >

Timeout for Scanning Single Message (in seconds) :
[60]>

Would you like to enable automatic updates for Graymail engine? [Y]> Y

Graymail Safe Unsubscribe: Disabled

Would you like to use Graymail Safe Unsubscribe? [Y]>

Graymail Detection and Safe Unsubscribe is now enabled. Please note: The global
settings are recommended only for your DEFAULT mail policy. To configure policy

settings, use the incoming or outgoing policy page on web interface or the
'policyconfig' command in CLI.

graymailstatus
15t A
SRBUAT AR G PG B £

Usage
1AL MM A ARTE R .
P H M T T SR (RS, vl D .
AL Wiy A SRR AL #AR 2L

15

mail.example.com> graymailstatus

Component Version Last Updated
Graymail Engine 01.378.53 Never Updated
Graymail Rules 01.378.53#15 Never updated

Graymail Tools 1.0.03 Never updated




£
4>
N
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. graymailupdate

graymailupdate
il
T K BB A A BB AR o
Usage
PEAT: i AT IR .
R B i S T T =k SRS CRFER . 04l T8 .
HALIB A S dhar S A SR AL B R 2
1

mail.example.com> graymailupdate

Requesting check for new Graymail updates.

==
AL LU CLI fn %

* antivirusconfig , % 18 11
* antivirusstatus , %5 20 7T

* antivirusupdate , 5 20 0L

antivirusconfig
15t BA

L 579 2 S
Usage

FEEE L Mdr AT H T A =R S0 GRS 24l THERD
AL Ay 2 e A SR AL 2R A% X
15l

£ FMAZRBIF, antivirusconfig T2 M TAERSE LA SOphOS JREEHI, IR BN 60
Fbo BEIRCE SE RS A HOHT I BRI Ak AR R S5 4%, 15 2 updateconfig , £ 108 U1,

2
>




sapms eizass [

P QD%’%@E%&?T’ systemsetupﬁﬁé\ﬁﬂ[‘mﬂiﬁéﬁﬁ:ﬂ» m”ﬁﬁ{ﬁ'\ﬁﬁﬁ% antivirusconfigﬁ‘ﬁ/ﬁ\ﬁﬂ', ?\éuéﬂﬂ
TR IRVERT RS, RIS RISV Ui, 71 B A2 i3 FH Sophos Ji 25 14

mail3.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Disabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

[1> setup

Sophos Anti-Virus scanning: Disabled

Would you like to use Sophos Anti-Virus scanning? [Y]> y
(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
[60]> 60

Would you like to enable automatic updates for Sophos engine? [Y] > Y
Sophos Anti-Virus scanning is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for default and custom
Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled
Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.
[1>

EERS IDEFHER

AsyncOS IR & T4 N IR E B 8i %5 44 S0 (IDE XD R4, &mr EULEH]
antivirusconfig -> detail T-mr& Ui XLETELIME R . .

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.




. antivirusstatus

[...command continues...
antivirusstatus
va
1t BA
BB IR o
Usage
AT M S AT 4R .
RESRAE B ear & T T =M SR GREER . 4 oD .
AL B A% A A SCRFHEAL BERE 5
1l
mail3.example.com> antivirusstatus
Choose the operation you want to perform:
- MCAFEE - Display McAfee Anti-Virus version information
- SOPHOS - Display Sophos Anti-Virus version information
[1> sophos
SAV Engine Version 3.85
IDE Serial 2004101801
Engine Update Mon Sep 27 14:21:25 2004
Last IDE Update Mon Oct 18 02:56:48 2004
Last Update Attempt Mon Oct 18 11:11:44 2004
Last Update Success Mon Oct 18 02:56:47 2004
antivirusupdate

1t AA

B s

[1> detail

Sophos Anti-Virus:

Product - 3.87
Engine - 2.25.0

Product Date - 01 Nov 2004

Sophos IDEs currently on the system:
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.

'Mkar-E.Ide'

'Rbot-Sd.Ide"
'Santy-A.Ide'
'Bacbanan.Ide'
'Rbot-Sb.Ide'
'Rbotry.Ide’

'Sdbot-Si.Ide’
'Oddbob-A.Ide'
'Rbot-Rw.Ide'
'Wortd. Ide'

'Delf-Jb.Ide'

T HPrR R E o
%: BERG)

Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus

23
22
22
21
21
21
20
19
19
18
17

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

2004
2004
2004
2004
2004
2004
2004
2004
2004
2004
2004

01

19:
06:
:33
:50
06:
:52:
:34:
:50
07:
:32:

18
14

20
23
00

22

124
10:
132
:58
146
:40

16

13

02

02
06

04
06

134
144

08

&% sE76 |



Usage .

Usage
PRAT: M S AT PR

FERAE L e AR TSR ME . B8k — P IRBON SR BN (B, B8 €
WHAD B,

HEAbH Ay &: i & A SRR FLA 5L
1

mail3.example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus
- SOPHOS - Request updates for Sophos Anti-Virus
[1> sophos

Requesting update of virus definitions
mail3.example.com>

B SN G L
mSITEIR
KT CLL g

o AT, 21

* commitdetail , 25 22 T

* clearchanges Y clear , 22 0T
* help. hE(?, 23 1L

* rollbackconfig , & 23 Tl

* quit. qilexit, #§ 24 71

j:E 7~
15 Bf
AT H ., A DAL EEAE commit 7y 2 G T A TEL -
Usage
BT N/A
FEEEE L. WA T IE =M S CGREE. 04, FEND
LA B A A b AN ST REHEAL A%

5l

mail3.example.com> commit
Please enter some comments describing your changes:
[1> Changed "psinet" IP Interface to a different IP ad dress

£

| %: %56 i



. commitdetail

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

commitdetail

15 AR

Usage

Tl

BRI AT ARSI PR

PR AT S ATEE R .
RESRAE L. b & I T =AU (SR h 4. THEPD .
AP A& BT S A SR AR B S

mail3.example.com> commitdetail
Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".
mail3.example.com>

clearchanges i clear

1t AR

Usage

!

clear M2 aTERH LK commit BY clear iy 4 Jo BT AR I A7 IC 2 B XK

PR MM ANTE K87
FEEE . Mdr AT H T =R S0 G, 4. 8D
ARSI SRR BEAE 5

mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> y
Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

%: BERG)
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Usage

45l

help. hsi? [}

help it & HIH A AT HIW CLL i %, JEAREA 4RIV . 2 H help in 4, W LAEMm
APERTFHEEN help BL—ANF 5 (2).

AT A ATFE ‘R .
FEEE . War A aTH T =R S G, 4. 8D
HEALTRAR S by A SCREHEAL HAS 2

mail3.example.com> help
Displays the list of all available commands.

rollbackconfig

Usage

!

rollbackconfig iy & ARV RITE B2 HIHEAC Y 10 MILEZ —-

AT BT AT .
RESRAE B I S AURAETH AU A .
HALBAS: Mar S A SRR B SA

mail.example.com> rollbackconfig
Previous Commits:

Committed On User Description
1. Fri May 23 06:53:43 2014 admin new user
2. Fri May 23 06:50:57 2014 admin rollback
3. Fri May 23 05:47:26 2014 admin
4. Fri May 23 05:45:51 2014 admin edit user
Enter the number of the config to revert to.
11> 2
Are you sure you want to roll back the configuration? [N]> y
Reverted to Fri May 23 06:50:57 2014 admin rollback

Do you want to commit this configuration now? [N]> y
Committed the changes successfully




£
4>
N
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. quit. g3Xexit

quit. qIexit

1t A
quit fir 2 A LB N CLI N HIVERS . R STHBR MASEAT AL E . quit fir & A2 5 45
1Eo RGUFHERICRAE HE . CBEN exit 55 [F THEN quit. )
Usage
AT M S AT “fRL”
FEARE B M AT H TITE =Rk BN (R, 24l THEPD .
HEALIB AL AT A SCRAI AL #A% X

45l

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

oo 8 Parlax
aras
Ao & XHEE
ARG LUR CLI i
* loadconfig , i 24 TT
* mailconfig , 25 71
* resetconfig , i 26 U1

* saveconfig , 3 27 L
* showconfig , & 28 5L

loadconfig
1jt AR
S e g

N

AR AU GULA SCREE MR TS LIS E . ARUH, S0 CERHIBEF 22454 AsyncOS
M D -

Usage

ws: BERG
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mailconfig

15t AR

Usage

= I

PR R e & W T AT =Mk SR GRS 224l RN .
HALIR AL BT & A SR AR BERS 5C

FEAIRGI, B LA SO AASHIAL BN

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[11> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:
[1> loaded new configuration file

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

RSB, HEAE G AT RIS ACE SO GFICAHE S AT H N Control-D LS RO i 2. )
RIG, fH “REWE T (System Setup wizard) 5 SERIN EHLAA TP Hubik DUACER AN OCfE . 5
Ja. AL

mail3.example.com> loadconfig
1. Paste via CLI
2. Load from file
[11> 1
Paste the configuration file now.
Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag
</config>
Control-D is entered on a separate line.]
Values have been loaded.
Be sure to run "commit" to make these settings active.
mail3.example.com> systemsetup
[The system setup wizard is run.]
mail3.example.com> commit
Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings via
systemsetup
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

FEMARLE, T ORI mailconfig My KIEH & RAM EEIE (NIKIH systemsetup iy
A0 IR A
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W

2
@

N

PR R e & W T =Mk B GRS 204l THEND .
HALIR AL BT & A SR AR BERS 5C

mail.example.com> mailconfig

Please enter the email address to which you want to send the configuration file.

Separate multiple addresses with commas.

[1> user@example.com

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig command)
2. Encrypt passphrases

3. Plain passphrases

[1]1> 2

The configuration file has been sent to user@example.com.

o C AR BV AT BT R IR A, LA R L BERS AR A5 K0 9 25 rh AR BT

il
A\
pEa
resetconfig

15t AR

Usage

Jy 7R Ak, G A R RSB i CULE ipsconfig fivA A L U4 TE2AE H Plain passwords
I

R A BT EAE i, T REAYEE N T BRIME T UG . 1 esetconfig i 443 DT A G B HE N
HEROARCE . I B BIARTE, U U AL A £ B TR ) RT3 SN T A . 3RAT
WL, FEIZAT resetconfig M2 )5, WHTEHFEH: 2| CLI JFIE1T systemsetup 14 .

)

YA T B EOIRTSHT, resetconfig iy 2 A L. 2 resetconfig iy 2 5C T, &4 H AR [ 11k
HURZS, B2 J5 1 FHRIZAT systemsetup iy 2 a1t WIS AE & H resetconfig iy 2 2 B BR /1A% 4
B, WY resetconfig #ir A 5, K SR AL S A

ek

resetconfig T 2 2RI A M4 i B ) BOANRCE, XRes Wi CLI R, FEHER:
W T RS (FTP. Telnet. SSH. HTTP. HTTPS) , %Mk %48 H] userconfig iy 4612 (1) 1
bR o RIS TEVRIE I BRI A O (Admin) F K A AT 1 s Pl 1B AR ER A T
BEPNERS CLL, 2Tk 4 .

%: BERG)
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saveconfig

1t AR

Usage

!

\}

= I

PR R Sy &R NI . Bl PR S BN (P, BBk Ry e
TSN B s &/ 20 A SO R S

LIRS ML A SRR EE A

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

resetconfig

Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.

saveconfig i 22K HATME— U4 I B SO R A7 21 configuration H 5% .

P

WER G R TR T, Wby & S RA7 e 3 BEAE L & . BAEREER T L LIs AT b 2, T
A8 T T A R MO R

PAT: i AT IR .
PR ey ST H T Rk SIS GRS 24, THERD
HEALTR AR S b A SCRFHEAL B 2

FE R IR b, W0 SO 88 A A 1R N IR A7 AE configuration H kM.

mail.example.com> saveconfig

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig command)
2. Encrypt passphrases

[11> 2

File written on machine "mail.example.com" to the location
"/configuration/Cl00V-4232116C4E14C70C4CT7F-7898DA3BD955-20140319T050635.xm1".
Configuration saved.




. showconfig

\}
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showconfig

15 AR

Usage

Tl

\}

Jy TR A, G A R BB N CUFE ipsconfig fivA A L IS T2 H Plain passwords
I

showconfig T4 F K Y FTAC & AT BB B

BT Mo ATRE R
BEIEHTEL: JEAr A TN T A MU SENBEE (B, AL AL
TR S et &7 S FILAL F

T NHR7RG, BCE RRTE CLL b, RO P RS R v 23 I

mail.example.com> showconfig
Choose the passphrase display option:
1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig command)
2. Encrypt passphrases
3. Plain passphrases
[1]1> 2
<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<l=--
Product: Cisco Cl00V Email Security Virtual Appliance
Model Number: C100V
Version: 9.0.0-038
Serial Number: 4232116C4E14C70C4C7F-7898DA3BD955
Number of CPUs: 2
Memory (MB): 6144
Current Time: Wed Mar 19 05:30:05 2014
-—>
<config>
<l=--

KKK KA AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR AR A AR KKK

* Network Configuration *
KKK KA AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR AR AN A AR KKK

-->[The remainder of the configuration file is printed to the screen.]

a4

g T R A, G R R BB i CUFE ipsconfig fiv A A L U4 TE24E ] Plain passwords
I
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clusterconfig

15t AR

pezz i

E A LU CLI iy

* clusterconfig , 3 29 1

clusterconfig iy M THCE A IR E . W IETHENIA RN —H8 %, 1217 clusterconfig
PR T LRSS, JE I AREAEE 2 00 EBT AL

clusterconfig A HE UL K+ 4
EREDS
MIEATEREAER, LU a4 H

* clusterconfig new <name> - X ¥ A F 45 2 (1 A BRAVELHT HELE o SETE SEHLR A& A AR 1 Bl D2 R 44
4 “Main Group” FIERIAHFAR A I Rk 5

<name> - IR ZLFR.

clusterconfig join [--port=xx] <ip of remote_cluster>
[<admin_password>]<groupname> - X £3K I v LA I B4R

b

<ip_of remote_cluster> - #4115 — & tHEHLI 1P Hidk.
<admin_password > - #FAE R BE G120 . WA

TRE CCS A, AR E B 5 .

<groupname> - Z A FILL )44 FK o

<port> - ELERI RV EALI B (BRIAK 22) .

* clusterconfig prepjoin print
ORIl I CCS i FURF TSI A TS P 7 PR A 6L
HEHS
MR, DU a4 .

* clusterconfig addgroup <groupname> - @B FIFFAEAT . AL B BA K
* clusterconfig renamegroup <old_groupname> <new_groupname> - 5 SUREFEAL (1) 44 FK
* clusterconfig deletegroup <groupname> [new_groupname] - JHFRFFEEZH .

<groupname> - SR P HEAEZH 1K) 44 95




B
4>
3
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. Usage

<new_groupname> - ELRF IHFEA AL HH I V1 LN e (g BEAE 41

* clusterconfig setgroup <machinename> <groupname> - & () FAHEHTEIA.
<machinename > - 2 E T EAHL A FK.
<groupname> - ST EAL I E B H A .

* clusterconfig removemachine <machinename> - M\BEEE BRI AL .
* clusterconfig setname <name> - 4 1) 44 R B LSO $i 72 44 K
* clusterconfig list - ‘27~ FEER H Y /T T AT IV HE ML

* clusterconfig connstatus - ‘B 7~ fFEER H Y 5T T A IITHSE ML, I W8 TN N s e A {5
B

* clusterconfig disconnect <machinename> - Iy 22> I ISR VAU ARESE H W
<machinename> - F W HFEEFL W THEHLI A4 FK

* clusterconfig reconnect <machinename> - XK 23 Pk 4 “ disconnect” iy A Wi I IE BT HEHLAE
.

* clusterconfig prepjoin new <serial number> <hostname> <user key> - O &35 IN—NFr £, %

B ENUK @S CCSport AR .
<serial_number> - ZR NI TN TA S
<hostname> - ER I THELHLI L4 o

<user_key> - K BN EHLH “prepjoin print” 741 SSH H 7 %41,

* clusterconfig prepjoin delete <serial number|hostname> - X A7 iy 22 MIFR LTI L “prepjoin new”

A Fa e BRI ML R AERY S g AR INZENL, W TR X AT 4. ML
JIIAS MBS, 25 B3R €1 prepjoin 15 5

Usage
B B AT AR
REAEE T e O PRAE AR B U A H]
LIRS iy A SCRAL #EAS A
{51

2 clusterconfig 4 M HAF IR, WES 0 CERMBLE 24545 AsyncOS F 46559

KRBt R
A F LT CLI fir

* dlpstatus , 2 31 0L
* dlpupdate , i 31 7T

we: SERM)




dipstatus .

dipstatus
ik DLP 3146HIMALS KL
A\

AR EE GUI i DLP 4R & (Global Settings) WAL & DLP J&, Al dlpstatus 4.

Usage
WAL I AR IE AT
RESRAE B e & AT U TREER . 0 A s SR .
HEALIR AT S T & AR AL BRS
et
mail.example.com> dlpstatus
Component Version Last Updated
DLP Engine 3.0.2.31 Never updated

dipupdate

1t A
§H DLP 5] %,
S
ER WJER GUI H i DLP 42 5% & (Global Settings) W AC'E DLP J&, A fiEffiH] dlpupdate 4 -
Usage

AT A ATE L7
PR My AT DL TR o dlalinh FAC .
e S L O | A ROV a S O L B LY - S W

HEALFBAZ T
U AT R D) S, dipupdate fir 4 (FILAR I 5 th £330 65 65 DLP 7%,

dlpupdate [force]

=
4
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451

S/MIME

smimeconfig

1t AR

Usage

]

&% sE76 |

mail.example.com> dlpupdate
Checking for available updates. This may take a few seconds..

Could not check for available updates. Please check your Network and Service Updates settings
and retry.

Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.
[1> setup

Automatic updates for DLP are disabled

Do you wish to enable automatic updates for DLP Engine? [N]> y
Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.

[r>

ZEiRSF

Me'E SIMIME ¥, Bl S fe B30 R AL 4.

g%f< ﬁtﬁﬁ‘ ?%%2 “%Eﬂﬁ” .
PR B e & nTH T =Rk SRS CRFER. 204 THEPL .

AL P A BT S A SCRAHEAR B 5K

o QAN RIBRCE SO DME ST A 2 AN, 5532 L
o ISINASLEAALME AT In%E , 5 33 T

N RZEEEXHUEHRITEZIMNE

LA 7n B s il 46 ] S/MIME G ARG B S0, DAETEA T 25 44 An & Wi F

mail.example.com> smimeconfig
Choose the operation you want to perform:

%: BERG)
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- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> sending

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> new

Enter a name for this profile:

> hr_sign_and encrypt

1. Encrypt

2. Sign

3. Sign/Encrypt

4. Triple

Enter S/MIME mode:
[2]1> 3

1. smime_signing

Select S/MIME certificate to sign:

(11>

1. Detached

2. Opaque

Enter S/MIME sign mode:

(11>

1. Bounce

2. Drop

3. Split

Enter S/MIME action:

[11> 3

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> print

S/MIME Sending Profiles

Name Certificate S/MIME Mode Sign Mode Action

hr sign_a smime signing Sign/Encrypt Detached Split

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

1>

RIS FEZHLMEHITINE
DL 78 5 os aa  et AB S/MIME iF 5 19 23 SR 88 5 i 215 2% LU N 25 #is4:

mail.example.com> smimeconfig




A

AR =:

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.

[1> verification

Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.
[1> new

Enter a name for this profile:

> hr_signing

1. Import

2. Paste

Choose one of the options for the certificate introducing:
[2]1>

Paste public certificate in PEM format (end with '.'):

MIIDADCCAlygAwIBAgIBDTANBgkghkiG9wOBAQUFADCB1JELMAKGAIUEBhMCSU4x
CzAJBgNVBAg. . .

C=IN, ST=KA, L=BN, O=Cisco,OU=stg,CN=cert for enc,emailAddress=admin@example.com
Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- EDIT - Edit a S/MIME Public Key.

- RENAME - Rename a S/MIME Public Key.

- DELETE - Delete a S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.

- EXPORT - Export the list of S/MIME Public Keys to a file.

- PRINT - Display S/MIME Public Keys.

[1> print

S/MIME Public Keys

Name Emails Domains Remaining
hr signin admin@vm30bsd0008.ibga dns.vm30bsd0008.1ibga 145 days

ARG LUR CLI iy
* domainkeysconfig , 5 34 T

domainkeysconfig

1t AR

Usage

fic & DomainKeys/DKIM 37 ¥,

RAT: e B PR .

AT =R AU GRESR. 4L, HEPD .
AL PG 2 B & SCRAE AR RS 5.
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Hy TR A, W EEFIPS IR T A U s, WS T AR, WA
SR, T DL N BIAT R BB R R B

HEAL IR - FZBEH
domainkeysconfig & IR AL BEAE AT DLT TGt . 2 4 sl N R 25 44 Ml B S0
* %51 DomainKeys/DKIM % 44 it & S A«

[options]

domainkeysconfig profiles signing new <name> <type> <domain> <selector> <user-list>

% 1: domainkeysconfig 0% & B XS

24 ks

<> Bl B SO ) A4 B

<type> BRIRZEAL, ATBLE dk BY dkim.

<domain> S S R B e X B R T A A A4 d AR
<selector> BB SRR FE A B IXTB R T s A4 1) s BRid

<user-list>

T 7 R RS B P AR A T S P VRS, DU E R i B
SCAFREAT NAZ TR AR RO S all VLECPTATH0M 7 -

[options]
--key_name 284 BRI A4 K o
--canon 2 th DK 2544 I A0 R S . BTSSR SR simple A1 nofws. BRIA

A nofws.

--body_canon

1 HH DKIM 2544 I B4 IR 1E SCRRYEA 50k o H AT SCREI 579547 simple Al relaxed .
BRINA simple.

--header canon

>4 tH DKIM %544 I B 5 SR a A0 . B TS RF 554 simple Fl relaxed o
ERINA simple.

--body length

M S22 A IE SO 1 8. OO T DKIM BE & SO kAR, )
SEAE AR I LRI . BOARFOL T, AEAT A

--headers_select

fiff e A IE PR A A5 Sk o AT DKIM L& S . ATRESE ally standard.
standard_and_custom Z—. all R/R2E A AFEEMAT K. "standard" K282 Tl
8 SR AE SA, n 3, RAEN L AL RIEAN LK MIME 15 k55 .
standard_and_custom #7252 AT KA P g SO k4. BRIAY standard.

PN
AN <7
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--custom_headers

BRI P A o W headers select 4 standard and custom, T T
DKIM At & 3. BRI A4

--i_tag

B 2 AR AR LR RIRE A . ATREMIEL LA yes Bino. ERIMELN yes.

--agent identity

4 MBI AR P BB ) B o B AR AR A ik, HrhmT LA B A
53 o eI R 3EGES 20 3 2 <domain> [ F-IRERSE [A)H6 70 o LAY AE --i_tag
fH&E N yes WA TG . BRI N 231 local-part, JEER @ 1 <domain>.

--q_tag AR q ARIC AR RIRE A . ATREMIE RS yes B no. BRIMEN yes.
-t tag B 2R t AR L AR RIZE A . ATREMIE LSS yes B no. ERIMELN yes.
--X_tag AR x ARICEARRIRE A . ATREMIEELHS yes B no. BRIMEN yes.

-expiration_time

A B TR . AT T DKIM BCE SCfE . BN 241K x ATt FRidZ
[ ZE 57 o AXAE --x_tag (ELBCE A yes I EIETHA & M o BRIAE A 31536000 F2 (—
) .

--z_tag

e K z bl B RIB A . ATREMI(E G yes X no. ERINME N no.

© GRS AL NG B SO

domainkeysconfig profiles signing edit <name> [signing-profile-options]

R4 e B SR

* rename <name>

* domain <domain>

* selector <selector>

* canonicalization <canon>

* canonicalization <header canon> <body canon>

* key <key name>
* bodylength <body length>

* headerselect <header select>

* customheaders <custom_headers>

* itag <i_tag> [<agent identity>]

* qtag <q_tag>
. ttag <t_tag>

* xtag <x_tag> [<expiration_time>]

¢ ztag <z tag>

* new <user-list>

* delete <user-list>

* print

: BERG)
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* clear

T 25 4 I A

domainkeysconfig profiles signing delete <name>|

3

R RBCE SRR

domainkeysconfig profiles signing list]

T ENZE A4 e B SCAF I RN

domainkeysconfig profiles signing print <name>|

DA %5 44 e A

domainkeysconfig profiles signing test <name>|

A AR E S A AR

domainkeysconfig profiles signing import <filename>|

M2 T HHAE A4 C B ST R I AS «

domainkeysconfig profiles signing export <filename>|

3

MV MR BT AT 264 Il B ST

domainkeysconfig profiles signing clear

HEALIBAE S - SO IEAC & 3
o B ESH Y DKIM 363k e & S0 f:

domainkeysconfig profiles verification new <name> <verification-profile-options>|

% 2: domainkeysconfig 3 iF Bt B 3TN

SH# 15t BF

--name DKIM 36 31F e & SC AR 4 7R

--min_key_size AR /AN ATRERI K E(E (LA AR H 5120 768,
1024, 1536 F12048. ZRIME N 512,
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--max_key size

Al I K] . RS (LA B ) Ky 512, 768,
1024, 1536 F12048. RIME K 2048,

--max_signatures_num

M rh B AIE R e K A A . AT REMMEDAAEAT IE R BRIE 5o

--key query timeout

IR AT AR PRI AR IER. BOAE N 10,

--max_systemtime divergence

FVFRAF NS SN R DA 22 R A. AT REMMEDAAEAT IE 4L
FRIMEA 60

--use_body length

AT HIECRES B WA yes Bino. BRIAEN yes.

--tempfail action

7 H BTG IS e P 155 L SR EXFE) SMTP #8245 T REMIAE A accept 5%
reject. ERIAE N accept.

--tempfail_response code

76 H B IR B (R A 0 R, AR 4 S ) SMTP i NACKS o« AT BE KR
g AXX AT BOIAME R 451,

--tempfail_response text

FE B N SR 5 LR, A ZEMEAF ) SMTP Wiy B 3CA . BRIME A

#4.7.5 Unable to verify signature - key server unavailable,

--permfail action

7 I R R AR 5L R SMTP #:4F » W] BERIMER accept BX
reject. ERIME N accepts

--permfail response code

LE LK A S 0 R, Al Za s 44 SMTP Wi W ACHS . ] fg A4
K SXX M. BRIAEN 550,

--permfail response_text

TE IR AR G BL T B AR ZE IR 1K) SMTP Wi W SCA . BRIME R
#5.7.5, DKIM unauthenticated mail is prohibited.

* GO UERC B SO

domainkeysconfig profiles verification edit <name> <verification-profile-options>|

o MHERIGUERC B SO

domainkeysconfig profiles verification delete <name>|

T EVDUAT B C B SCAF A PR £

domainkeysconfig profiles verification print <name>|

BRI KA E S 81K

domainkeysconfig profiles verification list

: BERG)
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domainkeysconfig profiles verification import <filename>|

MBE T IR BC B S

domainkeysconfig profiles verification export <filename>|

o TR BT LA S0E e & S

domainkeysconfig profiles verification clear

#AEEERK - TR EH
~ QUL

domainkeysconfig keys new <key name> <key-options>|

% 3: domainkeysconfig %% % 4R 1E I

S8 15t #A
—generate_key | /i AAR . FTREME PICBEML (LM A ALY O 5120 768, 1024, 1536 Fll 2048.
—use_key | R AT

--public_key | bric UEHE S48 0 A IVCHL 28 L2 81 4T BN h 21 5f 5. a0 SRy e di o
--generate_key, WPRFSEA OIS, 5 0w s VURC ) A 3% 4 .

* MRS

domainkeysconfig keys edit <key name> key <key-options>

iy 2 A4 Y

domainkeysconfig keys edit <key name> rename <key name>|

domainkeysconfig keys publickey <key name>

o TR

domainkeysconfig keys delete <key name>|
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domainkeysconfig keys list]

B RIEE B I A B

domainkeysconfig keys print <key name>|

© WAHLTHSEHL G A4 3

domainkeysconfig keys import <filename>|

MBER T A4

domainkeysconfig keys export <filename>|

MR e _ERIPTAT &40 300

domainkeysconfig keys clear]

AR - WEEHNECE M
- R B4

domainkeysconfig search <search text>|

MLEEN - =/HRE
* Syt LIS BYDKIM 504 B

domainkeysconfig setup <setup options>|

AR PE T
* --sign_generated_msgs - 5 & 10 RG24 o AT RERIEAFE yes 51 no.

. @i CLl Bl &8 % 4A
] CLI #[¥) domainkeyscon£ig fir &Mt & ¥ 4% LK 4] .

domainkeysconfig fir & FAT MM SR ES -> %A vU I LT DhRE. e IR PR AL Bl 5 45 A
DNS TXT it sk I WRE . 47 4 Bonfilie 28] DNS TXT ik iE4 s B, 155 4 8t ) 45 25 5
DNS TXT id% , i 43 Hl.

FEARGI, RS, JF HAEHREC & ST

B % 5276
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mail3.example.com> domainkeysconfig
Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 0

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes
Choose the operation you want to perform:
- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> keys

No signing keys are defined.

Choose the operation you want to perform:
- NEW - Create a new signing key.

- IMPORT - Import signing keys from a file.
[1> new

Enter a name for this signing key:

[1> testkey

1. Generate a private key

2. Enter an existing key

[11>

Enter the size (in bits) of this signing key:
1. 512

2. 768

3. 1024

4. 1536

5. 2048

[31>

New key "testkey" created.

There are currently 1 signing keys defined.
Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.

- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.

- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

1>

Number of DK/DKIM Signing Profiles: 0

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

No domain profiles are defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.
[1> new

Enter a name for this domain profile:

[1> Example

Enter type of domain profile:
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1. dk
2. dkim
[21>

The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the " domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in
email headers with the additional provision that they cannot contain a

"

" "

"

semicolon. This value becomes the "s" tag of the DomainKeys
Signature.

Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation. If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time

4. Select existing key

[11> 4

Enter the name or number of a signing key.

1. testkey

[11>

The canonicalization algorithm is the method by which the headers and

content are prepared for presentation to the signing algorithm.

Possible choices are "simple" and "relaxed".

Select canonicalization algorithm for body:

1. simple

2. relaxed

[11> 1

How would you like to sign headers:

1. Sign all existing, non-repeatable headers (except Return-Path header).

2. Sign "well-known" headers (Date, Subject, From, To, Cc, Reply-To, Message-ID, Sender,

MIME headers) .

3. Sign "well-known" headers plus a custom list of headers.

[21>

Body length is a number of bytes of the message body to sign.

This value becomes the "1" tag of the signature.

Which body length option would you like to use?

1. Whole body implied. No further message modification is possible.

2. Whole body auto-determined. Appending content is possible.

3. Specify a body length.

[11>

Would you like to fine-tune which tags should be used in the

DKIM Signature? (yes/no) [N]>

Finish by entering profile users. The following types of entries are

allowed:

- Email address entries such as "Jjoe@example.com".

- Domain entries such as "example.com".

- Partial domain entries such as ".example.com". For example, a partial
domain of ".example.com" will match "sales.example.com". This
sort of entry will not match the root domain ("example.com").

- Leave blank to match all domain users.

Enter user for this signing profile:

[1> sales.example.com

Do you want to add another user? [N]>

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

>
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- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
1>

132 7= 1515 % A DNS TXT i23K

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

There are currently 1 domain profiles defined.
Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.
1. Example

[11>
The answers to the following questions will be used to construct DKIM text
record for DNS. It can be used to publish information about this profile.

Do you wish to constrain the local part of the signing identities
("i=" tag of "DKIM-Signature" header field) associated with this
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domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no
interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing DKIM and
that unverified email must not be treated differently from verified email.
Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>

The DKIM DNS TXT record is:

test. domainkey.example.com. IN TXT "v=DKIMI1;
p=MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQODX5d0G9J8rXreA/uPtYr51rCTCgR+gqlS5Gm
1£00p] AZSUR2BVONKZ5Nr+seOT-H AmYDPOFSUHY WaOvO+kCoum7 £ R S3EOF 9T oI AH5vZ0CKe /W 7hd Py 3qPSgdVEqVOGvIESKSUA TCHDFGKVIUIMISYSslou2
zmm9OrKAHSmM7FwIDAQAR; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

1>

DMARC 551
AL E LT CLI i

* dmarcconfig , % 44 71

dmarcconfig
1t FA
fic & WAAS & &

Usage
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#4325 - DMARC 36 3EfC & 3214
dmarcconfig AL LA S i LUTF0UGE. ks MR S0 TS RS el A B

757N DMARGC 36 iEFc & 3 14

dmarcconfig profiles new <name> [options]

2% 15t AR

<Wk4> DMARC Ft & S 44 R

[options]

--rejectpolicy_action 24 DMARC i 3% ) 5 A reject I, AsyncOS 2 25K B AR IR
HEEAE . WTREMIMEA “reject” . “quarantine” BY, “none” .

--rejectpolicy_response_code PeAR LA (1) SMTP Wi SiAGHS . BRIAE A 550,

--rejectpolicy_response_text WAR LM SMTP WY SCA . ERIME N “#5.7.1 DMARC
unauthenticated mail is prohibited”

--rejectpolicy quarantine Al 1L DMARC K AIE ) BB R B 251X o

--quarantinepolicy_action 1 DMARC Il 3% 1 /) 5 A quarantine I, AsyncOS 25K HL
(PIHPEERAE . PTREAU(EN “quarantine” B “none” .

--quarantinepolicy quarantine RIB LT DMARC 530F (9 MR A2F B B5 B85 X,

--tempfail_action X} DMARC %tk 9[]Sk s S R BB, AsyncOS @4
ORI B #AE . PTREME A “accept” Bl “reject” o

--tempfail_response_code 7 I I S RS 50 T, B AR AL BB AR SMTP Wi B A A5 o
ERINE N 451,

--tempfail_response_text 75 H DRI I s (R I L T, Bl AR LB A (1) SMTP Wi [ SCAR
BRIMEN  “#4.7.1 Unable to perform DMARC verification”

--permfail_action X T7E DMARC Biik A F BUK A SR RTIBLE,  AsyncOS @4
ORI A #AF . WTRERGMECA “accept” B “reject” o

--permfail_response_code FEH IR A RSO0 T, BB ZamE 1K) SMTP i S AR .
ERINEN 550,

--permfail_response_text FEH IR AR G HL T, BAR LA (1) SMTP Wi v SCAS

ERIMEH “#5.7.1 DMARC verification failed” .
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%%%5 DMARC 3¢ IEBC & 314

dmarcconfig profiles edit <name> [options]

ft|F% DMARC 3% i Bc & 324

dmarcconfig profiles delete <name>

Delete all the DMARC Verification Profiles

dmarcconfig profiles clear

#5F DMARC 36 iF e B XX REAE 2

dmarcconfig profiles print <name>

S DMARC 35 Efe & 304

dmarcconfig profiles export <filename>

5 A DMARC 3% BC & 34

dmarcconfig profiles import <filename>

EUEERE

dmarcconfig setup [options]

<z /%H_TWIJ I
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AR

--report_schedule

14575 % AsyncOS =il DMARC 12841 15 (1 1]

--eITor_reports

5 DMARC M 3Rk 5 kBt 10 MB B8 i3 DMARC 2 3% (11 RUA
Frac R E RN, IR ) el A 3 A A R e 1 i 75

--0rg_name

E i DMARC VR A5 Sk . w234 .

--contact_info

U R E] DMARC LR R385 A B2 5 PR Bl ot 10 S IR
. ARERT MM ARG R, B, B E) SCR R
5|

/Bho

--copy_reports

K P i DMARC VL s R i I EIAS AL BRI, B, X2l
HHRAT AN A o f AR B AN bl (S

(DR

--bypass_addresslist

B R AR R AN GlakZIZD [ DMARC %k
ER O ATLLOGESE I S IR b B Ak B

--bypass_headers

B EAE L T B MR F Bk DMARC %Kik, 14, At
TEIGONS 2K B AR MR ANGE A A 4 BB 58k DMARC Kk
BN — M5 KRB 5 2 B 2 AME Sk

2
>
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mail.example.com> dmarcconfig

Number of DMARC Verification Profiles: 1

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> profiles

There are currently 1 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1> new

Enter the name of the new DMARC verification profile:

[1> dmarc_ver profile 1

Select the message action when the policy in DMARC record is reject:

1. No Action

2. Quarantine the message

3. Reject the message

[3]1> 1

Select the message action when the policy in DMARC record is quarantine:
1. No Action

2. Quarantine the message

[2]> 2

Select the quarantine for messages that fail DMARC verification (when the DMARC policy is
quarantine) .

1. Policy

[1]1> 1

What SMTP action should be taken in case of temporary failure?

1. Accept

2. Reject

[1]1> 2

Enter the SMTP response code for rejected messages in case of temporary failure.
[451]>

Enter the SMTP response text for rejected messages in case of temporary failure. Type DEFAULT
to use the default response text

'#4.7.1 Unable to perform

DMARC verification.'

[#4.7.1 Unable to perform DMARC verification.]>

What SMTP action should be taken in case of permanent failure?

1. Accept

2. Reject

[1]1> 2

Enter the SMTP response code for rejected messages in case of permanent failure.
[550]>

Enter the SMTP response text for rejected messages in case of permanent failure. Type DEFAULT
to use the default response text

'#4.7.1 Unable to perform

DMARC verification.'
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[#5.7.1 DMARC verification failed.]>

There are currently 2 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: None Specified

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> setup

Would you like to modify DMARC report settings? (Yes/No) [N]> y

Enter the time of day to generate aggregate feedback reports. Use 24-hour format (HH:MM).
[00:00]>

Would you like to send DMARC error reports? (Yes/No) [N]> y

Enter the entity name responsible for report generation. This is added to the DMARC aggregate
reports.

[1> example.com

Enter additional contact information to be added to DMARC aggregate reports. This could be
an email address,

URL of a website with additional help, a phone number etc.

[1> http://dmarc.example.com

Would you like to send a copy of all aggregate reports? (Yes/No) [N]>

Would you like to bypass DMARC verification for an addresslist? (Yes/No) [N]>

Would you like to bypass DMARC verification for specific header fields? (Yes/No) [N]> y
Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

[1> add

Enter the header field name

[1> List-Unsubscribe

DMARC verification is configured to bypass DMARC verification for messages containing the
following header fields.

1. List-Unsubscribe

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

- REMOVE - Remove a header field from the list.

[1> add
Enter the header field name
[1> List-ID

DMARC verification is configured to bypass DMARC verification for messages containing the
following header fields.

1. List-Unsubscribe

2. List-ID

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
- REMOVE - Remove a header field from the list.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: Yes

Reports sent on behalf of: example.com

Contact details for reports: http://dmarc.example.com

Nt
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Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: List-Unsubscribe, List-ID
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

1>

DNS

AR LUE CLI i
o dig, %49
* dnsconfig , &5 51 UL
* dnsflush , 2§ 54 T
* dnshostprefs , f 55 7T
* dnslistconfig , 5 56 7T
* dnslisttest , 5 56 UL
* dnsstatus , #f 57 TL

dig

1t FA
£ DNS g5 a5 Eafkid g
Usage
WA M ARHE R
REAEAE L. e & T T =Rk U OISR 204l TP .
LA B A 2 a2 SCREIEAL B AR 2.

HEALIE AR
dig iy A AL BEAS 2T DU A TAE 48 CLI a2 BT D .
* 7F DNS k%4 LA $kid sk

dig [options] [@<dns_ ip>] [gtype] <hostname>|

7E DNS R55%% L ke IP HuhEHAT S i) A 3%

dig -x <reverse_ ip> [options] [@<dns ip>]

N dig i Rt AL BERS CRT ] R I

=
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-s <source ip> Specify the source IP address.

Make query over TCP.

Make query over UDP (default).

dns_ip - Query the DNS server at this IP address.

gtype - Query type: A, PTR, CNAME, MX, SOA, NS,

TXT.

hostname - Record that user want to look up.

reverse_1ip - Reverse lookup IP address.

dns _ip - Query the DNS server at this IP address.

LAR 7= Wi o BEREAT A4 (¥ DNS k5545 -

mail.com> dig @111.111.111.111 example.com MX

’

;; —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540
;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1,
; QUESTION SECTION:

;example.com. IN MX

;; ANSWER SECTION:

mexample.com. 10800 IN MX

;; AUTHORITY SECTION:

example.com. 10800 IN NS

;; ADDITIONAL SECTION:

example.com. 10800 IN A 111.111.111.111
example.com. 10800 IN AAAA 2620:101:2004:4201::bd
example.com. 300 IN A 111.111.111.111

;7 Query time: 6 msec

global options:
Got answer:

printcmd

SERVER: 10.92.144.4#53(10.92.144.4)
WHEN: Fri Dec 9 23:37:42 2011
MSG SIZE rcvd: 143

<<>> DiG 9.4.3-P2 <<>> @111.111.111.111 example.com MX
(1 server found)

ADDITIONAL: 3

10 mexample.com.

test.example.com.
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dnsconfig

15t AP

Usage

#HEAL RS

\}

& DNS % &

AT AT R .
B, kb
HEALEE ay 4 b & SO LA EE A 2

dnsconfig iy (AL FAS AT LA T PAT A48 CLI v BT DB
* Bc & DNS LU A A A% Bk iRk 55 48 D2 A7«

dnsconfig parent new <ns_ip> <priority>

i

\\\ﬁ

%

* <ns_ip> - AFRIRSS A 1P kb LLE 550 F 2 A~ IP Hidik.
* <priority> - th4% H WAL

o W BR A b 42 FR iR 55 25 SR A7«

[3[E]

dnsconfig parent delete <ns_ip>|

BCE 2% FH DNS 9847 H T4 e 8

dnsconfig alt new <domains> <ns_ip>|

AT =R SR GRESR. 4. P .

dnsconfig .

pE

AP LI P AR A4 BRI 55 2 I JEvAAE T

i 58

e <ns_ip> - L RIRSS 200 TP bk, LUE S B2 1P M.
* <domains> - #Z 5 73 @ 13841 K .
o JHI BRIk ) 4% FH DNS 2847

dnsconfig alt delete <domain>|

* BC'E DNS LU BB RAR 44 P i 55 4% -
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dnsconfig roots new <ns_domain> <ns_name> <ns_1ip>|

PRS2 55

* <ns_domain> - 75 i 13k
* <ns_name> - Z FRIR 55 % I 4K o
* <ns_ip> - ZFRIRSS A1) 1P Huhik

z56 |

AR AT DU R S A A4 R R 95 45 A i L S d

o MHBR A FRIR S s -

dnsconfig roots delete <ns_domain> [ns_name]

)

R CUMERE, Wi RSS2 ns_name, DIPKE BN R ZIS I BT A RRIRSS 4%

* {HERPTA DNS BB IR R S0 A R0 E A B0 R IR 55 4% -

dnsconfig roots

BRI DNS BE

dnsconfig print]
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AN R E 1) DNS g% a5 2 LR 5 B

s B
o IP Hhhik

o N HIIRSS A (3
7t dnsconfig @4 W] H I PUASFir 4

3 4 dnsconfig s ST S

Bk 1588
new INIIOB )4 ] DNS Hieds#s, T4 a4 DNS 45 #% .
delete T 4% FH IR 45 2% B AS Ml DN'S iR 45 2%
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BE 152 BR
& 25045 P AR 45 2 A b DNS 4528

edit

FEH LRI AR DNS 55 #% siA s DNS Rk 55 & 2 [ D1 .

setup

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

11> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (10.92.149.70/24: mail3.example.com)

[11>

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]1>

Enter the minimum TTL in seconds for DNS cache.

[1800]1>

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

NANFF EIZAY % A DNS AR 3528
T T DA & e 46 A 4 T AT DNS S ] FLIC AR A 55 4% CRF e A HURER SR

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

No alternate authoritative servers configured.

Choose the operation you want to perform:

- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").
[1> example.com

Please enter the fully qualified hostname of the DNS server for the domain "example.com
(Ex: "dns.example.com") .

[1> dns.example.com

Please enter the IP address of dns.example.com.

[1> 10.1.10.9

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:

"

£
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1. com: dns.example.com (10.1.10.9)
Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

(>

FHA%BCH DNS Z77AR% =5

dnsflush
1% A

B s

T DAMC . e 2 A8 HT 48 H CUY DNS 24755 2%

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 2

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.

[1> 10.10.200.03

Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.
[0]> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 1

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.
[1800]1>

Currently using the local DNS cache servers:

1. Priority: 1 10.10.200.3

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

k% DNS Z247 1T 4 H o
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Usage
PRAT: M S AT PR
BREE . i SR T RN R A .
HEALERA S Mar S A SCRRILAL B S X

Tl

mail3.example.com> dnsflush
Are you sure you want to clear out the DNS cache? [N]> Y

dnshostprefs

1% A
Jit & IPv4/IPv6 DNS 1 ik 15

Usage

Tl

mail3.example.com> dnshostprefs

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> new

Enter the domain you wish to configure.
[1> example.com

How should the appliance sort IP addresses for this domain?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]1> 3

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> setdefault

How should the appliance sort IP addresses?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]1> 1

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1>
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dnslistconfig

1t AR
L& DNS FR R 55 3 FF

Usage

]l

mail3.example.com> dnslistconfig

Current DNS List Settings:

Negative Response TTL: 1800 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1> setup

Enter the cache TTL for negative responses in seconds:
[1800]> 1200

Enter the query timeout in seconds:

[31>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1>

dnslisttest
15 AR
ST DNS [ 745347 DNS 25 il

Usage
WAL B A RTE R .
PR B i DA SRAETH RN A A
HEARER A S M A SR AL P A% X
15l

mail3.example.com> dnslisttest
Enter the query server name:

we: SERM)
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dnsstatus .

[1]> mail4.example.com

Enter the test IP address to query for:
[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.mail4.example.com
Result: MATCHED

dnsstatus
15t AR
%75 DNS 41l KL,
Usage
AT AT HR
BEEE . My AR THEN U NS .
HAIBAS: i S AR B .

)

mail3.example.com> dnsstatus
Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime Lifetime
DNS Requests 1,115 1,115 1,115
Network Requests 186 186 186
Cache Hits 1,300 1,300 1,300
Cache Misses 1 1 1
Cache Exceptions 0 0 0
Cache Expired 185 185 185

— R E IR/ E RS HE R

B35 LU R CLI i 2

e addressconfig , f 59 I

* adminaccessconfig , #f 60 JT
* certconfig , #f 65 T

< HIT, 2869 it

« i2Wr, %69 it
diskquotaconfig , % 74 1T

* ecconfig , #j 76 UL

ecstatus , 5 76 UL

ecupdate , % 77 7T

encryptionconfig , 5 77 UL

.

encryptionstatus , 3 80 7L

encryptionupdate , 3 81 UL
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FES R PR S, 5 279 Ui,

* enginestatus , £} 81 I

* featurekey , i 82 I

* featurekeyconfig , i 83 UL
* generalconfig , i 84 UL

* healthcheck , 2f 84 71

* healthconfig , i 85 7T

* ntpconfig , 7 86 UL

* portalregistrationconfig , % 87 T

* reboot , i 88 TL

* repengstatus , 5 88 UL

© PREPAT , H 89 1T

* resumedel , &5 89 T

* resumelistener , f 90 T
« SR, 590 1T

* settime , 5% 91 T

e settz, 91 1

* shutdown , & 92 T
sshconfig , % 94 71
status , 5 97 UL
supportrequest , 53 98 T

.

supportrequeststatus , 5 100 T

supportrequestupdate , #f 100 7T
* suspend , % 101 7T

* suspenddel , %5 101 7T

* suspendlistener , i 102 1T
* tepservices 5 A3 102 7T

* techsupport , £ 103 1T

* tlsverify , % 104 71

* trace , 3 105 TL

« trackingconfig , i 106 1T
* updateconfig , £ 108 UL

* updatenow , 5 111 7T

* upgrade , 5 113 11

* version , #f 112 it

* wipedata , % 113 7T
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addressconfig

15t AP

Usage

151

addressconfigm & HTHEE “RAFN: 7 b5 k. &R E “RAEN: 7 bk EoR. H
FIRRAZ R AT DU PR R L Sk T 4844 . 4 AsyncOS A2 B4 ] addressconfig
w4, T LU N

* [ 9s 2 IE AN

* JE M

* DMARC i %5

« J@AN (notify() Al notify-copy() i BE#SHEAF)

s DX R CRIBS 25 DX B )« RIERIA” )
< iR
o HAh AL

76 N h, AR “ &N 7 Hisik A\ Mail Delivery System [MAILER-DAEMON@domain]
(BRIN) KM Notifications [Notification@example.com]

RESRAE L. a0 T =AU CRESR . 04, THEPD .
AP A& BT S A SR AR B S

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[1> notifyfrom

Please enter the display name portion of the "notify from" address
["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address
[MAILER-DAEMON] > Notification

Do you want the virtual gateway domain used for the domain? [Y]> n
Please enter the domain name portion of the "notify from" address

[1> example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: Notifications <Notification@example.com>
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Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

(>

adminaccessconfig

1t AR
i adminaccessconfig fiy4 1 DAL & :
o HHLR PSSR ORIIMERD .
o RRAE P EE T IP I v7 )
* Web FIHIFS ub U SKOVIE R
* {E HTTP 5 3K H 4 F =AU Sk ik 2.
* Web JH1HIFI CLI 2 ANG S .
* HTTP {5 3K A i) e K AH -
Usage
PRAT: M A TR R
FEARE L a2 T H T =Rk BN (R 4l THEPD .
LA B A 4 iy 2 SCREIAL B AR X

HEALIRAR T
adminaccessconfig i 2 IRALAL FEAS X 0] DL T-HUATH 48 CLI 2 (1 A Dhfig.
o SRR VYTl T AT 1P Huhk sl PR IR s TP kb 9 /4 T PR U7 )

adminaccessconfig ipaccess <all/restrict/proxyonly/proxy>|

VNI 1P Huhik/ 5 k4 /7

adminaccessconfig ipaccess new <address>|

* YR P Huhl/ 5 /4G

adminaccessconfig ipaccess edit <oldaddress> <newaddress>|

o MBRILA TP Hihil/F M /3
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adminaccessconfig ipaccess delete <address>|

FTEI TP Huhb/ M /3u 7 51 5%

adminaccessconfig ipaccess print]

MR BT A TP M/ 5~ k4 /7

adminaccessconfig ipaccess clear

FTEN G Sebrifs

adminaccessconfig banner print

VN> SCRNTBE LR N N

adminaccessconfig banner import <filename>|

TR IUA X bR i

adminaccessconfig banner clear|

FTEYGEAE &

adminaccessconfig welcome print]

MV b RS 3 AW bR

adminaccessconfig welcome import <filename>

TR BRAT XA T

adminaccessconfig welcome clear|

T XD R

adminaccessconfig welcome export <filename>|

AN SOV ARER TP btk

adminaccessconfig ipaccess proxylist new <address>|

Y ARVFIACEE TP kit

e |
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adminaccessconfig ipaccess proxylist edit <oldaddress> <newaddress>|

.

MER VPR ACEE TP Mtk

adminaccessconfig ipaccess proxylist delete <address>|

TR AT DA SR Vr AR TP Mk

adminaccessconfig ipaccess proxylist clear]

W R R TP I PR A Sk A4 AR

adminaccessconfig ipaccess proxy-header <header name>|

Jo AR ] Web Fi 15 it m 15 SR D 3 OR

adminaccessconfig csrf <enable|disable>|

R A Web Fi st sl i R Ot R4 e 77 28

adminaccessconfig csrf print

.

fid & Web FitiH< 1R

adminaccessconfig timeout gui <value>|

BB CLI 21 e I

adminaccessconfig timeout gui <value>|

Pl - BB M 4R a3k

SAT LAP I 2 RS TP Mkt vy i) R 2F 22 4x e % o P AT DAMAT 32 HAT 165 5 SCIA U ) #1038 v TP 3k
PB4 4B &7 W Z1) N, AT LUEE 5 TP #ilik. 7% CIDR ik,

AR SR AE W 2605 ) 5113 TP R AR A 2 AU SN LY TP Mudik, U AsyncOS 2% o — A& . Wk 24 Eiv
SHUR) TP M ANAESR A, MR RSB AL 3 SO R ok D 1 e 4o

FE NI, ORE a6 AR W0 26 5 ) R 4 TP St

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

B % 5276
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- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.
- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or directly.
[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

2. 192.168.255.12

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

(>

Warning: The host you are currently using [72.163.202.175] is not included in the User
Access list. Excluding it will prevent your

host from connecting to the administrative interface. Are you sure you want to continue?
[N]> Y

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.
- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or directly.
(>

B - BoE & RKARE
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TE R 7RI F, EskbriE “Use of this system in an unauthorized manner is prohibited” 2x¥S i 2| %
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mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

[]> banner

A banner has not been defined.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.

Use of this system in an unauthorized manner is prohibited.

“D

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[]> banner

Banner: Use of this system in an unauthorized manner is prohibited.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

[1>

5 - BLE Web SR EF0 CLI S5 8RT
LI R %05 2044 Web AT CLI 23 (KB IN I A 62 ) 32 434
N

ER CLI G HNAUE TR 22 42415% (SSH) SCP IFEHE AR 6 BR AT . 78 CLI 23 15 H I I 11
T AR SRS I IC B S iR 25K DR AEREAT IC & 5 U SZ BN AT A

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

[1> timeout

Enter WebUI inactivity timeout (in minutes):

[30]1> 32

Enter CLI inactivity timeout (in minutes):

[30]1> 32
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certconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1>

mail.example.com> commit

Please enter some comments describing your changes:

[1> Changed WebUI and CLI session timeout values

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Mar 12 08:03:21 2014 GMT

P

certconfig

1 RA

Usage

- IR
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mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[]> certificate

List of Certificates

Name Common Name Issued By Status Remaining
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> paste

Enter a name for this certificate profile:

> partner.com

Paste public certificate in PEM format (end with '.'"):
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MIICLDCCAdYCAQAWDQYJKoZIhvcNAQEEBQAwgaAxCzAJBgNVBAYTA1BUMRMWEQYD
VQQIEWpRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAoOTDk51dXJv
bmlvLCBMZGEUMRgWFgYDVQQLEW9EZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMTEMJy
dXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZpMB4X
DTk2MDkwNTAzZNDIOM1oXDTk2MTAWNTAzZNDIOM1lowgaAxCzAJBgNVBAYTA1BUMRMw
EQYDVQQIEWPRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAOTDk 51
dXJvbmlvLCBMZGEUMRgwWFgYDVQQLEwIEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMT
EmJydXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZp
MFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1k jNw
L41YKbpzzlmC5beaQXeQ2RmGMTXU+mDvuqItjVHOK3DVvPK71TcSGEftUCAWEAATAN
BgkghkiG9wOBAQQFAANBAFQPEKFik 6T6CKTHvaQeEAsX0/8YHPHQH/ 9AnhSjrwuX
9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,
Lda.,OU=Desenvolvimento, CN=brutus.partner.com, emailAddress=admin@example.com
Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1k jNwL41YKbpzzlmC5beaQXeQ
2RmGMTXU+mDvuqI tjVHOK3DVvPK71TcSGE tUCAWEAAQIBALjkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/soiljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d76iUNGAAV8djGTzvxnCxycnxPQydQIhAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbq20ptOCnM7hAiEA6Xi3JIQECOob8YwkRj29DU3/4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALEA
6/5B8J0GHdJq89FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n
List of Certificates

Name Common Name Issued By Status Remaining
partner.c brutus.partner.com brutus.partner Active 30 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

=l - BB BRI
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mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

B % 5276
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[]> certificate
List of Certificates

Name Common Name Issued By Status Remaining
partner.c Dbrutus.neuronio.pt brutus.neuronio.pt Expired -4930
days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR
- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
[1> new

1. Create a self-signed certificate and CSR

2. Create a self-signed SMIME certificate and CSR
[1]1> 1

Enter a name for this certificate profile:

> example.com

Enter Common Name:

> example.com

Enter Organization:

> Example

Enter Organizational Unit:

> Org

Enter Locality or City:

> San Francisoc

Enter State or Province:

> CA

Enter Country (2 letter code):

> US

Duration before expiration (in days):

[3650]>

1. 1024

2. 2048

Enter size of private key:

[21>

Do you want to view the CSR? [Y]> y

MIICrTCCAZUCAQAWaDELMAkKGA1UEBhMCVVMxFDASBgNVBAMTC2V4AYW1lwbGUuUY29t
MRYWFAYDVQQHEw1TYW4gRnJhbmNpc29jMRAWDgYDVQQOKEWd1leGFtcGx1MQswCQYD
VQQIEwJDQTEMMAOGALIUECxMDb3JnMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIB
CgKCAQEA+NwamZyX7VgTZka/x1I5HArN9V2MPKXoLq7FjzUt1iIDwznElrKIuJovw
Svonle6GvEF1UHEjv8B3WobOzk5Ny6btKjwPrBfaY+qgr7rzM41AQKHM+P61+1ZnPU
PO5SNI9RCkLP4XsUuyY6CalWLTiPIgag2fR8Y0JIX/kesZcGOglde66pN+xJIHHYadD
00p0ggi6SLNfAzJu/HEU/fnSujG4nhF0ZG10pVUx4 fg33Nwz4wV10XBk3GrOjbbA
ih90zAwfNzxb57amtxEJk+pW+co3uEHLIJIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLF9tnQJIPWSYoChOUSgCc8QIDAQABOAAWDQYJKOZIhveNAQEFBQADggER
AGiVhyMAZuHSvIyAO08kJICmrgO89yRInNDUXDDo6IrODVKx4hHTiO0anOPulnsThSvH
7xV4xR35T/QV0OU3yPrL6bJIbbwMySOLIRTsUcwZNjOE1xMM5EKBM2BOISrs4159g
FhHVejhGlLyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnN1
1Y10Iuj+EggWNrRBNnKXLTdXkzhELOd8vZEQSAfBWY ] 22mECZzC7SG3evgkw/OGLk
AilNXHayiGjeY+UfWzF/HBSekSJtQu6hIv6JIJpBSY/MnYU4t11ExgD+GX31lrudxcd
zDas2rS/Pbpn73Lf503nmsw=

List of Certificates

Name Common Name Issued By Status Remaining
example.c example.com example.com Valid 3649 days
partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:
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- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>

0 - 812 B %% S/IMIME %2 iEH

B s

PAF 79l gz ander 61 et 5 %544 S/MIME E -5 U 4 HEPH25 42 o

vml0esal0031l.ga> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities
- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

1> new

Create a self-signed certificate and CSR

Create a self-signed SMIME certificate and CSR

[1]1> 2

Enter a name for this certificate profile:

> smime signing

Enter Common Name:

> CN

Enter Organization:

> ORG

Enter Organizational Unit:

> OU

Enter Locality or City:

> BN

Enter State or Province:

> KA

Enter Country (2 letter code):

> IN

Duration before expiration (in days):

[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>

Enter email address for 'subjectAltName' extension:

[1> admin@example.com

Add another member? [Y]> n

Begin entering domain entries for 'subjectAltName'.

Enter the DNS you want to add.

[1> domain.com

Add another member? [Y]> n

Do you want to view the CSR? [Y]> n

List of Certificates

[
1
2

Name Common Name Issued By Status Remaining
%: BERG)
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smime sig CN CN Valid 3649 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>

HHH
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Usage
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mail.example.com> date
Tue Mar 10 11:30:21 2015 GMT

2B
15t B

{§i [ diagnostic i 4RI LA:
o A5 FH 5 Tl S PR R R B A R ) 4% ] R
* Ko RAID KA
* 5% ARP 2247
* %k LDAP. DNS 1 ARP 2217
o 1% SMTP PR HBA4:
o FR MR RS LR PRS 5 ERRE.

{$ F diagnostic fin <

PLF v 4 7E diagnostic T3 H4 #] H :
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% 5 diagnostic F &%
Pl T AT
RAID 1. Run disk verify IXAE C30 A1 C60 Lo
2. Monitor tasks in progress
3. Display disk verify verdict
DISK USAGE (25H) | L i Y &1 BT U
diskquotaconfig fii 4.
M 4% FLUSH C &4, X RIIHM #41
ARPSHOW
SMTPPING
TCPDUMP
REPORTING DELETEDB C &%, X BRI M #71
DISABLE
TRACKING DELETEDB C &%, X BRI M #7
DEBUG
RELOAD LT C R4, X RIIHIM 251
k%5 HH A C &4, X RIIFM #51
W&
Usage
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diagnostic raid

.

IR ARP ZEAF N 2%

diagnostic network arpshow

Y78 NDP A7 1N 2%

diagnostic network ndpshow

1% LDAP. DNS. ARP il NDP 2247

diagnostic network flush

HUE I BRI S Hodia 5

diagnostic reporting deletedb

JA Rk A G SR

diagnostic reporting enable

.

SR B R

diagnostic reporting disable]

HUE IR % R A 1

diagnostic tracking deletedb

L) L e P

diagnostic reload|
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mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[]1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> arpshow

System ARP cache contents:

(10.76.69.3) at 00:1e:bd:28:97:00 on em0 expires in 1193 seconds [ethernet]
(10.76.69.2) at 00:1e:79:af:£4:00 on em0 expires in 1192 seconds [ethernet]
(10.76.69.1) at 00:00:0c:9f:£0:01 on em0 expires in 687 seconds [ethernet]
(10.76.69.149) at 00:50:56:b2:0e:2b on em0 permanent [ethernet]
Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> flush

Flushing LDAP cache.

Flushing DNS cache.

Flushing system ARP cache.

10.76.69.3 (10.76.69.3) deleted

10.76.69.2 (10.76.69.2) deleted

10.76.69.1 (10.76.69.1) deleted

10.76.69.149 (10.76.69.149) deleted

Flushing system NDP cache.

fe80::250:56ff:feb2:e2d%em2 (fe80::250:56ff:feb2:e2d%em2) deleted
fe80::250:56ff:feb2:e2c%eml (fe80::250:56ff:feb2:e2c%eml) deleted
fe80::250:56ff:feb2:e2b%em0 (fe80::250:56ff:feb2:e2b%em0) deleted
Network reset complete.

T IER] S — G ER AR 55 AR SRR

A

AR =:

e |

LUR 7R B s TR 2 55— 5 MR E R 55 28 IR MR A2 Wi i & o 50T DUE I A B B ping ik 55

i 11977 IR Bl 55455

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> smtpping

>
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Enter the hostname or IP address of the SMTP server:
[mail.example.com]> mail.com

The domain you entered has MX records.

Would you like to select an MX host to test instead? [Y]> y
Select an MX host to test.

1. mx00.gmx.com

2. mx01l.gmx.com

[11>

Select a network interface to use for the test.

1. Management

2. auto

21> 1

Do you want to type in a test message to send? If not, the connection will be tested but
no email will be sent. [N]>

Starting SMTP test of host mx00.gmx.com.

Resolved 'mx00.gmx.com' to 74.208.5.4.

Unable to connect to 74.208.5.4.

. BREREEEHVIAFIERE
A1 S A0 9 8 6 P 0

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> reload

This command will remove all user settings and reset the entire device.
If this is a Virtual Appliance, all feature keys will be removed,
and the license must be reapplied.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? [N]> Y

ERMERMSSIZERRE
AT BME CLI A1) aiagnostic > services T4
» TR B R IR 5 TR T B B
- A B R OIS 5 R

~f5l: &F DLP 3| Z/IRTS
E R HZREIT, services i M T A W LA H Y DLP 512 pRE .

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

£
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Choose one of the following services:

- ANTISPAM - Anti-Spam services

- ANTIVIRUS - Anti-Virus services

- DLP - Cisco Data Loss Prevention services
- ENCRYPTION - Encryption services

- GRAYMAIL - Graymail services

- REPORTING - Reporting associated services
- SBRS - Reputation Engine services

- TRACKING - Tracking associated services

- URLFILTERING - URL Filtering

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> dlp

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> status

Cisco Data Loss Prevention has been up for 3s.

~fjl: E/F Graymail 5|2
TE FHEIPREIT, services v ¥ M TEBRE FHH Graymail 5%

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- ANTISPAM - Anti-Spam services

- ANTIVIRUS - Anti-Virus services

- DLP - Cisco Data Loss Prevention services
- ENCRYPTION - Encryption services

- GRAYMAIL - Graymail services

- REPORTING - Reporting associated services
- SBRS - Reputation Engine services

- TRACKING - Tracking associated services

- URLFILTERING - URL Filtering

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> graymail

Choose the operation you want to perform:

- RESTART - Restart the service

- STATUS - View status of the service
[1> restart

diskquotaconfig
0 S TR FOBRER . WIS . RSO e iR S B 225 1 3
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diskquotaconfig <feature> <quota> [<feature> <quota> [<feature> <quota>[<feature> <quota>]]]
<feature> [ WAH fL$5 euq. pvo. tracking. reporting

Valid values for <quota> are integers.
et

mail.example.com> diskquotaconfig

Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30

System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1> edit
Enter the number of the service for which you would like to edit disk quota:
1. Spam Quarantine (EUQ)
2. Policy, Virus & Outbreak Quarantines
3. Reporting
4. Tracking
5. Miscellaneous Files
[

11> 1

Enter the new disk quota -

[1]1> 1

Disk quota for Spam Quarantine (EUQ) changed to 1
Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30

System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1>

=
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ecconfig

Usage

HEALTEAR

151

ecstatus

Usage
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W BT R TSR URL b 8 D A E 15 (03 2 g
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% H 05254 <hostname:port> 5k <IPv4 address:port> #% 3. i 11152 AT K] o
TR BIAIRS %%, ¥ ecconfig server default.

AT b A T R .
PR B iy 2 nT LU T HEEE R BT 200 o
AR A S b S FE A B

o FRE ARER AT M2 7 di IR 55 4% <
> ecconfig server <server name:port>
A58 FH BRI 250 i M 55 ot

> ecconfig server default

mail.example.com> ecconfig

Enrollment Server: Not Configured (Use Default)

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

[1> setup

Do you want to use non-default Enrollment server?

WARNING: Do not configure this option without the assistance of Cisco Support.
Incorrect configuration can impact the services using certificates from the Enrollment
server. [N]> vy

[1> 192.0.2.1

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

1>

SR TSR URL 3 i Dl BEUE 15 ARV M 25 9 ) 224 B FSAS

RAT: Ay S AR “4RALT .
REARA R S S BRAETHFAUBLC A
BB S My AR A A% .
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mail.example.com> ecstatus
Component Version Last Updated
Enrollment Client 1.0.2-046 Never updated
ecupdate
T EHH T Ez?JJ%j*‘:EXURLLifEIJJ““iiE%E‘J‘ZjI_ﬂﬂg)ﬂﬁﬁ”ﬁc MW, XEEE s HEh k. BRI
AR S, EAEAAH IS
WA force 24 (ecupdate [force]), W& g2 5T,  BIAE AT KD 21 58 24
Usage

AT A ATFE 87 .
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> ecupdate [force]

Bl

mail.example.com> ecupdate
Requesting update of Enrollment Client.

encryptionconfig
RO WP

Usage

RSB A S DURAETH SR A .
HACIEAS: AT S A SRR B X

]l
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mail.example.com> encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption
- PROFILES - Configure email encryption profiles

£
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- PROVISION - Provision with the Cisco Registered Envelope Service
[1> setup

PXE Email Encryption: Enabled

Would you like to use PXE Email Encryption? [Y]>

WARNING: Increasing the default maximum message size (10MB) may result in
decreased performance. Please consult documentation for size recommendations
based on your environment.

Maximum message size for encryption: (Add a trailing K for kilobytes, M for
megabytes, or no letters for bytes.)

[1oM]>

Enter the email address of the encryption account administrator
[administrator@example.com]>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
HIPAA Hosted Service No Not Provisioned
Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1. HIPAA

Select the profile you wish to edit:

11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
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- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> security

1. High Security (Recipient must enter a passphrase to open the encrypted
message, even if credentials are cached ("Remember Me" selected).)
2. Medium Security (No passphrase entry required if recipient credentials are
cached ("Remember Me" selected).)

3. No passphrase Required (The recipient does not need a passphrase to open the
encrypted message.)

Please enter the envelope security level:

11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> forward

Would you like to enable "Secure Forward"? [N]> y

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: Yes

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated
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HTML notification template: System Generated
Choose the operation you want to perform:
- NAME - Change profile name
- EXTERNAL - Change external URL
- ALGORITHM - Change encryption algorithm
- PAYLOAD - Change the payload transport URL
- SECURITY - Change envelope security
- RECEIPT - Change return receipt handling
- FORWARD - Change "Secure Forward" setting
- REPLYALL - Change "Secure Reply All" setting
LOCALIZED ENVELOPE - Enable or disable display of envelopes in languages
other than English
- APPLET - Change applet suppression setting
- URL - Change URL associated with logo image
- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject
- FILENAME - Change the file name of the envelope attached to the encryption

notification.

[r>

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

1>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption
- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
1>

encryptionstatus

1t AR
encryptionstatus fir % BRI/ 244 b PXE 51 3R i SRR RcAS, DL B VR B 414
(4 H RIS R]

Usage
B MM ATE B
BEEIE. i SR RN
HEALIB AL oA A SR AL 3% K
15l

mail3.example.com> encryptionstatus
Component Version Last Updated

ws: BERG




17 Nov 2009 00:09 (GMT)
Never updated

PXE Engine
Domain Mappings File

= o)
o 3
o

encryptionupdate
15 BA
encryptionupdate 7y 21 KX MR AF 22 4 15 4 L1 PXE 513 1 58T .

Usage
B WM ATE R .

encryptionupdate .

BEEHE: M S OURAETE IS MEM . eyl P IREN B SR TN (B, B8k e

HEHD B
B HS: i A SR RS 0

Tl

mail3.example.com> encryptionupdate
Requesting update of PXE Engine.

enginestatus

15t AR

Enginestatus iy M T S FPRA TG B 70 5 & BRI CPU A FI 1 4

Usage
PAT: A AATE WL .
PR i 2T T =R NS R dl. tFEND
AL : A R RS =0, A OCTEANME S, 114 help enginestatus 3K 2% [ AL 7
Wy.
{51

LA 78 35 B o 75 o6_E R P K AT 5 1 S (R ARZS AN CPU A 5 0L -

vm30esal0086.1ibga> enginestatus

Choose the operation you want to perform:
- GRAYMAIL - View Graymail engine status
- SOPHOS - View Sophos engine status
- CASE - View CASE engine status

- AMP - View AMP engine status

- MCAFEE - View McAfee engine status
- ALL - View status of All engines
[1> ALL

CASE Status: UP CPU: 0.0%
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featurekey

1 AR

Usage

5l

B s

Component

CASE Core Files

CASE Utilities

Structural Rules

Web Reputation DB

Web Reputation Rules

Content Rules

Content Rules Update

SOPHOS Status: UP CPU: 0.0%

Component

Sophos Anti-Virus Engine
Sophos IDE Rules

GRAYMAIL Status:

Component

Graymail Engine
+00:00) updated

Graymail Rules

Graymail Tools

MCAFEE Status:

Component

McAfee Engine

McAfee DATs

AMP Status:

Component

AMP Client Settings

AMP Client Engine

UP CPU: 0.0%

UP CPU: 0.0%

UP CPU: 0.0%

featurekey AT FIH TR SE b i # PR A PTA DhBe LL & S 3 PIAR S 15 R

Version

3.5.0-008

3.5.0-008
3.3.1-009-20141210 214201
20141211 111021

20141211 111021-20141211_170330
unavailable

unavailable

Version
3.2.07.365.2_5.30
0

Version
01-392.68

01-392.68#121
1.0.03

Version
5700
7437

Version
1.0
1.0

FHWONT D) RE B K A 0T (M T RE %5 EH o
H[IRERE, H1EZ loadlicense , 2 280 T Al showlicense , 2f 280 T,

AT A AT R
BB b4
AR HS:

P A PRAETH AU R A
b AN SRR AL PR X

fEARBIH, featurekey i d FH T K 2T (1 LI RE % HH

mail3.example.com> featurekey
Module

Outbreak Filters

2014

IronPort Anti-Spam

2014

Sophos Anti-Virus

2014

Bounce Verification

2014

>
W

Nt

Quantity Status
1 Active
1 Dormant
1 Active
1 Dormant

Remaining
28 days

30 days
26 days

30 days

&% sE76 |

Last Updated
Never updated
Never updated
Never updated
Never updated
Never updated
Never updated
Never updated

Last Updated
Never updated
Never updated

Last Updated

N10 Nov 2016 07:08 (GMT

Never updated
Never updated

Last Updated
Never updated
Never updated
Last Updated

Never updated
Never updated

B SRR

Expiration Date
Tue Feb 25 06:40:53

Wed Feb 26 07:56:57
Feb 23 02:27:48

Sun

Wed Feb 26 07:56:57
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Incoming Mail Handling 1 Active 20 days Sun Feb 16 08:55:58
2014
IronPort Email Encryption 1 Dormant 30 days Wed Feb 26 07:56:57
2014
Data Loss Prevention 1 Active 25 days Fri Feb 21 10:07:10
2014
McAfee 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

- CHECKNOW - Check now for new feature keys.
[1> checknow

No new feature keys are available.

featurekeyconfig

i fA
fifB) featurekeyconfig i, Al BARLEIISLHL, LUE [ 2 F 4 B PIRIEHFSEHL E 0

Usage

RSB Sbar & TR =M UG G, 4. L.

451
TEATRIH,  featurekeyconfig 4 H T 5 F B 3h3E A1 H 3K A D fg

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autoactivate

Do you want to automatically apply downloaded feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autocheck

Do you want to periodically query for new feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Enabled
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generalconfig

1t A
generalconfig fir % SOV & M WA R E .

Usage

ST =Mk SR CRFEE. 74l THEPL .
LA dr % e ean & SCRFIAL RIS . AT OCTEAIME B, 1B i 2 help generalconfig 7% [ AL 11 .

75 - B & Internet Explorer HAER B =
DL 78] e 7 a4y 75 55 TE e

mail.example.com> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1> ieoverride
For better web interface rendering, we recommend that you enable Internet
Explorer Compatibility Mode Override. However, 1if enabling this feature
is against your organizational policy, you may disable this feature.
Internet Explorer Compatibility Mode Override is currently disabled.

Would you like to enable Internet Explorer Compatibility Mode Override? [N]y

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1>

healthcheck

1t A
KA G LE 22 2 IS T RO ISP IRGU B 20 A B APRAS H S R Py s fidls (e =AM )
LA E e BB AT IR o
Usage
AT M S AT IR .
REAEE . ear &) T T Aok U GEEE. 04l TP .
b F 4 iy A SR AR A 20

5

mail.example.com> healthcheck

Analyzing the system to determine current health of the system.

The analysis may take a while, depending on the size of the historical data.

System analysis is complete.

The analysis indicates that the system has experienced the following issue(s)recently:
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Entered Resource conservation mode

Delay in mail processing

High CPU usage

High memory usage

Based on this analysis,

we recommend you to contact Cisco Customer Support before upgrading.

healthconfig

Uil
P B R NS TR S BN A, Bl CPU RIS B AR IAB o fry e I 55

Usage
VA BT R
FEEEE B M AT H T =Rk BN (R 4l THEND
EAb iy 4 M A SR AL PG 2

51

mail.example.com> healthconfig

Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> workqueue

Number of messages in the workqueue : 0

Current threshold on the workqueue size : 500

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of messages in work queue.

[500]> 550

Do you want to receive alerts if the number of messages in work queue exceeds
threshold value? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> cpu

Overall CPU usage : 0 %
Current threshold on the overall CPU usage: 85 %

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for overall CPU usage (in percent)

[85]1> 90

Do you want to receive alerts if the overall CPU usage exceeds threshold value?[N]> n
Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> swap
Number of pages swapped from memory in a minute : 0
Current threshold on the number of pages swapped from memory per minute : 5000

Alert when exceeds threshold : Disabled
Do you want to edit the settings? [N]> y




. ntpconfig

ntpconfig
15 AR

Usage

Tl

B s

&% sE76 |

Please enter the threshold value for number of pages swapped from memory in a
minute.

[5000]1> 5500

Do you want to receive alerts if number of pages swapped from memory in a
minute exceeds the threshold? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[r>

ntpconfig M4 TH AsyncOS it B Jo {ff FH 4% i I 3L (NTP),  LAERHG ZR G 45 LA o S0
5. "l LUMEi ] settime fiy4 4 NTP.

AT BAr S E “HRALT
PR HL Shar &I TR =Mt SR GRESR. 4. HEPD .
AL E A& . By S A SR AR B S

mail3.example.com>

ntpconfig

Currently configured NTP servers:

1. time.ironport.com

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> new

Please enter the fully qualified hostname or IP address of your NTP server.
[1> ntp.example.com

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select

its interface name now.

1. Auto

2. Management (172.19.0.11/24: elroy.run)

3. PrivateNet (172.19.1.11/24: elroy.run)

%: BERG)
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4. PublicNet (172.19.2.11/24: elroy.run)
[11> 1

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:
- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.
[1> auth

Would you like to enable NTP authentication? [N]>yes
Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Authentication is on

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

mail3.example.com> commit
Please enter some comments describing your changes:
[1> Added new NTP server

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

portalregistrationconfig

SURHSE S B SRATER R ] 7 2 — AT Web (R, ISP 3 03 w] 0] DG BR SR 20 25 A 1R 2 352 S
i, IR IR AR T 25 [0 R . BT ZORE I P AT B 3EH— N 1D

H]PALE CLI "1 {§ /1] portalregistrationconfig iy & KB EEM ID. W14 s 25 AN TEREAE
o, AT BT A B sCE S R 1D

ARITPEZAE L, SR H s SO i)« Db sl s — %o

Usage
VAL M HE B
BEAEH. e v T =Rk S GREE. 204l THEpL .
LA PR A 2 i A SCRFIE AL B AS X

451

mail3.example.com> portalregistrationconfig
Choose the operation you want to perform:
- REGISTRATION ID - Set up the Registration ID.

[1> registration_id
Enter the new value of the Registration ID.




. reboot

reboot

15 AR

Usage

Tl

repengstatus

1t AR

Usage

451

[1> registrationidexamplel234

ER RS

RAT: B S ATE PR .
REARAE R Sear S BRAETH AU A
HAIBAS: My AR AR PR .

mail3.example.com> reboot

Enter the number of seconds to wait before abruptly closing connections.

[30]>
Waiting for listeners to exit...
Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

TR T IO

B MR ATRE “A .
FEEE . My S RETFEHIA R A .
HEALIRAE S SEa A SCRFREAL B S 2

mail.example.com> repengstatus

Component Last Update
Reputation Engine 28 Jan 2014 23:47
Reputation Engine Tools 28 Jan 2014 23:47

(GMT +00:00)
(GMT +00:00)

Version
1
1
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HRLLHNAT
1t AR
PSR 3%
Usage
BLAT: A ST HA
BT SR TR R A A .
HALIB AL oA & A SR AL HA%

451

mail3.example.com> resume

Receiving resumed for Listener 1.

Mail delivery resumed.

Mail delivery for individually suspended domains must be resumed individually.

resumedel

1t FA
PR AL o

Usage
AT A AT “HR
BRSO R AE TR B S AT H] .
HEALIR A S A & AR AL HA%

)

mail.example.com> resumedel

Currently suspended domains:

1. domainl.com

2. domain2.com

3. domain3.com

Enter one or more domains [comma-separated] to which you want to resume delivery.
[ALL]> domainl.com, domain?2.com

Mail delivery resumed.
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resumelistener

1t AR
PRSP R o

Usage
18 MM A ARTE R .
B R bar S ORAE TN A
HEALFB AR S L & AN SR AL HA% .

]l

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[1]1> 1

Receiving resumed.

mail3.example.com>

gr

1t AR
PRE N SERT RIS o

Usage
Bz A AT B
R B i ST T A =Rk SRS CRFER . 204l LD .
HALIB AL oA A SR AL #A% K

5l

mail.example.com> revert

This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files

- all databases (including messages in Virus Outbreak and Policy quarantines)
- all reporting data (including saved scheduled reports)

- all message tracking data

- all IronPort Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preserved.
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settime .

Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases unmasked)
- exported the IronPort Spam Quarantine safelist/blocklist database

to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots
again to the desired version.

Available versions

1. 9.1.0-019
Please select an AsyncOS version [1]:
Do you want to continue? [N]>

settime

1t BR
WIS RATH NTP %545, W) settime 4 AVFE TSI BB ], %o 4451 i) #8525 245 11
NTP MITF-Zh3E RGN B #00 F UM AR 7. MM/DD/YYYY HH:MME:SS.
Usage
AT ML AT PR .
REARAE L. b & DU AETH SN A .

HEAbER Ay AT AN SR AL B RS 2

Bl
mail3.example.com> settime
WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.
This machine is currently running NTP.
In order to manually set the time, NTP must be disabled.
Do you want to stop NTP and manually set the time? [N]> Y
Please enter the time in MM/DD/YYYY HH:MM:SS format.
[1> 09/23/2001 21:03:53
Time set to 09/23/2001 21:03:53.

settz

1t FA
WEAHI X
Usage
AT M IR
I A

RESRAE B Sbar ST T A =R LB GRESR . 4L, WHEPD .

=
4
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shutdown
15t AR

Usage

et

B s

>
W

HEAL PG 2 Bhdr S A SR AL B 5

mail3.example.com> settz

Current time zone: Etc/GMT

Current time zone version: 2010.02.0
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1> setup

Please choose your continent:

1. Africa

2. America

[ ... ]

11. GMT Offset

[2]> 2

Please choose your country:

1. Anguilla

[ ... ]

45. United States

46. Uruguay

47. Venezuela

48. Virgin Islands (British)

49. Virgin Islands (U.S.)

[45]1> 45

Please choose your timezone:

1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)
[ ...]

21. Pacific Time (Los Angeles)

[21]> 21

Current time zone: America/Los_Angeles
Choose the operation you want to perform:
- SETUP - Set the local time zone.

(>

R P R P LR ) R 4

BT MM ATRE R
BRAATEL: St r 4 (MU SRR T (.
BARTER S Ut A FHILAL S 5L

mail.example.com> shutdown
Enter the number of seconds to wait before forcibly closing connections.
[30]>

System shutting down. Please wait while the queue is being closed...

Nt
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smaconfig

1 RA

Usage

Tl

smaconfig .

Closing CLI connection.
The system will power off automatically.
Connection to mail.example.com closed.

* Ui, 93t
* Usage , #f 93 L

o B, 2593 T

smaconfig ’ﬂéﬁ/?\):ﬁ ?J?ﬁbu\ ﬂﬂﬂﬁ%@iﬁ% SMA ﬁ%%é&*ﬂ%%ﬂo

BEEE. Iar T =M SR GESE. 24, IHPD .
HACEAS: My SRt Bk .

£ R REI, o7 MER smacontig 2l A B P B4 22 4 i s N B A R 22 a8 1R
% (SMA), F&E SMA EHZVEAER (EHARH %89 .

mail.example.com> smaconfig

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.
[1> add

Enter the hostname of the system that you want to add.
[1> m380903.1ibga

Enter the user key of the host m380g03.ibga.
Press enter on a blank line to finish.

SSH2:dsa
10.76.71.107 ssh-dss
£ /i

SMA host key was added successfully.

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[1> print
1. Hostname: m380q03 1bqa Keys SSH2: dsalO 76 71 107 ssh dss

j8B}Hhﬂ4u%bhqHKBaKﬁfE486D1wmﬁi&nIH)Ehuﬂﬂayﬂﬁm&m@CdﬂmﬁUQﬁE&HIGEl €5
Choose the operation you want to perform:




. sshconfig

sshconfig

15 AR

Usage

5l

- ADD - Add a new SMA Connection Parameter and Key.
- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

(1>

fic & SSH k4525 A1 P = H B E .

B S TR R
PRAATHL: St r 4 DR RS T AT
REAS A4 Bt &AL B

s Bl Gk SSH S5 aslii'E , 2 94 0
s il B BT RO AP, 5 96 T

T Bl: YmiE SSH ARZ M E
7B s T U e g4 SSH AR 55 7% d .«

mail.example.com> sshconfig

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> sshd

ssh server config settings:
Public Key Authentication Algorithms:

rsal
ssh-dss
ssh-rsa

Cipher Algorithms:

aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castlz28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se

MAC Methods:

hmac-md5

: BERG)
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hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup
Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsa]>
Enter the Cipher Algorithms do you want to use
[aes128—ctr, aes1P—ctr, aes256—ctr, arcfour?256, arcfourl 28, aes128-doc, 3des—doc, blowfish—-doc, cast128-doc, aes1 92—doc, aes?256-doc, arcfour,
rijndael-cbc@lysator.liu.se]l>
Enter the MAC Methods do you want to use
[hmac-md5, hmac-shal, umac-64Qopenssh. com, hmac-ripemdl1 60, hmac-ripemdl60@openssh.com, hmac-shal-96, hmac-md5-96]1>
Enter the Minimum Server Key Size do you want to use
[10241>
Enter the KEX Algorithms do you want to use
[diffie-hel Iman-group-exchange-sha256, diffie-hel Imen—group-exchange-shal, diffie-hel Iman—-groupl 4-shal, diffie-hel Imen—groupl-shal ] >
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
1>
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Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings
[r>
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mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[r>
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mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH whitelist/blacklist
[1> access control

Choose the operation you want to perform:

- WHITELIST - Manage the persistent whitelist
- BLACKLIST - Manage the persistent blacklist
[1> whitelist

Choose the operation you want to perform:
- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Whitelist will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the Whitelist

>
W

Nt



status

1t AR

Usage
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mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH whitelist/blacklist
[1> access control

Choose the operation you want to perform:

- WHITELIST - Manage the persistent whitelist

- BLACKLIST - Manage the persistent blacklist

[1> blacklist

Choose the operation you want to perform:

- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Whitelist will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the blacklist

BRRGUIRE

AT AT S ATE 4R .
RSB A S DURAETH SR A .
HACBAS: My S A SRR BR

mail3.example.com> status

Status as of: Thu Oct 21 14:33:27 2004 PDT

Up since: Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)

Last counter reset: Never

System status: Online

Oldest Message: 4 weeks 46 mins 53 secs

Feature - McAfee: 161 days

[....]

Feature - Outbreak Filters: 161 days

Counters: Reset Uptime Lifetime

Receiving

Messages Received 62,049,822 290,920 62,049,822
Recipients Received 62,049,823 290,920 62,049,823

Rejection
Rejected Recipients 3,949,663 11,921 3,949,663

status I}




supportrequest

Dropped Messages 11,606,037 219 11

Queue
Soft Bounced Events

Completion
Completed Recipients

Current IDs
Message ID (MID)
Injection Conn.
Delivery Conn.

Gauges:

Connections
Current Inbound Conn.
Current Outbound Conn.

Queue
Active Recipients
Messages In Work Queue
Kilobytes Used
Kilobytes Free

Quarantine

Messages In Quarantine
Policy, Virus and Outbreak

Kilobytes In Quarantine
Policy, Virus and Outbreak

2,334,552 13,598

50,441,741 332,625

ID
ID

(ICID)
(DCID)
Current

1

0

92
8,388,516

supportrequest

1 AR

2,

50,
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, 606,037
334,552
441,741
99524480

51180368
17550674

] JRF 7 SCRFRAE IR o i &SRB 7T L) BRI AR ST o Wil 0 o B sl A, o

ST LUK SRR SR 5 DA 38 1 H ORI

BEE B VT I BHOR SCRE, #5611 Cisco.com F F ID @4
A U S I Cisco.com FUE SCAFAHIR IS G A1, VAL T

https://sso.cisco.com/autho/forms/CDClogin.html f¥] Cisco.com it & SCF 57 H# 8% .
M ID, WEEEN—A . S G T

2N
o

2N
Yo

Usage
PAT: A AATEE R .

PR R Jear & ORAETH SRR . gt IR 7285k AL

VHEHLD AT & 5 20 m AR SCf R R 4
LIRS ML A SRR R A

L]l
LAF 7R s 5 A S PR A G I S R

mail.example.com> supportrequest

Please Note:

If you have an urgent issue, please call one of our worldwide Support
(www.cisco.com/support). Use this command to open a technical support
for issues that are not urgent, such as:

- Request for information.
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Centers
request

- Problem for which you have a work-around, but would like an alternative
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solution.

Do you want to send the support request to supportrequest@mail.ga?
[yi>

Do you want to send the support request to additional recipient(s)?
[N]>

Is this support request associated with an existing support ticket?
[N]>

Please select a technology related to this support request:

1. Security - Email and Web

2. Security - Management

[11> 1
Please select a subtechnology related to this support request:

1. Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - Misclassified
Messages

2. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - SBRS

3. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - Other

4. Email Security Appliance - Virtual

[11> 3

Please select the problem category:

1. Upgrade

2. Operate
3. Configure
4. Install
[11>

Please select a problem sub-category:

1. Error Messages, Logs, Debugs

2. Software Failure

3. Interoperability

4. Configuration Assistance

5. Install, Uninstall or Upgrade

6. Hardware Failure

7. Licensing

8. Data Corruption

9. Software Selection/Download Assistance

10. Passphrase Recovery

[11>

Please enter a subject line for this support request:

[1> <Subject line for support request>

Please enter a description of your issue, providing as much detail as possible
to aid in diagnosis:

[1> <Description of issue>

It is important to associate all your service contracts with your Cisco.com profile (CCO
ID) in order for you to receive complete

access to support and services from Cisco. Please follow the URLs below to associate your
contract coverage on your Cisco.com profile.

If you do not have a CCO ID, please follow

the URL below to create a CCO ID.

How to create a CCO ID:

https://tools.cisco.com/RPF/register/register.do

How to associate your CCO ID with contract:
https://tools.cisco.com/RPFA/profile/profile management.do

Frequently Asked Question:
http://www.cisco.com/web/ordering/cs_info/fags/index.html

Select the CCOID

1. New CCOID

[11>

Please enter the CCOID of the contact person :

[1> your name

The CCO ID may contain alphabets, numbers and '@', '.', '-' and ' ' symbols.
Please enter the CCOID of the contact person :

[1> me@example.com

Please enter the name of the contact person :

[1> yourname

Please enter your email address:




. supportrequeststatus

[1> me@example.com
Please enter the contract ID:
[1> 1234

Please enter any additional contact information (e.g. phone number) :

(1>

Please wait while configuration information is generated...
Do you want to print the support request to the screen?
[N]>

supportrequeststatus
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Usage
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]
mail.example.com> supportrequeststatus
Component Version Last Updated
Support Request 1.0 Never updated
supportrequestupdate

1t AR

Usage
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mail.example.com> supportrequestupdate
Requesting update of Support Request Keywords.
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suspend .

suspend

1t A
PHEHSOIRIR
Usage
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5l

mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]1> 45

Waiting for listeners to exit...

Receiving suspended for Listener 1.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

suspenddel

1jt AR
ik
Usage
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et

mail.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Enter one or more domains [comma-separated] to which you want to suspend delivery.
[ALL]> domainl.com, domain2.com, domain3.com

Waiting for outgoing deliveries to finish...

Mail delivery suspended.
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. suspendlistener

suspendlistener

1jt AR
P
Usage
18 MM A ARTE R .
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]l

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[1]1> 1

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

mail3.example.com>

tcpservices
15t A

BRTRHTFF RSO .
Usage
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]l

mail.cisco.com> tcpservices
System Processes (Note: All processes may not always be present)

ftpd.main - The FTP daemon

ginetd - The INET daemon

interface - The interface controller for inter-process communication
ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

2
>




techsupport .

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon
Feature Processes

euq_webui - GUI for ISQ

gui - GUI process

hermes - MGA mail server

postgres - Process for storing and querying quarantine data

splunkd - Processes for storing and querying Email Tracking data
COMMAND USER TYPE NODE NAME
interface root IPv4 TCP 127.0.0.1:53
postgres pgsqgl IpPv4 TCP 127.0.0.1:5432
gabackdoo root IpPv4 TCP *:8123
ftpd.main root IpPv4 TCP 10.1.1.0:21
euq_webui root IPv4 TCP 10.1.1.0:83
euq_webui root IPve TCP [2001:db8::]:83
gui root IPv4 TCP 172.29.181.70:80
gui root IPv4 TCP 10.1.1.0:80
gui root IPv6e TCP [2001:db8::]1:80
gui root IPv4 TCP 172.29.181.70:443
gui root IpPv4 TCP 10.1.1.0:443
gui root IPv6e TCP [2001:db8::]:443
ginetd root IPv4 TCP 172.29.181.70:22
ginetd root IPv4 TCP 10.1.1.0:22
ginetd root IPv6e TCP [2001:db8::]:22
ginetd root IPv4 TCP 10.1.1.0:2222
ginetd root IPv6e TCP [2001:db8::]:2222
hermes root IpPv4 TCP 172.29.181.70:25
splunkd root IPv4 TCP 127.0.0.1:8089
splunkd root IPv4 TCP 127.0.0.1:9997
api_serve root IPv4 TCP 10.1.1.0:6080
api_serve root IPv6e TCP [2001:db8::]1:6080
api_serve root IPv4 TCP 10.1.1.0:6443
api_serve root IPv6 TCP [2001:db8::]:6443
java root IPv6e TCP [::127.0.0.1]1:9999

techsupport

1jt AR
AR IR TAC Vi S RS
Usage
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51

mail3.example.com> techsupport

Service Access currently disabled.

Serial Number: XXXXXXXXXXXX-XXXXXXX

Choose the operation you want to perform:

- SSHACCESS - Allow a Cisco IronPort Customer Support representative to remotely access
your system, without establishing a tunnel.




. tisverify

tisverify
15t A

Usage
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- TUNNEL - Allow a Cisco IronPort Customer Support representative to remotely access your
system, and establish a secure tunnel
for communication.
- STATUS - Display the current techsupport status.
[1> sshaccess
A random seed string is required for this operation
1. Generate a random string to initialize secure communication (recommended)
2. Enter a random string
[1]1> 1
Are you sure you want to enable service access? [N]> y
Service access has been ENABLED. Please provide the string:
QT22-JQZF-YAQL-TL8L-8@2L-95
to your Cisco IronPort Customer Support representative.
Service Access currently ENABLED (0 current service logins).
Tunnel option is not active.
Serial Number: XXXXXXXXXXXX-XXXXXXX
Choose the operation you want to perform:

- DISABLE - Prevent customer service representatives from remotely accessing your system.
- STATUS - Display the current techsupport status.
[r>

Fed @ vl TLS 38, IF HARAS H U38AH G TLS B8 il . BOIEE R, W 4e e B0 UF i3
FHFFEHL. AsyncOS AR TG ) (BUE) TLS W E AL A TLS iEHz

i Wi AT R
P i AR T SRS Al .
HEALTRAR S by A SRR B

tlsverify fir < [RIEAL BEAS SURT U FHAT A48 CLI i 2 P AT DR, W UK & 5 46 € W4 1K TLS

tlsverify <domain> <hostname>[:<port>]

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port (example.com:26) if you are not
connecting on port 25:

[example.com]> mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
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trace .

Verifying peer certificate.

Verifying certificate common name mxe.example.com.
TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.

trace
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Usage
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mail3.example.com> trace

Enter the source IP

[1> 192.168.1.1

Enter the fully qualified domain name of the source IP

[1> example.com

Select the listener to trace behavior on:

1. InboundMail

2. OutboundMail

[1]1> 1

Fetching default SenderBase values...

Enter the SenderBase Org ID of the source IP. The actual ID is N/A.
[N/A]>

Enter the SenderBase Reputation Score of the source IP. The actual score is N/A.
[N/A]>

Enter the Envelope Sender address:

[1> pretend.sender@example.net

Enter the Envelope Recipient addresses. Separate multiple addresses by commas.
[1> admin@Rexample.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.' on a blank line to end.

Subject: Hello
This is a test message.

HAT matched on unnamed sender group, host ALL
- Applying $ACCEPTED policy (ACCEPT behavior).

- Maximum Message Size: 100M (Default)

- Maximum Number Of Connections From A Single IP: 1000 (Default)
- Maximum Number Of Messages Per Connection: 1,000 (Default)

- Maximum Number Of Recipients Per Message: 1,000 (Default)

- Maximum Recipients Per Hour: 100 (Default)

- Use SenderBase For Flow Control: Yes (Default)

- Spam Detection Enabled: Yes (Default)
- Virus Detection Enabled: Yes (Default)
- Allow TLS Connections: No (Default)
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. trackingconfig

Processing MAIL FROM:
- Default Domain Processing: No Change
Processing Recipient List:
Processing admin@ironport.com
- Default Domain Processing: No Change
- Domain Map: No Change
- RAT matched on admin@ironport.com, behavior = ACCEPT
- Alias expansion: No Change
Message Processing:
- No Virtual Gateway(tm) Assigned
- No Bounce Profile Assigned
Domain Masquerading/LDAP Processing:
- No Changes.
Processing filter 'always deliver':

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False

Evaluating Rule: rcpt-to == "ironport.com"
Result = True

Evaluating Rule: OR

Result = True
Executing Action: deliver()
Footer Stamping:
- Not Performed
Inbound Recipient Policy Processing: (matched on Management Upgrade policy)
Message going to: admin@ironport.com
AntiSpam Evaluation:
- Not Spam
AntiVirus Evaluation:
- Message Clean.
- Elapsed Time = '0.000 sec'
Outbreak Filter Evaluation:
- No threat detected
Message Enqueued for Delivery
Would you like to see the resulting message? [Y]> y
Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
Final Recipients:
- admin@ironport.com
Final Message Content:
Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700
Message-Id: <3193g9$@Management>
X-IronPort-AV: i="3.86,81,1096873200";
d="scan'208"; a="0:sNHTO"
Subject: hello
This is a test message.
Run through another debug session? [N]>

N
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tzupdate
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mail.example.com> trackingconfig

Message Tracking service status: Message Tracking is enabled.
Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1> setup

Would you like to use the Message Tracking Service? [Y]>

Do you want to use Centralized Message Tracking for this appliance? [N]>
Would you like to track rejected connections? [N]>

Message Tracking service status: Local Message Tracking is enabled.
Rejected connections are currently not being tracked.

Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

(1>

B A DR )

RAT: B ATE PR .
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tzupdate [force]

mail.example.com> tzupdate
Requesting update of Timezone Rules
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. updateconfig

updateconfig
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mail.example.com> updateconfig

Service (images) : Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> setup

For the following services, please select where the system will download updates from:
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

1. Use Cisco IronPort update servers (http://downloads.ironport.com)
2. Use own server
[1]1>
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For the following services, please select where the system will download updates from

(images) :

Service (images): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers
2. Use own server

[1]1>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own server

[11>

For the following services, please select where the system will download the list of available
updates from:

Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers
2. Use own update list
[11>
For the following services, please select where the system will download the list of available
updates from:
Service (list): Update URL:
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
1. Use Cisco IronPort update servers
2. Use own update list
[11>
Enter the time interval between checks for new:
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
Use a trailing 's' for seconds, 'm' for minutes or 'h' for hours. The minimum
valid update time is 30s or enter '0' to disable automatic updates (manual
updates will still be available for individual services).
[5m]>
When initiating a connection to the update server the originating IP interface
is chosen automatically. If you want to choose a specific interface, please
specify it now.

1. Auto
2. Management (10.76.69.149/24: vm30esa0086.1ibga)
[11>

Do you want to set up a proxy server for HTTP updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades
[N]>
Do you want to set up an HTTPS proxy server for HTTPS updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
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- Cisco IronPort AsyncOS upgrades
- SenderBase Network Participation sharing
[N]>
Service (images): Update URL:
Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>
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mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> validate certificates

Should server certificates from Cisco update servers be validated?
[Yes]>

Service (images): Update URL:

Nt
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Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

BB & LUEERERSFRE

updatenow
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Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwIBAGIBATANBgkghkiG9w0OBAQUFADCBgDELMAKGALUEBhMCSU4x
DDAKBGNVBAGTAOEBUIENM. + 4 ot et et e e e e eteteee e eeeeeeeeaanenennenn

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

TR BT AT AR GUIR 55 LA FREA T BB
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updatenow [force]

mail3.example.com> updatenow
Success - All component updates requested

BE RGNS R
AT A AT 87

FEAEE T M ARV FA VR I .
LIRS ML A SRR 2 A%

mail3.example.com> version
Current Version

Product: Cisco Cl00V Email Security Virtual Appliance
Model: C100V

Version: 9.1.0-019

Build Date: 2015-02-17

Install Date: 2015-02-19 05:17:56

Serial #: 421C73B18CFB05784A83-B03A99E71EDS
BIOS: 6.00

CPUs: 2 expected, 2 allocated

Memory: 6144 MB expected, 6144 MB allocated
RAID: NA

RAID Status: Unknown

RAID Type: NA

BMC: NA

%: BERG)
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wipedata
15 AR
/1] wipedata iy 4T EUHBREASE FIORDCPE, IERPERT— VOB RAE RS
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Usage
BT I REE <A
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MBS Sar AR B
5l

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> coredump

wipedata: In progress

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> status

Last wipedata status: Successful

upgrade
15 AR
upgrade CLI 14 iR i TR A1, IF LK AsyncOS %6 TH I 165 (RRA .

Usage
18 MmAARTE R .
TS A SR TSR R A
B HS: i A SR PR 0
15l

mail3.example.com> upgrade
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Upgrades available:

1. AsyncOS (***DON'T TOUCH!***) 4.0.8 upgrade, 2005-05-09 Build 900

2. AsyncOS 4.0.8 upgrade, 2005-08-12 Build 030

45. SenderBase Network Participation Patch

[45]>

Performing an upgrade will require a reboot of the system after the upgrade is applied.
Do you wish to proceed with the upgrade? [Y]> Y

A & 533E 22 (Content Filters)

* contentscannerstatus , 55 114 U1

* contentscannerudpate , 2 114 1T

contentscannerstatus
R A AR T R AN R

Usage

AT B ATE PR .

REARAE B i A BRAE T U T A ]

HEAL IR A B A SCHAAL AL BEA% 2
Rt

mail.example.com> contentscannerstatus

Component Version Last Updated

Content Scanner Tools 11.2.1884.970097 Never updated
contentscannerudpate

VRTINS 5E . W RAE “omf)” S8, AR R o, R aT 8
Usage

RAT: e AT R .

PR Jear AR AR M . Bl PR AR S BN (i, Bk e
TEHD A

HEALIB A S Sbay A SCREREAL BAE 2C

45l

mail.example.com> contentscannerupdate force
Requesting forced update for Content Scanner.
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LDAP

LS LR CLI fr 4

* ldapconfig , % 115 1L
* Idapflush , %% 119 1T
* Idaptest , & 119 0T

* sievechar , % 120 7L

Idapconfig

1% PR
il & LDAP R%%-5%

Usage

SHT T I A =AU G 224l THEHL .
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15 - €32 #7 Y LDAP AR 583 B & 314

15 R 7 ), 1dapeonfig i@ FH 1€ X 224058 3 (1) LDAP IR 55 a4, ~HCE LN &) ik A
240 (1dapaccept ¥4 ) « B (ldaprouting F1ir4) « th%% (masquerade F#ii4) . iii&EHIK
PRGBS X i 2 P S AR (isqauth 4D « B RIBPRE A5 4 5 JF (isqalias T-fiy4)

B56, 48 mldapserver.example.com LDAP IR 45238 E “PublicLDAP” 744 . &l In) 3t
3268 (ERIME)D o &5 X example.com [1]48 % % (dc=example,dc=com), [ i & SO NFE 52 15
WA 8T % E A DR 2 . AR b R A 115 OpenLDAP H SR FECE R, 21 H L2 #11 Internet Draft
draft-lachman-laser-ldap-mail-routing-xx.txt "' 3€ X [f] inetLocalMailRecipient Ff{ JEXT %K, A IHFRA

“Laser K" o (HLEERIN A AL S AE OpenLDAP V0 K. D iR, ARG, fEHRLE
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mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:

[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:
1. Anonymous
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2. Passphrase based

[1]1> 2

Please enter the bind username:

[cn=Anonymous]>

Please enter the bind passphrase:

[1>

Connect to LDAP server to validate setting? [Y]
Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:

1. Active Directory
2. OpenLDAP

3. Unknown or Other
[3]1> 1

Please enter the port number:

[3268]> 3268

Please enter the base:

[dc=example,dc=com]> dc=example,dc=com
Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase

Base: dc=example,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.
- TEST - Test the server configuration.

o
3
|

5. sERH |

- LDAPACCEPT - Configure whether a recipient address should be accepted or

bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.

- SMTPAUTH - Configure SMTP authentication.
- CERTAUTH - Configure certificate authentication.
- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> ldapaccept

Please create a name for this query:
[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept
Enter the LDAP query string:

[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})
Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be

- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

accepted or bounced/dropped.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.

- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> ldaprouting

Please create a name for this query:
[PublicLDAP.routing]> PublicLDAP.routing

Enter the LDAP query string:

[ (mailLocalAddress={a})]> (mailLocalAddress={a})

The query requires one of the attributes below. Please make a selection.

>
W
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[1] Configure MAILROUTINGADDRESS only - Rewrite the Envelope Recipient (and
leave MAILHOST unconfigured)?
[2] Configure MAILHOST only - Send the messages to an alternate mail host
(and leave MAILROUTINGADDRESS unconfigured)?
[3] Configure both attributes
(> 1
Enter the attribute which contains the full rfc822 email address for the
recipients.
[mailRoutingAddress]> mailRoutingAddress
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> masquerade
Please create a name for this query:
[PublicLDAP.masquerade]> PublicLDAP.masquerade
Enter the LDAP query string:
[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})
Enter the attribute which contains the externally visible full rfc822 email address.
[1> mailLocalAddress
Do you want the results of the returned attribute to replace the entire friendly portion
of the original recipient? [N]> n
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
MASQUERADE: PublicLDAP.masquerade
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> isgauth
Please create a name for this query:
[PublicLDAP.isgauth]> PublicLDAP.isgauth
Enter the LDAP query string:
[ (sAMAccountName={u}) ]> (sAMAccountName={u})
Enter the list of email attributes.
[1> mail,proxyAddresses
Do you want to activate this query? [Y]> y
Do you want to test this query? [Y]> y
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User identity to use in query:

[1> admin@example.com

Passphrase to use in query:

[1> passphrase

LDAP query test results:

LDAP Server: myldapserver.example.com

Query: PublicLDAP.isgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1>

Current LDAP server configurations:

1. PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1>

=~ -EERRE
R REIY, 4EE LDAP & JRi%E, @4 TLS ERMED.

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> setup

Choose the IP interface for LDAP traffic.

1. Auto

2. Management (10.92.145.175/24: esxl6-esall.qga)
[11> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having

negative results? [Y]>

Validate LDAP server certificate? [Y]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not be

secure.
1. partner.com
2. Demo

Please choose the certificate to apply:

>
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Idapflush
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Usage
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Idaptest

1t AA

Usage

]l

idapflush ]

[11> 1

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

(1>

TEHLETE 221711 LDAP 4511,

A AT R .
RIS e & ULV SERLBE T A
BB IR LRI

mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results? [N]> y
Flushing cache

mail3.example.com>

HAT A LDAP &)l

A I RTE R
RESERFEL: M & DURAE T SEBLBR A
HANBAS: Iy SR SRR

FEATREIH, 1% ldaptest @72 H T ML E 1 LDAP R4S 25 HC & R ME— e N e &l WA
Hihik “admin@example.com” MR, M Ak “bogus@example.com™ WA I ik Wl .

mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep

[11> 1

Address to use in query:
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[1> admin@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: admin@example.com
Action: pass

LDAP query test finished.
mail3.example.com> ldaptest

Select which LDAP query to test:

1. PublicLDAP.ldapaccep

[11> 1
Address to use in query:

[1> bogus@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept

Argument: bogus@example.com

Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found
LDAP query test finished.
mail3.example.com>

VEEBAE ] T Sieve B UEMI 4%, 1 RFC 3598 ik, iV, Sieve FAFNAE LDAP 457
1 LDAP T 4% &yt S g iR o 2R G0 1K) HLAth 58 20 B A 58 2 I B bl v 484
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BEEHTEL: JEAr TN T A MU SN (B, AL AL
AT S et &S FIOAL

TEATRI R, sievechar fit 2 FH T8 + & X A EH 2 A1 LDAP 5814 th &0 al 9 PR3 i Sieve 745

mail3.example.com> sievechar

Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:

- SETUP - Set the separator character.

[1> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.
[1> +

Sieve Email Filter is enabled, using the '+' character as separator.
This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:

- SETUP - Set the separator character.

[1>
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addresslistconfig , % 121 71

aliasconfig , #f 123 71

archivemessage , % 125 L
altsrchost , %5 126 UL
bounceconfig , #f 127 T

.

bouncerecipients , 5 130 7T
bvconfig , 5 131 7T
deleterecipients , 3 132 I

deliveryconfig , % 133 1L
delivernow , 2 134 1
destconfig , % 134 TT
hostrate , % 141 T
hoststatus , £} 142 7T

.

imageanalysisconfig , 2 143 71
oldmessage , #f 144 1L
rate , 2 145 i1

redirectrecipients , 5 145 T
resetcounters , 5 146 UL

.

removemessage , 5 147 JL
* showmessage , % 147 71

* showrecipients , 2 148 1T
* status , 35 97 UL

* tophosts , 5 150 71

* topin , & 151 7T

* unsubscribe , ; 151 TT

o TAEBAY . 28 152 5T

addresslistconfig
15t A
GRS

Usage
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addresslistconfig new <name> --descr=<description> --addresses=<addressl,address2,...>

G AR LAY MLk A1) -

addresslistconfig edit <name> --name=<new-name> --descr=<description>
-—addresses=<addressl, address2, ...>

TR 512 -

addresslistconfig delete <name>

ITEIHBAE SR 513

addresslistconfig print <name>

ok &:k bl D LIS LR o

addresslistconfig conflicts <name>

L]l

mail.example.com> addresslistconfig

No address lists configured.

Choose the operation you want to perform:

- NEW - Create a new address list.

[1> new

Enter a name for the address list:

> add-listl

Enter a description for the address list:

> This is a sample address list.

Do you want to enter only full Email Addresses? [N]> Y
Enter a comma separated list of addresses:

(e.g.: user@example.com)

> userl@example.com, user2@example.com

Address list "add-listl" added.

Choose the operation you want to perform:

- NEW - Create a new address list.

- EDIT - Modify an address list.

- DELETE - Remove an address list.

- PRINT - Display the contents of an address list.
- CONFLICTS - Find conflicting entries within an address list.
[1>
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aliasconfig
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Usage
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aliasconfig .
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aliasconfig & (UHEAL BEAK AT DL OB (0 4R . il R FTENIRIER 44 I 2R LU 3
NI AA . R AR B &, 5K LA 53U aliasconfig iy 455 R I F1 HA (AR BE45 5] -

* INTIHT IR B A5 44 -

aliasconfig new <domain> <alias> [email addressl] [email address2] ...

P

A AEBLAA I “aliasconfig new”  fiT &2y P ELGI bk

* G AR ELA IR AE ) 4

aliasconfig edit <domain> <alias> <email addressl] [email address2] ...

BRI 44 -

aliasconfig print]

.

SV SV ER ]S

aliasconfig import <filename>|

B LR A AR

aliasconfig export <filename>|
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mail3.example.com> aliasconfig

Enter address(es) for "customercare".

Separate multiple addresses with commas.

[1> bobRexample.com, frank@example.com, sally@example.com

Adding alias customercare: bob@example.com, frank@example.com, sally@example

Do you want to add another alias? [N]> n
There are currently 1 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- PRINT - Display the table.
- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.
- CLEAR - Clear the table.
[1> new
How do you want your aliases to apply?
1. Globally
2. Add a new domain context
3. example.com
[11> 1
Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain
- "Q@domain" - All users in this domain.

A
AR =:

.com

- "Q@.partialdomain" - All users in this domain, or any of its sub domains.

[1> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.
[1> administrator@example.com

Adding alias admin: administrator@example.com
Do you want to add another alias? [N]> n
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bob@example.com, frank@example.com, sally@example.com

There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1>
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Usage
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mail3.example.com>
archivemessage

Enter the MID to archive.
[0]> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration
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altsrchost

15t AP

Usage

]l

H o

i

w%: sETH |

P R UL G (tm) WSS

WA MAATE R
R Mo & T PR A SERLEI R, AL HHSERD
AT A 4 s Bt & R SR

FE NI BI KT ED altsrchost R DL /R AEAEMSS . S5, BN H -

* K H 4N @exchange.example.com ZH 45 %% AL B 44K i 5 21 PublicNet #2111,
* KE KM TP Hihil: 192.168.35.35 [HIEFF 23 B 21 AnotherPublicNet #2 1H .

¢ J5, F altsrchost BESFFTENHI K, DARIA 428 T k.

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a Virtual
Gateway mapping.

Partial addresses such as "@example.com" or "user@" are allowed.

[1> @exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a Virtual
Gateway mapping.

Partial addresses such as "(@example.com" or "user@" are allowed.

[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

]



bounceconfig .

[11> 1

Mapping for 192.168.35.35 on interface AnotherPublicNet created.
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

CLEAR - Remove all mappings.

1> print

192.168.35.35 -> AnotherPublicNet
@exchange.example.com -> PublicNet
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1>

mail3.example.com> commit

[
1
2

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bounceconfig

Description

Usage

et

Configure the behavior of bounces.
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mail3.example.com> bounceconfig

Current bounce profiles:

1. Default

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

[1> new

Please create a name for the profile:
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[1> bounceprofile

Please enter the maximum number of retries.

[100]> 100

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]> 259200

Please enter the initial number of seconds to wait before retrying a message.
[60]1> 60

Please enter the maximum number of seconds to wait before retrying a message.
[3600]> 3600

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> y

Do you want bounce messages to use the DSN message format? (Yes/No/Default) [Y]> y
Enter the subject to use:

[Delivery Status Notification (Failure)]>

Select default notification template:

1. System Generated

2. bounce english

3. bounce russian

[11>

Do you want to configure language specific templates? [N]>

Do you want to parse the DSN "Status" field received from bounce

responses to include in the DSN generated by the appliance?

(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a delay warning
message? (Yes/No/Default) [N]> y

Enter the subject to use:

[Delivery Status Notification (Delay)]>

Select default notification template:

1. System Generated

2. bounce_english

3. bounce russian

11> 1

Do you want to configure language specific templates? [N]>

Please enter the minimum interval in seconds between delay warning messages.
[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

11> 1

Do you want hard bounce and delay warning messages sent to an alternate address, instead
of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.

[1> bounce-mailbox@example.com

Do you want bounce messages to be signed (Yes/No/Default)? [N]>

Current bounce profiles:

1. Default

2. bounceprofile

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

[1>

mail3.example.com>
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mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> bounceconfig

Please choose a bounce profile to apply:

1. Default

2. bounceprl

3. New Profile

[1]1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: bounceprl

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

£
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- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

. x50 |

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

1>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Enabled the bounceprl profile to the Outbound mail listener
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bouncerecipients
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Usage
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mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to bounce.
[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"?
Bouncing messages, please wait.

100 messages bounced.
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mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11>

Are you sure you want to bounce all messages in the queue? [N]> Y
Bouncing messages, please wait.

1000 messages bounced.

bvconfig

i A
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mail3.example.com> bvconfig
Behavior on invalid bounces: reject
Key for tagging outgoing mail: key
Previously-used keys for verifying incoming mail:
1. key (current outgoing key)
2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
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[1> key
Enter the key to tag outgoing mail with (when tagging is enabled in the Good
Neighbor Table)
[1> basic_key
Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic key
Previously-used keys for verifying incoming mail:
1. basic key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> setup
How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?

1. Reject.
2. Add a custom header and deliver.
[1]1> 1

Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic key
Previously-used keys for verifying incoming mail:
1. basic key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
(1>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> Configuring a new key and setting reject for invalid email bounces
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

deleterecipients
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mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to delete.
[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"? [N]> Y
Deleting messages, please wait.

100 messages deleted.

#% Envelope From 1t 31t f&

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to delete.
[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

SRR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Are you sure you want to delete all messages in the queue? [N]> Y
Deleting messages, please wait.

1000 messages deleted.

deliveryconfig
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mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

2. AnotherPublicNet (192.168.3.1/24: maild.example.com)
3. Management (192.168.42.42/24: mail3.example.com)

4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 1

Enable "Possible Delivery" (recommended)? [Y]> y

Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000
mail3.example.com>

delivernow
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mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient domain

2. All messages

[1]1> 1

Please enter the recipient domain to schedule for delivery.
[1>foo.com

Scheduling all messages to foo.com for delivery.

destconfig
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destconfig new <profile> [options]
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destconfig import <filename>|
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concurrency limit=<int> - The maximum concurrency for a specific host.

concurrency limit type=<host|MXIP> - Maximum concurrency is per host or per MX IP.

concurrency limit apply=<system|VG> - Apply maximum concurrency is system wide or by Virtual
Gateway (tm) .

max messages_per connection=<int> - The maximum number of messages that will be sent per
connection.

recipient limit minutes=<int> - The time frame to check for recipient limits in minutes.

recipient limit=<int> - The number of recipients to limit per unit of time.

use_tls=<off|on|requirelon verify|require verify> - Whether TLS should be on, off, or
required for a given host.

bounce profile=<default|profile> - The bounce profile name to use.

bounce verification=<off|on> - Bounce Verification option.

. EIEFHAY destconfig X H
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mail3.example.com> destconfig

There are currently 2 entries configured.
Choose the operation you want to perform:
- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.
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- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> 1list
1

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
(Default) On Ooff Ooff (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> partner.com

Do you wish to configure a concurrency limit for partner.com? [Y]> y
Enter the max concurrency limit for "partner.com".

[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> y
Enter the number of minutes used to measure the recipient limit.
[60]> 60

Enter the max number of recipients per 60 minutes for "partner.com
[1> 50

Select how you want to apply the limits for partner.com:

1. One limit applies to the entire domain for partner.com

2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n

Do you wish to apply a specific bounce verification address tagging setting for
this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Throttled delivery to partner.com in the destconfig table

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT
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mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> newpartner.com

Do you wish to configure a concurrency limit for newpartner.com? [Y]> n

Do you wish to apply a messages-per-connection limit to this domain? [N]> n

Do you wish to apply a recipient limit to this domain? [N]> n

Do you wish to apply a specific TLS setting for this domain? [N]> y

Do you want to use TLS support?

1. No

2. Preferred

3. Required

4. Preferred(Verify)

5. Required (Verify)

[1]> 3

You have chosen to enable TLS. Please use the 'certconfig' command to ensure that there is
a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging setting for this domain?
[N]> y

Perform bounce verification address tagging? [N]> y

Do you wish to apply a specific bounce profile to this domain? [N]> y

Please choose a bounce profile to apply:

1. Default
2. New Profile
[11> 1

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Reg On Default
(Default) On Off Off (Default)

Enter the domain name to view, or enter DEFAULT to view details for the
default, or enter ALL to view details for all:

[1> all

newpartner.com

Maximum messages per connection: Default

Rate Limiting: Default

TLS: Required

Bounce Verification Tagging: On

£

%: %56 i



&% sE76 |

B 75 i cgnx

Bounce Profile: Default
Default
Rate Limiting:
500 concurrent connections
No recipient limit
Limits applied to entire domain, across all virtual gateways
TLS: Off
Bounce Verification Tagging: Off
There are currently 2 entries configured.
[1>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> enabled TLS for delivery to newpartner.com using demo certificate
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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mail3.example.com> destconfig

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.

[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com? [Y]> y

Enter the max concurrency limit for "exchange.example.com".

[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.
[60]1> 1

Enter the max number of recipients per 1 minutes for "exchange.example.com".
[1> 1000

Select how you want to apply the limits for exchange.example.com:

1. One limit applies to the entire domain for exchange.example.com

2. Separate limit for each mail exchanger IP address

[1]1> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n

Do you wish to apply a specific bounce verification address tagging setting for this domain?
[N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n

Nt
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hostrate

1t AR

Usage

wol. 2meE [
There are currently 3 entries configured.
Choose the operation you want to perform:
- SETUP - Change global settings.
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- DEFAULT - Change the default.
- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.
- IMPORT - Import tables from a file.
- CLEAR - Remove all entries.
[r>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> set up shock absorber for inbound mail
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
EATRI, ATCE TLS MR TLS %35 AIE 1.
mail3.example.com> destconfig
Choose the operation you want to perform:
- SETUP - Change global settings.
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- DEFAULT - Change the default.
- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.
- IMPORT - Import tables from a file.
- EXPORT - Export tables to a file.
[1> setup
The "Demo" certificate is currently configured. You may use "Demo", but this will not be
secure.
1. partner.com

2.

Demo

Please choose the certificate to apply:
[11> 1
Do you want to send an alert when a required TLS connection fails? [N]> n
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mail3.example.com> hostrate

Recipient host:

[1> aol.com

Enter the number of seconds between displays.

[10]> 1
Time Host CrtCncOut ActvRcp ActvRcp DlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

fEH Ctrl+C 2148 T 5% 11 hostrate 174 .

hoststatus

i AR
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Usage
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mail3.example.com> hoststatus

Recipient host:
[1> aol.com
Host mail status for: 'aol.com'
Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up
Counters:
Queue
Soft Bounced Events 0
Completion
Completed Recipients
Hard Bounced Recipients
DNS Hard Bounces
5XX Hard Bounces
Filter Hard Bounces
Expired Hard Bounces
Other Hard Bounces
Delivered Recipients
Deleted Recipients
Gauges:
Queue
Active Recipients 0
Unattempted Recipients
Attempted Recipients 0

O OO O ok O

o
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imageanalysisconfig .

Connections
Current Outbound Connections 0
Pending Outbound Connections 0
Oldest Message No Messages
Last Activity Fri Aug 8 11:04:24 2003
Ordered IP addresses: (expiring at Fri Aug 8 11:34:24 2003)
Preference IPs
15 64.12.137.121 64.12.138.89 64.12.138.120
15 64.12.137.89 64.12.138.152 152.163.224.122
15 64.12.137.184 64.12.137.89 64.12.136.57
15 64.12.138.57 64.12.136.153 205.188.156.122
15 64.12.138.57 64.12.137.152 64.12.136.89
15 64.12.138.89 205.188.156.154 64.12.138.152
15 64.12.136.121 152.163.224.26 64.12.137.184
15 64.12.138.120 64.12.137.152 64.12.137.121
MX Records:
Preference TTL Hostname
15 52m24s mailin-01.mx.aol.com
15 52m24s mailin-02.mx.aol.com
15 52m24s mailin-03.mx.aol.com
15 52m24s mailin-04.mx.aol.com

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN: DNS FAILURE
(at Fri Aug 8 11:04:25 2003)

Virtual gateway information:

example.com (PublicNet 017):
Host up/down: up
Last Activity Wed Nov 13 13:47:02 2003
Recipients 0

example.com (PublicNet 023):
Host up/down: up
Last Activity Wed Nov 13 13:45:01 2003
Recipients

imageanalysisconfig

1t A
HiC & TronPort EE 40 T 15
Usage
Bz A HE B
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HEALIB AL A A SCRAHI AL BA% X

5l

mail.example.com>imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect(50-74), Inappropriate (75+)
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oldmessage
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Usage
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Skip small images with size less than 100 pixels (width or height)

(First time users see the license agreement displayed here.)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[1> setup

IronPort Image Analysis: Enabled

Would you like to use IronPort Image Analysis? [Y]>

Define the image analysis sensitivity. Enter a value between 0 (least sensitive) and 100
(most sensitive). As sensitivity increases, so does the false

positive rate. The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict. Enter the upper bound of the CLEAN range by entering
a value between 0 and 98. The default setting of 49 is

recommended.

[49]1>

Define the range for a SUSPECT verdict. Enter the upper bound of the SUSPECT range by
entering a value between 50 and 99. The default setting of 74 is

recommended.

(741>

Would you like to skip scanning of images smaller than a specific size? [Y]>

Please enter minimum image size to scan in pixels, representing either height or width of
a given image.

[100]>

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)

Skip small images with size less than 100 pixels (width or height)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

1>
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mail3.example.com>

oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from test02.com ([172.19.0.1091])

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 4031l@example.com

Nt



rate .

Subject: Testing
Message-Id: <20070215061136.68297.16346Q@test02.com

rate
1t FA
M A S A e e
Usage
1A% MM A ARTE 4R .
B R bar A OURAE TN A
HALIB AL MoAr A SR AL BA% K
1

mail3.example.com> rate

Enter the number of seconds between displays.

[10]> 1
Hit Ctrl-C to return to the main prompt.
Time Connections Recipients Recipients Queue
In Out Received Delta Completed Delta K-Used
23:37:13 10 2 41708833 0 40842686 0 64
23:37:14 8 2 41708841 8 40842692 6 105
23:37:15 9 2 41708848 7 40842700 8 76
23:37:16 7 3 41708852 4 40842705 5 64
23:37:17 5 3 41708858 6 40842711 6 64
23:37:18 9 3 41708871 13 40842722 11 67
23:37:19 7 3 41708881 10 40842734 12 64
23:37:21 11 3 41708893 12 40842744 10 79
~C

redirectrecipients
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. Usage

Usage
PRAT: M S AT PR
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redirectrecipients iy % (1)t AL BEAS AT DL T AT AL 48 CLI Air 2 I D g -
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redirectrecipients host <hostname>|

AN Ll
PAR 7 B4 A7 S B 5 1) %2 example2.com L.
mail3.example.com> redirectrecipients
Please enter the hostname or IP address of the machine you want to send all mail to.
[1> example2.com
WARNING: redirecting recipients to a host or IP address that is not prepared to accept large
volumes of SMTP mail from this host
will cause messages to bounce and possibly result in the loss of mail.
Are you sure you want to redirect all mail in the queue to "example2.com"? [N]> y
Redirecting messages, please wait.
246 recipients redirected.
resetcounters

i fA
BRI A

Usage
AT M S ATE PR
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HAER AL M S A SR AL B RS .
15

mail3.example.com> resetcounters
Counters reset: Mon Jan 01 12:00:01 2003

B % 5276
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removemessage

1t A
S22 2 MRS € HEPF 1D R AL o
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Usage
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example.com>
removemessage
Enter the MID to remove.
[1>1
MID 1: 19 secs old
Received: from example2.com ([172.16.0.1027)
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing
Message-Id: <20070302035041.67424.53212@test02.com>
Remove this message? [N]> y

showmessage

it FA
SRR AE MR 1D AR ISR AT A 1E S
Usage
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451

example.com> showmessage
MID 9: 1 hour 5 mins 35 secs old
Received: from example2.com([172.19.0.109])
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com




. showrecipients

To: 4031@example.com
Subject: Testing
Message-Id: <20070215061136.68297.16346Qtest02.com>

This is the message body.

showrecipients

15 AR

Usage
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showrecipients 74 [IHE AL RS AT DL T AT AL 48 CLI A2 (1 A1 D g

o F AN N LA FR A SRR

showrecipients host <hostname>|

F A5 B N hE A s

showrecipients [sender options] <sender email>

N THI ) sender_option AJ ] :
--match-case Hudik (1 /7 4435650 K/NE UL
o BRI A

showrecipients all

LR 7R s A e N EH LA B o

mail3.example.com> showrecipients

Please select how you would like to show messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 3

Showing messages, please wait.

MID/ Bytes/ Sender/ Subject
%: BETR)

P
4>
N

o

N
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status I}

[RID] [Atmps] Recipient

1527 1230 userl23456Q@ironport.com Testing
[0] [0] 9554@example.com

1522 1230 userl23456Q@ironport.com Testing
[0] [0] 3059@example.com

1529 1230 userl23456Q@ironport.com Testing
[0] [0] 7284@example.com

1530 1230 userl23456Q@ironport.com Testing
[0] [0] 8243@example.com

1532 1230 userl23456Q@ironport.com Testing
[0] [0] 1820@example.com

1531 1230 userl23456Q@ironport.com Testing
[0] [0] 9595@example.com

1518 1230 userl23456Q@ironport.com Testing
[0] [0] 8778@example.com

1535 1230 userl23456Q@ironport.com Testing
[0] [0] 1703@example.com

1533 1230 userl23456Q@ironport.com Testing
[0] [0] 3052@example.com

1536 1230 userl23456Q@ironport.com Testing
[0] [0] 511l@example.com

status

Usage
BeAT: S SR HA
FEARE L. M T H T =Rk BN (R 24l THEPD .
AL H iy 4 i A SR AL P A% 2

451

mail.example.com> status detail

Status as of: Mon Sep 08 00:01:44 2014 GMT
Up since: Tue Aug 26 17:24:16 2014 GMT
(12d 6h 37m 28s)
Last counter reset: Never
System status: Online
Oldest Message: No Messages
Feature - IronPort Anti-Spam: 1459 days
Feature - Incoming Mail Handling: Perpetual
Feature - Outbreak Filters: 1459 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 2 2 2
Recipients Received 2 2 2
Rejection
Rejected Recipients 0 0 0
Dropped Messages 0 0 0
Queue
Soft Bounced Events 0 0 0
Completion
Completed Recipients 0 0 0
Current IDs
Message ID (MID)
Injection Conn. ID (ICID) 0
Delivery Conn. ID (DCID) 13
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tophosts
15 AR

Usage
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Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 2
Messages In Work Queue 0
Kilobytes Used 184
Kilobytes Free 8,388,424
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

BRI S MBAEBAA 1 RIS A S 0T e o e SO N W& S AP AEAR 28 ) (A AL ) Al
F tophosts i1 . tophosts v 2K iR [BIBAF1 F Ry 20 NBEE N ENLIZZR . 7] LU R ST $oim HE
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AT A ATFE K87
FEEEE . e RV A N .
HEALIRAR S b A SCRFREAL B S 2

mail3.example.com> tophosts
Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients

4. Hard Bounced Recipients
5. Soft Bounced Events

[11> 1
Status as of: Fri Mar 13 06:09:18 2015 GMT
Hosts marked with '*' were down as of the last delivery attempt.

Active Conn. Deliv. Soft Hard
# Recipient Host Recip. out Recip. Bounced Bounced
1* example.com 2 0 0 0 0
2 the.encryption.queue 0 0 0 0 0
3 the.euqg.queue 0 0 0 0 0
4 the.euqg.release.queue 0 0 0 0 0
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topin
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mail3.example.com> topin
Status as of: Sat Aug 23 21:50:54 2003
# Remote hostname Remote IP addr. listener Conn. In
Imail.remotedomainOl.com 172.16.0.2 Incoming01 10
2 mail.remotedomainOl.com 172.16.0.2 Incoming02 10
3 mail.remotedomainO3.com 172.16.0.4 Incoming01 5
4 mail.remotedomainO4.com 172.16.0.5 Incoming02 4
5 mail.remotedomainO05.com 172.16.0.6 Incoming01 3
6 mail.remotedomain06.com 172.16.0.7 Incoming02 3
7 mail.remotedomain07.com 172.16.0.8 IncomingO1l 3
8 mail.remotedomain08.com 172.16.0.9 Incoming01 3
9 mail.remotedomain09.com 172.16.0.10 Incoming01 3
10 mail.remotedomainlO.com 172.16.0.11 Incoming01 2
11 mail.remotedomainll.com 172.16.0.12 Incoming01 2
12 mail.remotedomainl2.com 172.16.0.13 Incoming02 2
13 mail.remotedomainl3.com 172.16.0.14 Incoming01 2
14 mail.remotedomainl4.com 172.16.0.15 Incoming01 2
15 mail.remotedomainl5.com 172.16.0.16 Incoming01 2
16 mail.remotedomainlé.com 172.16.0.17 Incoming01 2
17 mail.remotedomainl7.com 172.16.0.18 Incoming01 1
18 mail.remotedomainl8.com 172.16.0.19 Incoming02 1
19 mail.remotedomainl9.com 172.16.0.20 Incoming01 1
20 mail.remotedomain20.com 172.16.0.21 Incoming01 1

ApY
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FEARFIH, Fht user@example.net W8 IN 2] T 4 JREGH T U2, HE HiZDhRerRc & g Rl 4F
RIE B S HE AR R [R] s S FEARRE IR 2 AT 2 LR Rl

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as "(@example.com"
or "user@" are allowed, as are IP addresses. Partial hostnames such as "@.example.com" are
allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y

Would you like matching messages to be dropped or bounced?

1. Drop
2. Bounce
[1]1> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

TAERAF
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mail3.example.com> workqueue
Status: Operational
Messages: 1243

Manually pause work queue? This will only affect unprocessed messages. [N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status: Paused by admin: checking LDAP server
Messages: 1243

= Il

a4

BN DR TR A . WERBORA NS, RS20 R I AL “ operator paused”

FECL R 7R B, AR BASIRE A

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server
Messages: 1243

Resume the work queue? [Y]> y

Status: Operational

Messages: 1243

MR E/ Mg T A

AFB A LUR CLI i %
etherconfig , % 154 UL
interfaceconfig , £ 155 UL
nslookup , %3 157 7T
netstat , 23 158 UL
packetcapture , 5 159 7T
ping , i 160 71

ping6 , 161 71
routeconfig , 3 162 7T
setgateway , 3 164 I
sethostname , f 165 I
smtproutes , 5 166 T
sslconfig , %5 167 it
sslv3config , £ 170 1L

* telnet , f 170 7T

* traceroute , i 171 UL

* traceroute6 , 5 172 TL
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etherconfig
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mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> vlan

VLAN interfaces:

Choose the operation you want to perform:

- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):

[1> 12

Enter the name or number of the ethernet interface you wish bind to:
1. Data 1

2. Data 2

3. Management

11> 1

VLAN interfaces:

1. VLAN 12 (Data 1)

Choose the operation you want to perform:

- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> loopback

Currently configured loopback interface:

Choose the operation you want to perform:

- ENABLE - Enable Loopback Interface.

1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

II ws: BERG




interfaceconfig .

[1> mtu

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 default mtu 1500

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.
[1> pairl

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 12

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 2

Please enter a non-default (1500) MTU value for the Data 2 interface.
[1> 1200

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 mtu 1200

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1>

interfaceconfig

1jt AR
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interfaceconfig new <name>

<ethernet interface>

<hostname>

--ip=IPv4 Address/Netmask
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--ip6=IPv6 Address/Prefix Lenght]

[--ftp[=<port>]]

[--telnet [=<port>]]

[--ssh[=<port>]]

[--http] [=<port>]

[--https[=<port>]]

[--eug http[=<port>]]

[--euqg https] [=<port>]

[--ccs[=<port>]].

FTP is available only on IPv4.

M B4z 1

interfaceconfig delete <name>|

mail.example.com> interfaceconfig

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.
(1> 1

IP interface name (Ex: "InternalNet"):

[Management] >

Would you like to configure an IPv4 address for this interface (y/n)?

IPv4 Address (Ex: 192.168.1.2 ):

[1.1.1.11>

Netmask (Ex: "24", "255.255.255.0" or "Oxffffff0oo"):
[OxfEfffffff]>

Would you like to configure an IPv6 address for this interface (y/n)?

Ethernet interface:
1. Data 1

2. Data 2

3. Management

%: BERG)

[Yy>

[N]> n
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[31>

Hostname:

[mail.example.com]>

Do you want to enable SSH on this interface? [Y]>

Which port do you want to use for SSH?

[22]1>

Do you want to enable FTP on this interface? [N]>

Do you want to enable Cluster Communication Service on this interface? [N]>

Do you want to enable HTTP on this interface? [Y]>

Which port do you want to use for HTTP?

[80]1>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?

[443]>

Do you want to enable Spam Quarantine HTTP on this interface? [N]>

Do you want to enable Spam Quarantine HTTPS on this interface? [N]>

Do you want to enable AsyncOS API (Monitoring) HTTP on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTP?

[6080]>

Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTPS?

[6443]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not be
secure. To assure privacy, run "certconfig" first.

Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the
secure service? [Y]>

You have edited the interface you are currently logged into. Are you sure you want to
change it? [Y]>

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

1# ] nslookup fir 412 DNS HfE.

nslookup fir % Al LA IA ¥ 7 BERS 2L JF MR B TAF DNS G844 ilk95) g5 as i) EHLAA A 1P 3
fik.

3R 9: nslookup 5 S &R ZEHE

T 15t A

WU LI s i

CNAME it W2 RS A4 FR

PG AF M A H o

NS g P4 0 DA 44 Pk e 55
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. Usage

TR 15 BB

PTR R A BRI RE, R ENZ, TN, &R mHAME BT
&t

SOA WA ) “start-of-authority” {7 &

TXT AAE B

Usage
AT B S ATEE IR .
FEARE B M AT H T =Rk SN IR 24l THEPD .
HEALIB A S A & AR AL HA% X
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mail.example.com> nslookup

Please enter the host or IP address to resolve.
[1> vm30esal086.1ibga

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,
otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information
8. TXT the text information

[11>

AAAA= 2001 420:54ff:££f06::95 TTL=30m

netstat

1t A
{1 netstat Ay 2 1T LUB RN Z8 G (B AFIE D)« B R — S 58 N4 HE . il EIR
KIS A 24 BAAmE, BARMH -a. -Ay -g. -m. -M, -N. -s. @ﬁﬁé\‘éfuil-ﬂ%
FIZAT, T LN netstat, AR5 A TLANIE IR 85 DU T A o 808 n] LAF e B T 1942 11
DA 2 73 PR T B o

Usage
AT AT A ARTE PR .
BEEEE A M SR T RN R A H] .
HEALIB A : My A SR AL A% 5

B % 5276
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example.com> netstat

Choose the information you want to display:
List of active sockets.

State of network interfaces.

Contents of routing tables.

Size of the listen queues.

Packet traffic information.

elect the ethernet interface whose state you wish to display:
Data 1

Data 2

Management

ALL

[1>1

Show the number of bytes in and out? [N]>

Show the number of dropped packets? [N]> y

1.
2.
3.
4.
5.
[11>
S
1.
2.
3.
4.

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop
Data 1 1500 197.19.1/24 example.com 30536 - 5 -

example.com>

packetcapture

1t AR
{i[H netstat 1] DL 7= 9 45 14 42 M*’é)\%M?#H v R R R ST R TR
WERRAI AR T S8 Bk, R ﬁ%a\A\g\m\M;Ngso@ﬁéaqu
HRARIZAT, BT DU netstat, “F%)\ﬂi/\lilﬁ%ﬁ%uﬁm‘&io R AT LA 2 2T i)
P LA 7S 1) 1] B o

Usage
PAT: A ATE -7
TS H M AT H T =AU (RS, 4L D .
HEALIRAr . Bham 2 A SR AL B 20

]

mail.example.com> packetcapture
Capture Information:

Status: No capture running
Current Settings:

Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> start
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Success - Packet Capture has started
Capture Information:
File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 0 of 200M
Duration: Os
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.

[1> stop
Success - Packet Capture has stopped
Capture Information:
File Name: C100V-421C73B18CFB05784A83-BO03A99E71ED8-20150312-105256.cap
File Size: 24 of 200M
Duration: 10s
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:

- START - Start packet capture.

- SETUP - Change packet capture settings.

[1> setup

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached?

started and the older capture data will be discarded.)
[N]>
The following interfaces are configured:
1. Management
2. ALL

(If not, a new file will be

Enter the name or number of one or more interfaces to capture packets from, separated by

commas (enter ALL to use all interfaces):
[21>

Select an operation. Press enter to continue with the existing filter.

- PREDEFINED - PREDEFINED filter.
- CUSTOM - CUSTOM filter.
- CLEAR - CLEAR filter.
1>
Capture settings successfully saved.
Current Settings:
Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[r>
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Usage
B LA RTEE A
BREE I i SR T RN N . et P BRI A8 s L (B, S8 s iRe e
WEHD EATHT . & 5 205 A SO R S
HALIB A S AT A SR AL #A%
15l

mail3.example.com> ping

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (

X.X.X.X

): 56 data bytes

64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
~C

--- anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms
~C

.31: icmp seg=0 ttl=64 time=1.421 ms
.31: icmp seg=1 ttl=64 time=0.126 ms
.31: icmp seg=2 ttl=64 time=0.118 ms
.31: icmp seg=3 ttl=64 time=0.115 ms
.31: icmp seg=4 ttl=64 time=0.139 ms
.31: icmp seg=5 ttl=64 time=0.125 ms
.31: icmp seg=6 ttl=64 time=0.124 ms
.31: icmp seg=7 ttl=64 time=0.122 ms
.31: icmp seg=8 ttl=64 time=0.126 ms
.31: icmp seg=9 ttl=64 time=0.133 ms
.31: icmp seg=10 ttl=64 time=0.115 ms

O O OO OO0 oo oo

IR B Control-C A REZE N ping T4 o

ping6
15t AR
XK H IPv6 ¥ 4% EHLAAAT ping #RAE

Usage
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15l

mail.example.com> ping6

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
[1]1> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

\}

IR WIEH Control-C K45 K ping6 4

routeconfig

15t AP
routeconfig fir A RVFA AN s LA TCPIP M B ME K H . BUATEIL T, setgateway fir 4
T ZRIA M S it . (HAE, AsyncOS FRVFRET H bRt 2 B i .

Hf Y (RS © BRRMROC. ROC CR—Bk) & 1P bk, f110.1.1.2. HEsTLLE
AR IiZ —

o IP Huhil:, 5701 192.168.14.32,

* {§iFH CIDR #ric 1M . ill1, 192.168.5.0/24 235 M 192.168.5.0 F) 192.168.5.255 [Hj3A4 C 2%
2%

T 1Pv6 Huhl, SR D DU A%

* 2620:101:2004:4202::0-2620:101:2004:4202::ff
* 2620:101:2004:4202::

* 2620:101:2004:4202::23

* 2620:101:2004:4202::/64

Ao A BRI TG E ) TCP/AP B8 AR, DAMIEEAE ] edit 1 delete - ir & EATIEHE
Usage

AT AT AT R .

FEERE B Har SARAETH AU AR A .

HEALIB A S b SR AL FA%
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HEALTRFE R

smtproutes 772 AL RS 28 0] LU FHATAESE CLI an 2 M T ThhE. #8n] LLEFR A8 1Pv4 if 2
IPv6 Mk HEAT B T .

* ﬁ”fgﬁﬁﬁgﬁﬁEH:

routeconfig new 4|6 <name> <destination address> <gateway ip>|

3% 10: routeconfig 535

SH ks

416 TN LA A1) TP JRAS (TPv4 B IPv6) o X1 clear Al print, 7] LW It
IR, 12ty A [ I8 T IX AN RO

name HEH AR

destination_address | £ £t TP Ji &= VL ALY IP 5% CIDR Hbhil.

gateway ip B Db s R IE R H by 1P Mk,

G AR

routeconfig edit 4|6 <name> <new name> <destination address> <gateway ip>|

.

M Bt A it e -

routeconfig delete 4|6 <name>|

TR i A B A i o -

routeconfig clear [4]6]

TR I H1 514K -

routeconfig print [4]6]

451

mail3.example.com> routeconfig
Configure routes for:

1. Ipv4
2. IPv6
[11>

Currently configured routes:
Choose the operation you want to perform:
- NEW - Create a new route.




. setgateway

setgateway

15t AR

Usage

[1> new

Please create a name for the route:

[1> EuropeNet

Please enter the destination IPv4 address to match on.

CIDR addresses such as 192.168.42.0/24 are also allowed.

[1> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:
[1> 192.168.14.4

Currently configured routes:

1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4
Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>

mail3.example.com> routeconfig

Configure routes for:

1. IPv4
2. IPv6
[1]1> 2

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeIPvé6Net

Please enter the destination IPv6 address to match on.
CIDR addresses such as 2001:db8::/32 are also allowed.
[1> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to 2620:101:2004:4202:

[1> 2620:101:2004:4202::23

Currently configured routes:

1. EuropelIPv6Net Destination: 2620:101:2004:4202::/6 Gateway:
2620:101:2004:4202::23

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

(>

setgateway v 2l i W 4% b 1B R E BRI T — Bk . 48 routeconfig iy 4>

o %

AT BT IR .
RESRAE L. b & I T A =AU CRESR . 04, WFEPD .
AP A& BT S A SR AR B S

ws: BERG

&% sE76 |
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sethostname

1t AR

Usage

!l

mail3.example.com> setgateway

= I

Warning: setting an incorrect default gateway may cause the current connection to be

interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1

mail3.example.com> commit

Please enter some comments describing your changes:

[1> changed default gateway to 192.168.20.1

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

T TAE CLLFER T YU RS, AN e 2 RE R TN o sethostname 415 B2 42

WM. BB ARAR, BRI commit 4.

A IR R
BRI S & T A =AU SEALBI (B, AML. HSERD)
A4 B RS RHI R

oldname.example.com> sethostname
[oldname.example.com] > mail3.example.com
oldname.example.com>

NAE A AR AU commit 7% o JRINFEAL EHA HSUS, RETeAE CLIER R T W

K

oldname.example.com> commit

Please enter some comments describing your changes:

[1> Changed System Hostname

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

B ENA AW PR SR ERR -

mail3.example.com>




£
4>
N

szl |

8]
. smtproutes

smtproutes

15t AR
B K A 3 )
Usage
AT AT AT R .
B M@ ST FrE SR R (R, 04, D .
AL P& A& SCHRFHEAL BEAS 5

b rE#EK
smtproutes 72 (1 tkAb #A% U UM T AT 1648 CLI 41K T A7 Dy e
* AIEDFN ) SMTP i H

smtproutes new <source> <destination> [destination] [destination] [...]

MIERILA SMTP i# i

smtproutes delete <source>|

T SMTP % iy

smtproutes clear

.

FTEN SMTP 8% 1 713%

smtproutes print]

5N SMTP % %13

smtproutes import <filenames>|

S SMTP #1713

smtproutes export <filenames>|

2
>
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LE NI BI,  smptroutes fiv4 F T 3k example.com M 1 (W) % relayl.example.com.
relay2.example.com Fl backup-relay.example.com. 1§iJH] /pri=# v LLFg & HArML %% . THE # N T
0-65535, UMK, FRPLELMAR. WHRARIRE M, WL ERINA 0.

R, EBrHETERLE InboundMail /A W T FE 7 I CUFE systemsetup fiy2- 3 (] R4 g 17 AH 7] 14 ik
$e )

mail3.example.com> smtproutes

There are no routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- IMPORT - Import new routes from a file.

[1> new

Enter the domain for which you want to set up a permanent route.
Partial hostnames such as ".example.com" are allowed.

Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail
for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.
Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)
records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com, backup-relay.example.com
Mapping for example.com to relayl.example.com, relay2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.

- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.

- CLEAR - Remove all routes.

[1>
sslconfig
15 AA
R V4 1) SSL W

AR JETCIEAE FIPS 140-2 SRAEATR S SOk 55 s 1% )7 i /7 i o

Usage
R MAAHE R
PAYAN

BEEE. i T =M NG G, 4. L.
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!

mail.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: tlsvl 1tlsvl 2
GUI HTTPS ciphers:

AES128

AES256

! SRP

' AESGCM+DH+aRSA

AESGCM+RSA

!'aNULL
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

! SRP

! AESGCM+DH+aRSA

AESGCM+RSA

!'aNULL
Outbound SMTP method: tlsvl 1tlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA

ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

! SRP

! AESGCM+DH+aRSA

AESGCM+RSA

!'aNULL

!eNULL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> gui

Enter the GUI HTTPS ssl method you want to use.
1. TLS v1.0

2. TLs vl1.1
3. TLS vl1.2
4. SSL v3
[2, 31> 1

Enter the GUI HTTPS ssl cipher you want to use.
[AES128:AES256:!SRP: ! AESGCM+DH+aRSA: ! AESGCM+RSA: 'aNULL] >
sslconfig settings:
GUI HTTPS method: tlsvl 0
GUI HTTPS ciphers:
AES128
AES256
! SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:
AES128

Nt

S
S
o
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AES256
I'SRP
! AESGCM+DH+aRSA
' AESGCM+RSA
'aNULL
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL

Choose the operation you want to perform:
- GUI - Edit GUI HTTPS ssl settings.
- INBOUND - Edit Inbound SMTP ssl settings.
- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> inbound
Enter the inbound SMTP ssl method you want to use.
1. TLS v1.0
. TLs vl1.1
. TLS v1.2
. SSL v3
2, 31> 2
nter the inbound SMTP ssl cipher you want to use.
AES128:AES256: ! SRP: | AESGCM+DH+aRSA: ' AESGCM+RSA: 'aNULL] >
sslconfig settings:
GUI HTTPS method: tlsvl 0
GUI HTTPS ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Inbound SMTP method: tlsvl 1
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL

2
3
4
[
E
[

Choose the operation you want to perform:
- GUI - Edit GUI HTTPS ssl settings.
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sslv3config

15 AR

Usage

5l

telnet

1t AR

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1>

(>

R A T B AR AT SSLv3 .

B LA AT R
B, e I THA AU SIALEL (R, ML
ARG Mofn o AR L

DL R AR R T T k858 P B SR 45 SSLv3.

mail.example.com> sslv3config
Current SSLv3 Settings:

UPDATER : Enabled
WEBSECURITY : Enabled
EUQ : Enabled

LDAP : Enabled

Choose the operation you want to perform:

- SETUP - Toggle SSLv3 settings.

[1> setup

Choose the service to toggle SSLv3 settings:
1. EUQ Service

2. LDAP Service

3. Updater Service

4. Web Security Service

[1]1>

Do you want to enable SSLv3 for EUQ Service ? [Y]>n
Choose the operation you want to perform:

- SETUP - Toggle SSLv3 settings.

[1>

HAR PR
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traceroute

15t AR

Usage

45l

Usage .

RAT: B S ATRE PR .

FERAE L e AR TSR ME . B8k — P IRBON SR BN (B, B8 €
TSN B sl & 20 A SO R S

AP A& BT S A SR AR B S

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 3

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]1> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.

Escape character is '"]1'.

{81 traceroute iy AT LLEHISK B B4 1K) 1PVA UGN 2% AL IERNE, T HT R 2620 Bk ik X i

i)

AT e AT “IRATT .

BT I SRV AU N . B0 — D RO BN (0, RS R E
TSN B B &/ 20 R AR SO R S

HEAL PR 2. Bhdr S A SRR B 5

mail3.example.com> traceroute

Which interface do you want to trace from?

1. Auto

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PubllcNet (192.168.2.1/24: mail3.example.com)

[11>

Please enter the host to which you want to trace the route.
[1> 10.1.1.1

Press Ctrl-C to stop.
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. traceroute6

traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway
(192.168.0.1) 0.202 ms 0.173 ms 0.161 ms
2 hostname
(10.1.1.1) 0.298 ms 0.302 ms 0.291 ms
mail3.example.com>

tracerouteb

1 AR
traceroute6 A H Tl HIK B B4 1 IPV6 K2 2% EHUER, A8 H W 4% 2 Bkt i
P )

Usage
PAT: A ATE L7

BETHE. IR SN N . et P REV SR TN (B, R E
TSN B sl & 20 A SO R S

HEALER Gy &: By & RS FRHEALEL A
1

mail.example.com> tracerouteb
Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
[1]1> 1

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.

connect: No route to host

vml0esa0031l.ga> tracerouteb

Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
[1]1> 2

Please enter the host to which you want to trace the route.
[1> example.com
Press Ctrl-C to stop.
traceroute6 to example.com (2606:2800:220:1:248:1893:25c8:1946) from 2001:db8::, 64 hops
max, 12 byte packets
sendto: No route to host
1 traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1

RE IR AT IR RS

AHI A AUR CLI iy

B % 5276
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* outbreakconfig , % 173 71
* outbreakflush , % 174 1T
* outbreakstatus , 5 174 71
* outbreakupdate , i 175 1L

outbreakconfig

15 FR
{fi ] outbreakconfig 4 1l LARC &R B K I IE S Thfg. i FHUb a2 0T AP AT DA R $f:
o AR R R R R L o
=N P sy WUESE ]
o WOE BRI SO I RN GEVE R LU 4 AT S N K/
o o R AR JE AR 24
* JH& /) URL it

Usage
$R28: MM A HE IR .
L P A T D TR S = WIS W E 2 S S N - /D
HEAL B A 22 M & A SR AL B RS .

!

mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1> setup

Outbreak Filters: Enabled

Would you like to use Outbreak Filters? [Y]>

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or back
down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?

[524288]1>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>
Logging of URLs is currently disabled.

Do you wish to enable logging of URL's? [N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and Outgoing
Mail Policies.

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1>
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outbreakflush

15 Bf
T BR A I 13 1 AR o
Usage
1258 ILa A AT PR .
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HEALIR AT T & A SR AL BERS

]l

mail3.example.com> outbreakflush

Warning - This command removes the current set of Outbreak Filter Rules, leaving your network
exposed until the next rule download.

Run "outbreakupdate force" command to immediately download Outbreak Filter Rules.

Are you sure that you want to clear the current rules? [N]> y

Cleared the current rules.

mail3.example.com>

outbreakstatus

1t A
outbreakstatus iy % Wor M BRI JEAS DIRE W, RN EER RS BESS D Re T O E H
R R B AR LA R 4 i R
Usage
BT B REE R
B HL: by UL TN U AT
HALIB AL oA A SR AL HA% K

5l

mail3.example.com> outbreakstatus
Outbreak Filters: Enabled

Component Last Update Version
CASE Core Files 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
CASE Utilities 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
Outbreak Rules 26 Jan 2014 07:00 (GMT +00:00) 20140126_063240
Threat Outbreak Outbreak
Level Rule Name Rule Description

5 OUTBREAK 0002187 03 A reported a MyDoom.BB outbreak.

B % 5276
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5 OUTBREAK 0005678 00 This configuration file was generated by...
3 OUTBREAK 0000578 00 This virus is distributed in pictures of...

Outbreak Filter Rules with higher threat levels pose greater risks.
(5 = highest threat, 1 = lowest threat)

Last update: Mon Jan 27 04:36:27 2014

mail3.example.com>

outbreakupdate

1t FA

T 3R ST B BE B CASE FUIIAN G |4 A% 0
Usage

AT M S ATE PR

REARAE R e S ARAE TSN ME . Bl P IRBON A SR BN (B, B8 €
B A

HEALER RS o & RSO FL A 5L
5

elroy.run> outbreakupdate
Requesting updates for Outbreak Filter Rules.

R SR AT

AU E LT LI Ards
* dictionaryconfig , 2f 176 J1
* exceptionconfig , &5 179 7T
© RLPESE SR 180 1T
* policyconfig , 2 181 it
* quarantineconfig , £ 203 {
* scanconfig , £ 205 UL
* stripheaders , 5 208 UL
* textconfig , % 208 L

=
4
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dictionaryconfig

15 Bf
B A 5 i
Usage
B BT R
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AL B A% A 2 A SCRFHEAL BERS 5

]l

{fH dictionaryconfig -> new A/ LLG# i, ] dictionaryconfig -> delete 1 LL
ST E

e
example.com> dictionaryconfig
No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.
[1> new
Enter a name for this content dictionary.
[1> HRWords
Do you wish to specify a file for import? [N]>
Enter new words or regular expressions, enter a blank line to finish.
<list of words typed here>
Currently configured content dictionaries:
1. HRWords
Choose the operation you want to perform:
- NEW - Create a new content dictionary.
- EDIT - Modify a content dictionary.
- DELETE - Remove a content dictionary.
- RENAME - Change the name of a content dictionary.
[1> delete
Enter the number of the dictionary you want to delete:
1. HRWords
[1>1
Content dictionary "HRWords" deleted.
No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.
[r>
& 2

TEATRF, SBIEE— NN “secret_words” [IHTIA#, DL EARIE “codename” o 1] i —Z0 )
AN W edit -> settings i 2 FH T4 1] B R3] o SCOK /N5 BLK -l i Sl .

mail3.example.com> dictionaryconfig
No content dictionaries have been defined.
Choose the operation you want to perform:

B % 5276
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- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> secret_words

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.
codename

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> settings

Do you want to ignore case when matching using this dictionary? [Y]>
Do you want strings in this dictionary to only match complete words? [Y]>
Enter the default encoding to be used for exporting this dictionary:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)

Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]1>

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1>

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new dictionary: secret_words

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

1.
2.
3.
4.
5.
6.
7.
8.
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e FIHF7sET, i dictionaryconfigfin4, profanity.txt SCASCAFH ) 84 AN AR 43 PA Unicode
(UTF-8) JE:\'F A4 A profanity [¥]1r] L.

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.
[1> profanity

Do you wish to specify a file for import? [N]> y
Enter the name of the file to import:

[1> profanity. txt

Enter the encoding to use for the imported file:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]1>

84 entries imported successfully.

Currently configured content dictionaries:
1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

O ~J oy Uk wDN

£ N7 F, ] dictionaryconfig fii4%, secret words i #4x 5 H F 4 H
secret_ words_export.txt [ LA,

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

i
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- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.
[]> export

Enter a name for the exported file:

[1> secret_words_gxport.txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

[1> 1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.
[1> export

Enter a name for the exported file:

[1> secret_words_export.txt

exceptionconfig

1t AR
{fi/ CLI H'[*) exceptionconfig it % 1] LAGIAH B SN . LEATRGI,  HEA: bk
“admin@zzzaaazzz.com” VN INEBEHFISNE, SKIEHR “Allow” .

Usage
WAG: AT R
REAEEHL. e & T =Rk e OISR 04l L.
AL H iy S i A SR AL P 2.

451

mail3.example.com> exceptionconfig
Choose the operation you want to perform:
- NEW - Create a new domain exception table entry
[1> new
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> mail.partner.com
Any of the following passes:
- Q@Q[IP address]
Matches any email address with this IP address.
- @domain
Matches any email address with this domain.
- @.partial.domain
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Usage
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e
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<

Matches any email address domain ending in this domain.
- user(@
Matches any email address beginning with user(@.
- user@domain
Matches entire email address.
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> admin@zzzaaazzz.com
Choose a policy for this domain exception:

1. Allow
2. Reject
[11> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry
- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries
- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries

[1>

e FE 9 R Ak PR T

BT A TR R
PR My S RAETF NI R A .
AR A S Py S SCEIE AL BEAE X

TEATRGI,  filter 4 H T-0IEE =SB JE 4 o
o LA 4 big_messages. ‘Bl H] ody-size U Z 5K T 10 MB HIHBA:.

: B

£

z56 |

o AN IR T 44 4 no_mp3s. ‘E 1] attachment-filename I 5% B A4 SR i€ 44 o0 mp3 (1)

HﬂM*F

o 5 AR PERS A 44 O mailfrompm. Bl H mail-from KIS 75 T4 K H postmaster@example.com

Fl"]ﬂil”t{:, 2P 1% 42 administrator@example.como

i £ilter -> list 7%, RHESVINILIES AL TR EPRESIFA R, AR5 move

T VIR — A a — DL UE S AL Bda, B TG MBI IERR AR

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
big_messages:

%: BERG)
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if (body-size >= 10M) {
drop() ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop () ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmaster$")

{ bcc ("administrator@Rexample.com") ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

policyconfig
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mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware Graymail:|Content Filter:|Outbreak Filters:
————————————————————————— Protection: B B e
DEFAULT| Ironport |[Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

%: BERG)



e AR L E S st e ]

- FILTERS - Edit content filters
[1> edit

Name: |[Anti-Spam:|Anti-Virus:|Advanced Malware |Graymail:|Content Filter:|Outbreak
————————————————————————— Protection: e Filters:

=

DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Enter the name or number of the entry you wish to edit:

(1> 1

Policy Summaries:

Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject

Anti-Virus: Off

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1> antispam

Choose the operation you want to perform:

- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy (Disables all policy-related actions)

[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be
identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

1> 90

DELIVER

DROP

BOUNCE

TRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2

Do you want to archive messages identified as spam? [N]>

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam threshold?
[50]> 50

The following configuration options apply to messages identified as SUSPECTED spam:
1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[11> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> y

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED spam?
[11> 1

What text do you want to prepend to the subject?

[ [SUSPECTED SPAM] ]> [quarantined: possible spam]

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> y
Enter the name of the header:

[1> X-quarantined

Enter the text for the content of the header:

[90
1.
2.
3.
4.
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[1> true
Anti-Spam configuration complete
Policy Summaries:
Anti-Spam: IronPort - Drop
Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean
Content Filters: Off (No content filters have been created)

Outbreak Filters:

Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1>

Name Anti-Spam:| Anti-Virus:| Advanced Malware Graymail:|Content Filter: Outbreak Filters:
————————————————————————— Protection: B e i -
DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies

- FILTERS
(1>

mail3.example.com> commit

- Edit content filters

Please enter some comments describing your changes:
[1> configured anti-spam for Incoming Default Policy

Do you want to save the current configuration for rollback?
: Fri May 23 11:42:12 2014 GMT

Changes committed

Incoming Mail Policy Configuration

[Y]I> n

Name Anti-Spam:| Anti-Virus:| Advanced Malware Graymail:|Content Filter: Outbreak Filters:
————————————————————————— Protection: B Ittt -
DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies

- FILTERS
[1> new

- Edit content filters

Enter the name for this policy:

[1> sales_team

Begin entering policy members.
Username entries such as joe@,
entries such as @.example.com,

Enter a member for this policy:

[1> ldap(sales)

Please select an LDAP group query:

Nt

The following types of entries are allowed:
domain entries such as @example.com,
LDAP group memberships such as ldap (Engineers)

sub-domain
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1. PublicLDAP.ldapgroup

[1]1> 1

Is this entry a recipient or a sender?
1. Recipient

2. Sender

[11> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support?
Use the policy table default? [Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:

What score would you like to set for the IronPort Anti-Spam spam threshold?

[901> 90
1. DELIVER
2.
3.
4.

[Y]> y

DROP
BOUNCE
IRONPORT QUARANTINE
What do you want to do with messages identified as spam?
[11> 2
Do you want to archive messages identified as spam? [N]> n
Do you want to enable special treatment of suspected spam? [Y]> y
What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?
[50]1> 50
The following configuration options apply to messages identified as SUSPECTED
spam:
1. DELIVER
2. DROP
3. BOUNCE
4. TIRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> n

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED

spam?

[1]1> 3

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> n
Anti-Spam configuration complete

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Outbreak Filters for this policy? [Y]> y

Use the policy table default? [Y]> y

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:|Advanced Malware |Graymail:|Content Filter:|Outbreak
————————————————————————— Protection: e B Filters:
sales teaml IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
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- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>
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Incoming Mail Policy Configuration

Name: Anti-Spam:| Anti-Virus:| Advanced Malware |Graymail:|Content Filter:|Outbreak
————————————————————————— Protection: e B Filters:
sales teaml IronPort |[Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> new

Enter the name for this policy:

[1> engineering

Begin entering policy members. The following types of entries are allowed:
Username entries such as joe@, domain entries such as @example.com,

as @.example.com,
LDAP group memberships such as ldap (Engineers)
Enter a member for this policy:
[1> bob@example.com
Is this entry a recipient or a sender?
1. Recipient
2. Sender
[11> 1
Add another member? [Y]> y
Enter a member for this policy:
[1> fred@example.com
Is this entry a recipient or a sender?
1. Recipient
2. Sender
[11> 1
Add another member? [Y]> y
Enter a member for this policy:
[1> joe@example.com
Is this entry a recipient or a sender?
1. Recipient
2. Sender

%: BERG)
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[1]1> 1

Add another member?

Would you like
Use the policy
Would you like
Use the policy
Would you like
Use the policy
Would you like

Outbreak Filters?

nreanszges ]

[Y]> n

to enable Anti-Spam support?
table default? [Y]> y

to enable Anti-Virus support?
table default? [Y]> y

to enable Outbreak Filters for this policy?
table default? [Y]> n

to modify the list of file extensions that bypass
[N]> y

[Yl> y
[Y]> y

[Yl>y

Choose the operation you want to perform:
- NEW - Add a file extension

[1> new

Enter a file extension:

[1> dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1> print

The following file extensions will bypass Outbreak Filter processing:

dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:|Advanced Malware|Graymail:|Content Outbreak
————————————————————————— Protection: -———-———---| Filter: Filters:
sales_team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>

T, B NS REIER SRS 3 AL ) = AN N A I
£ CLI ', policyconfig fir4 1] filters iy & 55 A TA4E N A AL UESS GUI . 4% 4E CLI TP I N 2

litd
Y

A2 FH save iy 2k R A7 ik B4 FF i [F] 2] policyconfig @4

4G, V5B scan_for confidential N Z¥ i 825




W% SERG |
. £I|Z scan_for_confidential X & 1383

€1 scan_for_confidential &3 jE 28

Incoming Mail Policy Configuration

Name: Anti-Spam:| Anti-Virus:| Advanced Malware|Graymail: |Content Outbreak
————————————————————————— Protection: ---—-——----|Filter: Filters:
sales team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

No filters defined.

Choose the operation you want to perform:

- NEW - Create a new filter

[1> new

Enter a name for this filter:

[1> scan_for_confidential

Enter a description or comment for this filter (optional):
[1> scan all incoming mail for the string 'confidential'
Filter Name: scan for confidential

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition

2. Actlon
[11>

1. Message Body Contains

2. Only Body Contains (Attachments are not scanned)
3. Message Body Size

4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

ws: BERG
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12. Attachment Corrupt
13. Envelope Recipient Address
14. Envelope Recipient in LDAP Group
15. Envelope Sender Address
16. Envelope Sender in LDAP Group
17. Reputation Score
18. Remote IP
19. DKIM authentication result
20. SPF verification result
[11> 1
Enter regular expression or smart identifier to search message contents for:
[1> confidential
Threshold required for match:
[11> 1
Filter Name: scan_for confidential
Conditions:
body-contains ("confidential", 1)
Actions:
No actions defined yet.
Description:
scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action
DELETE - Delete condition or action
[1> add
. Condition

1
2
[
1
2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 1

Enter the email address(es) to send the Bcc message to:

[1> hrRexample.com

Do you want to edit the subject line used on the Bcc message? [N]> y
Enter the subject to use:

[$Subject]> [message matched confidential filter]

Do you want to edit the return path of the Bcc message? [N]> n
Filter Name: scan_for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")
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Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
SAVE - Save filter
[1> add

1. Condition

2. Actlon

[11>

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]1> 14

1. Policy

[1]1> 1

Filter Name: scan_ for confidential
Conditions:

body-contains ("confidential", 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")
quarantine ("Policy")

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions
- SAVE - Save filter

[1> save

Defined filters:

1. scan for confidential: scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1>

II ws: BERG
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Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> no_mp3s

Enter a description or comment for this filter (optional):
[1> strip all MP3 attachments

Filter Name: no mp3s

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

1> add

Condition

Action

11> 2

Bcc

Notify

Redirect To Alternate Email Address
Redirect To Alternate Host

Insert A Custom Header

Insert A Message Tag

Strip A Header

Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]1> 12

Enter the file type to strip:

(1> mp3

Do you want to enter specific text to use in place of any stripped attachments?[N]> n
Filter Name: no mp3s

Conditions:

Always Run

Actions:
drop-attachments-by-filetype ("mp3")
Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

[
1.
2.

[
1
2
3
4
5
6
7
8
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- DESC - Edit filter description
- ADD - Add condition or action
- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string

2. no mp3s: strip all MP3 attachments
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> ex_employee

Enter a description or comment for this filter (optional):

[1> bounce messages intended for Doug
Filter Name: ex employee

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug
Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[

1

2

[

1. Message Body Contains
2. Only Body Contains (Attachments are not scanned)
3. Message Body Size
4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address

14. Envelope Recipient in LDAP Group
15. Envelope Sender Address

16. Envelope Sender in LDAP Group
17. Reputation Score

18. Remote IP

19. DKIM authentication result

20. SPF verification result

[11> 13

Enter regular expression to search Recipient address
[1> doug

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug
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Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action
DELETE - Delete condition or action
[1> add
1. Condition
2. Actlon
[11>
1. Bcc
2. Notify
3. Redirect To Alternate Email Address
4. Redirect To Alternate Host
5. Insert A Custom Header
6. Insert A Message Tag
7. Strip A Header
8. Send From Specific IP Interface
9. Drop Attachments By Content
10. Drop Attachments By Name
11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size
14. Send To System Quarantine
15. Duplicate And Send To System Quarantine
16. Add Log Entry
17. Drop (Final Action)
18. Bounce (Final Action)
19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)
21. Encrypt on Delivery
22. Skip Outbreak Filters check
[1]1> 2
Enter the email address(es) to send the notification to:
[1> joe@example.com
Do you want to edit the subject line used on the notification? [N]> y
Enter the subject to use:
[1> message bounced for ex-employee of example.com
Do you want to edit the return path of the notification? [N]> n

Do you want to include a copy of the original message as an attachment to

notification? [N]> y

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joel@example.com", "message bounced for ex-employee of
example.com")

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
SAVE - Save filter
[1> add

1. Condition

2. Actlon

[11>

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

£
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7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check
[1]> 18
Filter Name:
Conditions:
rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com",
example.com")

bounce ()

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- SAVE - Save filter

[1> save

Defined filters:

(Final Action)

ex_employee

1. scan for confidential: scan all incoming mail for the

2. no mp3s: strip all MP3 attachments

3. ex employee: bounce messages intended for Doug

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1>

Incoming Mail Policy Configuration

string

"message bounced for ex-employee of

e
e

'confidential'

Advanced Malware
Protection:

Anti-Spam:| Anti-Virus:

Graymail:

Content
Filter:

Outbreak
Filters:

sales team|IronPort |Default Default

Default

Default

Default

engineering| Default Default Default

Default

Default

Enabled

DEFAULT Ironport |Mcafee N/A

Off

Off

Enabled

Choose the operation
- NEW - Create a new

you want to
policy

perform:
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- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>
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Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware|Graymail: |Content Outbreak
————————————————————————— Protection: ——————————|Filter: Filters:
sales team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail: [ Content Outbreak
————————————————————————— Protection: -——-—---—-——|Filter: Filters:
L|sales_team|IronPort |[Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled
Enter the name or number of the entry you wish to edit:
[1> 3
Policy Summaries:
Anti-Spam: IronPort - Drop
Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean
Graymail Detection: Unsubscribe - Disabled




=
e

e |
B sesmpmnsses

Content Filters: Off

Outbreak Filters: Enabled. No bypass extensions.
Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- ENABLE - Enable Content Filters policy
[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 2

1. Active scan_for confidential

2. Active no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 3

1. Active scan_for confidential

2. Active no_mp3s

3. Active ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Enabled. Filters: scan_ for confidential, no_mp3s, ex employee
Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1>

Incoming Mail Policy Configuration

Name: Anti-Spam:| Anti-Virus:| Advanced Malware|Graymail:|Content Filter:| Outbreak
————————————————————————— Protection: e b Filters:
sales_team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:

B % 5276
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- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit
Name: Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail: [ Content Outbreak
————————————————————————— Protection: -————-----| Filter: Filters:
L|sales_team|IronPort |[Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:

[1> 2

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default

Content Filters: Default

Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy (Disables all policy-related
actions)

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 3

1. Active scan_for confidential

2. no_mp3s

3. Active ex _employee

Enter the filter to toggle on/off, or press enter to finish:
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1>

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default

Content Filters: Enabled. Filters: scan for confidential, ex employee

Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

1>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware|Graymail:|Content Filter:| Outbreak

————————————————————————— Protection: e ittt b Filters:

sales_team|IronPort |Default Default Default Default Default

engineering| Default Default Default Default Enabled Enabled

DEFAULT Ironport |Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:
NEW - Create a new policy

EDIT - Edit an existing policy

DELETE - Remove a policy

PRINT - Print all policies

SEARCH - Search for a policy by member
MOVE - Move the position of a policy
FILTERS - Edit content filters

CLEAR - Clear all policies

[1>

N
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mail3.example.com> policyconfig
Would you like to configure Incoming or Outgoing Mail Policies?

1. Incoming
2. Outgoing
(11> 2

Outgoing Mail Policy Configuration
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Name Anti-Spam:| Anti-Virus:|Advanced Malware |[Graymail:|Content Outbreak DLP:
————————————————————————— Protection: —-———-—-----| Filter: Filters: -]
DEFAULT| N/A N/A N/A Off Off Off Off
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Malware|Graymail:|Content Outbreak DLP:
————————————————————————— Protection: -———-—-————|Filter: Filters: ——
1.| DEFAULT| N/A N/A N/A Off Off Off Off

Enter the name or number of the entry you wish to edit:
[1>1

Policy Summaries:
Anti-Spam: Off
Anti-Virus: Off
Graymail Detection:
Content Filters: Off
Outbreak Filters: Off
DLP: Off

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- DLP - Modify DLP policy

[1> dlp

Choose the operation you want to perform:

- ENABLE - Enable DLP policy

Unsubscribe - Disabled

(No content filters have been created)

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off,
[1> 2

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

or press enter to finish:

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1> 3

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files
Enter the policy to toggle on/off,

or press enter to finish:
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[r>

Policy Summaries:
Anti-Spam: Off
Anti-Virus: Off
Graymail Detection:
Content Filters: Off
Outbreak Filters: Off
DLP: Enabled. Policies:
Files, Restricted Files
Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- DLP - Modify DLP policy

1>

Unsubscribe - Disabled
(No content filters have been created)

California AB-1298, Suspicious Transmission - Zip

B AE N SRRR L R FTARIR 0 K SRR A 32 90 4% B 4 BT i 44

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[11> 1

Incoming Mail Policy Configuration

Advanced Malware
Protection:

Anti-Spam:| Anti-Virus: Graymail: |Content Filter:

Outbreak Filters:

DEFAULT| Of £ N/A N/A Off Off N/A

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit

B s

Anti-Spam:

Anti-Virus:

Advanced Malware
Protection:

Graymail:

Content Filter:

Outbreak
Filters:

=

DEFAULT| Of £ N/A N/A

Off

Off

N/A

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:
Anti-Spam: Off
Graymail Detection:
Content Filters: Off
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

[1> graymail

Choose the operation you want to perform:

Off

%: BERG)
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- ENABLE - Enable Graymail policy
[1> enable
Begin Graymail
Do you want to
Do you want to
[yi>
Do you want
Do you want
1. DELIVER
2. DROP
3. BOUNCE
What do you
11> 2
Do you want
Do you want
1. DELIVER
2. DROP
3. BOUNCE
What do you
11> 2
Do you want to archive messages identified as Bulk Email?
Graymail configuration complete.
Policy Summaries:
Anti-Spam: Off
Graymail Detection: Unsubscribe - Enabled

Social Networking mails : Drop

Bulk mails : Drop
Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- GRAYMAIL - Modify Graymail policy
- FILTERS - Modify filters
1>

configuration

enable Safe Unsubscribe? [N]> y

perform Safe Unsubscribe action only for unsigned messages (recommended)?
to
to

enable actions on messages identified as Marketing Email? [N]>

enable actions on messages identified as Social Networking Email? [N]> y

want to do with messages identified as Social Networking Email?

to archive messages identified as Social Networking Email? [N]>
to enable actions on messages identified as Bulk Email? [N]> vy

want to do with messages identified as Bulk Email?

[N]>
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mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[11> 1

Incoming Mail Policy Configuration

Anti-Spam:

Anti-Virus:

Advanced Malware
Protection:

Graymail:

Content Filter:

Outbreak Filters:

DEFAULT]

Off

N/A

Off

Off

N/A

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies

- FILTERS

[1> edit

- Edit content filters

Anti-Spam:

Anti-Virus:

Advanced Malware
Protection:

Graymail:

Content Filter:

Outbreak
Filters:
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DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Advanced Malware Protection: Malware Action - drop , Message Error Unscannable Action -
deliver , Rate Limit Unscannable Action - deliver , AMP Service Not

Available Unscannable Action - deliver , File Analysis Action - Deliver , Mailbox Auto
Remediation (MAR) - Disabled

Content Filters: Off

Outbreak Filters: Off

Choose the operation you want to perform:

- OUTBREAK - Modify Outbreak Filters policy

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1> advancedmalware

Choose the operation you want to perform:

- EDIT - Edit Advanced-Malware protection policy

- DISABLE - Disable Advanced-Malware protection policy (Disables all policy-related actions)
[1> edit

Begin AMP configuration
Do you want to enable File Analysis? [Y]>

Do you like the system to automatically insert an X-header with the anti-malware scanning
results? (Recommended for trouble-shooting) [Y]>

Unscannable Message Handling
Current actions to take if any of the attachments could not be scanned due to message errors:

- WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]> yes

Current actions to take if any of the attachments could not be scanned due to rate limit
hit:

- WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]> yes

Current actions to take if any of the attachments could not be scanned due to AMP Service
not available:

- WARNING: Delivering Unscannable due to AMP Service Not Available messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.
Do you want to edit the actions for Unscannable Message due to AMP Service not available?
[N]> yes

Bl wE B fRKRIER

TE R 7 A, policyconfig > match headers g oA HTWE “A” Fkmiisg, LT
PE B 2% T (R A1 NS Y HIEE o

B % 5276



quarantineconfig .

maill.example.com > policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?

1. Incoming Mail Policies
2. Outgoing Mail Policies
3. Match Headers Priority
[11>

Match Headers Priority Configuration
Priority: Headers:

Pl Envelope Sender

Choose the operation you want to perform:

- ADD - Add match priority for headers

- EDIT - Edit an existing match priority for headers

- REMOVE - Remove an existing match priority for headers
[1> add

Choose headers for priority 2
Add header "From" Header:

1. Yes
2. No
[1]1> 1

Add header "Reply-To" Header:

1. Yes
2. No
[1]1> 2

Add header "Sender" Header:

1. Yes
2. No
[11> 2

Match Headers Priority Configuration

Priority: Headers:
Pl Envelope Sender
P2 "From" Header

quarantineconfig
1jt AR

L RSB
Usage
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mail3.example.com> quarantineconfig
Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 Outbreak 3,072 0.0 1 12h Release
2 Policy 1,024 0.1 497 10d Delete
3 Virus 2,048 empty 0 30d Delete

2,048 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

[1> new

Please enter the name for this quarantine:

[1> HRQuarantine

Retention period for this quarantine. (Use 'd' for days or 'h' for hours or 'm' for
'minutes'.) :

[1> 15d

1. Delete

2. Release

Enter default action for quarantine:

[1]1> 2

Do you want to modify the subject of messages that are released because
"HRQuarantine" overflows? [N]>

Do you want add a custom header to messages that are released because
"HRQuarantine" overflows? [N]>

Do you want to strip all attachments from messages that are released
because "HRQuarantine" overflows? [N]>

Do you want default action to apply automatically when quarantine space fills up? [Y]>
Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 HRQuarantine 1,024 N/A N/A 15d Release
2 Outbreak 3,072 0.0 1 12h Release
3 Policy 1,024 0.1 497 10d Delete
4 Virus 2,048 empty 0 30d Delete

(N/A: Quarantine contents is not available at this time.)
1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.
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scanconfig
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Usage
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scanconfig .
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mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.
Choose one:

[2]1> 2

Enter the maximum depth of attachment recursion to scan:

[5]> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m
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Do you want to scan attachment metadata? [Y]> y

Enter the attachment scanning timeout (in seconds) :

[30]> 180

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]> n

If a message could not be deconstructed into its component parts in order to remove specified
attachments, the system should:

1. Deliver

2. Bounce

3. Drop

[11>

Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.

US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)

Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11> 1

Scan behavior changed.

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

0 Joy b Ww N

[1> print

1. Fingerprint Image
2. Fingerprint Media
3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*

A A RT3 HE R R EC B HR AR AL SR 1R
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mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED. Choose the operation
you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.
-[]>SMIMEsetup- Configure S/MIME unpacking.
[] > setup

>
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1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.

Choose one: [2]>
Enter the maximum depth of attachment recursion to scan: [5]>
Enter the maximum size of attachment to scan: [5242880]>

Do you want to scan attachment metadata? [Y]>
Enter the attachment scanning timeout (in seconds): [30]>

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]>

In case of a content or message filter error, should all filters be bypassed? [Y]>
Assume zip file to be unscannable if files in the archive cannot be read? [0]>

If a message could not be deconstructed into its component parts in order
to remove specified attachments, the system should:

1. Deliver
2. Bounce
3. Drop
[11>
Configure encoding to use when none is specified for

plain body text or anything with MIME type plain/text or plain/html.

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)
11. Japanese (Shift-JIS (X0123))
12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[1> Do you want to enable actions on unscannable messages due to an extraction failure? y/n
[Y]> Yes

1. Drop Message

2. Deliver As Is

3. Quarantine

Action applied to original message: [2]> 2

Do you want to deliver mail to an alternate mailhost ? [N]> yes
Enter the mailhost to deliver to: []> mail.example.com

Do you want to redirect mail to an alternate email address ? [N]> yes

Enter the address to deliver to:
[1> user@mail.example.com
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Do you want to add a custom header? [N]> yes
Enter the header name: []> Unscannable Messages

Enter the header content:
[1> Actions taken on Unscannable Messages

Do you want to modify the subject? [N]> yes

1. Prepend
2. Append

Select position of text: [1]> 1

Enter the text to add:
[ [WARNING: UNSCANNABLE EXTRACTION FAILED]]> [WARNING: UNSCANNABLE FILE EXTRACTION FAILURE]

stripheaders

i AR
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Usage
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mail3.example.com> stripheaders

Not currently stripping any headers.
Choose the operation you want to perform:
- SETUP - Set message headers to remove.
[1> setup

Enter the list of headers you wish to strip from the messages before they are delivered.
Separate multiple headers with commas.
[1> Delivered-To

Currently stripping headers: Delivered-To
Choose the operation you want to perform:
- SETUP - Set message headers to remove.
[1>

mail3.example.com>

textconfig
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Usage
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Use textconfig -> NEW to create text resources, and textconfig > delete to remove them.

mail3.example.com> textconfig

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

[1> new

What kind of text resource would you like to create?
Anti-Virus Container Template

Anti-Virus Notification Template

DLP Notification Template

Bounce and Encryption Failure Notification Template
Message Disclaimer

Encryption Notification Template (HTML)
Encryption Notification Template (text)
Notification Template

11> 5

lease create a name for the message disclaimer:

1> disclaimer 1

nter the encoding for the message disclaimer:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11>

Enter or paste the message disclaimer here. Enter '.' on a blank line to end.
This message was sent from an IronPort(tm) Email Security appliance.

0O Joy Ul WN R EH—M™gme— 0 ~Jo0 Ul WN -

Message disclaimer "disclaimer 1" created.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:
(1> 1

Message disclaimer "disclaimer 1" has been deleted.
Choose the operation you want to perform:

- NEW - Create a new text resource.
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- IMPORT - Import a text resource from a file.

(1>
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mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)
Choose the operation you want to perform:
- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.
- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> import

What kind of text resource would you like to create?
1. Anti-Virus Container Template

2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notlflcatlon Template

[11>

Please create a name for the notification template:
[1> strip.mp3files

Enter the name of the file to import:

[1> strip.mp3.txt

Enter the encoding to use for the imported file:
1. US-ASCII

[ 1list of encodings ]

[1]1>

Notification template "strip.mp3files" created.
Current Text Resources:

1. disclaimer.2.message (Message Disclaimer)

2. strip.mp3files (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

(1>
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mail3.example.com> textconfig

Current Text Resources:

footer.2.message (Message Footer)
strip.mp3 (Notification Template)
Choose the operation you want to perform:
NEW - Create a new text resource.

1.
2.

Please enter the name or number of the resource to export:

IMPORT - Import
EXPORT - Export
PRINT - Display
EDIT - Modify a
DELETE - Remove

a text resource from a file.
text resource to a file.

the content of a resource.
resource.

a resource from the system.

LIST - List configured resources.
[1> export

[1> 2
Enter the name of the file to export:
[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:
1.

[

1.
2.

US-ASCII

list of encoding types ]
[11>
File written on machine "mail3.example.com" using us-ascii encoding.
Current Text Resources:

footer.2.message (Message Footer)
strip.mp3 (Notification Template)
Choose the operation you want to perform:
NEW - Create a new text resource.

IMPORT - Import
EXPORT - Export
PRINT - Display
EDIT - Modify a
DELETE - Remove

a text resource from a file.
text resource to a file.

the content of a resource.
resource.

a resource from the system.

LIST - List configured resources.
(1>
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vm30esa0086.1ibga> alertconfig
Not sending alerts (no configured addresses)
Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled
Choose the operation you want to perform:
- NEW - Add a new email address to send alerts.
- SETUP - Configure alert settings.
- FROM - Configure the From Address of alert emails.
[1> new
Please enter a new email address to send alerts.
(Ex: "administrator@example.com")
[1> alertadmin@example.com
Choose the Alert Classes. Separate multiple choices with commas.
1. All
2. System
3. Hardware
4. Updater
5. Outbreak Filters
6. Anti-Virus
7. Anti-Spam
8. Directory Harvest Attack Prevention
9. Release and Support Notifications
[11> 2,3,8
Select a Severity Level. Separate multiple choices with commas.
1. All
2. Critical
3. Warning
4. Informatlon
[11>
Sendlng alerts to:
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical
Class: System - Severities: Critical
Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50
Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled
Choose the operation you want to perform:
- NEW - Add a new email address to send alerts.
- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.
- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.
- FROM - Configure the From Address of alert emails.
(1>
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displayalerts
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Usage
PAT: A ATE -7
A—'r ~ N
R B i ST T =k SRS CRFER . 204l 8L .
LA A 2 e & A SR AL B RS 2.
15
> displayalerts
Date and Time Stamp Description
10 Mar 2015 11:33:36 +0000 The updater could not validate the server certificate. Server
certificate not validated - unable to get local issuer
certificate
Last message occurred 28 times between Tue Mar 10 10:34:57 2015 and Tue Mar 10 11:32:24
2015.
10 Mar 2015 11:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1lh.
Last message occurred 8 times between Tue Mar 10 10:29:57 2015 and Tue Mar 10 11:18:24 2015.
10 Mar 2015 10:33:36 +0000 The updater could not validate the server certificate. Server
certificate not validated - unable to get local issuer
certificate
Last message occurred 26 times between Tue Mar 10 09:33:55 2015 and Tue Mar 10 10:29:57
2015.
10 Mar 2015 10:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1lh.
Last message occurred 9 times between Tue Mar 10 09:26:54 2015 and Tue Mar 10 10:22:56 2015.
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Usage
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mail.example.com> findevent
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Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[

11> 1
Enter the regular expression to search for.
(> "
Currently configured logs:
Log Name Log Type Retrieval

1. mail_logs IronPort Text Mail Logs Manual Download
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

SHDELEN

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the Message ID (MID) to search for.

(1> 1
Currently configured logs:
Log Name Log Type Retrieval
1. mail logs IronPort Text Mail Logs Manual Download

Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

[3]1>1

REMEER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

[]> "
Currently configured logs:
Log Name Log Type Retrieval
1. mail logs IronPort Text Mail Logs Manual Download

Enter the number of the log you wish to use for message tracking.
[1]1> 1

ws: BERG
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Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

[31> 2

Available mail log files, listed by log file start time.

Specify multiple log files by separating with commas or specify a range with a dash:
1. Thu Feb 19 05:18:02 2015

[11>

No matching message IDs were found

Tl REFHEHEARR

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

(>
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[11> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

grep
1t A

R H G AP SO
Usage
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grep 2 H TR HEP W SCAFLRF . His1T grep a0, 5 LU R iGE::

grep [-C count] [-e regex] [-1] [-p] [-t] [regex] log name
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mail3.example.com> grep "CLEAN\\|VIRAL" antivirus

Fri Jun 9 21:50:25 2006 Info: sophos antivirus - MID 1 - Result 'CLEAN' ()
Fri Jun 9 21:53:15 2006 Info: sophos antivirus - MID 2 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 3 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 4 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 5 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 6 - Result 'CLEAN' ()
Fri Jun 9 22:47:42 2006 Info: sophos antivirus - MID 12 - Result 'CLEAN' ()
Fri Jun 9 22:53:04 2006 Info: sophos antivirus - MID 18 - Result 'VIRAL' ()
Fri Jun 9 22:53:05 2006 Info: sophos antivirus - MID 16 - Result 'VIRAL' ()
Fri Jun 9 22:53:06 2006 Info: sophos antivirus - MID 19 - Result 'VIRAL' ()
Fri Jun 9 22:53:07 2006 Info: sophos antivirus - MID 21 - Result 'VIRAL' ()
Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 20 - Result 'VIRAL' ()
0)

Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 22 - Result 'VIRAL'
mail3.example.com>

logconfig
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mail3.example.com> logconfig
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euggui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs
11. FTP Server Logs
12. HTTP Logs
13. NTP logs
14. LDAP Debug Logs
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
[1]1> 8

A
AR =:

Anti-Spam Logs

Anti-Spam Archive

Anti-Virus Logs

Anti-Virus Archive

Scanning Logs

IronPort Spam Quarantine Logs
IronPort Spam Quarantine GUI Logs
Reporting Logs

Reporting Query Logs

Updater Logs

Tracking Logs

Safe/Block Lists Logs
Authentication Logs

Please enter the name for the log:

[1> myDeliveryLogs

Choose the method to retrieve the logs.

1.
2.
3.
4.
[1

FTP Poll
FTP Push
SCP Push
Syslog Push

1> 2

Hostname to deliver the logs:

[1> yourhost.example.com

Username on the remote host:

[1> yourusername

Passphrase for your user:

[1> thepassphrase

Directory on remote host to place logs:

[1> /logs

Filename to use for log files:

[conversation.text]>

Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]1>

Currently configured logs:

O

10.
11.
12.
13.
14.
15.

O ~J oy Uk wDN

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

"error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

"euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
"euggui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
"ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

"gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

"mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
"myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host

yourhost.example.com

16.
17.
18.
19.
20.
21.
22.
23.
24.

>
W

"reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll
"reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
"scanning" Type: "Scanning Logs" Retrieval: FTP Poll

"slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
"sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

"status" Type: "Status Logs" Retrieval: FTP Poll

"system logs" Type: "System Logs" Retrieval: FTP Poll

"trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

"updater logs" Type: "Updater Logs" Retrieval: FTP Poll

!
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mail3.example.com> logconfig
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error_ logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_ logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new
Choose the log file type for this subscription:

IronPort Text Mail Logs

gmail Format Mail Logs

Delivery Logs
Bounce Logs

Status Logs

Domain Debug Logs

Injection Debug Logs

SMTP Conversation Logs

System Logs

CLI Audit Logs

FTP Server Logs

HTTP Logs

NTP logs

LDAP Debug Logs

Anti-Spam Logs

Anti-Spam Archive

Anti-Virus Logs
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18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs

21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 3

Please enter the name for the log:
[1> LogPush

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

[1]1> 3

Hostname to deliver the logs:

[1> 10.1.1.1

Port to connect to on the remote host:
[22]>

Username on the remote host:

[1> logger

Directory on remote host to place logs:
(1> /tmp

Filename to use for log files:

[delivery.log]l>

Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]>

Protocol:

1. SSH1

2. SSH2

[2]> 2

Do you want to enable host key checking? [N]> y

Do you want to automatically scan the host for its SSH key, or enter it

manually?

1. Automatically scan.

2. Enter manually.

[11> 1

SSH2:dsa

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWGi4I1WLDVNdbIwEsSArt9LVE2ts5yE9IBTSdUwLvog0G3FRgifrce92zgyHte/
ZWyXavUTIM3Xd1lbpiEcscMp2XKpSnPPx21y8bakpJdsSCOcM8zZMDInOPm8ghiwHXYh 7oNEUJCCPnPxAy44r1J5Yz4x9e IoALpOdHUOGR
+31INAARAFQDQ1 5GY/X9P1 DM3 £ PMvEX 7Twc0ed1wAAATBICGMTEFPIWTAGr 1RtbowZ P5zWZ tVDTxLhdXzj 104+bB4hBR7DKuc80+naAFnThyH/
JBRIWLIVE 7 M5geKIoXzudGDK3Zw] 3UYe f P[aBopo?01 L ROSIYx WY z,/ rooceN1BnE4shl 2mta3tde] 1 7600gtwaQAAWKO1 Sk3zONSPWARATAT CRYat 3y+BLlv/
VewdE6BBk-+oULv3eK38gafui pAnMBxkGOGOCEQ1 8nss820znwiiBy / pI TROfhAMBII x TFAVEY00sARr 1 ZtuUJC1QGOvCoh 7NA3YNa 1 s2CShEKBEa IOTF6+
SX2RNpcUF3Wg5ygw92xtqQPKMcZe LtK2ZJRKhC+Vw==

Add the preceding host key(s) for 10.1.1.12? [Y]> ¥y

Currently installed host keys:

1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607

2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIwE. ..JRKhC+Vw==

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display this machine's host keys.

[1>

Maximum filesize before transferring:

[10485760]1>
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Protocol:

1. SSH1

2. SSH2

[2]> 2

Do you want to enable host key checking? [N]> y

Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.

- HOST - Display this machine's host keys.

[1> scan

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[4]1> 4

SSHl:rsa

10.1.1.1 1024 35
122606420764474441178474079962066753259278682648965870690129496065430424463013457294798980627829828033793152226
4486945143162182728144539869316125082823280088157400721099756323564785321288161878068307463282343277781001311281766 7266624451119
1783747965898000855947022484692079466697707373948871554575173520565607

HITIH B =)

7E 7R HIH, logconfig fiv4 H T-HL'E 4 4 MailLog SyslogPush FIg &4 H . 1% HERCE A
i/l UPD #Ei62 1P Huhik Jy 10.1.1.2 A2 100, HFH  ‘mail’  facilityand f7EfE7E H 36

mail3.example.com> logconfig
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:
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1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive
19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs
24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs
27. Authentication Logs
[1]1> 1

Please enter the name for the log:
[1> MailLogSyslogPush
Log level:

1. Critical

2. Warning

3. Information

4. Debug

5. Trace

[

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push

4. Syslog Push

[1]1> 4

Hostname to deliver the logs:

[1>10.1.1.2

Which protocol do you want to use to transfer the log data?
1. UDP

2. TCP

[11> 1

Which facility do you want the log data to be sent as?
auth

authpriv

console

daemon

ftp

localO

locall

local2

9. local3

10. local4

11. localb

12. localé6

13. local?

14. mail

>
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rollovernow .

15. ntp
16. security
17. user
[14]> 14

Currently configured logs:
1. "MailLogSyslogPush" Type: "IronPort Text Mail Logs" Retrieval: Syslog Push -
Host 10.1.1.2

rollovernow

i FA
RN A3

Usage
AT M S AT PR
BRI by A BRAE T U A
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mail3.example.com> rollovernow

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

(1> 2

Log files successfully rolled over.

mail3.example.com>
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snmpconfig

15 AR

fic & SNMP.
Usage
AT AT AT R .
TS H M AT T =AUt (SR, 4L D .
AL P& Bar S A SCHRAHEAL P 3
15

5 FIf 750, snmpeonfig #ir4 H T-7E 11 161 L f¥) “PublicNet” 4211 FJ3 FH SNMP. i A ilA
3 HA M, UM A BH TN . RESHE IR IA 1 FIRRCA 2 135K, AR BRCA 1/
WA 2 () GET i K#i A public. A T KM H A% snmp-monitor.example.com. )i, ARG E
R R (E B

mail3.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.
1. Data 1 (192.168.1.1/24: buttercup.run)

2. Data 2 (192.168.2.1/24: buttercup.run)

3. Management (192.168.44.44/24: buttercup.run)

[1]1>

Enter the SNMPv3 passphrase.

>

Please enter the SNMPv3 passphrase again to confirm.
>

Which port shall the SNMP daemon listen on?

[161]>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.

[1> public

From which network shall SNMP V1/V2c requests be allowed?
[192.168.2.0/24]>

Enter the Trap target (IP address). Enter "None" to disable traps.
[None]> snmp-monitor.example.com

Enterprise Trap Status

1. RAIDStatusChange Enabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Enabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]> y
Do you want to disable any of these traps? [Y]>

B % 5276
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Enter number or numbers of traps to disable. Separate multiple numbers with commas.

[1> 1,8

Enterprise Trap Status

1. RAIDStatusChange Disabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #31, position 2
Enter the System Contact string.

[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.
SNMP v1/v2 Community String: public

Trap target: snmp-monitor.example.com

Location: Network Operations Center - west; rack #31, position 2
System Contact: Joe Administrator, x8888

mail3.example.com>

tail

il
AR HESUHEEE R - tail fr 210452 HAE M AFREG R S, 1E NS4 tail 9 5K tail mail_logs 47 #
Fo

Usage
Bz A A ATE B

RS EL: Shar & DURAETH SN N A . et PRGOS BN (B, e
TSN B sl & 20 A SO R S

HEALB RS B 4 A SHHILAL IR
1

mail3.example.com> tail

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

"error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
0. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
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1§ F reportingconfig
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11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

(1>

fn
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"euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll

"ftpd logs" Type:

"FTP Server Logs" Retrieval: FT

"gui logs" Type: "HTTP Logs" Retrieval: FTP Poll
"mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

"reportd logs" Type:
"reportqueryd logs" Type:

"scanning" Type:
"slbld logs" Type:
"sntpd_logs" Type:
"status" Type:

"system logs" Type:

"trackerd logs" Type:

"updater logs" Type:
Enter the number of the log you wish to tail.

19

Press Ctrl-C to stop.
Sat May 15
Quarantine

Sat
Sat

May
May

config

Sat
Sat
Sat
Sat
Sat
Sun
2004
~C

May
May
May
May
May
May

15
15

15
15
15
15
15
16

, Size

12:25:10 2008
Delivery Host

23:
23:

23
23
23
23
23

00:

18:
18:

:46:
:46:
146
146
:48:
00:

10 2008
10 2008

06 2008
06 2008

:35 2008
:35 2008

17 2008
00 2008

2154 bytes

mail3.example.com>

A EELUR CLI 72

* reportingconfig , 5 226 U1

fig

A
<

"Reporting Logs" Retrieval:
"Reporting Query Logs" Retrieval: FTP Poll

"Scanning Logs" Retrieval:
"Safe/Block Lists Logs" Retrieval:
"NTP logs" Retrieval:
"Status Logs" Retrieval:

FTP P

FTP Poll
FTP Poll

"System Logs" Retrieval: FTP

"Tracking Logs" Retrieval:

"Updater Logs" Retrieval: FT

Info:

Info:
Info:

Info:
Info:
Info:
Info:
Info:
Info:

PID

PID
PID

PID
PID
PID
PID
PID

274:

19626:
User system commit changes: Updated fi

274:

25696:
25696:
25696:
25696:
25696:

Generated

PLF Fir & 1E reportingconfig 132 #LHH AT ]«

3 12: reportingconfig T4 %

P Poll

FTP Poll

oll

Poll

FTP Poll

FTP Poll

P Poll

User admin commit changes:

User
User
User
User
User

admin
admin
admin
admin
admin

report: name

commit
commit
commit
commit
commit

changes: Receiving
changes: Suspended
changes: Receiving
changes: Receiving
changes:

b, start time Sun May 16

User system commit changes: Automated Update for

lter logs

suspended.
receiving.
resumed.
resumed.

00:00:00

B it AR AR
filters e B 22 A PR Ao DA - M R
alert_timeout @Eﬁﬁﬁﬁﬂéﬁ‘éﬁ%ﬁﬁﬁ%iﬁﬁﬁfﬁﬁﬁﬁ M #5
TRe
domain B A 7 B M R
<: BETH



Usage

Usage .

B WEAR AR

mode fER A% ER MRS Gl | C KA. M RS
(e SCYEIIE S N S L L

mailsetup WC B I 22 4 B8 AR o N C &3

RAT: B “IRALT

. BRREIE (XM AR5

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the "last year" reports.
Data from the reporting groups selected below will not be recorded.

All filtering has been disabled.

1. No Filtering enabled

2. IP Connection Level Detail.

3. User Detail.

4. Mail Traffic Detail.

Choose which groups to filter, you can specify multiple filters by entering a comma separated
list:

[1>2, 3

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get

reporting data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

A1k & B HATREJECT 52 (X M &5

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances providing reporting data
to this appliance to occur at the message

recipient level then of domain reports.

Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>




&% sE76 |

B zmeses amzmD

ERBERER (XM ZR5])

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> alert timeout

An alert will be sent if reporting data has not been fetched from an appliance after 360
minutes.

Would you like timeout alerts to be enabled? [Y]> y

After how many minutes should an alert be sent?

[360]> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

AHREREBREPRRE

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
(1>

B E R SRR FHERS (X C &R

B s

>
W

mail.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.

[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.
- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series before being
overwritten.

- LEGACY - Configure legacy mailflow report.

[]> storage

While in centralized mode the C-series will store reporting data for the M-series to collect.

Nt



Senderbase .

If the M-series does not collect that data then eventually the C-series will begin to
overwrite the oldest data with new data.

A maximum of 24 hours of reporting data will be stored.

How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series
before being overwritten.

- LEGACY - Configure legacy mailflow report.

(1>

Senderbase
AR EELUT CLI fir s

* sbstatus , i 229 TT
* senderbaseconfig , % 230 7T

shstatus

15t BF
27~ SenderBase B HI KPR
Usage
AT AT E R .
A

BESRAE B Sbar & ul PR MU (B, 4L THSEHL .

et

mail3.example.com> sbstatus

SenderBase host status

Status as of: Tue Oct 21 10:55:04 2003
Host up/down: up

WIRBE RS SenderBase 72 IR SFINAR, BE MRS MARBI R, WA WAL A7

mail3.example.com> sbstatus
SenderBase host status
Host up/down: Unknown (never contacted)




®%: sE56 |
. senderbaseconfig

senderbaseconfig

15 AR
it SenderBase E X E .

Usage
AT MbAr TR PR .
B M@ ST FrE SR R (R, 04, D .
AL P& Bar S A SCHRAHEAL P 3

15

mail3.example.com> senderbaseconfig

Share statistics with SenderBase Information Service: Enabled

Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

[1> setup

Do you want to share statistical data with the SenderBase Information Service (recommended)?
[Yip>

Share statistics with SenderBase Information Service: Enabled

Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

[1>

SMTP fRZECE
A E LR CLI i
* callaheadconfig , % 230 7T
* listenerconfig , % 232 G

* localeconfig , % 261 UL
* smtpauthconfig , 25 262 7T

callaheadconfig

14t AR
AN, ZmE I ER SMTP Call-Ahead it & S
Usage
AT AW R .
B HL: M T H PTG, 24l dHEHD .
A F a4 dhar A SCRE AL FEAS A
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75 R RGI, 0T DO B4 E BLOJEERT 1) SMTP Call-Ahead FL B 3CF

> callaheadconfig
No SMTP Call-Ahead profiles are configured on the system.
Choose the operation you want to perform:
- NEW - Create a new profile.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
[1]1> 1
Please enter a name for the profile:
[1> delhostO1
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[r>

In the following example you can create a new SMTP call-ahead profile for call ahead server.

> callaheadconfig
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
[1]1> 2
Please enter a name for the profile:
[1> Static
Enter one or more Call-Ahead servers hostname separated by commas.
[1> 192.168.1.2
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30




. listenerconfig

AN
LA

. sx7H |

Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries:
Cache size: 10000
Cache TTL: 900

Do you want to change advanced settings? [N]> n

Currently configured SMTP Call-Ahead profiles:

1. Static (Static Call-Ahead Servers)

2. delhost0l1 (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.

[1> print

Select the profile you want to print:

1000

1. Static (Static Call-Ahead Servers)
2. delhost0l1 (Delivery Host)
(11>

listenerconfig

15 AR

listenerconfig T A HI TAIEE . AR MW T . AsyncOS SERMEFRE 4, M6 200005 2
HATA REWAR S IF R B N AL - T RE AL 2 N, AT RE A LRI AR N

ORI A PR TENEDT LA S SUID: A SO SIS PR S . SRR S
NI = 15

% 13: listenerconfig 7%

4 TSR TV 22 E— e FR LUK ke 3 2% . i R 58 LA FRIX.
DRAINE . AsyncOS A S VA EE AN FE ) 5 W T A2 e 42 75

IP $11 TR 0 BB TP 2 11 o B G 2 W W P2 oK HL 20l 21 TP 432 L1 R
WA systemstartup @72 BY interfaceconfig iy 2L B HTH 1P #20.

IFES7ING M3 A B SOH] Tl A #0: ESMTP 5 QMQP

IP %ii [ FH 392 31 W T R T 2 TP 3 1 o RIS 90 N SMITP i i st 11 25,
QMQP 1 ¥ I 628

WA R T NERE IR E ] TR HBE . %458, &R E

N TLH CNEBY M, 1A IS MW FE AL 5 -1 MCEL I R4 Sz 50 4 )

a BRI o

i “Blackhole” MW A TR el & s HERR H 1. 24607 blackhole

Blackhole WIVTSRIT, 14T DA RE S A e MBS P Rk LB A . GBI (1
RHIB A 22 428 % AsyncOS TP HRES) i) “ IS Akt pe 7 —i 7
fREZ(E . D

%: BERG)



Usage .

Usage
VA BT B
P H M W T =R Ut (SR, vl D .
AL R A 4. M & SCRFtL AL A% 2

HEAbIRFE T - i@ A listenerconfig

listenerconfig 4 FLAL A 0] DL TR e e 1 S A R Ha Wi %)% - listenerconfig fir
A I AL A% AL o VRGBT AR IK) HAT 1 RAT .

© BT TR .

listenerconfig new <name> <public|private|blackhole|blackholequeueing>

<interface name> <smtp|gmgp>

T W R P

listenerconfig delete <name>|

HEAL IR - HAT

DL 7481 36 B A 47 45 ] listenerconfig [)AEAL B4 sCHAT % B HAT AHGAT S5 . A KSEUNTEAIE R,
WBZ R T 5 NRA - listenerconfig Z40{H -HAT:

o [r) HAT 50087 A4 4.

listenerconfig edit <name> hostaccess new sendergroup <name> <host list> <behavior>
[options [--comments]

o [f) HAT ¥ 00587 Smg

listenerconfig edit <name> hostaccess new policy <name> <behavior> [options]

o W R A N I BRI

listenerconfig edit <name> hostaccess edit sendergroup <name> new <host list>

o AL IR AL

listenerconfig edit <name> hostaccess edit sendergroup <name> delete <host>

* LURAE N BIZRIF# 3h EAL

listenerconfig edit <name> hostaccess edit sendergroup <name> move <host>




w%: s%5RH |
. HEALIEE - HAT

<host-to-insert-before>

B8R A N A SRS

listenerconfig edit <name> hostaccess edit sendergroup <name> policy <behavior> [options]

FTEVEAE N B3

listenerconfig edit <name> hostaccess edit sendergroup <name> print

ERGELY SN

listenerconfig edit <name> hostaccess edit sendergroup <name> rename <name>

Yl HAT 5%

listenerconfig edit <name> hostaccess edit policy <name> <behavior> [options]

3

M HAT MB35 &2 N4

listenerconfig edit <name> hostaccess delete sendergroup <name>

listenerconfig edit <name> hostaccess delete policy <name>

£ HAT 88l kA N AL &

listenerconfig edit <name> hostaccess move <group> <group-to-insert-before>

T HAT BRAIE T

listenerconfig edit <name> hostaccess default [options]

FTE/l hostaccess 3%

listenerconfig edit <name> hostaccess print

o 5\ HAT {4 H | A

listenerconfig edit <name> hostaccess import <filename>

* BTt HAT (R4

>
W

Nt

II we:



sesvztest - Hat i

listenerconfig edit <name> hostaccess export <filename>

* I HAT BHERFTAT ™ 02 SR RAF N AN S s

listenerconfig edit <name> hostaccess clear

o JREERAF NI AN AR

listenerconfig edit incoming hostaccess edit sendergroup WHITELIST
country add India Nepal Cyprus

o R E AT N R B AT N R A

listenerconfig edit incoming hostaccess edit sendergroup WHITELIST
country delete Cyprus

o HHREE RAF NAATENR A N AR

listenerconfig edit incoming hostaccess edit sendergroup WHITELIST
country print

% 14: listenerconfig Z$1{& - HAT

¥ 1t BR
<behavior> “Y%” (Accept) “HZE” (Relay). “#E40” (Reject). “TCPIE4L” (TCP

Refuse) 8 “4k4” (Continue)o 4ikF—MTAH T RAEANARS, X
“Policy: FOO” ( “FOO” g4 rk) MHABAT h AT H .

<filename> FAHIF H hostaccess F B ZEAH I SCIE4
<group> KA N <name>.
<host> <host_list> A BLAN SR

w%

: 376



. HEALFEAE R - HAT

i

<z /%H_TWIJ I

W

£
e

N

ZH i5t AR
<host_list> BNER I R N AT LR R
CIDR ik (10.1.1.0/24)
IP HiuhikE  (10.1.1.10-20)
IP 1M (10.2.3)
FHL4 (crm.example.com)
4y LA (.example.com)
KA NFEAAEZE 73 BEE (7.5:10.0)
RAFNFEA M 2% It 417 IDS (SBO:12345)
T B 4% 7T (dnslist[query.blacklist.example]
iR HESamEAEN
< &> KA N ERME ) 4 7R . HAT ARB A LA — AN FBEE R RIZ Tk, HE 0
BN TEE B TRILBETFT.
[options]
--max_size HIS B KRN A T A I G0 K A IR A s IS G, 475 AN
(EROESSN
--max_conn FL—F LAV R
--max_msgs BRI SCVF I 2 K HL
--max_rept AN RS N IR B B
--override B 6 SMTP i I L4 “No” 5 SMTP ARiB-F 4
--cust_acce Fa o F 52 X SMTP #5218, “No” 5 SMTP #5252 i b 744 Hi
--acc_code FIE S SMTP 32 W A . BRI A 220,
--cust_rej FEE H 52 X SMTP R4 . “No” Bk SMTP 440 3 7475 5 .
--rej_code € S SMTP R 450 AR . BRI K 554.
--rate_lim JE A EHE RG] “No” « “default” BEAFA THUEE/ NI e KU 1F
NHL
--cust_lim 652 H 5 L SMTP FEFRIANY . “No” % SMTP fH4ami N7 o BRI
N “No” .
--lim_code 2 X SMTP R m ARG . BRINE D 452,
--use_sb BRIAE DL A SenderBase ZEAT . “Yes” « “No” B “default” .
% BERHI



sesczztast -Rat [

ZH i5t AR

--as_scan SO R BRI . “Yes” « “No” . “default” .

--av_scan JERPIR . “Yes” v “No” « “default”

--dhap H R Tl . “No” « “default” Bk FEFE FHLIKAE /NN G
R N

--tls SR AR AR AR TLS.

--sig_bits AL TR 1P bR A A A0 232, “No” i “default” .

--dkim_signing JAH DKIM &4, “Yes” « “No” . “Default”

--dkim_verification JaH DKIM GE.  “Yes” . “No” . “Default” .

--dkim_verification_profile | DKIM 3 iF i & SCAFII 4 FR . AXAE --dkim_verification {E % E A “Yes” B

<name=> BIEIA &

--spf JiH SPF 36iE.  “Yes” . “No” . “Default” .

--spf_conf level SPF — &g, N5 “--spfYes” —#flif. “spf only” .

“sidf compatible” . “sidf strict” .

--spf__downgrade_pra F%2% SPF PRA BuE4h . X5 “--spf Yes” Fil “--spf conf level
sidf compatible” —iZffiH. "Z&", "No "

--spf_helo_test SPF HELO i, X5 “--spf Yes” F1 “--spf conf level sidf compatible”
&y, “--spf conf level spf only” —jtffifH. “Yes” . “No” .

--dmarc_verification JEH DMARC %:iF. “Yes” . “No” . “Default”

—dmarc_verification_profile | DMARC K iiF i & SO 1) 448K {XAE --dmarc_verification {H ¥ 'Eh “Yes”
<hame=> N S 326 T A 3G H o

--dmarc_agg_reports JAH DMARC /-5 . “Yes” « “No” . “Default” . {N7E
--dmarc_verification {H % E N “Yes” I LA & ] .

HEALIEFE X - RAT

PAF 25451 i i A 4] 45 11 listenerconfig FOFEAR PIA% SUPAT & Fh RAT HHSGATS5 . RS EINTELIE &,
WHS T RN - listenerconfig Z5U{H -RAT:

* 1] RAT # gkt A

listenerconfig edit <name> rcptacess new <rat addr> [options]

* 76 RAT P4l A




#%: s%R |
. HEALFRAE T - RAT
listenerconfig edit <name> rcptacess edit <rat addr> [options]
* M RAT R A
listenerconfig edit <name> rcptacess delete <rat addr>
* $TED RAT A
listenerconfig edit <name> rcptacess print
o« FEAHL RAT SN B %
listenerconfig edit <name> rcptacess import <filename>|
* i RAT
listenerconfig edit <name> rcptacess export <filename>|
© T ERERIAY )
listenerconfig edit <name> rcptacess clear <default access>|
% 15: listenerconfig 4114 - RAT
S LA
<rat_addr> B N EEA N ENL. EHURE AT AR Fros
CIDR Hbhl (10.1.1.0/24)
FHL4 (crm.example.com)
4> EHLA (.example.com)
FF 4 (postmaster@)
SEREHIMRAE YL (Goe@example.com. joe@[1.2.3.4])
R ESREA T
<options>
-k G TRk . “3%7 (Accept) BN, “#H48” (Reject). ERINEA “H%2
52" (Accept)o
--cust_resp 7€ B8 X SMTP W)Y,  “No” B SMTP 4252 Wi I 715 £t o

B % 5276




T |

ZH it RA

—-resp_code FE L SMTP W WA . %1 “$52 7 (Accept) #4E, BRIME Y 250, *f
T HELL” (Reject) #RAE, BRINMEHR 550.

~-bypass_rc SR BRI “No” .

--bypass_la 7 LDAP B2 5], 1EFE “Yes” 5 “No”

--bypass_ca 2% SMTP Call-Ahead. ZRIMEN “7H”7 .

- ARniEITREF

76 7, listenerconfig 4 H A& 4 & OutboundMail 187 & IRy, %MW FE 7 np
FHF AN MBS AT 0B TR . Gl #84E GUI D’J?\/JL B 1) 53 (System Setup Wizard)
CLI systemsetup i 2 #IH 1] LUE BRI Ikt & FH I Wr e 7.

PN AR, 34740 OutboundMail. %MW AR £ 48 5 M 1E PrivateNet IP 321
FisAT, AEHEG 25 FR SMTP Wrille AR5 SE 2 M I W A2 3 18 =ML UG 1] S s 1 BRIAE -

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.
1. Private

2. Public
3. Blackhole
[2]1> 1

Please create a name for this listener (Ex: "OutboundMail") :

[1> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 2

Choose a protocol.

1. SMTP

2. QMQP

[11> 1

Please enter the TCP port for this listener.

[25]> 25

Please specify the systems allowed to relay email through the IronPort C60.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number of recipients per hour you are

willing to receive from a remote domain.) [N]> n

Default Policy Parameters




B =0 sreanEEEFmeLEAR

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600
Maximum Number Of Messages Per Connection: 10,000
Maximum Number Of Recipients Per Message: 100,000
Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy?

Listener OutboundMail created.
Defaults have been set for a Private listener.

A
AR =:

e |

[N]> n

Use the listenerconfig->EDIT command to customize the listener.

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1)
2. OutboundMail (on PrivateNet, 192.168.1.1)
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

R - &2 ARMRERRME % H AR
7 FIIURGIT, listenerconfig fir 4 FI TR MUFFE I, AT A5t P ALV IR P A S5

“.ﬁ

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1)

2. OutboundMail (on PrivateNet, 192.168.1.1)
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to
[1>1
Name: InboundMailhostacce
Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

>
W

Nt

SMTP TCP Port 25 Public
SMTP TCP Port 25 Private

SMTP TCP Port 25 Public

SMTP TCP Port 25 Private

edit.



Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling:
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

w1 -mauAnEERFmazeAa |

Yes

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.
[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

£
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Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> edit

1. Edit Sender Group

2. Edit Policy

[11>1

Currently configured HAT sender groups:

1. WHITELIST (My trusted senders have no anti-spam scanning or rate limiting)
2. BLACKLIST (Spammers are rejected)

3. SUSPECTLIST (Suspicious senders are throttled)

4. UNKNOWNLIST (Reviewed but undecided, continue normal acceptance)

5. MyList
%: BERG)

II we:



w1 -mauAnEERFmazeAa |

6. (no name, first host = ALL) (Everyone else)
Enter the sender group number or name you wish to edit.
[1>1

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.

- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:

- ADD - Add countries

[1>ADD

1. Afghanistan [af]

2. Aland Islands [ax]

3. Albania [al]

4. Algeria [dz]

5. American Samoa [as]

6. Andorra [ad]

7. Angola [ao]

8. Anguilla [ai]

Enter the indices separated by commas or specify the range.
[1>1,4,8

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- MOVE - Reorder the hosts.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.

- PRINT - Display the current definition.
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- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:
- ADD - Add countries

- DELETE - Delete countries

- PRINT - Print countries

[1> print

Afghanistan [af]

Algeria [dz]

Anguilla [ai]

T - B FAFIS LA AT B E X EHLT 815 (HAT)

listenerconfig fir & A IVF 2 1 & RVFE AN T M8, AT JoHT 78 CLI Fm A St e B m] k4T
PNl e

RGP RAT A CLUE M T BSOS ST RAE SR R 10 LD 3% (HAT). S ml LU
HAT CLI Zw#H #5358 GUI k4 MW FE 7 H o X HAT. 17 X1VEANE R, 1S CRRHBI 2 4 %4
AsyncOS 1P ) K IO G ARl LU “ AT PRt i &1y

oy 2Tl G HA S E ST RE Y E L HAT :

HIE 1 ffiH] listenerconfig Y] hostaccess -> export T-fir 2 1] LUK ERIA HAT 5 H 2 S0

R R A, 23T ENA LIS IR A2 InboundMail [ HAT, 4R )5 5 H 34 4 inbound HAT.txt [
1

IR

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP
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Default Domain:
Max Concurrency: 1000
Domain map: disabled
TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and
Footer: None

LDAP: off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

(TCP Queue: 50)

IP Profiling: Yes

Maximum Message Size: 10M

Number Of Concurrent Connections From A Single IP:
Number Of Messages Per Connection: 10
Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour:
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication:
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

Maximum 10

Maximum
Maximum

25

No

[1> print
SBLOCKED
REJECT {}
STRUSTED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per hour = -1
virus_check = "on"
max msgs_per_session = 5000

injected on this listener.
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spam_check = "off"
use_sb = "off"
max message _size = 104857600
max rcpts_per msg = 5000
max_concurrency = 600
}
$ACCEPTED
ACCEPT {}
STHROTTLED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts per hour = 1
virus_check = "on"
max msgs_per_session = 10
spam_check = "on"
use_sb = "on"
max message_size = 1048576
max rcpts_per msg = 25
max_concurrency = 10
}
WHITELIST:
STRUSTED (My trusted senders have no anti-spam or rate limiting)
BLACKLIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST :

SACCEPTED (Reviewed but undecided, continue normal acceptance)
ALL
SACCEPTED (Everyone else)
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[]> export

Enter a name for the exported file:

[1> inbound.HAT. txt

File written on machine "mail3.example.com".
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L2 A AT IV (CLI) 24, FRESCAY inbound HAT. txt.
SIB3 FIH OGS, EZ P EIEB Y HAT 4 H .

FEARGI, BUR 4 Hads el ALL % H L[ HAT:

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE]|
169.254.10.10 RELAY

.

PN 4% H 2448 51 spamdomain.com F1 spamdomain.com AT & 48 7 (RS2 R =LK BT A 3%
.

W AT AR TP HuhE o 251.192.1. x FIAEE EHLHER:.

* SEVYAT AVF TP Mtk ok 169.254.10.10 SR FHUREHB 122 4 e 4 HIVE SMTP Hrdk, AR H
A7 H i A v 2k 3 IR

iR FUAE HAT o R P AR5 . RS S B A2 7 1) AL 25 AN 21 R st
HAT. WA S EHCES, W ARG SR ZIEBPATEAE . BN
H E A HBCE B ITAT FHLE X LI HAT . #8358 n] LU ] HAT CLI 4w 235k GUI
KA WEWTRER e X HAT. TR, 1520 GORHIB 2 4% % AsyncOS H P
Fara) e CECE W OC AR AR DA B AR TR A R .

3

TR A RS PR ITCEARE DR E b, DB R E, WS HM%B “Ui

[R5 )
i [ listenerconfig (1] hostaccess -> import 72 1] LA A G4 (1) WL UG 1) 301

R RBIH, 4% InboundMail Wi FEFFK 42 24 inbound HAT.txt 1Y E 4w 4E 05 A3 HAT. i
H print Ty 2 FTENHI I H o

TP

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
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Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:
[1> inbound.HAT. txt

9 entries imported successfully.
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

SE T
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- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.
[1> print
SACCEPTED
ACCEPT
STHROTTLED
ACCEPT {
spam_check = "on"
max _msgs_per session = 10
max_concurrency = 10
max_rcpts per msg = 25
max_rcpts per hour = 1
dhap_limit = 0

virus_check = "on"
max _message size = 1048576
use_sb = "on"
tls = "off"
}
STRUSTED
ACCEPT {
spam_check = "off"
max _msgs_per session = 5000
max_concurrency = 600
max_rcpts per msg = 5000
max_rcpts per hour = -1
dhap_limit = 0
virus_check = "on"
max_message size = 104857600
use_sb = "off"
tls = "off"
}
$BLOCKED
REJECT
WHITELIST:

STRUSTED (My trusted senders have no anti-spam scanning or rate limiting)
BLACKLIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST:
SACCEPTED (Reviewed but undecided, continue normal acceptance)
spamdomain.com
REJECT (reject the domain "spamdomain.com")
.spamdomain.com
REJECT (reject all subdomains of ".spamdomain.com")
251.192.1.
TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")
169.254.10.10
RELAY (RELAY the address 169.254.10.10)
ALL
SACCEPTED (Everyone else)
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes
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Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

(>

WILIFAE S NG K commit #y4, DU S 5 AR

0 - B AR &N S/MIME #7235 F3G iE
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o MEAK] S/MIME ZZ HBLEE R (4 A
* J23 H S/MIME fi5 F5IF

mail.example.com> listenerconfig

Currently configured listeners:

1. MyListener (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: MyListener

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

A
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- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
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- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.
[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: No

S/MIME Decryption/Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,
or no letter for b

[10M]>

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]>

Enter the maximum number of messages per connection.

[10]>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>

Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>
Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop
2. Code
[11>

Would you like to specify a custom SMTP DHAP response? [Y]>
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Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
custom response

Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>

Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

[11>

Would you like to enable DKIM/DomainKeys signing? [N]>

Would you like to enable DKIM verification? [N]>

Would you like to enable S/MIME Public Key Harvesting? [N]> y

Would you like to harvest certificate on verification failure? [N]>
Would you like to harvest updated certificate? [Y]>
Would you like to enable S/MIME gateway decryption/verification? [N]> y

Select the appropriate operation for the S/MIME signature processing:
1. Preserve

2. Remove

[11>

Would you like to change SPF/SIDF settings? [N]>

Would you like to enable DMARC verification? [N]>

Would you like to enable envelope sender verification? [N]>
Would you like to enable use of the domain exception table? [N]>
Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: Yes

S/MIME Decryption/Verification Enabled: Yes
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

B % 5276
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- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.

(1>

=5 - 5% HAT %4
TREXT EHHAT SHIELE, BT, ST M E, Bl LUES T Emain— k LIIg

AT, B T DR R TR I MU AR 71T e P R E SR 1T . AT 25 1Y
SRR PR PRI AL .
& 16: 2R HAT S81E%
S8 WEA (=] e
AR I R4 , G
max msgs_per session 1000
N ORI i
max_rcpts per msg 10000
1k
It t}: spr
BRI max message_size S 1048576
20M
S AT A 3 S0 VF ¥ f8e KO R IR G
max_concurrency 1000
o e A R PRl
SMTP thm,ftﬁHJ smtp banner code ﬁﬁ 220
SMTP fiilfig LA (SMTP Banner Text) (*) E
smtp banner_ text Accepted
SMTP 41 44 14K (SMTP Reject Banner PR
Code) smtp banner code 550
SMTP 41 4l S A< (SMTP Reject Banner SR ,
TéXf)(*) smtp banner text Rejected
2% SMTP 1 3414 (Override SMTP , on | off | default
Banner Hostname) use_override hostname default
. AT H
override_ hostname newhostname
ffF TLS on | off |
tls required on
A5 S B BB AF 44 (Use anti-spam on | off
scanning) spam_check off
BT on | off
{%Fﬁ SOphOSﬁﬁ£¢?]*% virus_check | off
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. 1% bypass_ca S &5 02| listenerconfig

ZH EE El ThlE
BN B AR A (Maximum Recipients ATR=2
perI{our) max rcpts per hour S5k
BN SR RO N R R A . . ML 4oo
(Maximum Recipients per Hour Error Code) Max_rephs_per_four_code
EEUNG PN INICEIN & B N . R .
(Maximum Recipients per Hour Text) (*) fan_tephs_ber_Rour_rex oo s
manyrecipients|
1§ /] SenderBase (Use SenderBase) on | off
use_sb on
& X SenderBase 15 251577 (Define brs Lvalnet -10.0- 10.0 e i10so7 5
. sbrs|value sSPrs|— =/
SenderBase Reputation Score) . value?
]
H S AR AR B U - Ak /I I 1R 5 K TG R0 . G5
dhap_limit 150

- N (Directory Harvest Attack
Prevention: Maximum Invalid Recipients Per
Hour)

1% bypass_ca S5 /nZ listenerconfig

Eiﬂ:ﬁ%ﬁﬂﬁéwﬂﬁuﬁq%?bypassica25§Q%§3D§§listenerconfig:

esa.example.com (SERVICE)> help listenerconfig.

rcptaccess options are the following:
new <rat addr> [options]
edit <rat addr> [options]
delete <rat addr>
print
import <filename>
export <filename>
clear <default access>

default access - Default access for empty RAT. Either "ACCEPT"
or "REJECT".

rat addr - Hostnames such as "example.com" and "[1.2.3.4]" are
allowed. Partial hostnames such as ".example.com"
are allowed. Usernames such as "postmaster@" are
allowed. Full email addresses such as
"joel@example.com" or "joe@[1l.2.3.4]" are allowed.
Separate multiple entries with commas.

options - Various options to modify a host access policy:

--action Action to apply to address(es). Either
"Accept" or "Reject". Default is "Accept".
--cust_resp Specify a custom SMTP response. "No" or SMTP

acceptance response string.
--resp_code Custom SMTP response code. Default is 250 for
"Accept" actions, 550 for "Reject".
--bypass_rc Bypass receiving control. Default is "No".
--bypass la Bypass LDAP Accept queries for this Recipient. Default is "No".
--bypass ca Bypass SMTP Call-Ahead. Default is "No".
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BCE TV R ML ) R BRI BEE I, AT DUE BT RE Y 1) SPF/SIDF — 850 4 i Fl st #6361
SPF/SIDF % 1iF 45 44T K] SMTP #:/E (ACCEPT 8{ REJECT) . #ik n] LLAE S #5350 4 s F INF 2 2%
] SMTP i i o

WRPE—BrEgm, w4AHAT HELO 443. MAIL FROM 4485 PRA S K2 . &1 S 44 SO0 211
%1 SPF/SIDF 3045 0L, 48 e 4 4k 424 1% (ACCEPT) i s 24 1451 (REJECT):

* Foo HITEVDE BIGIERATRAE .

* RHATE (Neutral). ST AR K WIZ i A2 15 A UL E S 107

* SoftFail. 7 Wb ENLICHUE R E S0y, HICRR LI L.
* Fail. 2/ 0 JCAUE R 2 5 0 R AT

* TempError. 3 uF it Frr H BRI 455

* PermError. % iF il fe ot IRE AR %

o R M P A7 AE Resent-Sender: 8¢ Resent-From: %3k, BRIEMEACE SIDF 3725 — 81200 LA% PRA
BOMR “TEIL” SRS 7, FTNREASN R EREZRYE. 25, "AESHIT PRA
SR ST TR E ) SMTP #:4E

W REFEAK SR A E S SMTP #14F, Wt & A e g 8, il <R .

1S5 3 B0 0E 25 S AT 8 T SR 25 () REJECT #AEMIVCIE, W& 22k, filtn, 4
HEGARYE BT HELO S A ah B CRUEE “RIG” ) KW RE PP e B B2 s 1, (EL[R) bk o i 7
FPHCE IR0k H MAIL FROM SR A IR R 25 R pmseE. Wi it A i@ ik HELO 5 4
T, HTR&ESZER, WIS TRk a:. e FoRAE AR MAIL FROM G 03K 2r, W
W R 23 1 E 2515 %) REJECT #4845 1% [0] STMP Wi [,

SMTP Hil V& B £ AR 4 SPF/SIDF 56 il 25 AR 25 A1 3% 0] i A A5 7 MY & .- TempError 45 3% 1]
5 AD IR 45 AR ) SMTP Wi %FF TempError, ERIAMINACE Ky 451, BRI E AN #4.4.3
Temporary error occurred during SPF verification. XJ T-Jrf7 HABLIEL R, BRIAmNACHS S 550, 2K
AT B SCAS Ay #5.7.1 SPF unauthorized mail is prohibited. 7] DAk TempError A ARG IE 45 g 2 5 B
LIy A RS A S SCAS

B, WX CAEE” R BRI SR UESE R AAT REJECT #24E, WA RT LK B & ic
B IR MK H SPE AATE S =I5 Wi BRAEOLT, B 23R Al BLF o v

550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>

B jH FHIX %% SPF/SIDF % &', 151 ] listenerconfig -> edit 1~ iy & L BMINFFER . 4R )5 1# ] hostaccess
> default F 2 g FEHLUT IR VECA R E . X ELFH7R[H1% yes LARCE SPF 2 4il:

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes|
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SIDF
Compatible

T AT HELO S48 7

o SRR h fE 4 Resent-Sender: 5% Resent-From: 3Rk, Z15% PRA G410 “i@
o g Ry I8

o MR CUR B0 4G A 45 AT SMTP #4%:

* HELO &y (ani /s D

* MAIL FROM & f5}

* PRA 51}

* % REJECT #4F iR [FIf) SMTP i WA AS A1 SCA
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SIDF Strict

o WP LUT B0 A 45 R AAT SMTP #:4E

* MAIL FROM & ¢

* PRA 515}

* SPF REJECT #:AEM1E &L IR Bl 1F) SMTP i i AR AL
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B2 <7 R “ANHE 7 Bl gs BOF 4 HABIGUESE B . SMTP #4511 CLI #/R 5 147 5 4 2854 1)
CLI $27~: 417 . FH P ASKE MAIL FROM G435 X SMTO #:1E . 5% B sh552 T 1% 53 00 5 iE 45
Ho WX P REJECT 45 3448 FH BRI 4 AR A SCA
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Would you like to change SPF/SIDF settings? [N]> yes
Would you like to perform SPF/SIDF Verification? [N]> yes
What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict

[2]1> 1

Would you like to have the HELO check performed? [Y]> y

Would you like to change SMTP actions taken as result of the SPF verification? [N]> y
Would you like to change SMTP actions taken for the HELO identity? [N]> y

What SMTP action should be taken if HELO check returns None?

1. Accept

B % 5276
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2. Reject

[1]1> 1

What SMTP action should be taken if HELO check returns Neutral?
1. Accept

2. Reject

[11> 1

What SMTP action should be taken if HELO check returns SoftFail?
1. Accept

2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns Fail?

1. Accept

2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns TempError?
1. Accept

2. Reject

[11> 2

What SMTP action should be taken if HELO check returns PermError?
1. Accept

2. Reject

[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM identity? [N]> n
Would you like to change SMTP response settings for the REJECT action? [N]> n
Verification timeout (seconds)

[401>

LU R 7R T SPF/SIDF B2 BT H T 8% 10K A SO 2 B0k 7
. BOIASKEE S 2L R SPF/SIDF

SPF/SIDF Verification Enabled: Yes
Conformance Level: SPF only
Do HELO test: Yes
SMTP actions:
For HELO Identity:
None, Neutral: Accept
SoftFail, Fail, TempError, PermError: Reject
For MAIL FROM Identity: Accept
SMTP Response Settings:
Reject code: 550
Reject text: #5.7.1 SPF unauthorized mail is prohibited.
Get reject response text from publisher: Yes
Defer code: 451
Defer text: #4.4.3 Temporary error occurred during SPF verification.
Verification timeout: 40

=15 - /2 FH DMARC 3&iE
PUR 7- 9 32 7= el J3 H DMARC 36tk .

mail.example.com> listenerconfig

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

£
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Enter the name or number of the listener you wish to edit.
[1>1

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.

>
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[1> default
Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,
or no letter for bytes.

[20M] >

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]1>

Enter the maximum number of messages per connection.

[10]1>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>
Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>
Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop

2. Code

[11>

Would you like to specify a custom SMTP DHAP response? [Y]>
Enter the SMTP code to use in the response. 550 is the standard code.
[550]>
Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>
Would you like to enable anti-virus scanning? [Y]>
Do you want to allow encrypted TLS connections?
1. No
2. Preferred
3. Required
4. Preferred - Verify
5. Required - Verify
[11>
Would you like to enable DKIM/DomainKeys signing? [N]>
Would you like to enable DKIM verification? [N]>
Would you like to change SPF/SIDF settings? [N]>
Would you like to enable DMARC verification? [N]> Y
Select the DMARC verification profile to use:
1. DEFAULT
11> 1
Would you like to send aggregate reports? [N]> Y
Note: DMARC reports should be DMARC compliant.
Secure delivery is recommended for delivery of DMARC reports.
Please enable TLS support using the “destconfig’® command.
Would you like to enable envelope sender verification? [N]> Y
Would you like to specify a custom SMTP response for malformed envelope senders? [Y]>
Enter the SMTP code to use in the response. 553 is the standard code.
[553]>
Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to specify a custom SMTP response for envelope sender domains which do not
resolve? [Y]>
Enter the SMTP code to use in the response. 451 is the standard code.

[451]>
Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do not
exist? [Y]>

Enter the SMTP code to use in the response. 553 is the standard code.

[553]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to enable use of the domain exception table? [N]>

Do you wish to accept untagged bounces? [N]>
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Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled

Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: Yes
DMARC Verification Profile: DEFAULT
Aggregate reports: Yes
Envelope Sender DNS Verification Enabled: Yes
Domain Exception Table Enabled: No
Accept untagged bounces: No
There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.

1>

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling:
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.
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localeconfig .

1>
Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

1>

mail.example.com>

A I o

A AT A
YN

RERAE L e ST =AMk S GREER. 224l TN .

mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?
(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or
modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main body
in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>
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Disclaimers (as either footers or headings) are added in-line with the message body whenever
possible.

However, if the disclaimer is encoded differently than the message body, and if imposing a
single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit the

message body to

use an encoding that is compatible with the message body as well as the disclaimer. Should
the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error

when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added as

an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding the

message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body

is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[]> mail3.example.com

smtpauthconfig
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mail3.example.com> smtpauthconfig

Choose the operation you want to perform:
- NEW - Create a new SMTP Auth profile
[1> new

Nt



Choose the type of profile you wish to create:

- FORWARD - Create an SMTP Auth forwarding server group profile
- OUTGOING - Create an outgoing SMTP Auth profile

[1> forward

Enter a name for this profile:

[1> forwarding-based

Please begin entering forwarding servers for this group profile.
Enter a hostname or an IP address for the forwarding server:

[1> smtp2.example.com

Enter a port:

[25]>

Choose the interface to use for forwarding requests:

1. Auto

2. Data 1 (192.168.1.1/24: mail3.example.com)

3. Data 2 (192.168.2.1/24: mail3.example.com)

4. Management (192.168.42.42/24: mail3.example.com)

[11>

Require TLS? (issue STARTTLS) [Y]> y

Enter the maximum number of simultaneous connections allowed:
[10]>

Use SASL PLAIN mechanism when contacting forwarding server? [Y]>
Use SASL LOGIN mechanism when contacting forwarding server? [Y]>
Would you like to enter another forwarding server to this group? [N]>
Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile

- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> created SMTP auth profile

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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mail3.example.com> systemsetup
WARNING: The system setup wizard will completely delete any existing
'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator passphrase to a new value.

0ld passphrase:

New passphrase:

Retype new passphrase:

* KKKk K

You will now configure the network settings for the IronPort C100.

Please create a fully qualified hostname for the IronPort C100 appliance

(Ex: "ironport-Cl00.example.com") :

[1> ironport-C1l00.example.com

* Kk Kk k Kk

You will now assign an IP address for the "Data 1" interface.

Please create a nickname for the "Data 1" interface (Ex: "Data 1"):

[]> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):

[1> 192.168.1.1

What is the netmask for this IP address? (Ex: "255.255.255.0" or "Oxffffff00"):
[255.255.255.0]>

You have successfully configured IP Interface "Data 1".

* Kk Kk Kk

Would you like to assign a second IP address for the "Data 1" interface? [Y]> n
What is the IP address of the default router (gateway) on your network?:
[192.168.1.1]> 192.168.2.1

* kKKK

Do you want to enable the web interface on the Data 1 interface? [Y]> y

Do you want to use secure HTTPS? [Y]> y

Note: The system will use a demo certificate for HTTPS.

Use the "certconfig" command to upload your own certificate.

* Kk ok ok ok

Do you want the IronPort C100 to use the Internet's root DNS servers or would
you like it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use my own DNS servers

[1]1> 2

Please enter the IP address of your DNS server.

[1> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* Kk Kk Kk Kk

You are now going to configure how the IronPort C100 accepts mail by creating a
"Listener".

Please create a name for this listener (Ex: "MailInterface"):

[1> InboundMail

Please choose an IP interface for this Listener.

1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)

[11> 1

Enter the domain names or specific email addresses you want to accept mail for.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "Jjoe@example.com" or "joe@[1.2.3.4]

"

are allowed.
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Separate multiple addresses with commas.

[]> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com? [Y]> n
Please specify the systems allowed to relay email through the IronPort C100.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service (SBRS)
Scores for this listener? (Your selection will be used to filter all incoming
mail based on its SBRS Score.) [Y]> y

Do you want to enable rate limiting for this listener? (Rate limiting defines
the maximum number of recipients per hour you are willing to receive from a

remote domain.) [Y]> y
Enter the maximum number of recipients per hour to accept from a remote domain.
[1> 1000

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: 1,000
Maximum Recipients Per Hour SMTP Response:
452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: No
Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No
Would you like to change the default host access policy? [N]> n
Listener InboundMail created.
Defaults have been set for a Public listener.
Use the listenerconfig->EDIT command to customize the listener.
* kK KKk
Do you want to use Anti-Spam scanning in the default Incoming Mail policy? [Y]> y
Would you like to enable IronPort Spam Quarantine? [Y]> y
IronPort Anti-Spam configured globally for the IronPort C1l00 appliance. Use the
policyconfig command (CLI) or Mail Policies (GUI) to customize the IronPort
settings for each listener.
IronPort selected for DEFAULT policy
* Kk k Kk k
Do you want to use Anti-Virus scanning in the default Incoming and Outgoing
Mail policies? [Y]> y
1. McAfee Anti-Virus
2. Sophos Anti-Virus
Enter the number of the Anti-Virus engine you would like to use on the default
Incoming and Outgoing Mail policies.
[1> 2
Sophos selected for DEFAULT policy
* Kk Kk Kk Kk
Do you want to enable Outbreak Filters? [Y]> y
Outbreak Filters enabled.

£
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Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or back
down below),

meaning that new messages of certain types could be quarantined or will no longer be
quarantined, respectively.

Allow the sharing of limited data with SenderBase? [Y]> y

You have successfully configured Outbreak Filters and SenderBase.

* Kk k ok ok

You will now configure system alerts.

Please enter the email address(es) to send alerts.

(Ex: "administrator@example.com")

Separate multiple addresses with commas.

[1> administrator@example.com

Would you like to enable IronPort AutoSupport, which automatically emails
system alerts and weekly status reports directly to IronPort Customer Support?
You will receive a complete copy of each message sent to IronPort.
(Recommended) [Y]> y

* Kk Kk Kk Kk

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.
(Leave blank to only archive reports on-box.)

Separate multiple addresses with commas.

[1> administrator@example.com

* Kk ok ok ok

You will now configure system time settings.

Please choose your continent:

1. Africa

2. America

11. GMT Offset

[11]> 2

Please choose your country:

1. Anguilla

47. United States

48. Uruguay

49. Venezuela

50. Virgin Islands (British)

51. Virgin Islands (U.S.)

[1> 47

Please choose your timezone:

1. Alaska Time (Anchorage)

26. Pacific Time (Los_Angeles)

[1> 26

Do you wish to use NTP to set system time? [Y]> y

Please enter the fully qualified hostname or IP address of your NTP server, or
press Enter to use time.ironport.com:

[time.ironport.com] >

* kK KKk

Would you like to commit these changes at this time? [Y]> y
Congratulations! System setup is complete.

For advanced configuration, please refer to the User Guide.
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aggregatorconfig .

* webcacheflush , % 268 L

* websecurityadvancedconfig , #f 269 1T
* websecurityconfig , 3 271 7T

* websecuritydiagnostics , f; 272 G

aggregatorconfig

1jt AR
FERRPE 2 A 4 PN SERHI B A IR 55 el B il o AR 2% 2% ) Jpe 2 P AT DG oy T & &
51 URL AL BEAN I B SR CRevey BHUEBORSD TEgIfE B .
Usage
AT AT IR
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et

mail.example.com> aggregatorconfig

Choose the operation you want to perform:

- EDIT - Edit aggregator configuration

[1> edit

Edit aggregator address:

[aggregator.organization.com]> org-aggregator.com

Successfully changed aggregator address to : org-aggregator.com

urllistconfig

15 FH
B B3 A28 URL S BEDDAEVEA 0 URL 1144 0t 3508 14 44 M0 2 0 R A U A I R BT A

Usage

RESRAEHL: b ST T =AM SHUB GRESR. 4L, WHEPD .
AL PG 2. B & SCRAE AR PR 5.
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> urllistconfig
No URL lists configured.




. webcacheflush
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Choose the operation you want to perform:

NEW - Create a new URL list-

[1> new

Do you want to import a URL list?

[N]>

Enter a name for the URL list

[1> sample

Enter the URL domains that need to be skipped from scanning for URL Filtering.
Enter one URL domain per line and '.' to finish.
cisco.com

ironport.com/*

*.example.com

10.2.4.5/24

[2001:DB8::1]

URL list sample added.

There are currently 4 URL lists configured.
Choose the operation you want to perform:

- NEW - Create a new URL whitelist.

- EDIT - Modify an existing URL whitelist.

- DELETE - Delete an existing URL whitelist.

[1>EDIT

Choose the operation to edit the URL whitelist:

- IMPORT - Import a file into an existing URL whitelist
- EXPORT - Export an existing URL whitelist into a file
- RENAME - Rename an existing URL whitelist

[]>IMPORT

Assign new name to the imported list? (By default, name stored in the
file will be applied to the list)

[N] > Y

Enter name of the list > new list

Enter filename to import from > URLfile

NOTE: These files will be stored in /pub/configuration

URL list “new list” added.

wehcacheflush

15t AR

Usage

15l
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JLHT URL 3 JEDREAE I 847 . W RIS T 15 JERH 4 2 A I 5 REA TR A7 IR IEAS S

P4 M, N AERRSCR IR MEM a4

A WA REE R
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HEALSR A 4 : B & R SRHILA LR .

> webcacheflush
Web Security cache has been flushed.
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websecurityadvancedconfig
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> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds:
[15]>

Enter the URL cache size (no. of URLS):

[1215000]1>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that should be scanned:
[100]>

Enter the Web security service hostname:

[example.com] >

Enter the threshold value for outstanding requests:
[20]>

Do you want to verify server certificate? [Y]>

Enter the default time-to-live value (seconds):

[30]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server:

[Infol>

Enter the default debug log level for SDS cache:
[Infol>

Enter the default debug log level for HTTP client:
[Infol>

~f5l: A%4E%ERY URL /5 A URL i€

B s

’GZ‘F@E@%WU'T" websecurityadvancedconfig ﬁ/?\ﬂqﬂ:y‘jgﬁifﬁﬁg URL E)ﬂ URL ﬂ)ﬁo

maill.example.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds: [5]>
Enter the URL cache size (no. of URLs): [810000]>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that should be scanned: [100]>

Enter the Web security service hostname: [v2.sds.cisco.com]>

Enter the threshold value for outstanding requests: [50]>

Do you want to verify server certificate? [Y]>

Do you want to enable URL filtering for shortened URLs? [Y]> yes

e |

For shortened URL support to work, please ensure that ESA is able to connect to the following

domains:
bit.ly, tinyurl.com, ow.ly, tumblr.com, post/Ly ceccereeeeceececes

Enter the default time-to-live value (seconds): [30]>

Do you want to rewrite both the URL text and the href in the message?
Y indicates that the full rewritten URL will appear in the email body.

N indicates that the rewritten URL will only be visible in the href for HTML messages. [N]>

>
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Do you want to include additional headers? [N]>
Enter the default debug log level for RPC server: [Info]>
Enter the default debug log level for URL cache: [Info]>

Enter the default debug log level for HTTP client: [Info]l>

a5l BB MR B4 5 URL B934 BRI
E R MR H, websecurityadvancedeonfig 2 F 1AL & v 78 M4 2F H F1 3 i 45K URL 44,

maill.example.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds: [5]>

Enter the URL cache size (no. of URLs): [810000]>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that can be scanned in a message body: [100]>

Enter the maximum number of URLs that can be scanned in the attachments in a message: [25]>

Enter the Web security service hostname: [v2.sds.cisco.com]>

Enter the threshold value for outstanding requests: [50]>

Do you want to verify server certificate? [Y]>

Do you want to enable URL filtering for shortened URLs? [Y]>

Enter the default time-to-live value (seconds): [30]>

Do you want to rewrite both the URL text and the href in the message?
Y indicates that the full rewritten URL will appear in the email body.
N indicates that the rewritten URL will only be visible in the href for HTML messages. [N]>
Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for URL cache: [Info]>

Enter the default debug log level for HTTP client: [Info]>

websecurityconfig
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. Usage

Usage
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mail.example.com> websecurityconfig

Enable URL Filtering? [N]> y

Do you wish to enable Web Interaction Tracking? [N]> y
Web Interaction Tracking is enabled.

Do you want to whitelist URLs using a URL list? [N]> y
1. urllistl

2. urllist2

3. No URL list

Enter the number of URL list

[1]1> 1

URL list 'urllistl' added

mail.example.com> websecurityconfig

URL Filtering is enabled.

URL list 'urllistl' used.

System provided certificate used.

Web Interaction Tracking is enabled.

websecuritydiagnostics

1% PR
A5 URL R g2 Wi gt (5 B

Usage
P58 LA AT PR
BRI Sy A BRAE TS U A
AL Py S B A SR AL P 5.

et

mail.example.com> websecuritydiagnostics
Cache Size: 254
Cache Hits: 551
Response Time
Minimum: None
Average: 0.0
Maximum: None
DNS Lookup Time
Minimum: 9.4198775
Average: 10.1786801765
Maximum: 10.544356
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userconfig
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Usage
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* userconfig , % 273 71
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* who, 279
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mail.example.com> userconfig help
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mail.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
- URLTRACKING - Configure URL tracking privileges.
[1> new

Enter your Passphrase to make changes:

Enter the new username.

[1> helpdesk

Enter the full name for helpdesk.

[1> HELP DESK

pree ]
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Assign a role to "helpdesk":

1. Administrators - Administrators have full access to all settings of the system.

2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status information.
4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.

[1]1> 6

Would you like to get a system generated passphrase? [N]>

Enter the passphrase for helpdesk

(>

Please enter the new passphrase again:
Users:

1. admin - "Administrator" (admin)

2. helpdesk - "HELP DESK" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
- URLTRACKING - Configure URL tracking privileges.
(>

T - % EINER S 17356 IERY RADIUS AR 5527
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mail.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.

- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> external

Choose the operation you want to perform:

- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> Y

Please enter the timeout in seconds for how long the external authentication credentials
will be cached. (Enter '0' to disable expiration of

authentication credentials altogether when using one time passphrases.)
[0]> 30

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured

1. RADIUS
<: BETH
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[11> 1

Configured RADIUS servers:

- No RADIUS servers configured

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

[1> new

Please enter host name or IP address of the RADIUS server:
[1> radius.example.com

Please enter port number of the RADIUS server:
[1812]1>

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the server:
[5]>

1. CHAP

2. PAP

Select authentication type:

[2]1>

Configured RADIUS servers:

Host Port Timeout (s) Auth type

radius.example.com 1812 5 pap
Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.

- CLEAR - Remove all RADIUS server configurations.
[1>

=~ - MEHERFAEBERANEZSMNIE
fE FIHIARBIT, cvofactoraven A4 TR ™ £ 2 I XUH 3 ST

mail.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

2. hdesk user - "Helpdesk User" (helpdesk)
External authentication: Disabled

Two-Factor Authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.
- ROLE - Create/modify user roles.

- STATUS - Change the account status.
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- EXTERNAL - Configure external authentication.

TWOFACTORAUTH - Configure Two-Factor Authentication.
- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> twofactorauth

Choose the operation you want to perform:

- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication based on User Role Privileges.

[1> setup

Do you want to enable external authentication? [N]> y

Choose the operation you want to perform:

- NEW - Add a two-factor authentication server configuration.

- EDIT - Modify two-factor authentication server configuration.

DELETE - Remove a two-factor authentication server configuration.

- CLEAR - Remove all two-factor authentication server configurations.

[1> new

Please enter host name or IP address of the RADIUS server:
[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]> 1800

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the
[5]1> 10

1. CHAP

2. PAP

Select authentication type:

[2]1> 2

Choose the operation you want to perform:

- SETUP - Set up global settings.

%: BERG)

A
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- PRIVILEGES - Configure Two-Factor Authentication based on Role Privileges.
[1> privileges

Role Privileges:

Choose the operation you want to perform:

1. Add

[1>1

Select Predefined Roles to allow the privileges
1. Administrators

2. Guests

3. Help Desk Users

4. Operators

5. Read-Only Operators

6. Technicians

Enter the numbers (comma separated) to add privilege.
[1>1

Role Privileges:

Predefined:

Administrators

Choose the operation you want to perform:

1. Add

2. Delete

(1>

~
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mail3.example.com> passphrase

0ld passphrase: your old passphrase

New passphrase: your new passphrase

Retype new passphrase: your new passphrase
passphrase changed.

last iy & WoRIE — YCESRBIR SN . BT, ERRE R /e pra i

Usage
YA ML AHE “HR
RESRAE B e I PRAE T IR ]
AL P& Bar & A SCRAHEAL P 3.

15
elroy.run> last
Username Remote Host Login Time Logout Time Total Time
admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1lm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20
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Usage
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whoami
15 Bf

Usage
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FETIR

who .
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mail3.example.com> who
Username Login Time Idle Time Remote Host What

admin 03:27PM Os 10.1.3.201 cli

whoami fir & s G HI T AR, BUGZH T B s 4l

A AT A
BRI Mo & T PR A SERLEI R, AL, TSR
HEAL S s iy A S HFEAL RS .

mail3.example.com> whoami

Username: admin

Full Name: Administrator

Groups: admin, operators, config, log, guest

* loadlicense » 55 280 1L
* showlicense , & 280 7L
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. loadlicense

loadlicense

1t A
Loads an XML license for a virtual appliance. % 7] LM SCAF A N2, 8038 v LASZHIIERE NG . A 052 44
B, ESLLIER) RN A 22 B & 2B m) -

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html.

Lo 2 1f M 243 Admin B Operator BRI 7 o

Usage
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mail.example.com> loadlicense

1 Paste via CLI

2 Load from file

How would you like to load a license file?
[1]1> 2

Enter the name of the file in /configurations to import:
[1> <filename>

TERMS AND CONDITIONS OF USE

<Terms and conditions>

Do you accept the above license agreement?
[1> vy

The license agreement was accepted.

The following feature key have been added:
<feature keys>

ST B S B S R R
showlicense

1t AR

SR TR LR A VE A IS B . 8] featurekey i &1 LAY & BE 2 405
i A1 7] FL A Admin 5% Operator AP /7

Usage
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HEALTEAR

Ay AT, . showlicense

ot

mail.example.com> showlicense
company: Example Inc.

org: Widget Division

unit: Portland Data Center

seats: 1000

city: Portland

state: Oregon

country: US

email: mailadmin@example.com
begin date: Tue Dec 6 17:45:19 2011
end date: Mon Sep 1 17:45:19 2014
vln: ABC-123423123

serial: 1003385

=
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* geolocationupdate , #j 281 T

* geolocationstatus , 3 282 7L

geolocationupdate
15 AR
T BT T 51

Usage

SBEHLAE) -
]l

mail3.example.com> geolocationupdate




. geolocationstatus

Requesting update of Geo Countries List.

geolocationstatus
13t AR
TR AT TR0 W A
Usage
1235 M AT “RA .
BHEEIE. ULy & (U TR TR
HEAMIB RS ki & S A B 5
15l

mail3.example.com> geolocationstatus
Component Version Last Updated

Geo Countries List 1.0.48 26 Feb 2017 04:22
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