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3% 2 RR% (Security Services) > {52 (Domain Reputation).
Hii B A (Enable).
& B A5 ABEE 5 (Enable Sender Domain Reputation Filtering).

CAJige) U R4 75 B2 SDR I 25 At A (1) oAt g MEAG 2 SDR, 1516 B 4E E AR /B 1% (IncludeAdditional
Attributes).
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(A3 kP EFIEH A8 AETEREHI5NIF (Match Domain Exception List based on Domain in
Envelope From): QIR GE A SEIB AR DU “A5 B R AEN” 15 kb pdsidkit SDR .
B a3E BB ER LA £ 75 (1) SDR FE Vi, LAMELE SMTP 231l 2 0 H52 sRAE 4t 11«
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AR AUURBHIEEME Y “WE” (Awful). % SDR HIE ITEAIME R, WS MSDR H5E , 4 2 i,

B
drop msg based on sdr verdict:

if sdr-reputation (['awful', 'poor'], "<domain exception list>")
{drop () ;}

Hrh:
* 'drop msg based on sdr verdict' i HB{FL BERS I ALK o
* 'sdr-reputation' JEIBAE Rl U BEHNIN
rawful', 'poor' i TARYE SDR b sig ML 1K & 4 N sk ) 52 1) o
* 'domain_exception list' EIBISMIIRIILIR. WERAFAEBGISMNZR, ER” B ™.
* vdrop' ELEHRAE B HRHRAE

1
FECUFIBAER, S SDR B “AA7 , MIRMO PR S

quarantine unknown sdr verdicts:
if sdr-reputation (['unknown'], "")
{gquarantine ("Policy") }
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AR R ANIBARE” (Sender Domain Age) EIURFE F—A AsyncOS hAS Tl .

EE:

<msg_filter name>

if sdr-age

{<action>}

Hep:

(< ‘unit’'

>, < ‘operator'> < ‘actual value’ >)

* f‘sdr-reputation' S AT B I e S R
* ‘sdr_age’ AEHTARYE SDR by MBI IF A& A NS A R .
© cunit' o CRET L 7 ST BB kI, TS R A NI AR pE A

® ‘operator'f%@ij:ttiiiégi?é’ ﬁﬁﬂ:*Eyiﬁiﬂ#}\ﬁﬁ%iiﬁﬁﬁfiﬁgEB##:

> (K1)

>= (CKTEET)
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ARA

* ‘actual value' ﬁ%ﬂqﬂ:ﬂﬁﬁiiiﬂ#/\Hﬁﬁﬁ¥?§ﬁ§ﬁiiﬁ§$ﬂﬂ#ﬁﬁﬂ%5%c
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FELURMEAE A, i SR AT N Ry OIS, W 4 4 5 57

Drop_Messages Based On_ SDR Age: if (sdr-age ("unknown", ""

FELU NI, W R AR N AT R0 T A H - WRZEBERE R 2 57

Drop Messages Based On SDR Age: if (sdr-age ("months",

HRE A 1 N33 7T 4348 12 I R A

EE:

<msg_filter name>
if sdr-unscannable
{<action>}

Hrp:
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® 'sdr-unscannable' z%iﬂji%%ﬁﬂﬂfi#ﬁﬂﬁ%%ﬁdﬂﬂo
'domain_exception list' EIFIFMIIRIIBFR. WERATEAEEHISIMNZR, ¥ EnRh .
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Quarantine Messages Based On Sender Domain Unscannable: if (sdr-unscannable (""))

{quarantine ("Policy");}
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P11 R EBHRER (Mail Policies) > ff AR AT iE & (Incoming Content Filters).
P2 piRndESS (Add Filter).
PR3 A AR I IERS A MR A
FIE4 1R nE 4 (Add Condition).
£ 5 14854 (Domain Reputation).
FIE6 EFELL AT 4 A LIRS SDR & MR F
o PR NBEEHIE DL PR E VL, A A SDR R &5 4 H4) s i S n A o
iR AR B R “B 27 (Awful). £ 5% SDR HGERITEGIS IS, 2 SDR H)5E
E T
s ERRMHASENE, EEILEUSEAT, WA, R R A A RO I 8
ISP PR I B
IR CRAENIEARIN” (Sender Domain Age) IEIURAE F—~ AsyncOS FRASHHIER -

s R H ABIEE AR AT (Sender Domain Reputation Unscannable) DLt g4 i@ ik SDR #5 7%
(1Y B A o

BT (W) EREEAR B MM OCARYE SDR L IEMSAFI TN o vr 2 B k51 £ .
PR 8 il iRINIRIE (Add Action), L' ZAR Y SDR X B AT IR AH VAR AE -

| A gEEE I


b_ESA_Admin_Guide_ces_14-0-1_chapter10.pdf#nameddest=unique_493
b_ESA_Admin_Guide_ces_14-0-1_chapter10.pdf#nameddest=unique_493

EHAEEESE |
B oszsosnz

TR FAIF N E L

ke RIS

BN i AL R ik SR AL TE T8 SRS 22 4 9 5 0 PR SRS o, sy T A
PG AR F R BRI R AT £ AHEFFIF) SDR AL o

\}

ER R NI BB B R G HEA W (1) SDR P A I SR AR, N SRR o A g A b
WP AR

EREHISNI RS

BOANEOL T, Bhid SDR A& 4 fht, MBAFI s pb e+ RAEAFIEIS e A 5 Sk PR b Z5AR
7], I H 555 85138 h e s se AU Re . an R B “F kAN 7 (Envelope From:) 5 3k
PRIkt SDR #2, WM “I8{525” (Domain Reputation) ¥ & UL k£ “FE 115 B A4 NI
Kok s 4411257 (Match Domain Exception List based on Domain in Envelope From:) 3£ o

UK

FIB1 B PR LIRS (Security Services) > 1552 (Domain Reputation).
P2 PSR T NSRRI E (Edit Settings).
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P HF IR (Monitor) > BB ERER (M essage Tracking).

$122 i 5% (Advanced).

T3 RAM R PR GEABEE.

IR A HRE N SDR RS HM BRI T, KEREPTHE I SDR H5E LA & MR A .
$®S  (Wk) AR (Unscannable), LA7E SDR 467 2 I 25 5 W L
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2ZHABIEESNIIERK
FEATRI, HASR T i TZEE B8] SDR 5 I LS4 Ko UE SR I ML SDR SLygRyMeLE:,

Mon Jul 2 08:57:18 2018 Info: New SMTP ICID 3 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 08:57:18 2018 Info: ICID 3 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 08:57:18 2018 Info: Start MID 3 ICID 3

Mon Jul 2 08:57:18 2018 Info: MID 3 ICID 3 From: <senderl@example.com>

Mon Jul 2 08:57:18 2018 Info: MID 3 ICID 3 RID 0 To: <recipientl@example.com>

Mon Jul 2 08:57:18 2018 Info: MID 3 Message-ID '<000001cba32e$f24ff2e0$dbefd8alS$@com>"' Mon
Jul 2 08:57:18 2018 Info: MID 3 Subject 'Message 001'

Mon Jul 2 08:57:19 2018 Info: MID 3 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Authentication failure.

BRAR
TE CLI ¥ ] sdradvancedconfig iy A0 BB B4 G F2 3] SDR IR S50 BT 7 I 2 5.

2 ABIEERKER
FEATRBIN, SR T i T 15 SDR RS I LR MR 6T A A SDR St B0

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com>

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID O To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001lcba32e$f24ff2e0$d6efd8alS$S@com>"

Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Message 001'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Request timed out.
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Mon Jul 2 09:04:08 2018 Info: ICID 7 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:04:08 2018 Info: Start MID 7 ICID 7

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 From: <senderl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 RID 0 To: <recipientl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 Message-ID '<000001cba32e$f24ff2e0$dbefd8alS$@com>"' Mon
Jul 2 09:04:08 2018 Info: MID 7 Subject 'Message 001'

Mon Jul 2 09:04:08 2018 Info: MID 7 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Invalid host configured.

BARAFR
{E CLI 8 ] sdradvancedconfig fir 2 Ht B R B4 X 5< 145 21 SDR R4S BT s B2 50

ZHEANBIEEEREIR

FEATRBIH, HE R T BT RIS R ARG SDR 1L 38 HlE1T .

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID 0 To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001cba32e$f24ff2e0$d6efd8alS$S@com>"

Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Test mail'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Unknown error.
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