32 0 P HE R

AT LRI

o AF WA RS AL JB R, on page 1
o AL IV R U B A 99 5, on page 7
* HEBR M 2% #f5, on page 10
o FEBRATTFE T HF%, on page 15
o HEFR B S AR IE MR AE B 5%, on page 16
* FFBR I RE IR, on page 18
* Web JHHIAZMILAT I ] , on page 19
o [A[N 2 | on page 19
o PR ] AT SO HERR |, on page 20
o e R EE MR G HIYE , on page 20
o A HIECRSCRE, on page 21

{5 FMA BB AR IR R R . JBER

Bl LU RS 18 (System Administration) > BREF (Trace) 7 (15 CLI H i trace v 224550 i
TERRUR IE MR ISR A R G RIB AR,  “PRES” TUH (Rl trace CLIM4) Sl —Eisff:
BT R B2, FERFTE — M O RS URTACE CERFRPAIATI S “filk” 505z ¢
e 2L MKW B SEbr IR R . “HRER” BUf (AKX trace CLIAn4) & Tl K ik
FRANRR TR, JCHRES A MM OV 2 s D RErItE L T, D) ReS TR A,

Note 33 NS -1 IR SCAA5 26414

“ERER” VUM (A1 trace CLI fir%) &Pt RTINS L.

ks 1]



. fE AR ER IR R BER

Table 1: “BRER” TUEIRIMIN

it FnsrEsig |

=l

1t AR

5

V5 1P Hudik

B NTERE R ) TP Mk, DU e i 4
o 1 HBE AT DU T U A 4
(IPv4) BihAS 6 (IPv6) Hihl .

YLH: trace iy 2 2x 4o FH N TP Mkl
SEARMEEA . EAS YR Z P Hihk
REHZER 58RI . trace fy
ARV e A T B A, AN T]
RETE DNS J ] VCHECAS A 1% 60 T 264700
ko

203.45.98.109
2001:0db8:85a3::8a2e:0370: 7334

PIP 5 2B e 4

N SEA R e Rk A LI TR, . iR 5
AR A T BN S, SR TP Huhbh
47 ) In) DNS #ik.

smtp.example.com

T BB 17 0 10407
Ry

MAGEWBCE N RE PSR hE s, 1E4
PRADUAIE IR B H Ao

InboundM ail

W 2% T3 5 4144 ID

BN WZPTA A M — bR i, Bk RS
A 455 Y5 TP M hEAF DI (1) W9 25 T 47 34 1D o
WU A I GUI K M 45 A 8 Vs In 21 &%
PENAL, wiREW A A IS R

IP 2675

i N A B B SRR (AL ) TP A AT O0
o FVF RS 4R U TP MR ORI 1 1P £5
BRIy XA BT TP A5 245 0 X S
BATINR . WHER, TR IP (5251
A ARG A S A IENVATAG | % (CASE).
ARVEMFER, WS AT (1 1P
A IR A B

-7.5

(EES-SEIN i AT SRR B RN admin@example.net
(EESLCCEIN i NIRRT SR N B . AT S 43 | oe

ZA%H. frank @example.com
S 1S3 B NS PR S 2 1150, A dGhsiE. 774 | To: 1@example.com

ANHBPFIESCIN, S AR BT AR R AT
TERL AR BRI ISR
CHIZEATRRIT) 5 W s hbn A A% A
AN, AT RS EUCVRIL B U 0 PR R 4
Ko

RAEN: ralph
A

thisisatest message

AfEE, A FFIRERER (Start Trace). R R4 ERCE N XHEBAT W T DIREIl & .
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P O T |

AT LA ST R 58 EARIEPEA A (FE CLI Y, JHP Al & 8% /configuration H
SN BIISAEIESCHEAT I A ORTBCE ST LA AR SR 4R (5 6L, W2 BFTP. SSH A1 SCP 1Jj
1P

LR NG, KRGS ER SR EIF R T INEE WRRIA D) — BRI eE, ) R
27 UUIRIAN trace fir4-f 1) b3 h 4 A FRIAEART 56 HT(EL.

Note

FFHAT SR BT A AL trace iy M C B 0. 12068 T A D)y R G A 2 1) PR HLAH 3% A7 AR K 34
Who filhn, LSRR T REH e WP N IE7E B RAT YA I S 58 ma izt it . i 4F 50 44 2% % RAT
SO NSRAE I, oz thik A5 m, 25855

Table 2: 3\ {TERERAT B B

trace A S &S i

TWUVT 2 (HAT) S HBPESAEns | b e M R e ) L0 ) R e B AT A . R ety

b HAT 5 H P 4 N 72 1P bk S e Fal 4 DL e ) 4 H . H
LA BRI ISR SRS AR A N, BAR S 4 e 4 H — 801
R

T LR e BN R 4834 Gl REJECT i TCPREFUSE
Vi, N trace Ay 2 EALFE N FE B HY
HRELZEEHAT SHINGE R, ES W T e R4 NAA
HIS 3 SRS

= & A AbE

TR T A X DT ok P B AR A B R AR AR . CRITB A S 5 o] £ R MAIL
FROM 14 . ) trace i SfEITR 2 A4 H) “IEfE4IE MAIL FROM: 7 .

ENINC DR P AR S W R S SR R BRI R A, )
X A NI IR AEAR] S ST 2 S s 7 S 20

ARVEAMGER, TSI ACE R S USRI o

Do LU S PRE e S 2 8 ST NS EER 2 Lo N S i € i o
AvER . H P 1istenerconfig -> edit ->
masquerade -> config subcommands T4, 7E% H

WrRE e B B R AR AR T D o
ARVEMGER, TS RNCE R fALILT)RE .

AR

TGS T A M S et P SRR A PO R . CRI, IS I S PR T 2 o e
RCPT TO 4. ) trace iy 2 S (EM /0 Z ATHTED “IEAEAC B/ NFR: 7
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trace f

]

ENINC

U R P AR S W R P S SR R BRI R A )
X B PR AT S SO 2 s e B 23

ARVEANGER, TS A E R G LU o

SIS e e

SR D RE PRSP AR O Fefbuta ik R e T
ARSI S, I HU P 48 B Atk A B e A
U AP AR TAZN IS/ SUR

ARVEMGER, TSN E R dALIL T RE .

ek N il 4 (RAT)

BR S S B HOL, LA 2 R 5 RAT I 104 H UL RO
AMEEEN . B, e SR A 0 TR RAT i
GET

A RARE RS A NIITEAE IR, T2 B IC L M 5C A
HEA o

WP I 2 7t S WIS IO S P R ) 44 3 A 4% H DL E AR A
fREEN (BB 17— el e MR AL R e )

ARG R, TS PR E s LR IIRE .

N PARTHEBHFIRIE

TX SR T WA R A B A T ST BB ARSI N TAERAIZ B, S EEANHBAE I s . %4k
FETAEAE R 5281 250 ok fin 2 iR A B FE MTA Z BT .

trace A TEL 0 2 ATHE “HBLFIEAEALEE: 7

NS ES altsrchost MM TAEE A AN SEIEMNE. /484 55 1P
Motk ULES, dR e EHE . R EE NS
altsrchost &I HAILAL, WHZE RS BREES s
i,
THYVERL, B2 EE ) R X DG ik T B4 el DU Y B i g 1
RSB 7 T
HIRVEAME R, 1SRl E 5 b AL IR .

B A g B A JB O fE S AR AL B AR P ) =N BRI RS o 1X 2 SR — IR
HIe a0 G A B FR A B W W R P A B [T & S, )&
FESEI 3 EE . %05 B BonfEri .
HREFEME R, ES RN E B B AEILT)RE .

T1EBAFIRAE

RGN TAENF B HEAAT LU — 2 ThRe . X4 #AE K AAE R il B G . B EFINH
“TAEBNA P EIIBAE "  status FiI status detail iy 2B TR & -

FROABISEAT AR L i
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trace IS ER S

]

Do

LIPS EDRE =yt 58 SRS DL L NNI-Z L NS E oS 7 < € liil
I AR W B A N AR BOE e LDAP A, BT A B 4
SR E . P listenerconfig -> edit ->

masquerade -> config V%, fELHMNIFLR LxtiR:
(EBSENEVE-S

ARVEAMER, TS I G E %t ik D ag

LDAP % h

R WT R EJS T T LDAP BAA1, By 3 225 LDAP [
R Ein . DAL LIRS,

HIRVEANE B, 1S LDAP £,

S i A5 Ak PR

SR, I S ARG R AT T I B L e RS A TR A
XHREA L JEAS T NSRAE, MR R SR “true” WL
PATZILIEAS NIRRT . AL DB & T e B HofhL v %
R AR — Bl tf, HaduES MR E R AR . i R vF
i “false” , JFHIRAEIIRL else T RIRIE, Wy PEALIX
L2 3 (St LA TS 4 V5 2 (S E D MERSSUR LS RIS R

25 [ A P S P e e KTt S - SRS

HIR {4 55 B& AL 38

e

“HRPE RIS AL (mail policy processing) #0707 RIEIRMEAE . Bipaei i Bk AL I8 D Rg LA
SAETRAEI PTACE N IE AE B IS TR n2R 22 N N S B2 48 BRAS P 1) 2 45 SRS AH UL I, D)
P A RS VLI SRemg R WoR LU R 0. F4FH . “Message Going to” ¥ 5 SUAH A UL A DS RE )

S B3 s

AH 53 s AR 52 BRI A BT R e W A
W EIEIE I T AR P 2 J, N BT OB A R AR B, )
SIEAC B UG o IR [HI e . an S DG B A R
IR B E AT, WP 2% R, I H trace iy 2 A HK
51k,

B R SRR R AE RGN A AT, Bk e 3R
USRS B AT AR AT, AEORAE P Zh e /a Wt A
P2 WmizfE B

Z [ BT SR MR A AN A A o
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trace f
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FERE: WRPPWEBHMARTNATTH, Bk, aek
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WA I PERS AL B

ARG R A WA I DE AR LI A2 eh e P AT PP A
RHAREAN ISR FONSRAL,  WR R SR “true” » WL
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LI FE T, AL AR BRI SR o s A L DB AR D RE
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RIERIE
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PLUURES TP |

trace A S &S i
KA NI 2 SRR NI P15 25 0 s BEL L PR IR A F b B 5 3R
PLUR & Ab B &5 B s 9]«

5 AT

C WARON: 334E9MH 6K
« Kol ANIEH

© BRAE: HBPRCEA

AP RoR)E, S RIRA SRR AE CLU, BRI 2 15 2 A e i g
7By, VAR AR

{52 A oA 2 P il b R 44 X 51

ik “Sinkhole” fiWrF2)7, W LLNNRIE IR AE e R 4, [FIEIe v DURL I i s B2 P e - sinkhole
ST P R P RS TR HE BRI AR HEBA
o HEBAGTT RE T 2K MR LR AE BB, SR 5 S RIR SEM g o du A5 28 Ay 8 IR A A i R e 1
AMENE RS, WA AT TR o
o JEHERMTWT R P A2 MR, ARG LR IR, AT ORAE . WA EHERR IR R A S
MR 1Y DG 2 TR) PR B e, 1A F AR HEBA BT 2%
fdn, (£ R, TPLEIEE sinkhole fIWTRER “C” KEHMEARICH “B” WL FMIUIRER . AEHEBAAR
SR LA ) i B AL e 552 T BB EE M G I R M RE Rk A2 . HEBARRAS 25 DUAAH [7) 1 B 442 A
S IS D DA IS N BA Ry T8k SMITP A%:32% 1y Ao 45 1)
Figure 1: 1=)l: X < &Y Sinkhole 5IWT 25

=

IronPort Email Security Appliance irewal .
_ " Firevs) 2%
! SMTP “’=f/
N1
z i

Groupware Server
(Exchange™, Domino™,

Groupwise™)

(Groupware Client

FELL R, ] listenerconfig iy & (£ & #4111 L4 42 24 Sinkhole 1 [ sinkhole HEBA T FE 7>
SRIG,  m O R 0 ML 0] 36 (HAT) BAs2 2K [ BLR WL IE

I Pl |
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L]l

\}

* yoursystem.example.com

©10.1.2.29
* badmail. tst
* .tst

mitAngE g |

Note

a4 H st T RCEMT R, DUE st b AR ff T HUATRT LA 44 0 Sinkhole 1 AWK

IEHBAE

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.

1. Private

2. Public

3. Sinkhole

[2]1> 3

Do you want messages to be queued onto disk? [N]> y

Please create a name for this listener (Ex: "OutboundMail"):
[1> Sinkhole_ 1

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

| BRI
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Choose a protocol.

1. SMTP
2. QMQP
(11> 1

Please enter the IP port for this listener.

[25]> 25

Please specify the systems allowed to relay email through the IronPort C60.
Hostnames such as "example.com" are allowed.

v

Partial hostnames such as ".example.com" are allowed.
IP addresses, IP address ranges, and partial IP addressed are allowed.

Separate multiple entries with commas.

[1> yoursystem.example.com, 10.1.2.29, badmail.tst, .tst
Do you want to enable rate limiting per host? (Rate limiting defines
the maximum number of recipients per hour you are willing to receive from a remote

domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600

Maximum Number Of Messages Per Connection: 10,000

Maximum Number Of Recipients Per Message: 100,000

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n
Listener Sinkhole 1 created.

Defaults have been set for a Sinkhole Queuing listener.

Use the listenerconfig->EDIT command to customize the listener.

Currently configured listeners:

= Il

Pl |
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1. Sinkhole 1 (on Management, 192.168.42.42) SMTP Port 25 Sinkhole Queuing

2. InboundMail (on PublicNet, 192.1681.1) SMTP Port 25 Public

3. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

(1>

it FnsrEsig |

Note

TR commit dy4, IXLE A R4

TERCE T IRHEBN BTV RE P F -2 20T HAT DAEESZ R A ARG MIER G, WA N R G ) A4
KRILMBAL . Al status. status detail Fl rate iy 2 W48 RGutthfe. Hnr LUE L E R H P 5 (GUT) >k

MRS AREAER, WS-

 {fi /] CLI Wifx
* GUI " () HAAT 5%

HEBR P 4% B P

U SRPRSBE A W) S A7 AR W 2 B, 5 SR A R 56 AR IR

U2 E A ) S B ) 48 12 4%

SEA1

Procedure

EEFRGIFUE A S0 G, IExRE, BERUTER:
Last login: day month date hh:mm:ss from IP address

Copyright (c) 2001-2003, IronPort Systems, Inc.

AsyncOS x.x for Cisco

Welcome to the Cisco Messaging Gateway Appliance (tm)

SI8 2 ffiH status Y status detail A7 % -

| BRI
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BUEHERR

wrstn [

mail3.example.com> status

o

mail3.example.com> status detail

status 17 2B IR [0 5 35 B A R MBF R E ) ME B 4. RBIMSGTHE B AP tFE28AN RS,
BRI R EAERE (BEHER) , 15 status detail 74> . TS RGP IZITHIS
AN MRS, B UAE AEsEE Ok, RS LIRERS] 5 Uk LA
RGBT day BT R AR S B .. CARENER, ES0MH CL hiE. D

1# ] mailconfig i ) ©L 40 H TAEHbAE K& 28 B4

mailconfig M-S AP AT S, ALFHMSAE T B AT IO B e Sl SO IS A 5
FORBNC I AN IE,  DABRIA NS R4 OG m] LU R 26 A& TR o

mail3.example.com> mailconfig

Please enter the email address to which you want to send the
configuration file.

Separate multiple addresses with commas.
[1> user@example.com

Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to user@example.com.

mail3.example.com>

FAAMIAT R SGHE W 2 b b TG B1PIRAS Ja VAT LA iy & WA 19 45 1)

© ATLMEH] netstat iy R MZGER (IR B IRERAR M D5 R,
B ER:

BN ERT AR
o PZE RS
s BRIHR N
o DT BAB FR R /)N
s RS R

Pl |
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B oasan

o LA diagnostic -> network -> flush fil A1 S BT AT 48 AH O (R A

o 1 DI# diagnostic -> network -> arpshow’uéﬁ >8R 80 ARP 2247

it FnsrEsig |

ﬂu{fﬁﬁ packetcapture ﬁé%ﬁ%%nﬁc% TCP/IP &Eﬁ@ﬁﬁ@ﬁﬁﬁﬂﬁé%ﬂ EI’\JIW%%%EZE

QI CIEg T

gﬁﬂq packetcapture, 1 W B INZHE IR JESs . L JESS 10 F AR A 1y 2 4% 3 UNIX tepdump
. M start FFARECH G 28, A stop 5 Ib e B dlisk . fsmabdlisk ez )5, #2241 H SCP 8¢
FTP M /pub/captures H & FE M. A XTEAE R, 16SHI217 8 A 3K, on page 24,

I ping AT B ORI TAE LN, LARIAMSEE W SCAE M 2% b BAT G ShiE R, JF HAEWS Bk 2

M B
81 ping iy AT LA A 25 345 MR 9 5 4%

mail3.example.com> ping

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

11> 1
Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (x.x.x.x): 56 data bytes

64 bytes from 10.19.0.31: icmp seg=9 ttl=64 time=0.133 ms
64 bytes from 10.19.0.31: icmp seq=10 ttl=64 time=0.115 ms
~C

--- anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss

round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms

A\

Note {4,425 i 1] Control-C 4 fiE 45 W ping 14>

* {1 traceroute Ay MR L THLLS M 1F 4 KT B A I VA R0 2 Bk 1K 6 o [
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mail3.example.com> traceroute

Which interface do you want to trace from?

1. Auto

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 1

Please enter the host to which you want to trace the route.
[1> 10.1.1.1

Press Ctrl-C to stop.

traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway (192.168.0.1) 0.202 ms 0.173 ms 0.161 ms

2 hostname (10.1.1.1) 0.298 ms 0.302 ms 0.291 ms

mail3.example.com>

{ffﬂ diagnostic -> network -> smtpping‘ﬁﬁ%?ﬁMtﬁﬁi%% SthT’EEé%%go
’fjdi)zﬁ nslookup fﬁé\ﬁﬁ DNS Jjjﬁéo

nslookup AT 2 F] LA IABIPH R OC RENS BIIA JFHIRAT R B LA DNS (344 iRk 55) ARk 55 # ) T HLA% AN
IP Hithik:.

mail3.example.com> nslookup

Please enter the host or IP to resolve.

[1> example.com

Choose the query type:

1. A

2. CNAME
3. MX

4. NS

5. PTR

6. SOA

7. TXT
[11>

A=192.0.34.166 TTL=2d

MR
|
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Table 3: #2 DNS ThEE: iR

A B TLIR P

CNAME 5 A4 AR 44 PR

MX ISP A He s

NS HIT45 € X 44 PR IR S5 4

PTR R A IR P EE, TR LA, B, R AR R
(RIFRE

SOA B4 K “start-of-authority” 175 &

TXT AR

f#H] CLI FJ tophosts fiv2 % GUI, Jf4% “ymshlic N7 #4THEF .

tophosts IR A FAFI T 20 NP N NI FI . Bl & RT3 Bh 8 52 15 R 2% 0445 )
L 1 A A R R M A B ML CHRTEAIE R, TSP “HfiE HEPEBA
FIRIE” - )

mail3.example.com> tophosts

Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients

4. Soft Bounced Events

5. Hard Bounced Recipients

[1]1> 1

Status as of: Mon Nov 18 22:22:23 2003
ActiveConn.Deliv.SoftHard

# Recipient HostRecipOutRecip.BouncedBounced
1 aol.com36510255218

2 hotmail.com29071982813

3 yahoo.coml13461231119

4 excite.com9838494

5 msn.com8427633 29

~C

o P TRETHC” DS tophosts i 45 SR A1 H I TR ) hoststatus i 4.

B it AnserE Hpg



| i AnsrsEs

spviizras [l

hoststatus AT 22 IR BT R E WA N EHUH R IR A RAR 05 B Bk, o deftt
AsyncOS Z A7 470 (1 DNS {55 5 LUK AP E N EN LR [P di i — 2 B R o IR BT 8 e A b —
> resetcounters AT RIBATLURRMM .  (TRVEMMER, SR ELIPIRES. D
SHEA SERTIRIBAE ] noststatus #r4 AT LUK DNS AR 4 B i) H5RE 25 280 s ¢4 04 OC i FLIR R o 451]
s WG RS SR N N noststatus AT SR T VFZAFE S, 22 CH 2 1245
FE EHUE T TR BEIRRIE, o EAE R OG5 e 2 B A BN 2 2 AL

* B AR KA AR

HISE R 2 AT BT B 4T JF LA R B s A BEIE T4 3204 21, 22, 23, 25. 53, 80. 123.
443 F1 628,  CiFZ BN KA. D

o M2 H FRTHR A R9 5% 1] dnscheck@ironport.com 232 A4

B B4 IR 28 P 3 A 3% 42 dnscheck@ironport.com PAYE R 48 EHATIEA N DNS #ér. HahRlE
MR A 6 CA TS DU A3k iy & SR R il £ J2 o AT

DNSPTRIEBHE - “f5st RN B 1P bk 553k PTR i 52 ILHL?

DNSA IR - i) PTR ity “fFEA AN 1 IP Mkl 2 A7 ILHC?

HELO [EEC - sure mero frd PO KR “f5d R F N7 1) DNS LN A ILAC?

R4 AR 55 88 15 =2 JE IR IR [EI MR 4 - smre meno fr2A h 1 H (1382 5 EA BT i 881 TP Hbik 1) MX il 5% ?

HEFR ol AT A2 7 3 %

GRS RGEE N MR LA AE M R, 15 K H DL Gl v vk
* BNIEIEAENHENT TP Huhik, SRJ5MHH 1istenerconfig Ay 2K FLVFI ML

TS FOVF IP Mk & B IR G @ i T FE P 2 A8 1istenercontig fir 2K T i W A2 2 1K E ALY 1)
K (HAT). LU Ay 24T BT FE 7 117 HAT

listenerconfig -> edit -> listener number -> hostaccess -> print

HAT W] LA E OV TERL 1P bk, TP MuhibBe . EHLA sRsER 4t s, AT RTEAE R, TS0 “4R
SE SCVFHERRIN ENL” o

BOEFT LI 1imies 5 A BT R SEVR IR B K FR AL

listenerconfig -> edit -> listener number -> limits

ERMILEN TN, {fH] Telnet 580 FTP T4 2B M OG54

injection machine% telnet appliance name

AT LUAE P B R OGP te1net i ANV AR P 12 1) S s S PF 194 DR B 45«

mail3.example.com> telnet
Please select which interface you want to telnet from.

1. Auto
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2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 3

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.

Escape character is '"]'.

WIS TCIE N — AN R B ) — AN 0, T B2 MBI 5 i A #1145 11 DL Datal Al Data2 4% 11
TR TG W8, BHRENER, S HFTP. SSH A1 SCP V. £l LI telnet
B BT R 3 11 25 I T3 SMTP 4 (Il R #GRZ 0 .

R IronPort SCAHEAE HREANEN L H A, LU At AR %

TEAN R H R BB P OG5 R B R GE 1 € L M) SMTP i JE A H X T4
3% IS AP ) DX g DN LK o) A2 A 2 PR 8 i 2 T PSR B ARAT 75 )y o 1% L ASE S I RGEZ )
FIRMIPTAT T PR P 20N “CRR R SRR “Hla” EE TN

ARG R, TS B SO AE S A A B H &

HEFR M & 12 IZ ER 1 RY MRS

D RGBT ISP D90 DA 328 ISP A7 i L, 7 R A et g i
o Bl TR LR 1 R R Y T
A ophosts fir & FRICAT S ML A B (¥ RIV IR 3 A s e s W AR NI B A AE AR 3 ) L
AR BRSO AR HE Y IR [P 82 75 A 1) A2

B “HEEBEOL” 4K, R TERAR] T b GRS E B OGERE DR
U\E‘J%jﬁﬁ%%ﬁv 600, Eﬁﬂ\ﬁ@%%?@@%ﬁﬁ*ﬁﬁ% 10,000 (@J‘i deliveryconfig ”l%/l(\lﬁ
B o JETLLA LU AR B OO R R S AR

listenerconfig -> edit -> listener number -> limits

IR I BUZ 1752 destconfig AT e (Bl R Gl KB R g5 i) (ot — 20 B 2
'TE}ﬂlﬂiﬁ/?\ﬁﬁ destconfig J\%Tﬁ lzf\étrﬁlj

destconfig -> list

* ff;ﬁ hoststatus ﬁﬁ4%o
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1?)% 5’% ( tophosts (&3] 75']5:'1) EP@JEHFI’JW nlzijU:Fl’] hoststatus ﬂn 7 “ mT%ﬁEX”
TN W] s e ?
25 7E LML FEANEE 8 MX 10 S M AR 45 28 4 75 74 1) 7L 2

WAL B W ENAEAE SXX Bk GRATGERIFIE) , W) hoststatus LJIJ w2 e i Z BN R
Befa—A “SXX” ARAREREEA . WS EHR G — A& TLS EFHE M, N hoststatus
2o N R I T SR A

P B/ Bk K R [P SCAS B H S oRA B e N L A AT A .

S B A R OGS 1 E W N EHLZ K SMTP 2 1 311 ) 2 7 i R IR 45 s A otk
H 8 SO SR T AR GRS WA N BRI UAE AR 1) L

ARVEMGE R, THS AR H &
R H G S A IR B N R IT A E R .
ARWEAER, WHSAATIRRHE.

SCAHRE H UGS MR, IR AR MR [P PR 5 B X8 H AR AR A I BRI,
R T TR S MR IR A B S o W RS e

ARVEMGER, WSSOI H

t

o [ H teinet A2 IS Y S 42 2] ) R«

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enter the remote hostname or IP.

[1> problemdomain.net

Enter the remote port.
[25]1> 25

o TEATLITH c1sversey A4y @A sl TLS SERIF A ¢ H M) T TLS S fin)dil . 2L
GlEER:, TR B UL H AR ENL. AsyncOS R#E “ 05 (BIUE) 7 (Required [Verify])
TLS W& TLS 4.

mail3.example.com> tlsverify

I Pl |
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Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port (example.com:26) if you are
not connecting on port 25:

[example.com]> mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.

HEFR 1 BE [0 &L
USRS BRI R AFAEPE BE ), 5 R ] LU SR 7 ik

* {fiH] rate Ml hostrate T AL BT ) RGLTE S
rate iy 2R [AIAT SCHEPFERAR M SE I IR FEAE B AR R, WS I s SE s 30 .
hostrate A 2 IR AR 5 T ALK SN HEFEAR S -

* A status T4 FRACHIA DD SR, UK B0/ A AF AR E BE AR R

* fii]] status detail fiT KA RAM A%,
BT status detail AT PR AR KL RAM. CPU MEEAL /O FIHI A,

A\

Note RAM F|FH N IEL/DT 45%, WIS RAM F) T 45%, 1
TP R S N o/ R A S W Y G2 g = P Il =5 | S = 7S
DL 11 B IR AR LT I LR B4R

This system (hostname: hostname) has entered a 'resource conservation' mode in order
to
prevent the rapid depletion of critical system resources.

B it AnserE Hpg
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RAM utilization for this system has exceeded the resource conservation threshold of
45%.

The allowed injection rate for this system will be gradually decreased as RAM
utilization approaches 60%.

AN ) P A T B A 22 PR B A% AT T PEVE NS A2 B R Ol . an SR 31 RAM A FH 26
f 45% NG DL, TR A A R I P EOT AR 2 o2 15 COC I BUCE RIS GEIL noststatus
B hostrate f7) o WLAN, EEI A RGKKPIRESIFHRALL R TR . WARUEILEN G
RAM FIF AR i, 155 R SO IR .

I TR A T ?
8 tophosts fir 2 ARHAT SIS BA S AR BT ST 4 1 WA NI 15 A7 A A% 32K )

R A BABI RN o BT LA ER SR (A1 Hke s E [ B AEBAS AR (KR, DU B R/ BAL 2
A TR E SN e A ORTEANE S, TS BEAREBAS o G fir %

® deleterecipients

3

® bouncerecipients

® redirectrecipients

®* suspenddel / resumedel

® suspendlistener / resumelistener

] tophosts fir A A POGR FIANATR [P B . 4% “HORPIFFAE”  GEIT4) 8 “ AR [a] i
WP N GEIRS) AT/, WA A AEVERE A, 15 A i iy &4 BRI (1 440

Web 53 5N UL FA £ ) (0] @51

12 [ 75 i Internet Explorer #7385,

[B] vz E

o X AL AL A AL AR (R B AR AT W HERSR | on page 19

X “HniEEFERASREER AWERHAITHEHRR
i) &
TR R) AR B AT R A R
fRERA =
T LSS IS AR B SO o VS DT B Al AR ) A )
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Xt g 45 (o) @i i 1 T B PE HERR

R IS 0 S i T AR/ s TR B s KT s A I S 2 RIS AT IR BUAR A o A RIZ LR AT
FIH, SRR, Gl CBRFx90s R4 N A 2B I B 4Ed 4R #) » AEE LR M
HEZREL -

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list. html.

R IR 2 A QS AE I SRR, 1 A0 RV o

ILiE E EHRH MR BIR
SR 0 DG R EERE A, AT DA B 07 R AR G A R T (IPMID) L A% F 7 e Sl S 2 O
HUAH .
BR %)
o AR H YR R R B A0 A TR e R AT
AREFEGER, SR HZ R B IRIE .
o WRIEAE R AL UL DIRE, A T B A D R 2 B4 Ak I H
ARVEAER, SR AE R L IRIE .
« fHFFLLT IPMI 4
* status, on, off, cycle, reset, diag, soft

o« RMASCRFRI i &R FECBERAL” HiiR.

HEETE
o A IPMI AR 2.0 BREOT B ] T8 B (1 S RS o
o TRRARATAE 52 SCHF I IPMI A% o 152 B IPMI TR S0k

Procedure

S IPMI 7 ECE) “IERfEE G 7 unll CZRrACE ) 1 IP Huhk & H SR YR i dr &, DLEBT
MR FEIE .
filtur, MSCFE TPMI ) UNIX SRS n] gk R 2

ipmitool -I lan -H 192.0.2.1 -U remoteresetuser -P password chassis power
reset

Hrr, 192.0.2.1 2B RERE EIF TP A shi DAY IP ik, remoteresetuser fl password /&
TEAE 5 HI e T REIN A A AR

| BRI
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FR2 RSBl DMERRER S .

Nil

(£ R HARZFF

o REFUMHIS A M OGHEAR SCHF, on page 21

o DNHIB A G AT BRSBTS HF 22 481, on page 21
o Jr HERHEOR SCRE N B #2157 18], on page 22
* IBATHHE AR, on page 24

FE UL R P X3 K S 5

AR IDURE P W SR SRR ISR AL SR A B 22 4 AR o 22 e iR (Rl A
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html
R T T A

MR ) 5K 42 32 5 B i S F5 5= 451

WA K WA F 22 A A B, 152006 R R} IronPort 257 3CRF A Bt . 125 (SR} IronPort =
WSt 4R WS 22 A Wb FiE e ) o 7RSS T 3R SR & A 22 A  SCHF A L

HETE
s R E S, W WSO RS P SR A I T i — S SR N LR R
AN 24308 B SR ABLE SR A L B 1A A 7 AR A R 488 7 8 1 T B A A LA R i
o 25 RRARIDCHS B 1 FUAh e I -
G
o RISCREAEX

o BUH AR I DG UG 1) JRHS R SCFE,  #81 Cisco.com 177 ID 2015 BE B4 9 5 10 e 45 BInisl
[FIAHOGI . AR 1T 5K Cisco.com FLE SCAAH IR RS G A2, GV AT
https://rpfa.cloudapps.cisco.com/rpfa/profile/profile_management.do [ Cisco.com Fit & SCA4 8 AT
WA Cisco.com /T ID, 1HVEM—A. S NHERHK .

55 W EHG I ) Cisco.com H P ID IS HEA [A] ID IRAFAE— N2 AL E

o fH R U SCRER BT, ARG KG MR AF P S BC B S AR 28 RN P SCR N e AR AS
Ay OB M OGHC R, T MBI 55— RO IR 3 SRR T

s FEARAFICE T, SCRPRR MILORAT (R TH LR 2 1 o

o WA R S A ZIER R I HLRE S A& MR AF o

© WEREELFA B ZHIAR R B, B REA RO
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Procedure

TR GBI,
TR 2 KL PR BIFN 3L HF (Help and Support) > BX R 3% K 32 #F (Contact Technical Support).
FIR3 SEER
FRA Pk (Send)s
Note  WJAEMBIE MG ERAE CCO JITF ID A1 E AR & 1A 1D B H S A

BRBREIAZHFARIERRIG]
SR SRR P 8 BT 1A Re A FH X 2877 16U 1) 8 (0 A4 19 0K
o Jo IR o 288 RIS A W9 5K (RS FE VT 1], on page 22
o JE IR LR ) 5 TR () B A 199 S PRI AZE B Vg i), on page 23
* ZEH Vi), on page 24
o ZERHRSCRERRIE | on page 23
KA SCRAEFRLIIRAS | on page 24

J& B st ) 2% 35 43 S 44 ) X B S A2 377 1)
SRR A A I I FRAE B R 5 upgrades . ironport . com IR 45 3% 2 (7] 61 4 ) SSH FEIE 15 4]
HIS A D 5K
HEETE
EE*ATUU\E%HW@H’J it o BRI A o FRVRAE R 2 20005 K B IC BT Ak b RT3

Procedure

W GBI MG

P2 N GUI & A A, RIKIEFFSBIFISZ#F (Help and Support) > iZ#2i7 18 (Remote Access).
$1®3 HikER (Enable).

FRA AE L

JEIR 1% A
P15 5 M T AR AN eI, BREE P SCRFEAE P
] L R DY

| BRI
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£ 15t AR

o4 fEIE e % SR B A LU ] 22 4 BEIE BEA T I RE VS ) %
i NAZIERE I 3 1 o
BRI 20 25, % AR K 2 BOAE R AE A

FIBS HEHRE (Submit).

What to do next
AT T B RS W) SCREN I, S A BRI RS | on page 23

J5 A X TC 438 P 4% a2 4 A R 4 ) 5K RS A2 177 8]
X TR B IR TR e, T LU 4 ELBE I I — 5 M I ST
#E T
o WP S DA S LR 11 22 JE B B — 0 P bl

o 7 CEESE FLIR I BRI AE I 50 b, 2 ORG99 233 BRI W SR RIS R V5 1), on page 2271 HI 78
QAT Z AT P G (0 SRR

Procedure

LB AR SCFF A G iy AT S, fi\ techsupport M4 .
£ 2 %\ sshaccess.
PIB 3 IR EAE.

What to do next
AT SRR N AR T I, 1S LU N2
* ZEHCFE VT A, on page 24
o BB SCRFBETE | on page 23
R AT FEE

Lt HIHY techsupport BEIEIZESE 7 RARFFIZEFLS] upgrades.ironport.com. 7 K J&, HILHHER BIRA
SWIT, AH— BRIl Jovs S0 I 2 i PEE

LT MRRE, TEHATELUT A
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Procedure

W GBI K
P2 M GUIL & A B, KIKIEHFBBNIFNS 5 (Help and Support) > iE#217 5] (Remote Access).
$IR3 HiiZEA (Disable).

= A2 i)
] techsupport #ir-4> AL KL R 1 K S MR FRE SR, 44 AT 1k

Procedure

TR AEar AT A, i techsupport 7%
$IE2 i\ sshaccess.

HE3 i disable.

MEXFHEEIRTS

Procedure

LB AEmAATRMET, #i techsupport T4 .

LR 2 Hi\ status.

ZITEE B3R
Kot BRSOV SRR S A W GO A 4 (¥ TCP/IP Al 2 AR Bt . IXHE, SCRF St
FTUL AR S BEE, I R I L8 ) 28 J00 i BRI 9 5GBTS K o

Procedure

FIB1 K E R EB BN FIS 4% (Help and Support) > #(3E @13 %% (Packet Capture).

PR 2 R IR
a) {EHEEEMIRIEE (Packet Capture Settings) i, Hidi4wiEi&E (Edit Settings).
b) (AR FANEE A AR R TR BRI pE s .

B SCRHARR W e P X LU BB AN ICHR
USRS T Al BRI R LI (R AT 4R € I 18] A7, AsyncOS BRIME RS .
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TELIREE 4
o HE SO PERS AT LAMETH UNIX tepdump 172 SCREIAE TS, 4140 host 10.10.10.10 && port
80.
o BV TP A E R B MR TSI LIK TP Huhk, ) A aE ik s 9 O o 36 S 24 1K) s 42
Ui o
o HRGsa IP S FR MBS WY ST BT HL (a4 0 SC AR M AF 42 1) Exchange Hii45#%) 1) 1P
k.
o ST LIS % 7 g AR 55 25 TP bk BRERAR 58 25 7 i S5 R 8 IR S5 2 TR R, R IS A2 I 5
BT

c) HIRE (Submit).
P 3 P FFIAEIR (Start Capture).
o W BEEAT MR
s SBATEEREARET, B iR v S WoR AT A, SO R INRHE 2L IR ], LR AR
R BT TP IR IR
* GUI 2 Bor GUI "I IE B Ali3R, A S s N CLI JFUE B sk . [AIFEHs, CLI X &
/v CLI 1 FF U6 1 1 w2 Bl 3R s A IR

o BPR RS A 10515 o W R B A gl Sk 4 R SO 2R S KON R, I8 A2 S
FLRE AR 2R CBAEES  Briis o N A ar s i 8 e . — IR REE 54
PEALHEIR SR 1710,

s IIRSTEIHAAE GUI R IFER I IEAEIBAT IR . CY SR IER, CLI PRI IEAEIZ AT
ksl D

SRR A AVFHPREEAT e MR, s wR RO IRz 1T, AT DL 2 AR 53R (Stop Capture) 5
BRI
SRS Uy ) Ml il R

- (BB EEE B3 304 (Manage Packet Capture Files) Zij#hialiiz scfl, AR5l TE3H
(Download File).

* {fi [ FTP 5% SCP 5 [a] fS44: 1 ¢ captures - H 3% H 1) 3L

What to do next
FFZSCAF PR L2 SR ] :

o WIS SRVR AR YT ) S R IRAE IR OC, BOAR N 53 v] DU FTP 8% SCP 15 In) Hdis (i Sk Stk 1%
B i AR AR S R N SISV ), on page 22
o I A T OB 2SO A A SCRE T T
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