177 1] BB 15 ) =<

AEALE LU
* BT Web [ JEH] 7 #ET (GUI) , on page 1
o G E A, on page 4
* A AT S (CLI), on page 5

ET Web 89 EIF2 A R 57 @ (GUI)

Al DA 3T Web [ EEH P A (GUIL) iy 247 S (CLI) 85 BB R OC . GUI A3 le & A I %
RGP 2 hhie. H3E, JFAEFTA CLI A 7E GUI HR RS, JELehgg N At CLI $24Mt.,

* WA 2K, on page |
* i M GUI, on page 2

BLY7 )T Web [ UL, S B30 38 04 20 S FE R BB 45252 JavaScript £l Cookie, 1fif &2 20 REMS 27
5 FIBERE R (CSS) (19 HTML T

M) 5T 25 RIERSG

Internet Explorer 11.0 | Microsoft Windows 7 £l 10

Safari 7.0 X = A |Mac OS X

Firefox 39.0 & 5= i AS | Microsoft Windows 7 #11 10, Mac OS X

Chrome 44.0 }% 3 =14 | Microsoft Windows 7 #1 10, Mac OS X

2] [A) IR 2 A 900 T 88 7 1) Bl TR 06 s R SGEAT B e B ANELAE ] OFAT GUIL AN CLL 2% i o 7
W= FECOMT A, AR .

S Web ST, T A6 T HECE 0 0 g g B R, DA AR P B R s el R A S U H A
[CARER B
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wiEamE |
B 50

18] GUI
BEAESH AL T U GUI, &5 LT URL:
http://192.168.42.42/
TR TR, A BRI H P 4RSS R R 5.

AXEHR

o ) BRIAH] P 4 RV R, on page 2
o EP P on page 2

W EAR P 2FER
® ﬂ%):’%% admin

* "Eﬁ% ironport
TEARHT CAEMELHT AsyncOS JRASTIM KD R4 L, BH BB HE 0] B RGEBCE 1) T

TEVIUE R G e AR, 7580 Dk 88 1P Mk DL A5 4 X 4 24T HTTP A HTTPS k5. A
PO 3 H HTTP A1/8k HTTPS R4S J5, o] ME T B SCFr O M2 &5 GUI, HEAEN S Ar &
XEE CHI “HunbA2” ) & 1P B0 1P #hhk sk =ML /E 8 URL BT,

i
http://192.168.1.1 BY
https://192.168.1.1 BX

http://mail3.example.com E17

https://mail3.example.com

Note AR O DR S HTTPS (i LHTTP SRRABE AN % 2D Il “neeps://”
HIZ8 V51 GUI.

FAXER
o IS

WA T AR, Wy DAEAERE b S 5L, By DU GUT WESERE . ARITHE N (] 1
@\ ﬂﬂ”lz/%\ E%U%D}zi‘j}lﬁﬁ (E]]?}th’/ﬁ’ clustermode ﬂ] clusterset ’IIAE/?\E/‘J%ﬁI\ < )

ARVEAFER, WS AN GUI & AR .

ZEHG - Web FHEiA
FE 2L, JEORT ISP I 5 Wb 6T (4045 2 o e PR 1 4 52 B 01 7 B B«

| RS ES


http://192.168.42.42/
b_ESA_Admin_Guide_ces_14-0-1_chapter38.pdf#nameddest=unique_27
b_ESA_Admin_Guide_ces_14-0-1_chapter46.pdf#nameddest=unique_28

| misemeEm %

R “RIERZE NAHIEEH P ARLE

R <@ty hanmeRsng ]

RN A T =052 BRI € DI REMIE BB E

e BlEiRE R 4 I oK R B SRR ER 12
BT EE AR H WA SCHF (Help and Support) > 4 (04 3k

(Packet Capture)

P B BB AF 9 KK FTP 5 i)

M &% (Network) > IP $2 [1 (IP Interfaces)

fit B i 4 R 45 (DNS) W

4% (Network) > DNS

fic & TCP/IP 1% i H k2% (Network) > Routing (14 H1)
BT RS IE T g3k W 4% (Network) > CRL >k (CRL Sources)

e F e 55 i B0 LA AT ORI R

245 (Security Services) > 55 887 (Service
Updates)

B ORI G B R FREGE P (System Administration) > 23 (Alerts)

PEEN LIPS ARG E M (System Administration) > 5% /48 {5
(Shutdown/Suspend)

TR BT % R E P (System Administration) > R G2

(System Upgrade)

P X S 1Y S )

AY P (System Administration) > F 2% 1j 1]
(Network Access)

G 4 ISP DO O 14 A 8¢

Z G (System Administration) > # KU
(General Settings)

I T Web IR GERCE 0] 50 LIEARCE,

R (System Administration) > R 40 W 1] 3
(System Setup Wizard)

SERCHIAT R 5 (1 e B

FREE B (System Administration) > f5 22T )] (Next
Steps)

“PAETE” RSN, e LR T B T SN A B, DRI R G L 5E
HARAESs . WABMRA P SHFNZELIRFIER, WSHBELIRFIIE.

Ry DU e R R O¢ Web Fif E ) “#AET7VE " (How-Tos) ANLAFRVT I IZ ez 045 3. BRIA
LR, WEPER S LR T T “AE TR AN " ERAETTIR" AN AR A A AT 2 S

XFREANELAR T, UCRHRRE 1R C B B E ) LR 280 -

o DRATICHE - PRI, 0B A AERSNR I
o RAEBCE - oFE, AR BRG] A AR
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https://www.cisco.com/c/en/us/td/docs/security/content_security/howto/esa/c_List_of_Walkthroughs.html

wiEamE |

B zrsamere ks ey

\}

 BUNBEE - i, AR R A G

P

.

ME—AHZ PR SR TLUF /' admin. cloud-admin 1 operator.

* WA H Internet Explorer JRAS 11 Us inl HEAF 19 5G] Web Ftifl, WA RETGVEE R “HAEIE” /D
M. 42 Web Jtifl LIRS EIR (System Administration) > & #IZ & (General Settings) L[
AR “7E 55 1E 2845507 (Override IE Compatibility Mode) 15, w] & “4AE 1%” (How-Tos)
N

EREREM X LRy “iRIEE” NAH

ﬁﬂﬁ%?%%?%@ﬁﬁﬁﬁ?#ﬁﬂ?%J:E@ “%%¢F77%£” d\ﬂﬁﬂF, ﬁ%%E(:LI,tffﬁﬁ adminaccessconfig > how—tos;F

(RS

. ZERERERX LR RERET A

mail.example.com> adminaccessconfig
Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header Field size.

- HOW-TOS - Configure How-Tos feature.

[1> how-tos
How-Tos consists of a list of generic walkthroughs to assist the users in completing

a particular task (for example, "enabling and configuring a service engine on the appliance").

Would you like to enable How-Tos? [Y]> no

ENAERE

Aic

=]

354

* BCE 24, on page 4
* JEATEI T, on page 5

] AAE S PF A IR HEAT (O RIS S X e B REA T S e
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R FE L
U A7 2 KB
ST, “H I (Commit Changes) HHLE i (.
SRR, i IAE . (Commit Changes).

AN/ 4=
ar < 1{T5+E (CLI)
AT I (EEE N R XY IRSS 1) TP 4 1 1) SSH U a) 5 5B 47 3w 11 & 1 2 um 17 S A4
Uilﬂ_,l BUMEOLT, SSH 8 Bl 1 ERCE . ] interfaceconfig T2 2EHIX LR 55 .

K CLIAT L MADEMTEMFEE, WS GEH T BRML AR K AsyncOS [ CLIZ 515 /) -
A\

Note 3jjii] CLI fryth ) BRINFD P 44 FIB RS b5 I 4 ST ] o 1523 0 th ) 3R P 4 RI25 A, on page 2.

LEIEG - CLl 3519
VER =PGS0 T WEA2E 0 o b R TC A AR 58 CLT A A 52 FR A U7 ) AP .
FNRVEHNB T Jy 58 P 0 IR 4R € CLI iy 2

CLl in % LER

alertconfige e F S A

clusterconfig LWERSE S Y EPSIR o

clustercheck PR VAR

dnsconfig fic ¥ DNS %

dnshostprefs Fil & IPv4/IPv6 DNS 7 1E .

displayalerts BRI S AIE R B S n ANEAR

enginestatus BRI 5 LR T BT 5 13 RS HI CPU A8
&L

etherconfig P E LUK Y B

interfaceconfig B DK TP Hiudil .

loadconfig In#he & A .

mailconfig ﬁﬁﬁ%ﬂ##@%ﬁﬁﬁﬂﬁﬁ%ﬂ MRE C AT M Z 511
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=B - CLI e

wiEamE |

CLl &% %8R

packetcapture PRI R T P 288 T i s i 1 B

T ) HPRE RS

repengstatus TESRAR 2 S I RRAAE R

resetconfig WAL B BRI

525 PRI A 56 BT AR RRCAS -

rollbackconfig MR B LAHT IS E

routeconfig Fic & 1P B R .

saveconfig K e B R BT

setgateway WEBIAM K (HEHE .

sethostname BE AL FR.

showconfig WORPTA BB .

shutdown R R GE LA R AT LR

systemsetup HIRRGEBE .

tcpservices SRR T I SO AR DAE R

tzupdate ST DX A

updateconfig & RG S HT S HL.

updatenow SR LA

upgrade GHTHR o

wipedata PR E R L STAF A A 5l — WA Lo fis
RAEIRPIRAS o
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