FIPS & 1%

AEALE LU
* FIPS E #ALIA, on page 1
* FIPS x0T (1L & 04, on page 1
o B4 V)8 FIPS £5%38, on page 2
* {F FIPS B NI U £ 4, on page 3
* k& FIPS X5 U1E, on page 4
* EHHHET A, on page 4
* E I T DKIM %54 FIKIE (1) % 8H, on page 5

FIPS EIE#tiA

DR BALBEARE (FIPS) 140 /2 & [ RIS KIS EUR S 7 - & H A TF R AT IARUHE, e T 5
WFAURE FH T AR BB R DR 25 AR R B BB R . BB TronPort MR A4-22 4= 158 251 FH R SSL
SR T ARSI FIPS 140-2 1 205 304 .

Cisco SSL #44 T HALJE—A GGSG #tAE =44, HpH5 154 OpenSSL FIPS 7 fFH8 5 il 11
Cisco SSL A K F54 FIPS bty BRLE H it JERNEH IS SHE — AN g, grisek 4
WA FHTX SSH 28 W1 FIPS B AR % i vk .

FIPS #= 3 T~ B9 B & 58 oY
W% T FIPS B, WB 122 4x B &l ] Cisco SSL A4 FIPS bk (AE-PBHEATIAG « 43 % 1E4
B, BB V2] FIPS £, on page 2.
TR FIPS 400 1 bRifE,  BBAF22 4 o 23 0 0 B EAT AR B

* SMTP #ULFNRIX . MBI vess B A LT 7 e fE AL [ TLS A7 IR A% AR
£ SMTP 233548 ] TLS A4S 1.1 88 1.2 2 FIPS #5444, 7F FIPS £ 7] LUE FH sslconfig
B L. TLS v1 7F FIPS #5032 FF I ME—RA K TLS.

FIPS &12 .



Fps 2 |
B siesvma pps

* Web . Sl 41 %1 Web FUHEET ) HTTPS 26 F TLS FAS 1.1 8% 1.2F1 FIPS %
A, IXIE 45 55 7 R B 9 DRI CAth TP 2 1) HTTPS 231l 7E FIPS B~ nl B H]
sslconfig & M & i £

< SEF . FIPS #E 2 BRI A TR 2R, AE a2l L R84 57k 2 —: SHA-224.
SHA-256. SHA-384 Fl SHA-512, LK K 1024, 2048 B K1) RSA %4, WEASHEAN
AME I — P LR . A R A AT A S AR HERUE TS, WG D4 2] FIPS A5 5X o
TR ERERE R . ARG, ES I EIE A%, on page 4.

* DKIM EZFAIIE. FT DKIM 2544 1) RSA % H KL N0k 2048 47, H T 5 UEM) RSA % EH
AR E DA AR 1024 1536 5 2048 7. IR BT AR ATT S FRUER RSA %5, WIJCiED) 4
F FIPS FEX o SO S ET i B SYI6IF DKIM 2544 ), WSR2 44 Af 454 FIPS bRk (1) 2
B, WAASIRPR A . 1200 2T DKIM 2544 FIEGHIE 1) %8, on page 5

* LDAPS. %4 %5 LDAP i #s 2 M) TLS F45 (EfEf ] LDAP k%54t 47 40 &
BYERAIE) A TLS 25 1 kit Fl FIPS JN#E4. Wik LDAP k45 #348 H MDS HUFIA7 it 0, ) i
T MDS5 ANfF4 FIPS Anife, Ktk SMTP G 473 56 F £ 1 43 SR WL

« BiR. SSH2 & fuvFidiid SCP #E2h H & Mk —Ppille X115 FIPS & BLAHC A DA R, V5 14 152

SR FIPS H k.
« EETE, X THERMLS, FIPS B K ASAESEREL AT T
* SSL %85, VAL FIPS B R SCRFFF & FIPS ) SSL %44,

Rz & 1322 FIPS 155X

fi H fipsconfig CLI iy 4K i 4 V)42 3| FIPS £,

Note L4745 B 63 A LU FH b T 2o K845 MR FIPS B V)4 3] FIPS #5205, TR a4,

HEETE

PR B AT AT FIPS FRUEAEATRT S (T, B EHACRE S 512 47 (1) DKIM Bk Bc & S o %
JA ] FIPS B4, A ZRE BT AT AT & FIPS BRI S LLAT 45 FIPS 25K, 15 FIPS FET T
H L, on page 1. AR AR & E S ARTE FIPS SRR U], 1S Pk & FIPS B
& IPE, on page 4.

e

mail.example.com> fipsconfig

FIPS mode is currently disabled.

Choose the operation you want to perform:

- SETUP - Configure FIPS mode.

- FIPSCHECK - Check for FIPS mode compliance.

- ENCRYPTCONFIG - Configure encryption of sensitive data in the appliance.

[1> setup

To finalize FIPS mode, the appliance will reboot immediately. No commit will be required.

. FIPS &12



| Fps &

wres R TnzassE |

Are you sure you want to enable FIPS mode and reboot now ? [N]> yes
Do you want to minimize FIPS restriction on SMTP DANE in the email gateway ? [N]> no

Enter the number of seconds to wait before forcibly closing connections.
[30]>

System rebooting. Please wait while the queue is being closed...
Closing CLI connection.
Rebooting the system...
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maill.example.com> fipsconfig
FIPS mode is currently disabled.

Choose the operation you want to perform:

- SETUP - Configure FIPS mode.

- FIPSCHECK - Check for FIPS mode compliance.

- ENCRYPTCONFIG - Configure encryption of sensitive data in the appliance.
[1> encryptconfig
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Do you want to enable encryption of sensitive data in the appliance? [Y]> yes

Encryption is in enable state.
maill.example.com>

& FIPS RIS 1E

16 fipsconfig fir &Ko 7 B 4 75 AL S AL A2 FIPS FRUE IR 4.
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mail.example.com> fipsconfig
FIPS mode is currently disabled.

Choose the operation you want to perform:

- SETUP - Configure FIPS mode.

- FIPSCHECK - Check for FIPS mode compliance.

- ENCRYPTCONFIG - Configure encryption of sensitive data in the appliance
[1> fipscheck

Currently, there are non-FIPS-compliant objects configured.

List of non FIPS compliant DKIM Verification Profiles:
Profile Name Key Size

1. DEFAULT 512
To be FIPS compliant, you must modify the above listed objects to meet FIPS requirements.
For more information, see the

FIPS Management chapter in the Cisco AsyncOS Email User Guide.

FIPS mode is currently disabled.

IR N4

AsyncOS FoVFALE UL FIRA N INBS ¥ 2 B AN B v SN L AV RDAEAE o P LA B AR IRAT Ul 5 M PR
R AU BUE AR B2 A 5K (CSR),  MIMTERAS REASMUA N U BLERAT A SRS o Ak
HURPHS IR (0] i FABHAE A4 R WIAS A JCIESS, ARJA, T RURR R B AR 2.

MM T FIPS iU, wy AZkS:

WA 1) FIPS A W & A AR 5 tn 7 VF 2 BRI, DUE RS RF 4 FIPS AnifE. UE TS24 H LT
BV —: SHA-1. SHA-224. SHA-256. SHA-384 11 SHA-512.

B AR PAMEE AU . WAV RE P R A TARAT AT SRR AE S, B
#IETILYI R FIPS #. e Bactiiikiiy g .

MBAEAET FIPS #EaCIT, W& iR FIPS RAKG B nfE CLI A GUI . ik B H T3 IThaE (i
WA P ek HAREERD HERE, &S BoRANFF SR UERAE 1515 A ik,

A RAE VA EAAREB AR, WS RIE I
T LLREAT & FIPS FRiERGUE S 15 U N AL AT 5 Bl A A H] -

. FIPS &12


b_ESA_Admin_Guide_ces_15-0_chapter30.pdf#nameddest=unique_1185

| Fps &

wmmT okm zzmmiinzd I

* SMTP U FAfRiX. (ML > AT F2F Ul (X listenerconfig -> edit -> certificate CLI 74
hy 5 EATH TLS I ATA T T AP A B UE D o 48 n] e A SR THI Im) HLIPE R W F e CREA 3L
WUr k) ERHTLS, SCE AR NE RGN AW (EDL TR 8 N

« BARISH] . 1 FHERESRRG > BARIEHI DU (X destconfig CLI iy 4D A3 BCilE F 45 A H F-MB{-4%1%
PIIT A 40 TLS JEH 4 R e

«EO. ML >IPIEO VI (2 interfaceconfig CLI fy4) ARAEED (EFEHEO)
f¥) HTTPS k55 e JHE 15

* LDAP. 1l R (System Administration) > L DAP T [k 75 % TLS &% LDAP i
HOEAE D . WA IE T LUK LDAP 1560 7 (R 4050 B 403 564

B IE T DKIM % & Fn35iE Y % A

DKIM &

DKIM 3&3iE

£ 2% DomainKeys 1 DKIM #1751 22 42 i 46 s AT IOMEE, 152 BT RAIE.

X ER
* DKIM %44, on page 5
* DKIM 42iiF, on page 5

005 DKIM 284 %80, T8RS /N . FIPS B R MR AR 2 4 £ AL SCHE 2048 {711
RN BPIRIGB 4, 2, BIKHI P RE 2 ke .

N R B EAT AL AFF S ARAER RSA %4, WITGIEDIHe S FIPS B, B Won B vl B .

EAE BB 4452 e (Mail Policies) > 181 B 324 (Domain Profiles) 5T i 13t olid s e & SCPFI, 56
FIPS hrAEff45 44 B A n] TR0 & S0, JF Has oRdE “28 44 %48 (Signing Key) 51, K284
WS U E SO OGRS, AT LB S A DNS SCA A . Sitl, AT DU o 0 B S A A R
M “DNS SCAIE R B “AER” i (8liE CLI H1 domainkeysconfig > profiles -> dnstxt)

WA TR MBI 5 & FIPS ARUE K 2 AR KA DKIM 2544 o W 28 4 ANl FH 755 45 FIPS brifE ) 25 4,
NS &S EAEIP /N {8

FIPS &12 .


b_ESA_Admin_Guide_ces_15-0_chapter27.pdf#nameddest=unique_257

FIps 32 |
B okmzsir

. FIPS &12



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



