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IronPort-PHdr 5 Skt & g h I LA (5 8, HANTT i P it o e Skl oAy SG ilAc C s 1 I 2 vl
R R LA AE R

\)

AR WUR R E MEPE NS SR T SR A 5 | BE B A PR WU TronPort-PHdr {7 SR s i 21 E L 5
IS SRS PR P AT B

15 A BB 14 1T I 2R R 1T TR B R A 43R4
U RANA BRI L S N A C B 50, U R AP R B IS oL 0 i et A (o A 5«

ERT IR RIE | AR

skip-marketingcheck | £ 06 B 1 3 A

skip-socialcheck | S B 41 AZ 199 4 IS 1) A

skip-bulkcheck GERLE R IS (A

PLUR 7Bl $5 e AEIUTRE T “private listener” 2RI B 0 20 G I 15 448 D00 8% IS AP 11 i € M AP435
1

internal mail is safe:

if (recv-listener == 'private listener')
{

skip-socialcheck

()7

}

WSt 5
AT LA P JR 7 A SR B K € S

I emtnpmpafm ey i



AR AR e |
B =rensan

A=y B2 UTREBGEE B ER
“WEiAR” (Overview) BUIM > “f& AR | BERH A ELIEAE 200 CE 4 [Marketing]. 1| “HE
% (Incoming Mail Summary) AZ [Social] Flk & [Bulk]) T HIfE AT | 87 (Overview)
EE, DLAOK IR S PN}
“AENHEPE” (Incoming Mail) TUHI > “4% | HE44 SERTIHI A LT A AEN o PN
IKEMRAEF H ) R AE NHEATES” (Top -7 (Incoming
Senders by Graymail Messages) Mails) UL [H

“AE MR (Incoming Mail) TUIHI > “A% | B IP ik, el 44 53009 28 BT 5 (1) B A 2K
ANHEAPE4I5 B (Incoming Mail Details) | {25 CE 44 [Marketing] #1428
[Social] FI#LH [Bulk]) "R FIAE A K 0 HE A
B, LUK B EL.

“HENIBAE” (Incoming Mail) GUIT > “A% | 2572 1P Huhik 38044 BRI 2 BT 7 35 10 R K
ANMREEEEAN{E S (Incoming Mail Details) | 4 ME1-2 5] (& 44 [Marketing]. L4
> “RAFNECE SCAF” (Sender Profile) (4 | [Social] Atk & [Bulk]) R 4 A K (A B 14

NG HTALED o, DLROK MR S

“INFEBHIT” (Internal Users) DU > “4% | BWBOK EMAF IFIHE SERT IR & 7 PN R
I HRAEZ I P HEAT RS (Top Users J*” (Internal
by Graymail) Users) UL [

“HESHI” (Internal Users) GUIT > “H | B F P BORERPO ELIIBAR2S 00 CE Y
JUHBEERELN(S EL” (User Mail Flow [Marketing]. 442 [Social] F14lt & [Bulk])
Details) AR NI B, DA SOR I A

“WIH 7 (Internal Users) UL > “H | 45 @ H P RERN A BB Gy
JUBFRVEAI(E K (User Mail Flow [Marketing]. #1:3Z [Social] Fl#it & [Bulk])
Details)> “ N H /7 (Internal User) (IR | T IAE N IBPFE S, AR LB A4 15
ANIHTALED 5

SRS 00 ) S2 B SS BEF T 26 BIMEETHE, 427 48) AsyneOS 9.5 U KA
i

- BRIV HCR R TR R B 2 B 2.

o DR B O B4 T2 BT 5 RS 2

- SRS 5 SO 6L 55 (TR B R

SR R R AR

WA T S5 S, e ASERE SEOHT AR 55 A 2R A (S 7 BRAR D7 S A HA o (EL R A 4
fEOUE (i, S A shISS EBT R A S S5 BUBT AT, AT RE G 2T 5l BB A (A
o

LB PR ORI, W AT LR35 4F
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| EIsrReR e An R & iR i
seeppazxmsTAnEssn ]

 7F Web FLiiih, #3|%£BR% (Security Services) > IMSFk & #i4E (IMSand Graymail) 5i{
Ifl, #RJ5 RT3 BIEEHT (Update Now).
* f£ CLI ', 11T graymailupdate 74> o
ET@@E‘@X@W@FMWE’J%%E b, 1H 2[4 Web FUIHH I M SFAZR € lB 44 v T - 1 A0 0 58 i 4)
i CLI ##) graymailstatus 14> .

ARERAFPBEXBGEITRUEAIINT
M AR RE T R R, BT RS & o TR RO VT I, FROREE T
FRFERPRE GES 2 AT H LA/EIREE, on page 10) . A LU# % 2RSS (Security Services)
>mtﬁﬁﬁmxwmmPwﬁmmmummn%EEX@@J%ﬁ@%%W%mTA,%mm%
Bl el #be. BERANG RS o AU, 1ES0 A @ g U5 i) % muk 25 21 1

REARREYIFE

R ST GV R O ABATT B CRIISPEIR IO T e, AR IS R 5 A 2 ik
A Z PRI BTN KO ARLEFRNLZER, HS WA 22 R MHLEIR

BT RAT NPT A% o

EEHE
JR A HAFAGT IR 22 A G AT PR B A A B LT H&
s IREHHSIERE. WHEARKEMETIEE, RS IERGEESE. KZHE R TE RS0

W

s IREBEMETEM. BRI (RS “AAARSI” BBl « A&
mbox #% 3.

s BREEBE. B A A E AR LA 2 AR VT S InbRE S B . K28 B4 TE R
RGO

X 7k € BB A T FR 22 2 BUGHE T A gt T BE HERR
TCIFEPAT LA 1T, on page 17

T ERITREBGEITA
5] &%
mah “BOHITH” B E, REHPBERILLFER:  “TOEBUEITHL.
BRAE
WRBIEIT FHIRS CiFERERE A P PAT LT H, WESRA MR, PUN 2T RS G
EPAT 2 AT T B — 255 LS D
. EX‘?ﬁ i1/ URI 8% mailto Hudik f&45 1 1Y
B PSS UEA REECE V1 1 R 3
i}zﬁﬁ%)ﬂﬁﬁﬁ oo CT Y RD QRN EE RN R i ] S

o T LEARATT U0 UE AT T EBCT LTI 25 T A AT G0 A £ 19 3t o
o TR EHAT AT EL G VT T A R 3t

I emtnpmpafm ey i
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AR AR e |
B essassmmnremtenns5eE

I 2P AT LA AR B 1T 0 DO AR ) URL SR T HGH T o

RESgZEAMINIKEMERNNEEZE

LIRS AR i, RT ARG B0 I RS R B8 22 T R A €0 ISP 0 S (1 B (P AR I 3¢
o X4 JRC B BEE R AR B2 AR AP S B

1 EHFRERSE (Security Services) > IMS Fk & B4 (IMS and Graymail)
2. HimiE L /g E (Edit Global Settings).
3. GEFEM TR ERPE 2 AR AT R B
NP
o BRZFRE 512K SE /NI .

N

AR BCVCE AN T KGR IR 22 A 0T .

* V1244 2M EiE % .

4. B NFIRE IR AR I A A i Rk
M ERBUN, BIANT 1A 120 Z R385, BRIAME R 60 F5.

RZ AN BE S ST i s RIS BRI B e, mT DA B B R AR/ i
BRI R G (AR 2

5. TR

E X Iz 331 3K 4 oK i

XEFREANEBAE SRS, Fi 52 Yo LU E R L P E R L B2 SR, DO IK el R AT A A A . ik
Bb, JFRE TS5 RS % SRS N 21 R s

AT DL R BRI AR H A S5 P A () P8 SR T A AR ) B Ao FH AR [ ) g 30 s 42 5
W, VAT ELAT AN ) s 7 3R IS8 B 1) 22 AN IR A Sk o /D SR A mT J FH — AN e b SR v g 5
ANBEXS [E]— S [A) I J FH AN ok 7 %6
HEEITE
o SERR AR AL G LA B S B2, on page 23R HH LD IR 2 AT T A 20 IR
o ABRLL A%
o T ARAIAFNEE AU % 4 4, on page 21
o FOE R B0 A RS BB I IR K B AE | on page 22
o ok F AR AT EERE A BT, on page 22

B &R e & iR



| EIsrReR e An R & iR i
ex sz [

s R T 2A BB R T 8 FEAN A (1 BB A S0 o i FAS [ 11 s 7 S s -4 45 |
. WCE IR, on page 23
o E ISR I )45 3k | on page 25

o WK B IR AAE RS R« bR MELEAF RS (Anti-Spam Archive) HA&EH, 5SS H H &%,
o WSREER PR AL B BT TN, 591 S BB 1L T HLERAR

Procedure

PR FHHEREZEEE (Mail Policies) > f£ NEB{45EEE (Incoming Mail Policies) 5t fi .
,

WIE2 FHEIEBEREE (Mail Policies) > & i B34 5 B (Outgoing Mail Policies) Ui .

FIB 3 R s ) RS SR BB (Anti-Spam) F1 K 54 72 A S st I A o

$IB 4 75 h I SRR B B SRR 4434 (Enable Anti-Spam Scanning for This Policy) &7/, &M T
TR (1 52 o7 3 B A1k T 5%

T Sk 7S VI TR T A P R 5z 35 S P41 il ke 5 56
XEF BRGNS LA IR SEng : an SRAT P BRSNS (K0 BE L, U2 GO ) A AT S TR e A5
T T LU RIS SN AR S s S AR

BIRS ACEEH SRR IS« BEALLE SR A A1 B I (1 e

£ it AR
JE PSR ALLE S 1 | ZE 4 AN LE T

f‘*ﬁ (Enable B R P T RBE R U SR A S S PR A 2k T R PR
uspected Spam

Scanning)
Je I RS A 41 4

XFHRAFARAT e | LR ES A PRI AT« S ADUE SR IS A EAN 5 S R0 B S R A T ) A f
(Apply This Action | {E.
to Message)

* R
* MIER
* JB[A
* PR

| g et i1
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B = smmess

AR AR e |

£

L RA

(Arik) KILF|#%

A LUR R A R0 SR A A8 246 T HARISAEEHL (B SMTP # sk DNS A1

FIEHL Sendto | FIIIERLZ AM I — & B AHIRA 22D
1
Alternate HosO -\ o s 1p ks W14, WIEIA LN, 4526 AL I PAe e (M), 1
AAEAE, KA DNS RS28 B A idsk (5 SMTP 8 ii—#+E) &
T B, T b S TR B T bR, T
P
XA TS B, 5 P St L B
VEMISCACH I | ] SIS i S AR A SR ek AR 0 B S, AT
(Add Text o B P 8 B R A R P L 2% 7 5 RS
Subject)

Note FEME T BUH R M X g, ARG BU T AN SCA G T (i
BITED BT CUCRSZ A D ASINZss, w2 B in it SCA 5 i f:

W lsidn 8. Bldn, WEREATHUE, WERIEICA (span) AR —

Lok R
“URINSCA R 37 (Add Text to Subject) 7B H %52 US-ASCII 7
¥

ORI ORI A U MR EA%1%)

(AT A &
A3k (Add

Custom Header)

ALK 5 SUE S i B R s .

i B4R (Advanced) I 5E A SR .

ATRLRE e SUE Sk WA D e 5 5 A TR ARAT A 91 R i) S AL 3% 1S
fFHURL, DM AT R 222 AR SS . A RE R, WS A
58 S SR SR AL SR IS A £ URL # 5 ) 20 EURH R 2% 22 AR FICE /R4, on
page 22,

(Tik) KILF| %

AT RURE SR R 50 1) 4% A BhC i At

IEEEBIEA | e (Advanced) 35t X F ML

(Send to an

Alternate Envelope | g1, ny LUKEAf DA KB SN0 (K IS0 o 2087 21 D3RI LLREAT SR A . 4
Recipient) T2 Z W NIREE,  WACKE — AN A ik 21 2% IR

TERSHEPE (Archive | B80T LICKEif A B BL IR BB A AR 2« B AR ” A& HE S8 mbox
Message) K=,

B S A A A FHER BRI, B A DA IR 7 3 R N — AN B 49 SR AL S B g N\ — >
(Spam Thresholds) | g,

TER6 LTI L

W =R AN IR A
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What to do next

U g A RS T S SR MR s VSRS A A DG MLy Il R e b S s e e, IR T
POV RR T o 135S [ A0 IS 8 SR mes s SO A A N PR U i ) o
X ERR
o el MR 9 O LA B I B F, on page 2
o TR BEALS S B A {8, on page 21
o BCE RG] B0 E 2R AT S B R S AE A |, on page 22
K A AVEIR AN T L E A B AE, on page 22
o AT A S SR B S B ) URL 5 1) 2SR 4% 2 A3 L& 7R, on page 22
o LEANTR] R I S o i FH AN T FR) s B 3B MR 413 5 1 4. e 781, on page 23

T SRR TAFOEE AN L3 R R 44 B {E
PP PE A 1 A B HSPEIN PR S B SR ISP R A Ry S e I KT 20 M, DU S (14
AR MBPEAT oy o ARJE, KA I3 I RSP SR b i ) BB AT LU, DA S 2 A AL
BB AE o
N SEBL SR R IR HERA L, BRI DL A DA A B3 A P B ELIE s 4920417 90 A1 100 Z [ FrY -4
RN B AT B by S MR R ER N BAE k50,
o PR T BEABLASE SR WA L (RIS A K R R A i o
o e T BEALLIIS A B A AELATG T DA PR 57 SR IS A 0 L 0 i 5 A A3 A0 kg B ABL 2 SR IS
] CAE B S SRS AP Ty 58, LA I AR AR IS SRS 5 R SCRA DA PR 33 IS RSB AL 7 5 s 7 1
BB A S I B L GO0 T S MR P 2 R P
A LKA DA PR 07 S5 S 1D 30 21 58 L8R AT 50 F1 99 2 TRIFAIAEL . T LK SR AL 35 IS 24 ol 1 58 o5 Ay A
T 25 AN RN R BL 38 M- Fig 5 PR (L TR R AR AT
D A B A A
* FOERUNE CERRAIECED 208 58 2 P H RN Br i A, JF o Be ™ A4 8 2 R Ol
KPR A B B (0 RS, FL S B i g I IS s 12 DAy 5 33 IS P ) XS o
s TR ISR O RPERAF L ED SR B IIEPE R D B R, O FL R Be ik B 22 5
ST o 3K SR i T A B S (0 AR, L2 B ik S P11 B DAy S 33 S £ G o 2
RNGOCT, WORBCE IR, WSAE 2K P D AR T RE 2 B R, AL .
AT LRASE S AR A R 7 5 P R AL SR S PR T R A o B, BT REAY B 55 “ A
(K7 DR, (HR B “BEL” B Mgl

AR EMR

o S B S MBEfE JT %, on page 2
o BCE RG] B e R R A S BB R AR A |, on page 22

| g et i1


b_ESA_Admin_Guide_ces_15-0_chapter7.pdf#nameddest=unique_236

B ==50. ax

AR AR e |

B E RN IR 5 SR R R R AR AE

BcE G $H35 E R IRERH 5 BT IR BRI R IR 1E

17 3% BB 14 BRAERB BRAERB
(FRHRD (R
J%:E%ijﬁﬂm'ﬂ‘ é_\Eﬁ ° Eﬁiﬁfﬂriﬁﬂqﬂﬁ?bﬂ “ [Positive Spam] i j‘-i—’ﬁz:
%, 5
- W
SERLBLIRMS AT | AERRAE 3R s FEMBA R HEIN “ [suspected spam] ” JfA%IX,
“ [Suspected Spam] 7 j—JF’ﬁi ﬁ
1%, =

BRSNS (R 7 ) DA B B, R I 25 SR A I L SR o 7 B B3 AN fe P mT UG B A A\
ISP PR A T DA T AR 0, T LA B 5% T LA a0 SR ] A AL 7 5% IS AP B {1«

FEOR ST SR 7R T, AN 0 B2 30 ISP R AL 5 S P 5 B o5 F) A% 3k o P P AR BE AL
TSR MBAEAN CRAA IR MR o eIV BE SR — R 7 i SR T

A IR M SR PR APURR SO AT DR T SRS (RR A8, TS PR 1151

KRB BERNAFERN ST IHERG

WTARAE S B IR A T DA SN A SR TIC S 7B B A, WU B3 FH T ISR ) AsyncOS 9.5
S5, BB T B B AT BB A 2 [R]— SEE (R A E MBAF B B T o 8 S D B RS A
KA, on page 1.

{8 A B E XS K3 BT s B 44 7 89 URL = 7E [0 2] B} %5 =2 £ I

fic & 715

A DU B B A () URL,  DUEAERCAE N s S A R B I, ORI A 1 25 22 AP
% GZMRSS SV R iR al 224, IFBILIEDT ) ANt B iR

HEETE

JA ] URL f yE D) Re S SErTde 45 T2 i & URL i JE.

Procedure

W 1 SUAE S I 21 BEARL I R S A«

a) IKUEP AR SR RE (Mail Policies) > & NS ES (Incoming Mail Policies).
b) s RILIREBE (Anti-Spam) 1l 5 HANHERE CANERIASKIE ) X R (1 B4 o
c) TESEALBLIR M A B E 4, B T B IR

d) miifiE% (Advanced) LLE7s “Us € X5k (Add Custom Header) %50 .

W =R AN IR A
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| EIsrReR e An R & iR i
ERRME R B AR E R R s . RER ]

e) Wi HE X bR, Ul url_redirect.
) RTINS L.
PR 2 G AT RS LA E n) B B g SUE S LR ¥ URL:
a) IKIKIEPEERE SR G (Mail Policies) > fE AR &3 i€ 2% (Incoming Content Filters).
b) RN IESS (Add Filter).
c) HiduEss 44 url redirect.
d) sS4 (Add Condition).
e) miiliEAM{Fk (Other Header).
) HIANERHBHR: url_redirects

FORIL S T A (Y a5 Sk S8 4z UL

g) EHBEFTEIE S (Header exists).
h) RidE (OK).

i) '54:114“7“13‘*1’!5 (Add Action).

j) i URL Z£3 (URL Category).

k) LRI 2SI (Available Categories) 11 IFTA 2], FKEATA INE)EE R 2K (Selected
Categories).

) XS FERR URL (M#AE, EHEEEE BRIZR2/KHE (Redirect to Cisco Security Proxy).
m) AHE (OK).
IR 3 RN A I BRSBTS o
a) MKUGEPEBESRRE (Mail Policies) > & ANBR{4-35#& (Incoming Mail Policies).
b) ridiEIESS (Content Filters) #1155 56 i e M 72 e 458 1 S w0t Y. () i 42
a) WERWMARIER, HEHFBRAANSITIESE (Enable Content Filters).
b) & ERE R ] url_filtering YA JE S
o) RAIHMHIANE L.

What to do next
FEXREM
* Hi5E 1] URL

EAE BYH R T B A AR R SR w1345 % Bo & R

MM “RGWE S (3 CLIHH systemsetup 7)Y, REESFAEIUT T 5 BAEE it
FEAR SR R B 518. 7ERGVEE N, ARG M S, H2E, ERFERE NG,
AT LUME ] “ 2242 IR%%” (Security Services) S i FH AR e 45 1) 2 457 3 IR AL vk 77 4.

WE T &G )5, LU HiEREE (Mail Policies) > £ NEREESREE (Incoming Mail Policies) 7L [ &
NP SR T B S B S M PE A i 2. G, 2 R AN RN SR 25 F e B 3 A 4. D
] DLk FEAS SRS AR S b I S 4

I emtnpmpafm ey i
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AR AR e |

. B RYERE SR BE o B A A B M R SR R 13 5 | 8. BLE R

TEAI Y, BRIAHAE M “ S AEIKFE” (Partners) SRS A5 T EVRE S 5 M A4 5 | S e S A Bz 8%
IS RBE AL L7 SR RS F o

Figure 3: R4 SR M - 32U 1R A B ST SR AR 1451 22

Incoming Mail Policies

Find Policies

Ernail address: I @® Recipient Find Policies

Sender

Add Palicy ...

Order | Policy Mame Anti-Spam Anti-Virus Cantent Filters Virus Outbrealk Filters Delete
1 Partners {use default) {use default) {use default) (use default) i}
Default Policy IronPort Anti-Spam Sophos Disabled Enabled
Positive: Quarantine Encrypted: Deliver
Suspected: Quaranting Unscannable: Deliver
Virus Fasitive: Drop

Key: [ Default |[ Custom |[ Disabled |

B “GAEIKAE” (Partners) SEME T SO A A EVRHE e 2 A, R T EE RIS A:, 15 S
“CIRBIMBE” (Anti-Spam) FH 5 “EAELKSE” (Partners) 47 ( “use default” ) XIS H

AT B AP BE 2 I, JREHE L7 (Yes) Ji IS AN it SV AT A A . by ANl 2
(R i R A 00 A5 P BRI BE 2

R T RSN SO PR )RR 22 B AN T A E A IR
Figure 4: B3RS - 5 P A 88 % B4

Anti-Spam Settings

Policy: | Test

Enable Anti-Spam Seanning |

par s Use Settings from Default Policy (IronPort Anti-Spam)

Use IronPort &nti-Spam service

@]
& Use IronPort Intelligent Multi-Scan

Spam scanning bullt on ironPort Anti-Spam.
L]

Disabled

Positively-Identified Spam Settings
apply This Action to Message:

Send to Alternate Host (optional]: |

Add Text to Subiect: | [ prepend [ispam]

b Aadvanced | Optional settings for custom header and message delivery.

Suspected Spam Settings

Enable Suspected Spam Scanning: | O no @ ves

Apply This Action to Message:

Send to Alternate Host (optional]: |

Add Text to Subject: | | prepend w [[SUSPECTED SPam]

b Advanced | Optional settings for custom header and message delivery.

Marketing Email Settings

Enable Marketing Email Scanning: | O o 13 ves

Apply This Action to Message:

Send to Alternate Host (optional]: |

Add Text to Subject: | | prepend w/|  [[MARKETING]

b Advanced | Optional settings for custom header and message delivery.

FAIFHRASE S, HBAF SRR I T B s

W =R AN IR A
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st e mme st samy [

Figure 5: ER 45K M - 7ESRME T B R RES E13E

Incoming Mail Policies

Find Policies

Ernail Address: I— ® Recipient Find Policies
O sender
Add Palicy...
Order [ Palicy Mame Anti-Spam Anti-Yirus [ Content Filters Wirus Outhrealk Filters [ Delete
1 Fartners IronPort Inte_l\igent Multi-Scan {use default) (use default) {use default) i

Positive: Deliver
Suspected: Deliver
Marketing Messages: Deliver

Default Policy IronPort Anti-Spam Mot Available Disabled Mot Available
Positive: Deliver
Suspected: Deliver
Marketing Messages: Disabled

Key:| Default || Custam || Disabled |

JB% G 137 3K 44 3 05 2% 5 iR R 4 ) 5 A A B R A

AT R O B B AR HIIRAE CE QiR EAR AT IR ) AT REAL 5 A T % AR m A B 33 s
(¥ URL sl HARAE R, DI ARAT AR 25 RO Ay DR UR A3 -

FEGETT I Ir S MR AFT 486 K A N HISA S b 5 SX e B AR R R AR N o TS T 0 A AR A N 61 4
IS S AN G ek S Jar I S A R G54

FE S 3 SR R A T3 % A (8] iR N BV A4S Sk

o WSRO WP A AR AT AN SRR S 8, DU I i S A B () A WA s
Tk

X-IronPort-Anti-Spam-Filtered: true

X-IronPort-Anti-Spam-Result

5 M S B SRV SARE SR UM T T B A A RO 5 | S RRAS PR IR 5 R 2 E S
MEAER, JFHZ oA .

o JURHE BE 2 BRI AN ER =7 b B 5 1 AR N A5 2k o
o AT LU $E 2 (K BB SR G SCEEASIN B BTAT I C RN AR SRR A« S0 ABLASE 352 s o 2 U3 Ay
ANTEBERVE R IBAE) Al B SUE Sk o WS E USRI HEH , on page 180

AXEHR
o AR 1 E SUIE SR BEAUBE S M AF (1) URL H5E 1) 21 JERE R 2% 22 4 AQ8E: BCE 7R, on page 22

[a] BRHR & 52 K35 iR R EME

LTI SR K WS 7T LU 5 4 RORREAT 20T o R3S PR A1 P T B vt ™ it (RO B R AT R

I emtnpmpafm ey i
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AR AR e |
B swamssgs s REmme

T LU J T DA S5 1K) 7 S 1R R R
o B A
* BRAc A BRI (E AN I 17 5 S P Py s
* BRI E e
* BRIC OB ISP (EAN L 5 B MR () 1 F
* I ) I % A £

AXEHR

o Wfe] ) SEVRHR 5 23 AN IERA I HB AT, on page 26
o SRERIEAFHEAS IR 7, on page 30

an{A] [a) B R HR & 5 FE AN IE 8 B BB 14
&I
CETT I BRI 5 SR 2 0T, AU TS0, (k.

UK

SR T LU L — AT 75 B R Talos MRAERARZS T LR A BE 5L -

iR OB} Talos HEFEARAST T A2 —ANET Web (I LH, B SVFIBAFE B 03 & B AERER ] b
(IR PEAL

o GBS ZVR YT T IS ANE BN, ATV D R
1 i RERMEIE 5 5% BB} Talos MEAIRZS T/ (https://talosintelligence.com/email_status_portal).

N

A BN (Manage Account).
3. midii#nnig (Add Domain).
4. {rig (Domain) Bt N4, DUE ) 1] W R 3
pE 2 ORI T AR, B0, example. com A2 AR ML HEAFHLIE A R 0547 -
user@example.como WIRALIHAG LA, THHIRAINTA .
5. WIRBERAAE “d” TRARBR AL, R I (1 ownthisdomain) & EHE.

pE S R AR “IRINE IR (1 own this domain) EIEHE, WG RSP A E Vi
AR . A CTRAE R, 1S “ B} Talos WEARRA T # B v, Mk
A https://talosintelligence.com/tickets/email _submissions/help

6. @3 (Submit).

siihi “$EA7 (Submit) J5, RGE B —EHEE 6 BT ATRUEM IS A% E]
postmasterl@domain.com (;H\:':F‘ domain.comz’%@ﬁﬁgﬁ% “d” EPZIEﬁTJ)\E/‘JiEi) ’ ufﬁﬁ%y\iﬁﬁ/ﬂﬁﬁ
AR

B &R e & iR


https://talosintelligence.com/email_status_portal
https://talosintelligence.com/tickets/email_submissions/help

| EIsrReR e An R & iR i

Nil

8

mmmEsaasxrrmons [

an %ﬁ‘\ i3] éﬂé/n\ji'ffﬁ postmaster@domain.com EU’E‘\ H‘]%Eﬁﬁ jD*Xlﬁ 1z1] postmaster EEIK;F@, 1541
EE**ﬁ‘EB?fiiﬂE%% (%FEE¥§EB?#E@9€J:) ’ Akﬁﬁj%ﬁk SubmissionPortal@cisco.conliiﬁé?”
postmaster@domain.cmﬂHgmﬁ##giﬁfﬁﬂé”;iﬁﬂmgﬂtﬂﬂﬁto Elﬂtﬁbmﬁﬂ#ilﬂg%§ﬁ3ﬁﬂz

redirect postmaster: if (rcpt-to == "postmaster@domain.com") AND (mail-from ==
"~SubmissionPortal@cisco.com$") { alt-rcpt-to ("admin@domain.com"); }

735 BT A A I8 JE 4 A8 (Domain Owner ship Verification Code) X ilHE i 6 A7 50745 5 1iE
A, DUERA NS AR

AR R IIEAAD (Submit Verification Code).

fih “PEAREUEARAS” (Submit Verification Code) #4415, a2 H sh 3R 1557 HE G2 5 1) BUFR
RESAGVER—NEM ID, ZET M K7 3l LA F 1% 1D f80] LK M
ID HIT-AHZAeb (R T A7 A 5%

iR M ID AR RS T 5 21 G RIS 22 4 W kAT FO B A RO ME— B IR AT

© HEAL PRGBS BRI, BEAE ML B

1

2.

3.

4.

5.

A F JERMEUIE 5 5% S8R} Talos BBEFIRZAS 117 (https://talosintelligence.com/email_status_portal).
AP EIRM A (Manage Account).

R iR AniE (Add Domain).

788 (Domain) 7B A A LGN B4, LA 1) 1)) VR N R o

iR WG N T R4, B, example.com A2 LA N HL 7 BEAEHubE RT3 42 -
user@example.como UISZHLIPTT 2N, TEMHLRA AT 1Ko

M3 (Submit).

iy “4EA8” (Submit) 5, REIa AR EyENHAE B OURIR IS AN . 1 P S S BT,
SR sy “EEIK 7 (Manage Accounts) Y “BUFRIGK 7 (Permission Requests) #5751 (3L
(Approve), PLALHESS (e Kk .

TEFEANE R 5, R AR —MEM D, 7R “E Bk 5t LA A 1% 1D,
RET LURHA I ID T ZL2A P R B A A R 5

a4

M ID AR RS TR 52 21 SN RIS 22 4 W) OCHEAT 32 5T HOME— B IR T

LRI P AT BSAE R SCER I JERE Talos HEPHIRZS 11 A2 ERITE AT 1D
P Web Fit 6 55 211 RIS R 5

3 R ETE (System Administration) > B#} Talos BREEAR 75T A E M (Cisco Talos Email Status
Portal Registration).

TR SR A TR IS S AR ) — 807, Rz B B A AR 00) .
Mg EiEM 1D,

73R 1D (Registration 1D) 7 Boh i A ME R} Talos MEAEIRZST 1 SRECE M 1D

1

2.

g et i1


https://talosintelligence.com/email_status_portal

AR AR e |
B swamssgs s REmme

6. FRATIFHAIN .
7. RS AR — 8y, 2506 ZH 23 b B T IS R SR AL SR 1 A BIER 6 5.

WA DU CLI H ) portalregistrationconfig AT Kk BN ID.

anfar =) BRHR & 53 XA E R EME

BHRFER, 15SH:

* Wi fEhttps://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
214133-how-to-submit-email-messages-to-cisco.html#anc5 HKE; B 2FH2 A8 58 R SO

o “JUEl Talos BBARIRA T #E B BUHIAT T https:/talosintelligence.com/tickets/email submissions/
help.

Procedure

TR PAT W g RHR 7 RANEFITHET, on page 26 A& TAEH S22 B
FER2 LU T A — i BRI 73 IS IR (I«

o U B RHIB AF 22 44, on page 28
o KE oSBT IR MBS AEE D B EREA T %, on page 29

) SRR & o S R I J5 , B AR BEE ) P 1 “ B Hk 7 (Manage Account) RS ]
HIFIHR A7 (Email Notification and Reports) $% 4] 1% 5 (14328 TS 21 1 2 1

Note BRAATEBLR, Wl 0 A1 2 7 (Email Notification and Reports) $4 411 (1) “ (K144 iH
417 (My Submission Notifications) Al “FI{HEATHR 15 ” (My Submission Reports) 3% 13 &
KM FRVEAME R, S0 AR Talos MEEARZATT Y7 vim, Mk -

https://talosintelligence.com/tickets/email submissions/help

What to do next
RER B A2 A2 1177725, on page 30

EHERRE R =EmY

JORHIB A A 2 —Fh T H, VPR P IR A AR 2 ) AfH Microsoft Outlook [ R}
WG PRI A . 240K I Ad -3 28 4 Microsoft Outlook HI—#843 1, ¥4 ] Microsoft Outlook
1 Web SIS IN— AN A 2 0, 4880 LIS F 238 1 22 s i 45 40 A = i A2

B &R e & iR


https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5
https://talosintelligence.com/tickets/email_submissions/help
https://talosintelligence.com/tickets/email_submissions/help
https://talosintelligence.com/tickets/email_submissions/help

B R AR RO R
woxmizmmenmeitres

EXER

o K& LAMBLR Ui R OB RHIB R 22 4. https:/software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=284900944 & flowid=41782&softwareid=283090986,

o HRVEUIME R, WS (RIS B4R ) http://www.cisco.com/c/en/us/support/
security/email-encryption/products-user-guide-list.html,

17 LR EHE A MR THE &
HRARMBPRROEH, 0T AR/ R IR IRy RFC 822 WP R 5] N FeR R (K

mHE | EX RRAE ARRZTEEmM

'R

Bl | REVESRANTT 220 BEIRIBAE/ M 2% Ef0 M | spam@access . CARIE B R4

WO | RARSEA iy, TR AR PO [ oo {ELFE P 0 0 5 35

W, R BRI RS P B 2% 4 £

iy phish@access. T
, WA Ky BB AT, AEH]
tronport.com PR AR AL
virus@access.

ironport.com

Outlook ff “hiik
fELE” (Spam).  “ M
#5410 ” (Phish) 5%,
“PRAE” (Virus) 7%

il
Legiti | Ak GERD WELE, mEdER R MAE . AR | ham@access. AT I Ay 75 A/ s A
mate | M “Ham” . ironport.com (R B/ K A B A

Outlook i} “Eb;

WA (Not Spam)

Ei7gail
Wy ERER TR AR Av CIENI | ads@access o ARSI Ky B B A,
) ggﬁ?) M. MHHETITH, A2 ironport.com PN IR AR
K ’ Outlook Jdff: “&

EHB'H‘ %Fﬂﬁ%%ﬁ%ﬁﬂ?ﬁ%ﬁi@@ﬁﬁ/\%*% ﬁ;j” (Marketing)?’i%
PFo B, 52 B ERIBE ST AEZ | 1
KA FET VAT B IR BAT
RFIBEEIT HIBLD .

IR — AN IR, BEE
PR A A At i R

| g et i1


https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html

B =soeecwnss

AR AR e |

R

j:E/s

EX

RRAE

ARREXZIEEM

E[8
A/
K
ilgas

AR HAIE AT A SR PE (AR IR
MR o A AN AREAS AR/ 55 S
e

not_ads@access.

ironport.com

I Ay B K B A, AR
VAR VSREAIEED R
HEPE, s AN E K
HIEF o

DR R AN MBAERE 2 — B A B, W) DASR

* Apple HB1E

* Microsoft Outlook for Mac

* Microsoft Outlook Web App

* Mozilla Thunderbird

A

FIRAERCR -

FE R EIE R T Microsoft Windows [#] Microsoft Outlook 2010, 2013 B8 2016, N2AZ0 44 FH B
} Fﬂilﬁﬁﬁﬁéﬁi‘#& Microsoft Outlook Web App K4 15 73 KA IEM I HEAE . 13X /2 K24 Outlook for Windows
Ae TCIE L R T T WG SR FEAR BB BeAh, ST LUK JEUAR MO R B ANy, A A

el

%%WH‘%‘

BREREB R RZ B T

PRI 5 AT TR B

32

ST AR

P2 sl EE Talos HEARRESTT EMIRER (Submissions).
$IB 3 NI R SEIEIN (Filter Options) %3 24 (1) i g #e ik 17 .
P4 (ATik) sl B DOk PR H .

T—5 i 4

ARVEHFER, W5

email submissions/help.

B &R e & iR

VRIIBARIE &R, o] AAE R Talos MEPEIRZASTT T Mot LA A MR BRI 3242

LR G AR} Talos BEARZSTT)/™ (https://talosintelligence.com/email_status portal).

Z: [ JOE Talos BEAFIRZS T H B vt , WHEA hitps://talosintelligence.com/tickets/


https://talosintelligence.com/email_status_portal
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| EIsrReR e An R & iR i
wit A ramEnsnges P [

88 1A% N\ 4k TE RRE R R A& 1 A IP dtbiiE

YR — AN EEZ A IR B AL A (MX BUMTA) « I UEIRSS 2S5 T2k %k, HARMRAER 56
R ALAE NI AN SR L 6], IS 0 S TG o AR IR TSN TP dhhik . AR, HREEB LKk A
A MX/MTA. {H)&, TIronPort B MEAEFUEEME 2404 (] 1P 52 MRSS) B T4 kA
N R TP bk,

FER T ZE S S AL X DG B A A P A N gk o i S B A 9 G R A P9 3 MX/MITA (1 4 B
IP Huht, LK FAEff ok ¥5 1P bk 15 3k o

AXER

o BN AR5 41 , on page 31

o P A D O LA FH AR N HH 4k, on page 32
o A NTH AR 2 D) BE , on page 37

o MoE HE DR € 2 145 2k , on page 39

BB HENRYRIIRE RA]

TEERT —NER AR EN YRR M IP Hitk 7.8.9.1 &SRIMBAEBRLE M TP Hitik 10.2.3.4
KK, PRIk A MXUMTA. 1E 78 ] B2 9 5 oh 4k s

Figure 6:3®53 MX/MTA 4% BB 44 - 5] &8

Firewall
o " . IP: 7.8.9.1
4;’”’: r y i _"L_j__
577 C Internet Sending
T’ . : Machine
~ —‘r(\‘_ o

MX/MTA

IP: 10.2.3.5

Cisco Email Security appliance

RIS T AANPIATEM LR B, R T T R 2% P R AR LA R S A 3o 8 A
KU L W 2% ALK 2 5 IR 5 A AR BRIE A o AE7s Bl A, SRE 7.8.9.1 (MM 273 B Kt T A A%
IR 9% 2 Fr il 1L MX R MTA SRAREE. 7E756 B . SR A 7.8.9.1 HYMEAF A 3 4 8085 i 45wl
FAt SRR R BB, AR AEARIE B M OG22 B AR FME R — > MXG

| g et i1



AR AR e |

B ==usmscusme b

Figure 7:5&33 MX/MTA wh & B9 1 - SR

IP: 7.8.9.1
Firewall

o
/ 4 ‘-xf'" \\ Sending
; " ﬂ /_,JK/ ,{ Machine

\r_ Internet

Hop2 —»

7

IP: 10.2.5.1-n

Hop 2 P4 MX
/l MTA
Hop 1 l Hop 1

IP: 10.2.3.6 \ }
a0 = 2o
|

Mail Filter

Cisco Email Security appliance

Fic & BB 44 W < LA(E FH F2 A\ Fp ik

AR EMR

* AN 4R )EE | on page 32
* Wt A4k | on page 33
o FRARIB A IR A4 3k , on page 34

BRfE NPT A
D

Note {47 MX/MTA H5 MEfFrh 2k BIMSLE R OIS, A B HI A A rh 4kl e

Procedure

T IRUGEFER LS (Network) > £ N H4E (Incoming Relays).
$IR2 riti/BA (Enable).
SIE3 B

W =R AN IR A
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N ANFE N H 4k

LI
IR 2
$IE3

TR4

wmtendat ]

AInAE N 4R LR

o PIE AR N IR R ZR R ISAE 9SG A BE 6 T, BLK
* BEARiCR AN NI TP k£ Sk

HEIE
AR GEIXLEHT R ATl (45 8, TS0 4RI ({5 2k , on page 34.

* BRE S A R LB AR SR UM IR AR AR B A IR TP ik o
o WACREAEHT e XAk

o S A bR 2R PR K J5tn TP sk (KA D115 Sk o
o SRR AN R AR R MX. MTA sHAR L, BB %L, DU 3k
A RRAGLR ISR AT NI TP HhEAS I 2042 AT

Procedure

Rk FE M 4% (Network) > £ N4 (Incoming Relays).

MR 4E (Add Relay).

LIPNGEE S

B NGEREBIIBAT P OCH) MTAL MX s Al HSONLEY TP Mok, BArh gkl A #B A

Af LU 1Pv4 B 1Pv6 Hihik . Fr#fE CIDR A% NEE —AN TP Hubibya . i, Wi meihsf 24
MTA ERWCIBAE, A BE T 2 N —A 1P Hhik 30 RS B s MTA, #ltn 10.2.3.1/8 5%,
10.2.3.1-10.

X 1Pv6 Hudik, AsyncOS SZHFLA R 2C:

® 2620:101:2004:4202::0-2620:101:2004:4202::ff
® 2620:101:2004:4202::
®2620:101:2004:4202::23

®2620:101:2004:4202::/64

e FE U SR AR AN AR AR TP Mtk (15 3k o
TERANG R, ANHRERAKERE S,
a) IEPRAE KRR
R HE A5k () sl k.
b) W Ak
i NTBC v kT SR AV I v R R (5 S A PR
.

g et i1



AR AR e |
B e mmerEs

SenderIP
&
X-CustomHeader

) AT ORI k-
i ANAFHAE LS o TP MU A AP A e . O “BREC SN — N DU A TP i

FIR6 I E L

What to do next
T ST DL A

o K gk AL I AT X DHAP S VI B ME AR BB 4900 5 SRS 1R A At N L. A1 QU 13
Bl A N A 4k A H AR AT B, on page 38.

o T ERER AR R, T IC B IR O H A& LR R AR F 15 ko IS DAL E H AR DA e e 2
{1152k , on page 39.

X ERm
o GPART ICE ISP O LT b R B A, on page 2

F 405 i 44 BT BB 4415 Sk
R WS 0 S B A 8 Y LA SR AL AR A Sk 22— SRR GR IR 1) S i A RN
* HE X3k , on page 34
o UL 3k, on page 35
BEXE*
BRI AR R A N7 IR B8 S Sk o R R JRAA KA N THENL TR SR I B 5 UAE
Ko AF KA N AN AL TEEELI TP ko B an.
SenderIP: 7.8.9.1

X-CustomHeader: 7.8.9.1

R A MX/MTA 1] LU TR BREC AL, Didd N B8 S Sk s AR N R 4k shRE i — 7 2
Wtm, T FEY, B CRD#ERSTs ) IP Hibk 10.2.3.5; {H2, BACHWB, MEKEDA .
MR N, BT e AR, Kzl A e XS Sk IERIEC & A8 N4k,

W =R AN IR A
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EEUEX

eV |

Figure 8: MX/MTA w2 By BR 14 - AT 25 Bk

IP: 7.5.9.1
Firewall

- _
s [ o T Sendin
-~ ”' Jif - ) / ac iuge
7% C

:’ﬁﬂ‘i' . Internet -
R ’ h - -"-{1‘ pv =

\
o | D

Hop 2 ¥l e
L
/ MTA
Hop 1

1 IP: 10.2.3.6

Cisco Email Security appliance

X ERD
* Wt N4k | on page 33

UK MX/MTA BC B0 835 3% TP ik iy (858 SUAR SKIX 05 SAT AN, Wa] DAE E A% A\ P4k D) fig
DAt o A 2 S 7 1) Received: £ Sk RKefif 2 ik TP Mkl 24 TP MRS MY AR 2% “ B Hidh 2%
fERER, A “ S8 (Received:) fR Sk AMEAE M o #A)ih UL, AESS B THAENL (] - JExd

MXIMTA 4k I AF - g rfif) 10.2.3.5) BE 2 260 2N A 24 FA AR IR 1Bk . an SR A% AR AR
AFEREEE CREEEORE, W - @i MXIMTA 4k e - rrARBkaseh ik ) Bk 83 meer
RISCHITHSENL, A2 B ARk GiF 2B B E U5 3k, on page 34)

TR MR AP BT R DA R R R B R M 45 k8L (B Received: fi3k) o —BEAR EREIRN—F1F
HHALER S — S ENL CHEBAER S T A —Bk. AREZE R, IESHIRCE H &R E 2
{1915 3k , on page 39) o AsyncOS & 7E5 8w FIBREON N1 “ CH:” (Received:) 17 Sk
IENT FRF R 2 JE ISR — AN TP kb o, W45 e wik, 2 A DA 19X 5 1 i 25050 —
A Received: 15 ko WAL A R BIMAEMTFFAIA R 1P Mk, WA 99 5G40 H R vk ALK S By 1P
bk

W T LU MBS Skom o, WsRge s 2 7 F S (D MM Bk, AN SN IP #ulk o 7.8.9.1. (HIE,
WRAEE —MNARTES O) 1E NI 75, AR B30 1P sk, EXFHEIL R, e gkl
AR, IF B FERH SR IP bk (10.2.3.5).
LEF -l MXIMTA P 4RTIREE - S onplrf, e Nhdk .

AR A-10.2.3.5 (ff ] 8 Sk h 2 Bk
B2 B - 10.2.6.1 (il FH CLEUE SN 2 B

g et i1



B csuess

AR AR e |

RSN TR B R S ) 28 D 2 AN ER s I BB A AR S i, el - Sl R MXIMTA A4k R
P - . ARG TAMRAE Sk CBIBPERI SR 20D ARl 2R N P4 e
Blo EHRERBECE 2.

Table 1: — &5 “HEWRTE: ~ Ek (B ARG D

Microsoft Mail Internet Headers Version 2.0

Received: from smemail.rand.org ([10.2.2.7]) by smmail5.customerdoamin.org with
Microsoft SMTPSVC(5.0.2195.6713);

Received: from ironport.customerdomain.org ([10.2.3.6]) by

smemail.customerdoamin.org with Microsoft SMTPSVC(5.0.2195.6713);

Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.org

with ESMTP; 21 Sep 2005 13:46:07 -0700

Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWulO08155 for

<joefoolcustomerdomain.org>

Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.1])
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefoolcustomerdomain.org>

Received: from linuxl.thespammer.com (HELO linuxl.thespammer.com) ([10.1.1.89])
by sending-machine.spamham.com with ESMTP;

Received: from exchangel.thespammer.com ([10.1.1.111]) by linuxl.thespammer.com
with Microsoft SMTPSVC(6.0.3790.1830);

Subject: Would like a bigger paycheck?

Date: Wed, 21 Sep 2005 13:46:07 -0700

From: "A. Sender" <asend@otherdomain.com>

To: <joefool@customerdomain.org>

R BRI
o HISPE Y 06 2% X BE 5 Sk o
o WSAR RSB AE CANTE A —BE)
< Bk FEATFLE)
© Bk KR IIRMEARH MTA. 1P ik 7.8.9.1.
o HB A 1Y O 2% 2 1% 2 Microsoft Exchange i3k o

RIS T R WA Sk, B kAR Sk

W =R AN IR A



| EIsrReR e An R & iR i
tensamimgmmng [

Table 2: — 35| “#EWEtE): ~ Fk (BIZATH 2D

1 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.org

with ESMTP; 21 Sep 2005 13:46:07 -0700

2 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWul008155 for

<joefoolcustomerdomain.org>;

3 Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.11)
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefool@customerdomain.org>;

T EIARGE GULH “Usinh4K” (Add Relay) I POPLE 7 T #8452 A ffe A4k (D -
Figure 9: B B B 25 B #2015 Sk M0 e X\ bt

Add Relay

Incoming Relay
Mame: (7] IIncomingReIayOne

1P Address: (7) . |1D‘2.3.5

Header: [ © Specify a custorn header

(®) | Parse the "Received” header

Beqgin parsing after: (7) |[
Hop: (2) 2]

HXED
s Wt A4k | on page 33

2 )\ R 4k G0 AT 52 0 1] e

o AR NPk FId JELS, on page 37

o G N4k, HAT. IP {52130 FURAT N4, on page 38
o AL N ARANH SRR L B 18, on page 38

o R N YEFIIRER, on page 38

o fE N YRFIRAR 22 A s ()55 ), on page 38

o f N AR FIIRLEER EX, on page 38

o N 4RATH &0, on page 38

& N R URFNIT I 2R
HEN TR AR AL IE I TP (5725 45 04RO BBl TP (5 255 TG 113k B MO (reputation,

no-reputation).

| g et i1



AR AR e |
B s war pissEsmEgAl

TN 4s. HAT. IP &SN LM AR

HAT Sm 41 i AT ANk 145 B (H0g, BT APk Re St (5285154, RknT Llhm
LRI JE 25 A1 Sreputation AR AL HAT SE0E 2H L g

RNk F0 B R RIS B ]

AR B I R AL ) A A R 4 v (R A A T 4R MX B MTA I ISR ke H S8 4 4
i, WHZ A R BOas BT SRS 3 ) T H AR AR i (DHAP) B RAT NN, - WEPE 96 2 T
SN ARIER . XA kR B AR PTATHEA CRLIR AR fE ) BEAMBIEI G, HEPE R SCHAT
Ple BRI FE BN Bk 2, AR A4k MX B0 MTA R4k S0k B B ERL IR, 22
figp PR i) R Ak SRR B A N T R IRIE A, 15 EN DHAP M3 A7 RSP A3 S e 12 4k
AIE S AN

& N FRUEFNER BR
B 2R B P SR A PRI TP 520 A T AS SR80 TP HOBE 152454

NG AR EEE GRE)
SUYNCE

o WA 4 AR A A, A AT AR TP I MX/MTA FEcH . i, fn SRAh B 50l (1P % 7.8.9.1)
WL MX/MTA (IP 4 10.2.3.4) 3% 5 BFMEAE,  DUJHE A 4 20k WoR ok H 1P 7.8.9.1 (15
BREE, PAAk AN B4k MX/MTA (IP 4 10.2.3.5) W54 5 BHinf:.

© IP EERAIASEMI L AW IR S . thsh, nTREICIEIEMT R AE 4L,

&% N P 4R AN AR 14 BR ER

RN AR, B ERERTEAN{E B (Message Tracking Details) B3RS F5%F B S8 7= P 4K (1) TP
HuREMIR RIS TP A5 24550, AN ISR SN A AT NI TP M A5 24553

ENFYEFIH KL K

ELUF HE B, AN TP A5 B9 B HIAE S 1 AT . Fo)5, AR NP 4R)S, 1EMI TP
(G150 AL 2R S AT R

1 Fri Apr 28 17:07:29 2006 Info: ICID 210158 ACCEPT SG UNKNOWNLIST match
nx.domain IPR rfc1918

2 Fri Apr 28 17:07:29 2006 Info: Start MID 201434 ICID 210158

3 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 From: <joe@sender.com>

4 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 RID 0 To:

<mary@example.com>

5 Fri Apr 28 17:07:29 2006 Info: MID 201434 IncomingRelay(senderdotcom): Header
Received found, IP 192.192.108.1 being used, IPR 6.8

B &R e & iR



BRI R AR B R

NG B S

6 Fri Apr 28 17:07:29 2006 Info: MID 201434 Message-ID
'<7.0.1.0.2.20060428170643.045 1 be40@sender.com>"'

7 Fri Apr 28 17:07:29 2006 Info: MID 201434 Subject '"That report...'

8 Fri Apr 28 17:07:29 2006 Info: MID 201434 ready 2367 bytes from <joe@sender.com>

9 Fri Apr 28 17:07:29 2006 Info: MID 201434 matched all recipients for per-recipient
policy DEFAULT in the inbound table

10 Fri Apr 28 17:07:34 2006 Info: ICID 210158 close

11 Fri Apr 28 17:07:35 2006 Info: MID 201434 using engine: CASE spam negative

12 Fri Apr 28 17:07:35 2006 Info: MID 201434 antivirus negative

13 Fri Apr 28 17:07:35 2006 Info: MID 201434 queued for delivery

RN YRR B &
LU 7n B s 7 A S A AP ks R i B AR 45 H

Wed Aug 17 11:20:41 2005 Info: MID 58298 IncomingRelay(myrelay): Header Received found, IP
192.168.230.120 being used

AcE HELUHEEZERRIE

IS I D% S e AW B B AF IR A7 A A5 S o DRLE, FEAHBAS NI LA AR Sk (51 21 Microsoft Exchange
R k5D A R SCHR MO A F IRHAS I AR A7 Sk AN S BEAT AR B — P B e (AT Af5 Sk K ik g
Be'E AsyncOS Hissid sk LA G TR 145 2k

LB SR H LR B8R, WS R E H SRR E.

s o
g 2 W EE ST
Bz VPRI U, T LA el 1) SEVRF S22 30 IS AR SRR AR £ 22 T 41 R ) B0

Procedure

FIB1 KA R LIRS (Security Services) > IronPort kiR (IronPort Anti-Spam).
1%

HIB2 PR LIRS (Security Services) > IMS ik & B4 (IMSand Graymail).
123 AEMNEHH (Rule Updates) H#7Fil:

| g et i1



b_ESA_Admin_Guide_ces_15-0_chapter47.pdf#nameddest=unique_750

AR AR e |
B v msomme

=48 BxER

BERNAEL TR | WSRO T SO AR R E RS A, W R “MOREHT ™ (Never
Updated).

A e H] -

W EOF AT, WSET RN | A SZBDE#T (Update Now).

What to do next
FEXREM

o MRS5S
o M ACH R 55 9 HEAT SR
o PO 55 % B LA 2T R B

A3 Bz 17 3% s 44

Z£48 N RE BEZER
MARC A i x-advertisement: spam {53k | ZAG kK24 B MR ME ARt BRSSP
WA e MRAEIEATHRE, AT PN /AT T

BTETRR, BRR Sy | IR LSRR onpage

X 59K x-navertisenenc: | |00 Mot BARS

spam [FATATIREERD SEI IR [R5 Skt BA R o — I 5 1

* ff ] SMTP i 4 32k B AT AF 3K 1k
MR o 1352 58] 1) R AL 19X O A & I A2 LA )
TR B T, on page 41,

* ffiH] trace My 2 HF AL IAE K. WS AL
FHGR A R B A LGB ER

PPN SRS | A8 LR F LR B S PR | A 0 e S i TE A VA B T2 1

ElE I PEAG T o AT S 5 A58 11K 77 3, on page 42
AXER

o [ A 1 5% R A2 S AT LA R S B2 SR AT, on page 41
o AR S BB A28 97 1) 772X, on page 42

W =R AN IR A


b_ESA_Admin_Guide_ces_15-0_chapter41.pdf#nameddest=unique_681
b_ESA_Admin_Guide_ces_15-0_chapter41.pdf#nameddest=unique_689
b_ESA_Admin_Guide_ces_15-0_chapter41.pdf#nameddest=unique_690
b_ESA_Admin_Guide_ces_15-0_chapter49.pdf#nameddest=unique_233
b_ESA_Admin_Guide_ces_15-0_chapter49.pdf#nameddest=unique_233

BRI R A IR R
e P Lt A N |

[a] RS {5 ) 5% % 32 HB 14 LA U i 8 e s 3 3% FeS 44
EETHE
ST PHRLE : ) SMTP MR, on page 41T IRH.

Procedure

W AR SRms JE YRR s b7 R A o
IR 2 K S NG Sk BN HE AR Rk 4 i A SR T U . X-Advertisement: spam

K SMTP fir %15 Telnet O8], Kf B i 2UREAT BT ] (1 3tk
U3 KA ) B S IR DA 1 AR DA 1 A SR TR B ) B A A A3 T MK

B
s FETRACBN?
o JETUNIN T A 7 e AE k2

WP DA B i P AL ?
AR A B

HEXERR
o MR S B M PFRCE . ] SMTP (#7554, on page 41

WX LI IREBEFECE : £ SMTP 89711
FEAGN T, A SR 6 Z5C B A PO AT AL (T, I B HAT 2535 32 RIS %
# telnet IP address of IronPort Appliance with IronPort Anti-Spam port
220 hostname ESMTP
helo example.com
250 hostname
mail from: <test@example.com>
250 sender <test@example.com> ok
rcpt to: <test@address>

250 recipient <test@address>
ok

data

354 go ahead

I emtnpmpafm ey i



AR AR e |
B cevsssmmaanms

Subject: Spam Message Test

X-Advertisement: spam

spam test

250 Message MID accepted
221 hostname

quit

A it S ST SR AR S B 775K
1 TronPort Jie 437 3% IS AT RERE A fiE 22 T4 1 L U)o DR SEEAS I LA 13 sl (K0 52 SR s ek, O LI
i B L AERIE R, IAGEAEH] F SIME— J5iE A ) -
o AU B A A e S P B D) R G (10 B2 3R P A T PP A
B NSk R TP AN R IR 2 AEANIER A9 o
o AN “ANEE G PO RIS AR

AP IP AR R S5 « BHAESIZR . IRPFaL v g ST REMN R “ 28 o UM IO BRI 2 BRI S AR flT R
ESEPi =

o HUPURAR 53— SRS IS O L e Al R (4 L 33 o
o DRI A S o
FAH 5 AR i PR TAAS DR I SR 0] o A P T S A 7 oty 7 AR AN A PR R 5 2R

W =R AN IR A
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