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LR S ERR (System Administration) > LDAP Ui fii |, xiiliiA0 LDAP BR 55 25BCE X4 (Add LDAP
Server Profile).
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Procedure

$IB1 /E RFKEETE (System Administration) > LDAP T{jfii I, sidi%wi8i&E (Edit Settings).

$IB2 T LDAP R IP 80, BRATSOLN, BR{ER G4 Hahksga.

1B 3 LT LDAP 111 TLS iEF GHik M4k (Web) >iES (Certificates) 7 [fiink CLI ' [f) certconfig
AR NI TLS UEBAEFIR PR AL, S0 ngs 5 10Ah MTA [Fs (5 ek .

PR A WIRELE LDAP IRESEETS, 1R FEIE ik

FIS RTINS .

t1J3Z LDAP AR 55 22 B & XX =71

R RS, “RKEEEH” (System Administration) > “LDAP” T [0 F+ 4 Z 40 e 21 A 44 P 5%
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Figure 2: Tt & LDAP FR 5585 B & 3014 (1/2)

LDAP Server Settings
Server Attributes
LDAR server Frofile Mame: | [FobliclDAr

Host Name(s): | [ryldapserver example com
Furly quslified hostname or IF, separate multiple sntries with & comma

Authentication Method: | O Ananymaus
@ Use Password

Username: [oncanomymous

Server Type: (2) | [active Dirsctary &
port: (@ | [3ze8
Base DN: () [dc=example, do=com

Connection Protacol: | [] Use 55U

< Advanced: | Cache TTL (time-to-live): 00 Seconds
Maximum Retained Cache Entries: 10000

Maximurm number of simultaneous connections for each host: |10

Multiple host aptions:
& Load-balance connections among all hasts listed

O Failover connections in the arder listed

Serwer Aftribute Testing: | Test Server(s)

%%, 4 myldapserver.example.com LDAP il 5 2845 € We X “PublicLDAP” . JEHHCRBCE N 10 (R
WD 5 1 HZ A LDAP kRS54 CENL S fnz ik Or BB B s . T DL S 4 — AN HE 5
IR, AEMALTRE 2 TN EWPREE ) B8 11 3268 CERIAED o X TN, KRB
SSLE AR L. & X T example.com [{]3£ 4 DN (de=example,dc=com). Z&% 171735 I 7] & 4 900
b, 2474 B HI5ORECE S 10000, 10 H G403 56 0F T 755 BN S

ESCT T WA N2 WEPEE R DR A0 . AR BT AR KNG, 2058 48— B4 REIR
ENRTNPEE
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Figure 3: Bt & LDAP FR 585 B B 3014 (2/2)

Accept Query

Mame: | [publicLDAP accept

uery SHING: [y Rddresses=smipr{at) _Test Query |

Routing Query
Mame: | |PublicLDAP rauting
Query Strind: | i acalAdaress={al] Test Query
Recipient Email to Rewrite | [k autingaddress
the Envelope Header:
Afternative Mailhost Attribute: | [irailHost

SMTP Call-Ahead Server Attribute {optional):

This attribute is used only if an SMTP Call-Ahead server is configured, Go to Network » SMTP
Call-dhead.

12 Masquerade Query

Mame: | |pybliclDAP.masquerade

Query SHING: [ SiRontingAddress=1a}) Test Query
Attribute Containing Externally visible Full Email | [l ocoladress
Address:

ress:

Do you want the results of the returned attribute | (&) yas
ta replace the entire friendly portion of the | () o
original recipient?

FE AR EF EEH LDAP &if]

FEABIT, AR “InboundMail” SEH 4K LDAP il T rE N5z, ehh, Wik A%z
P BN E SMTP A AL CHRHEAE B, IE S A IHZ 2 Sl AT e NI, onpage 19D
Figure 4: (N2 FF LIS FR B ANBE A 18]

= LDAP Queries: | Accept

Accept Query: | exampleTest.accept

O | work Queue

Non-Matching Recipients: |Eounce

{8} | sMTP Conversation

If the LDAP server is unreachable:
O Allow Mail in
(& Drop Connection, return error code:

Code: [457

Text: I‘Fampurary recipient validation er

When the Directory Harvest Attack Prevention threshold (maximum
invalid recipients per hour] is reached:

code: [530

Text:  [Toa many invalid recipients

Drop Connection if the Directory Harvest Attack Prevention
threshold (maximum invalid recipients per hour) is reached within an
SMTP conversation.

b Routing

b Masquerade

b Group

EERnAri2F L5 LDAP &if]

ARG, L HMWTEET “OutboundMail” BT 4K LDAP &l F F-0h%%. Ih3&m B “k
EN” (From). “WtfEN” (To). “FP3%” (CC) F1 “[HIE” (Reply-To).

LDAP Zif] .



LDAP &3 |
. %} Microsoft Exchange 5.5 H93558 3 #

Figure 5: TEMATIEF LB AhR &

= LDAP Queries: | I Accept
b Routing

= Masquerads

Masquerade Query:

Addresses to Masquerade:
[] Envelope Sender
From (Header)

To (Header)
CC (Header)
Reply-Ta (Header)

» Group

%} Microsoft Exchange 5.5 A% 58 37 33

AsyncOS 15—/ E I, 7] T4 Microsoft Exchange 5.5 #4574 1 B4 FH A i RO AS 1)
Microsoft Exchange, JANTS )5 H ML . 7ERACE LDAP 4523, m%EFM T fE 1dapconfig —>
edit -> server -> compatibility ?ﬁﬁ/‘\’\ ('Tiﬁﬁ CLI ﬂﬁﬁ) qjﬁfﬂ%%tﬁ@%z “y” %Eﬁﬁ Microsoft
Exchange 5.5 32 .

mail3.example.com> ldapconfig
Current LDAP server configurations:

1. PublicLDAP: (ldapexample.com:389)

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1> edit

Enter the name or number of the server configuration you wish to edit.
[1>1

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

. LDAP i)
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- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

[1> server

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Disabled

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

[1> compatibility

Would you like to enable Microsoft Exchange 5.5 LDAP compatibility mode? (This is not
recommended for versions of Microsoft Exchange later than 5.5, or other LDAP servers.)
[N]> vy

Do you want to configure advanced LDAP compatibility settings? (Typically not required)
[N]>

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Enabled (attribute "objectClass")

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.
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- COMPATIBILITY - Set LDAP protocol compatibility options.

(1>

A2 LDAP &if]

{F LDAP RE-2S M0 & SO A EPAT R MR R LDAP B3 — N4 H . 7648 LDAP & if)
i, 20U N LDAP IR 4528 02 ik, i, M Al Bk T e o HLER 2 T LDAP H IR
S5 R IR S, R e AR X SRR E PR R T H ok DA AL B SRR R

FAXERM
* LDAP #1287, on page 12
o LA IX | #4 %% (DN), on page 13
* LDAP #rifijifivk, on page 13
* %4> LDAP (SSL), on page 14
* %t &5 18 (Routing Queries), on page 14
o VRS ke 44 90 2 2| LDAP i 454+ , on page 14
* ik LDAP %), on page 17
* HEFR LDAP JIR %5 #5140, on page 18

LDAP &if LAY

s EBREME. ARENEE, HS AT EEA T NRAIE, on page 19
s BREEIE. ARG E, WS A B b AR iR A% 2 2 A H As bk, on page 20
EBBRINEEIE . ARG R, ES R AR i A Sk
s EER. AXEAE R, HS APk S B 553 R F A, on page 21.
< AT [RVENE R, WESHE 4L LDAP Al WE A& 75 4 418 572, on page 23,
s ERFERER. ARVEAMER, 5SS HE LT 500 &g 2085 € 18, on page 26.
s T AXRTFEAER, IHES TS HHIT— 541 LDAP i, on page 28,

AT BUT H G B A .

« BRIBEMBR. A XH4IEE, W5 T i LDAP £xif, on page 2.

* SMTP B HEE. A KPEANE R, 1HS I E AsyncOS HET SMTP G 43K 1E, on page 31,

* SMEREHAIIE. A OCTEANME R, WS H I E SN LDAP £ % 0E, on page 39.

s WK R E X REA P SMIIEER. A RTEANE R, THS B RS RE R X B2 P
HAT B B AIE, on page 42.

s BIRER R E XA BB EER. A TG R, 1ES R MBRE 5 DO 44 %5 Af), on page
43,

T8 A R A WG TAER G LB M PT A OUr RE).
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H S RGO PR N A . FEAR A FRA DN (A] 73 #E4FK) o Active Directory F3EA DN A2 (BL K
F2 18 RFC 2247 [WAs#E) 24 DNS S8 ok 34l 5B 43 (de=). %11, example.com [#3E4 DN h:
de=example, de=com. THVI/E, DNSZPRIIEE N IZNTF LR R . 1X 0] GEos BiAN 2 S s () I
(') LDAP & & .

IR H RS AL, ] fe S R IUANE k) A )i A B> BASE. fEAGIH, fFiC'E LDAP iR
KA VEE I, EEREA DN W E N “TL” (NONE). {H)E, XEibRBERME T .

LDAP &Eif]iE7%
FOVF LDAP BAR AT 5%, 1 AT 2515 . CN I DC AR 7 KNG .
Cn=First Last,oU=user,dc=domain,DC=COM
HEWEAN A RIS KNG, HalZi5 LDAP SZHEVCHA B IEW T, #lln, E3nerb
A mailL ocal Address $417 ) 25 i) A [F] T4 A maillocaladdress $1AT A i) .
X ER

o & onpage 13

She.:
EA] LLAE LDAP & i) Fh i F DL R ARt
* {a} I %@is
 {d} W4
* {dn} T X5 2 FK
o {g} HAFR
s {uy 4
* {f! MAIL FROM: #ii}il

)

Note (£} b L (e 2 1 P 2

Wi, AT RAEF PAR A 852 Active Directory LDAP R 2528 (K B 14«
(|(mail={a})(proxyAddresses=smtp:{a}))

A\

Note  7r{jilfr 55 [ 3 F LDAP WJREX R, Cisco Systems #EZIEAEH “LDAP” T IR Th g (B
ldapconfig 4 1) test T2 KRIMAAPTA M IA A, IHaiRR BTSSR . 7
B, S LDAP £, on page 17.

LDAP Zif]
I
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. 224 LDAP (SSL)

%4 LDAP (SSL)

1] LLFE7R AsyncOS 765 LDAP iR 4523845 I H SSL. WAL LDAP R 45 23 HC & SC A & i H
SSL:

* AsyncOS #f§ Fid ik CLI [ certconfig MC & () LDAPS iE+ GEZH G A4 b)) .
RIS LDAP 45 23 B0 & A S - LDAPS AE 15,
o WFRNCE LDAPS UETS, N AsyncOS KA H i 7~k 15 .

i% FH Z 18] (Routing Queries)

LDAP i A B A H B e e R akah. (12, AsyncOS 2k B2 2% #dls LARI 1F
TC FRAEIA H AT B

RrE FimE 248 E 2 LDAP A 55 25

Al e T EC E LDAP H IR 4S s A eV &t (BRI, 207 s o] [ 44 408 B 4% s E AT A if . D
A KBCE Active Directory PLSCVFRE 44 A I BAA BT, 152 B LA URL 1) “Microsoft AP L
-320528” :

http://support.microsoft.com/default.aspx?scid=kb%3Ben-us%3B320528

s, nTCARRE—A “H7, BT AT SRR RHT A, A $TIT LDAP H 3¢ lkgs-4s LA
MATAR 25 7 s EAT B 44 A
IE AR PR A R BRI, R

* Wi 15 & Microsoft Exchange 2000 Al 4525 LA R VF “BEX 7 SO 56E .

* U] B¢ E Microsoft Exchange 2000 I 45 8% AL 1F “BE490E” .

s W “BEAYRE” R “ER” GO RIE R E AsyncOS LA Microsoft Exchange 2000 % %5 %%
¥iZ LDAP ¥4k

A2 Microsoft Exchange 2000 i 45 #s Fe bR @ AR,  LME RV “BER 7 B “BERg5a” Gh5ir,
MNTTEE P Bk . 2 LDAP Ay F T8 2N SMTP [ G4 AR Rk, g fE R
ﬁﬁ}ﬂ o
HXER

o [EA SO UE R E, on page 15

* Active Directory [F][# 44 455 &, on page 16

* Active Directory SKJifi 3 F, on page 17
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| LoAp =g

E & SHBIERE

exghnirgs [

W N BEE B, o] DURHRE E BE $E A48 Microsoft Windows Active Directory 11 A28 & 473 5 11F 1)
Active Directory 1 Exchange 2000 /IR 5545 £if] . WA HE VT “BELGE” F Active Directory, 115

5% Active Directory [JH 44 482 % &, on page 16.

Procedure

L1 iR Active Directory AR
i [l ADSI Edit 5 # ¥ 08k LDP SZHFRFI, SEM LT Active Directory X % J& P (AL FR «

o BRI FLREAT A I sk 44 R SO
o QT BRI A R R BRI T OU A CN X 52

RS T RN B P A 1T T AR .

AP | 1R V3 IBRZEEY
N | FIHHARE oS AOUE PIE S
N | ST AR HLVPLIRT R | X5
N | EEHRAIE R EJADIE 3 Rk
BTN | BB AR AR AT | Y 0 5 Rtk

$IE 2 W'E Active Directory B

* 77T Windows 2000 25 T H 1 [f] ADSIEdit.
* #kFig Ay & £ T3 (Domain Naming Context) SCfF3¢ . BESCEEI AL A1) LDAP B 4%
o Ao g éy & £ T 32 (Domain Naming Context) SCHJ¢, 485 siidi B4 (Properties).
* Ml £ (Security).
» miii % (Advanced).
o SR (Add).

s A PR (User Object) “Everyone” , X5 i E (OK).

o AR ZEE! (Permission Type) 3 F .
* fiihi B2 FA® (Apply onto) HEH (K27 (Inheritance).

o S LAE FRLBR (Permission) XFR) “ AVE” (Allow) (Allow) 52 IEHE

p RN GY R IEREES
il 447 F+ i (CLI) ) 1dapconfig G R AIME B 1) LDAP k55 #4545 H .

* Active Directory ¥, Exchange /I% %5 %% 1) FH L%
* %iig 1 3268
o SR 4 F R SCULEC A DN

LDAP Zif] .
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. Active Directory R E Z 4 EIRE

A G ORISR

Active Directory BYE Z 4 IR E

T R BEE B, A DURR e B $E L4 Microsoft Windows Active Directory H' Active Directory
FI Exchange 2000 Jil 55 #% 1 2 46 5€ 25 1] . Active Directory JIik 55 %% (1 5 44 9 5 44 &1 H 7 44 anonymous
HA R

\}

Note 4y L FEAN%5fith % 3% 3] Active Directory 55287 HZARE #4058, WG 45k Al 2 2RI .

Procedure

P g Active Directory AR
i ] ADSI Edit 4 B0k LDP SR PR, 2B LA R Active Directory X % J& Ik IR PR

o BRI FLEAT A R kA 44 R SO
o AT BRI A I R R R I T OU A CN X 52

RS T BN B PTG A A AT AR .

PR AR R HUIRA
ANONYMOUS LOGON | %11 iy ¢ wmyte |
ANONYMOUS LOGON | 51 y % YL | 4%
ANONYMOUS LOGON | {15 /A 3£ 4 Fpog [
ANONYMOUS LOGON | {1t i MBS EERET | FiL /0% | et

L2 WE Active Directory F R

* §77F Windows 2000 3Z£f T H $1¥] ADSIEdit.

* $k 38 Ay 2 £ T 32 (Domain Naming Context) 0392, e EJe 45 18 1) LDAP #5645 .
o Ak e Ay & £ T 3 (Domain Naming Context) SCfF3%, #R)5 i B 1% (Properties).
« MR E (Security).

* A%k (Advanced).

- fiERIN (Add).

« ST PR (User Object) “ANONYMOUS LOGON” , AR )5 S i E (OK).

o B APR 2R (Permission Type) I F .

« mii Rz AR (Apply onto) HEH )2 (Inheritance).

o Al L AR (Permission) X M () f23F (Allow) S IEHKE.

. LDAP i)
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Active Directory 32t ijt Bf .

HYR3 AT E DRI R 5C

i RS EE (System Administration) > LDAP 71 (= CLI '] 1dapconfig) G f & F4IfEE
) LDAP I 454555 H o

* Active Directory o¥, Exchange I} 45 %% 1 EHL 4%

* Ui 3268

* SR 4 R SCULED ) 3E A DN

o JETEI I S RAESE A, Al cn=anonymous 1F 24 F P H# 4

Active Directory 3215 BF
* Active Directory /IR 95 %+ 7E3ii 1 3268 #1389 4%5% LDAP 4. JH V5l 42w H s A BRI 112
3268.

* Active Directory x5 #57E 3 -1 636 A1 3269 123252 LDAPS %42, Microsoft /£ Windows Server
2003 MR 32 FF LDAPS.

o WSROI I B A O 42 iy H S R il s, MR IR]— & IR 5 s X AN TR R AR DN AT
i

* {F Active Directory "', W HEFTEEN “Everyone” 1% T4F H oM G I HURCRR , - DA SE Ik Ly
i), XEdEEam4 BN SO,

« W%, FEVFZ Active Directory S 1 mail J&PES H FI{E R AT VLECI “ProxyAddresses” J& 4%

HAE
o FEA At AR ] AH B ) Microsoft Exchange IABEIM & 7E4 b2 (A1 B IMEAY, A2 it el [ 5 i
MTA.

iz LDAP &if]

RSB ABIXT IV (1) “S I LDAP R %5 5 HC & SC/1” (Add LDAP Server Profile)/ “4i%E LDAP At
AL E 7 (Edit LDAP Server Profile) DT [ “ A A1) (Test Query) #%40. (8¢ CLI [ test
T4 SR E 1) LDAP R4S 35 2. 5 T Bongs 2 A8, AsyncOS id Eon A7 KA Ui £
DR A B VEANS B o mT AR AR B e,

ldaptest ﬁﬁ/&'\ LJ%MLI‘IE#E/%E"J%I&T}%T}E, WUQD

ldaptest LDAP.ldapaccept foo@ironport.com

WIRAE LDAP 4588 B TER “ B4 7 (Host Name) FBEHHIAN T 24100, WHELE M SR
LDAP Ik %5 2% LR £ 1.

Table 1: i LDAP &if]

B a0 SR Y44 A IEEC (PASS)... N SR A AR EEC (FAIL)...

Wk N (3%, 2T WA AT il AEIRIR PR

ldapaccept ) Pl R PP B 2 FE MR AF . DHAP:
PA I

LDAP Zif] .
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B 25 onr s iy

TR WRU 4 A EEL (PASS)... R Y A A EEEL (FAIL)...
i MR A BT AR B4 F AT o

(EﬁEE, ldaprouting)
thike (fh%%, masquerade) |[fHIAWIE LR EBUMESE | 4kS2 b FRIMTLE

k.
B b (Al B P BRI “true” o | WP BE AR ] “false” .
ldapgroup)
SMTP Auth I\ LDAP IS BT, il | KA FERTEBICAL SMTP &
(SMTP S 5iiF, HH TS 0AE; RAE SMTP & | 43 50iiE 238
Smtpauth) Tﬁ%iﬂfo

AN G ISAIE (externalauth) | HAAONGEE . HICsRATAL 0 | SO0 . P e seomn A 9 28
AR G A3 73 3R [F] “match J 5% B 4343 3R A match

positive” negative”
BESRMSAER s ) e I B | B K iz 0] “ match ANSHATALAT ARG ULHS ;s B
{1 BAIE (isqauth) positive” . S IR 2R W
Bk B o 2 S IR G R AN AOE | AN AT AR R I S A
(isgalias) S IRl o

N

Note ¥ ifyfi AR B FRIX 70 K/, HLAZii 5 LDAP S2HEVCRCA BEIEH TAE. B, (EHR7Fabs
)\mailLocalAddressiﬂﬁfﬁgfﬁi@igﬁﬁ)\naillocaladdressiﬂﬁfﬁg%ﬁﬁﬂﬁ%ﬂ<ﬁﬂﬁgo Eﬂ%#}%éﬁé}fﬂﬂﬁﬁﬂ
#UEH 1dapeonfig v 41 test 1~ 2 MR R T A 20 i), A DRl [B] IE Al 25 2R

| = [ = Y v a =
HEBR LDAP AR 55 85 R f=
WS AE P O TGRS LDAP RS 4%, s R Rl R —:
® Error: LDAP authentication failed: <LDAP Error "invalidCredentials"™ [0x31]>
® Error: Server unreachable: unable to connect
® Error: Server unreachable: DNS lookup failure
VER, AIREH T AEIR ST AR B0 B P N TR DR 0 o 1 ity 1 JGVRAER K a1 I, TOIRIE R B IR SS
o LDAP 454510 % 0 i i 11 3268 5% 389 ilifi5« Active Directory {4 ¥ I 3268 Vi 0] 7E £ {55 4%
WP AR E S CHREAER, 2 “PikEEEE” M. ) 75 AsyncOS 4.0 11, #5001
Tt SSL 5 LDAP fiR45#%idfs GEF MG 636) MIRE. 17 CEAIE R, 52024 LDAP
(SSL), on page 14.

WA RE R TR AR B T, iR S5 as

LDAP Zif
T I



| LoAp =g

[ERZ

BYE

RzgeasnTe AR [

ATUAEH “as /4’ LDAP JR45 25 BC & SCF” (Add/Edit LDAP Server Profile) UL [T [P Al 45 4%

(8% CLI H 1dapconfig A test Fn2) MWHik5 LDAP IR&S#5iEH:. A XTFEAERE, ESH
A LDAP 4545, on page 7.

WIRLDAPR S 8 ik Vi )

* WEARAETAEBAII R R T LDAP 4552 Dheniitt iy, WHSIE 22 OR B A2 A BAS R o
* WK H] LDAP 4%, BAE g P T AR &) (AL &), I g aesRAE

False.

X ERFITI AL E

A AT LDAP FEAfBEK 2 AR e A BE AR A HSPE AW N PR AL (FE A ISR e D)

Z—\/\ o
IS 0 S T Ok A H S IR 55 iy, A H S POt P 58l R SE e BT o R AR A G A7 1A K/ DU
P11 W SRA s FLASL 2 8 (R B (1 P 1)

N\

Note 4] it 75 S S SRR A1) LDAP 43225 ()41 administrator@example.com) o 1] DLZEWAE
AVi a3 (RAT) HRCE M BCE . AR ENRE MG R, HSM B RS Lo fE” —%
HXER

* B3z A7), on page 19
* J Lotus Notes il £ 252 X ], on page 20

Bl

MR ER TR AR

Table 2: &1 LDAP 3XHE kY LDAP Eif)F i B R fl. &%

THAE:

Wt A BESIE

OpenLDAP

(mailLocalAddress={a})
(mail={a})

(mailAlternateAddress={a})

Microsoft Active Directory i@ifl 3

Microsoft Exchange

(| (mail={a}) (proxyAddresses=smtp:{a}))

LDAP Zif] .
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. 77 Lotus Notes fit B &if)

EHARNS: W ABEIE
SUnONE Directory Server (mail={a})

(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})

(mailRoutingAddress={a})

L otus NotesL otus Domino (1 (1 (mail={a}) (uid={u})) (cn={u}))

(] (ShortName={u}) (InternetAddress={a}) (FullName={u}))

AT LAIGAEF 4 2D o an H A& Bz AR i 48, Wz dE A . K
AW E Hh (uid={u})s

7 Lotus Notes fit B == &1

iVER, LDAPACCEPT F1 Lotus Notes /7 7E¥7E M)l W1 Notes LDAP A5 HAT W N @ P N DL

mail=juser@example.com
cn=Joe User

uid=juser

cn=123456

location=New Jersey

Lotus 2352 M N 25 A [R1 A B A4t bk 1 AS 2 45 5 sl ) B 2E, 1 “Joe_User@example.com” -
AL LDAP AL, Kk AsyncOS n] Re kA2 H P BB 0 FH - s A bl

— AN FTRBIRI R 5 2 SR A T AbAR R bk . 15 R Lotus Notes 5571 01 LUIRAF B 2 EAH {5 2L

1% % R E R ER A & X 2 22 1~ B ARt

AsyncOS S F 4P . (AFZA HisbkA) LDAP # ) o AsyncOS &5 J5Lah A5 3 4 15 4F
A48 B RR R SRR LR (140, recipient@yoursite.com F] BES N K IR
newrecipientl@hotmail.com Fll recipient2@internal.yourcompany.com 25 ({57 [ FAREBE) o % i £ iy
A ISR A R A Ab BE R G RR A il 44 B
HXER

* I HE 1f7~, on page 21

. LDAP i)
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HHREA R

Table 3: &# LDAP L1 HY LDAP &Eif) 7 R fil: B&H

EHAR: B R B HoAth B4 E 4
OpenLDAP

(maillLocalAddress={a})

Microsoft Active Directory @R | 7] fg A& FH

Microsoft Exchange

SUnONE Directory Server
(mail={a})
(mailForwardingAddress={a})
(mailEquivalentAddress={a})
(mailRoutingAddress={a})
(otherMailbox={a})
(rfc822Mailbox={a})

Active Directory SZjii 1] LEAT 55 proxyaddresses JETEXRT NI Z A4 H, (HAEHT AD 2K i%EMHE
*%f"pﬁj'j smtp:user@domain.com, ﬁt@éﬁﬁ%/ﬁﬁﬁ? LDAP E% EE/%U%:JT){:‘%O /’:L/l\ H *i‘iﬁiﬂ:i%‘@ﬁ\?f
AP attribute:value X 1o FEAH B - AT AH B YUK Microsoft Exchange P58 10 (148 - [H] i
EHHEE, Ao bl R 4G MTA.

HHXE™
* 6 HH: MAILHOST Fl MAILROUTINGADDRESS, on page 21

#%F: MAILHOST 0 MAILROUTINGADDRESS

X HT I, MAILHOST HIMEANRER 1P $hhik; A 200 Al AT (K WL A% o T o B8 T A &1
DNSconfig.

MAILHOST 7T A e ki Wi R % S MAILHOST, ] MAILROUTINGADDRESS #& 4
= T
ik A

A} ;l;': . — é:l: -
EHMESHAESEEHAHA
P RIS I B S S 5 =R AN (R R A A8 MAIL FROMD L To:v From:
/e CCAF LI —TRLfE . ZDIREM)— A MY S92 SOVE N0l R 2N “ R .
Ty A MY S S SRR Sk A RF R e AR 73R “BGRL” 199 48 BEAl 1 it
HXERR
* Pk Er iyl | on page 22
o Do “ KUK, on page 22

LDAP Zif]
I
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LDAP &1 |

(LESSERia Nt

Table 4: £ LDAP i #Y LDAP Eif)F 7 BRfl. {h3

EHAE: (ES
OpenLDAP

(mailRoutingAddress={a})

Microsoft Active Directory il TH3%

(proxyaddresses=smtp: {a})

SunONE Directory Server
(mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})

(mailRoutingAddress={a})

fhie “R'IFB™M”

fE—2E ] BREE R, LDAP H gk 2548 77 6 T A7t S AF i b Mo bk sA s btk o1, o] BEIEATAd
CRUFZRR” o AsyncOS FoVFEAT FH I “ A ar il ” Dh3E(E B RAE N CE AR s Rl AE(s Sk
CEFXHE NIREE, B, To:. Reply To:w From: 8% CC: {5 3k) - RIS A4 kb & A7 R £F Mokt A

ARV RR 2R (i, 515 SRAES) .

4385 LDAP Al D425 S I8, IAE AT DAIE HEC B 15 R 3N ACLF M A 775 Hh 4 LDAP il
Zangs K. WER, MR 7T, AR user@domain 0 H TAEE RAEN ORKUEF44

FOEARERD

5 LDAP th3&—#FF, Wi LDAP BRI g5 (KT AT, WA K EN

BEA HUEThRE, WA TR E S T LDAP b3l Gl “LDAP” TR 1dapconfig Y

A I, PR M e Cy”

Do you want the results of the returned attribute to replace the entire
friendly portion of the original recipient? [N]

Biltn, Z%EELLUN LDAP 45 Hnfil:

Bt {& (Attribute Value)

mailRoutingAddress admin\@example.com

mailLocalAddress joe.smith\@example.com

mailFriendlyAddress “ Administrator for example.com” , <joe.smith\@example.com>

a3 A T IhfE, ) (mailRoutingAddress={a}) f] LDAP 7 #]#1 (mailLocalAddress) )1k J& MLk
TN e

. LDAP i)
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e/ AP s Ek AR T hEmRR |

[Reasit CREA WHA. | ARBESE hEMEHEHA

ik, E8)

admin@example.com KAEN:  “ Administrator for MAIL FROM:
example.com” , <joe.smith@example.com>

<joe.smith@example.com>

£ <A LDAP i EWHF AR T AHEM R
AJLAGE SO LDAP Jlir 45 i 1 5 iy LA € S e N2 15 4 LDAP H s i SCII AL IR B 53

Procedure

B8

BIEAL T rept-to-group B mail-from-group X HIS AP A T #AF (1) BB A 1L g 2%
WG, M RGEEIR (System Administration) > LDAP T[] (&% 1dapconfig ir4) 44K 2]
M 9 5 i L LDAP w45 2 - 20 R 0 I B A i) o

1# FH 48 (Web) > [iiTi2/F (Listeners) Tl (&} listenerconfig -> edit -> ldapgroup F
WA NIRRT I 4l A i

& S
$ 3
N =

N
5
w

What to do next
X EM

* {71, on page 23
* BCEZH 7Y 1M1, on page 24

B E B

Table 5: & # LDAP XHEHY LDAP &if)F B Rfjl: ¢A

EHHNA: ‘A
OpenLDAP BRINEIL T, OpenLDAP A3 memberOf J&PE. LDAP 45 B 51 v L

R s P BSRA R PR S I 21 5

Microsoft Active Directory
(& (memberOf={g}) (proxyAddresses=smtp:{a}))

SunONE Directory Server
(& (memberOf={g}) (mailLocalAddress={a}))

Biltn, MBEER LDAP Ha¥ B8 AR i A28 ou=Marketing. AJ DL 73 2ok A BE DUy
PR T RO B (1A B IR . DB 1 2B gt mp ki uE o LIS MR B AT E e, JF HD g 2
IR 3 2515 B LDAP A kLl

LDAP Zif] .
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E ARG, Sk BEWMARBAMIEEE (i LDAP 41 857 Bre SO Ktk 3 5 AL = Hl

marketingfolks.example.como

Procedure

oG, SRR IR DO 5 2 01 B G B VE S PRI AT B4 o AEAIRAI A
mail-from-group MUMIGIE T ik yEas . HAFE KA ALE LDAP 4 “marketing-groupl” (1) BT B4
#RIE L 5 AR FEHLEAT e G IERY alt-mailhost #R1ED

2 %5 54y 7B B (groupName) WG AE L8 2 rhiE L. 41 )@ T “ groupName” 1 I marketing-groupl
& o

mail3.example.com> filters

Choose the operation you want to perform:
- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
MarketingGroupfilter:

if (mail-from-group == "marketing-groupl") {

alt-mailhost ('marketingfolks.example.com');}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

. LDAP i)
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1

w0l ERasasstinmtimsts ]

(1>

ﬁj,( mail-from-group *ﬂ rcpt-to-group Hﬂlzﬁ: /I%%EMU“JFI’J#‘!HEIV ) WH ]ﬂﬂﬂzﬁ: /I‘%%%MJ”'J

PRk, ] “WIN LDAP IR %5280 & 47 (Add LDAP Server Profile) U Il 4 %245 52 5] (1) 44 4 5
5E U LDAP JIR458%, I A4 G S0 e & 4 k)

L3 K, AHMUrFET “InboundMail” BB A LDAP 2rify H T2 . AT “dmfpilrfey” (Bdit
Listener) GU[fi i H _F 1455 ¥) LDAP #if].

T Ik, M%h%%%%mm#A@kﬁmeWﬂ%m&ﬂu%mﬁﬁA%PO
PublicLDAP2.group £ ifj /G HTHd RFEEIE (System Administration) > LDAP T15E Yo

Figure 6: TEMTIZFF LIS E4HEH

N
g
N

Edit Listener

Listener Settings

Name: W
Type of Listener: | Public
wnterace: | [oaa1 ] Top rorts 5
Bounce Profils: | [Default v |
Disclaimer Above: |N

|
DFSCJ'EW?SF text will be appned above the message body,

Disclaimer Below: | Mo |
Dfscfafmsr text will be appﬂaed below the message body,

SMTP Authentication Profile: | Mo v |
Certificate: | [test -’f_-‘
b SMTP Address Parsing Options: | Optional settings for controlling parsing in SMTP "MAIL FROM" and "RCPT TO"
I Advance: d: | Optional settings for customizing the behavior of the Listener
< LDAP Queries: | b Accept
I B Routing

b Masquerade
= Group

Group Query: [PublicLDAPZ.graup (v

SMTP Call-Ahead Profile: | [ SmMTP_cal_ahead |

TR A FAIINE L

ERAT RS LIRI GRS RE

H1 T MBI g R DB I F R BOa AT, AT DS A 21 A b ot 418 5 410053 e A S A o
i, A5 51T AT A I F B B R SR RA . /E LDAP id%, 81—l ] DN
TERNAARASGH . AAFHEE TS DN 4 H:

cn=IT, ou=groups, o=sample.com

WL N HI A A A LDAP IR 55 3 e S04
(&(memberOf={g})(proxyAddresses=smtp:{a}))

XA AEATUTRE e rh R e & i, DUEAE DOV R P e PR, 2 il A 4 A

T TT 4100 i 53 Bk 95 2 AN B R B PEl ,  mT DLENZE DL R B PEIE e 2%, M TEi AL AR E 5 LDAP 41
AT L8 o

LDAP i) .
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LDAP &1 |

B srsTensnnmases

[1> - NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
IT Group_Filter:

if (rcpt-to-group == "cn=IT, ou=groups, o=sample.com") {
skip-spamcheck () ;

skip-viruscheck() ;

deliver () ;

}

1 filters added.

\)

Note b s {2 3ok i 4% ¥ rept-to-group [ WA 4 41 44 Fk%ir A DN: cn=IT, ou=groups, o=sample.com.

IERBPERL BERS A T IERRINA A AK, DA IR IES: 5 LDAP H 3 14 ARILAC .

T R I 252 (R R A 2 firh 2 6 LD AP IR S5 2% 0 7 ) LA 52 4% 52 5 4% o dn S s p e 12 A J2 1T 4 1)
s DA o 9 s 2 st s B R S MRS 2 TR MR AF A Ak 25 S N o B FH L e 4 DA 25
LDAP #Erifjff)4i i, 207E LDAP i %% LA LDAP A if) e i L L) Fi% LDAP 25 i) .

{8 A & T 13 RO & 18) 55 B 245 E I8

LI

BT A ) 4L 2R AU K LDAP A, e SR, JF B ek @ i i s iR A AN
A LDAP 55485 AN R ORI, H 220 [ — e A7 LR PT A LDAP 45 #vis AT &0y, Wjay
e B T &R . B, AR “MyCompany” W T A H “HisCompany” F1/23H]
“HerCompany” , 1fij H. MyCompany f ¥ H:45 MyCompany.example.com L& BT 23 ] ek

HisCompany.example.com Fil HerCompany.example.com, 45485/ G 52 T 447 AN[H] 1) LDAP
55 2% o EHSZIX AN EHESE, MyCompany 236l E5E TH¥ A5 f) . 1X f01F MyCompany.example.com
7E [F] i F27_-$252 Mycompany.example.com. HisCompany.example.com 1 HerCompany.example.com
B o

Procedure

Shy AR T A A R R S R G S e 6 TR RS AR S, B A TR T
UG m A (2. BB o ARTAMEE, S0 LDAP RS 4 L E ST LAAEA A %
LDAP fil 45 #5147 &, on page 5.

. LDAP i)
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pzEFEnsa ]

S 2 QI TBRAAE. OILIE TR AT, RIS BT AR AT, JFEIDPE I e

RS “AFEWE N (Envelope To) Bt W Il & BHEAT I & . A GO AWM TEA(E R, 1H
Z [ ) i 5L T3 A5 14, on page 27.

P3 AL TR BJS EET Arl . A7 QR E M R TR 5 B, T2 “ IO G B

PSR fE” — 5

Note ]l IR HERIG PEHA I 1) LDAP S 1 i o SRS P AT A T 0
HRHMEL, HEH “BIIIERER 3,

What to do next
FXREM
o QL T3 2 if), on page 27

tIEETEHIES

G WY
i
w

M “RGEFL” (System Administration) > “LDAP” > “LDAP JiIR 45 #fic & SC14:” (LDAP Server Profiles)
UG L T A i

Procedure

M “LDAP JIR55 2810 & SCfE” (LDAP Server Profiles) T I, siii=4k (Advanced).

R RANES B (Add Domain Assignments).

B NTE T A A R

BT e S e EaSIU

Note BV T AT, TCIRIE AR A . SRR A SRS, PR DR A
FH AT IR 45 98 B0 S A i R B 1 A v R S 7R A ) - B

LE “443 1 (Domain Assignments)” B, #y A,

ERRE S IOCHR ) At

GBS INAT, BRSPS R .

WA o A v e, T DU AN BN . WUERAA S A BN &, W5IEFTE (None).

M WA (Test Query) $44H I AN S Hi - Beh fan A\ R FH 7 26 5 44 RS i b s
sk, PO AR .. GRS EoRE “EFIRE” (Connection Status) B H,

o, WORFERESZ AW (fy R, Wr R B R A A I 20 A 2
Note QU TR T AW, 25 A JE e AT R e AH R0

AT TE L

LDAP Zif] .
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B srssnnis—25 0ap i

FRHEEIANIT—F5] LDAP &1

ellfEsE

i

]

BEAT S A 0 S IE S 2RIZ AT — &R %1 LDAP ). WRAEM G 2RI8AT “BE” FPIaEA A if),
HE| LDAP k55#s iR MIE MmN, (8# “4F” o — DR E i mg Na RO o« 6 TR
P E AT, IR OGS 3 6 AN TS I IR A okl SR IE AT UG AR R B A k. 40 LDAP H
S HAEHAS R S A ARl (B TAD e, WEE S SR A . flhn, el R Cafl
FJ& P maillocaladdress A1 mail 474 FH 7 B 2EHuAE . 4 T #PRE AR B IX AN B AT, Al DAd e
#o

Procedure

AR A W AT RS AR G R RS AR IO B S o X TR RS AR B O, B E B T e A
WIKAW. ARTEANMEE, HSH0E LDAP 45454 iC B ST LA AT ¢ LDAP 4543115 K., on
page 5.

BIEEE . ACTEAER, WS AR A, on page 28,

FEASLEE WAy S Rl Al . A SCHCE MR P PRI &, TS0 I R o< LR
7 —.

Note AT Bl PSS i HS1X 9 LDAP L1 i s RS P I Tt .
RN B, B “BIRIERE "

What to do next
X E@M
o G BE A 1, on page 28

M “RGEH” (System Administration)> “LDAP” > “LDAP R4S 25L& ;7 (LDAP Server Profiles)
ayikelfEs iR

Procedure

M “LDAP fili %5 88 e & SCE” (LDAP Server Profiles) Wi L, siidiE4k (Advanced).
AR INEEE I (Add Chain Query).

N INBE BT 445K o

B SR AT

QU AW, JoVRIEPEA RSB B SRR A WIRAY S, W ) SR AR P P e 25 4 L
SCAF RS R ) A S 7 A B

. LDAP i)
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15 AP AT B RuEn s [

LIRS LR LA N 25 A i
A D9 G 2 4 BRGNP IS AT & . DAL, i 2 AN E s n 2085 20, W n] BB 2O eAT AT
Hey, DUES R e S AR 2 )G

PI6 i s AR (Test Query) F28H HF AN ZH T B N ZEI ) - %6 55 44 R i i s
fEdhE, DL AE . 455 WoRTE “EHRRAS” (Connection Status) T H

PR 8, WARAEHSZ AW (6 AR, T DU R A A i 20 i)
Note B TR WS, W RO IS A FIAT T R AR DG I

TR 8 AN E L

1% LDAP H T B R & T Tk

SMTP £

2R N2 B A T AR N A ISR, IS4 ) D% 3 BRI 127 B BAT A R0 2K )
W NBEAT W o SRR AT IR, SR AR L “ 8487 SRR B A A Rtk W] LA
SE [ HEARIL AT o

48 ] LDAP 4252 5 uE 2y, MS AR ¢ nT LUR AN BH 1 H A8 4 50t (DHA). BT LAYE SMTP i
A BEAE TAEBAS TP C S LDAP #:52 LLRH 11 H S8 & 5k

AXEHR

* SMTP 2x i[RI 1) H s A Bt 1B, on page 29
o TAEBNF R H & 34 BB 18, on page 30

EHA ) BY B R E W E kA
] LB A A AN V53R (RAT) H IR AE SMTP 21 404 T LDAP #2525 UF K FH 11 DHA.

PEAE SMTP &G AR E S04, 154 LDAP #5210 & LDAP &5 23l & SCtF. SR )5, BeE MV
PLFE SMTP 2 13047 LDAP #2352 28]

Figure 7: L& SMTP &iE BB MRS Tl

= LDAP Queries: | = Accept
nooept Query: | redfish.accept v
| work Queue
Hon-Matehing Recipients:
@@ SMTP Conversa ition
If the LDAP server is unreachahble:
~ Allow Mail in

@ Return error code:

Code: [5og

Texti  [Temporary recipient validation er

b Routing

b Masquerade

b Group

AW REFICE T LDAP 2 difi e, A Z0AE 5 DU R e IR (1 S P F SRS Hh i & DHAP B8

LDAP Zif] .
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| AR EE L e

Figure 8: FL B4R R AR LA EF SMTP & h A iETE

Rate Limiting: Maz. Recipients Per Hour: & Unlimited
* Unlimite

c T
Max. Recipients Per Hour Code: | [4g2

Max, Recipients Per Hour Texti | [, many recipients received this hour

Flow Contral: Use SenderBase for Flow Contral:

Group by Similarity of IP Addresses | This Feature can only be used if Senderbase Flow Control is off,

(significant bits 0-32)

Directory Harvest Attack Max, Invalid Recipients Per Hour:

Preven tion (DHAP): " Unlimited
® |5
Drop Connection if DHAP threshold is Reached & o
within an SMTP Canversa tion: on off

Max, Invalid Recipients Per Hour Code: B

Max, Invalid Recipients Per Hour Text:

FESG AT R PP ORI M AR S b, O DAR H SR AR Ty 1 A«

s SNBBYRATHUHE A EE (Max. Invalid Recipients Per hour). AT FE 45 /8 4 e £
TN e R TCRO I N B, BRI 6 7 RAT .48 5 505 78 SMTP 23 h = 37 80 7E TAE A S
HOR M JERL LDAP AR NI s B S5 A s . Bln, K ERcE A 5, BB
P RAT 454850 = A2 J020 LDAP WA AN EFFMPE. RS, R4 SCH e A 2 IME, I
JFE R . BN, AR AR N OO N B 250 XL AT R, ER
WIE LT 8RN KPR NG T R K L B4 “ BRI (Unlimited) 287~ A A HSAF i
Hel J3 Ff DHAP.

* SNR7E SMTP &iEHIEE| DHAP B8, MIA3Ti%E# (Drop Connection if DHAP Threshold is
reached within an SMTP conversation). 4 Hi{19 SCHC & A 714 1] H S48 52 Kot 117 3 48 I 7%

TR
o G R AU A E1LAD (M ax. RecipientsPer Hour Code). 5 5E 78 I FE I A8 AR . Bk
WAL 550,

s BB R AU ABSTA (Max. Recipients Per Hour Text). $i& %€ 1 TS FEERE I SCA. ERIA
AN B NLZ” (Too many invalid recipients).

AL R B, R N TR, W A B A AAN SR [T

TAEBAFI R Y B R 1% SR W B ]

] DLl A g AN R N T )3 (RAT) H 38 AE LAE B AT LDAP #52 KBH 1K £ 30 DHA . 1%
FiAR AT 1B R A NAE SMTP 2 iE AR FmE s NS A 2. (i E T2 &, Raa
2 WA A TAERAF P30 AT LDAP 252 504F . ) (B, UerE ATk,  mseidfs 3 kA A2l
FIE A B

X ER

* 7& TAEBAAIHC & Directory Harvest Prevention, on page 31

. LDAP i)
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£ TERAFI R & E Directory Harvest Prevention .

£ T {EBA%| S &L & Directory Harvest Prevention

BERH O H SR EENT, BN ECE LDAP R E S, JF)5 A LDAP #:5%2. J2 A T LDAP #5%
T, ROV RE R B A sz A vk HON AN VC A A TR (A4

RO, OB MBS LLE SR GER R 4 52 I B A0k TP bk SR VFITE R A sl 4. 48
HZECTN, RESKXFE O DHA Ff AR EAR M o EAR ISR G5 LU 5

LDAP: Potential Directory Harvest Attack from host=('IP-address', 'domain name
'), dhap limit=n, sender group=sender group,

listener=listener name, reverse dns=(reverse IP address, 'domain name
', 1), sender=envelope sender, rcpt=envelope recipients

ARGURIRFIEAE, BB BIEMSE AN R E B, AR5 LARRER S O Z 5 LR, A
TIIE AN SR AAE NI R BRI, (e S B R A Al T Ll A 252

PETEROBATE NV RS I DI RESRLT AsyncOS Hf 2 Hir S AR IRABIDIE:  J5 A Dh eI 5 LRI 11
N ST RE S HAT H ESAE SR ) — 870 (Rl HAT (BRIAMEPHA RN .

EAT DLZE Ay AT S P 1istenerconfig A2 N0 & HLINRE,

1 GUI g AT AT WIS SO N 2> Sz D, S UEAERT Y (MU Ay G E T LDAP i R
i

b NAE NI TERBOB N B AT iz MR S J5 ] DHAP . BRIATE BT, A LT R 7 e vFaE
25 MR N o R T L IR, BRSO R BRI S Ko N e R s Hi e
A R (Unlimited) 2o A4 BBAESLMS 5 1] DHAP.

BCE Async0S #H1T SMTP S {234
AsyncOS 3 FF SMTP S35 1E. SMTP S 56 UF A& FH T30 R 82 21 SMTP Hi 25 4 111 5% S 1 — R AL
il

MBI S Ao AR AL (K i) DA 2 SE AR TR B 55 s S B, B AbATIA
TR (PIINFES P EAERRAT Ittt mF AL AR (MUA) 7T BLAE S8 M3 AF IR A 5
BriuETE sk CPkik/ma D .

AT LAE ] SMTP B 3 30 b0 AT A% B rh 4k o 33X SRV I S AE FEAL T I 2830 S e o
L5 AR IR 55 S 3L 2 AT

AsyncOS SZHF PRI UE 2 48 1K 77 v

« AfLA#F LDAP H 3.
o 0] LIS At SMTP 45 #% (SMTP Auth # % A1 SMTP Auth 1£H)

LDAP Zif]
I
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Figure 9: SMTP Auth 37 %. LDAP B Rtk SMTP R %% 58

Remate MUA client

£
conmect SMTP Auth LDAP Query —
onnections: Mechanism: Connections:
« SMTP + PLAIN + LDAP LDAP
« TS - LOGIN + LDAP/SSL
. ke : &
OR
SOTP Conveeation,— E

Connections:
« SMTP

SMTP Server(s) acting
=TS as Authentication Server

SR AH PG & SMTP S 364F J71, it smtpauthconfig iy 46 SMTP Auth it & A LAZE HAT
HB At S A G S AR i3 H SMTP B3 58 10F, on page 35) -

X EM
* L& SMTP & 4451, on page 32
* L& SMTP & 43 461IE £ 1], on page 33
W A SMTP IR 4525347 SMTP S50 1E Y% < 1) SMTP S 461iF) , on page 34
* jfiit LDAP #HT SMTP B4 KAE, on page 34
o fifi 2 Pl %S SMTP 23153 T 5 43 5631F, on page 38
* f&tH SMTP & 435I, on page 38
* kA SMTP & 355, on page 39

AL E SMTP {4341

WIRZLE S LDAP [ 4535 04T S S0 UF, 57T “W I LDAP RSS2 EC & SCH” (Add LDAP Server
Profile) B¢ “%i# LDAP R 25 #$HL & 7 (Edit LDAP Server Profile) T/ I (ZfE 1dapconfig i
A1) PR SMTPAUTH &I LA SMTP S 5k & ifl . XFACE B4 LDAP fR%#5, W]
PAFCE —A~ SMTPAUTH £ i LR A SMTP 5 473 56 F e & S04

A WIFE SMTP B S UE 2T LDAP 485 MBI JEm . AT R RIS, e i o2 ik
U LDAP Fr P a7 Beo # ] ALLAESOA . s sl e XAz it . (EH] LDAP G55, M
P DR A P 2 4 (AL F) R 90 o 1) LDAP RS54 -

X ERm
* frE A JEYE, on page 32

EEERENREM

4% RFC 2307, OpenLDAP H ML) 5E 2&: HIAEHE TR b R B EE AT Ny g i 25 B () A2 (gl
“{SHA}5en6G6MezRroT3XKqkdPOmY/BfQ=") . ZEABIH, NH SHA J&, HEMHE & ali A%
1) base64 i .

FESRBUERD 2 1/, WBLE M S5 MUA Prrg SASL HLHT, iy HERA: M e MUA 2 vl R 777k (32
¥F LOGIN. PLAIN. MD5. SHA. SSHA #il CRYPT SASL #LifD) . X5, &S EH LDAP ik
FELISREUH G . 7E LDAP A, 60 n] LLEAT Y EACTS 5 R IR T4 .

. LDAP i)
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mE surp sihnirsis [

o UNSBEATHTLR, TR W0 AR e B A 4 Al SC AT A7t LDAP H

< IR RTER, WA RIS R, 5 MUA $24E 0 4 R/ s S A TH AR5 LR )
FRAS o MR AR BB AR IR B o 8102 = B RO  6 i FF) RFC 2307 2495 B9 26 2 FF SHAL
H1 MD5 Ha 257,

* ¥l OpenWave LDAP 45 #5551 LDAP A% 4% AN {E N2 B0 2 jU b Inin 25 28854 4
B, EATTE IR BT Ak k) LDAP JE 1. AEIXSeE R, LR K S SMTP 41
AL B ) B R AT Ll ASE I R A D9 DK A FH ¥ BRIA SMTP AUTH N 77 v

S 19 M SMTP Auth At b JIRAE RO/ 4, 4 FURE 49O SR SR B9 % B LDAP #
W, BRJF. EAITE SMTP Auth SEiE f L BER S R0 T A B BUS H45-45 B 5 30 LDAP Ky 3111045
T IR, RS ICINER) MEATLLR . W SUUAL, NI SMTP Auth 2 i 454k5E.
DL IO 7 A R A

B.E SMTP {710 IEE

Table 6: SMTP Auth LDAP &if) 7 E%

AR EH@RBR.
EER IR A LAE R T LDAP 985E AT SR IAIE, @ 3RECE AR 0 Jm f

HE: SRME R iR AL SR B 5k 2 LDAP R45%% GXHRH LDAP 4558) -

355 SMTP Auth 2F 548 FH (0 KORGS5 AN AR & LDAP R4 a8 ks

SEMEE. WEER, N T ERYE SR BB, SN Bt R E R
Gl H B n 4> e 5] SMTP Auth [T ERED o FIRERREH TRANG0E S0 RIF. SN

HAH 9 5 HoAh LDAP A it gl =,

FREAR M ZEESRHCE AT SR UE, 1 NI SMTP Auth 265 J& V7 B 4 e %
(e
e FPATAT—Fh 5 ) B0AIE 1Y) LDAP 5. Active Directory 7~ {91 25 -

(&(samaccountname={u})(objectCategory=person)(objectClass=user))

1

SMTP B I UE A% s | ARG 1 “ L IR B /E 0 @ Ve AT By I6iE ™, ) AAE AR e 2 05 s 1

E R REIF,  “RGHEBL” (System Administration)> “LDAP” T T4i4E4 4 “PublicLDAP”
(f) LDAP P& A0 45 SMTPAUTH A if. R & A4 A (uid={u}) >KULAC userPassword J& 1k «

LDAP Zif] .
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B =051 SMTP B2 31T SMTP S4BT (5% % f0 SMTP S418iE)

Figure 10: SMTP 51338 E 216

Nams: IPubI\cLDAP.smtpauth
Query String: [we=tan)
User Identity for Test Queries: I Test Query
Test SMTP Authentication Password: | 2
Authentication Method: |~ 4 thenticate via LDAP BIND

Maximum number of concurrent connections for this query: |1

"o Authenticate by fetching the password as an attribute

SMTP Authentication Password Attribute: |userPassword

MC'E T SMTPAUTH & SO G, W LASR @ W 24 F i & i 04T SMTP & 43 5 AIE

B33 5 — SMTP AR % 85117 SMTP 41 UE (Fi %4 /Y SMTP H{41&
)
TR AT 064 5 A SMTP 5 S83EAT 19361 SMTP 546904 20001 4
.

S AL MR S5 2 AN TR AL SIS A AR 25 4% B, & 06 SMTP By B0 UE T SRACH e o S SR 4y 56
RSy, WIPTE I & M Al 55 4 4k 24T SMTP MB{- A& . MLIhReA AR A “Hr K If) SMTP £
BYRAIE” UM S F AR A R (B0 “ARIR” ) B 53— A SMTP RS 4347 5 1y 40 11E

Procedure

FIE 1 R UGE ML (Network) > SMTP B{4384E (SM TP Authentication).

P®2 SR EE X (Add Profile). .

FIE3 Jy SMTP G W0 E L & SCAF i A ME— 14 FK .

HIE 4 N TEE SR (Profile Type), k4% (Forward).

FES S T—% (Next).

W6 GG RS 2% 1 LA /1P Mk Al 1o 3EHE T4 Kk B SAIE T SR I8 R #2 1 o ¥ B K TR N
A, KA, PTRARCE 215 W52 TLS DA G122 R s ak . Meah, Wial i, i&nf DLk
PEEAF ) SASL J9% (PLAIN B{ LOGIN) . I E TR R 5% 2%

PR FIHIN T
P8 QI T SRR E SIS, v AN R S R E SO . AT R, TS AT AR
¥ b H SMTP £ 4341, on page 35.

1#3d LDAP #1T SMTP 51734 E

FEAIEEEL T LDAP [ SMTP S SRR & SCAF, wAZsear il “ R H” (System Administration)
> “LDAP” WUIGIE T 55 LDAP g5 dsle B SRS 5 () SMTP By e & ify . SR8)5, ml LU

. LDAP i)
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e Eam sMTp sHniE [

O & SR SMTP S 4 B0 AR fL & SC/F . A7 KA1 LDAP B & AP E R, 1EZ0Y T fif LDAP
#¥ 1], on page 2.

Procedure

T RKEFEMLE (Network) > SMTP 544363F (SM TP Authentication).

$1E2  SRMEE S (Add Profile).

HIE3 ) SMTP S350 UFRC & SCEf N ME— [ 445K

L4 AT CPE ORI (Profile Type), E$ LDAP.

LS IEHET—% (Next).

W6  EFEH T UL SO0 B E SCPEY LDAP £ il

HIBT N FRSEA kP ERIA NS J77. nTLAM SHA. Salted SHA. Crypt. Plain 53¢ MD5 HHdE47 k%,
H LDAP 25 570 I S iy i n En 2 R ar 4, ks <7 RFEETUIRE . Wi LDAP g4
B BT Sy AR SR (BT, OpenWave LDAP 4528 ) {47, 1 NS rp ik £—Flon sy
Pio WA LDAP Al ff FHIREG0 e, WA A ER A IS 1 i

P8  SHFER (Finish).

PRI RATFHIIAE

L0 G T S RIUERCE SO S, W ARV R B AR E SO . ARG R, IS i
¥ EJHH SMTP & 4356 1iF, on page 35,

What to do next
X EM

o LETUTAE P F S H SMTP S 510, on page 35

AEMATERF LB SMTP S35 E

TEAE FH M 2% (Web) > SMTP B4 383E (SMTP Authentication) Jifi €% T FH T35 & Z AT SMTP
BRI (BT LDAP 53T SMTP #%) () SMTP Sy 864iF “Wl & fh” Ja, 2h2ifdi i m 4
(Web) > i #2 7 (Listeners) 7 (2{ listenerconfig fiy4) BFiZMC B A5 i FE 3 AH 52 k.

\}

Note 22 3ol B {50 11E 1) P B4 HL 22 i WIS e s rh 3545 RELAY EHAT 4 .

o] DIERCE SRR 2N R RS 2% o ZEMRA: Y SN 5L e AR 55 2% 2 TH) AN SZRE SASL ML CRAM-MDS
FIDIGEST-MD5 .

BT, gk TR “InboundMail” MA@ “wfHiWr#27” (Edit Listener) Gl
Ji & f) SMTPAUTH Mt & SC A+

LDAP Zif]
I
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B swre stiEs HaT ZRigE

Figure 11:3&33 “4R4E{IATIZF" (Edit Listener) Tl &% SMTP 514 36 iF B & 3T 14

Edit Listener

Listener Settings
Wame: | |1ncomingMail

Type of Listener: | Public
Interface: | [Data1 %] TP Port: [o5

[Default |
Disclaimer Above: [None |
Disclaimer text will be applied above the message body.

Bounce Profile:

Disclaimer Below: | [none

-
Disclaimer text will be applied below the message body.

SMTP Authentication Profile: féﬁf&"@gﬁ'_ii
Certificate: | [test %]
b SMTP Address Farsing Options: | Optional settings for controlling parsing in SMTP "MAIL FROM" and "RCPT TO"
b Advanced: | Optional settings for customizing the behavior of the Listener
b LDAP Queries: | Optional settings for controlling LOAP queries associated with this Listener

SMTP Call-Ahead Profile: | {Tione ~i|

BO'E T AN R e DA R C & SR, T AR e LT ) R BN B, DMEIT RS o ir. 2%
1B ZEsk SMTP S 336 IF

Figure 12: TERR TSR BE L /2 A SMTP B4 58E

Encryption and TLS: | O Use Default (Off) ® off O preferred © Required
Authentication: 2
SMTP Authentication: | & Use Default (Off) O off O preferred O Required

If Both TLS and SMTP Require TLS Ta Offer SMTP Authentication
Authentication are
enabled:

W 15 FR

1. “SMTP G435 1E” (SMTP Authentication) 7Bt 4 SMTP S} 473 56 E$& (HAGT W R 17 25 a1 () 48
Hilo WHERE “F7 (No), MIASTEMVIFLT FIEH SR, ANERCE AT/ HAh SMTP
GO U0 B AR S W

2. WERAESE A RREF ( “SMTP B4 KiE: 7 [SMTP Authentication:]) #&# “ b
H” (Required), WA K AT AUTH GBS, BELRIPMRT TLS & ik 25—~ EHLO
W) ik,

HXERR
* SMTP S IE A HAT HElg %% &, on page 36
* HAT ZEIR [FJ4H 45, on page 37
SMTP 51435 EF0 HAT RER I E

175 SMTP B 473 56 1E W3 7 FF46 05 A N3 3 A W A N, DRI LG 1) % (HAT) B A%
RN HIERE RN PE AU, A 009 G2 Sl I WSAN KAt N 2R e 2 R A N ALt o i 44
Hel o BN, e fE MTA “suspicious.com” fE#5 ) SUSPECTLIST & AF A4, M4 p
THROTTLE iM%, AN “suspicious.com” [¥) SMTPAUTH 15 45 S fifa] #4/& Witk

{H3E, Al SMTPAUTH BHT S AR R NG 2 “ 1B RAEAANFE IR %Ih
SMTPAUTH i (REBAT W ik “RELAY” , MM ot geid ek Ay 3] % (RAT) il

. LDAP i)
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HAT EiR Ry 4B L8

nat giRtiEs [

LDAPACCEPT. X feVF AT Nl ik A9 S B s o G E BT, 7 F A e 4 R i R A A1

YWNLE T HAT FEIR FRZAINE, FRHE HAT KA N4 0 B A2 5 s 10 4 e 5 10042 1T REAT) e % J
AT B B0 13875 RELAY BRI S mE 24 o

BB AW N GO0 AT HAT 4048 BRI O0 T, HAT 0488 5CH],  If HAE SMTP
ESJUPIR L O TN ANTER NS

MURLER HAT “45467 (Reject) W B MAIELIIT, AsyncOS I ZEMBLFICAE N 2] (RCPT TO) CifiiAs
JETE SMTP &G TFUAIT ) PATIES . ik pb 7 sCHR A fF 2 SE iR MR AR 2 R R R, LA AsyncOS
TR 2 X ORI PRGNS B o i, ] LI ik e BEL B 6 BB A2 P kAN A AN A ik A
MRAF. HEIR HAT JE4658 i) LLEAIR A 1% MTA AT 2 I EIR 1 T sEdE

FEJA F HAT SRR ), KA A LR 474 -

* MAIL FROM i 2R 954552, ARA QM5 5

* iTfi RCPT TO iy & #0R wdE 4, JFWon—BOSOAR, [ B A6 A F A PR A E 44

o WG MTA Jiliik SMTP AUTH HEAT S B0 UE, WIEA TRz T “H4k” (RELAY) 5Is, Jf:
HAVFEATTIE AR

Efw\'ffﬁﬁ listenerconfig --> setup CLI ﬁéﬁﬂﬁ@l&*ﬁéﬁo %U\’%b‘i?%"\fﬁﬁﬁtﬁﬁo
TR IR T WA HAT Bl E iR 4

example.com> listenerconfig

Currently configured listeners:
1. listenerl (on main, 172.22.138.17) QMQP TCP Port 628 Private

2. listener2 (on main, 172.22.138.17) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> setup
Enter the global limit for concurrent connections to be allowed across all listeners.

[300]1>

LDAP Zif] .
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B sm= it sMIP 2iET S H0IE

AN NN

{£ F & FimiE

By default HAT rejected connections will be closed with a banner

message at the start of the SMTP conversation. Would you like to do the rejection at the
message recipient level instead for more detailed logging of rejected mail?

[N]> y

Do you want to modify the SMTP RCPT TO reject response in this case?

[N]> y

Enter the SMTP code to use in the response. 550 is the standard code.

[550]> 551

Enter your custom SMTP response. Press Enter on a blank line to finish.

Sender rejected due to local mail policy.

Contact your mail admin for assistance.

EH X SMTP 18 1T H 14580

HIS AP I D% S5 A 7 S 568 WIS X 5 55 P ISP 25 i 2 ) ) SMITP 2 i BEAT 4 i BT

0% SMTP S5 I UFAC B SCARINE,  SEFE ] T I30EUE P (R3E 155 43 563F LDAP i), ibn] UTE &
2P E AT TN, 2R R SC 215 3R [0 SMTP AUTH i 4 LUK P 34T 5 4 BiF

BRSSPI % e 150 HL BEAT S S0 UE, AT BLIEBEAE ] SMTP 5 B ik A RS A e
F s e B P A A AL SR AR G b SOV AT AR MR

&4 SMTP 54 184iF

‘%Fr

®2

SMTP G473 5 UE I /] 1A 7 4 R s i kg st R4 o R4 R 00AE . B0 “ABH 7 SMTP G434
WENCE SO, SR E OB N3 ALL 55 SMTP #& HH o fERE NG 2ak g, w9 G At
DAEER A B S B B R 4k . SMTP G 43 50E 32 FF LA R B AUHM: PLAIN F1 LOGIN,

Procedure

QA% tH SMTP 5 43 Bk e & SCA

a. IRIIEFM LG (Network) > SMTP 43585 (SM TP Authentication).
b. ridRMMBECE XM (Add Profile).

C. 4 SMTP G4 Bk i & S A AN ME— [ 2 K

d. X TRLE SCHRRAL, BEFfR L (Outgoing).

e midiT—% (Next).

f. G BRSO B B E 4 R

0. sidiFERL (Finish).

BiC & SMTP %t MTH AP 3R 1 h B )46 Y SMTP £ 4356 Uk i & S0 f

. LDAP i)
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R M 4% (Network) > SMTP & (SMTP Routes).

mii B (Receiving Domain) 41 1 (1) B B E Atig (All Other Domains) #54% .

Ay SMTP i A\ H AR BN A FR o X&) T A A% tH P RO S 21 b 4k i 144
IR i 32 B AL Y SMTP 5443 06 iF i & S0

PERT AN L

® 20 T W

1870 SMTP B4 144F

MAEMBEMC ERCE T SMTP 43 GUENLE] (JEF LDAP. FET SMTP ¥ & IRk 55 4% 5 SMTP 44 H)
i, DU SRR s i H &

- (U] BZIJJB’J SMTP B4k 21 - AAGHEAT T S B uE i P A AT L. CAveid
SKASCAE Y, o
- [ Z%] ﬂ%ﬁiwjﬁ’] SMTP G 3 BAIE 41K - BAEIEAT 7 S A3 Ak iK™ A T I
o (B TTHOER R S RUEIR S5 &% - QAR IR ST A AL BRI .
o [ S S IR SRR A iRk o5 e (B AT R SGIE A5 ) BB I BT RS OB I A

71 FECE 5B LDAP 54756 E

R DL S 19 DG A e FH 4% B (¥) LDAP H 556 8 B P BT SR S0, D572 Fevef A a3
LDAP | 7 4 RV 3T 6 % . 9 LDAP RS #5ACE T S KAE &G, £ GUIINREETE (System
Administration) > AP (Users) T (87 CLI H{{ ] userconfig 4D N HBA-R 8 HIAE
AR B3 B0 IE ) Th R

Procedure

T QEERUERARMKS . 7E LDAP IRSGECE A, Sl — Al LIE LDAP H 8z
I

PIR2 SIREMRRSHRER. QIR IRE 2T AR H AR5 .

TR 3 EINEPEMIELUER LDAP BRSZ 88 AMEIECHENS AT LDAP IR 55 @ AT /7 SR e, Rt
P St ficss LDAP HSRAPINA . A GRS R, E2 0 “ oI BARSS” &P i
)—:'77 R

Note T “LDAP” U L/ “MHERE#” (Test Query) #44] (2¢ 1daptest @4 il & if]
FIRM T AL R . ARG R, 1ESHMNEL LDAP £/, on page 17.

What to do next
HXE@
* FH ik 7 #59, on page 40
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* Y1k By 25141, on page 40

ARKPEA
TSN, AsyncOS 2x# HI A% 2 LDAP H 5 B9 730 5% LS AL & 1 Y 4 42 1 s
MR I FR PR 545287, AsyncOS FIABUA B MBI E M. 4n SR AE LDAP 17 il 3% 1) RFC 2307

thE T JE P (shadowLastChange. shadowMax Fll shadowExpire) , I T] LAIE A f2E W9 SGHH 2k
PSSR P A5 Pl sk TR 00 5 SR DN

TREIR T AsyncOS 7t Active Directory JIi 55 48 2T/ ™ I A8 T RO BRI A0 1) 74 R MU P 4244

JE k.

Table 7: BANFA Pk A iR R FEE: Active Directory

AR 5522 Active Directory

A DN [5519] s B4 VRS A2 (R R DN X4 JH P s )
B FRT (&(objectClass=user)(sAMAccountName={u}))

fEH A EE displayName

TREZRT AsyncOS 1t OpenLDAP fii55a% AR 2 A iK™ I A H O BRIA vl 54 ep AT P 42 42 )
£

Table 8: ZINFA P M P EAFFEFEE: OpenLDAP

BR 5 e 2EE OpenLDAP

JLA DN (75 ] G EAE A 2 A DN &M id k. D
AT (&(objectClass=posix Account)(uid={u}))

B a2 i ek gecos

H RS EI

AsyncOS R A w KA 2 FH P 15 A 5N H SR it . B S5 S0 IR i R 3 0 2 i &
G P AR . #E GUI I “ KRG (System Administration) > “ /77 (Users) Ui b (8§ CLI
(¥ userconfig) i HAMTE MG UERT, K4 7 (50 Bl4s LDAP Hagk 4. H - Mt o
TERG TP EA AR, IF B TAEAMTEAT S UE R, A el o Bl H s 4mi A2 %A H
Jro flan, AT “IT” HaRdIh P e <AL (Administrator) fi R, O “SZRE” (Support)
Hax A A2 i “ kg0~ (Help Desk User) fi .

WRA P ETEEANFET P AERZA LDAP 4L, T AsyncOS ¥ F1% M P i In) 5 2 FRFIME /A
BB B, R BT RS “HAE AR (Operator)” AR AFIZHF R “ g0 H F* (Help Desk
User)” BFRIG4AL, W AsyncOS 23 A% 82 1 “Igs .0 M 7 (Help Desk User)” ffi (AR .

. LDAP i)
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amasnhsn [

FC'E LDAP Fe B S LA WAL il S, SN m DLR B A1 S H 200 564 DN, RAFAL AL
R EYE, UL EHAMNENE. H4Eh LDAP IRSSIC E SRR IR S48, AysncOS
SR P 2 A B PRI, BLRBOA B 74

\}

Note  xfF Active Directory IR25#%, FH -5 F 245 S 20 1 B3 A BRI A 40 3245 /s
(&(objectClass=group)(member={u})). 1HJ&, R LDAP J; &4 “memberof” #1ZRH{#H vl ¥4
FRMAEH 4, WRTDMER {dn} 1142 {u}.

TR T AsyncOS 7 Active Directory 554 48 2 41 pl 03 5 4015 B NS H 1 BN B 45 R R R
o

Table 9: BN RE M FFFRMEME: Active Directory

AR& e A Active Directory

JLA DN [ ] i 2R € A DN SR i %

FHTAf 5 P2 15 LR D3 1 A 545 | (&(objectClass=group)(member={u}))

i Note LIl LDAP J5 %75 memberOf 51172} fisif i 45
HeARRAE 44, WA LR {u} By
{dn}.

TRAFRA AT 4 (B0 7 id sk 1) | member

DN) stk

HE AL ETE cn

FRER T AsyncOS 7 OpenLDAP Ik 557 _E 482 20yl 53 B 03 £ S5 AU RO BR N 290 5 4% R AT A

Table 10: BRN(E R RE M FFFEFEME: OpenlDAP

BR&5e8 OpenLDAP
554 DN [7F ] R 75 ZAE PR 8 1364 DN B4R 411 5%

P58 P A A 20 % 1A #5154 | (&(objectClass=posixGroup)(memberUid={u}))
i

TRAFEEA G I P 44 (B 1 id ) | memberUid
DND )& 1t

WE ALK E T cn
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Xof 137 3% S 1 B 1 X Y B 2% P gH T B B e

7 SIS 6 25 X e 2% Y 5 A0 B0 I A ) 5 A FH P 36 S SIS B 25 DX ISP R ARAT TREA T B 0E . 2R {u}
fRw TP CeERpHPINERB) « AWM {a} e H IR Eil . LDAP 2 if) A3 AR At
HEFPER “SMTP:” 3 AsyncOS £ I B3 s hik (81 %355 75

W A B B I WA B 25 DK LDAP Brfy FH T & H Ui i), kD “Fa e T3 7”7 (Designate as
the active query) BiEHE. WIERAIAMARA], WA ED, fTFREEE (System
Administration) > LDAP Uiffil 5, HRAERSFIASER—NRES (%),

AR AR 25 25 2K 24, AsyncOS 2384 AR BRIA S A 45 5 22— H T8 2 F P 5 0 Bk A if)
* Active Directory: (sAMAccountName={u})
» OpenL DAP: (uid={u})
o RESEAM: 9]
BRNEOL T, Active Directory Hi 45 25 1 B 4FJE YA proxyAddresses, OpenLDAP fiz 25 %5 1) 3 HEF:

JEPEA mail. ATLUIN B S &R E e, 2Eid CLI Gl g Ay, &M 1dapconfig v 4 1)
isqauth T4,

\}

Note fyy 575 8 HH P A FH L S R A ik 2658, 19K (mail=smtp: {a}) FI T X~ 455

AXEM

* Active Directory 5 ¢ FH /' 5 73 56IE 15 #7441, on page 42
* OpenLDAP Jl| % #5451 B/, on page 44
o PGB R 2 P U [l 7 SR IR A2 o 2 X (AR PR

Active Directory 522 Fl P B4 35 iE 1% & 7~ 51

AN A2 Active Directory JIi 4552 Rl & FH /7 5 0y B0 25 ) B BBl MR 14 Active Directory I
554 mail Fl proxyAddresses M1 J& A H %0 5 4 5l A Active Directory /i85 a5 2 HT 7 £
(AEANRCIIEE NINCR R

Table 11: LDAP AR &% g2 AN 1L IR BB 14 PR B3 X IR 22 Fl P S 1B IR B~ 5l:  Active Directory

SRS & EAEE (FEUEZ—NMRIRAFUSBERATER, sikEEAR
F. )

i it Active Directory

Uiy 11 3268

JLA DN [ (1]

. LDAP i)
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| LoAp =g

opentDAP R F P s iERETRS [

BT % EREE (FEUNE-—MEBRAFRUHSERTHER, IEEERK
E )

HERE X S

e (sAMAccountName={u})

s Ja P mail,proxyAddresses

OpenLDAP 542 B 53 3k 1% & 7~ 1)

A3 44 OpenLDAP 555 s 26 H 1 G S0 AE 2 i e B il . 7R OpenLDAP Hi %575 «
mail Fll mailLocalAddress MA@ PE A FE 44 S 3G AUE, A OpenLDAP i 554 ¥ e 2 HH 7 B 4y 56 UF A
FHERINA P2

Table 12: LDAP AR % g2 AN 1L R BB 14 PR 35 X 42 A P S 3 E iR B~ f5: OpenLDAP

BRIIES R E&

5525 AL OpenLDAP

3 1 389

5 DN [ ] CHLEIH D5 S8 Ry 2 2545 DN )
HEHY [ 1]

HWFFHR (uid={u})

i J mail, mailLocal Address

NRERM R R XA R E S E

L AT b AR g, B R B DO A S IR A A IR 44, DM N TG R R
IS A 1) 44 B S ot 2 X o A, WSCAR NPT BRI LA BB AR 1k (R BT . john@example.com.
jsmith@example.com Fl john.smith@example.com. 15 FH 54 & IF0F, KT A 2645 B H 7 3 44 g
PF, WA AR AR 5 1R T LA i 38— 2 B R B A e 560

BRSPS 2 WS kE, 3R G AR R N IR 44, SRIGAE “ B4 & 1% (Email
Attribute)” == Bt o AW IR FE A Mk i) JE

T A B R S A B 2 XK LDAP A i I TS iR g, sk “ 450 BiG s &) ” (Designate as
the active query) S IEHE. WERAIA WA R W, WA LR, T “ RAEEH” (System
Administration) > “LDAP” GUI, S{EAMERZFUESER—NES ().

XFF Active Directory x5 45, BRINET W E4F 54 (|(proxyAddresses={a} )(proxyAddresses=smtp: {a})),
BROHB A B maile %FF OpenLDAP 45 %%, BRIAEWIFFFH N (mail={a}), BRIAMEAEEPE N
mail. AJLLE XCH CRIE WA EYE, B 90w EmtE. aosmAZ e EeE, &

LDAP Zif] .
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. Active Directory 3| &2 Z &% BRI

REEE SN AN AN e — @ (B0 mail) 18 58— AN HEEEYE, A DN EAZ
A0 AR S (PE I JE P, 140 proxyAddresses.

FEE CLI gl A ify, 151EH Idapconfig 411 isqalias T~y 4.
HXEm

* Active Directory 7l 4 % & ¢ & 74, on page 44
* OpenLDAP Jl| % #8455 ¥ B 759, on page 44

Active Directory 3| 2 Z S5 &R~

IEHR 73 W7 Active Directory 45 28 Fl 44 485 A W (R BB Rl o Mok e 44 S B ik HI T+ Active
Directory JIR%5#5, Kl % 4G & FFH T Active Directory e %5#%, FF HAEH T mail HE{)E

Pk,
Table 13: LDAP RR %5 3 A SR MR 4 PR 58 X 5l B & & B/~ f: Active Directory
SR WIER £ E#
MR- A 25Y Active Directory
it 1 3268
JA DN (%]
RN fiiH SSL
AT R (
| (mail={a}) (mail=smtp:{a})
)
IS e mail

\}

Note AR H TR, Erifl OU Slob 1% 5 ml g P HA 355 R 5 17 5 o

OpenlDAP 7| BB &g B =l

UEHR 73 {75 OpenLDAP JI 55 a3 A0 4 B4 5 Bl (K BEE R Lo BRE 4% 5 47 56 1] F- OpenLDAP
MRS, K48 E B4 # T OpenLDAP k4545, I HAEH T mail BRAFJ&E 1

Table 14: LDAP FR 5 23 LR AR IR B X 5 2 B 518 B~ 5): OpenLDAP

SR HIETTE EZ

s 20 OpenLDAP

. LDAP i)
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prasszmesne i

SR IIER £ E&

3t 11 389

JLA DN (7] CHLRIRTT SRR € 24 DN D
EEF L T} SSL

U4 (mail={a})

A e mail

\}

Note AR H TR, i)l OU Siobd i S ml g P HR 55 R 17 57 o

L} / \ T" ‘; I_' \}'L g —

A P A atrRig B R
B> W7 Active Directory Al 554 MU A 23 #EA4 MR AT W) ) ¥ &9l o 67491 2 Active Directory ik
A AE L GO0 E, I H oA Active Directory IR Z5-#% 10 H J* o 43 HE 2 FR KGR & W F 77 5 o

Table 15: LDAP FR 55 23 A0 L IR BN FR B8 X B B2 & FH ik &R 1fl: Active Directory

BREAET EZ

AR 45 B2k Active Directory

Ui |1 3268

HA DN [ H]

RPN flEH] SSL

AT (proxyAddresses=smtp: {a})

\)

Note ARG Fi7n. AR OU Sob i & nl fig D8 PR BRI & i 5

1% Async0S FiL & A 5% 4 LDAP fR&E 25 EC &1 A

L 'E LDAP C & SCAE, AT DARCE MR LE M O U RN 5 R H (1 2 /> LDAP k%575 . 2 £ 4~ LDAP
M54, WK LDAP H 55 A 4 A & A8 R 1045 B A F AR 1R 46 44 9 BLAE AR TR () B 0 50 B o
FEAET DV AC RSB =75 o

B B SCHL BN IE LRI04 LDAP s 280, n DARC & LDAP Fic & PAHEAT M5 54 4% 55 6 28 250767

LDAP Zif]
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B Azure AD AR 5 ST ICHE A RIS RRAT LB B4

AfLME 24> LDAP JR45# LLSRAG DL 45 4
 MIPEEERS. ML LDAP FUE OO AT iR e BRI, i SR W OGS iR B2 — 5 LDAP
Mg, Mo ife i % 2R P )T —6 LDAP k4545
s A% . TCE LDAP BCE SO LU SR B BTNy, BB I DG S 7EBRAT LDAP 2 3 [ 7541 th
(1) LDAP 5545 2 8] 5 R IEHz .
A LUE “REEHL” (System Administration) > “LDAP” TU L, %f#H CLI A 1dapconfig iy 4 A &
JL4% LDAP IR %5 2% .

£ A Azure AD 15 AR S I T4 A B8 UE FH R AT LH 25 1)

iz AR 55

BEEETS

AT Azure AD SRS PATWCAE NI UE AT A ), 1ESHECE Azure AD DS 3RS, RHEA

https://docs.ces.cisco.com/docs/using-azure-ad-ds-with-ces#lockdown-secure-ldap-access-over-the-internet

2R FE 1]

/] “V N LDAP IR 45 28 Hc & 30”7 (Add LDAP Server Profile) 5%, 4 LDAP IR 45 #sfic & S0 F” (Edit
LDAP Server Profile) 7 jfii b #)iMiK AR 55 88 (Test Server(s)) #44Hl (5¢ CLI 1 test Fard) il
L5 LDAP 45 5 1i&EHz. Wi £/~ LDAP 4545, AsyncOS SRS %8, I Btk
F AR . AsyncOS KR A4S LDAP le4s#s B A, I g R,

HEXED
o WfEH 5, on page 46

* $1 4341, on page 47

TR LDAP B {5 2fi vk, 1T LAGCE LDAP & SO DL TR % 7 . 5 LDAP IR 5525 (1034
B, B AR PR E P RIS (B, “ANRTHY BT ), TSR I SR SR A i 4
L HEEN F—%4G LDAP 45 %%

IS 0 5% 2 E 415 5 R N 1) B A 2R 42 31 LDAP IR S5 #8 PIR T 28— B RS54 o SR M 5GTE 1%
ERRIFIR AN G LDAP RS &%, B Ak ARy @ B A0 (i, AR B “h” )
U S 94 SR 2 i B SR P )R — & LDAP RS54 BRAIEIL T, IB1 R OGah 28 2l 2 2 5
KPR — G Mo a, TH, Szl BAH 7 IE k25 88 6 o5 a4 i IR R SCAEER
IWIEDL PR R T LDAP RS54, 8555 He A LDAP IR 55 s R 2 — S 55 4% -

U AR P DGR 25 AN BUREEIN) LDAP R85 4%, e REFER BNIZIR S5 A PIRAS . E 2 DUk
o BN )G, Ear ek 2R h s — 5 kS

. LDAP i)
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| LoAp =g
B ER R T AP st ]

\)

Note  LUf7#rifjfi & LDAP IR 302 RA AT IR o S0 A0 i) 5 R A2 1191 52 1) LDAP %
e RIS I B i 8 I 55 4% o

HXEM
o [CE W LE M S HEAT LDAP #f% 4455, on page 47
Bc B #R 4 W <13 1T LDAP #[255 7%
TERCE WA 9 5G4 T LDAP iR 4%, 157E GUI Hhog bl N AP

Procedure

T N\ “REEH” (System Administration) > “LDAP” 1, EFFE IR LDAP RS-0 E A
S22 M LDAP R #EE 4, ENRE:

# | |example.com

Host Name(s): | [idapserverd example com, ldapserverz. example.cam, Idapservers.cxample.cam |
Separate multiolhe entries with commas,

Maximurn number of simultaneous connections for all hosts: [10

ong all hosts listed

Failover connections in the arder listed

W 152 BB
1 Bt LDAP R 4552,
2 i B B IR

$1E 3 Pl E At LDAP #3886\ s ik,

Ak Rk}
BAE—4 LDAP R4 %5 70 &k LDAP &z, v DAL E H T 58391 LDAP B & 44

NGB E LDAP FCE SCHFI,  BEPER SR AESH (1) LDAP w55 as Z A7 R et . W ARIEH R
WCEGRR IR, M P SR i E IR LS LDAP He g5 &8 vl 1, JF BERnEH R W AR S5 & o HISPR 199 SRR B 485
Pic 2 1) B R B e 3 ST ) R

R — & 5 LDAP RS 25 ARMIN,  HRAE M SRR 211 LDAP R %575 2 [0 43 R IIEH

AXER
o DM R S A B 2T, on page 48

LDAP i) .
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B uumemenans

2 R I X BC & £ 3 A 1

Procedure

$B1 NRFKEE (System Administration) > LDAP 1, L 44 () LDAP IR 45 #Slic & 0.
IE2 )\ LDAP JIRS#ACE S, WE DL R RE

Server Attributes

LDAP Server Configuration Name: | [oxample.com |

Host Name(s): | [idapserverl.example com, ldapserverz.sxample.com, |dapserverd.example.com
Separate muttiple entries with commas.
Maximum number of simultaneous connections for all hosts: |10 |
Multiple host options:
¢@ Load-balance connections among all hosts listed

¢ Failover connections in the order listed

WS 1t AR

1 %I H LDAP JIR 4552

2 Pe B e KR

PR3 HLE AL LDAP % & I A TE K.

. LDAP Zif
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