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WA BRI, R A LAR M 4 ok (45 7 SDR ke,
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o UREPRAEA: 7
o ORI

B &t AEEETE

FIEB1  HFRELIRE (Security Services) > IHIFE
$]/2 kB (Enable).

FIR3

P4 R WRES

“CRATN
M UCE TGN

(Domain Reputation).

R IREE TN
Sk R 4R

kB AAZ S AEEE I (Enable Sender Domain Reputation Filtering).
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(%) P ETEH A ABITEEHI5M)3%E (Match Domain Exception List based on Domain in
Envelope From): Q& A5 S MR SCAUAR A “ A5 B A N7 A5 Sk i 38iskid SDR A .
B aSE BB R LAE LR 7 (1) SDR FE JilH, LAMETE SMTP 231l 40 #5252 BE 4 fi 44
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BE:

drop_msg_based on_sdr verdict:

if sdr-reputation (['untrusted', 'questionable'], "<domain exception list>")
{drop () ;}
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* 'drop msg based on_sdr verdict' MBI IERLIA4FR.
* 'sdr-reputation' ;EIAHE ML IEAS R
o REAHT “L 7 e < 2T SDR I SRR K A A AN E BTE
* 'domain_exception_list' EIRBISMIIRINAATR. WIRAEEBISIIIE, e Tosh .
* rdrop' AELEMEAE_ LAY HFIHRAE
2l

FELUR M, WisR SDROAEN “RH” 5 WL HBIRE AR5 25

quarantine unknown sdr verdicts:
if sdr-reputation (['unknown'], "")
{quarantine ("Policy")}

IRIE % £ A BBV R
A\

AR N AsyncOS 14.2.x FRATHIR, KA NIAT ROWRETIURE 4800 K AE N B . SDR A€ i AL 5 A A
NREASE o T H AN BURE A N SRR IS, R R A I S B BR A b o R A NS BER ¥l 30 K
BRI, RISt S A A A N B ek, JF HAN SR D IR

&
<msg_filter name>

if sdr-maturity (< ‘unit'>, < ‘operator'> < ‘actual value’ >)
{<action>}

Hrp:
* tsdr-maturity' RPN B ECEIL JEAS I o
© cunit' g CRET L T L T BT IET, BT R AT S PRI AT .
* ‘operator' sELN N HAEHEHAT, TR A AT N BGA L PERELT -

c-> (kP
© - >= (KTEET)
e - < (UM
¢ - <= UpTEEETD
c - =&

- 1= CREET)
© - RN

* ‘actual value' ﬁ%ﬁﬁﬂ:$ﬁﬁﬁiiﬁFJ\EE%ﬂE§fi%§EB??E@ﬁﬁg%o
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Drop Messages Based On_SDR Maturity: if (sdr-maturity ("unknown", "")) {drop();}
FECLRISAES, AR N B DT —A AR 2 55

Drop Messages Based On SDR Maturity: if (sdr-maturity ("months", <, 1, "")) { drop(); }

AR AR A A NSRS AT 13 TR R
B
<msg_filter name>

if sdr-unscannable (<'domain exception list'>)
{<action>}

Hr:
® 'sdr-unscannable' ﬁ%ﬁi1 EK?# Jﬁﬁﬁihkﬂ
'domain_exception_list' sedlBISMIRIAIR. WERAAFAEEGI ST, TR Rl ",

Gt
FELARHBAES, G R R i SDR A, A2 M5 o o 2

Quarantine Messages_ Based On_Sender Domain Unscannable: if (sdr-unscannable (""))

{quarantine ("Policy");}
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FHIa Z Al

o i) BV SRS . BAIE A, TR Web Fti K R £ 55 (Mail Policies)
> ﬂﬂi’ﬂ:ﬁ”?@ (Addr%s LiStS) LB CLI ':F‘H/J addresslistconfig ﬂn 7‘ ﬁ %ﬁééﬁﬂn o] lﬁﬁlﬂ s
PESRS o

o (TR QUEEEBISNIR . FOGTEAME R, WS A GIIR , 59 it
iz

W1 L EIERESREE (Mail Policies) > ff AR A T iE2S (Incoming Content Filters).
PR 2 piliiRIndESS (Add Filter).

b7 LI NS ECSUR) S VB IE

IR 4 LR MEH (Add Condition).

FIE5 ifE{EE (Domain Reputation).
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s R H ABIEEHE (Sender Domain Reputation Verdict) LLEFR K EJaHE, HRHEM SDR AR
K e i pE IR

R AURIPEL IR BIE R “AZAE54F. 7 455 SDR HIEMITEE ), ESMSDR HIE ,
20,

© PR B AMFE (Sender Maturity), EFELLBISHAT, A —NECT, RIGERRIE A
S SR RE o B S P B B

pE i M AsyncOS 14.2.x FRATTUR,  BAT NISATBOUIE TR B 0 A A NS JE . SDR F
SEH O AN o AR BRI S A F N AL DR IE A, R R AL S 451
Brobe AT NGB 30 KRB, W SRR BRG], Sl S el o WS AE R A A
ettt I AR IERE P g5 R .

o A ABIEERAT3H# (Sender Domain Reputation Unscannable) LLid kil i SDR # 2
TR E o

ST (H3E) PP S IBPF I SRR SDR ehug b i i1y £ 510 A S vF-2 51 42
ST ik ARAMIBME (Add Action), FiE B ALK SDR A1 S HHHUT A B4
B PRI L.

ke RIS

BN AL R bk SR AL S TE T KRS 22 4 9 S L S RS A SRS e, s T A
P3SN F R BRI R AT A AHEFFIF) SDR G o

\}

AR R NN B B RE MR SN (Y] SDR N A I ISR, IR SR B2 N A pE s
b ST PRI

EREHISN IR S

WEREAR Y “fFEUPEN: 7 (Envelope From:) {5 Sk HH ki SDRAG A, 15 “Ikf5 25" (Domain
Reputation) B & LI k£ “IET15 5 & 2F AR UL 51413138 7 (Match Domain Exception List based

on Domain in Envelope From:) i .

WA “MR4 A5 E AN IR UCEC 5] 485112 7 (Match Domain Exception List based on
Domain in Envelope From:) #£5i, W™ nero:\ rons:« s RpbA: ~ &rEA: Flasabcrt A ATk
h R I A1 B3

UK

FIB1 H PR LIRS (Security Services) > 1#{5 2 (Domain Reputation).
W2 RGBSR T M AREEIRE (Edit Settings).
LI 3 RO S A bk A1 K
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T@@WHE CLI ‘:P’TE}EH domainrepconfig Tl 7@U@ii1ﬂﬁl‘ﬁJ% ﬁa%ﬁééﬁﬂm
FHIB P22 4 ¥ % ¥) AsyncOS [¥] CLI 2% 15#) .

1 R 2 TR 2R M A2 & N R SR B

RETLLMT N SRS B I N A I8 2, URAE SDR RSB AFIL 38 A A A B SR o

B2

W1 AR SR EE (Mail Policies) > & AR5 ES (Incoming Mail Policies).
PR 2 pihi WA RS N T IR

EHAEEESE |

LGS (ER T

$IE3 it RRARERITERE(EEXEE) (Enable Content Filters[Customize Settings]).

PR 4 FEEON IR SDR LI 1My G e () N L g 25 o
TS FAIFINE L

ZEANBIEETEMER

AR A TP B, W) RUS FARRE . UL ) SDR 2o JE AN S SR o

EEMEFRETETAGABEEIFHAER

T A AR ER B R AR YE SDR 07 MR AFPEAI1E & -

FHia Z |l

o VR DRAE BRI OC TR PR ERER DI RE . 2R FHMEPFERER, 5% 2] Web il R 2RSS

(Security Services) > HBERER (M essage Tracking) i [fil .
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EEHLH

EERE

sren ||
g
P HH IR (Monitor) > BB ERER (M essage Tracking).
F®2 Siie%R (Advanced).
P I3 WA P A ASEE.
IR A HRE N SDR RS E BRI T, KEREPT AT SDR H5E LAY & IR A
$IBS  (A[k) kP AR (Unscannable), LL7E SDR A 2 i 25 531 &L
PO (WE) EFEPTT SDR BN, LUK b 5 A A
LT L E (Search).
NERAEY SDR AR UK SR RGUEARMIFER AL HE X AN AR (1 1 B
AHER AR BB R IR ¥
MAIL.IMH.SENDER_DOMAIN_ | SDR & $k k. JR[A -<Sreason>| ‘reason’ - SDR Zrif) 2 i IR
LOOKUP_FAILURE ALERTS . .
ik, 1 SDR X N A% °

SDR o f B A BB AF H &

SDR : )::E\ H XS E E,JTﬁIJ

ZHEANEHEE

SDR I JE A7 S A MBS

o RAF NIRAF BRI

o RAF NI RO R, 2 12 0

X TR oK B Y

REBAE BT “FE” s8R 40,

KRBT “fFE” 8RBl g0,

E- R

FEARGI, HE RS T H T SDR 55345 I H B SR8 A 1210 AR AR YS SDR 1L JE ot

Mon Jul 2 09:00:13 2018 Info:

Mon Jul 2 09:00:13 2018 Info:

country not enabled

Mon Jul 2 09:00:13 2018 Info:
Mon Jul 2 09:00:13 2018 Info:
Mon Jul 2 09:00:13 2018 Info:
Mon Jul 2 09:00:13 2018 Info:

New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no
ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled

Start MID 4 ICID 4

MID 4 ICID 4 From: <senderl@example.com>
MID 4 ICID 4 RID O To: <recipientl@example.com >
MID 4 Message-ID '<000001lcba32e$f24ff2e0S$d6efd8als$@com>"
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Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Message 001'
Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Request timed out.

fRRA =
4 SDR UESRE I, WEPF S gebnic A T4, I HRCE B AER N Tl

ZHEANBIEEEREIR

FEATRBI,  HS SR Tl PR R AR YE SDR L BE FIHEft .

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID O To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001lcba32e$f24ff2e0$d6efd8alS$S@com>"

Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Test mail'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Unknown error.

FRRATR
RAERFIRE RN, MRS AN W34, I FLICE AR 2 B i

B =oAEESEE



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



