iz

HE1ExK

AT LRI

* #%i&, on page 1
* H#&ZEAY, on page 12
* Hi& 1T H, on page 67

o THEHESCHERTH &I H, on page 1
* HAEZEM, on page 1
* H&EKZJ7 %, on page 8

Tﬁ# E IL.‘I1I:I:2:H H /L.\-LTFH

H & 21 AsyncOS EﬂMﬁFTﬁH’EiﬁF A ROE, AR s 3R 88 R s A ROk Bk
ERTESIH AR B BT IE RS NEEEWHE (B, BRI H SRR HE) M.

REHHERALSCAR (ASCID A 0T H R IER IR, A2 H &R —##R. ASCII X
AAF BAEATA SCAR G 28 HH ¥ AT 52
JRHEAE M R AR A B RN 45 0 G, VR AR B 2 ANHBAE I OC I H & B4R Rk o FER R
TH., ERREHEEMCER, T#ER.
BT HERME LR, HE RIS R (BN E ARG B Rk [F—
H &M R VE e 2N .

HARRARR I 1A ) B s R B, B, WHEEdE . RESHE R ik socAE s .
QU HASTT I, BTk AR A OCTRAIME B, S0 HEIT I, on page 67.

AsyncOS 2 E R LT H&E2RA -

A&icE I
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Table 1: B 538!

EESE

LR

L RA

SCAR R H

Stﬂiwﬂﬁ#tﬂ RAILK MBI R GEAF AN IAT B Billn,  WBPF, A%
Zs FTOTARHIERL . IR\ TLS 5%

qmailtg A H &

qmail % AL H Dk W RGHRAEE B 5 T 30 h ez H AR,
HE¥ A5 BAAAE A qmail #45X.

e H &

ek H RS MR SR IS A S R O FE 25 R, B, A SGHREi
P NALIE S BB S AR R 2 R [BIARSGAE B HARTHE N “ IR
A7 MR, EXEWEPTAMRE BB Kl kAR HEHAT, H
F%$ﬁ%i 2% HETH RORIAT T A AR ik 2% ﬁ%ﬁ%f o fRIEH
GUL TR Sl s, DR m B EROR . Mﬂﬁﬁﬁﬁmﬁﬁﬁﬁﬁ%
FUSSCA AT Ja AL B, B FLR 4l XML 50 CSV GE 570 BafE) #%
Ko ¥4 T HALE: https://supportforums.cisco.com/document/33721/
cisco-ironport-systems-contributed-tools

i H &

AR H &S SR P N R R NIRRT A s B

FR WEPE D RN IDS BME R AL (S B E AtdiE Wiff:
NIRIFTR St AT AR oK E O N LM AR o eAh, X N IR PR
SN S G ERIDS v S TR 1 e NN U T S N N/ e eSS
Bz, BRI AE.

R H G d sk CLURS AT RS SHE B, 4 status detail
Hl dnsstatus iy 2. csk HRRATH logeonfig 1) setup Fir & i E . IR
H & RS T B B SR R I R A 2 M T

A WA H &

SR H A S M O S g e N ML IR (K] SMTP 2 15391 10] 1) %5
JUum AR 5 AT o M H S AT SR Ry 2 W N A AE R )i
WAHE H & I#*?E%ﬂi%SMW il B SR 1Y
s BEECH B . AT DUE IR s iR H AT, FEiL P&
T A R

AP H &

VEAN &l 9 50 5 R B R G4 2 EHLZ W] ) SMTP 2%
e VENR H R T HEER 1 22 4 v g AN ELIC Y B BE AW ] () A
I EARAT Bl

ARG HE

ARGHBWRUTER: G1FEE . ROl : B OCVF Al ik 21 S
DNS RAAF BA P EH] commit fir A B80T . REEHEX T Hif
IS W D% R HE AR ARAT T

CLIH#ZH&

CLI #1#ZHES WK ALK TG CLIiEE) .

FTPR S %% H ik

FTP H&idsk TH AR R FTP RS KGR . Al sdE et
e SR P53l

GUI H#&

%% HTTP Hi&.
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axxa |

LR

L RA

HTTPH &

HTTP H &880 FJS U HTTP F1/88 %24 HTTP RS AH <15 B
T P S ifT (GUT) J\_L HTTP Vjin), BRI HTTP H &S -2 [H
FCLIF#ZHERMGUL. HESERSEEH CoHaimfdiim i)
AILE GUI Hh o inl (1) 51T -

KRS ATA R SMTP H IR, B, ABBPERI S LR fF A Ik
TR & 45 S

NTP Hi&

NTP H & R OGS & T NTP (Z I [P ARkSs 282
B2 iE. HRFEAER, ESH “REEE” AN “ YN 25 1A
PR (NTP) Bl I ) 7 347

LDAPH H &

LDAP ik HEA T IR LDAP %35, (GEZW “LDAP&H#]” —Fi. )
e H AR 10 SR AT MR AR 2 A i 31 LDAP Ik 2528 1Y 2 W i s 45 .
HRHAGE R, EZ0

e B A H s

SRR H & sk AR G SR BER SHAH D REARAS R 5o Se b
ISR EFT BRIk A - BEAh, HMLHM%%ﬁ%TaEﬁWH%
FIEERRI H &

S B 3 S Y R

WA R BESR AR RE, LR H AR AR A R L S “ AR R
7 BAEATOCHIIE AR . H SO mbox A% Ko A7 9% S BB A |4 )
FEANE S, WS BRI —

IR AR5 5 H A&

T RIKAMAET I RS IENERS. K2HEBATERK
ﬁﬁﬁw

IR TS AE A RS AR (R H ARSI B e r ey . Hi&
LA mbox A%

Bl 3 H & By 55 H Bl sk REFRaE I D REPIRZS, QIR EOHT B9 2 5 1 ST
BT IR S

7993 5 V1 B4 B bR, W H SR AT /IE S AR B

RIS PE . HAESCHE A mbox A% 3. AXRTEAEE, WS “Pikd”

=
H,

AMP 5 H i

AM@ﬂﬁﬂ VLSRRG ZEE AR I RENPIRGS . ATRTEE R,
[ SCAHA 2 L e AN ST AE 2

AMP f£44

D CLRE I SRS E 25 DA 0T s SO R AR I 7 5 1 B R BB A AN T i
FB AR EEAT AR, LRI AR Al . H S04 mbox
1% 3

Scaning H &

FH H SRS 1 A3 LOG #1 COMMON T & GEZIZHD .
TXISVY ST R Y W . R AR, IR RN R R R
I HEAE T R G006 4R
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EESE

LR

L RA

57 S S AP Il 12 DX H A

TSRS AP o 12 DX T S o3 g I AR IS AP BB 2 DX 0 A 5 PR R A=

B S EERE 2 X GUI H &

B S IS 2 DX H AT SR g B S P B XA DR B4, Bl Tt
GUIZHATIHIECE . B P SRS A B 2 ] A CRATHEIRSS)

SMTP 2:if & SMTP £:ifi H & id s AFIAE ) SMTP 255 0T 15 B
Z4/MiEFEK H & GAFNRMAIEFR HE SIS R 5 38/BH 1R 5 3R 3B R R
LAEITR
et et H A S il sk S s IS 1 BEREAH DS R34
WA HE A5 A H 20 %5 M EE M G s AT B4R o A v A DG R B
FOHTRE T H & TOHTRE T H & % 5 RERS TR A B 344, 4101 McAfee B 8 52
SCHE B
RERH & PRI H &0k T 5 BRI A i R A A o BRI H S R H AR 1
£,
B EUE H & SO B IE H 0 5% I 0 8 S R B 8 sk 43
Bic & 7 Sl % H % Fic S Dy Sl ok H A IE S LU AR R MR 5 1k A= AR ) DL R A8 ok A
LN S Y D RE A U %AmL By O B Sl s H &
T H & B IRTHH R A 2 BE PR E B
API Hi& API H &0 5B 3¢ AsyncOS APT AHSEH &R Fiqt, 5 l:
* APL A BEfs ik
* 3 API FER RS (FEM N &)
o GOy IR A T
o R ENR
* 55 AsyncOS API #EAT M 4% e 1 B 50 1 It B0 13
G HE H—FF HEERAH BT LR A H AR, &
A DA fe i B 2 A A BTS2 B (SIEM) A i sl sy F 3E4 T3 HT Y
Bl (HEGED 78 X8 H SR K2 B SIEM AW i V2 8
FH )38 H 4% 28 (CEF) H & A% .
CSN H & CSN HGEH &7 ¢ CSN $edli AL RN S B AT AZEBRBE S & &

CSN Hfii CHIS: 9 SR T BEALE TP 40 45 5D

e R 2 R B H &

e 2 P A £ B 7 H A 5 IR R e R 4 B £ B 7 2 IR S5 AR ORI A
Bo RBHAMFEEAT “fFE” 8™ E” g0,
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pxxasE ]

ILF L RA
H % H & % HEAILR AAA (BHRIIE. SRR FiF.
R GRS SR

« FP - R

« TP - BRI, AN IE R

« P - RN AR

« - SRR DK 23

« M - R

* - BE

* H - BWAE

* H -

c H - EHEE

* P - e BUE MU E S
- Bl

* - CMEREE 2

« RPBCE - R B IS 5
« Y/t - MERE B

* A/ - BRI

o FRIBIIX - 0T b I X R R B AT R 3 A

CSA Hi& CSA HS S AR 2 2B B IRSHRKGE R . K2HEBLT “fF
BB G
ARCH AR H RS ST AMP B IIE B E M URL B3I A 5E 1 HhReik

A PUTHHRAE . BRRAEAIOCHIE R .

HEPE =R H R M 2 A AR e H L5 O URL B 3148 R URL AMRUR S5 145 L

TR T AR F 5 200 R A GE
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Table 2: B E LR LR

SR

TR [iER I8 IEX |8 (H |FE | B B EAN Bk
s |AN AZ RS |ER (ES|ER (R |SMIP| B3
#HH | ER|ER B |E |SE |iEF

o
==

-T$)<l§.tl-%lﬂ
EHNP%FFEZF
i

HEPEH & |

qmall *%. . . . . .
Ktk H
L HE . .
S | e

REHE

AL | .

H &

VENTHRL |

H &

RYHE |-

CLI #i#% | *
H &

FTP %5 |«
wmHE

HTTP H |- . .
-t

N

NTP H

—+=
o

LDAP H |

S BE3JHE | o
RSP
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iR | fRi% | B4 | B4 EN [k
Bl |58 | iR | %R |SMIP| B
58 BB |&E |23

R4

TR |iER |iE |iER
7 H jj -
i

ik co

o
=)

oiF > &
ol & &

ﬁﬁﬂbgﬁ%ﬁ

IEET

Sz 3R s
R

IR |
SRR

DSt :
fiky
i |-
&

i it :
iz

AMP 7|
HEH &

AMP 1§ .
R4

Scaning

H &
B B |
B X

7

fsIX
GUI

74/
17158 H
—+
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B esnezss

@
IS

iR | fhi% | B4 | B4 EA [k
Bl |58 | iR | 5B |SMIP| B
58 BB |&E |23

R4

JoiRk IE% ic |[iEF
< H=
B

ik co

o
=)

ﬂ#ﬁ}
O o &
ﬁmpgmm

ﬁng&m

BB
H &

PRERH & | .

SO I |
H &

PoE s |
xH&

API H&E |« .

|-
&

CSN H

-+
N

RIS | o
CRRENYE N
H &

% H &

SR E

AR DUR L — AN SO R S R H G S, AE HAETT R RE, 2448 F GUI 5 logconfig fiT 4
Gz ek g H TR, o] LSCE B,

\}

Note /i bEAN FAE BT A HAEHEIR VAR, ZHEEAMIGE ] T ik bl @5 CLI EATH %R .
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Table 3: B 12571

Axtzrs

ERZII

R X P %, BER AT LB E “H & H” (Log Subscriptions) UL [ &
H& H kB, ARE sl 2207 m iy H A SO, kil H B SofE . AR A
PIDYE RS, P CAZEDN s B VR B 5 SO TS0, sk ST 5 47 4 5
A BEITAER HTTP(S) Hhil, W2 BRIAIRL R 7

Note T A AR PR EAL H &, AE R T

WU EHL. AEREEREZ D, BIEZE CLI H 382 Ik 7 vE IR 2
it

FTP 1%

W TTVE TS SO WIHEIA S R v LB FTP g5 s . 10 25Kk $e
PUEREH SR 4 SRR F AR F SR S SCPERE R S BB 1 [RlR
THRIBEAT

SCP #Ei%

B iR ADRE H A SO R B RN SCP R4S g . Bb I iA Bk
IR L EAEAE AT ] SSHI B8 SSH2 11X ) SSH SCP JIR%5#%. 11 %
SRR AL RN T 44 . SRR E AR H ot H B SCHR A 05 B 1)
IR TR T A T -

A&icE I
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Syslog Push

WL HASH BB IR RS H GRS % VAT & RFC 3164 41
1.

Note AT SOARR HE R LA R4 H B 454
B RGHEHIE TG, £ TFIFBTP AL ER:
* £H#12& (Hostname) - i NZEFE ARG HEMRS 81 EHLEZ .

« im A (Port) - HANIZERE RS H G RSS2 i 5. BRUE A it
J 514,

* 8 (Protocol) - & FFT MY (UDP 8% TCP) #H4T H &AL %0

* B & K K7y (Maximum messagesize) - i A2 Ik e i R 45 H ik
G52 10 H R AR 0 e KRR/ (LU B o

Note DT TCP sl A 5 K /ME DA 2B — AN T 1024 F1
65535 -1 2 A frI R g
Note 4T UDP WS s 5 R K IME L FiE — AT 1024 Fl

9216 515 Z[A] () HE KL

& (Facility) - iR T, N HEEFN TR L. B, 74
NHA R PR “C GARIAE (Auth)” E LI .

* TLS- [{UEH T TCP ¥riX]: dEF bk minl s TLS EH HEmM B
NHIS A 4 9 A 3k BT R 2R 4 1] A R 45 45
o QIRLEFETLS I, A DR AT MBAF 9 5C s s N7 280K 2 1 Sk 15
AR S D9 S FIE R 2R 48 1] A5 e 45 4 2 T r TLS 4%

© RGEHEHEE AT AR IR oK) “SSL fiL'E” (SSL
Configuration) JUAIHY “ oA TLS %4k 45~ (Other TLS Client
Services) 11 H EEFE IAH ] TLS AR

* RGEH EHEL KM TLS 3CRFS i DEFAULT SSL #4414
DEFAULT 47 J& OpenSSL DEFAULT #0453l
ALL: !'EXPORT: !LOW: !aNULL: !eNULL: ! SSLv2,
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Axxazmazsl [

* RE AEMAZENX - [(UERTF TCP ] kit ke b R4
H S EE H G HIC E A A 22 v X, LASSVR 22 Al A M SGAE I e
ARG H B MAS A AT N A7 HSFE . ARG H S A5 4% T I,
LA ST 46K D P IX A 1% H ST T B Bodls Aok 2 R 8¢

HS RS &5 .
Note * FETHRIEREI P20, TR RS H SRS 3 IEAEB T,

DL 5 H S 2 0k .

o i ANHRE B G PR IX (PRI, B RS R A )R 7R AN
F G0 H B MRS B i K TS HUI ) o 3 AT LA 4
B TR

« RS T AR B s B H TR, R U
BOHHBIT DU 32 20T FH A M A 22 vh X 8
2],

o AN OAE S R G H SRS S W R S, T RE
TCIEGAT LR H s . X2 T TCP LIRS
[SPIERNRE

* BOA RS HEMBLZZ M X K/ R 100 MB. U VF 1) 5%
KWL KN A 1 GB o S8R LU N DL kg B
IR/ (1073741824)  JEF7 (IMD B T-JRF-Y
(1G)

(GG 48— 3 H | A2 e PR H S HER 2] Amazon Web JIRS5 (AWS) A4 = B3R

H] AWS S3 HfEik Amazon fi] FUAFf#IRSS (S3) f-fititi . 1T H 7528 S3 Al ARk, U In) % AN

FPIRYT 7] Amazon S3 7AiM R8T LLBCE R B BT vt A% Ay H G STk

Note TR RIS AT AWS S3 AL LLERT LR R 5. AR
TG R, ESH LN I ER UL AWS H S0k
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_
access-keys.html.

HEX M2 EREH

deﬁAﬁﬁH TR R HAS T G H ke HARSOPE H S 1S br A4 R e i 52 11 F
SIS RS H RSSO I TR L S B ARS8 wIARE ] B A A H S S0 E 44

/LogSubscriptionName/LogFilename.@timestamp.statuscode

WSS TLLIE current 5 s CRAREIRA) o HEALEEUNER CORAEIRZS I H S S0

HE %ﬁ%mﬁﬂ

A HAETT A, IR L 25— N Fe B AT RNR OFA, ik £edt T4
%m#%ﬁm).ﬁﬁiﬁﬁ¢ﬂﬂﬂﬁm 7t CLI "f§ ] logeonfig 774, &/t GUI A “H
FHITH” (Log Subscriptions) U [ e B & K SCAFR/INFITERI B (P I ] [l B o 1Ak, 38 mT BLYE GUI H
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Axieg |
B =smmes

1 F LB EIRTEH], 8RAE CLI H{# F rollovernow i 4% 3% 52 ) H 4T AT IRNR . A T &I IR
TEAME S, EZ S H H &, on page 72

B EAE T80 FER R H ST, BT A ERRE & REE GBRACE 1040304 8%
HERETEE 2 HE XG0 .

HANBABHEE
MR A 9 DG TR B T AR 22 BROA R I H ST A Rt R mT AR 4 N A Tk 35 A A T L D« 3R
INMELE, KR “T41 4”7 (Manually Download).

T Plc & H ST H R4 3, {5 error_logs HAGTTHIERAh. LB HEMEH N 1, LIEH
PR AR . HORVEAE R, 1ES I H B0, on page 68. A JBIAUH H & TT H B &M E H ik
WHIEE, 1§20 HETH, on page 67.

Al K4 I
E%d&i—ﬂ

o AP HISCASHIEEE H 75, on page 13
o A2 H &, on page 26
* fff R [M H 7, on page 29
* ffF RS H &, on page 30
o A3 H A&, on page 33
ﬁﬁﬁ{f]\ﬁﬁ [ &, on page 34
* R4 H &, on page 35
* A H] CLI #i#% [17&, on page 36
* ffiH FTP JIk%5#% H i&, on page 36
* i HTTP H &, on page 37
* fifi ] NTP E[;L, , on page 38
« TR H A, on page 38
* A H fihﬂiﬂﬂﬁﬁﬁ H &, on page 39
o AT PR 17, on page 39
* ffF P9 £ H A&, on page 40
* ffiH] AMP 5]% H &, on page 40
o A IS SRR B X H A&, on page 45
ﬁﬁﬁhiﬁﬂﬂﬂﬁ:gﬁ%g GUI H &, on page 46
* f ] LDAP i |1 &, on page 46
i H ﬁéﬁﬂ?@/ﬁﬂﬂ:ﬂ?@ H &, on page 48
* ff 4R 75 H 7, on page 49
ﬁ)ﬂﬂii%ﬂ H &, on page 50
o A IS HTRET &, on page 51
o THFERERH A, on page 52
ﬁﬁﬁ%ﬁj\?“ﬁ H &, on page 52
o i FHIC ) Sl sk H &, on page 53
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o AT IS EPMIE 1 4 H 3K, on page 54
* A IFFHE H A, on page 55
* fii ] CSN H 7, on page 62

o A M £ B B H 3, on page 62
o A % H &, on page 63
* fiTH CSA H7&, on page 65
o AN A5, on page 66
o BRI 2 4R T H 2, on page 67

S YA (E) 2K
PUR HAGE SO RS H & A ST ) H . AsyncOS [IRCAS LK. GMT fwfs (LARD Ky #fr, H.
AEHETFLE R -
 Bimies H &
* LDAP H&
s W3EHE

(3R N: e =

XRH G EAT R EEB#FF%J%U& IR PR R o X2 H S 2 FE N BRI, P
TR E MSAEAOAR AN U 73 A RSV

KB EATEALMR RN E . (H2, BIAUEMIE REA RAF NI, THA 2l
PE2RR. ARAEE, THS R HIEFEREAAN R AT ER B2 b

NREIR T IO H S BRI R

Table 4: 3K HEGRIHE R

FHiHER Description

ICID HENER D, HIrZE RS SMTP SR AU AR, ki denl k1% 1 3
T

DCID TEHERE ID. HRE S RS 2410 SMTP ER I BUFARRAT, BANER ] K%
1 BT T EMAE, B ERSTE— IR AL 54 B A48 RID.

RCID RPC I ID.  HAx & B HEPERE 21X 1) RPC L B FARRE o w4 bRl
TR R AT/ K E 1 3T S B 25 X IR o

MID HEEE ID: A I 1D BRESIRZS H AR A mBAE
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B wecrusazs

HEigH

ZitHER Description

RID Yot N ID: A REASERPEHCE A3 L D
New PER O AR,

T CITABT IR o

FRRESCARER M H R

A B R 7s B D ke H S F AR v

\}

Note [ :ESCfFpiffT B ST . (ESRAEKTENTREAT 95 U TR B R .

Table 5: SRR HEFHIERS

1
Mon Apr 17 19:56:22 2003 Info:
New SMTP ICID 5 interface Management (10.1.1.1)
address 10.1.1.209 reverse dns host remotehost.com verified yes
2
Mon Apr 17 19:57:20 2003 Info:
Start MID 6 ICID 5
3
Mon Apr 17 19:57:20 2003 Info:
MID 6 ICID 5 From: <sender@remotehost.com>
4
Mon Apr 17 19:58:06 2003 Info:
MID 6 ICID 5 RID 0 To: <mary@yourdomain.com>
5
Mon Apr 17 19:59:52 2003 Info:
MID 6 ready 100 bytes from <sender@remotehost.com>
6
Mon Apr 17 19:59:59 2003 Info: ICID 5 close
7
Mon Mar 31 20:10:58 2003 Info:
New SMTP DCID 8 interface 192.168.42.42 address 10.5.3.25
8
Mon Mar 31 20:10:58 2003 Info:
Delivery start DCID 8 MID 6 to RID [0]
9
Mon Mar 31 20:10:58 2003 Info:
Message done DCID 8 MID 6 to RID [O0]
10
Mon Mar 31 20:11:03 2003 Info: DCID 8 close

R[22 N AR B B SO/ i H &G S0
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Table 6: SCAER 4 H S F 1R 2 51

75 1t AR

1 RALE RGO IFATEIEN ID (ICID) “5” o ZIERAEA P 1P 2210 B E], IEM
Hutkk 10.1.1.209 e B Bk .

2 % P & th MAIL FROM 4 f5, A RBAE5-BCHB A ID (MID) 6.

3 VU RS2 R AT Nk

4 PR, I AR ID (RID) “07 .«

5 3% MID 5, H5 L5 NG IFAfA .

6 PRI, BOBERWIT

7 WAL L AR S TG . RGEAHLAMIC T N 192.168.42.42 £ 10.5.3.25 [F4L4I44E ID
(DCID) “8” .

8 JF4R 5] RID “0” FIMBEEALI%

9 M MID 6 | RID “0” [R{&3% B3 .

10 HRILIEREWIIT .

XA B R B Rl
DL AR 5 4 H bl

BRI ENFOME X
FIEG PAWAT N B — S PEE AR R SE b o DA% fr iz s 14 .

Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com
(1.2.3.4) address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID
'<37gva9$5uvbhe@mail.example.com>"

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'
Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>
Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery
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Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4
Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [0]
Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0]
[ ("X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0
<37gva9s$5uvbhel@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [0]
Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

FRThRIER M (RERME)

HAPAMAE ) —BHHEEEA MR DG A RErh,  HARENLRN S XX AR, IXERTERHs
HSPAL E BT AT — D BSPE R DB S A A N, T ABAS I BRI L A N

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address
64.81.204.225

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID O - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

BIfREREERIRE

B HBPRE N MBAE R OGRS R RIN, WEPE ORI BB SRR R i 2 ke
W, HSPER s DA% o

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address
error ('466', ['Mailbox temporarily full.'])[]

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23
2003

Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113
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scanconfig A < RUER I R

B & MR

Mon Mar 31 20:01:28 2003 Info:

scanconfig iy & RIBR ISR .

Delivery start DCID 16 MID 4 to RID [O0]

Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [O0]

Mon Mar 31 20:01:33 2003 Info:

DCID 16 close

G B ICVEo0  Ry 2 AN RSR 3 I CIMBRBEAF IS ), AT AT scanconfig i &€ RGAT A . Wk
e 2045 Deliver. Bounce LA Drop.

T IOR IR/ scanconfig WA Deliver B SCASHRA: H & .

Tue Aug 3 1l6:

Tue

Tue

Tue

Tue

Aug 3 16:

Aug 3 16:

Aug 3 16:

Aug 3 16:

Tue Aug 3 1l6:

36:

36:

36:

36:

36:

36:
seen before first header

29

29

29

29

29

29

2004

2004

2004

2004

2004

2004

Tue Aug 3 16:36:29 2004

Tue Aug 3 16:36:29 2004

Tue Aug 3 16:36:29 2004

Tue Aug 3 16:36:29 2004

Info:

Info:

Info:

Info:

Info:

MID

MID

MID

MID

MID

256 ICID 44784 From: <test@virus.org>

256 ICID 44784 RID 0 To: <joelexample.com>
256 Message-ID '<137398.@virus.org>'

256 Subject 'Virus Scanner Test #22'

256 ready 1627 bytes from <test@virus.org>

Warning: MID 256, Message Scanning Problem: Continuation line

Info:

Info:

Info:

Info:

ICID 44784 close

MID

256 antivirus positive 'EICAR-AV-Test'

Message aborted MID 256 Dropped by antivirus

Message finished MID 256 done

?X%1§U@%E‘J% scanconfig &yﬂ dl‘Op E‘J)‘LZIKEBH:EFSO

Tue Aug 3 1l6:

Tue

Tue
Tue
Tue
Tue
Tue

Aug 3 16:

Aug
Aug
Aug
Aug
Aug

w w w w

3

16:
16:
16:
16:
16:

38:

38:

38
38
38
38
38

53

53

:53
:53
:53
:53
:53
seen before first header

2004

2004

2004
2004
2004
2004
2004

Info:

Info:

Info:
Info:
Info:
Info:

Start MID 257 ICID 44785

MID

MID
MID
MID
MID

257 ICID 44785 From: test@virus.org

257 ICID 44785 RID 0 To: <joelexample.com>
257 Message-ID '<392912.@virus.org>'

25781 Subject 'Virus Scanner Test #22'

257 ready 1627 bytes from <test@virus.org>

Warning: MID 257, Message Scanning Problem: Continuation line

Tue Aug 3 16:38:53 2004 Info:
Tue Aug 3 16:38:53 2004 Info:
Tue Aug 3 16:38:53 2004 Info:

Message aborted MID 25781 Dropped by filter 'drop zip c'
Message finished MID 257 done
ICID 44785 close

FEAGI, ZA 0 “CHBPFIESCEE” (R AL & CUHC BN SCRF A 2 AR IR0

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info:
SBRS 0.0

ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
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Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0 To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001cba32e$f24ff2e0sd6efd8alS$@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst’

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx'

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

TER, =AM EE B4R Unicode #5350, {EJCI% 7R Unicode 9280 [, IXSBHHAF LI
FIRI T 4T ENA% s

£ DANE 3235 T B BT R A5 1%

S 30305 B AN A PRI TR 2 o B2 1 9 AN DNS IR 2% 22185 5K 224> DNS MX it 5% DNS A it s il
TLSA it5%. W3S DANE & “9i#1” , TLSA iCsoB iR Ps ot NI x.509 SEF{E R TIAE . 4
B TLSA iR, R AR 2L A N

Tue Nov 13 12:13:33 2018 Debug: Trying DANE MANDATORY for example.org

Tue Nov 13 12:13:33 2018 Debug: SECURE MX record(mail.example.org) found for example.org
Tue Nov 13 12:13:33 2018 Debug: DNS query: Q('mail.example.org', 'CNAME')

Tue Nov 13 12:13:33 2018 Debug: DNS query: ON('mail.example.org', 'CNAME',

'recursive nameserver(O.parent')

Tue Nov 13 12:13:33 2018 Debug: DNS query: QIP ('mail.example.org',6 'CNAME','8.8.8.8',60)
Tue Nov 13 12:13:33 2018 Debug: DNS query: Q ('mail.example.org', 'CNAME', '8.8.8.8")
Tue Nov 13 12:13:34 2018 Debug: DNSSEC Response data([], , 0, 1799)

Tue Nov 13 12:13:34 2018 Debug: Received NODATA for domain mail.example.org type CNAME
Tue Nov 13 12:13:34 2018 Debug: No CNAME record (NoError) found for domain(mail.example.org)
Tue Nov 13 12:13:34 2018 Debug: SECURE A record (4.31.198.44) found for

MX (mail.example.org) in example.org

Tue Nov 13 12:13:34 2018 Info: New SMTP DCID 92 interface 10.10.1.191 address 4.31.198.44
port 25

Tue Nov 13 12:13:34 2018 Info: ICID 13 lost

Tue Nov 13 12:13:34 2018 Info: ICID 13 close

Tue Nov 13 12:13:34 2018 Debug: DNS query: Q(' 25. tcp.mail.example.org', 'TLSA')

Tue Nov 13 12:13:34 2018 Debug: DNS query: ON(' 25. tcp.mail.example.org', 'TLSA',
'recursive nameserver(O.parent')

Tue Nov 13 12:13:34 2018 Debug: DNS query: QIP

(' 25. tcp.mail.example.org', 'TLSA','8.8.8.8',60)

Tue Nov 13 12:13:34 2018 Debug: DNS query: Q (' 25. tcp.mail.example.org', 'TLSA', '8.8.8.8")
Tue Nov 13 12:13:35 2018 Debug: DNSSEC Response data(['0301010c72ac70b745ac19998811b13
1d662c9ac69dbdbe7cb23e5b514b56664c5d3d6'], secure, 0, 1799)

Tue Nov 13 12:13:35 2018 Debug: DNS encache (_25. tcp.mail.example.org, TLSA,
[(2550119024205761L, O,

'SECURE', '0301010c72ac70b745ac19998811b131d662c%ac69dbdbe7cb23e5b514b56664c5d3d6") 1)

Tue Nov 13 12:13:35 2018 Debug: SECURE TLSA Record found for MX(mail.example.org) in
example.org

Tue Nov 13 12:13:36 2018 Info: DCID 92 Certificate verification successful

Tue Nov 13 12:13:36 2018 Info: DCID 92 TLS success protocol TLSvl.2 cipher

Tue Nov 13 12:13:36 2018 Info: DCID 92 TLS success protocol TLSvl1l.2 cipher
ECDHE-RSA-AES256-GCM-SHA384 for example.org

Tue Nov 13 12:13:36 2018 Info: Delivery start DCID 92 MID 23 to RID [0]
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A 2138 AN A TR 9 5 o AL 199 5 Ak DNS IR S5 #4475 5Kk 224> DNS MX id 3%+ DNS A i s Hl
TLSA i3k . UREFE DANE N “a5nfhl” , TLSA Wl MR Ps o Ak 1K) x.509 3FBAE R TIRUF . 4
FAEPIOAE R, ARG AL . a0 A B 224 TLSA idt, MR FIHRAE,

Wed Nov 14 05:52:08 2018 Debug: DNS query: QN('serverl.example.net', 'CNAME',

'recursive nameserver(O.parent')

Wed Nov 14 05:52:08 2018 Debug: DNS query: QIP
('serverl.example.net', 'CNAME', '10.10.2.184"',60)

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q ('serverl.example.net', 'CNAME', '10.10.2.184")
Wed Nov 14 05:52:08 2018 Debug: DNSSEC Response data([], , 0, 284)

Wed Nov 14 05:52:08 2018 Debug: Received NODATA for domain serverl.example.net type CNAME
Wed Nov 14 05:52:08 2018 Debug: No CNAME record(NoError) found for domain (serverl.example.net)
Wed Nov 14 05:52:08 2018 Debug: Secure CNAME (serverl.example.net) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Debug: SECURE A record (10.10.1.198) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Info: New SMTP DCID 102 interface 10.10.1.191 address 10.10.1.198
port 25

Wed Nov 14 05:52:08 2018 Debug: Fetching TLSA records with CNAME (serverl.example.net) for

MX (someone.cs2.example.net) in example.net

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q(' 25. tcp.serverl.example.net', 'TLSA')

Wed Nov 14 05:52:08 2018 Debug: SECURE TLSA Record found for MX(serverl.example.net) in
example.net

Wed Nov 14 05:52:08 2018 Debug: DCID 102 All TLSA records failed for certificate not trusted

Wed Nov 14 05:52:08 2018 Debug: Fetching TLSA records with initial

name (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q(' 25. tcp.someone.cs2.example.net', 'TLSA'")

Wed Nov 14 05:52:08 2018 Debug: SECURE TLSA Record found for MX (someone.cs2.example.net)
in example.net

Wed Nov 14 05:52:08 2018 Info: DCID 102 Certificate verification successful

Wed Nov 14 05:52:08 2018 Info: DCID 102 TLS success protocol TLSv1l.2 cipher
DHE-RSA-AES128-SHA256

for example.net

Wed Nov 14 05:52:08 2018 Info: Delivery start DCID 102 MID 26 to RID [0]

Wed Nov 14 05:52:08 2018 Info: Message done DCID 102 MID 26 to RID [O0]

Wed Nov 14 05:52:08 2018 Info: MID 26 RID [0] Response 'ok: Message 31009 accepted’

Wed Nov 14 05:52:08 2018 Info: Message finished MID 26 done

Wed Nov 14 06:36:22 2018 Debug: Trying DANE MANDATORY for example.net

Wed Nov 14 06:36:22 2018 Debug: SECURE MX record(someone.cs2.example.net) found for
example.net

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q('someone.cs2.example.net', 'CNAME')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QN('someone.cs2.example.net', 'CNAME',
'recursive nameserver(O.parent')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QIP
('someone.cs2.example.net', '"CNAME', '10.10.2.184"',60)

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q ('someone.cs2.example.net', 'CNAME',
'10.10.2.184")

Wed Nov 14 06:36:22 2018 Debug: DNSSEC Response data(['mail.example2.net.'], secure, 0,
3525)

Wed Nov 14 06:36:22 2018 Debug: DNS encache (someone.cs2.example.net, CNAME,
[(2692348132363369L, O,

'SECURE', 'mail.example2.net')])

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q('mail.example2.net', 'CNAME')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QN('mail.example2.net', 'CNAME',

'recursive nameserver(O.parent')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QIP ('mail.example2.net','CNAME','10.10.2.184"',60)
Wed Nov 14 06:36:22 2018 Debug: DNS query: Q ('mail.example2.net', 'CNAME', '10.10.2.184")
Wed Nov 14 06:36:22 2018 Debug: DNSSEC Response data([], , 0, 225)
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Wed Nov 14 06:36:22 2018 Debug: Received NODATA for domain mail.example2.net type CNAME
Wed Nov 14 06:36:22 2018 Debug: No CNAME record(NoError) found for domain(mail.example2.net)
Wed Nov 14 06:36:22 2018 Debug: Secure CNAME (mail.example2.net) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 06:36:22 2018 Debug: INSECURE A record (10.10.1.197) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 06:36:22 2018 Debug: Fetching TLSA records with initial

name (someone.cs2.example.net) in example.net

Wed Nov 14 06:36:22 2018 Info: New SMTP DCID 104 interface 10.10.1.191 address 10.10.1.197
port 25

Wed Nov 14 06:36:36 2018 Debug: DNS query: Q('_ 25. tcp.someone.cs2.example.net', 'TLSA')
Wed Nov 14 06:36:36 2018 Debug: SECURE TLSA Record found for MX (someone.cs2.example.net)
in example.net

Wed Nov 14 06:36:36 2018 Debug: DCID 104 All TLSA records failed for certificate not trusted
Wed Nov 14 06:36:36 2018 Info: MID 27 DCID 104 DANE failed for the domain example.net:
DANE Certificate verification failed

Wed Nov 14 06:36:36 2018 Info: Failed for all MX hosts in example.net

BRF 1532 A TLSA 18R L3 m kK

M4 213 AN AT 9 5 o AL 19 5 Ak DNS IR S #4475 5k 224> DNS MX id 3%+ DNS A i % Hl
TLSA i3k . MNREFE DANE N “a5nfhl” , TLSA Wl MR Ps o Ak 1K) x.509 3F BAE A TIRUF . 4N
FARBITCRM TLSA 3¢, FHJE W 2 ARG, 75 2 Al fsF o

Tue Aug 7 05:15:18 2018 Debug: Trying DANE MANDATORY for example-dane.net

Tue Aug 7 05:15:18 2018 Debug: SECURE MX record (someone.example-dane.net) found for
test-tlsabogus.net

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q ('someone.example-dane.net', 'CNAME')
Tue Aug 7 05:15:18 2018 Debug: DNS query: QN ('someone.example-dane.net', 'CNAME',
'recursive nameserver(O.parent')

Tue Aug 7 05:15:18 2018 Debug: DNS query: QIP
('someone.example-dane.net', '"CNAME', '10.10.2.183"', 60)

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q ('someone.example-dane.net', 'CNAME',
'10.10.2.183")

Tue Aug 7 05:15:18 2018 Debug: DNSSEC Response data ([], , 0, 300)

Tue Aug 7 05:15:18 2018 Debug: SECURE A record (10.10.1.198) found for MX
(someone.example-dane.net)

in example-dane.net

Tue Aug 7 05:15:18 2018 Info: ICID 32 close

Tue Aug 7 05:15:18 2018 Info: New SMTP DCID 61 interface 10.10.1.194 address 10.10.1.198

port 25
Tue Aug 7 05:15:18 2018 Debug: DNS query: Q (' 25. tcp.someone.example-dane.net', 'TLSA'")
Tue Aug 7 05:15:18 2018 Debug: DNS query: QN (' 25. tcp.someone.example-dane.net', 'TLSA',

'recursive nameserver(O.parent')
Tue Aug 7 05:15:18 2018 Debug: DNS query: QIP

(' _25. tcp.someone.example-dane.net', 'TLSA','10.10.2.183"', 60)
Tue Aug 7 05:15:18 2018 Debug: DNS query: Q (' 25. tcp.someone.example-dane.net', 'TLSA',
'10.10.2.183")
Tue Aug 7 05:15:18 2018 Debug: DNSSEC Response data
(['03010160b3f16867357cdfef37bbbacd687af54f
225e3bfa945e1d37b£fd37bd4eb6020'], bogus, 0, 60)
Tue Aug 7 05:15:18 2018 Debug: DNS encache ( 25. tcp.someone.example-dane.net, TLSA,
[(11065394975822091L,

0, '"BOGUS', '03010160b3f16867357cdfef37bb6acd687af54£225e3bfa945e1d37bfd37bd4eb6020") 1)
Tue Aug 7 05:15:18 2018 Debug: BOGUS TLSA Record is found for MX (someone.example-dane.net)

in example-dane.net

Tue Aug 7 05:15:18 2018 Debug: Trying next MX record in example-dane.net
Tue Aug 7 05:15:18 2018 Info: MID 44 DCID 61 DANE failed: TLSA record BOGUS
Tue Aug 7 05:15:18 2018 Debug: Failed for all MX hosts in example-dane.net
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A 2138 AN A TR 9 5 o AL 199 5 Ak DNS IR S5 #4475 5Kk 224> DNS MX id 3%+ DNS A i s Hl
TLSA 3. WAL DANE A “fAHL” , M) TLSA ic B R HE IR A1) x.509 iF PR 34T 56
o AR FRA B NIk TLSA id 3¢, WIEHIfAAL TLS Sk In# SMTP £ ifi .

Wed Sep 12 06:51:32 2018 Debug: Trying DANE OPPORTUNISTIC for example-dane.com

Wed Sep 12 06:51:32 2018 Debug: SECURE MX record (mx.example-dane.com) found for
digitalhellion.com

Wed Sep 12 06:51:32 2018 Debug: DNS query: Q ('mx.example-dane.com', 'CNAME')

Wed Sep 12 06:51:32 2018 Debug: DNS query: QN ('mx.example-dane.com', 'CNAME',

'recursive nameserver(O.parent')

Wed Sep 12 06:51:32 2018 Debug: DNS query: QIP ('mx.example-dane.com', 'CNAME','8.8.8.8',60)
Wed Sep 12 06:51:32 2018 Debug: DNS query: Q ('mx.example-dane.com', 'CNAME', '8.8.8.8")
Wed Sep 12 06:51:32 2018 Debug: DNSSEC Response data ([], , 0, 1799)

Wed Sep 12 06:51:32 2018 Debug: Received NODATA for domain mx.example-dane.com type CNAME
Wed Sep 12 06:51:32 2018 Debug: No CNAME record (NoError) found for domain
(mx.example-dane.com)

Wed Sep 12 06:51:32 2018 Debug: SECURE A record (162.213.199.115) found for MX
(mx.example-dane.com)

in example-dane.com

Wed Sep 12 06:51:32 2018 Info: ICID 1 lost

Wed Sep 12 06:51:32 2018 Info: ICID 1 close

Wed Sep 12 06:51:33 2018 Info: New SMTP DCID 2 interface 10.10.1.173 address 162.213.199.115

port 25
Wed Sep 12 06:51:33 2018 Debug: DNS query: Q (' 25. tcp.mx.example-dane.com', 'TLSA'")
Wed Sep 12 06:51:33 2018 Debug: DNS query: ON (' 25. tcp.mx.example-dane.com', 'TLSA',

'recursive nameserver(O.parent')
Wed Sep 12 06:51:33 2018 Debug: DNS query: QIP
(' 25. tcp.mx.example-dane.com', 'TLSA','8.8.8.8', 60)

Wed Sep 12 06:51:33 2018 Debug: DNS query: Q (' 25. tcp.mx.example-dane.com', 'TLSA',
'8.8.8.8")

Wed Sep 12 06:51:34 2018 Debug: DNSSEC Response data ([], , 3, 1798)

Wed Sep 12 06:51:34 2018 Debug: Received NXDomain for domain 25. tcp.mx.example-dane.com'
type TLSA

Wed Sep 12 06:51:34 2018 Debug: No TLSA record (NXDomain) found for MX (mx.example-dane.com)
Wed Sep 12 06:51:34 2018 Debug: Falling back to conventional TLS for MX (mx.example-dane.com)

in example-dane.com

Wed Sep 12 06:51:34 2018 Info: MID 1 DCID 2 DANE failed for the domain example-dane.com:
No TLSA Record

Wed Sep 12 06:51:34 2018 Info: DCID 2 TLS success protocol TLSv1.2 cipher

ECDHE-RSA-AES256-GCM-SHA384
Wed Sep 12 06:51:35 2018 Info: Delivery start DCID 2 MID 1 to RID [O0]

ARIE A1 N RO SR IR E 3¢/t X W 2 BB
FEARTRMIA, A SR AR S R A L5 3 B P M o

Thu Apr 6 06:50:18 2017 Info: ICID 73 ACCEPT SG ALLOWED LIST match country[us] SBRS -10.0
country United States

PS4 Bf 4 R B9 B X URL #0833 URL 334 BRI
FEATRMI, LS SRR H o ) URL 208 URL S8R

Wed Nov 8 13:35:48 2017 Info: MID $mid not completely scanned for URL Filtering. Error:
Serror
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Wed Nov 8 13:37:42 2017 Info: MID 976 not completely scanned for URL Filtering.
Error: The number of URLs in the message body exceeded the URL scan limit.

R RS E URL EE [0 2 BRMCIEAR 55 2%

ARG T, HE&E SR APRUEEAR 0 -3 hsid B i 4a 5 URL, I 50E ) IR R Ak
554 o

Tue Nov 7 10:42:41 2017 Info: MID 9 having URL: http://ow.ly/Sb6030£JvVn has been expanded
to http://bit.ly/2frAllx

Tue Nov 7 10:42:42 2017 Info: MID 9 having URL: http://bit.ly/2frAllx has been expanded to
http://thebest0l.wayisbetter.cn/?cMFN

Tue Nov 7 10:42:42 2017 Info: MID 9 URL http://thebest0l.wayisbetter.cn/?cMFN has reputation
-3.854 matched Action: URL redirected to Cisco Security proxy

Tue Nov 7 10:42:42 2017 Info: MID 9 rewritten to MID 10 by

url-reputation-proxy-redirect-action filter 'aa'

FoIRFERR T R 4R 75 R URL
FEATRBI, S BRI PR 94 URL JERkd™ REBISERRAY URL

Mon Oct 30 10:58:59 2017 Info: MID 36 having URL: http://ow.ly/POKw30£fVst3 has been expanded
to http://bit.ly/2ymYWPR

Mon Oct 30 10:59:00 2017 Info: MID 36 having URL: http://bit.ly/2ymYWPR has been expanded
to http://ow.ly/cTS730£VssH

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://ow.ly/cTS730fVssH has been expanded
to http://bit.ly/2xK8PD9

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://bit.ly/2xK8PD9 has been expanded
to http://ow.ly/1W0Oi30£fVssl

Mon Oct 30 10:59:02 2017 Info: MID 36 having URL: http://ow.ly/1W0i30fVssl has been expanded
to http://bit.ly/2ggHv9e

Mon Oct 30 10:59:03 2017 Info: MID 36 having URL: http://bit.ly/2ggHv9e has been expanded
to http://ow.ly/4£S030£Vsgx

Mon Oct 30 10:59:04 2017 Info: MID 36 having URL: http://ow.ly/4£S030fVsgx has been expanded
to http://bit.ly/2hKEFcW

Mon Oct 30 10:59:05 2017 Info: MID 36 having URL: http://bit.ly/2hKEFcW has been expanded
to http://ow.ly/NyH830£fVsqg6b

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://ow.ly/NyH830fVsg6 has been expanded
to http://bit.ly/2ysnsNi

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://bit.ly/2ysnsNi has been expanded
to http://ow.ly/JhUN30£fVsnL

Mon Oct 30 10:59:07 2017 Info: MID 36 having URL: http://ow.ly/JhUN30fVsnL has been expanded
to http://bit.ly/2hKQmAe

Mon Oct 30 10:59:07 2017 Info: MID 36 URL http://bit.ly/2hKQmAe is marked malicious due to

URL depth exceeded

Mon Oct 30 11:04:48 2017 Warning: MID 40 Failed to expand URL http://maill.example.com/abcd
Reason: Error while trying to retrieve expanded URL

Mon Oct 30 11:04:48 2017 Info: MID 40 not completely scanned for URL Filtering. Error:

Message has a shortened URL that could not be expanded

R {4 Bft 44 & URL B H S 5 B
FEATRBI, FE R T (590 0 9.5 (RIS PEI 4 1) URL,

Mon Nov 6 06:50:18 2017 Info: MID 935 Attachment file 1.txt URL http://jrsjvysqg.net has
reputation -9.5 matched
Condition: URL Reputation Rule
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Tue Oct 24 08:28:58 2017 Info:
Tue Oct 24 08:28:58 2017 Info:
Tue Oct 24 08:28:58 2017 Info:
Tue Oct 24 08:28:58 2017 Info:
Tue Oct 24 08:28:58 2017 Info:
Tue Oct 24 08:28:58 2017 Info:
Tue Oct 24 08:28:58 2017 Info:
DEFAULT in the inbound table

Tue Oct 24 08:28:59 2017 Info:
Tue Oct 24 08:28:59 2017 Info:

Start MID 811 ICID 10

MID 811 ICID 10 From: <sender@example.com>

MID 811 ICID 10 RID O To: <recipient@example.com>

MID 811 Message-ID '<example@cisco.com>'

MID 811 Subject 'Test mail'

MID 811 ready 5242827 bytes from <user2@sender.com>

MID 811 matched all recipients for per-recipient policy

MID 811 attachment 'gzip.tar.gz'

MID 811 was marked as unscannable due to extraction failures.

Reason: Error in extraction process - Decoding Errors.

Tue Oct 24 08:28:59 2017 Info:

ICID 10 close

Tue Oct 24 08:28:59 2017 Info: MID 811 quarantined to "Policy" (Unscannable: due to Extraction

Failure)
Tue Oct 24 08:28:59 2017 Info:

F T RFC i A AR 18 4 A~ AT 43 4 Y R 44

Message finished MID 811 done

FEAIRGI, HE RS T H T REC RN AL A BT i i e -

Tue Oct 24 08:23:26 2017 Info:
Tue Oct 24 08:23:26 2017 Info:
Tue Oct 24 08:23:26 2017 Info:

Tue Oct 24 08:23:26 2017 Info:
Tue Oct 24 08:23:26 2017 Info:
Tue Oct 24 08:23:26 2017 Info:
DEFAULT in the inbound table

Tue Oct 24 08:23:26 2017 Info:
Reason: A Unix-From header was
Tue Oct 24 08:23:26 2017 Info:
Tue Oct 24 08:23:26 2017 Info:

SRR ESHMER HERE

Start MID 807 ICID 6

MID 807 ICID 6 From: <sender@example.com>

MID 807 ICID 6 RID O To: <recipient@example.com>

MID 807 Subject ‘Test Mail'

MID 807 ready 427 bytes from <sender@example.com>

MID 807 matched all recipients for per-recipient policy

MID 807 was marked as unscannable due to an RFC violation.
found in the middle of a header block.

MID 807 queued for delivery

ICID 6 close

FELLTRE T QA F AT, WES/E e R EAE (altrept-to S UERS . BB rept EBH . bee() #E
fE Bimei B S o W H &R, Eolaef il ads R, WinsE 2 MID BLX DCID. 4 H nlfg

R

Tue Jun 1 20:02:16 2004 Info:

e

Tue Jan 6 15:03:18 2004 Info:

Fri May 14 20:44:43 2004 Info:
'testfilt'

HE—s, “EE” FHARR

& IEE| 01 IR AR IR S X AR

MID 14 generated based on MID 13 by bcc filter 'nonetest'

MID 2 rewritten to 3 by antispam

MID 6 rewritten to 7 by alt-rcpt-to-filter filter

VIR 2 AN 3 MID (1 H EAT IS T

FEFH PR SR AL BB B DI, S AE F S 2 BREREE B 2 XA 3, ] RCID (RPC 3£4% ID) 45

R RPC &8z, fELLFIRAFH &,

HﬂIWF%)%ﬂEjJHiZLHJMEF AL BB 3 Il B X

A&icE I
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B srssmimime B R

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfiO.com>
Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID O To:
<stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make
it a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local
IronPort Spam Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done

SRR AR IR R B SR

SDR &=

B F 5 2 7 K A e R ) 0B L SR BB PET BRI . K M B T
“TRE" B TR 2.

Thu Jun 7 20:48:10 2018 Info: MID 91 Threat feeds source 'Sl' detected malicious URL:
'http://digimobil.mobi/"' in attachment (s): malurl.txt. Action: Attachment stripped

i1iE B &5 HeyR G
SDR LR B RATRIMELE H AR . KZHAE BALT 1587 8“2,
o R NI 2 R
o e NIRRT A iR

ZHABEESHEIERK

FEARBIH, HE SR T TAEERS] SDR S5 I H BLS 3 51k R WM AR S SDR 3 s R IS o

Mon Jul 2 08:57:18 2018 Info: New SMTP ICID 3 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 08:57:18 2018 Info: ICID 3 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 08:57:18 2018 Info: Start MID 3 ICID 3

Mon Jul 2 08:57:18 2018 Info: MID 3 ICID 3 From: <senderl@example.com>

Mon Jul 2 08:57:18 2018 Info: MID 3 ICID 3 RID O To: <recipientl@example.com>

Mon Jul 2 08:57:18 2018 Info: MID 3 Message-ID '<000001cba32e$f24ff2e0$dbefd8alS$@com>"' Mon
Jul 2 08:57:18 2018 Info: MID 3 Subject 'Message 001'

| EESEES


b_ESA_Admin_Guide_ces_15-0_chapter13.pdf#nameddest=unique_576
b_ESA_Admin_Guide_ces_15-0_chapter13.pdf#nameddest=unique_577

| B&ies

REANBIEE

ZHANEIE

RENGIEER

s AgEzinkes ]

Mon Jul 2 08:57:19 2018 Info: MID 3 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Authentication failure.

RRARE
7{: CLI EP@EH% sdradvancedconfig 1:I|J @ﬂﬁhﬂiﬁﬁiﬂi j%é” SDR E[ﬁ%ﬂj‘ﬁfﬁﬁﬁ’]%ﬁ

£ IF K B AT

FEAZRGI, HSER T H T SDR R S5 3045 I H B SR8 N4 12 17 A AR YE SDR I JE ATHIEFT

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com>

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID 0 To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001cba32e$f24ff2e0$d6efd8alS$@com>"

Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Message 001'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Request timed out.

FRRA =
4 SDR VRN, MRS il AN T4, JF HLRC B R B ERE BT Tl

ETHMEMN

FEAREIH, HAE SR T TR R S ERCE 124 SDR AR 55 AL ARARYE SDR 2L JE KB F o

Mon Jul 2 09:04:08 2018 Info: ICID 7 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:04:08 2018 Info: Start MID 7 ICID 7

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 From: <senderl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 RID 0 To: <recipientl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 Message-ID '<000001lcba32e$f24ff2e0$d6efd8alS$@com>"' Mon
Jul 2 09:04:08 2018 Info: MID 7 Subject 'Message 001"

Mon Jul 2 09:04:08 2018 Info: MID 7 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Invalid host configured.

RRFTR
{F CLI ¥ ] sdradvancedcontig fir-4He B MEH P S ZEF2 21) SDR R4S B T i (1 2 5

MIEIR

ARG, HE SR Tl PR R AR YE SDR 2L E et

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID O To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001lcba32e$f24ff2e0$d6efd8alS$S@com>"

Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Test mail'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Unknown error.
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BRSENEHEHF RS I

RRAE
KRR, B RIC AN AT, I LGB R 2 N s

BRIESRMEZH &P RS 2T H

FEAB T, HE SR T Rk R g 2% B 0 54 2 IR 55K 230

Wed May 6 11:47:45 2020 Critical: The Cisco Advanced
Phishing Protection Cloud Service has expired and is disabled. Contact
your Cisco Account Manager to renew the service and enable it.

FRRTISE: W EIR AR RN P AT RS ER IR o

BRIS R M AR RS T H HHAREE

FEAB,  HE SR T Rk G 2 40 10 5747 2 IR A5 AR 2 H 23]

Fri May 8 04:50:26 2020 Info: Cisco Advanced

Phishing Protection Cloud Service expires on

2020-05-10 07:00:00. You need to contact your Cisco Account
Manager to renew the service

RS SRR NARNE 2 U EAT RS -

7t API 377 (2] UID #0 API i3 (8] % £A

FEATRBI T, H & B R IR TG4 v SRRk 2 X 25 Bt B 97 = IR &5 I B H 3, U35 APL
i UID F1 API i ] 254H .,

Wed May 6 17:52:52 2020 Critical: Failed to poll

for the Cisco Advanced Phishing Protection Cloud Service
expiry date. You need to add the API Access UID and API Access
secret key.

HURAE. BFEEYM APL A UID F1 APIL i i) 2547 ,

API if5ja] UID =% API if5 8] 24 FTo 38

(EFEEREFES

FEATRBI R, H & B R IR TGV v SRR 2 X 45 B B 97~ IR &5 T B H 3, 2 APT U )
UID I API U [0l ZE T35

Wed May 6 17:52:52 2020 Critical: Failed to poll

for the Cisco Advanced Phishing Protection Cloud Service
expiry date because the API Access Key is invalid. You need
to re-configure the API Access UID and secret key

PR W EEICE APL V)R UID M.

ILA

3 H AL SRAT K AsyncOS HEPFE AR EAEH . HAHE D “RE” HE, XEWEIT
HIRAE BB AL RAE R HAH B, I BTS2 B4 HARH B BT Tl 24 Hi %38 2R i)
HRAEE

.EIlE%
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3% H AL SRAT RAF A NI BB B PR . IR B DR | A E, JFH
AR ARHR B SRR P AT R, IO ASRREAT B i Bt TR AV 5

https://supportforums.cisco.com/document/33721/cisco-ironport-systems-contributed-tools

3% H s BL 2 s s s i ftedan, DASR R BEIACR . R R s ARik H D % 145 & -

Table 7: f&1% HE R IHER

FHitER Description

iR A L CHRAE AR 3%) BRI iS4 il 8 )

Del_time i IH]

Inj_time Injection time. del_time - inj_time = WO A A 7E BAZ1 5= 87 1R I (1]
T ERSONAN

el HEID

Ip WA NN TP F BRI AR A AL H TP bk
RAFN fHEEMN, BN MAIL FROM

Source_ip PEENL P A NIRRT THLH) 1P Mkl

R4 Sk FBCE N ALK SMTP i )3 AR

% K EBCE N EHLIK SMTP i 3237 5

Rept Rid W N ID. WA ID L <0> JF 3k, A 2 M AR & 2k A ID
LN (EELICUIN

SRR RIA AR UKL
UIRAERRZS IR, %36 H &b £ o BL R s B

Table 8: {5 % HEREER

ZitER

Description

JiL Al (Reason)

fEEFER, SMTP W[ REC 1893 S5 Hls {1k A4S 1 i fe

e K ECE N EALK) SMTP i WA RS
= >k B AN FEHL SMTP i Y i &

ek EH&GEL GF

Z P H LK M1 2k, on page 71D, AL3X M5 B 02 s fE kM5 B -

A&icE I


https://supportforums.cisco.com/document/33721/cisco-ironport-systems-contributed-tools

A%ies
B szezxza50

Table 9: %X HEIEXER

FitER Description

Customer_data FRICHTIC AR SR TR 20 () XML FR4%
(EBEA (EBIE

fE SRS EPNINAES

815 H5 % B R
FOCRGIRAR MR %R H S 4 H

R Th R R 45 1%
Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110
Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]
Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]
Mon Mar 31 20:11:03 2003 Info: DCID 5 close
RIXRTSIRE

<bounce del time="Sun Jan 05 08:28:33.073 2003" inj time="Mon Jan 05 08:28:32.929 2003"
bytes="4074" mid="94157762" ip="0.0.0.0" from="campaignl@yourdomain.com"
source ip="192.168.102.1 "reason="5.1.0 - Unknown address error" code="550"

error="["Requested action not taken: mailbox unavailable"]">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

</bounce>

P =N 33

B2 EEEXNEERESLR
<success del time="Tue Jan 28 15:56:13.123 2003" inj time="Tue Jan 28 15:55:17.696 2003"
bytes="139" mid="202" ip="10.1.1.13" from="campaignl@yourdomain.com"
source ip="192.168.102.1" code="250" reply="sent">
<rcpt rid="0" to="user@sampledomain.com" attempts="1" />
<customer data>
<header name="xname" value="sh"/>

</customer data>

</success>

| EESEES
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IR ] H SR AT RAEANR A NPT 5 S N R AR ] H ek 145 B -

Table 10: ;R E H EHiHER

ereaes [

FHitER Description

I T 38 B[R] A A B I 1)

H H 2 LR [B] 2500 W 40 4 )

SEAEIEASIY IRATEREER (i, AR A s GR [P

MID/RID i 1D e fE A 1D

KN (CE2V 20N

LN GESLLCEIN

Js A flei it FErfr, SMTP Wi M) RFC 1893 1y s Ml fF-tR A AL A ke
(YIES Sk B A F ALK SMTP 1 A RS A B

UEAh, i dE e EHC R IR DS C W E BEEk GES I HSIL kB 3k, on page 71) , 1B

[l S5 T2 e s IR A S A JRL

Table 11:;R 2 HEEKER

&k BEXBMRIMAR
HE JITic s R M F 13

IR[E B &5 BRI

HREM A GREIZEE = EIR)

Thu Dec 26 18:37:00 2003 Info: Delayed: 44451135:0
From:<campaignl@yourdomain.com> To:<user@sampledomain.com>

Reason: "4.1.0 - Unknown address error" Response: " ('451"',
['<user@sampledomain.com> Automated block triggered by suspicious
activity from your IP address (10.1.1.1). Have your system administrator
send e-mail to postmaster@sampledomain.com if you believe this block is
in error'])"

BREWHA GREIZEE =RED

Thu Dec 26 18:36:59 2003 Info: Bounced: 45346670:0 From:<campaignl@yourdomain.com>

To:<user2@sampledomain.com>

A7 IEER".
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Reason: "5.1.0 - Unknown address error" Response: " ('550', ['There is no such active
account.'])"

B EHHEXFHEEXRE AR
Wed Jan 29 00:06:30 2003 Info: Bounced: 203:0 From:<campaignl@yourdomain.com>

To:<user@sampledomain.com>

Reason:"5.1.2 - Bad destination host" Response: " ('000', [])" Headers: ['xname:
userID2333']' Message: Message-Id:

<lu5jak$eb@yourdomain.com>\015\012xname: userID2333\015\012subject:
Greetings.\015\012\015\012Hi Tom:"'

\}

Note S AF7F 5 \015\012 FR$4T (il CRLF)

YL =+
n AR
FEARIRT
REHEILF CLIREWMES PRI RS S iHE &, 45 status. status detail PL K dnsstatus 74> . ic.=K

WIBRAE I logeonfig HHK) setup F i B . AR H G P IR THEES A0 sk 10 T4 O B T
e TR TR =

TRERZSEE
F RS H bR SRR I R G645

Table 12: IK75 BEFKITER

ZHiHEa Description

CPULd CPU Utilization

DskIO Rl 1O I 2%

RAMUil WA I %

QKUsd CHIBAZI 75 4 (KB)

QKFre A HIBAZI %5 5 (KB)

CrtMID HiE¢FID(MID)

CrtICID TENEFRE ID (ICID)
CRTDCID f£1%3% 4% 1D (DCID)

InjBytes CVEARR B AN A

| EESEES
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FiItER Description

InjMsg TN EC
InjRep EVNLICIIN &
GenBncRep PR R [ N B
RejRep FEL R N B
DrpMsg ZFF SR
SftBncEvnt BRIR R A
CmpRep RELS LI &
HrdBncRep [CESENEI PN &
DnsHrdBnc DN fiff i 1]
5XXHrdBnc 5XX fifiiE n]
FltrHrdBnc SESSURTAINIT BN
ExpHrdBnc o S5 ) A AR [
OtrHrdBnc FoAt AR 7]

DIvRcp FRIL R N B
DelRep EHIEEEVCEIN
GlbUnsbHt 42 R BB T ] i 4
ActvRep IEFEAL BRI A
UnatmptRep LRIE IR N
AtmptRep RELE=2rW 8-S ] (CCIN
CrtCncln PN
CrtCncOut 2 I L ol R
DnsReq DNS ik

NetReq W 265 17 Sk A

CchHit et h 8L

CchMis GeAr T RH

CchEct AL

A&icE I
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BEiRE |

FitiER Description

CchExp G A7 13

CPUTTm I TF) CPU A HT g I i)

CPUETm N A 8)) J5 225 1R ]

MaxIO MEAERERR ) A0 B R REAE 1/O $4E4

RamUsd SIIINAE HFERTD

Swin YN

SwOut e 1A A7

SwPgln TN AE

SwPgOut TUH A A

MMLen RGBS AL

DstInMem WA H o S

ResCon P tarpit . BT REGEEE, A NMSHEZ L IR HUER

WorkQ Iy A A B e (g 24 S 1

QuarMsgs %%\ﬁ%ﬁ%ﬁ%%&*mwﬁﬁi(ﬁ%ﬁ%ﬁ%%&%%#ﬂﬁﬁ*
70

QuarQKUsd SR« o EE IR R R 2 DX IS A 1 T 4

LogUsd H &5 X A v 40 L

SophLd Sophos W75 #5414 1) CPU f HI 5 43 Lb

McafLd McAfee B 25414 1) CPU AEH] Fi 73 Lt

CASELd CASE £ty CPU 1 7 43 Lt

TotalLd CPU HAER

LogAvail B RREFS il ek RPN

EuQ 37 IS 29 DX el S £ A1 -

EugRls 7 S ISP R 8 X BT A e S ik -

RptLD it Firh i CPU fdk

QtnLd fe Bk FE b ) CPU 412,

| EESEES
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FItER Description

EncrQ I BB (1 s 1

REBHERH

Fri Feb 28 12:11:48 2020 Info: Status: CPULd 45 DskIO 22 RAMUtil 22 QKUsd 6676975

QOKFre 1711633 CrtMID 6130195 CrtICID 722770 CrtDCID 54 InjMsg 4572789 InjRcp

4575323 GenBncRcp 255536 RejRcp 20388 DrpMsg 469642 SftBncEvnt 0 CmpRcp 3650806 HrdBncRcp
255536

DnsHrdBnc 23 5XXHrdBnc 28 FltrHrdBnc 255485 ExpHrdBnc O

OtrHrdBnc 0 DlvRcp 3394965 DelRcp 305 GlbUnsbHt 0 ActvRcp 65 UnatmptRcp 65 AtmptRcp 0

CrtCncIn 9

CrtCncOut O DnsReq 7756744 NetReq 7769130 CchHit 8373490 CchMis

1989637 CchEct 1625236 CchExp 1569329 CPUTTm 37 CPUETm 62 MaxIO 465600 RAMUsd 1473355956

MMLen 54782

DstInMem 11 ResCon 0 WorkQ 54710 QuarMsgs 375

QuarQKUsd 145096 LogUsd 26 SophLd 15 BMLd 0 CASELd 0 TotalLd 100 LogAvail 116G EuQ 64 EugRls
0 CmrkLd O

McaflLd 9 SwIn 122 SwOut 5295 SwPgIn 368 SwPg Out 63639

SwapUsage 4% RptLd 0 QtnLd 19 EncrQ O InjBytes 516664777890

1§FH ﬂilﬂ ft H TN

ﬂilﬂ 1 H 0 SRR 5G4 52 Wt N EHLZIR] 1K) SMTP 233 31 1] 1) 2 P s MR 55 # i A5 . e H 35
SR 32 RIS R A N WAL i

Table 13: 358t A ERIHER

FItER Description

o ) 3K AR [ A A AR IR I TR

H &5 IR R H 25 1) W40 28 9]

LN EESW-ZLIN

G N EESLICE N

J Al f% ik FErp, SMTP i B[y RFC 1893 18 s f-IR 254 RO AR
2V VIES Sk ECE AN ML) SMTP i A A5 A L

s B SR
Sat Dec 21 02:37:22 2003 Info: 102503993 Sent: 'MAIL FROM:<daily@dailyf-y-i.net>'
Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'
Sat Dec 21 02:37:23 2003 Info: 102503993 Sent: 'RCPT TO:<LLLSMILE@aol.com>'
Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'

Sat Dec 21 02:37:23 2003 Info: 102503993 Sent: 'DATA'

| A&icE I
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Sat Dec 21 02:37:24 2003 Info:
LINE BY ITSELF'

Sat Dec 21 02:37:24 2003 Info:

1§Hq 4AJHVtELu

FEAN G H &S B R 50 5 L B R SUNHR 3 L 18] (1) SMTP
R 5C-55 ACELIER X A A 122 14 % ) i M) (R34S T AR e i

102503993 Rcvd:

102503993 Rcvd:

EESE

'354 START MAIL INPUT, END WITH "." ON A

'250 OK'

Sile FEAN B H EXS THERR I
BILRAEPD R G A )

FT AT, RIS “RIE bR ERENE “HCRIE” ERE L.

D7¥Eiibuk

€ TP Mk, TP Y[l LA B THLAL, RIIZLLRM BN H SR TP

Bl T A &2 1P Huhik. i H, 28— T BHLACK Bl % . RGO RSN TP Mkt
3T S n) DNS #53k, ¥ IP Ml T4 . 7E DNS FF 3 AN, PTR 8561 1P Hhk ASAEAEIL

LHIDE]EAP

BEAh, IR E Sl TR A

CENIR” SRS ATHOE TRPIMNE .

Table 14: £ N8t B 4EiHE R

FitER Description

I ) 3% Hodh ) A i 1)

ICID TENZERE ID S ) 5 oAt H G 1T F o ) — S R DI 1y e — A AT

FRILBAR B | AR CREHEFR” AT R QAR B N SERR . bR “HROkIE”
(AT 2 N3 T LM 10 SE B 7 4+

IP Hhtik JITZERE AL 1P Mk

ENER BRI

Wed Apr 2 14:30:04 2003 Info: 6216 Sent
ESMTP\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd
mail.remotehost.com\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Sent

postman.example.com\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd
FROM:<sender@remotehost.com>\015\012"
Wed Apr 2 14:30:04 2003 Info: 6216 Sent
<sender@remotehost.com> ok\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd
TO:<recipient@example.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent
<recipient@example.com> ok\015\012"'

Wed Apr 2 14:30:04 Info: 6216 Rcvd from

6216 Sent
6216 Rcvd

Wed Apr 2 14:30:04 2003 Info:
Wed Apr 2 14:30:04 2003 Info:

II ARidR

to '172.16.0.22': '220 postman.example.com

from '172.16.0.22"': 'HELO

to '172.16.0.22': '250

from '172.16.0.22"': 'MAIL

to '172.16.0.22': '250 sender
from '172.16.0.22"': 'RCPT

to '172.16.0.22': '250 recipient

'172.16.0.22": 'DATA\015\012"'

to '172.16.0.22': '354 go ahead\015\012"'
from '172.16.0.22': 'To:




| B&ies
ERRGHE

recipient@example.com\015\012Date: Apr 02 2003 10:09:44\015\012Subject: Test
Subject\015\012From: Sender <sender@remotehost.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'This is the content of the
message'

Wed Apr 2 14:30:04 Info: 6216 Sent to '172.16.0.22': '250 ok\015\012"'

Wed Apr 2 14:30:04 Info: 6216 Rcvd from '172.16.0.22': 'QUIT\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '221
postman.example.com\015\012"

ERERFEHE

Table 15: 4% HEZHER

FitHER Description
I ) K Hellm B AL IS 1)
ERSY SR A AT

tr

RGHES

G

FEAIRGIN, RGEHERR T 850 H, O MARAZ i ML AR N RERE .

Wed Sep 8 18:02:45 2004 Info: Version: 4.0.0-206 SN: XXXXXXXXXXXX-XXX

Wed Sep 8 18:02:45 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:02:45 2004 Info: System is coming up

Wed Sep 8 18:02:49 2004 Info: bootstrapping DNS cache

Wed Sep 8 18:02:49 2004 Info: DNS cache bootstrapped

Wed Sep 8 18:13:30 2004 Info: PID 608: User admin commit changes: SSW:Password

Wed Sep 8 18:17:23 2004 Info: PID 608: User admin commit changes: Completed Web::SSW
Thu Sep 9 08:49:27 2004 Info: Time offset from UTC: -25200 seconds

Thu Sep 9 08:49:27 2004 Info: PID 1237: User admin commit changes: Added a second CLI
log for examples

Thu Sep 9 08:51:53 2004 Info: PID 1237: User admin commit changes: Removed example CLI
log.

| A&icE I
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Table 16: CLI 1% B 54 iHE R

FitER Description

I TP B () A ] 1]

PID W AT TG CLI 23 il ERE 1D

ERSS TSI CLI fr4 . CLIfH CHhsa, 5IR%) RERMiR

CLI & 4% H & 7R 5

FEAH Y, CLI k% H & Bon %) PID 16434 i ALK CLI #74: who. textconfig.

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n
\nadmin Wed 11AM 3m 45s 10.1.3.14 taill\nadmin 02:32PM
0s 10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are
no text resources currently defined.\n\n\nChoose the operation you want to perform:\n-
NEW - Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]> '

£ FTP BR 5% fr

Table 17: FTP R 525 HEHIHER

FIHER Description

i i) Ak B (1) A e 1)

ID HER ID. RS FTP M40 50 1D

ERs) HE 4 H I BB 2 vr LU HAESCIRIRS 5 BB FTP 85 B 8k, b
ey T R

FTP Bk 55 2% H &R 5

TEAMI, FTP fessds Hdsk TR (ID: 1) o B TAENIERW 1P #ulikDLAGES) CEAARTR
B FVER .

Wed Sep 8 18:03:06 2004 Info: Begin Logfile

Wed Sep 8 18:03:06 2004 Info: Version: 4.0.0-206 SN: O00065BF3BA6D-9WEFWC21

| EESEES
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Wed Sep 8 18:03:06 2004 Info:

Wed Sep 8 18:03:06 2004 Info:

{EFA HTTP B

Time offset from UTC: 0 seconds

System is coming up

Fri Sep 10 08:07:32 2004 Info: Time offset from UTC: -25200 seconds

Fri Sep 10 08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86

Fri Sep 10 08:07:38 2004 Info: ID:1 User admin login SUCCESS

Fri Sep 10 08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes

Fri Sep 10 08:08:57 2004 Info: ID:1 Download words.txt 1191 bytes

Fri Sep 10 08:09:06 2004 Info: ID:1 User admin logout
€ HTTP B3&

Table 18: HTTP HESHER

ZitiER Description

I 1] % Hs KA I 1)

ID 216 ID

req BRI SALR TP kit

M EREM R 4

HE ARPFPATEAE G B W Re4E GET 5 POST ir 4, slRGUIRESE .
HTTP HE R

ARG, HTTP HEER TEHE LS GUI WA H (21T “RAEE ST [System Setup

Wizard] %)

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port 443

Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80

Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443

Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST

/system_administration/system setup wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info:
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info:
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info:

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/mail flow graph?injector=s&width=365&interval=0&type=recipientsin&height=190

A&icE I
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HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: reg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=s&width=325s&interval=0&type=recipientsinsheight=19
0 HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: reg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

EANTP HE

Table 19: NTP HEZiHE R

FitHER Description
i 1) 38k B AL [a)
HE T EALE H bR B IR 25 w5 ) 1] B4 2 15 (] Blp i (SN'TP) A 1A% adjust: 71 &L

NTP HE R
(EAMIFT, NTP F25 Bo T P i) NTP BLII M .

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652
Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096
Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset -1152

Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us next poll: 4096

1EFH ?El :j:El E TS

P E B SR R/ S 1 FE LOG FICOMMON W .. TT& “REGE M7 —=rhff) “&
7 A4y, T COMMON Fl LOG 241314 & .

Table 20: 133 B EFKITER

FitER Description

I [1) 2k B A2 A I 1)

HE T EELE R I — R T B N TR IR B L RO Al H 5
BRI

?EH:EEI H IL:‘T1§IJ
AR, HE TR RIEE K Sophos B B2 2 2 H A M AF M e I 52 id %

Wed Feb 23 22:05:48 2011 Info: Internal SMTP system attempting to send a message to
alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...' (attempt #0).

| EESEES
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Wed Feb 23 22:05:48 2011 Info: Internal SMTP system successfully sent a message to
alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...'.

Wed Feb 23 22:05:48 2011 Info: A Anti-Virus/Warning alert was sent to alerts@example.com
with subject "Warning <Anti-Virus> mail3.example.com: sophos antivirus - The Anti-Virus
database on this system is..."

{8 A e i SR i 4 B 75

Table 21: I3 R4 B EKIHER

FitER Description

I 1) K Bl ) A i 1)

H R RS BRI R A, ARG A S5 IR O 0 il 5 | e S 1 i s R
JUJSE D

R B3R R B 3SRl
FEARI R, S B P L 0% SR 5 A0 18 BB S  2 CTEA CASE 0T

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19103) : case-daemon: server
successfully spawned child process, pid 19111

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19111) : startup: Region profile:
Using profile global

Fri Apr 13 18:59:59 2007 Info: case antispam - engine (19111) : fuzzy: Fuzzy plugin v7
successfully loaded, ready to roll

Fri Apr 13 19:00:01 2007 Info: case antispam - engine (19110) : uribllocal: running URI
blocklist local

Fri Apr 13 19:00:04 2007 Info: case antispam - engine (19111) : config: Finished loading
configuration

ERX et HE

FItER Description
IsF 1) 8k HCHE 1 A Hi o )
ES) WP S AR 5 1 3 OIRAS L B 15 5

ZESEE
|



B reuwsazszo

I &R B &R
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Tue Mar 24 08:56:45 2015 Info: graymail [BASE] Logging at DEBUG level
Tue Mar 24 08:56:45 2015 Info: graymail [HANDLER] Initializing request handler
Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Loaded graymail scanner library
Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Created graymail scanner instance
Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Debug mode disabled on graymail process
Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Starting thread WorkerThread 0
AY
y

EREmREHE
Table 22: i HERIHER
HKitHER Description
I 1] K Helis (0 4% i g 1)
HE HEOE YRR, DO EEE R G2y el e LD

N = -+ =
Frimes H &R B

FEAGIH, BipieE H & 2R Sophos Wik #5 5 SR 2035 € 3 (IDE) BB AN 5 A B (¥ 50T o

Thu Sep 9 14:18:04 2004 Info: Checking for Sophos Update

Thu Sep 9 14:18:04 2004 Info: Current SAV engine ver=3.84. No engine update needed

Thu Sep 9 14:18:04 2004 Info: Current IDE serial=2004090902. No update needed.

S T LUK TR R, IS W D255 0 2 X8 2 ISP T4 2 UM ik
AR BAERITK, BN .

{£FH AMP 5|2 HE

AMP 5|3 HEE

© S
© PR

.EIlE%

LT AR RN L
¢ RREBICHERS
C AT, RSP B AEEISCIE ARG B SCPEAMTIIRA 2 O, B BISCHEAMHT

T 25 S
AMP 3| E HEKH RS
DT RAE T ERE 7 AMP 519 F 25 4 H -

I 55 45 ) ST 3 R ST 3 R 55 A W 2 PR W Y

ZERISCAY 53 BT IR 45 45 (141 464k, on page 41

S5 AR AL E, on page 41
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MAHEEX 2RSS BRHIE L .

o B ZE AW E1L, on page 41

o MOSCAFAR 25 MR 25 s W 2 (1) SCAHAR 25 A 0 Y, on page 42

o U0 BAR ST AT 43 BT DA S SO 50 BT ik 72, on page 42

o K AL SCAEEAT 43 4T, on page 43

o T SCHF EARRRE, Bk SO EAETTASEAT XS, on page 44

o TS AT RS AT, B SO EAR T AN BEAT SCAE5 AT, on page 45
o SCAFIE WA E TR, on page 45

MBS W AR 55 28 RO 8a 1L

Wed Oct 5 15:17:31 2016 Info: File reputation service initialized successfully

Wed Oct 5 15:17:31 2016 Info: The following file type(s) can be sent for File Analysis:

Microsoft Windows / DOS Executable, Microsoft Office 97-2004 (OLE), Microsoft Office 2007+
(Open XML), Other potentially malicious file types, Adobe Portable Document Format (PDF).
To allow analysis of new file type(s), go to Security Services > File Reputation and

Analysis.

Wed Oct 5 15:17:31 2016 Info: File Analysis service initialized successfully

XHEERSRALE

Tue Oct 4 23:15:24 2016 Warning: MID 12 reputation query failed for attachment 'Zombies.pdf'

with error "Cloud query failed"

NHEEERMANK

Fri Oct 7 09:44:04 2016 Info: File reputation query initiating. File Name = 'mod-6.exe',
MID = 5, File Size = 1673216 bytes,
File Type = application/x-dosexec
FIHER Description
A4 i SHA-256 BOO R P 5% B P25 TR 3 00 S0 44K
RS AT T, WEIRK “RET .
MID P BRER T S A1 A0 A 326 P S A7 ) BB 4 1D o
SCAF RN H F SHA-256 HUA bR VAT A 1% B SCAFAF 25 MR 554 1O ST R RN o
AR H L SHA-256 HUABRIRRT A 1% B SO 2 R 55 4% 1 S0 (2R

DA 2 SCHRp I SO 2R A
* Microsoft Windows / DOS Executable
* Microsoft Office 97-2004 (OLE)
* Microsoft Office 2007+ (Open XML)
o A RE AR R SO Y
* Adobe A5 A SR A (PDF)

A&icE I
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MIHEE RS R E B EE T

Axieg |

Fri Oct 7 09:44:06 2016 Info: Response received for file reputation query from Cloud. File
Name = 'mod-6.exe', MID = 5, Disposition = MALICIOUS, Malware = W32.061DEF69B5-100.SBX.TG,

Reputation Score = 73, sha256 =

061def6905c100e9979610£fa5675bd19258b19%9a7££5380b5¢c2d230b467¢c312£19, upload action = 2

 SCHER - 25 N

YRR o STAEARIEASSCAF 0T, IR H 3

FiItHER Description
A4 FC SHA-256 HAFRIRAT A IE B SCATAE E R 55 2% S A B
WERSCAF AT, WSS “RA” .
MID I T SRR AR AL S5 2 A 328 R IS FT S F 1D
VISHIERPS SUAHAEZ AL BRAE N -
.
© B

© JUERSN - RRE N CSCOEARS AR AEE
* TR (LOW RISK) - 24 3CAF 43T SR AE ST A ARSI Bh A pa it s BT

T IS i

ERKAF BRI 475
) SO 25 B 5 B8 RS SR (2 2685

G R L U ST A

R SR E I TEREN (VERDICT UNKNOWN), - 2 R e H 4 152545

* 0 - ol ik Ak
1 - RAESCAFRAT BA%

* 2 - RRIESCAHAT B4
* 3 - NRRTCEE AT EA%

AR SCAFAR B MR 55 45 HHEAEE (R 45 5 SO Y (1 A% B A

Note M EAREAEAE ) “17 I, PR SR AR S

B LT o AR X irid i

Wed Sep 28 11:31:58 2016 Info: File uploaded for analysis. SHA256:

e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800£0ea

Wed Sep 28 11:36:58 2016 Info: File Analysis is running for SHA:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800£0ea

Fri Oct 7 07:39:13 2016 Info: File Analysis complete. SHA256:
16454af£5082c2e9df43£3e3b9cdbal3c6ael766416e548c30a971786db570bfc,

.EIlE%

Submit Timestamp:
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1475825466, Update Timestamp: 1475825953, Disposition: 3 Score: 100, run_id: 194926004
Details: Analysis is completed for the File
SHA256[16454aff5082c2e9df43f3e3b9cdba3c6ael766416e548c30a971786db570bfc]

Spyname: [W32.16454AFF50-100.SBX.TG]

FItER Description
SHA256 AR SCAE) SHA-256 BLARRIRTT .
FEAZ I 7] 8% IS 4 SR S AP A 38 SO 23 BT IR 55 4 14 I I 1]
EH I 78 SCAF IR SCA 53K 56 1 H AT i)
AbBR 5 SCPFAR 2 AL A LA
o 1 - KA I BT R A A
*2-1E%
3 - EERA
Eiy SCAEG BT R 2545 0 L4 ST IR 23 AT 23 4
1247 ID SOOI HT IS5 4 AR s SO A3 M A BC 4 ST (ID).
Details URAE SO B IR A 4 i, R R AR L, 5 S Fia o SO
LAy T L 5T
[ A 42 UMM AAFR U RAE SO 23 A7 3 IR 7E S b R B R

R EESHHITHN

Wed Sep 14 12:27:52 2016 Info: File not uploaded for analysis. MID = 0 File
SHA256[a5f28f1fed7c2fe88bcdf403710098977fal2c32d13bfbd78bbe27e95b245£82] file
mime [text/plain] Reason: No active/dynamic contents exists

FitER Description
MID FH T PR B 3 75 10 A s 1) IS FA IR A2 1D
XA MIME A MIME 257,

| %z B
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SFitER Description
Ji A PLR 2RI upload_action W E A “17 , U A FAR B ST 43 BT i 254 1 5t
Hiﬁiil‘*:
o SO AN s A - SO O I A B Y G AR B SO B i Ss
o

© IEAEHHAT SCPEOM AT - SO E Rk 3 AT AR H B AR IEAE M T

o SR AR B SO T RS

o ARG SR

o SO RN S TR - A SCE /IR S 3 BT AR 45 s 1 5 1 1) PR A1
© bAEBAG L

© SCPESTHT IR S5 S

« NEAEESNBh AN

o — /AR TR R

T3 EEBRE, BRI S B AEITCH SR

Tue Jun 20 13:22:56 2017 Info: File analysis upload skipped. SHA256:
b5c7e26491983baa713c9a2910ee868efd891661c6a0553b28f17b8fdc8cc3ef, Timestamp[1454782976]
details[File SHA256[b5c7e26491983baa713c9a2910ee868efd891661c6a0553b28f17b8fdc8cc3ef] file
mime [application/pdf], upload priority[Low] not uploaded, re-tries[3], backoff[986]
discarding ...]

Tue Jun 20 13:22:56 2017 Critical: The attachment could not be uploaded to the

File Analysis server because the appliance exceeded the upload limit

FItER Description

SHA256 HIR SCAE ) SHA-256 HUSIHR AT«

o T % SUAFTGTE LAl B SCAT 53 W IR S5 35 1 RIS TH]
Details SCPES BT IR S5 25 B R T TR A0 5 L o

3L MIME SO MIME 2878,

AR 2w %1 ARG N -

o - T R E SRR, PDF U AR AL .
o A% - {4t X PDF 302

P2 X RE SCAFRAT (1 AR 2l K
Note I 2 T LR 4 58 SO AT =0k Al i

IR (%) RIS X S A S R SO A B ST I3 M IR 55 i 2 i il 25 AR IR R (%) 4 S
P W SIE BAE H AL BRI 2 K BB

KHE (JA) TCVERG I AE AL RIS 0T IR S5 4% DRI R SGHEE T AR R

| EESEES
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BT X U2 RS REIR, Bd X LEmAEITXH S

Sat Feb 6 13:22:56 2016 Info:SHA256:
69e17e213732da0d0cbc48ae7030a4a18e0c1289£f510e8b139945787£67692a5, Timestamp[1454959409]
details[Server Response HTTP code: [502]]

FitER Description
SHA256 FARSCAEI) SHA-256 HIAFR AT o
I T 3% FARKE SO AR RSO 23 A7 i 5545 K H YRR ]
Details A RIAF T I 55 e R 15 R
eI EE E
Fri Oct 7 07:39:13 2016 Info: Retrospective verdict received. SHA256:
16454af£5082c2e9df43£3e3b9cdbal3c6ael766416e548c30a971786db570bfc, Timestamp: 1475832815.7,

Verdict: MALICIOUS, Reputation Score: 0, Spyname: W32.16454AFF50-100.SBX.
FitER Description

SHA256 FAR SCAER) SHA-256 HIABRIRAT »

i T INSCAE 53 BT R 5 3 BSOS 3900 5 1y 13RI i) o

e SCARE I 5 A R A B2 42 Y

5435y SUPEAR B R 5 28 A O 4E SCIE AR 213 45

Spyname PRI A TR CASRAE SCA 53 M S TR AR SR R B R AT

SERLIRIEREX HE

Table 23: 1 3R MR A A KITHER

itz Description

i B AN 1

A WAL AT RE A CRRBSMREE ABRES BETRAT IO 258D
1% R4 BR B8 X A 7R

LEA R, H & s I 25 X 84T 2] admin@example.com Y HELE (MID 8298624).

Mon Aug 14 21:41:47 2006 Info:

Mon Aug 14 21:41:47 2006 Info:

queue)

ISQ: Releasing MID [8298624, 8298625] for all

ISQ: Delivering released MID 8298624 (skipping work

A7 IEER".
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Mon Aug 14 21:41:47 2006 Info:

Mon Aug 14 21:41:47 2006 Info:

queue)

Mon Aug 14 21:41:47 2006 Info:

{5 AL IR E PR s X GUI B 7&

Table 24: B 3RAR 4 GUI B EFKITHER

Axieg |

ISQ: Released MID 8298624 to admin@example.com

ISQ: Delivering released MID 8298625 (skipping work

ISQ: Released MID8298625 to admin@example.com

FitHER Description
I ) K BSR4 A Ik )
TH B MRS R A, A S IR UL

W RER IR E X GUI H SR
FEATRBI, IS SR T DS RAE . BRI 4

Fri Aug
Fri Aug
Fri Aug
Fri Aug

Fri Aug

session:

Fri Aug

{£F LDAP A H &

11

11

11

11

11
10

11

22:05:28 2006 Info:

22:05:29 2006 Info:

22:08:35 2006 Info:

22:08:35 2006 Info:

22:08:35 2006 Info:

.251.23.228

22:08:44 2006 Info:

Table 25: LDAP iBiX B 4 iHER

ISQ: Serving HTTP on 192.168.0.1, port 82

ISQ: Serving HTTPS on 192.168.0.1, port 83
Authentication OK, user admin

logout:- user:pqufOtL6évyI5StCghCfO session:10.251.23.228

login:admin user:pqufOtL6évyI5StCghCfO

Authentication OK, user admin

FIHER Description
I [k HGHE A2 A Ik 1)
THE LDAP i 7H &

LDAP i B 7R f1
)

Note  HESCfFpiAT B NSO T 5 X $ATHET T 4 5

| EESEES
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1 Thu Sep 9 12:24:56 2004 Begin Logfile
2 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employee@mail.qgal
3 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employee@mail.ga
4 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employee@mail.qgd
5 Thu Sep 9 12:28:08 2004 LDAP: Clearing LDAP cache
6 Thu Sep 9 13:00:09 2004 LDAP:
Query ' (&(ObjectClass={g}) (mailLocalAddress={a}))' to server sun (sun.ga:389)
7 Thu Sep 9 13:00:09 2004 LDAP:
After substitute, query is ' (& (ObjectClass=inetLocalMailRecipient)
(maillLocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.ga)) "'
8 Thu Sep 9 13:00:09 2004 LDAP: connecting to server
9 Thu Sep 9 13:00:09 2004 LDAP: connected
10 Thu Sep 9 13:00:09 2004 LDAP:
Query (& (ObjectClass=inetLocalMailRecipient)
(mailLocalAddress=rroute.d00002b.loclldap.route.local.add00002.ga)) returned 1
results
11 Thu Sep 9 13:00:09 2004 LDAP: returning: [<LDAP:>]

A5 A H G E SO0 H S S

Table 26: LDAP i B 5 i£ 415 27~

175 AR

1 H &S0 CATaa 1

2 T RE P BCE N A8 LDAP AT 0h3e, HAREH 48 “sun.masquerade” ] LDAP

3 i

4 WIWTREFP/E LDAP 45 %% b & itk employee@routing.qa, $XBIVCHCIR, A= plith
Ltk employee@mail.qa, FFARYE Oy BERC B iZ bt B N BB LA/ B E 4 .

5 H P F3h124T 1dapflush.

A&icE I
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75 LAA

6 AR RN A 1% 35 11 389 sun.qa. ErHIBIECY
(&(ObjectClass={g})(mailL ocal Address={a})).
{‘}g} P R R I JE RS R ¥E e 4144, rept-to-group BY, mail-from-group N34
Hl .
{a} Kl HAk ML

7 E@mél’ﬂ]fﬁlﬁ?ﬂ LDAP JIR55- & Z BTHIAERS, MR R4 CRTA 4D &

8 LI 55 i 55 4 HRE R B AL, WL

9 BRSSO

10 GEREE A, EXRRIRIA T Al (HEDY S ERAA T SRATAT A B, BRI
giz\%m?ﬁﬁ AR A P R A AE VL FE IR, X e R T A

ERREIIR/MIETFRE
A GRS A BRI FL e i 515 .

Table 27: 2 £ 5% ML TR BEFKITER

SFitER Description
I i) K Aot A i e o
HE EA(ED S NP UIE (e P Ok AP 4 AT

T2 5K/ FIFR BERA

CEABIT, A BRI B3 2 G T WS B AP/ O — USR8 % T ]
IR P AR I P

Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC:
10800 seconds Fri Sep 28 14:22:33 2007 Info: System is coming up.

Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been created.

.EIlE%
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Mon Oct 1

Mon Oct 1

Mon Oct 1

Mon Oct 1

Mon Oct 1

ERHREEE
TR GRS P RIS

Table 28: 1 & A S FiHE R

15

15

16:

:16:

:37:

:31

:32:

37:

09

39

:37

31

40

ERKRERS

2007 Info: SLBL: The database snapshot has been created.

2007 Info: SLBL: The database snapshot has been created.

2007 Warning: SLBL: Adding senders to the database failed.

2007 Warning: SLBL: Adding senders to the database failed.

2007 Info: SLBL: The database snapshot has been created.

FIHER Description
I ) % Bl i AR I 1]
HE I SRR, A S A IR UE A4

FEARII, A Ak S £ R AR B B I

Wed Oct 3

Wed Oct 3

Wed Oct 3

Wed Oct 3

Wed Oct 3

Wed Oct 3

Wed Oct 3

Wed Oct 3

Wed Oct 3

Wed Oct 3

Wed Oct 3

Wed Oct 3

Wed Oct 3

Wed Oct 3

Wed Oct 3

13

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

:39:

39:

40:

40:

40:

40:

40:

40:

40:

41:

41:

41:

41:

41:

41:

53

53

02

53

53

53

53

53

53

02

53

53

53

53

53

2007 Info: Period minute using 0 (KB)

2007 Info: Period month using 1328 (KB)

2007 Info: Update 2 registered appliance at 2007-10-03-13-40

2007 Info: Pages found in cache: 1304596 (99%).

2007 Info: Period hour using 36800 (KB)
2007 Info: Period day using 2768 (KB)
2007 Info: Period minute using 0 (KB)

2007 Info: Period month using 1328 (KB)

Not found: 1692

2007 Info: HELPER checkpointed in 0.00580507753533 seconds

2007 Info: Update 2 registered appliance at 2007-10-03-13-41

2007 Info: Pages found in cache: 1304704 (99%).

2007 Info: Period hour using 36800 (KB)
2007 Info: Period day using 2768 (KB)
2007 Info: Period minute using 0 (KB)

2007 Info: Period month using 1328 (KB)

Not found: 1692
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Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42

ERHREERHE
R A ) o a5

Table 29: R & E WM HERKITER

FIHER Description
IS TR K A ) A i ) o
HE IZAEPSS R P AIE(E)) TR i) S AR =g/ L AT R

wEEE HERBG

LEA A T, R A H & SR 2007 4 8 H 29 HE 10 H 10 H a7 6 H s ip ik i & A if
AT IS A2 1Y 5

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.

-~

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for
['MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',

'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTENT FILTER',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS PROCESSED'] for rollup period "day" with
interval range 2007-08-29 to 2007-10-01

with key constraints

None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM'] returning results from
0 to 2 sort ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for
['MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL HARD BOUNCES', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS'] for rollup period "day" with interval
range 2007-08-29 to

2007-10-01 with key constraints None sorting on

['MAIL OUTGOING TRAFFIC SUMMARY.TOTAL HARD BOUNCES'] returning

results from 0 to 2 sort ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.
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Table 30: E#i2F HEFIHER

prEseras W

SFitER Description

I i) K Kol (A i ) o

HE HEAE ARG LHERE, AsyncOS BB A LUAR — IR ST o) H 510
Tl o

Bz r H &R

FEATR B,

Fri Sep 19 11:07:

Fri

Fri

Fri

Fri

Fri

Fri Sep 19 11:07:

Sep

Sep

Sep

Sep

Sep 19 11:07:

19

19

19

19

11:

11:

11:

11:

AR BB S AE T 48T McAfee By 3 5 SCHEATEE BT«

07:

07:

07:

07:

51

52

52

52

52

52

52

2008

2008

2008

2008

2008

2008

2008

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Starting scheduled update

Acquired server manifest, starting update 11

Server manifest specified an update for mcafee

mcafee was signalled to start a new update

mcafee processing files from the server manifest

mcafee started downloading files

mcafee downloading remote file

"http://stage-updates.ironport.com/mcafee/dat/5388"

Fri Sep 19 11:07:52 2008 Info:

2008

Fri Sep 19 11:08:12 2008 Info:

Fri Sep 19 11:08:12 2008 Info:
"mcafee/dat/5388" with method

Fri Sep 19 11:08:17

Fri

Fri

Fri

Fri

Fri

Fri

Fri

Fri

2008

Fri

Sep

Sep

Sep

Sep

Sep

Sep

Sep

Sep

Sep

19

19

19

19

19

19

19

19

19

11:

11:

11:

11:

11:

11:

11:

11:

11:

08:

08:

08:

08:

08:

08:

12:

12:

17

17

17

18

18

18

18

52

52

:52

2008

2008

2008

2008

2008

2008

2008

2008

2008

2008

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Scheduled next update to occur at Fri Sep 19 11:12:52

mcafee started decrypting files

mcafee decrypting file
"des3 cbc"

mcafee started decompressing files
mcafee started applying files

mcafee applying file "mcafee/dat/5388"
mcafee verifying applied files

mcafee updating the client manifest
mcafee update completed

mcafee waiting for new updates

Starting scheduled update

Scheduled next update to occur at Fri Sep 19 11:17:52

Starting scheduled update

A&icE I
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E#ERFHE

T BRIRER

HEigH

Fri Sep 19 11:17:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:22:52
2008

gt

ARG, HE SRR 388, LAY T Sophos B 2 & XA
Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”

Fri Mar 10 15:05:55 2017 Debug: postx updates disabled

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”

Fri Mar 10 15:05:55 2017 Trace: command session starting

Fri Mar 10 15:05:55 2017 Info: Automatic updates disabled for engine Sophos engine
Fri Mar 10 15:05:55 2017 Info: Sophos: Backup update applied successfully

Fri Mar 10 15:05:55 2017 Info: Internal SMTP system attempting to send a message to
abshastr@ironport.com

with subject ‘Automatic updates are now disabled for sophos’ attempt #0).
Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

“ ”

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for amp

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

n_,\

EEITB‘ El lu“[’ﬂ%?ﬁ?’i ASYIICOS E/J EHIK’]'L'F*%’{/E Eﬁ'f;«%\ ° JH:% El /u\/ﬁ AV /\(:I:Hﬂlg/ﬁ: El Mo

IS I DG T SR R R 2 PR BRI I s G sl v S BRI P78 o e T s i P8 (R I R rp 2 A P H A
A, DIEERER H 2 sh A& Mo BRER H S A5 BA S ISR 3 5 AT

f30 T LUK P SR 2 4 PR MR AT M 2% W O A 7 20 AN A D99 S B AP ) BRI A R

ERSMIEIEEE

0y Sk 1 RS0 58 FC S (10 P 28 A R I o 23

Table 31: 31 HEKIHE R

FKitHER Description

I [R]85 B (AL I A o

HE TR S0 S B  SC IR P R P 44 AR R BCSR f e 445 B (4
1 “admin” . “operator” %) , VUK PG KRS O
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EARRIR, HEZSRAS “admin”

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Sep 17 15:16:25 2008

Sep

Sep

Sep

Sep

Sep

Sep

Sep

17

17

17

17

17

17

17

15:

15:

15:

16:

16:

20

21

:59

:37:

EREERRIERHE

P g Sec s F s B AR G SO LR A R A4 R BRI 20« O PP T AR S e 67 5 1
W R P HERRE U SN VPR o SRR SR ACSE S, e i 5 B U R IS S A 1

BrH&.

BB IR BETG

FEARGI R, BCE D Ll H

TUiEM

<?xml version="1.0" encoding="ISO-8859-1"?>

:25

:25

:21

17

:28

:30

09

2008

2008

2008

2008

2008

2008

2008

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

swwirasrE [

“joe” LLJ “dan” 824,

Begin Logfile

Version: 6.5.0-262 SN: XXXXXXX-XXXXX

Time offset from UTC: 0 seconds

User admin was authenticated successfully.
User joe failed authentication.

User joe was authenticated successfully.
User admin was authenticated successfully.

User dan failed authentication.

S GEBELOD [ SCVFIREEAI ] - X5 sk RGN

<!DOCTYPE config SYSTEM "config.dtd">

<l--

XML generated by configuration change.

Change comment:

User:

Configuration are described as:

admin

added guest user

This table defines which local users are allowed to log into the system.

Product:

Model Number:

Version:

Serial Number:

M1

Number of CPUs:

Memory

(GB) :

4

60

6.7.0-231

1

Cisco IronPort M160 Messaging Gateway (tm) Appliance

000000000ABC-D000000
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Current Time: Thu Mar 26 05:34:36 2009

Feature "Cisco IronPort Centralized Configuration Manager": Quantity = 10, Time
Remaining = "25 days"

Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual"

-—>

<config>

{ERIMREANIRSIZ HE

SNERERARIR 5| 22

ETFRECE RN - &

ETF HS &K ETF 55, R, RESNEL. R2HFEELT “FE” 8/ 40,

H &R

Thu Jun 7 04:54:15 2018 Info: THREAT FEEDS: Job failed with exception: Invalid URL or Port
Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: A delta poll is scheduled for the source: S1

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: A delta poll has started for the source: S1,

domain: sl.co, collection: sss

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: Observables are being fetched from the source:
S1 between 2018-06-07 04:34:13+00:00 and 2018-06-07 05:04:13.185909+00:00

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: 21 observables were fetched from the source:
Sl

Thu Jun 7 05:19:14 2018 Info: THREAT FEEDS: A delta poll is scheduled for the source: S1

Thu Jun 7 05:19:14 2018 Info: THREAT FEEDS: A delta poll has started for the source: S1,

domain: sl.co, collection: sss

%fd\aﬁi‘i
ARG, HEBRHTEGBIRICR, TR SE TG SN B A U5 3 e P -

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com, cause of failure: Invalid Collection name

S VES

3 Web Fi1im A MR F RS (Mail Policies) > MR 2 P 4% (External Threat Feeds Manager) 71
M, BRE CLI 1§ threatfeedsconfig > sourceconfig 14, J1 NHC B HI &M AR BB A IR iy N
IEMRI S AR

ETF JRECE L% - HTTP $8iR

ARG, Ha st HTTP 8%, HEPE R SCTGIE A B OISR IR OB -

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com , cause of failure: HTTP Error

| EESEES
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e igmE%n - AL I

RRAE

3| Web St i P A sk ms (Mail Policies) > Z18 Bl & # 45 (External Threat Feeds Manager) i1
M, BRfZE CLI "1 threatfeedsconfig > sourceconfig T, JEAECE AN BRI N
IEAR R ER AR B P B B UE AR IE

ETF JREC & 557 - URL T3
FEARGI, HS R T URL G BRAF I TCTE M BRI B I o

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com , cause of failure: HTTP Error

RRAE

3 Web S AR A SR B (Mail Policies) > ~18 Wil & #E 4% (External Threat Feeds Manager) 71

M, BZE CLI T threatfeedsconfig > sourceconfig T, FEONHCE AN EECR ER
IEf I =LA B 115

EHEHEHHEE

FERCE HARSRAD, “ SRt HR” I HEIT I, QR EAE A HASAT it o e S e e Js
TR “H AR T,

Lok BT HERMECE N “ &3 HE” (Consolidated Event Log) I, ERINIEHL T~ 4xi %
AR H&ETB:

* ICID
* DCID
« PR

* MID

N

Note  fAfE MITIE H & T BANR T MBRAEMTERA H B F B

BHEHEETA

TEATRGI, ks H AR H SRR E ) “ & F 3 & (Consolidated Event Log) B,  H i
23 W R P ] B

Thu Jun 30 08:04:50 2022: CEF:0[Cisco|Cl100V Email Security Virtual Appliance|14.0.0-657

|ESA CONSOLIDATED LOG EVENT| Consolidated Log
Event|5|deviceExternalId=42127C7DDEE76852677B-F80CE8074CD3

ESACustomLogs={"'label2': ['value20'], 'labell': ['valuel',6 'value2']}
ESALogHeaders={"'reply-to': ['test@esa.com ', 'newsletter@esa.com'], 'from': ['any@esa.com']}
ESAMID=1053 ESAICID=134 ESAAMPVerdict=UNKNOWN ESAASVerdict=NEGATIVE ESAAVVerdict=NEGATIVE
ESACEFVerdict=MATCH end=Thu Mar 18 08:04:46 2021 ESADLPVerdict=NOT7EVALUATED

dvc=10.10.193.13 ESAAttachmentDetails={'test.txt': {'AMP': {'Verdict': 'FILE UNKNOWN',
'fileHash': '7£843d263304fb0516d6210e9ded4fa7£f01£2£623074aab6e3ee7051£f7b785cfa'},
'BodyScanner':

{'fsize': 10059}}} ESAFriendlyFrom=test@esa.com ESAGMVerdict=NEGATIVE start=Thu Mar 18

A&icE I



B smexsunz

Axieg |

08:04:29 2021

deviceInboundInterface=Incomingmail deviceDirection=0 ESAMailFlowPolicy=ACCEPT
suser=test@esa.com

csllLabel=MailPolicy csl=DEFAULT ESAMFVerdict:NOT_EVALUATED act=QUARANTINED

ESAFinalActionDetails=To POLICY

cs4Label=ExternalMsglID cs4='<20210318070601.40490.18684@maill.example.com>"' ESAMsgSize=11873
ESAOFVerdict=POSITIVE

duser=9076@testing.com ESAHeloIP=10.11.1.2 cfplLabel=SBRSScore cfpl=None ESASDRDomainAge=27
years 2 months 15 days

cs3Label=SDRThreatCategory cs3=N/A cs6Label=SDRRepScore cs6=Weak ESASPFVerdict={'mailfrom':

{'result': 'None',
'sender': 'test@esa.com'}, 'helo': {'result': 'None', 'sender': 'postmaster'}, 'pra':
{'result': 'None', 'sender':

'test@esa.com'}}shost=unknown ESASenderGroup=UNKNOWNLIST src=10.11.1.2 msg='Testing'

HEFE CEF FELfE CEF FEi{E
GIEsE34
CEF #% Uil il 0
& S INA ] e R
B il Bl C100V B2 4 e B o
BESITEN il 13.0.0-234
FH125 ID il
ESA CONSOLIDATED LOG EVENT
E R e g 1S
P s
GUI FE&
E2ilkE deviceExternalld il
156ACHI2ETICSCDODEGRBIEIC
ICID I [H) 3 start /i Mon Jul 29 11:22:22 2019
ICID ESAICID Ml 199
TR T 2 P deviceInboundInterface (T4 | 7~#fl: Inbound
/?Eg?i%mﬁgtboundlmeﬁaw 4t Outbound
RAFN TP src il 10.10.2.75
RAT NIk shost ~:  demo.cisco.com
R4 1) deviceDirection Tl 0
0->fLA
1-> 14
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EREHFEHEE

EFE CEF 2B CEF FEZ &

igE Sy cs5 NAE
csSLabel=ESAMsglanguage
cs5=English

SBRS 373 cipl ~l: cfplLabel=SBRSScore,
cfpl=1.1

¥ 1P dve B 10.10.2.75

MR A A A N S A cs2 ~9]: cs2Label=GeoLocation
cs2=India

RN K ESAMsgTooBigFromSender | 51: true
CINEHOEIER
true/false

AR 1P ESARateLimitedIP 7~ 10.10.2.75

HS A1 S I (L csl 7~l: cslLabel=MailPolicy
csl=default

IS A48 2 Wk L ESAMailFlowPolicy 7~ ACCEPT

L IN B S ESASenderGroup 7t UNKNOWNLIST

DHA IP ESADHASource . 10.10.2.75

I EEIN duser ~Hl: demo@test.com

WL IP/Helo 4% IP ESAHelolP ™l 10.10.2.75

ZEFE T/ Helo 1 ESAHeloDomain ~l: test.com

TLS 4%&55*;%%5 ESATLSOutConnStatus ﬁ—\"fﬁﬂ: Success
AT RE I :
Success/Failure

TLS & H #pi ESATLSOutProtocol ~l: TLSv1.2

TLS 1% th &1 ESATLSOutCipher AR«
ECDHE-RSA-AES128-GCM-SHA256

TLS fE NIEEIRES ESATLSInConnStatus ~: Success

A REIE -

Success/Failure

A&icE I
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SFER CEF FE{E CEF FE{E

TLS f AP ESATLSInProtocol ~il: TLSv1.2

TLS f& N &1t ESATLSInCipher ZNIE
ECDHE-RSA-AES128-GCM-SHA256

DMARC H5& ESADMARCVerdict ~fl: Success
I REFIAE -
PermFailure/TempFailure/
Reject/Success

DKIM #J5E ESADKIM Verdict ToMl: Pass
A REAIE
Pass/Neutral/TempError/
PermError/HardFail/None

SPF H|5E ESASPFVerdict iR
ESASPFVerdict={"mailfrom':
{'sender": 'test@cisco.com’, 'result":
'SoftFail'}, 'helo": {'sender":
'postmaster’, 'result': 'None'} }
T REMIH -
Pass/Neutral/SoftFail/Fail/
TempError/PermError

KU RAFN ESAFriendlyFrom 7~l: demo@test.com

HECS ZL N suser ™l demo@test.com

EIF=RELIN ESAReplyTo 7~l: demo@test.com

F Ak msg 7~fl: This is a sample subject

MID ESAMID ol 101

HE ID cs4 7~#l: cslLabel=ExternalMsgID
¢s1=20190729112221.42958.40626
@vm21esa0075.cs21

TR ESAMsgSize /~f: ESAMsgSize=32199

SDR {54370 cs6 7~l: cs6Label= SDRRepScore
cs6=Tainted

SDR 4¢3 %530 ESASDRDomainAge ;1 year 21 days

| EESEES
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EREHFEHEE

BT

CEF =7 iz {E

CEF =7 iz {E

SDR 4t — /255

cs3

79l cs3Label=
SDRThreatCategory

c¢s3=mal

S i 5 )

S i 5

~l: MATCH
AT RE I :

NOT EVALUATED/MATCH/NO
MATCH

AS H5E

ESAASVerdict

7~fl: POSITIVE

Al RE AR :

R

CLPPAl/ S/ T 5/

BULK. MAIL/SOCIAL. MAILMARKE
TING_MAIL/POSITIVE

AV HE

ESAAV Verdict

7~fil: POSITIVE

Al RERIE:

xR
EVALUATED/NEGATIVE/REPAIRED
/ENCRYPTED/UNSCANNABLE/POSI
TIVE

AMP #E

ESAAMPVerdict

~fil: UNKNOWN

EGEEER

N
EVALUATED/CLEAN/FA_PENDING/
UNKNOWN/SKIPPED/

ENIEEE ]
/LOW_RISK/MALICIOUS

IR LA

ESAGM Verdict

/i POSITIVE

A eI :

N
EVALUATED/POSITIVE/NEGATIVE
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m
ch
it
=

CEF =7 iz {E

CEF =7 iz {E

WA LIS E

&

ESACF Verdict

~il: MATCH

Al REIE:

NOT EVALUATED/MATCH/NO
INIH

ESAQOF Verdict

~l: NEGATIVE

Al REMIE

N
EVALUATED/POSITIVE/NEGATIVE

DLP #5E

ESADLPVerdict

~fil: VIOLATION

A REFRE :

NOT EVALUATED/NO
TRIGGER/VIOLATION/NO
VIOLATION

URL V4015 &

ESAURLDetails

2R

{urll:{expanded url:<>,
category:<,

wbrs_score:<>, in_attachment:<>,
Attachment with url:<>,},url2:{-*-}}

Note 5 URL 75 255
AL, W4

AR

ESAAttachmentDetails

ZNE
{namel: {source:
{<>hash:<>,

verdicts:<>}}}

Note WS AL 255
AL R, W4
B AT .

HIH F Bl RO AN B

ESAMARACction

ik

{action:<>;succesful_repts=<>;failed
_recipients=<>;filename=<>}

DCID

ESADCID

il 199

| EESEES
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FREHEHEZE
EFE CEF 2B CEF F &
DCID K [a) end 74: Mon Jul 29 09:55:07 2019
DANE R A& ESADaneStatus 5H: success
] REIE:
success/failure
DANE F#l, ESADaneHost ~l: testdomain.com
WS A2 e 28 A act 7541 : act=DELIVERED
AT RE I :
DROPPED/BOUNCED/DELIVERED
- WU IR AR B 2
QUARANTINED - 41 5 3 44 EL 4%
K 20 o

DQ - Wt SR 325 B AEAR g 25
X KRS, AR 2
A,

WA 2 B A E T2 S ESAFinalActionDetails N

act=DROPPED

ESAFinalActionDetails= By AMP
act=QUARANTINED
ESAFinalActionDetails=To SPAM

HEMHERH ESACustomLogs ZNVE

ESACustomLogs={'label2":
['value20'], labell": ['valuel',
'value2']}

B E SCH G hr ESALogHeaders 2R

ESALogHeaders= {'reply-to':
['test@esa.com’,
'newsletter@esa.com'], 'from":
['any@esa.com']

\)

Note #1521 fTi%k H & 7 BEBAT AL (5401 "DKIM Verdict", AW LK G FoR i DKIMD ,  JUTH &3 &
AL A H 7B
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B cmosnex

{F CSN B

CSN HE 4758 CSN Hidf AL MIPEANME o ATAAERRERZUN &7 CSN Hudls CHEBIF R AN D) g
HIVEAIEED ©

CSN #iE HE & B R
o ZESERBIR,  H G SR BB AR I TS 7K CSN Hdis At 21 R, PRA IS4 W9 S5 BE VF AT IE A [ 8
B RER A HESS (CSSM) 71l

Tue Apr 7 12:52:47 2020 Warning: Device is not
registered with CSSM. Skipping upload of CSN data

FRRFTR: WOR ) R BRIPHE BLAS (CSSM) VEMFHEAF 9 G R REVF W] Ik

AT, H& S T AR 2RSS ACH: (SSE) HEHLAR U, HBAF M DG TEi2Ks CSN 24l ik 2
SRR

Thu Apr 9 13:32:46 2020 Warning: The appliance
failed to upload CSN data. reason for failure:
SSE error: HTTP Error 503: Service Unavailable

FRRTFTER: HHIREEI CSN JRAEMBIE I 5% L P U0E H CSN

ERSHEMEIE/F HE

R R R H SRS S R R S P B i 2 RS AORHIE R . KZEUE LT “fF R
B “PEE

=R M & &R EE B S & B R G:

s FEAGI, HES7S T HBAE R OGRS Sk e A B BB M S P B 4 = k55, A i
kg5 it 3.

Wed May 6 18:21:40 2020 Info: eaas : You cannot

forward the MID [877] Message Headers to Cisco Advanced
Phishing Protection Cloud Service as the service has
expired

FEAGIH, HERR T ERhS R MK = ks QL. IF CAEmprE o2k

Wed May 6 18:21:40 2020 Info: eaas : Cisco

Advanced Phishing Protection Cloud Service has expired
and is disabled. Contact your Cisco Account manager to
renew the service and then enable it.

FRRAER: WRAREERE L BEAT IR, R .
FEAGI, HERR T AR RS 2R a 4 2 s R AE Ry & H IR

Fri May 8 04:50:26 2020 Info: eaas : Cisco

Advanced Phishing Protection Cloud Service expires on
2020-05-10 07:00:00. You need to contact your Cisco Account
manager to renew the service.

fRRAE: BARERE P B ASAT RS

.
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H&

{5 F & 4%

7

erazEs [

HRZH S0 AAA (B RAE. ARSI FF. KRG RLLT “l” o “BRER” 0.
Bz B &S BRI

AR, HEERTHP (Bl admin) 6
o B MBAE M 1) Web ST
o A X S ) Web S THIVESY

Tue Aug 25 12:33:17 2020 Info: Appliance:
Interaction Mode: GUI, User: admin, Source IP:

maill.example.com,

192.168.1.1, Destination IP: 192.168.2.2,

Event: Successful login

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session established
successfully

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: User logged out

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session terminated

EAEY, HESAHET (i admin) AT logconfig CLI #7 2

Thu Oct 8 13:33:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'logconfig'

Thu Oct 8 13:33:46 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'Enter'

FEAR, HAE SRR (Bl admin) 255 T B R OSH TH Web F i _Eff) GUIT BT .

Thu Oct 8 13:35:07 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /network/dns, Event: User visited the web page.
Thu Oct 8 13:35:13 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/sslconfig, Event: User visited
the web page.

Thu Oct 8 13:35:24 2020 Info:

User: admin,

Source IP: 192.168.1.1, Location: /monitor/mail reports/threatfeeds_report, Event: User
visited the web page.

Appliance: maill.example.com, Interaction Mode: GUI,

FEAM,  H & Sl H Web FHECEOET - (140 admin) 8002 T HEAEROC, AHRIZATH .
Thu Oct 8 13:36:30 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Added
user "admin" and changes

will reflect after commit.

Thu Oct 8 13:37:22 2020 Info:
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Deleted
user "admin" and changes

will reflect after commit.

Appliance: maill.example.com, Interaction Mode: GUI,

FEAGI, B (Bl admin) JEGET T AEREPEROCH) Web it EARGEAS I BT AT S e

A&icE I
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Thu Oct 8 13:39:44 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,
Source IP: 192.168.1.1, Location: /commit, Event: User discarded all uncommitted changes.

s ZEAFIR, HERRHS (H admin) G T A ARE CLI A8 B 5 M4,

Thu Oct 8 13:41:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,
Source IP: 192.168.1.1, Event: User discarded all uncommitted changes.

s LEAMIT, HEBRHST (BN admin) X} Web UT <3 if 8 B HEAT 7 10 B 55 24

\}

AR OEUAES “HE ) HE” (Configuration History Logs) i H i #% H &

3

.

.

| EESEES

VR, AT DU £E M R OG h EA T O C B SE U SE 2 PR AR R

Thu Oct 8 13:45:46 2020 Info: Appliance: maill.example.com, User: admin,

Event: The following configuration changes were commited with comment - 'N/A'

Thu Oct 8 13:45:46 2020 Info: * [standalone] Number of seconds before the Web UI session
times out.

EANF, HEZRTHTAMEIERM, AsyncOS API LS H HITH

Thu Oct 8 13:52:28 2020 Debug: 08/0ct/2020 13:52:28 +0000 Error - Code: 401,
Details: Unauthorized (No permission -- see authorization schemes)

Thu Oct 8 13:52:28 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Role Not Available, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Location: GET /esa/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: User is not
valid.

EAEIY, HESRT BT SRR SY), AsyncOS API nJ LLSRHLH EITH

Thu Oct 8 13:52:37 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Location: GET /esa/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: API Access
Success.

EABITR, &R
« (5 CLUKHEE ™ (14 admin) VNS T HBHERIG, (AR E K.
o ST CLI 7R B S rb T T T A L T S, (R A T .

Thu Oct 8 13:42:48 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,

User: admin, Source IP: 192.168.1.1, Event: Added user "hops" and changes will reflect
after commit

Thu Oct 8 13:43:26 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,

User: admin,

Source IP: 192.168.1.1, Event: Updated user "hops" and changes will reflect after commit

FEAGI, HESRMT (Bl admin) 78 #HEPEFHIH Web St LT T BBIFERERIEZR .

Mon Oct 12 04:04:47 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin,
Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,
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Location: GET /esa/api/v2.0/message-tracking/messages?startDate=2020-10-12T00:00:00.0002
&endDate=2020-10-12T04:13:00.000Z&ciscoHost=A11 Hosts&searchOption=messages&offset=0&1imit=100
HTTP/1.0,

Event: API Access Success.

\}

AR AEMBPE RS HT Web S LS AT IR (B, BRER, R B R EO

{3 CSA H7&

SR H] T I LE AR AR Y. APL A% H A& .

SR 4 I EN 2 IR A5 A5 EpAAT B H . K2HUE R4 T “fFR7 58l Zil.
BRZ 2R BEEFBRA:
s FEARBIF, HE SRR TR, MR A 2RSS TR R Sl 5 R K.

.

Tue Oct 13 10:12:59 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed because
of an invalid token.

FRRFTR: ORI MR 22 N 2 55 AR EUAT R0 5 43 BRAIE A
FEAGIH, HES b FEZER, WBRM LBz IR T 3R & 53R R

Wed Oct 14 10:59:36 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed because
of a connection error.

FRIRTFTER: BRI ToRE IS W O 42 1 RO R 2 4 N 2 IR 55 1 97 A e L v
FEAGIH, HERs T WIS SR, WERH AN = k55 TR midiH 53R KW

Wed Oct 14 10:59:36 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed because
of an internal server error.

FRRTTF: WA RIS AR Dy o

(EAGI T, HE R T SSLuERRUERIMG, MR 2B = gy T8 i yIE& Kk
.
Wed Oct 14 11:02:46 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed because
the SSL certificate verification failed.

FRRTTZE: AERBAER I F € SAIE-FAUA LI 512 rR A IAREE IR 55 4 T it (K] CA I3
FEARBI, HE Rl TARBL G IR R, AR A 2 M55 T 3 R i B IR R

Wed Oct 14 11:09:48 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed
because the proxy authentication failed.

A&icE I
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FRRFZE: KA AP SS 2 T AE M W DG R BC B 1 IEAA 1 B IS UE SR E .

o LEAEIF, & SR i T ORAE R 2 4 G0 2 RS B AR AP, X ERE 2 480 25 IR 45 1
TR

Mon Aug 17 15:35:42 2020 Warning: CSA:

The download of the Repeat Clickers list failed.

A request to the CSA cloud service failed because

the Report API was not enabled on the CSA cloud service

BRAR: ERR RN A RS “H3E (Environmental) > 35 (Settings) > % API (Report
API)” IRk “ 3 3R API” (Enable Report APT) & EHE,

FEARGIH,  H S B MR R BEAE R € H I E1Y

2020-10-15 08:00:11,968 INFO csa The Cisco Security
Awareness feature expires on 2029-12-28T23:59:59Z. You need to
contact your Cisco Account Manager to renew the license.

FRRAE: IR URNE 2 B L ST VR TE .
ARG, H& B RN D Re v IE Cad ], JF BRI 50 B CAE i D)

fito

2020-10-27 13:33:21,714 CRITICAL csa The Cisco Security

Awareness feature license has expired, and the feature is

disabled on your email gateway. Contact your Cisco Account Manager
to renew the license.

FRRARE: WIKR MR LB LI EAT VT E,
FEAGIF, HAS s MR R i 812

Tue Oct 13 10:10:18 2020 Info: CSA: The downloaded
Repeat Clickers list is empty.

PR FE: AERB AN 2 IS5 h QU B R 45 By i, IR U IR GV et N

FEAGI, HAE B+ QAR PR, WER L SR = RS P ER A )
RRIM

Fri Oct 16 05:22:08 2020 Warning: CSA: The download

of the Repeat Clickers list from the Cisco Security Awareness
cloud service failed because you have reached the maximum
number of attempts.

R WHKRIPISCRE, DO ISR 2 A = k55 TR R i 7R 1 2k

HNBH B ST T AMP B IYE BV E A URL JESIE DS O ANBOIRES . SAT I3 AR A5
KIIMFER .

4 B E S Bl

« EATRBI,  F G SR M R DR REAR B8 URL 38 3910 5 AT R BB £, DR A ZE A P kA E)

G
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MID: 35 No messages in recipient's secondcloud@mar-esa.com
mailbox matched the criteria for which remediation was initiated due to
URL retrospection.

RRAF:
o RS AT CAORIFAEAE T BOHEA .
* DI R OGS Exchange fE RS 2 M (V4R . 152 [ Gk e B S0

s RS WiUU\?@?& For il 21 FEL IS Y SC A Exchange 7E 4k ik 45 A1 Exchange #5338 ik 45
I RER . TS ER .

[EREG = EEF HE

WS PE 43R e H S0 & % URL I8 W4 AT URL AMIUIRSSHIME B KRZHEELT “FE” 5
PR Gl

R R F B RS BRI
s ARG, HS R TR, oAk

Fri Feb 11 10:51:51 2022 Warning: ECS: Cloud query failed.
'Invalid token.'

FRRTTFE: WA BRI SRR ARG By o
s ARG, HE R R TEMER G, = &R

Fri Feb 11 12:11:11 2022 Warning: ECS: Cloud query failed.
'Registration not complete.'

FRRFTE: IR LR SRR T LIRSS B o
FERZRBI,  H R R 2 A R 1 R R

Fri Feb 11 10:56:05 2022 Warning: ECS: Cloud query failed.
'Received bad request with error: {\n "message": "Bad Request"\n}'

FRRFTE: WA RIS AR By o

* FLE H &I H, on page 67

* 7£ GUI H )¢t H & 1T H, on page 69
o BUE H &4 R IE, on page 70
* WA H H &AL H, on page 72
* M E AL, on page 76

BLEHETTH

SRVULR B SR O A 1 H ST

R
|
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M “RGEH” (System Administration) 3.1 “H&EITH” (Log Subscriptions) (8¢F CLI *{#
logconfig i) MiE HEITH . HETTHAIEAE# AsyncOS W& aE B CEAGRIZ 1 H &S
HEITH R REEIE GEE 2 —aitfEil. &%, HETHARALUTEN:

Table 32: BEXHE 1%

B

ks

Bhrresit]

S8 SR I BRI H AT IR 2 AT OGRS B, 2R His

%ﬂo

MFARKZSH B H G A4 .

PR B AE S 8 I B —FA H ST T H S 7 BL.

Note BRAEOL R, RGIEFPH 5 M MID HE 7B, JF R
TR L X T B

Note B FAET I FE R B “ A IF S HAE R
I, e BAIE

BELE

VR S B NI R SEBR A4 FR o AT 2 AN BRI O, H RS S0R A% W
= DMEFRIRAE R H S S R S

/SR NAN Y

(P19 2 i SO AT LUK B R B R

I a] B

BEE SCAF IR PRI 5] 18] B o

R PR

FEFRE I TR B Y CRARR O ), i S SOl sk s R
#.

ERIAIN [E)SE 0 10 £

H &40

BCE A H AT R 00 .

K Z Tk

S SCMHIAE R RN H 3T 57

HGZo g H GRS B HAW DUE RO i — . BCE M an g, B
HASCIREOR, X RGEERERZ B, B S BARZON H P A (s B2, Bmgon H ik
IS AR B BEE WA G0N RN, RSMPERESATT T S

)

Note ] L Jy 747 4 1 A0 5 1 527

| EESEES
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Table 33: B 543

zeusazasiTA |

S &l

15 AR

i

RARKIIABEE . (ORI E A WA RE A At 2w ), H
H ST EASAERE I R W IE Bl e I H S0 T R G H S 4o«
%&” R

I
of

FATHE R AR GBI 1 o A Bt e B AN VR I P R A AL T 25
2. WEHESGONA S T REHERH &L .

>
/%\

ol

F R BCE AT LR R G MR Biltn, ST T R IE Rk 2 T
A5 G HE OB . B HEZONAS T RS HEZ0) “fF 7 .

Wk

AR U, TE R H S0 TR IR, SRR IR IR
WG BEHEZONA S T ARG H BN “Hik” o

PRI

FEWACR “BRER” HASZONBOIT RN G o A 0] 2x it ™ B R Se
AE TR, MAEAA . HEZHAM ST R5H GG “HIL” (Debug).

£ GUI FEZ R EITH

Procedure

FIB1 KA RFEEIR (System Administration) > H&ITH (Log Subscriptions).

$1E2 iR BRITH (Add Log Subscription).

$E3 EFHERA, WMAHELHE JITHERS UK HE 4R,

PR A [DUEH TA I3 H R B4 e B H BT h e & i i H A& 7B

PS5 $i55E AsyncOS 1EHAT H & SCAHRIRFT H &G SCAF r s B oKD, AR IR RN TR ). A7 R AR
H & SCHI e {5 B, 1 S sh 5587 H & 1T, on page 72.

PB6 ELEHESN . THEEREEZ, B FE. WREURER.

PR WE HERRITE.

TR 8 FLAIHIINE L

miE HEITH

Procedure

HIE KA TR G ETE (System Administration) > H&1T A (Log Subscriptions).

FE2 miali “

B

(Log Settings) #1H [1) H & A4 FK .

A&icE I
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FE3 HHEHEIT
SRR A RTINS

LB HHiLRNERKE

RS SCAMB A HAERVRES H & e il sk g &G . (I RFEEE (System Administration)
> BT (Log Subscriptions) Ui “4xJmis'E” & h f4miE1% E (Edit Settings) %4 (B47E CLI
A 1ogconfig > setup W) HEATHALE :

* RGMEHR . RGEICRMEREFRAR I A1 AIRG, AR A sy .
o JEILE AR 1D 15 ko

o ETTIC SRS FE M MRS o

o SEAICSR R AR MR LR A Sk

o NN BB SR A kA

FiAT H BT LUEF ARG LU = A i -

1

3 ID
WIRC S MR I, BB IR 2 il s M fE ID A5k CInSRA) o R, MRHEAE ID nresk B0
485 AT B8 1 AsyncOS A Jili. #il4n:

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-1ID Message-ID-Content

TEFE M Y,
URC BB, AR ISR Sl AR R ROR A (A o il

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

T8RRI S 55 RS AE AL SMTP X 1l 3 18] Wi B, DATA iy 4 Ji W B I NPT B[ SOA . AEA
TEIEL W B G a2 5 P R MY 2 “ queued as 9C8B425DAT” .
[...]

250 ok hostname

250 Ok: queued as 9C8B425DA7

A AR (BLRL 250 M B 1) OK “F 44 ) & INTFAF ER TS kI o LA b D74 B 4
FERB A o T, AT R OCRT DATA fir 4 BRI RIS 47 £ 250 Ok: Message MID accepted.
BRI, WG RE EHLE T — BB oG, Rl AT “Message MID accepted” -

U5 R Sk
JE IR, H SRl sk BE S w5 A 2k
Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>

| EESEES
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Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joelexample.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4n$2@example.com>'

Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

I REHE

A, HlptEE RN, B EALSRIBE S A E LA 2. T LAE “H & ﬂﬁﬁ%ﬁuﬁ” (Log
Subscriptions Global Settings) T (&8¢t CLI Hif T logconfig -> logheaders Tt %) 5 E il FK G
ko MR R STESCARIRAE H & A&k HEFGR A H H o s d5 e IS ko a5 A7 7E, W
ARGt R A7 R 1 A FRFE QH%&%V% MPASAE H & IE AT B

Y

Note /i kbR SRIGHBAF IS FE T, REDVEASAEAE THRAF I (E L, AR N HEIDRRET

15 KR Nt
SMTP 13 RFEC 7T http://www.fags.org/rfes/rfc2821.html Ff 52 SUH P IS ko
W Ol logheaders fir 2 BUE T E0KME K, WIEALRHE B2 58 Wi S fm R -

Table 34: B 515k

RRBIR | ERBIBIR
H BTSN EPNIEe

B, $8¢ “date, x-subject” A E LK IWME k& FEUL H &P BoRLU T H

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [O0]
[('date', 'Tue, 31 May 2005 10:13:18 -0700'), ('x-subject', 'Logging this header')]

?%?;413¥§1£F EﬂlLJ\Eq EﬂlL»lEEEE%EHB1ZF1§§é;<

TE T EAR G — A H APl M SRR FI A AT, T LR H & ﬂ)ﬂ%ﬁ&ﬁﬁﬁ*
RN HE X HEE KL (8E@EE CLI logconfig > ceflogheaders Fars HﬂBfﬁFﬂﬁéf
G FHEPCRIBE N B X HERE K. ARG AR, U'U%?iiglaifm%ﬁﬁ%$dxﬁﬂfﬁo LIPS
B WIASAEH E I RARATE B

Y

>

AR IR A IR SN 25 A B H G k.

WRARE “H I3 H&E” (Consolidated Event Logs) H i1 i,  “ik e H&E T B (Selected Log
Fields) P& “ HE X HERML” (Custom Log Headers), NI CEF Hi&4 H S HBIE “&IFF1EH
&7 (Consolidated Event Logs) H1.

| %z B
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\)

ER RIS G, i R H AL A RS S H AR, CEF H AT LRI 65535
ANFHFF o BIIANE SIEM fift ¥ J7 A nT GEX CEF H & XA AR VFZ R 800 T IR S & 6 AR
MRS A 9 ST STEM i ek 5 58 SRR IR A9 B5ORH 3 MG B s R “ SR i H K (Consolidated
Event Logs) 11 7Bt H A5 3k o

= 35 BEES

RRBIR | [ERBIBIR
fH AN EPNIEe

fltm, $53E “date, x-subject” F4EACRAIE LA RE BEFMFHE P ERUTTH:

Thu Jun 30 08:04:50 2022: CEF:0|Cisco|C100V Email Security Virtual Appliance|14.0.0-657
|[ESA CONSOLIDATED LOG EVENT|Consolidated Log
Event|5|deviceExternalld=42127C7DDEE76852677B-F80CE8074CD3

ESALogHeaders={'reply-to': ['test@esa.com ', 'newsletter@esa.com'], 'from': ['any@esa.com']}

EHGUIECE HERICRIERRE

Procedure

HIE1 KRG ETE (System Administration) > H&1T A (Log Subscriptions).

P2 [ MR EF/IE (Global Settings) #1457

$IE3 LAd4miEIRE (Edit Settings).

PR F5E RGNS ZAAEHPE H SRS M IDAE Sy S A BB e FE i I DA S 75 4 25 A 3 s
(R R SRR R

WIS N EAE H DS A AR k.

PR 6 NS I H B AR B e XHERE k.

PR RTINS

RANEF HEITH

BT SR G I RSSO R, 2 SCE SR 48 e R RO /N Zed — e I TR] TR]B% 5, AsyncOS
BHAT “IRR” N HE SRR, FFaIER SO RAE AL AT H R E AR . M H AT e Uk
T, BIHP)HE SR AR R G b, DA BRI R AN ML A U] AR A
KRR HE RN E R, WES0 HERZRJTE, on page 8.

AsyncOS 7[R H & SCAF I 25047 LA 5 4E -

| EESEES |
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o A IRl I R AN R /R H SO AR TR/ “s” e da, 3 4aT HE S E a4 .

o BUELH H & SCE, I “current” 3 FEAL R W] SO b 241 S

« B NINIERAA IR H SO RIS B RE AL Cff F L TR A R 5100 S

o AT AR SN e h i) H A& SCfE - Caflf F SE PR R R 775D S

o 8 HYHTERAE I SO R A CAnfE A2 TR A 2R 532 I, IR E T I rh s (Rl s K i S04
Sl e IR, alfEH GUI I RG &R (System Administration) > BT (Log
Subscriptions) Wi, @XfE CLI H# ] logconfig #ir4 5 X H & MR & . fil & H & SCrE
(IR (R P AT -

* KSR

o B T I B

LMK /NELR

2 H A SRR R B KSR/, AsyncOS $AT H & SO RIE, By ik seth iy R st £ . 2
SCIRIE P B RSO RN, al i S 4% m RoRJR T, R k RoxT775. #lln, WA AsyncOS
EHECHIERN0 KPR TR, AT 10m.

128 8] B35
W e WHBATIRE, ATk Re DL IR R 2 —

* Jo. AsyncOS (XA H & SCAFHIA BRSO RN AT [RIE
s BENXEEEIRE. AsyncOS KirE L IRIFIE G 4t 5 52 i — Be T FERAT IRRR o BRI R Y
H e SCHF Ml B, v dy h BAKe m A48, il AN KRB, DL & o B8
s BHELR. AsyncOS B RAEFREINTHPATINE . kP HIBE, S AT AsyncOS #1471
VEI) 24 BERIRS ], Bl HH:MM.
N GUI #2454 H Rl . WnZEdE CLI 7 i logeonfig iy At B &F H [RIWE, HES “4& 5
W ORI, IFEAS (%) 55 AsyncOS N AERE— RFAT N .
* §EELR. AsyncOSKEAERE R I — REHE JLR IR I THHATIRE . B, 0T LK AsyncOS
W N AERE S = RV B T AT H SRR o BERCE AR R, 1R A AT R 1)
H 3180 24 /NN ) (HH:MM) o
WAl CLI, A M FRGT 5 (<) fa e REGEH . A S () 8 e SRR, BEES () 2
b 2 A~ H AR ]

IR R AMAE R CLI AE B =R H 47K (00:00) X H & 7T H BT SCLE R

Table 36: CLI B 5 E B EEIRIEE

Do you want to configure time-based log files rollover? [N]> y

Configure log rollover settings:

1. Custom time interval.

| A&icE I
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2. Weekly rollover.

[11> 2
1. Monday
2. Tuesday

3. Wednesday

4. Thursday

5. Friday

6. Saturday

7. Sunday

Choose the day of week to roll over the log files. Separate multiple days with comma,

or use "*" to specify every day of a week.
Also you can use dash to specify a range like "1-5":

[1> 3, 5

Enter the time of day to rollover log files in 24-hour format (HH:MM).
You can specify hour as "*" to match every hour, the same for minutes.
Separate multiple times of day with comma:

[1> 00:00

ZFERHAEITH
FA T GUI BN 1% ST AT, ST LA R Bffe

Procedure

FIE1 {F “RYE I (System Administration) > “ H &1 H]” (Log Subscriptions) Ui b, 33 [A)E H &
Hr IR S HE o

T2 o, B AT (Al SOEHEIEFE T H ST RRR .

$E®I krh AR EAERRKHEE, ZBIER (Rollover Now) f%#1EEED 5 . A sZBIELR (Rollover
Now) #Z 4 T [mli pir ik H A&

| EESEES
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ZGUI LEFERIERHESR

HETE
P GUI & F H &, WS ER: 0 FJS ] HTTP 8¢ HTTPS k%S .

Procedure

B KA FRGETE (System Administration) > HEITH (Log Subscriptions).
$IB2 RN BB (Log Files) 41, E#H & H .
PIE3 ié':%o

PR A PSRN A A A RSSO Bk IR AR SR

FECLHEERIAMBESRE (tail

AsyncOS Y #F tail fr4, Ein TAEMAEM I ERCE K HEM R H . Kl tail fiy 2 JFE R mrid

5l

EE/J Elu_,\ %ﬁu%% Eo {EE);H Ctrl-C igﬁ tail ﬁﬁ/‘{\o

ELLF RGP, tall P TEERGHE. (EHEERES commit #iy2 H i H AR DL HAR S

B ) tail i ib B2 ZHOEA M HEAFR: tail mail_logs.

mail3.example.com> tail

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: Manual Download

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: Manual Download

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: Manual Download

4. "authentication" Type: "Authentication Logs" Retrieval: Manual Download
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: Manual Download

6. "bounces" Type: "Bounce Logs" Retrieval: Manual Download

7. "cli logs" Type: "CLI Audit Logs" Retrieval: Manual Download

8. "encryption" Type: "Encryption Logs" Retrieval: Manual Download
9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: Manual Download

11. "euggui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: Manual Download

Manual Download
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13. "gui_logs" Type: "HTTP Logs" Retrieval: Manual Download

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download

15. "reportd logs" Type: "Reporting Logs" Retrieval: Manual Download

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: Manual Download
17. "scanning" Type: "Scanning Logs" Retrieval: Manual Download

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: Manual Download

19. "sntpd logs" Type: "NTP logs" Retrieval: Manual Download

20. "status" Type: "Status Logs" Retrieval: Manual Download

21. "system logs" Type: "System Logs" Retrieval: Manual Download

22. "trackerd logs" Type: "Tracking Logs" Retrieval: Manual Download

23. "updater logs" Type: "Updater Logs" Retrieval: Manual Download

Enter the number of the log you wish to tail.
[1> 19
Press Ctrl-C to stop.

Mon Feb 21 12:25:10 2011 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host

Mon Feb 21 23:18:10 2011 Info: PID 19626: User admin commit changes:

Mon Feb 21 23:18:10 2011 Info: PID 274: User system commit changes: Updated filter logs
config

Mon Feb 21 23:46:06 2011 Info: PID 25696: User admin commit changes: Receiving
suspended.

“"Cmail3.example.com>
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Table 37: EI2 W E4A - Fav & 5%

e i3 AR

New VRO o

Edit & A % .

Delete ESTR RN

Scan EERN-E X K2R

Print WREH.

Host BORRG LS. BADEAE N EFE RS “known_hosts” SCIE.

Fingerprint | R R4 LWL EHIBSL.

User A FUS L B ER VT SEALI RSP 1A L34 . B 5 08 SCP HERAT ]
I R SRR . SR AR N FE RS “authorized_keys” SCfF.

FE R 3RBIH, AsyncOS $4 EHLEHPIIF A EHLAS I

mail3.example.com> logconfig

Currently configured logs:

[ list of logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

HOSTKEYCONFIG - Configure SSH host keys.

[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.
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- PRINT - Display a key.

- HOST - Display system host keys.
- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.
[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[41>

SSH2:dsa

mail3.example.com ssh-dss

[ key displayed ]

SSH2:rsa

mail3.example.com ssh-rsa

[ key displayed ]

SSHl:rsa

mail3.example.com 1024 35

[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>
Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]

2. mail3.example.com ssh-rsa [ key displayed ]

3. mail3.example.com 1024 35 [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.
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- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.

[r>

Currently configured logs:

[ 1list of configured logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.
- HOSTKEYCONFIG - Configure SSH host keys.

(1>
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