AR RO NE LT RE sy AR 2 S S DL S B 4 52 s el SE U R e . A SRS B
WS B “IP kil AR .

o A1 DG 4 2, on page 2

o MEPERISCVRRT, 554 0T

o REFLAHIB A 1 G VF AT HIE, on page 13

* B HNE SO, on page 14

« “WdE A (Configuration File) UL, on page 19
o B PEWLAL M) , on page 19

s B RMRS BB 21 1L

* JIx 55 58T , on page 23

o BE LRI BT, on page 23

* JF2% AsyncOS, on page 31

* Jo IR L5463 | on page 35

* KRR B Z ATHAH AsyncOS, on page 36

o Ay IS A D9 S A S ) M P R [ s ik, on page 38
* NARGIZAT RIS HNC B BIAH, on page 38

o KA OS2 4T HR L, on page 39

o 242, on page 40

* 5P, on page 63

* /1] SAML 2.0 ¥ i ¥ 5% (SSO) » 2 68 T

* 7£ AsyncOS API [FIHBAFM ¢ BL % OpenlID Connect 1.0, 2§ 76 1T
* RGHI A, on page 79

* [ XALE, on page 81

WAL E, on page 82

* MU HTTP {5 S QMRS 28 83 T

o HHMAENRSDIERPIRE , 5 84 1T
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B semxnese

o BMOANEIR AL [ B4 (IDN) PIHEFE . 28 84 1T

F 14 P X Y 5 BER

DA AT 55 AT LR A BRI A 9 G o f 3 ] T BE

o RG] FHRAER OC , on page 2
B IRHEORE X | on page 2
o WS BT I AT () B SO A3 | on page 3

RASE G| FEEM X

FER A EE B 5| SHBEM GG, nl ARE G R sk &, A S 2 RALIEBAA AT A B4
B LLEE CLI " f# ] shutdown E%, reboot fiy4>, AT LI#EH Web Fitifil:

Procedure

P KKIEFRGERE (System Administration) > X #]/E 1 (Shutdown/Suspend).

IR 2 {ERGHR1E (System Operations) #4r, M¥RYE (Operation) N7 Hhik#E K] (Shutdown) BRE#
5|5 (Reboot).

IR 3 MNERIAPE  URVFT TR ISR B 58 DG P 1T 58 i
ERINGEIR Ky =+ (30) 75

R4 LGHBIA (Commit).

ZFH IR FN{RIE
ASYNCOS FUVFEHTSPEIEHCRIFEE . (5T

o BB SE W RE e s AU R e AR A
o ARIEPIAT IR BUAE B 5 Sk m 2 A B F o

{# ] CLI /1 H suspend fir 2 5445 H Web FHi:

Procedure

FB1 KIRIEFRFEETE (System Administration) > 3/ & (Shutdown/Suspend).
W2 R T R B 2 AUV AR S BRI

TEER R4 (Mail Operations) # 5y, JEFEEEHE K DI RER/BATVI LR o QA BEAE R ST 2 Al
v, ATV S AT RE e IR
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TR 3 IFALILPTAT IR F BUAE SR 8 SR 2 MR B . MRS 2ER, JATUL R ERAIEL

a. BT MR, T AE RS I8/ F18 (Specify Domain(s)/Subdomain(s)) 7Bt , #ir A\ All,
SR A 1% Enter .

b. BEsEIE R E I IR AR, 1A TS B8/ F 18l (Specify Domain(s)/Subdomain(s)) - Bt H
g NIRER 142 FR ek TP Mk, RJ54% Enter. {2 S 08 CARIMEZANSH .

SRR A FANFER IR, DL VRT IR I AE A 5m  5C P i 58 Bl
WEREATIT ISR, RIS MR A .
BRAIEIR 30 5.

PIRS5 midifBiIA (Commit).

What to do next
MIEHE ST AT RS, 15 2 ) 15 I IS AR 2 R4 32, on page 3.

=R R IR T I e S

] “OCH/%15” (Shutdown/Suspend) U [ BX resume iy 2 P 5287 58 IR A IRy 2 ORI A% 2%

Procedure

PN KKIEFRGERE (System Administration) > X i#]/E 1 (Shutdown/Suspend).

SIR 2 {EEBEIRAE (Mail Operations) #5), 1%PE B AL (1 T BE AN/ B TV FE)T .
TSR W ST Z AT R, W AR MO AR B s R

PUR 3 WA AL PTAT M Bl A 32 2 R e 4l 22 AN S g s 2
1E38 /18 (Specify Domain(s)/Subdomain(s)) 7Bt , i HArgc H _EAo< A B bx.

R4 LHBIA (Commit).

EEAHBARE
A

Caution iy g6 T v ) e 4742 1 S0 B2 11 0 R AR Ao R 9 Adhmin F 7 K™ 7 1) Weeb
S CLL, W20 B8 ) B

OB R CBEAT B AR N, ST REA BN BRI TR . SEED ) B E R I RAT A
(1, A AR a2 R BHT AT 1 HE e AR D C B e RN A BB ) BCE . ) BOAR
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BT Web FHifisl CLI (IR, AT RE S R MEFR ¢ (FTP. SSH. HTTP.
HTTPS) k%5, HaaMbris el It b kS . Sarposd an =77 A E D ) BRABCE :
* 7 Web Jti L, s RGETE (System Administration) > Bt & X4 (Configuration File) Wi [
() “HE” FL, Bt RS TR (System Administration) > 2 %1% & [5)5 (System Setup Wizard)
R “EERCE” (Reset Configuration) 441
* f£ CLI I, f#ff resetconfig % -

\)

Note  {y {4 ji S b T B 4R ASH), resetconfig A H . WEMNH BWEE, LM KE

14T “REWEINT” (System Setup Wizard). A XTEANE R, WS A R G v ) 3
o FTTFIBAFAEIE AR S I PFAR 0K o

27~ Async0S RIR A B

B WA 9 G E T2 € AsyncOS AR, T AHH Web Ftifil b “ 4% ” (Monitor) S5 E[F) “ &
HMEIR” (System Overview) JUH GEZ Y RF0RE) 5 BEH CLI ) version T4,

B B 3347 T

s DIREHD], W4 W

 WSINANE FLIRE %, on page 4
* AT I RE % T BOFIGE , on page 5
* W T RE%HH, on page 6

FEZMBPERISC ., TR IR S 5 A Dh A DI

AR ANFNETRTh BE R A

XETYIBISAE IO, DhRe s PIREAE & T MR AE I RI P81, S T2 R I LhaE CREAREAE— A
ARG LB T —ARGEMETD

BAE CLI P IR %4, 1B featurekey 4.
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Procedure

HIB1 KA F R G ETE (System Administration) > T §E%5 A (Feature Keys).
T2 PATERAE:

1 HE R IRAE

BE )R B HIPIRES i h <F3IS> BTN e $A (Feature Keys for <serial
number>) #5457,

B OO IR OGRS AR SO RO I D) | AR FF LB TE (Pending Activation) 43

e USRI T (13 F RO WIDRE R BIAR 2 B
HeHE s,

R B 2% R T T e s ] il “AEMEFREE 7 (Pending Activation) ) AR B #
# 4R (Check for New Keys) %4l
USRS AT FH S RE BB 1 30 R 8RBl 5 L
E N —IR B2 T M RE%HH, Wi R
.

WS R 1 D Re TR IREIE (Pending Activation) 714 ik £41% 2541
H AR IR ERIZ A (Activate Selected Keys).

IS INE D e 5 i I Th RE#E (Feature Activation) #75 .

What to do next

FEXER

o FABIPAT I RE RS N ECRIMIE |, on page 5
o “FCE X" (Configuration File) L[, on page 19
BHahITIRE A T EHAHE
] DURE BB A 9SG B R F A A I ARIUE Ay G IS A D9 G258 2 1R Ll i %5 o

Procedure

FLB1 KIRE RS (System Administration) > ThEE 2418 & (Feature Keys Settings).
FIE2 fidmiETNRE A& E (Edit Feature Key Settings).

PR3 EEFEHREE AR, Ul () k.

PR fRERE,
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TS SN E L

What to do next
X EM
o UNINANET EL ) REHH , on page 4

I HI R Th e A

WR DR B ARG EE R, MR S SAE BB Z A1 90 Ry 60 K. 30 K. 15 K. 5 K. 1 KL
JAE BB A . BEOX SR, TR IS OO RAER . GG R, WS
X, on page 40,

IR AT ) Gl Web 1D IDIRERI DI I, 35 5 B MAMRR B H UK R .«

R FIF A
* WEE , 26 1L
o HE BT, H 8 T
o [ IR RE IR AR E IR AE YOG, 35 9 1T
o« HEVFANIE , 5 10 0T
o MERH RE R B AR RIS OG5 10 T
o R A S RHRE R B AR I ARG, B 11 W
o HOEEBCE , 11 0T
© GEARRCRRET , 511 1
s ORI RReACHE , 312
o A, P12 T

s SERERGURN R REVFRT, 35 13 T

IR RE AR AT, AT DAJC AR BRI MR AR MR DGV AT AIE o BN B APV AT, A0 ) ERHE
%##ﬁﬂ%@ﬁMnmwwﬂbécwME%¢ﬁﬁﬁﬁ,m%%%W%}ﬁﬁWM%ﬁmﬁ
FEEVERT PRGNS S AR REVERT, S ET A — AN R, AN SR P SR ] (PAK) 1
Wk bz —vE e .

HEMIRLER OGS, B aE st CSSM ] BRERMSLE R JCVF AT e - IS # VF TR P Ol o B4 5K L2
B R 45 5 CSSM 4%,  FRNVF aT UEAE I B R4 CSSM LU ER A FH 1% B o
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\)

ER ARV TR T R REIK S A4 R AL B AN SCRRIR Unicode TAF,  WIIRAR Y GG VE A SRR} Talos Al 5%
PARUL AL Talos WEF5. AT DMEH DL R SCRFERF: -azAZ0-9 o @:&"/;#2222(0) RaHy
R 44 FK

115 Z [ https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing Deployment
Guide.html LA T fift DR e Hilds o

FHIa Z |l
o TR DR PRI LE R OC HA LR

o BEAR R ERIBN, 75 R REIAE BEAS T TP (https://software.cisco.com/#module/SmartLicensing)
TR AR, BICE TR 9 2% rh e e AR e SR A B DAL,
17 2% Cisco £ e B L& 48 o (K ] 7 K P B3 % Cisco B e L R e 215 1,
152 7 https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_
Deployment Guide.html.

\}

AR ARSI G (AR E S s, DLE A ME) R
LIRS B3 T 73 B A AR BN DA K

Hop T ANAR B B 1) HLIC Y R A VE AT IR A BB S P, o] DAYEAS 38 2o B R RE AR A5 B g
A, et CSSM Thig P, FTEIFEZ LENHZ )G, RIATEA M 22 4 14 BE VAT
UE, JoRF A BB n) CSSM RIEHHE . CSSM A &2 M = KiEE .

\}

AR W R R B AR TR, T A AR S TR Y 6. 1.0
T,

© EINVFTTE () OB I R JL2 ST TEE RS B R VT I

15 Z [ https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic.

o WA RO SC T R ZEIN Bl 2 CSSML AR GEIF BRI 20 . ISP OC RGN i By CSSML AL Ar] i 22445
T T EU REVF T BRATE RN

\ )

ERE QR AT I AR I A B B2 B CSSM, A Z i ] %2 2 BR %% (Security Services) -> BREE
# (Service updates) Ay B4 194 SCHC B R AH [ Q]
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B =r=esss

\)

roEe |

iR

\)

TR AT, BRRCEDETR) PAK SCPF OFTRIEREEZ0) I, AR VF rTE SCPF IR SO 22
HEPERI DG o INBOCHE)S, e AURs PAK e MW I REVF T o AR REVFRTRET,  IndT i Hs 2 v
FIESCAE P D Re s g oy, IF AR S AERAE R

R WS O SR SecureX ST, IERARTEMSAR IS 1S R A VE TR 2 BT 56 1 IR SecureX VI
SR %
L AAT LA FHERE, ARl A IS 0 S 2 R 2 v
i% T
%15 et PR R T Je B RE BT, 55 8 T
%245 I SEVR MR AR B B S | 1 SRR R LA B A A
EPS MG, 5 9 L
%35 i P AT IS VEAE 5 10 T
UL s

S EHFRFEIE (System Administration) > £ G215 AT (Smart Software Licensing).
HIE2 Ll B A E R AT (Enable Smart Software Licensing).

ST RR A RT, Rl VR TR REARAHVFRT” (earn More about Smart Software Licensing) 4
o

IR 3 R R e AV IS B, MR E (OK) .
HIB A4 I

By
=

T—% it a

JA PR BERAFVF AT, AR eV IR I BT AT DhBEAR B S e BEVF Al A Al o W SRR AR e VF
ARGUN BB R, B 90 RIVPAS ], AT LU IR REARAFVFRI DIRE,  Joi il CSSM VA Il
MR

LERN W A LA S P R BARS, gl (8590 K. 45 60 K. 4530 K. 25 15 K. % 5 RiEG
—R) WA VPSR a2 J5, #aT L) CSSM A IS4 P9 5%
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nenmgnsersnmenz [

iR

\)

FEARGEVE R BEAT AT R/ T UE KT RE UL W 7F 0 OG 72w FH 7 AT VRAS 0, BRAEARATD R T T R ek
PEFRT D RE . A FEAL GEVF Al BT BoAT A R PR I RSO IS W0 5% 22 55 1T A R 3.
SFOBT AU WS OC B a7 A B VP A R BBV AT DhBE, TISHAAR Cisco SR HIBN, [ B BEMK M AN pP A,

VFRE. VEMHE, VRS VERTUE R A T9R4l H 8.

iR

[0 B E R

FEMBPER S LR “RIREVFRT” Thfig)a, ORI R REVE PR RlR 1) 28 g VP mT S

s SRR IN LIPS

LA RV BE A BT IRAERI G, IAZIAE “ ARG B SN A RE AV T DI RE .

Ok

E

{m ]

LB BB O L RAEE > SRR T,
HIE 2 A REIFATIE M8 (Smart License Registration) &7
I3 U AN K E MG E (Transport Settings), i A 4w4E (Edit). W] UL E:

© FL#E: TR HTTPS ELER MBI R SGIE SR I ARHE RE B Bids . BOATFOL T, BRI k.
o ARAGI G, T AL 00 O B R R A B TR R 9 G B SR R SR AR . I

BB TGRS, 20 A AR P OC B B P B A LA I URL, AR5 iy “#fiE” (OK)o Uikl
SZRF HTTP A HTTPS. 7E FIPS BT, AR5 M SR HTTPS. A RAHIMRINE ., 2
% Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing _
Deployment Guide.html.

A5 R 1 8 SR A UE U 1) AR R R A B 1)
(https://software.cisco.com/#module/SmartLicensing). FHLEN 1/ “ UK 7 (Virtual Account)
U, ARGV “HHL” (General) BT,  DAAR OB A WLe 52 IS 9 DG 1) 7= ol S92 Wkt
AP i SEBE A A S R, 1ES M

Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing
Deployment Guide.html.

HEA DI OG, RIS b S 4 R
WIES il EM (Register).

LIB6 7E “FREAFVFA]” (Smart Software Licensing) VLI F, #A[LAAJE “ a3 CyF M, & FopA Mt~
mh )7 (Reregister this product instance if it is already registered) & 3EME, FHVEMHELEM . 1S

[ 4 e SRR A LR TR PR OG5 B8 11 0
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an M R T B LA, T LAE “ R BRI AE/F AT (Smart Software Licensing) UL [ 28 1 MR

AR AR TR BRIV T O ) SRR RE R B SR OGS, BRI T s i E
7 A J85 1) ISP D D% B3

SR FE G M R Je a2 FR A IS 9 5K D REVE AT IE .

UK

FIE1 EHRFEEIE (System Administration) > ¥ AJiE (Licenses).
$I®2 i%miEIRE (Edit Settings).

W3 e B ARG VR RIER )RR UE FE/RTC B R .
PIE 4 R (Submit).

TR BRNEER, CHAEHELEALFEFICisco Secure Email Gateway iR [B1 56 F [ VF AT iIE . AN AED
5B BOX SV AT HIE
B ATAT VAL AN A FR 25 16 44 A #E R Cisco Secure Email Gatewayil [FI96IFE (11 1
UE o XANIE H T RERAIB AR 0% o

Tt 4

VA E R B SR, EATE R AR (00C) i, I HARANF AT UE AT 3R 30 K 9 R
M. FERH 2 AT LA OCC 5 FRIABIMNS, el (B30 K. 5515 K. 35 RAEG —R) I3
%

OOC FE FRIAFI G, EASREAE AT UE, 1 FLX S Th e AT o BERIR VT XS ThRE, BLieE
CSSM [ ] LT HA AL, FRe442 4.

MERE R E IR 2 T SRl X

UK

$B1 R RFEEIE (System Administration) > £ gE54E14 AT (Smart Software Licensing).
FIE2 NIEME (Action) FHHIK HIEFLEGHEM (Deregister), X5 151482 (Go).
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PIE3 M3 (Submit).

[6) 8 RE B R AR B R 2% I AR R 5%
UL

FIB1 LR RFGEIE (System Administration) > £ &EEX 4 A (Smart Software Licensing).
LI 2 MIRME (Action) F 4R P ILEEEHEM (Reregister), A5 riidi%% 2] (Go).

T—% it a
A RIEMFRFERE L, WS 5 S RPE RERHE BT IR AF %, 55 9 1.
FEA TR SN, BRI MOGHE G, Bn BLEEE IR AF 5% .

BEfEmgE
SUREAE ) CSSM TETHIS P19 5% 2 3 0 e e

N

AR QGO R R BEVFATIIRERT, A T SRR . AR C RS, U UG VE IR R G,
AREE AL B E . SRR, DAFHRIE N B % o

TS 1) R BE B BT A IS W 5% 1 Ak ] S XAt B e

LR IFIEH
i SRR R B S ISP T, T AT 4.

AR UREAE TR IR 19 5K 5 S A1

I LR EIE (System Administration) > £ 8E 80414 A (Smart Software Licensing).
PR 2 MIRME (Action) T Hz413 Pk $5dE 2 (118 151 -

VAL SAEFE e

VAR AN
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$IE3 pidaifE (Go).

IRt

i
RAELNT st A 3 % -
* A R R ARV AT
o IR R AEVR AT R
o PEAIITFAR I
o PEATUIBNOIIN CUPAk 309 v PR ] 2 ) B A2 B3I
SR
* VEMH R
* BRIIFRAFHAL
* BRI
o BT Y
o SR
© INEAT IDAET
* ID ST 2RI
&l
* ID UEF5 3
o AN RIS R B0 0T AN 00 5 R S0 T P ] 1) B A S B0 )

» HREBIING 2 S
BT E REAIE
S L B R R AR A, AT LR 5 R

i

$IE1 RFRRLHEEIE (System Administration) > £ £k {414 7] (Smart Software Licensing).
$122 EEEERIBE IR (Smart Agent Update Status) #4), i 3L BRI #7 (Update Now), $%3 fEtdF .
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iR WAL AT ] CLI v % savecontig BT H RGBT (System Administration) > B & 1

E (Configuration Summary) @ik Web iR AEAFATHC & 2, WA SR AE R BV v AH
KALE .

SR THERTH
FESERERLTL R, ST LU TR PRV, R RRL A P 8 8 e AT 5L

BRIETRE:
1. AECE M R oG B MARRERE A D) e 2o SR
2. WL RGEER (System Administration) > £ 883X 14 7] (Smart Software Licensing) Ul 1fi.
3. Ji#i/EH (Enable).
4. EHESRE PR IT R LA RS R HIT AT (Enable Smart Software Licensing on all machines
in the cluster) & %EAE.
5 milifE (OK).
6. kTPEERPITEN Z EEME BB T T (Register Smart Software Licensing across machines
in cluster) & IEAE
7. siidiiEM (Register).
S
AR A LUE CLI TP 1icense_smart v 8 AR BEBATVERT,  JF RN 1) R BE BT PRLEE N T

TS L.

FERTERCE T, ROanT LUR T BERAFVRAT,  JF 1) JERHE RECPEAE BE A (P I o 5L B
REVFPTARIERIT, SmT DUG SRAT AT S 99 S 1E A REVF T DI S mT LGRS W4 G 0 38 AN Vi
I SR A AR AR R O, ELRCE R BEVF AT DhRE, T JC 75 A — AN R OGTE A .

ARVEAE L, WS A EREAT S h A 2L

PSSR I 3347 AT S

FERLEAVE AT B RCE RIS, TS 0 BB 24 BB e /. A SR AT 3 47 B 3Rk

V

)

GE

Note

LA REPAMBAT W RVF U Z B, TR T TR SCRF BRI B8 4T R AU B 1)
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B =oemxsmiram

FE AU R4 X X RTE 2 2R

AL P VP RTUE S 5, BB R S S AR SRR I, (HANRIREG 180 RN L &S5, {Et
Wi, AN REAT LA R S5 R .

VERTUE 2 BT 180 K. 150 K. 120 K. 90 K. 60 K. 30 K. 15 K. 5K, 1 KA 0 BEk
AR, I HAE T BRI ES R 2 Aa d% AH ) Eﬁlﬂﬁnkthﬁg}li XM ST “ RG” (System) FHY,
YR T (Critical). ZEAH LR B IXLEEAR 15 S B DRI N, on page 42

XUEEAR il RAE RS H &
FADIREE PV BE 256 T REAMME A W SCVF ATE RS X S P H 30 I, st i)

o
=P SE ]
o FERERLIBAER 5 K AsyncOS RJ BES S IV I E |, on page 37
Parlas o 3
SIRACE X H
MR 9 S H (1) T A T 1 B P e AN B SO L, %SO BA XML (R ARG 5 ) A% 4
o

] LAE L 2 Fp o A S
o TR R E SO RAF R R e, A 0 NI ORA7 TS B o o SR AEAEIRE B MR 199 S H
PR, FEATEL “IelR” & f il RAT ARG B S0

s BTN BIARCE SO, DIRE AR MBI T A TR . (P2 B0 S s A H iR
78 XML SCAFRIZhRE. D IX AT LLAS B onk 24 fir il b BEAEAE /AT 1R CINERRRI RS %) BEAT %

R HERR -
o AT LU R A RO E SO, LT R, IR AR [A IR DG . X SEBR B “%Eit” CLI
1 Web Fi [ A E -

o ATLLELE FTP j i) PALSFEANEC & SO, ] LUK HEAN AL & SO 5840 B 2 CLI
o TS0 XML #538,  Br LS S 3R IR B E SCE P BT XML SEARTIAHOE DTD  (CSCRS R
XD o HLLFE DTD JG5AE XML FCE S, FRdE T bAg. (XML 53 T Hn] M\ Internet H
FREL. D

{£F XML BC & SXHEIE % N Eb 4 M <

o ATRAAANHAE RO T AT IR B S0P, X, AR B AR RS — NSRRI O, IXFE,
T DU R RA A B2 AR PE OGN 223 . FAT, S AN BB IIC B SCPE N C/X R AR R S
WM R ERE 2 A B AR MR E AN R 25 5K o

o BT LR AN R G T B BUAT G B SRR A i oY T RUE BSOS AT ISR 9 5K 1) S A
(RIFR 7y (FE 2 WA RIRET ) £ BB 1 50 IR FLOIn 280 2 E A S A K
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B, o] DAEDIRREA G S A FH A D0 DGRt “ 4 ] 1T 7 (Global Unsubscribe) 4. 41 4L &
INHELIEMBCE T “4/SEUNITH 7 (Global Unsubscribe) 511, M af LUK “ 4 JSHUH T (Global
Unsubscribe) B E 55 73 I IS A 94 Iz 21 B A A2 7= A D 0% o

Varlax oo 3
EIBEE S
LIRS 0 OC A B B SO, AR ST “ RGUE L (System Administration) > i E 3L
f” (Configuration File).
“Wc & CE” (Configuration File) T AL & LA R 559

« HFIEIE (Current Configuration) - F-F{RA7F S H 4 Fiic & A
* INEKELE (Load Configuration) - T in#k e £k 540 i B SC4F
s RARAPREYIRMIETREBEEGIRMBERBRX) - A, ES I <250 RZ ML
FFIET A N R BB AT S 32 R 45 03 AN 8 22 4 9 /B E 2 26
« EEFLE (Reset Configuration) - FHTK AT EC & 8 & 0l ) BRI E ONAE B R E 2 AT se IR
FHED) .
N

Note Ly s 25 b ) G SO A LAAS IS 11y PEM A% 2Bl B RA B ANE

HXEm
o DRAFHAIF H Y HT I B SCAE, on page 15
o AL E S, on page 16
o G I A A L E SO, on page 16
* FE HTHACE, on page 19

REMSH SRR ECE X

THARZE ﬂ@wmmNMmmwmm>mEIﬁﬁmmwmmnHQAEW%MEEGMNmt
Configuration) #45, 7 LR i B0 E R A7 SIS AH T 0L, B ORAE SIMEAE M OC | (47T FTP/SCP
MH R conﬁguration Hagrb) , tn] Dok misfors 2L ik 2 4 e i ik

LU 5 BABERCE SOl IR AT
* 5 URL ik 3N REAE H (1 IR 45 1047 22 43845 Bt RAIE 35
o “BERFLARZE” (Contact Technical Support) T _FARA7H) CCO H /' ID f1& |7 ID.

AT AT L 328 v 5 i B ST rP R R R SR B AR 5 T P ARt o o il it S A A s 1) S R A 3
Y B ORAT B SO i Dy e R R, JCTORE R0 5 o il ) FX) G B S T A 21
AsyncOS.

) DU o 32k o e i B S8 e Y R RS S LR N T A . R A TR O e S
MHEEZ 2SR

« WEHFAEH
* RADIUS #fi4)
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B eauessmsExe

* LDAP 452 %14
o A I
* SNMP %14
* DK/DKIM %544 %41
* 4N SMTP & 43 5iF 265
* PostX Il %5 4
* PostX J A3 il
* FTP #Ei2% H H T H %0
* IPMI LAN %4
* BUHTREIP IR S5 4% URL

A LAEEH] saveconfig iy & fE 24T A G E ML S 4.

188 3 R & iR e B S
i “RGEH” > “PE AR Pyt MR SO Rk A Bl H mailconfig iy 418 ik S
ﬁ:%%ﬁﬁﬁﬂﬁiﬁﬁuBTﬂfF}IZﬁEiié’a‘%F
nnE & S
RS EE (System Administration) > Bo & X4 (Configuration File) BT “ InZHC & ” (Load
Configuration) #8435 H7 e B A7 SN B BN MBI 5C . W LMEH 1oadcontig fir (L AT 47 1 G &
WZH.
A DM BLR =Mz — a2
M 5[%1%4,%'\)55(7;: configuration )EIE:KL, ,QJSEJ:’H?O
o HEMAH T EAL AL BCE SO
o EERIICEAE B

)

Note i niai fu, 15 ok g 255 sl ) i 8 S 4 o

FESRRAAUT, ATLE RN B AR sl G EC L o AT RN ERAFC EL AT, 3155 D AR S B S
(ERE P 1E= 11

TR AE MR ik, AL A L B A T 5 A R AR :

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>

. your configuration information in valid XML
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mamaExe ||

</config>

ghR I </config> Fric Y ERBE AL B AT S . X HEMRAE M e configuration H& ) DTD (SCRY2EHY
B ENTANEAE XML AT HIME. DTD X448 config.dtd. UWIRAEEAFE M 10adcontig T
I, AT TR, WA IR M. v LR 2 DTD SEAE MR ¢ 2 AR BC S
EAREA,

AT R AT, B NEEABCE SO (i PO bR e Z [ S B <config></config>)
BAC B SCAE A SE S AE— 7, R g Akl (WE) , JFEAE <config></config> Frid
HRIET

“HERE” FRon DTD @ SRR /N 1 SE R TF AR RN 45 RObs il S (e . B, AR BRI R Ay

o

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport enabled>0</autosu

</config>

Fo e AT B R UERE B (A8 T Py

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport enabled>0</autosupport enabled>

</config>

A2 HH B ) B
CE—7 RN AT ORI R OB SRR R 0 T E AR . B, REETRe U A
Hlé%y EWEleVFJ:f§217:4ﬁﬁ% ({ETEFEQE$D<Config></config>$ﬁia) :

<hostname>maild.example.com</hostname>
o HIE, RGAREE X T 2 MR, IRV E LT A E AT, BT L
LA A
<rat>
<rat_entry>
<rat address>ALL</rat_ address>
<access>RELAY</access>

</rat_entry>




zogEr |
B =viszmeinic

</rat>
WA KA, DA SRVE bAL, BIAEE “ogHE” THiEIR A,
AN

Caution |- i sfg Rl U TG 5 SO B C A SCAF 1R 7 20 I 5 P B2 IR AL B PR R UL B

LB NV v B o] vt L e o N R T e PR V6 P UL RSTR . SR oy 2
LA AL B B SO i g IR B

ZTHrC S 2B AIRRIC

A ORI ER S LB SR, 4SS5y WERAEEFRID,  WNEAC E SO, R T R E A
BN I, WEREE AR, IR E AR S E R .

fltn, AR A

<listeners></listeners>
o NRGE TGP TR !
AN

Caution |- 44 SR L & SCAF K 738 53 I, 7T A 23 AN Web SRIETER CLI BT [ SRR K B il & i . Wi dioe
AT AR B, A TR L B 1B R ER A B B HPE R BRI O, T 20 A A 2 2R R
5o BN, WERANHAE DTD 2 XHHVIRC EE, WEAMMIEar <. S50t il B8k,
BT A lE S

KFmE HEITAZEBEEEER
WUR SN iC & SO S F A0 H ST H (glan, KR FTP#EXH HAEITHD 5 loadconfig
A RS H DB, FTP R RN, RIK RN, HFIM ] logeonfig fr &L IEHINY
i,

X T FHERBITESEN
XML it & SO “gnity” JBIELE “1s0-8859-1" , TCIEHEAH BRI 77 48 B8 L de S0 T
%i, E{Egiiﬂjshowconfig\ saveconfigEinmilconfigﬁ%4%, %B%%%E%Ej{##qﬂ?ﬁﬁéﬁﬁﬁ%ﬁﬁﬁtz

<?xml version="1.0" encoding="ISO-8859-1"?>
FUAT,  HURE A g i R c & ST F
AXERM

o FESEREMSAT: R 5C b Ak e
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EEHRIEE

HOE AT E S RIS R SR B R ) BB . AR BN, WHRAEIRCE . R
S AN SRS GUI H il 4% 41 B R

W R EE N BIARE, on page 3.

EERRENXH

I BEAEH showconfig T2 B A B E XM TFEAN{E E o showconfig T2 MK Y i e B 1 BN 2 5 45

mail3.example.com> showconfig

Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--

Product: IronPort model number Messaging Gateway Appliance (tm)

Model Number: model number

Version: version of AsyncOS installed

Serial Number: serial number

Current Time: current time and date

[The remainder of the configuration file is printed to the screen.]

“BeE 1" (Configuration File) 71 [E

o B PERCE S, on page 14
s FE ) BRIAEE, on page 3
o BRI IR 2 A8 RIS R

IR TS

o CAUPRFESAMBAE R O 19 0 w] FI G445 1R] , on page 19
o B Mo TS 25 R FH B0, on page 20
o EHL A BOAIRAEL 25 M), on page 20
o BRORISC AT DT AR 3 [A) [1)54I , on page 21

IR PR BB 3 ) 80T Pt A =S

XFF124T ESXi 5.5 Al VMFS 5 HIRERIIEA: M o, #al DAL 2TB LA LGS 25 10] . X T84T ESXi
5.1 IHBAEM G, BRIh 2 TB.

SN AL P S S ARG S 0], TS PRAT AR 28R
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\)

Note RS R HEAE 2 IH . T2 VMWare SCRS ARG L

HEETIE
¥ 20 € T it BRG]

Procedure

R PR MBS A5 o
FR2 1 VMWare S 14552 T 0 B HL I a4t )

THZ I VMWare SCR A SC S B ARG B 1015 e A, Wl fERL A BRI ESXi 5.5 HIL (s
K.: http://pubs.vmware.com/vsphere-55/index.jsp?topic=
%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-FSFDODE39ES7.html.

$IB 3 (KRS REETE (System Administration) > # 2 &8 (Disk Management), Jf-HfiA TR 5 502 75
SR

EFEMSEHATEERBR

T DA e A WS 190 5 - 485 38 BT Y 14 B 2 1) 2 PC i 2 TR R ARA REASE A A 1T

1 FERZIR1E
o PG WAL RO R 0N | (R 22 RS R (System Administration) > # 2 &1 (Disk
G5 TR 4 A P O Management).
o & LA B 7 4 P G A4
K RS 2 1)
EEHE G o O T AR R R 25 R MR R S DX, ) K R B R
H 3k

o T “IEIE” (Policy)s  “JpiaE” (Virus) F1 “#&” (Outbreak)
R, K AT E R X TR LB BN . TS A8k
PR o 20 WS A () BR AR

o XF “HAR” (Miscellaneous) FCET, AT BN BREHE DL
S R R EPPHICELL N ESHE R < HAL” B
HfiE 423 1) , on page 20

B “Hih” BRI (8]

FoAt Rt 18 R S s M P B . MR RSBt . SmT LU BRI T Bt SR8 LU TR 3R
A
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E2EE 5]
H & 3ot W & R (System Administration) > HEiT A (Log

Subscriptions), JfH.:

o AR H S H R AT ARG e Th e

* BN A i 2R R BT H ST

* BAEIFA DR H S ZON AR b Z TR .
© WERTAT, PSRN

PVE/IHERTIEIR MR 2 #BBAFO S #F (Help and Support) (A LT > 84
453K (Packet Capture).

P B S ML FTP ¥ = A M 51 /data/pub H 5%

GREESCAEAK T e R 2 | ZERC & FTP U5 M40 5C, 52 FTP. SSH #1 SCP ;i
iAE A )

LW TPNG) WU %5 BRI T8 (System Administration) > #2238 (Disk
Management),

MR R B R R = B B ER

2 HA A AT AR BIRCAK) 75% I, B THRICENE & ZON I R ZVER . AEYRIX SR, &
INPRIEL))

B ORI BIX SRR, 15 S 4R, on page 40,

Y 2. p.r
RS EfNEREE
A ) B L REAETH A T 3T, AREE A SRR N 34T,

RERERS

“PRSSHEIA " (Services Overview) GUIRIZ H LR 5 3 1) 24 i i 55 AR DU i A «
* Graymail
* McAfee
* Sophos

AT AE “IR4SMEAR ™ (Services Overview) ULIHI AT LA N AT-45
s TR WL AXRIFAER, HSHTIEHTI%E, H22 0
o BRRBNGIEEN LA, ARAER, ES0 BIRSILA AR 5%, 5522 1T
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B a5

BB s E SV B SO PR . W RS A A3 B, E R T B2/
WE T

R E RS T EAR ] BB ORI, Rk IR . R AR IR, IR ik
27 (Security Services) > “Jlt45 1 ” (Service Updates) UL [l ' 12 B B 3151 EE FHAVEIR B FE
(Alert Interval for Disabled Automatic Engine Updates) 3£ .

)

AR TN T RRRIGIEE,  H S RUOECR AR .

X ER
s TIPS, 222 0L
o [MRR B LLATIRCAS ) 515, 25 22 1T
s EHE, F23 7
o R, B 49 T

FENEHIIE

UK

$1B1 H 3R LIRS (Security Services) > BR S #EA (Services Overview) U f .
IR 2 AT EH (Available Updates) 71+ (1B #7 (Update), LDASRHEUARSS 5 148 1) d i ik 25 SR8 I R A

pE i SRR € 51 R B, Sk IiA v .

BLREILARTAR B 5] 2
e

LB 3R 2RSS (Security Services) > BR S5 #EA (Services Overview) il .
$®2 S8R A (Modify Versions) %1 B 2 (Change).
WIR 3 LSO AR 5 A, K5 S LA (Apply).

IS ) 5% 2 5 [ IRV )b —AMRiAS

iR JIke 25 S AL AR T 2 15 I 25 WA FH R D R A




| zgem
s50%

MR (Apply)Ja . R B E SRR E 51 BB SR . S8 AR, TR BR e D1 )R
WHE” (Global Settings) UL

ARG BRI ANEE AT B 3 SR A5 B A A B UL T H &R
s EEEF AR QAT IR ARSI . K2 EE R T R E0R g0 .
ARVEAMGER, HS LR H SR,

AR S5 E#h

LA i 55 5 22 SR LA SAS o e 200 «

* Dife# 4

* McAfeee Bifii 73 & X

* PXE 5%

* Sophos B & & X

* TronPort Jz 337 3% B KK )

o PRI YRR F)

o IR DRI

* URL 285 (11 URL idyg2hfie. ARVEAIME R, SRR URL R 4EAL 5

. Jfﬂﬂﬁ)ﬂl (HT B 5 H T URL ‘Ti)@ﬂJﬁ‘éE’J%TKE’JEE%Iﬁ WAEHEUET . ARG,
Z i KT S Talos TR MR 5 1134 #z

. Graymall K

)

Note DLP 5| #R1 A 2 VLHEC /288 1115 B fE & £ BR %% (Security Services) > B ##E & 5k (Data Loss Prevention)

T EACEE . A ORVENME S, TS T HUB DLP 580 A 2 VL C 7 2R 45

JR 55 SRR B THCE B (DLP SEHERAN) MIFTAIRSS . ANREMAENT MRS (DLP BB ER
Ab) FRAERFA IR

FEBUE P ZE AT 50 LLRIBOX SE HE S B0, 18 2 B B AR AN BT |, on page 23

&EW&ﬂRﬂﬁ%ﬂE%ﬁ

I3 EC T+ AN T LT, on page 24
o R AR I 25 0 O B RHIR S5 3% AT AN TR, on page 24
o JC B IS A2 1Y) O DA A (19 77 K i BRI v SR R 38T, on page 24
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o DACHI R 55 45 T+ 2L FHEHT, on page 25

o MAS I 45 485 T 2 R0 B R A R R 225K, on page 26

© LEAHBIRSS 25 LAEE THWHUE, on page 26

o PR RS # B LA T BT R , on page 27

* it & H 30T 8T, on page 29

o POC R HS AP 19X O DA Gk BB A e i 25 A ik 5 (1) 45 2% Pk, on page 29
o JE VAT E N F AR IR 55451015, on page 30

5 BC A% A0 5B F BT IR IR
1 AsyncOS THAATIE B 30 F40 RSSO MSPE K6 57 I JLF

o BEG MEAF I OCHS AT B MR BT IR S5 ds T B0 o BRI T
o BT LU BB 80— kS, SR AR 1) I 55 2K FL 20 BE SIS R 5 o 152 () A AS L Jik 5%
s THATE, on page 25.

FLRPEABC BRI VE, THS I E R 55 #5 BCE LU N BTN EURT , on page 27,

R MR BB A N B RAR S 28 T EFRINE R

IS A D9 G P e R B SRR BB I 554, AT H T T BT O s«
Figure 1: & R E# A%

Your lronPort Appliance HTTP connection
through firewall [ronPort Systems
Update Servers

E“ﬁ%?ﬁﬂ&%#ﬁﬁﬁxﬂi‘mﬂﬁiﬂ: U RS AR AR BT KIRG, PTRER E SOV E RS . AR
TR, TS DG BB 0 5 LUFE ™ % (R Bl K S A 85 h SR HOTH A0 S8, on page 24

QU — A7 KRN LA ST A 1 80 1 443 1 VR IBT IR 45 2% T 2T+

Fic 55 iR ) < LA = 18 B B K ESERER AR 3R B+ R A BB 3

SR} IronPort T M SR il 55 28 A1 I Zhas 1P Mihiko i RASAT IR 9k (B kB SR, mT A i 2 A S8 A
AsyncOS JHE L E AL E

370566

Procedure

PR ESERE SRR, R URL Hilik,
W2 AP KB BA S VR A 80 MIERAS TP ki N+ 2 AN BT
HIB 3 K IRIEFR LRSS (Security Services) > AR & #7 (Service Updates).




| zzem
masirg srginEs [

FE 4 S HREEHILE (Edit Update Settings).

LIRS E “YuH TP E” (Edit Update Settings) TUIHI 1) “ BB R4 23 (BWL5)” (Update Servers (images)) 6
gy, WEFE CAHTHIRS%E” (Local Update Servers) J-7E “FEA URL” (Base URL) 7Bt iy ATEZH
1 I B ER A URL, PL3RHEL AsyncOS T+ McAfee B 25 2 Yo

HIB6 BTN “HHIRS#(F1F)” (Update Servers (list)) #4371 “IronPort B HT Ik 45 %% 7 (IronPort Update

Servers).

FERT PRI L.

MR HE AR 55 28 TR A0SR

ATLURE AsyncOS TR MG T 2RI AR 5545 JF NG B SR A FEE TH,  Joifs B AR S8
W55 ARG T . AL UL, THEMMGAE I HTTP 2521 W9 45 oA BT o) TLIPE M AROAE A R 5525«
WERIESRE MR RWUR, BRI ECE N A HTTP g5 a4 “BOBHEELAs” ) 45 AsyncOS BGFLHE FI1E
B

QRSB W) SCTEA Uy 1) LR, st D A RS ) SR BB T it o, V5 (P AR LR 5%
o Kt AsyncOS T MA MR 55 & T 3 AR5 WIS 9 S 5 L ASEAR TronPort il 55 &% T 2315 SEpR

\)

Note  SHURL it IUALKE AHE IR 2525 HI T AsyncOS FH4o 1L Sy 2 4 T WG AT AR 1 BT AR 5525, AR M i
S5 A IR TronPort H B3 2 4 58T, DRI, S 2 A RTINS 0 S e T2 28 A S 1 22 4
55 o

Figure 2: iE12 B /735

IronPort Systems
Update Servers

HTTP connection to Internet through firewall

L CE——

local HTTP connections

<>
Web Server with HTTP - e

access to Internet

370567

Your IronPort Appliances
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Procedure

PR BEAMRS S, DR AR AT

T2 FETIHA .

HIB 3 7E GUI P H &= £ BRSS (Security Services) > AR 55 B # (Service Updates) 7 5k 7E CLI H i [
updateconfig iy AL B A AT HI A HL IR 55 25 -

PB4 THARGEIR (System Administration) > R4 (System Upgrade) i skt CLI Hf§ F upgrade
T TH R B

MRt AR 55 88 T+ 2R AR SE # YRR AR AN ER 3K
B8R AsyneOS THAATIE B30 HF, 010 8460 s U RAE T A2 A T 46
R HI  25 10 L IGEIR LR
- Web SIS CEBHNIEEL .
A\

Note i FiupiiAc, s SEI0E By Ji 1 B LA A VR HTTP U5 i) Seiu il
Y5 25045 ] DNS 44 )T AN S RE TP s hkoxh kAT e

XFTHEE AsyncOS SEHTSCAE, 80 A BRI 2% b 20T — AN A LR S PF I IR 55 25 -

* Web flt45 %% (41 Microsoft IIS (Internet Information Services) 5%, Apache JFYR %5 8%) , 1%R5%
AV :

© SCRFHSREOCHES TR 24 AN TFAF

« OJAF H SR

s DEREHTES ESMRIE s C “fin” ) G4RiE
« 2/bAE 350MB ] H B AR, TR AsyncOS B T4

EARHAR S5 28 EIREE ARG

R E AR %G, ¥ 43 http://updates.ironport.com/fetch manifest.html LA R 28 T 25 A% 1) s 455 SC
o BLREMMG, RN EITES O EIRAE G B VLN OO T RERANAT M DG 345 ) LA
HBAE S HIRRA S o SR, RO WRER A RYER . s PR A, AR % &
AR H S I ZIP SO, A H SR AN AR FF SR . BT TR, TELE “YniE SRR (Edit
Update Settings) BUII*H (BfE CLI *Ff ] updateconfig) Hf 514 W4 ST it ok 45 A R 4525

ARHBIR S5 30 25T XML SO, FH TR R4 s £ SCRmT H AsyncOS FHER BRI 8 T 28 2k
o WESCHFRR “VE 7 o UEBI SO T YR ZIP SCAF ¥ asyncos Hog N o il R T A H IR 55 25 R
H i ZIP SCfF)a, 78 “Ym BBk " (Edit Update Settings) UL IH 1 (= fE CLI i
updateconfig) i A XML [)56% URL, QG4
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AT FETH R IO VEAAR I, 5 2 B AR SR AR RO AR SRR I

18T IR AR 55 =R 1T

BROATEOL T, BRAE P G B D LA B SERE SEOHT I 55 4 O . I HIE I HTTP £ed 1 80 _E
BAT, IFRAECINE . WERAA BAER KE 37T e 1, w] RAE SCRCERLIR 5545 LA BB F 94 5 mT
UM BT S 10 U 2R 2 i

UL PEAT AR 55 4% 7T LA SE > AT LE K B 6 B8 TE A o 1

\)

Note it SCTARIRMRSS 3%, 1ZARHLAR S #Ks 1 3 H T 10 1 0 4 AR AR 525 PR BT AT IR 55 ST . Teidehy
AR AN 55 1) ST R AR B AR 55 8 o

e BRI E U A RFNEF
TG THRAN TR N B MBAE R S PT 5 (AIR 55 s AERLAE B
WL AsyncOS T2 AR 55 S8 3 AR 7] BAN [R] (R e
HEETE
5 M W SR EL B SERE N 8TH AT, AR M 2% (AR 55 A h FL A I LR . KA, &
B ML ISR IIE R 75 B BUE DRI AR , on page 23 AT 1@l

Procedure
FIB1 KIRIEFLR RS (Security Services) > AR S5 # (Service Updates).

$®2 SHREEHILE (Edit Update Settings).
PR3 M AL




B =snsseaursrgnEs

zogEr |

wE

AR

EHRS R (BB

RN LA IronPort T 5T IR 45 2838 72 48 RO A HB IR 45 %8 T 2 A}

IronPort AsyncOS F+Z% MG RN I 45 S8 BRI E 0 48 FH SR} IronPort

SEHT RS A AT RN B

3 R TGO T B AR R, AR AT L B S B

W R IEPEAR I TR IR SS2%, V5 A TN 8T 2R BT I ik 252 14

FEAR URL Flu 155 o Qi GRS 25 75 S0 3G UE, D mT LU N A 2504

IREZY IS

SN AsyncOS THRI McAfee 795 7% € N BT BEE, i

s LA AsyncOS (£ A EI&E (Click to use different settings

for AsyncOS) #5#%.

Note R BT — & ARG 25k 4 55 =07 I b 3%
IS AL K00 T 8

BB RS (B3O

A R A 3 B T A PSR T BRI S A T D sk 5 A S B
FBA} TronPort 2 7F BAH K SCAF(FAIE WIS

1 M ER} TronPort 5 357 IR 55 #5274 1 9 28 Il 45 2% 1 48 n) FH 11 T4
MRS TE A2 GIEB XML 30/

RGP TR KA B AsyncOS T4 e k55 & . T4
FEEH HRBR AL £ R TronPort BB S5 2 2K

WIHEPEA I B R SS2%, WSR-S BRI IE I XML SCAF 1)
SEREERAT, AR A IR S 250 HTTP i 15 o dn Bk 107~ B
B, AsyncOS #HA8 HHui 11 80, W MRS 28 T L& Iy 5k, A
AR AT

EEIEE]

43 Sophos Fll McAfee [ 52 X« AR b S MBI . R B
ZEHARN . PXE 5[5 A JEAS AN X R0 A
SIS FT RN T2 TR g A oY A £ 5 B (A%

AIEEH s mukh, BDAERH. SEEUMT . HIA 0 (F) FAAF
L

Note LLREf ] 22 £ BR %% (Security Services) > B #4iE & 5% (Data
Loss Prevention) 5L [fi 4 DLP Ji FH F 8 58 . {H BT G ab i
SN BT RS R B . 0, s e T H
BT DLP 7 |2 F0 P 25 VU RC 73 2525

A B5 I EEHAERE

W

FERA R RE 51 EAE ] “ A SOR” DhREmS, H A SRR B R KR i
B

EFEES m. hslid, FoR 36, AAREOR. BRIAMES 30 K.



b_ESA_Admin_Guide_ces_15-0_chapter23.pdf#nameddest=unique_912
b_ESA_Admin_Guide_ces_15-0_chapter23.pdf#nameddest=unique_912

| zgem

meaxEs ]
wE 1t B
#N TEPRIE ARG IR 2 A 2L 5B PR S 0T AR 45 s e BT FH G I 28 52 11
Eon el HRAREE R . BRIAE R, IRPEM ek & — AN
ffFH .
HTTP RIEAR =5 HF GUI H 51 H (R AR 45 10 mT AR B AR 45 4% o

e e ARPEAR S %, WM & ok S B AT A AR S5
Note B e HTTP ACE R 25 25 i T A HTTP #pilo
Note HTTP fCBLAR S5 25 BT B AN S HF HTTPS .

HTTPS {XIEAR 5588 i F] HTTPS BRI BT RS 2% . WS € X 7 HTTPS AAH RS 28,
B Ad B R BB GUT AR A H IR AR S o

Note fic & HTTPS FCH R 25 2% i 0] LI A HTTP #i8L.
Note HTTPS {CHE 55 2% A TC & AN SZ £ HTTPS HpiM.

TR A SN E L

BLEEEH

Procedure

P11 KR IR R LIRS (Security Services) > AR E # (Service Updates) iiffi, A miilidmiBEIRE
(Edit Update Settings).

PR 2 e EEHELUR B BT
PR3 WA (OCERZ A SEAFI D o DA BRasinia 28 m, Dy /NEHAS IR 28 he fs K SE i)
B4 1 /NI

Fic & R4 I 5K LA D E 58 #0427 AR 55 25 E BRI A 301

BRI YOG TR IR S5 s AT TEAR I, IS I S 24y A 2 SR BB R 1 IR 25 S UE A5 A R0
UG T R T LA UE RN, AN R 3BEHr, IR SRR H STl Pr R

f# 1] updateconfig fiy4 Ml B MLRE I LR 241 o 1 A e Fic B B 11

mail.example.com> updateconfig

Service (images) : Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers
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Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> validate certificates

Should server certificates from Cisco update servers be validated?

[Yes]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

BigEEENEERERSRERE
AR WAL % 58, IURTLAA AN CA 130 F PR O O 554 . SERE, AR
N T
P updateconfig fr SR BELIGIEI. LI F /%17 T W1 FTAC BT

mail.example.com> updateconfig

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

B 7ae=
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F+4% Async0S .

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAWIBAGIBATANBgkghkiGOwOBAQUFADCBgDELMAKGAIUEBhMCSU4x
DDAKBONVBAGTAOEBUFENM. & vttt ittt it it ittt ettt it it et it

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

H 25 Async0S

Procedure

Command or Action Purpose
S| R AR PAT R, WERCEE N T A | BB SRR Hr | on page 23

BRI BB, TR 2 DASCHRE AN
(Rl I3 AXEe .

LR2| TRTIATI R I A 1T 223 " FTH 438 401, on page 31

BRI | FEOTHR BT HE AT L LS RAESS . | TH AsyncOS [F#E % TAE, on page 32
THRAERE P VT AL

LEB4| AT AT, on page 33

AT HRERRS

WERISETH R SN, WS BT T SR

BRARIEHIMERNS

A F FH 2R A

CABHIRF22 42 e % AsyncOSCLI ZE 4RI Tidk T TH AR LA B dy &, 23R ML T LA
FMAE: http:/www.cisco.com/en/US/products/ps10154/prod_command_reference list.htmlo

BRANEOL s 4B M5 AsyncOS FHE, ELAG & B B AR N BP9 PR Web S 1 T
RiFSEBEEIIR

FEEERHLITHENL L, Bt OUE H TR g R 5L
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B ornaEm

zogEr |

=18 TE R IR

BHRATREBOF TR B K bR B A= Tl Hn L

BF BT A TR B s ek T R 1R Sk

PNGEEBLIVIE sl Rk, SRk PEERRIEEN (Clear the

IS WX A T 2 n] 2 B AN & 11 S s A
%o

notification), #RJ5 rithiZXH (Close).

TP R m A (R A “EHE R
(Administrator)” BRI D

2 EIBIE % (Management Appliance) > R4 &8
(System Administration) > &% FH4% (System
Upgrade),

] F 7+ 2 18 #H

ERIATE LR, BRI CAT AsyncOS TR, HATH B RN SIS I /7 545 Web S 1fii 15

ISR BUVSIN

FERAFL ISP L, 3R A OGS T8 i v 5L

WIS X S AE T T 20T 2 i AN 1 S At
P

=18 TR R

R KRBT R PEANE R B Bl bRk 5 AR T SOm A L

EH P TR A& sk A R R 1) R Sk

PNZIETpUER s Rk, SRJEIEPEERRIEH (Clear the

notification), #RJ5 rithiZ M (Close).

TR N (AR BAT “ A5 B 01
(Administrator)” BRI D

AR EIBIR & (Management Appliance) > R4t &8
(System Administration) > 242k (System
Upgrade).

F2% AsyncOS BYHE & T1E

VR — Bl SR, JURHEBSUZ R R 2D BRA T e o5 AT .

Before you begin

B TAEBASI P BT AT I S WERANEER TARBAA, RCRE TE AT T 2

Procedure

TR PN ORAE XML BCESCAF e QR TR N 5 ZR BT BT RIARCAS,  H i 2T
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ramzEAn [

FIB2 WUREAL “ 4y R/PHIEVIR” (Safelist/Blocklist) Thfig, iHHL T 5 HZII%K.
PR3 HF A MV, WA M CLI AT, 518 M suspendlistener iy % WIH A GUI $AT 4%, W

2= BE B E RV .

PB4 SR . ] UAEH] workqueue iy 2 TAERAZIH Il A-£, B H] CLI 1) rate fiv 4 45

IS 0 5% _E S e
Note THE e OB A AT R o

FHMREAR

AR AR R N B e, AT AE R Sk T3 R R

\)

Note  7p— et rh A HE IR 2 5% CITAS & R} TronPort 45 8%) FHIETHL AsyncOS I, FHCKAE R4k
BRI 2235 o TFRITAER, bRiEd Eos 10 #b. SoRmEmEn, 0] UERAE FEITh2Z mrf A
Control-C LR H FF i e

HEETE

o ERER HEMNERN T B L ML IR A FEE T RS . SRS B E SIS, DL
HRHESIE R ke AR E AR OC, DA IE B TSR I 2o 15 5 [ ¥ i LR U2
FIHTHT , on page 23 FHMCL & iR 5545 15 & LA N L AHET , on page 27,

o W EEN R BT, AT AsyncOS FIUES: T A4E, on page 32 15 W #4F .

o MRBERERCRG T 2T, ST AR L.

o WS IUNETH, WITERES I B 2e e 2 miar$e 4t

o FH G, B TCIRAE FIPS il M TLS v1.0 A . (HZWiAg b2, ] LLZE MR M o6
Wi H TLS v1.0.

Procedure

FIE1 KGR RZETE (System Administration) > ZZEFHZ (System Upgrade).
T2 S ARIE (Upgrade Options).

HIE3 Sl AR (Upgrade) 4k4E T 20 f

WX LR AN

=18 TR A

TR R R O e T 2% mili F#EFH %% (Download and Install).
IREC MR, WARSRR R B i IAT R 3.
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1 R HR1E
TRz R AdHX T & (Download only).

WARIE T AT, WARGH IR EE ST M.
RGAEIE 6 BB, ARG

LT R TR FRE 7 MR (Install).

PR O NN, RGEA 4 BRIk I,

“1e %% (Install)” I T 7K AREZE L HE1) AsyncOS fRAS

BrAE 222 B 20T N Ry, A IE T AR e — 4> AsyncOS AR,
R B4

a) THIEFEE TR 2 E G =R AT B AR ¢ 1Y configuration H s&H.

b) IR TS B E S A

Note Tkt GUI i) “Hd & S04 (Configuration File) L[ [fii ok, CLI FH [ loadconfig fiy
A TINZEHT B i 6 R G B S A

) WERAEAE S M AR BC E SO RIA, RN ZERAZ S RO Bl bk . AR S0 B2
ANHBPEL L

R k4L (Proceed).

I R A AT 222

a) T HER NS 2 R PR T AR e R
FERSAH M N2 1T, 2 he i B s
RRYE LA DU T B AT 7 gk B 4%

b) ERRFFE, sidiiZRIE/E (Reboot Now).

©) KZy10 70%t)a, UK Y7 ) HEPER 5E 6 5%

USRI T BRI BB MR OCBI,  DAR T e L, WEAE RS TR e 2eid 5270 20 23 B4
7 MR

What to do next
o GIRGRAERIWT, WA EH AR .
o WER O EURR 22T

TEHE S ZRETHRIT, VH MDIT U e UK Le Pl P ATERAE, B 46 “HEE T/F (Before You Begin)” ##8
SRR A A, (HEERE “de (Install)” 2ET,

* WEAR O LTI
s A KD MR
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s W RFRACELE M. ARG, TSR HECE SCIF, on page 14.
o FHRSERE, E IS TR

EEFERETHMRES. BUHSUMRE & T2
Procedure
T KL RRGETE (System Administration) > 24 F 4% (System Upgrade).

P12 N ARIEIN (Upgrade Options).
W3 PN

E: 3] R R 3R AE
MHE FHARE A DU ]
WA IEAEHATI T8, HIe ) PSR ke, WASHE
BT HRSME R
SIS Ak g A A Y BGE T 8 (Cancel Download) 441
Y FEOELEEAT I, BG4 25 WoRIbE I,
TR 1 B 22 e Fi e s i U 5] I BR 244 (Delete File) 444
DEEEE s SR =1 P S TN | s

R4 (Wik) BEFEIIEHE.

& FixiE iR TRIA

HATE 80 - 1 90 - RAWKEF_L, A e e Fe 5 E M A W SCH LA 1 FL Y
N A A B AR e R T AR I OC YR, 20T ST A AT P (1 3 R B R C E e T RE
HEEIE
o il FHER DK L I e FE YA 1 (RPC) g ) HEER R A M. ARG E, WSk (e
B Ham) .
o BRORIBAE R C AT D RE s 1) o, Gl ek B KRS FT AT A o B 1 ity 1 o
o UL RE TR B IR e R F YA PR A P M — (1) TPv4 bk o bz A nT 2 RS BT iR 1 i R fiC
H, MAGEMEH ipconfig &AL E .

o BJAHROERIOC, R AT DU BSCRE B B A B T (IPMI) 2.0 FRAS (1 80 46 (K 56 =5
THo HRERESAH IR T A,

s ARV A 2T DS R, W20 (CLI Z2%151) -
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Procedure

P AT SSH el sh AT #0565 3t U5 10 iy AT S Il
$£122 ] B “ 5 (Administrator)” 7 ) AR 1)K F 8 5%
FEI MALL T

remotepower

setup
T4 BEIURRE M E R
a. ULDIRER L M 1P Mbdik, 0 b 28 HEAD A G
b.  HAT ISR diy & T T 1K) 4 AR
IXLEE ) b5 T o 28 (RIS AP 19 O PR A LE 5 AR FL T

FHIES Hi N\ commit LRA7E .

L6 MWAEINCE, LI ORI RT Dze R BRI I OC Fi

W1 Bk T DL A A SR N UET . B, s B R R AN T, IR OR T AT
AT 25 17 B AT AR U7 18] B 5 (R UE 45

What to do next
HEREM
o T2 R IS I O HEL

'k & £ Z BTk Z< 7Y Async0S

AsyncOS F2 iRt AsyncOS #efl: R Geth = 2 (LY S IR Z iR 4% P S RRCAS o

LAl
ZEMBPEIA % AL revert fir 4 J2— T FREARPERVRME. U & 2RISR BT AT AL ELARURCRFE . 1
SARBUE I RIS IRE, SR EAMIE . JE5h, 1 TR EGAER X2 i, 1R
STURAFIE 2 IS AL, 1T U A 2R AR RLER, DR A5 A2 revert fr &, W 7%
B WS XA T A )

A

Caution .00 HAT BEWR AL B 1A FROA G B SO AR OB SCPFAS SR 1 2
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EE B R X £ S Asyncos e miriE ]

72 2 AR P 55 Mk & Async0S A] BES SN i Al ik

a0 9IS FH T W8 AE T AsyncOS 9.0 1k &2 215& H Tl 1) AsyncOS 8.5, T AT {EA BE 24

Ln 5 NG T HB2E T AsyncOS 9.0 Pk & 213 T-HB2E A AsyncOS 8.0, WIASE F-A5 MBI S A i 2
A TREALIZE IR 180 K 5 BRI .

Ditie % A BN HIHAEAT AT 50 T #BA S 5K
HXER
o REFAMISAF I G VF AT UEEI I |, on page 14

i & Async0S

Procedure

ST BRI AR B A IR E SO OSSN G M. ik, nr DOl bR 2% S0 E
ey QBN FTP &35S0, AR, S b fF K2l & Sk, on page 16,

SIB2 LA EHL LR A O Y UL E (A R CASBERCERS) o
Note AR 2 5 2 N8R & SO

LI WIRA “ 2 4p3R/BL1ESFR (Safelist/Blocklist)” IhfE, iR « 24438/ 11413 (Safelist/Blocklist) ”
B 1 5 2 H A L

LA ELFABASE A .

LS G BB I HRLE R S CLI,
fEig T revert i 20, R R B ZEEIOR, BXWELIURZ G, Ka P AT IR Bk
R, e ERTIE IR 0, 20 TR K S e .

SIE6 M CLI FEH revert g4
Note R FEAEHFERS o MTRERT 22 15-20 B A S 52 R, I 0T T HTE L 723 5 & Ui 1] fs 44

EPP

SIBT ZERFNE O E R P IR

LE8 IFENEBMNR S, EEHEATEGIS M interfaceconfig fir A AL E HA R Vjn) 1P Hidik
SNEC NN

$IB9  ERENEAE D LG FTP 8 HTTP.

FHIR10 DL FTP ALIEEAIE Y XML Fe & SCf, sof HoRG G 2 GUT St

TN AR B I RRCAS 1) XML B &S

WIRAE ] “ 224518 /BH1ES 3 (Safelist/Blocklist)” Thfg, W SAIFKE “ 245 8/FHL11-5 %
(Safelist/Blocklist)” 4k 7 .

PN NI
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B L L taet

WUAE, NAEHIITIERT AsyncOS FRASIEAT P S A HB A9 5K o

7y R4 ) 5 A A B R 44 i B AR [ Mt i

FAEDSUAN T o 2 HS A X o P e s
FELLFEWR, TLAK AsyncOS AE i i MBS A0 B4 36 AT N
o I EEIE AN
 JB A
* DMARC &1
* J@AN (notify() Al notify-copy() i BE2SH:AF)
o BRES 2o A (DARBR 3 A B ) “ Rk EIA” [Send Copy])
o 5
o At B B A

fn] DU g IR I IR WoR A FR S TP A 44 oG8 m) BLIE RN T 144 A “ R 48A R 5% (Virtual
Gateway)” Ik

A LAAE GUI el & £E CLI P # ] addressconfig iT2-16 i 22 96 25 A A0 A2 P 3% [ Ml -

Procedure

L1 FHiF “RGEEH” (System Administration) > “iR [F[Hill:” (Return Addresses) UL fi
PR 2 fiih4miERE (Edit Settings).

PR3 X EEE ) — AN B A AT 3

TR 4 FASTFIA L L.

Y ~s— /=1 5'; T V=
ARGIBITIRASHELE H{E
R S S BESR, T L MR I 52 () S ASE AT IR S 3 (B0 CPU A A F 5 K s 8
Ay PEE B R T LA IS 9 S Py 3k B 5 () BRI 4

\)

Note  9iffi/i] CLI b RGUSATIRISHACE BIME, 151 healthconfig f14 . 7 CIEAIE R, 1525 CLI
WIKHE B el GEJH T URHIB A 22 42 B % 1K) AsyncOSCLI 2515/ ) .

HEEIE
VAT A0 52 B
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Procedure

P KRS RFEEIE (System Administration) > RGEIEITIKIR (System Health).
PIR2 pithi4wiEigE (Edit Settings).
PR3 FlE LRI

* 4 CPU i il $ia € BB S0 (BLF 23 EED

BEAh, IR AR T CPU A I8 2 BC B A B N e 5 BB R . RORS —NEIR A,
Wik CPU A HIAE 15 0 AhNIE R T B 5% fil A2 — AN EARREE FEME, Wi RE
e

Note IR ) fih B A AT R AR B R R (1 CPU AT D
 JIAAF TUHASCH AR € BIE S0 (BLE 2 HEED .

EAk, 3 B 2 AL A AR A A7 A A P A0 0 200 T L PR B (LI R 1 BRSO AR . AR S — DN
i AR AF TTRIACHIE B T 1 150% BRAE 15 73 Bl i () b o il 56— N E R IKE, W Pk
B AERL Bl R R E Y 10,

© YN AEASHAT F FRIA ] 10.1% I, RIEH AR
o NS RAE 15 2B ATEE] 15.1% I, AR08 AN ER
o JyBAF R A ) S KR BIEL GO CBARBPEEOERD

BEAR, 3 AR E AL BB P R RIS 30 8C B P B (R I R A B R . AR AN EIR A
U SR BAZ P BB ECAT 15 3 BN IE BT Y 150% il i 28— ANEAR AR, W2 i Ak MBI
B, WREE R E A 1000,

* B I o K BORF] 1002 1, ARSI ER .
o HEAF N ISP R KR 15 2 B IE R 1510 I, W A% AMER .

Note VLTI T A SR8 T “ RGUEIR” (System Alert) 51
TR A FAIFINE L

What to do next
WL TN SE DD RERCE T84, IHMIRENT W RS, AU, 1HS U IR IR N, on page
42,

A A s— /=1l
R E M RBNEITIRNR
A DU B AT IR RS 75 D) BE A A MR A M G HIs AT RO . PUTIBAPIRIUKS AT, RGO 70 M 410 IR
AHZE” (Status Logs) TP s 8ds (e =) LU & ML G RIS AT IR o
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\)

4

ERTEEN

B a3

Note x| FBEHHATIHL M HTHI RS “UIRASH &7 (Status Logs) 4040 & 45 /b —AS H i s %8l o

AT RO A,
o 1 Web FUII L, KIKE: T RGEEIE (System Administration) > R4EIE1TAKE (System Health) 7T
M, AR HERITIETIRRME (Run Health Check).
* fECLI L, 18174 : healthcheck.
TR IR W ARSI H N SRR T F e A )
* BIETTLARI
o WEA AR FEAEIR
* i CPU £
* AL
T LA DT AZ ik
W AASAPRGURS AR B IR BB E R OGBS T Bk — DA, EH B AR R
AREMELR, EZMH:
http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118881-technote-esa-00.html.

SRR A A B A AR TR A, P A PR N 06 R AR B AR DA B o IR B Bk
P EED G DA “Hih7 B CHEDORNGE, WA S THEER DG EirE e A e DhRe .
1 E S A D9 A o A8 T DA B DA A 0 ) 200 ol i e g W A e S A 26 5 WS A6 P P LA DAy VR 8 777

PRGN Fi KL AR . WL GUI TP “ KRGS L (System Administration) > “Z24” (Alerts) UL [f]
(8l CLI H1¥) alertconfig fiv4) 4% FRAE

CIRYE SORD W e X3 8-S & &
o U FREOLENER.
o 35 (Warning): 7 Zib—20 W 4a I 0 n] g 75 27 Ry
 AE R A EATIE AT S A IIE R

G

) i) A

N T ALERLBENS B A SR RN BE T AR I RAEAE, W] LORF R G T R R G R R Gt
BRI FTATER MBI EIAS . BLIhRERR N “ FZSCRE” . R SCVRRRATA B =30 SO R A o SR 1A 2%
Jie “HBNEET ERERE IR, WAL IER SN, status 4 (10 AT 1) AsyncOS
FRAS o
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BOIAMEOL T, WE A “S7%” (Information) ™ B EL ) “ REG” (System) EH SR EH 1
N SRR AT RO RS AT (R EIA a0 RAEAAS 2 TR R AR AR PE, T LA T fg.
SR HEAE L DhRE, E S L E SR E, on page 43,

ERIRIE

Il

MBI R AL E] AN (Alert Recipients) HH5 & MUk IR, JEQG 43X 48 H AR € X SMTP
H

HT T AR S ] RS AR A S R R Tl R, PRLHEANE T AsyncOS IE W IO IS PRAR 12 RGERIEEAT.
M EARMEA B ST T IFAT I IR R SeA%id, HIMEAE AsyncOS fA7E BN RS BEIN B 2viz

1T
EARMEIE R GEA S AsyncOS JLZAN R URCE, IR B RIS R 4234 AT RE 5 FA AR AL IR AN K
—Ff:

o e AR AR VE DNS MX A e A L%,

BTS2 47 DNS 55 H 30 708, 22475k 30 20 BipET—k, PrLAn iR DNS gk,
Lk Ak

BB AN TAEA SIS, P AR EA DR R i b i F o S oh, EATEAZ R FL

AR AR AL I NS A3, DAIHAN 52 3R [ 5E S0 Bl H B f2 i BR 1 0 5 o

\}

Note [mik - {418 ] atertconfig CLI @43 F] 7 TLS SZ ¥4 SSL FC B ¥ & Ui+ )i il 7 FQDN Z&iiF
] KRGS B UE R EAEAE “AIL4FR” (Common Name).  “SAN: DNS #4757 (SAN: DNS
Name) F-BEP A [F] I AELE, BLAOZ TS FQDN A% 2.

\}

Note [wfik - fUAEA# ] alertcontiq CLI wird i3l T TLS S HFIAE SSL e & 5 & v v i 7 X 509 &k
e KA IR S5 Al IR 25 42 505%

\)

Note [k - {4401 alertconfig CLI 4 FH 7 TLS SCHFJFAE SSL ML B ¥ & vl i+ i F 7 X 509 B&iiF
e KRGS BUEH i “AJL4FR” (Common Name) Bf, “SAN: DNS 4 #%” (SAN: DNS Name)
FBOE A RSS2 AR

Note [n]i% - {U/EAE ] arertcontig CLI fy4 il T TLS SCRFIFAE SSL it & & JUHI i I T X 509 B iF
e A BRSSP A
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Date: 23 Mar 2005 21:10:19 +0000

To: joel@example.com
From: IronPort C60 Alert [alert@example.com]

Subject: Critical-example.com: (Anti-Virus) update via http://newproxy.example.com
failed

The Critical message is:

update via http://newproxy.example.com failed
Version: 4.5.0-419

Serial Number: XXXXXXXXXXXX-XXXXXXX
Timestamp: Tue May 10 09:39:24 2005

For more information about this error, please see
http://support.ironport.com

If you desire further information, please contact your support provider.

AN IR HR I A

TR G |5, ] LUK 4047 ) ] W SR e N AR R ol R ORE SR SRR
R IB L TR N, B FE R NS AN R IE “ RS (System) CEARIEAD [y “™
H” (Critical) O™ E ) A5 BN RSG5 o

)

Note i R/ERGEREMIME AT “ AR, WHRE M HBEAS BRI A = S RIS Y [ et
A DABE I B B

Procedure

FB1 K IRIEF R GEIR (System Administration) > 4R (Alerts).
PR 2 piiiRnEK A (Add Recipient).
S 3 HABAE NIk . o DU 2 A, JFLUE S R

FIRAE (i) A RGN SRR N DURCR I3 IR N B Sl A A, 1 h R AR R S 58 R
(Release and Support Notifications) & % HE .

SRS PRI AR B B SRR A E
FER6 FRATFINE L.
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ALEEHRIRE

LAR BB T TSR

\}

Note  {ii ] alertconfig CLI fir 4 i& SCEELE MBI ¢ L AR A7 (R ER B LML H S A

Procedure

T Al BT (Alerts) T T M 4mEE I E (Edit Settings).
W2 FN A5 bk DIAE AR AT, SR “ BBl (Automatically Generated)

( “alert@<hostname>" ).

PR3 WURE SR BRI SR R A, TR . AT AE R, TS I AOR R

15, on page 43
* $83E AsyncOS K1k 55 AR EAF IMHI A0 4L
* 85E AsyncOS K 1% 55 BRI 54 IR B KAD 4

B4 nJLUEIEST “IronPort 33 FF” (IronPort AutoSupport) LKA “ HFSCRE” « A% “ABISL
FE7 VEANE B, WS A 35 FE, on page 40.

s WRBHT “HAzsZR” , WM BRE R “2%” (Information) 25 1) 2 G4k i & Hl 2
ANRIE “AshE” . ROl IZ e EHESE H b ThRE .

TS FAIFINE L

B AP ) AT D A, A

RILEAE ) REC 2822 {3k CRy AN HbhE A I BRIA I “alert@<hostname>" ) o 1] LA7E

CLI #1# [f] alertconfig —> from 4% & LI .

o ORI BTSRRI

o RIE AR TSR I B KD A

« “HZSCR” MRE O HEEERD .

o B ) BCE BRI “15 B (Information) 2l 38 S8 EAR MV EARWAT N RIE “ A3ICHE” REH
It

H o

=

p5% @
g ik
L]

F LAFRE AsyncOS AL T R EARATEAF AR B R B E 0 0, AN AR T BB 2,
M TCAR R IR M AR T AT A AR A AT A3 BURIN (8] A SX REEIRIE) o AR RANER S,
FIE T EAR L RS AR B CEARIBIRE D R8N, 8500 IR B0k 24 Ay RS Hoin L 1% ) L 7]
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Moo Rk, WnSEEfrs#, LBIAENTERE S F. 15 F0, 35 Fb. 75 F0. 155 #0. 315 %0, LLLE
i1

IR, RIFEPTREACAFIR . Rl ARt ki A i 45 11 B K AP 4 (maximum number of seconds
to wait before sending a duplicate alert)” 7B, &E ARG RIS ERAE. B0, W ARwIaa
WHER ST, BKEN 608, WITE ST, 1580, 3570, 60 #b. 120 AP REEHR, DL,

EERIERER

WIS 0 S s DR AFSOBT (Rt LR R 25 SR i B 4 RME A, T LAAE GUIA CLI it T & . X
TR TGRS 194 5T 3o

BAFH RO EARMSIZR, W Rl “EIR” (Alerts) T _ L EFHEA FATRIE R (View Top Alerts) %
HI B H CLI (1) displayalerts 74 . FJLATE GUI 4% HIL 200 SCARRIME NHEFI 24K

ERUAEOL T, WA 9 St 2 IR A7 50 484 DL b os 7 HE 2 SERTRYE R (Top Alerts) & 1. ffiH CLI
"1 alertconfig -> setup i 2 G M1 9 S LR A7 R . WU EEAEH b Dhae, IE R R AT SOk
0.

JXU B2 388 25 15t AR
RSB TER, CFRERAAR (R A MENART) BRSSO, Wi M ENE (R
U, ZHEES) USSR T TS S8 (R o SEU A EAR ISR SCAR R e o
B, LRI AT B AEME A SCAS P B 2 “Sip” o ARRCEARIN,  “Sip” AN SIBRIK TP M
hik

o [REIGLHEAEAR, on page 44

* B #E AR, on page 45

o H ARG TR (DHAP) 4], on page 46
* ffiff XUBG3E 7, on page 46

o B OB RE B X 4, on page 47

o GRHIR/IEFIFREAR, on page 48

* R on page 49

* SRR AR, on page 59

* BRI JE AR, on page 60

o JEARAETREAL, on page 60
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Table 1: 7] §2 89 RBLIRER A E R 5=

IR 2R BB AN R B
AS.SERVER.ALERT $engine anti-spam - $message $tb “engine” - J ki 3k I 5 | (12K Y
PEE, ORI R N KAk “message” - H B ft-
“tb” - FHAFE
AS.TOOL.INFO_ALERT B3 - Sengine - $message “engine” - [ 3 L B 5 28 44 FK
B . [T | L ) % “message” - HI5F
AS.TOOL.ALERT FEHT - $engine - $message “engine” - b LB A5 B4 FR
JUETE SR PSR B SO | A | “message” - HEAE
T B e s o b R

B iHR B 4R
TR I AsyncOS ZE B F 5 BB 0 B HR IR B2, AL A R A )

Table 2: 7] RERIRH TR HERTIE

ERBIR R 14 FO A S
AV.SERVER.ALERT $engine antivirus - $message $tb “engine” - B EE T | HE KT,
/AV.SERVER.CRITICAL

U, BRSBTS k| “message” - FRHRT.

= “to” - A,
AV.SERVER.ALERT.INFO $engine antivirus - $message $tb “engine” - B 0 IR,

& B MBI R T IS % FeEn | “message” - FRMERE

Rk, “th” - FLAIEIH.
AV.SERVER.ALERT.WARN $engine antivirus - $message $tb “engine” - B REED I,

it IR S B  EL N % . | “message” - FLGSHIIE.
“th” - AR .

MAIL ANTIVIRUS.ERROR _MESSAGE | MID $mid antivirus $what error $tag “mid” - MID
P, S R AR R | “what” - R AR
B, WX “tag” - AR TR CHIRC B

) .
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BN

R 14 FO A 24

MAIL.SCANNER.
PROTOCOL_MAX_RETRY

MID $mid SR, JoikHH Sengine HEATH
o

PP, DA WBPERRIR, Bt LA 5 22
FH ISR R 2 H e KA
MR AEAS 15 EEAL PRI B T EAT AR B

“mid” - MID
“engine” - [EAEE 5] 4

B R E TR (DHAP) E4R

NRAEIET AsyncOS AL A A DHAP SR K512, AR EAR AT E 1™ B AL U] .

Table 3: 7] BERY B RABE L TR ER TSR

EiRair

HR 1 FOHEA

LDAP.DHAP_ ALERT

LDAP: Il BB AR H R sty 4700
BEh s B, WS ARG H &

Eeth o R RIR] eI H AR BN AR

PR XU B i

PRGN AsyncOS AR P FE R KSR, AR EARATE AR ™ AL 1 B .

Table 4: 7] RERYTEHEIRIZR

B AR Scol MR, TR A AR E .

iR AR R4 FRd A& ¥
INTERFACE.ERRORS Uity 1 $port: KM E Sin_err FAEF 1% Sout_err | “port” - H: I AHK.

“in_err” - A _L—$FlpfF LIk

st R DA RN Rk

(RTINS A

“out_err” - {_L—HlB{RLAIK
)% A DA

“col” - H L—F BRIk L
EITHORGIPRY

MAIL.MEASUREMENTS FILESYSTEM

$file LI IX [FAL T Scapacity%o 75

“file_system” - L RZ M4

K

e o GRSy IX B R (T5%) IR IE .

“capacity” - U1 FR Gei i 1)
BE CRHBE R .
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R 2R BB IR SH
MAIL.MEASUREMENTS_FILESYSTEM. | $file % %: 43X [f14k T $capacity% 75 “file_system” - LI ARG K4
JH PR
PEHL, YRR XA R 90% AR (LA 95%. _ ‘ .
96%. 97% ) Ik “capacity” - SR
FREE CRH B2 HIEAD .
SYSTEM.RAID EVENT ALERT RAID FifE R Serror “error” - RAID £5R 1 SCA
et RAHE RAID SR A%
SYSTEM.RAID EVENT ALERT INFO |RAID Hift&k4:: Serror “error” - RAID HiRA A,

ZH, K RAID Fifhm Rik.

1 312 R4 B S X B4R

TRAE AN AsyncOS ZE B Py S AF B B BRI P, AR E RO E R L.

Table 5: 7] RE RO LI AR 14 PR B8 X 4R 51 %%

45 275 AR A 5%
ISQ.CANNOT_CONNECT_OFF_BOX | 1SQ: JifF Shost:Sport MEHEEIHL T ki g5 1X “host” - HL T W5 X [l Hy
-
B%. Y AsyncOS TIEIEREF] (BLF) 1P HhER K. )
“port” -7EHL R BIX %
3

ISQ.CRITICAL

ISQ: $msg

“msg” - LR IR

FEEE o R AR I SIS R S X BRI A

ISQ.DB_APPROACHING FULL

ISQ: #id $threshold% FrIEH 72 Ay ik

“threshold” - FFaf k%
AR I I B IR A A1

et o BRI R S X B A R R A I 0

(LA e AD
ISQ.DB_FULL 1SQ:  Hdi 1 O ik
FEIE . b M S o X B LN R %
ISQ.MSG_DEL_FAILED ISQ: BEILATF JE AR AeMIER MID $mid OB Ak “mid” - MID
$rept) : Sreason “ropt” - ol Ak 4
st D M S P B X B PR % |
“reason” - AMIBRMBALER)
JEIA
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ISQ.MSG_NOTIFICATION_FAILED |1SQ: AfiE & IE1H 41HE: $reason

“reason” - AKX AT

Wt o KRBT RILIBEN AN KK o

J5 A

ISQ.MSG_QUAR_FAILED

i3

T o AL Bl B SR A3 o

ISQ.MSG_RLS FAILED

—
wn

Q: WAL ERAR AE¥S MID $mid &A1 £ $rept:  $reason | “mid” - MID

i3
OF

o AN RATIBAFI; 3% o

“rept” - Wi AEL “ 4

i

“reason” - A KATHRAEIR
JiR

ISQ.MSG_RLS_FAILED UNK_RCPTS |1SQ: AL FJ5i R A g%k 4F MID $mid: $reason

“mid” - MID

Bt o DAL AR ST A Jl Dl B A IS I 220K

“reason” - AR ATHBLER
JiR

ISQ.NO_EU_PROPS 1SQ: iM% Suser (K@ M. BEEBRIME “user” - A AR
2%, Y AsyncOS JovEe & A OAE RUR ik
ISQ.NO_OFF_BOX_HOST_SET 1SQ: 7EARWE EHLMNE LN B ENL T ISQ

Z% . 24 AsyncOS BCE A 5| AR E SCIIAT SR 2 DI

R EFIR/MIEFIFRER

TERAE AE L AsyncOS A2 KA Al 22 SRR PHIESI R EAR K513, A FERE RS AR ™ L A 5

i

Table 6: F] RERI R £ 5K ML FIFER TR

PUEL TR LA SR BB A .

EiR AR MR FOd IR S
SLBL.DB.RECOVERY_FAILED |SLBL: Joilk4E i 2 P2 451 3% /B 11 51 2 508 28 « “error” - #5iRIR N
“Serror” .

SLBL.DB.SPACE_LIMIT SLBL: HZ 1) 2453 /BH RS R B PR H T Se vV AR

#250): $current of $limit.

PP, AN/ S R B Y T SO A ]

“current” - O 1K) 25 A
(LI MB R4
“limit” - e & PR (L
MB 4 147D




| zgem

R4

IR

A
=]

FRAUGWIEL AsyncOS AR P R GUEARIFIZR, AR ESRAIE R KB .

Table 7: 7] g2 B R R EHR BN T =

PHERBIR

R FNHEIA

AMP.ENGINE.ALERT

BRI RGN T AR PR
b R

AMP.ENGINE.ALERT.WARN

MR SCAS: A FEN Cisco Threat Grid AR 55 #81E
WSS T H A FR . InFEHE B, 155 Cisco
TAC (%

AR : WARNING.

VO s 2B 5 e v F A Re ik F ID )
Cisco Thread Grid A 45 w4 M 15 % 4144 BRI &
JEHEAR

AsyncOS API Alerts

W27 ({4 F] Cisco Secure Email Gateway/t]
AsyncOSAPI - AT 145 1 “EHR” .

Mailbox Auto Remediation Alerts

THS CEIRT o ANRUNSH e

COMMON.APP FAILURE

N s A2 Serror

ety o VIR SN FH bt I Ak

“error” - iR CEE MBI I3
A,

COMMONENGINE AUTO UPDATE
ENABLED

<$level>: <$class>

fall: CONFRET% <Sengine> J5 H T Hl B
Bro DLAE, ORISR S 180 A 35 55

“$engine” - M55 51 A FR. {E AT LA

* Sophos
* McAfee

* Graymail

COMMONENGINE_AUTO UPDATE
DISABLED

<$level>: <$class>

R CHFE 515 <Sengine> 1] T HAIHE
Bro BRAFERFE S IBE M AR BEE R PR T
FEHORT, 1WA RS S AT B 35
e

“$engine” - 4551 B A4 FR . AT EA
N

* Sophos
* McAfee

* Graymail

COMMON.KEY EXPIRED
ALERT

181 “$feature” PO LR THILRER
BRUS R A

B, e Pl W Ak

“feature” - BI% 2RI ThBEMI A FK



b_ESA_Admin_Guide_ces_15-0_chapter22.pdf#nameddest=unique_868
b_ESA_Admin_Guide_ces_15-0_chapter22.pdf#nameddest=unique_868
b_ESA_Admin_Guide_ces_15-0_chapter26.pdf#nameddest=unique_592

B zs5es

zogEr |

PHERBIR

HR 1 FN A

COMMON.KEY_ EXPIRING
ALERT

51 “Sfeature” HHIE T Sdays KN EI. i
B A I SRR R B AL

ek o DIRem PIRKG BN K% .

“feature” - RPRE R ThREKI 4 FK
“days” - DyReRs B2 A R EL

COMMONKEY FINAL EXPIRING
ALERT

OB AIE A B “$feature” HPIHG T
$days KN 2. IR ERRBUSEHHE R
o

57 o ok
i

N
12’\30

o LIDRERPIRIR 2T e 208 AT Uk

“feature” - RIFF ZIIHILhRERI A4 FK
“days” - DhfeR 2RI REL

KEYS.GRACE_EXPIRING
ALERT

M 199 5% L2 BUSYIFK DT 2 A 55 Vi RIS
PR R AL Sdays I AT %2 4 ik 55 4K 4%
LB

AT AR VERTIE, TR BBV R}
HEAE.

P WS BRI P 9 X T
SUE MR

“days” - RIEEAR T v BRI Py B 8
KR

BB RIAMTEAE B, 1S R R
R SV UE SR | on page 14

KEYS.GRACE FINAL EXPIRING
ALERT

RO IR WSPE RS S RIMI Pr A 2 4
MRS5S VFRTIE . BB R SCHSAE 1R AV 2 42
JI 55 ZRSEAT L MR AF o

BHAT LA RS VFRTIE, THIRRERBUL R}
HEAK.

PP REAUHI T R SR VF Al e B Y] Hi R
ik

A K5 BRI PENE R, 152 B RE LA
FERICVFRTUERN | on page 14,

KEYS.GRACE EXPIRED ALERT

BRI C 3. e ksBes)
31, DRSS I W R TEIRIEAT . R FT VAT
UEZ AT, B AN AR B o

WHAT 24 RS VFIIE, TEIRRERHRBUE R
K.

FEEE o AL 9 5 ) T FRAYT BTN A%

AR R TEANE B, TS P AU
AR SSVFRTUEEI 3], on page 14.

DNS.BOOTSTRAP_FAILED

Joik i 5)) DNS i és . TRk AR 5545 -

e o MR S TCTE IR R AR DNS J g5 2 i
KIk o
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I ER AR HREFFHEIA S
COMMON.INVALID FILTER JC class: $error “class” - “Filter” . “SimpleFilter”
£

“error” - HAAT ST I B8 AR AL
fHE.

IPBLOCKD.HOST_ADDED TO_
ALLOWED_LIST

IPBLOCKD.HOST_ADDED TO_
BLOCKED LIST

IPBLOCKD.HOST REMOVED _
FROM_BLOCKED_LIST

H1 7 SSHDOS Hiifi, Az T i ENLCHAINE
PRI .

A2 T $ip BN EHOR AAINE] SSH 24741
e

BT Sip B EHLE AFHLEFIER IR .

%Do

T2l I SSH HEHFIMBAF M ¢, (HARE
AT HOEUER TP ok, SR 23 b g R
BURECRT 10 K, WERE LA In 2 SSHBELIE%1
o

2 DA TP bk 65 s DS, 1% 1P ikl
SR S EBIER

SV AL VFSIR AL, B A T
BELAL B 7

% HAR T REZ—RJa ABIMILBILIEFIRMER -

“ip” - SR M ILHEA T B R A TP Hudik

LDAP.GROUP QUERY_FAILED
ALERT

LDAP: ‘KIMHZL A1) $Sname, €A LL
BTN A false

JPH . 24 LDAP 4 i) N K% .

“name” - &I ZFR.

LDAPHARD ERROR

LDAP: $name WA $why Jii K /& 2E T AE B\ A1
JOBLIkT R

P . 2 LDAP A58 4 RN (R ik
S In) Kiko

“name” - B &
“why” - BRI R

LOG.ERROR.*

PPHL. AP AR R

MAIL.FILTER.RULE MATCH
ALERT

MID $mid VLAL $rule name FN . \n FELRAS
B: $details

S o BEEAE SR BN A true I

“mid” - HEEE AR — TR
“rule_name” - LT RN IR 44 FK o

“details” - 7 M R I PR 40 £
5

Cho
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HR 1 FN A

MAIL.PERRCPT.LDAP GROUP
QUERY_ FAILED

FAHE AN NI LDAP 41 A ), AT fg
J& LDAP 4510 B BUIR 5528 AN vl 15 1] BT 8.

FEE ., FRAS AN AR LDAP 41 2 ) 2R
AR I% o

MAIL.QUEUE.ERROR.*

PR SR BA A 1R .

MAIL.OMH.DELIVERY RETRY

FR - “HE . $hostname [ MIBAEA% 325 20 .
— AN Z AN DANE B AF K. 7

JHE - 1T Shostname ™ T A7 B AZ #e (MX)
EHLU DANE B AE M, WA AR IR R, s
A1 W DR P U 2 S P A 6 R [ o

‘host” - DANE HiiF < i) 0L

MAIL.RES_CON_START _
ALERT. MEMORY

RS (EHL4: Shostname) CLEAN “HEiH
ALy B, DAY I PR R R G
ARG RAM FIHIREH T

$memory _threshold start% F¥) %% Y55 £ 5 {E
IR G VT R 20k B RAM R H 28
KL $memory threshold halt% 111 i %
%o

TEHL, 2 RAM i R R G R 2 B
IR I%

“hostname” - FHLAIZFR.

“memory_threshold_start” - 5%l 4 77
GEal B AR (1) 7 43 LB

“memory_threshold_halt” - RZ KA
AL A rh b B 9 7 40 LR BRI

MAIL.RES_CON_START _
ALERT. QUEUE_SLOW

RS (W14 : Shostname) CLHEAN &Y
WL B, ARG LRI R R G R
A 3, T R AR A = .

PUEL B BABIE B M Ak R GBI L I

“hostname” - EHLIZ K.

MAIL.RES_CON_START _
ALERT. QUEUE

WARS (EHL4: Shostname) CHEAN “HEiH
Wy B, DAB P A R T
RGBSR A8 H T
$queue_threshold start% (1) %E 5 1741 B, b
ARG AV IO Z A B A BA 511 FH 26 ok ik
P21 $queue threshold halt% 1M 2 ¥ B

P BB A AL AR AR B

“hostname” - EHLIKZ TR,

“queue_threshold_start” - &l N 1722
TR 4 4 L A

“queue_threshold_halt” - Z 4 X B\ %)
S T A o LIS R 0 B A
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HR 1 FN A

MAIL.RES_CON_START
ALERT. WORKQ

ARG (FHL4: Shostname) CLHEA “Hri
L B, DA P R R G

T CAEBAFI R /N HE $suspend._threshold [
BIE, Ui . TAEBABIIR/N T
[% %] $resume_threshold I, i AL FF &K

5o RS CLI B “tarpit” #r4 0] LA

AR IX LG

2% . T TARBANIE R 15 W R e i A

“hostname” - ML A K,

“suspend_threshold” - il i 54
1 TAEBAS RN FBR
“resume_threshold” - it Wi F2 > & F
TAEBNFIR /N EFR .

MAIL.RES_CON_START _
ALERT

RS (EHL4: Shostname) TN “HUs
WL K, DART 1L PR FE R YR

PEE. EBPERSRHEN “ BRI RN A
%

“hostname” - LA FR.

MAIL.RES_CON_STOP_ALERT

TR EA R E PRI ABIERL S, Fit
MWERS (EHL4: Shostname) LHEH “ ¥y
RIEA N S

2% ., MEBFMIGRE “ By BN

“hostname” - =ML &K,

MAIL.URL_REP_
CLIENT.CATEGORY CHANGE

THS KR URL IR,

MAIL.BEAKER
CONNECTOR CERTIFICATE INVALID

MAILBFAKER CONNECTORERROR
FETCHING_ CERTIFICATE

HZ URL o & B HERS o

MAIL.WORK QUEUE PAUSED
NATURAL

TAERA 815, $num MHBLE, Sreason

M ARSI I AL

“num” - TAEBAF R A4
“reason” - LAEBANFIE =R A

MAILWORK._QUEUE_UNPAUSED
NATURAL

TAEBNFEARAE, $num ASHEFF:

PP TSI N A

“num” - TAEBAS A (£

NTP.NOT ROOT

AU B A3184T, Toikii4E R e A

Bedt o ISR NTP RAE ARSI
TR Y 3%
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P JCEASIRAE R IE AR R X N Ak

YRR R HR A 51
QUARANTINE.ADD_DB_ERROR | 7 5§ MID Smid - [ #5 R4 A il 1 “mid” - MID

QUARANTINE.DB UPDATE
FAILED

T EHRE B X E s e CARTRRCA:  $version;
HFrUA : Starget version)

FEL . JCE ST S X B P I K

“version” - R ) 7 FERRA

“target_version” - H¥r 7 RIRAS.

QUARANTINE.DISK SPACE
LOW

$file_system 73 X 2% [A] AN 2 F B B X RGEA
IR

T o 2 R DX AR ) I I AR

“file_system” - U+ R G4k

PUEE. R DL B AR 95% I AE

QUARANTINE.THRESHOLD_ | [gE§IX “$quarantine” KbT $full% Jiith “quarantine” - & X 144 FK
ALERT T a0
et R DA BIRY 5%, 50% 5 75% | “Tull” - BEE DRI E A I
i K%
QUARANTINE.THRESHOLD_ | fji5X “Squarantine” 4T Sfull% Wik | “quarantine” - KB i1 4 .
ALERT.SERIOUS

“Rull” - b B DX e FE S (1 17 20 Pl

REPORTD.DATABASE OPEN
FAILED ALERT

IR R, il RGBT HA R T
(R (N AT s e S | IR K- S i
. WS SR LA R . BRI
HUF: Serr_msg

PEEE. R G VAT TR P I A

“err_msg” - HH IR R IR A

REPORTD.AGGREGATION
DISABLED ALERT

CHT HE SRR A AN, 0 TR
s BTy RE TR . WA H R T
$Sthreshold P14t A ST ML RAR PR 2
TR, W AR A ) Gl AR IH H &
SR, W Res BRI EE . AT
15 [N %21 $threshold H 7r ELLL R R, i 5l
IR AL Y 2 BB BB R )

B HARGHE AN AL, M H B
H AOTEAS A T R o H A T B eI, R 2%
MG I RIEER .

“threshold” - [#/{i

REPORTING.CLIENT.UPDATE
FAILED ALERT

& s RS RAEAELE K — B[R]
($duration) PG

Bt o IR GBI T B k.

“duration” -2 i — HAE SRR
IR AR . oA
AN AR/ O 1Th3m27s” ).
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HR 1 FN A

REPORTING.CLIENT.JOURNAL.
FULL

et B o IR R GEICTR IRRR R R 1
o RN PTAT BT EE #ORE Z K

TP, AR TV TCVE AR B I A

REPORTING.CLIENT.JOURNAL.

et B o IR R GEIAE IR AL BB R -

S . MR 51 R B AT U N A

PERIODIC_REPORTS.REPORT
TASK.BUILD FAILURE

A e AR “Sreport_title” I HET . BT H]
CN I BERE PR -

PUEE. AR T EETCVR AR AR N RS

“report_title” - #R75 PR

PERIODIC_REPORTS.REPORT _
TASK.EMAIL FAILURE

PLRB A A3 e B 2 “ Sreport _title” BRI,
BT I AT BERE A B

PUEE. I I AT AR R A N AR

“report_title” - &5 br

PERIODIC REPORTS.REPORT
TASK.ARCHIVE FAILURE

AR E IR “Sreport_title” I 2. BT A
TR BERE MR -

PP R IR R

“report_title” - &5 br

SENDERBASE.ERROR

SbHXT AT Squery RIS H

$response

R

L, REFH SenderBase [0 )N H AR I K 1% .

“query” - AifyLhL.
“response” - YSCE) {1 M B 1R SR AR B -

SMTPAUTH.FWD_SERVER _
FAILED_ALERT

SMTP B i0iiE: JoikBiA#e K ik 55 4% Sip I
A, RS $why

ety o JGVEVT A SMTP B4y Bk e I 55 2 I

“ip” - IREAR G5 AR TP,
hy” - BB AE A SN o

SMTPAUTH.LDAP_QUERY
FAILED

SMTP G356 ik: LDAP #if) kM, A5 iE4
=K., 155 LDAP i H &,

ik Y T DAP A I Rk

SYSTEM.HERMES SHUTDOWN
FAILURE.

REBOOT

& ${what} i, ok LA RN 7 2045 s 14
45 4%: ${error}$what:=reboot

et o CPIELE T 1) 2R 8 HH DL A % o

“error” - RAMIENSE.
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HR 1 FN A

SYSTEM.HERMES SHUTDOWN
FAILURE.

SHUTDOWN

4 ${what} i, ok LARFN A 7 2045 s 1
fls4%: ${error}$what:=shut down

Al G R GE IR ) I A% .

“error” - RAMIESE.

SYSTEMLOGN FAILURES [OCK ALERT

$Numlogins IELLE 5 KM, H1/7 “Suser”
BB . IR Srhost BEAT & 54K

G URIRMOE S IR EOE 2 5 K E T
S e P A S I Ak

“user” - H T A FK
“numlogins” - ML 12 5
“rhost” - A E AL HH:

SYSTEMRCPTVALIDATION.UPDATE
FAILED

SO NGB I 18 $why

TP, I N SRAE SR RN ik

hy - %g-‘l’% EElz/fq: o

SYSTEM.SERVICE TUNNEL. [\

M

PORSCRE: MRS REE Dt

2%, B “BBSCRRIRSS " (Cisco Support
Services) @l i & I 3% o

SYSTEM.SERVICE TUNNEL.
ENABLED

BORSZRE: JIRgsBEE C R M, w1 $port

Z2% ., JHH R “HEPBIEFRSS” (Cisco Support
Services) fill 4t [ % 8 I A%

“port” - H TR 45 BB 1) 11

IPBLOCKD.HOST ADDED TO
ALLOWED LIST

IPBLOCKD.HOST ADDED TO
BLOCKED LIST

IPBLOCKDHOST REMOVED FROM
BLOCKED LIST

1T SSHDOS ¥ili, T BEHLCHIs s
FH1EF .

FiF Sip I EHLCHIRAAINE] SSH 121751
Ko

F2F $ip 1 EHLE MBHLIEZ L B .

we,

¥ 20l i SSH IEFLBIIBAE M ¢, (HAH:
BEAT LR TP ik, G S 5Bk A
AIRECRT 10 K, WS i3 SSHFH 1141
%o

2 P AR TR TP Mkl 2 s e iy, 1% 1P il
SN I B SRVFF R

FOVEV i) R VR sl B A T A T
FHIEA) K A

Z BT R —RKJa BB AXBH RSB .

“ip” - 2R M ILHEAT B S0 TP Hdik.
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HR 1 FN A

WATCHDOG RESTART ALERT
MSG

<$level>: <$class>, <$hostname>: $subject $text

s
HIS - o XA FH ks 47 i IR 45 M 42 LA 5 R ()3 AT
AR 2

raavaid gs

* B

o PR

* Graymail
SR EIRATAT] AN AR KRB IN ) A S

AT W S A A 55, LA MR 55 K T 5
B, OJF A RUORIE AR .

“subject” - FEiE T 511 I 5 2R
F

“text” -HFE T R FEA E AR OO

MAIL.IMH.GEODB_UPDATE
COUNTRIES'

Tt o HHLAT E HURT - 52 SCRE I E KX 512K
e

WO E /X - <Sadded>
TG i 1 5 /X - <$deleted>

AN HAS A8 1) HAT KAE N IRAEad g 2s
A 2L e AR o

“added” - ¥ T LA R R S /ABX
<iso_codel>:<country nam
el><iso_code2>:<country name2>,

“deleted” - M{F5 1 LA T [ 5/ HX -
<iso_codel>:<country nam
el>:<iso_code2>:<country name2>,

MAIUPDATED SHORT URL DOMAN I ST

fii B ZEE ) URL 4058 O Hr .
ININik: <Sadded domains>
MHER¥Ik: <Sdeleted domains>

“added _domains” : ¥SHIT LAk
<domains_1>. <domain 2>

“deleted_domains” : MHER T LA Fk:

<domain_3>. <domain_ 4>

MAILDOMAINS NOT REACHABLE

et o BN O TEY U 1) A 3 LS R4 T
URL: <$domains>

A RIT U LA Se 1 IS ) S 12 B 48
sl

<$domains>: 543 FE S K

MAILUPGRADE CONFIG CHANGEALERT

FRL. (EFFRINAE, MRS SOH R E
R I%

"text’ - fETHGOL R, B REL FATHEA
KGRI EREC B HEE
e 2 LA (0 S P B P 4R st

[==0

Ho

CERTIFICATE.CERT EXPIRING
_ALERT

TEIET “Scertificate” K5E $days K Ja i 31
AR ): WARNING

“certificate” , DK 23 1E T 44
o

“days “, LhReRr LRI HAMIREL




B zs5es

zogEr |

PHERBIR

HR 1 FN A

CERTIFICATE.CERT CRITICAL
EXPIRING ALERT

EHIUETS “S$certificate” BFAE $Sdays /M JF it
.

R CRITICAL;
HRIADT 5 Ko

“CRITICAL” iEP

“certificate” , R 2R 144
“days” , RECST 4]
(HH:MM:SS), 514 K 10:12:20 /N

CERTIFICATECERT EXPIRED ALERT

EIUEP “S$certificate” Tt .
BIY5H]: CRITICAL

“certificate” , CTHIREPRIZFR.

MAIL.APPNO ACCESS KEY

AR CA: ORREFRSWERLS Z LR iRk
S EHI T, %9 AP AccessUID #1 API
Access T4 (Failed to poll for the Cisco

Advanced Phishing Protection Cloud Service
expiry date, add API AccessUID and API Access

secret key).

Piid: 24 APP B H IR & AR A\ API
Vi i) BRI RO, R0 R ER .

ANid

MAIL.APPINVALID KEY

BRSO “CHT APLVT R, ik
TR R 2 A R A7 2 IR 55 O 23 A
T8 5 ELEHTIC E APLUG 0] UID A% 4. (Failed
to poll for the Cisco Advanced Phishing Protection
Cloud Service expiry date because the API Access
Key is invalid. You need to re-configure the API
Access UID and secret key.)

P 24 APP 2 H IR & K AR S N APT
Vi ) SRS RO, RGO R IR .

MAIL.APP.EXPIRED

BARSUA: RS R i = g it
WIH CAEH . SRR RN 4 B LT iR
53K ILH M . (The Cisco Advanced Phishing
Protection Cloud Service has expired and is
disabled. Contact your Cisco Account Manager to
renew the service and enable it.)

Vil DR MY = R4S 2L A
CUARF . 1T B B N R /R T eI 5
APP Jili%%.




| zgem

sreren |

I ER AR HREFFHEIA S
MAIL.APPEXPIRY_REMINDER | %4 50k RN S AP 25T | 2480: eaas_expiry_date eaas_expiry_date
$eaas_expiry_date B, T LR IEFIR 7 | -date, JURFEZ 9 288 1 547 22 Ik 55 2
ZHPLEETT R4S (Cisco Advanced Phishing W H
Protection Cloud Service expires on
$eaas_expiry date. You need to contact your Cisco
Account Manager to renew the service).
VEHT: AR R T = RIT AR R KL
MAIL.APP.SERVICE BAROCA: BB M api kS | AdEH
UNAVAILABLE Bre TVEHEANT S MRS MIESE . (Cisco
Advanced Phishing Protection Cloud Service
update. Unable to establish communication with
the cloud service.)
YW APP RRSSANT L, RN &S -dh s
TCVERE K 2| APP.,
MAIL.APP.SERVICE _ WA BRLS AR SRS | AEH
AVAILABLE e RS EIEG. (Alert text: Cisco
Advanced Phishing Protection Cloud Service
update. Communication with the cloud service has
been established.)
fiik: APP =% v .
EMiEFER
NRAE T AsyncOS A RSP S BRI 4]
Table 8: 7] e B0 E F A2 FF 4R 51 R
ER AR R FNHE IR SH
UPDATERAPPUPDATE | RAGHiIiASE, Sapp A2 LI 8. Sapp | “app” - B 47k.
ABANDONED TN v o
@ﬁﬁf‘ﬁ% S'Qiﬂiz ET Sattempts {{;E{hk\yim “attempts” - ZIRIK .
BB R o X AT HE AL H T 44 C T )
SRUTEE
ite NMHNIEAE R ST R
UPDATER.UPDATERD. SRR 2 22 2b $threshold Joik: 5 TR | “threshold” - A AT BB 745 Hi
ANIFEST FAILED ALERT IR 4% B30 425
Wil o RAESRIUIRST A UER -




B sznsesen

zogEr |

RELEASE NOTIFICATION

EiRan R FAHER 2%
UPDATER.UPDATERD. $mail_text “mail_text” - 15048

Y L “notification_subject” - %1304,
UPDATER.UPDATERD. LR ANES % $traceback “traceback” - |93,
UPDATE_FAILED
FEHL, RRRISAT ST
RERATIRFER
FRAE I AsyncOS A2 R &R TR R I SRS E R I H0 2, AT E R LR )

Wl iR, BRI IESS L] IZERR B X CRAGE IR BRI MARGEmR 5

Table 9: F] ERIR IR R T I AR EHR TR

R AR MR FO A S
VOF.GTL_THRESHOLD_ALERT |y 2 % < Jof 8 25 BU 0 B8 4f . Stext [IKAE $date Stime B | “text” - SR8 R A
BRI ETAT R0 o “time” - L.
2 o U R R I DB R R A S ) ek “date” - Yo %7 H .
AS.UPDATE_FAILURE Sengine HUHTAN L) . X T REAE T WES M 455 DNS 1)@, | “engine” - JoikHEH 5
5 DR SO AR e 1 1) HTTP A # 5% downloads.ironport.com | %,
TT}EHJ\_E‘ZE/] M**%WLBEEHB#FH?%L) /J:E/]#T/‘\'_E’!EEIB? “arror” - E,EEE,:J%%_L%O
#&: Serror
Wit BRI B CASE MU JCE SR I R IX

RBERER L
TG

Table 10: 7] RERYSEBFEEIR TR

1L AsyncOS Azl #- Rl R GUEAR I FIZE,  CLAFRO BRI E )™ E LA B -

ERAR HR 4 FHEIR S
CLUSTER.CC_ERROR. 16 1P Sip M FIAEREESTHL Sname 5 - | “name” - HEEHLAI - HLA AR5 51
AUTH_ERROR

$error - $whyS$error:=tH H ML ALERRED | 5o

TP, RS MHRAER RN AOE . WIRTHE
HUAEERRER A, P RES MBI L.

ip” - ZFETEHL TP,
hy” - A AR R A PR SCAE B




| zgem

wemenr |

EiRAR

R FN A

CLUSTER.CC_ERROR.DROPPED

1E IP Sip B RIERTEHL Sname A H A -
$error - $SwhySerror:=H 7 % He 4 = 57

B SRS R I L.

“name” - TFEHLIM ML RSP

5.
“ip” R LRI IP.

“why” - 47 RER PR SOAE .

CLUSTER.CC_ERROR.FAILED

£E 1P Sip EBLRIEM T HHL Sname W HAS -
$error - $whySerror: =%

Bt SRRSO K% .

“name” - THELHLI L HLAAY/E Y
T

“ip” - I TN TP,

“why” - A5 B TR SOALE B

CLUSTER.CC_ERROR.
FORWARD FAILED

76 1P Sip B EHETHEHL Sname I HifY -
Serror - $SwhySerror:=Hl {55 & J W, T6 L
R

PR I SRR R o e A RIS R )
THEHUN A%

“name” - TFELHLI BN /BT

=

Fo
“ip” - A THLE TP,
“why” - A REHR M PELN SOAME R .

CLUSTER.CC_ERROR.NOROUTE

7 1P Sip FE P ERETHHHL $Sname I HIEE -
$error - SwhyS$error:=7 & I # H

T, VNGRS B R 5 — BN
(8% Lh B R 3%

“name” - T ML F/E T 51
.

“ip” _ i@%ﬂnzjz*}'l‘ﬁ/‘] I})c

“why” - 1 R TPEAN SUAE B

CLUSTER.CC_ERROR.SSH_KEY

7t 1P $ip EH BIEEHETH AL $name I H 5T -
$error - $SwhyS$error:=1H1 % 8 3%

FEH . AEAETCR SSH FMLEEH I K i%

“name” - TFEHLIY ML F/E 51

Fo
“ip” - IR LN TP,
“why” - A7 BRI PEL SOAAE .

CLUSTER.CC_ERROR.TIMEOUT

£E 1P Sip R RIEMTT HHL Sname A HAEY -
$error - $whySerror:=F{E

Bt fRCHIRIEEN I AL .

“name” - tF AL EHLA /B4

“ip” - IEFE TN 1P,
“why” - A BRI TEG SOAAS B

CLUSTER.CC_ERROR_NOIP

ERE P EREHAL Sname I H 4 - $error -
$why

P, MRS A SRR ) — T L3R
5% TP Mk 3%

“name” - T ML F/EL 751

1

Fo
“why” - A5 REHR TR SCAAE B .




E
B senmenn

R 2R R4 AN A SH
CLUSTER.CC_ERROR_NOIP. ERRERETH 5] $Sname B H4S - $error - “name” - TFEHLIK ML RSP
AUTH_ERROR $whyS$error=1tF AT AR T

SRR FIERE T 0T SEHLH DL gy i | WY - FORETIR IR SOAE
SR R W R SRR R Y,

e HELIX A  o
CLUSTER.CC_ERROR_NOIP. HER BRI Sname B HUET - Serror - | “name” - THEHLI ML /BT
DROPPED $whySerror:=IlH &M E 5+ o

et EIHLIEEE R A 5 — TR - A RAF BRI TR SO R
AT % TP MUtk 3 L5 B e 3 1 2 2 o
%

o

CLUSTER.CC_ERROR_NOIP. R ERETHHL $Sname B HAS - Serror - | “name” - TFEHLIK EHLA A/EL T4
FAILED $whySerror:=i% 4 R M T
ik, LRI B WO B STRLIGT: - AREBITFACA .
SEHEN I ) — VARG 2% 1P kv &%
CLUSTER.CC_ERROR_NOIP. R RAERE VI L Sname B HAY - Serror - | “name” - THEALI ML RI/E T
FORWARD_FAILED $whySerror:=HS 46 K KW, o LiiFiER: Fo
B SR SRR 05 SR - AR A .
YBUAT 25 TP sk 5 FLHB A W S TG VA B e
VRPN A%
CLUSTER.CC_ERROR_NOIP. R EREH AL $name B A - Serror - | “name” - THELHLIK EHLA A/ T4
NOROUTE $whySerror:=A & I i o
T SR SRR 05— VSR - ARHI I TFALCAE .
HUA 24 TP Mkt 5 HIGVE SR v LA % h
I RIS
CLUSTER.CC_ERROR_NOIP. R EREIHHL $Sname IS - Serror - | “name” - TFEHLIK M4 A/E T4
SSH_KEY $whySerror:= T A2 LA T

T HEHLEH R P 05— L3 | Why” - ATRE RIS B
WA 24 1Pl I BGRB8 SSH EHL

B K%
CLUSTER.CC ERROR NOIP. | 58|44 bl Sname I HIAS - Serror- | “name” - +ELHLAG E B4 Ak il
TIMEOUT $whySerror:=f 1B T

e LUV AR 15— TS ALK - FTRRR BRI A A o

AT 24 TP il I FLEE € BB IR N i
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sumagsE ]

IR ZFR BB FOHE IA S48
CLUSTER.SYNC.PUSH_ALERT | %8 % 4541 $name _I[#J $sections “name” - TFEHLIM ML RSP
L CMERAGR AR DR | o
TR L. “sections” - 1EAE RIETIEERET 2151
%

B Mg EE

AT T TR N DG I 28 BRI Dhe . x4 Thae, nl LAE BV MR R i m 3
ARG E T (3 systemsetup i74%) FLE M THLA . DNS I dixE .
A TE LA T Dhfg:

* sethostname

* DNS fil’%# (GUI LA dnsconfig %)

« B fdE (GUI LLA#E T routeconfig fll setgateway T %)

* dnsflush

o

RSN

* GoRARIN

ERRGEENR

EHA T VU RS . BN E RGN LA . BTN, AT B At

* fE Web Frifi b, MKy “BIZ%” (Network) > “IP #2117 (IP Interfaces), sidi “%
P17 (Management), #RJ57E “ EH4” (Hostname) H B L EHL4 o
* £ CLI ", {#iH sethostname 74 .

)

Note i\ icks, Bibmlaad 4.

AL Eim % 54 (DNS) &
LU GUI ) “ M4 ” (Network) SZHA[K) “DNS” G{[fi gk dnsconfig fir4 4 HE£E M <AL & DNS %
o
A DA E DL R 3
* fli 1] Internet 1) DNS 45 #idJ& F IR A%, DL HARAE T I AR 45 2%
1T DNS Ef54E 1
* JZ 7] DNS 2 $H N a2 R b %



b_ESA_Admin_Guide_ces_15-0_chapter3.pdf#nameddest=unique_83

B o=consmss

15 DNS AR 5%

* K5 DNS 2245

oo

Am

AsyncOS 1] LL§iH] Internet # DNS JIR%5#% . & H 1 DNS JIlg5+4%, 5 Internet #R DNS Jil 554 Ff&
FRC M4 AL DNS 4545 Al Internet MRS 20, AT LA$R @ H TR e M & F RS 4. BT H
DNS JIx 45 # i T 5N, I e e 2006 8 AT B AL (BB 22 ¥ DNS 5%

AN Internet ff) DNS IR 45250, AsyncOS 3ZFF “#74r” DNS IkS-%%. R &EEHH A SR Wk
2%, T LLEE 2 B A K SRR DNS R4S 4%
WE “Y%7> DNS” I, ENE'E in-addrarpa (PTR) 45 H . #illn, WHRER: “eng” A 5E 154

RIS 88 1.2.3.4, IFHFTA eng £ HIUAE 172.16 My, TN “eng,16.172.in-addr.arpa” 5 5E A
P74 DNS B & H 13

ZAFBFMER

XTI BEED DNS 55 4%, AT AR — N ECAILES . AsyncOS R 2l L /G Bt 530 0 1Y)
DNS J45#%. Wi i% DNS M55 283 A N, AsyncOS #4258 F—MIUsE R M . wilh
HIFEE/E K DNS kS5 astiasE T 204 H, MARGAER R T &I S BHLE %0641 DNS
Weds o RJG, RGOSR A EEE NI RIel N, RIE SRR RN )R
AR GBI, DA, PrAER A I T CRCE 1 DNS IR g5 s S Se i U
BH AR ELSS S, P 1P MUk A I AR ) 35— ML IR I I () dpe e, e SR A
PSR AVERIN I AR A . T HL, BN HIRZ 0 600 AT — MR Je g, MR EE 6 iRkss
SR 60 B WRAT PG, WS ML EE G MRS S IR Y 15 80 5L
TG B IRGS AR Ay 45 BB o 6F =AM, @R 5 F. 10 BB, 45 Fb.

i, BBENCE 7 PY S DNS Ikssas, HLHmaaiingo, —arithdl, 5 &hiinge:

Table 11: DNS FR %588 L IERFABRT 8] R 7151

Rt | BRS5=% Bt

% (#)

0 1.2.3.4, 5.5
12355

1 1.2.3.6 10

2 1.2.3.7 45

AsyncOS FEARFE R 0 [ 5 s a2 MIRANLIERE . R — B0 0 RS2 0CHT, WMEH &)
— G WERPLIEYN 0 PR & RSS2 300, WME DL SE 900 1 MRS5S 45 (1.2.3.6), el AL SE9N
2 (1.2.3.7) MIRSS %5 -

PEIEL N 0 (IR 55 A B N I ERAR ), DLSEZ0n 1 AOIR S5 4% (I IR A, fee oy 2 ik
Fr o IR I T R B
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7 internet 1R 22 [

{&£ A Internet 1R AR 55 25
AsyncOS DNS fEHT 5% . 7535 I i M A B 1AL 32 B 5 TR S R i) DNS ¥z

\)

Note 1 Lk HE45 5k A DNS M2 25 87 Internet MRS58 2 AMIILARAESS 28, WA S5 88 5 ARSI 1
AT FAR R TS B
J= 15 DNS Z i B A

DNS £4R

=% DNS 2275

IS A1 O DK S ot 4 B8 T W A P RSO ISP T BT s R LT “ XU DNS &4k o [Hl: R4l
AT DNS 4k, FRECFIEGAEZEFE AL IP Mokt (A7 2tk . Jorh RSB ALY TP ik (1) S
i} DNS (PTR) 4k, ZJG &%) PTR Ak45 R MIIE M DNS (A) fi#k. A5, RGN A Arkgi g
JEA5 5 PTR kg UCH . W4 FORICHL R A IO AR, MRZORAAE A TP otttk JEE 4L
Vi (HAT) P4 H . HeRs e @ RAGEH Tt k. 524 B AR, on page 641118
()38 JT] GNS I I,

£/ DNS R 2528 BRI R 20 6. 24 DNS RS #85 2 A4 HiE, BOEBIHE A (DNS R4 a5
Fe Ll Jx [n) DNS EriffiEEmE) #2%. flan, anifE 8 4~ DNS lk4s4s, HxIa DNS ZifjiEr{E s 20
B, WSEEIAE R (8 * 20) = 160 75,

AT LA SR AR T P A W R R K S i) DNS B, 5ot “0” b . SRR iZ BB R
HORY, MIRGEAL AR HEAT I 7] DNS B4k, 12 3L RER (AR v I Wi o Rt m] AR 1b AR A
FHURIUE HAT RG22 EHL TP A i) A L4 HR (CN) I A ) DG 1026 28 5 22 TLS Sl (1 14 2
IUET

IR, RGEARMAE M O 3 I AE G B “RAED] 3 DNS 22477 (Failed to bootstrap the DNS cache)
M. XY BRI R HIE S H T DNS IRSS8FIEAE,  WUERAEE S MEIERLT DNS TR 40 L
2, WTTREAE R B I BLX AT O A R AR i B S, W] BER A7 AE I 45 1) i B DN'S g &
RIG A LI IRGT 4% o

GUI 1) “V5BRZEAr” 424 ol dnsflush #7% (F7K dnsflush fy 2 TEI{E B, 1HZ M (&R TCisco
Secure Email Gateway /] AsyncOS [¥] CLI 2% 451 ) ) #EFk DNS A2 A 15 E . &nT LLk$
76 CXHE A HL DNS RGEH T 30 O FH b I fig . & 2 r B AR, I HE R 78 G847 1T e S
FPEREIGIN R B

B EFA PSR EAE DNS & &

Procedure

P KIKIEPEMLE (Network) > DNS.




zogEr |
B == terrasss

FI®2 Si9RiEIRE (Edit Settings).

IR 3 GEFELEH Internet (IHE DNS JR55 451842 H SN DNS il 55 #4514 /2 Internet FIHR DNS k55 2%, Jf
&5 % 1] DNS JIR %5 2%

PR A WIREEAEN B O DNS JIRkRS a8, A RS 4% ID JF iR neT (Add Row). % TR kg5 4% 5
5 ERDER. N E O DNS RS AR i, iR d. ARHEAE R, 1ES R C DNS Ik
Z5-4%, on page 64,

PIRE WIRGE LN LR E % ] DNS AR5 s, i A4 A4 1] DNS e 2545 1P Hulik. o i%5in4T (Add
Row) 7% ik .

Note ALK LS DNS RG-S 2 A4, a5 o 4 BT .t n] DU 2 A4
DNS R45#%, J5idAi 24 S 5 23 b TP Hidik
HIE6 EFT T DNS HAE 8.
FET FANIUN I DNS 24k 2 B 45 o pb 4.
HIE8 thn] DLk il 5B 7F (Clear Cache) 374 DNS 2247
P9 PRAIINTE .

Bic & TCP/IP B 158 H
A o 2 B I3 o A T AR AEER DA 0 5 LAAI FRTAE A5 5 1 o
S AP G T LA FH TG I B SRR AR 4 (TPv4) FELIEE I B SURRAS 6 (IPv6) BB i
A U#E T CLI H ) routeconfig fiir 4 BAE AT LU 1 R P AR

Procedure

FIE1 R UGE ML (Network) > #E (Routing).

IR 2 A EAA A 2R (IPv4 5L IPv6e) iR inE&E (Add Route).
L3 FIABH AR

IR 4 N Hbr 1P Hidik.

FIES A CIP Hubk,

PR 6 TN L.

= ININTIES

Al LMEH CLI 11 setgateway iy 2B H DL Sl FEAC & BRI MK
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Procedure

$E1 RIKIEFEM 4 (Network) > B H (Routing).

SIR 2 EFXFEAS SO IR B AR o5 i g R AR T I 2R IABE B (Default Route).
WIE3 W OC TP Mk,

s LIS N

BcE SSLiIx &

A LA# ] “SSL it 'E % ¥ ” (SSL Configuration Settings) T [fii 5, sslconfig 74> A HEA4F W S & SSL ¢
Ho

Procedure

F KK R (System Administration) > SSL BL &% & (SSL Configuration Settings).
PIR2 pithi4wiEiRE (Edit Settings).

Important 7 S 0 WIAIK 1) AsyncOS WA (i an, 14.0 5% 14.3) T+, ] AsyncOS 15.x K =i
A BRIA SSL #E A B el

* XF GUI HTTPS-

AES128:AES256: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA:
'aNULL: ! kRSA: @STRENGTH: -aNULL: -EXPORT :-IDEA: | DHE-RSA-AES256-SHA:
!DHE-RSA-AES128-CCM: | DHE-RSA-AES256-CCM

X FNifi SMTP -

AES128:AES256: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA:
'aNULL: ! kRSA: @STRENGTH: -aNULL: -EXPORT : -IDEA: | DHE-RSA-AES256-SHA:
!DHE-RSA-AES128-CCM: ! DHE-RSA-AES256-CCM

FFF ik SMTP -

ECDH+aRSA:ECDH+ECDSA:DHE+DSS+AES:AES128:AES256:

!3DES: !IDEA: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA: 'aNULL: ! eNULL:
!'kXRSA:@STRENGTH: -aNULL:-EXPORT:-IDEA: ! DHE-RSA-AES256-SHA:
!DHE-RSA-AES128-CCM: | DHE-RSA-AES256-CCM:
!ECDHE-ECDSA-CAMELLIA128-SHA256: |ECDHE-RSA-CAMELLIA128-SHA256:
!ECDHE-ECDSA-CAMELLIA256-SHA384: |ECDHE-RSA-CAMELLIA256-SHA384:
!ECDHE-ECDSA-AES128-CCM: |ECDHE-ECDSA-AES256-CCM

T3 R EMER, PATL N #AE:
« B GUIHTTPS SSL % & . 7F GUIHTTPS , J5 22 MY SSL 77 ER158h,
o WrE UG SMTP SSL % & . {EAE SMTP F, 55 248 H (11 SSL J7 ik 25 4L,

o VE i SMTP SSL % & . {EH il SMTP F, 355 B4 H (1) SSL J7 i a5t




zogEr |

B =5 sam20 s 522 (ss0)

o BB HA TLS %) il ds . 76 “ Hofth TLS %) i it 45”7 (Other TLS Client Services) F, 419 #&
(RIS S AL T-3F FIPS 555X, WIS BRIAAEH] TLS v1.0 J5ikie S8 mT RAIZERBAFI G ok TLS %/
uiflR4s “LDAP” Fl “Updater” J3H TLS v1.0 ik

o [#E9E FIPS Bl R YEABE RN 5 FH TLS v1.0 Fl v1.1 5. A2, W LL454 TLS v1.2 J7im H

QR VERIAE S T TLS v1.0 #AE FIPS BT AU AsyncOS hicAs (Bl 12.x 58 13.00 TH2K
F| AsyncOS 13.5.1 KB mhieAs, WIesBRINEER] TLS v1.0. T LA TG /e MR OC B E H

TLS v1.0 J5ik.
* M\ AsyncOS 13.5.1 KW mhiA T 46, AP HF SSLv2 Fl SSL v3 J7 ik
o WURIBAE R SCAE T FIPS BT, WANSHRF TLS v1.0 J5i.

o WRMEPER AL T FIPS B, WS BOAZEH] TLS v1.0 J5i%.

PR 4 [nIL]E T B A (Enable) S HE, LLARVFIBAFF A “TLS 7« “Hiuhi SMTP” | “HfEF”

Hl “LDAP” fIRZ5 28 25 (5 S530F Fi404T FQDN BiiF

WS (kL F Z A (Enable) ZIEHE, LLAVFMBAEM O “TLSZHR” o “Hui SMTP” | “HHifes”

1 “LDAP” a4 as I 45  SEE AT X.509 B AIE

WIE6 AR (Submit).
FIBT SdiBIAE L (Commit Changes).

{£F SAML 2.0 B9 5 =% 5% (SS0)

© TR B S (SSO) fll SAML 2.0, 55 68 11T
* SAML 2.0 SSO TAE¥i » 2 69 1T

* SAML 2.0 HJ#AEIIAIBR S, 25 69 1T

o QTR RREE OC FRCE SSO , £ 70 1L

*F BA 5% 5 (SS0) FA SAML 2.0

HB A 9 DS BILAE S HF SAML 2.0 SSO, - LASE A = mf AT 7R LA 2 1 1) HoAd 5 H SAMIL 2.0 SSO 1 /il
2% B FH PO 1) 472 11 5 Sre IS4 P D 18 25 1) Weeb SH1HT. 21, i 545 /3 B Duo. Microsoft AD FS &,
Azure 1E % SAML 5 G342 BERL R (IdP), TR LUK 24 00 S e B 24 IR 4542 3L (SP) LA #F SAML 2.0
SSO. M P W UA—k¥ 3%, Uil SAML 2.0 SSO i IR .
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samL205s0 T4% I}

SAML 2.0 SSO T {£37

SAML 2.0 SSO AR BntE R
3: SAML T &%

L ]

B

Web Browser Service Provider [SP) Identity Provider [IdP)

@ -
User requests for a resource

For example: User logs in to the
appliance

Il [%]

|-
5P redirects to IdP with SAML

authentication request

@ -
Browser sends SAML
authentication request to |dP
{ Microsoft AD, Azure or Duo)

> " .

IdP authenticates the user

e ©

IdP redirects to 5P with SAML
0 g

aszertion
Relays SAML Assertion tothe
Service Provider

5P provides access tothe
requested resource

SAML 2.0 594 #0 R &
 WEE , 270 T
o VEES, B 70 0T

* BRI, 28 70 5T

ET ]
|
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B &z
WA
s LREAE I P 0 (GUT) BT “48 1 SAML [ S 85 (Single Sign-On using SAML). %8 7]
LU GUI Al 247 FL i (CLI) K AL E SAML fc & S0t
185 FLREAE MR A X o L0 IR 4542 148 v R 5 O BRAILFE e ) — A 5241
E5H
24 HH DB R 5 Fp A st A AT I AN 2 LA SAML 2.0 SSO i3 FH 0 8 FH A4
PR 1l

ANRELELRHFSIIC B SAML FU B SC/F. Py SAML Fe & ARBR T 50100

SRR AERR P X EECE SSO

372
P OBIRIE A8
S| LA R 5 70 3
B2 | 45 D K A RSSO HENBPE IR R R R OERT L 5 71 T
3| [/ IDP 1) R G GLRFP U S 5D | T S5 DI S (50 B SRR L 50
GICES e T 73
S A | WU IO PRI X 110 5 G R QLT B PRSI X L0 (ORI L 9576
S

SRS | LEMSFERSC LA SAML S JHAME S gk, | )T SAML 543 5 1iE

AR &
* SRS AT . 470 5T
T RABRES 5571 5
XS IHRIIE R

IR RS A AL S T ) 5 4R SR 3 R 15 S B R SG R S o LR A2 W0 5A% (0 5 A S (AR
* Microsoft Active Directory & & 4 KHiE/R 45 (AD FS) 2.0 A 3 = hiuA
* Duo Access Gateway

¢ Azure AD
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\)

ER ] U AT ATRRAE SAML 2.0 S0 $EAERE A8 B4 X il i ) SAML SKiC & SSO.

AT ZE@EMIES
AREUORA IS R 5 L5 B 0 3 R Py 2 TR0 LA P i ) SIE A3 -
o WRAT B MBAE 0 SAML B IR U SR BEAT 2544, s A B B S (AR I SAML I 5
TR A 2R Ok B 2 A5 CA FIIEFS LURORTR AL o

o WURA S S O R R SAML Wi 5 T84, T RIS O3 SR R I RS, AR5 KA R Ak
F5FAHBERI o S RIS R SCH A BEIEAS RIS IE CLA5 44 1) SAML W7 &

HRIEH

SENHEAE R ANERN T AR, WS AR o %, MIBPE R SR UEAS R phx 4%,
RORE ISR G e 5 S T, AR Sl pem K5,

SRR pfi BRSO pem B, TEHUIT BL BRI,
* TR %% OpenSSL TLH, I A MBI W 56 b SRIRIIEAS S (pfx)e
* BATUA R4 LL pem # F HUFF:  openssl pkesi2 -in <certname>.pfx -nokeys -out cert.pem

® J‘éﬁu_l:ﬁ‘ﬁé\upemi‘%iﬁ'ﬁﬂﬂjﬂ\’fﬂ openssl pkcsl2 -in certname.pfx -nocerts -out key.pem

-nodes

* ﬁ’fu?ﬁ{}u%*ﬁ@ﬂ'#ﬂﬂ”ﬁ%ﬁ% openssl rsa -in key.pem -out server.key

D P B S AR S5 4R
Y

AR SRR ORE Y RIS R AR YR AR S S 005G L PR 55 B A R T B AT S

Fia Z |l
THOR A AR . 2B 70 T,

UK

W AU Web FIH 6 5% BB R ¢

$IB2 S/ E RHEEIR (System Administration) > SAML.
$IE3 LR MRZ 2R (Add Service Provider).
T4 N THIELNE R
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FH

1t AR

Pe B SO 44 P

i N 25 B IR PP G ST PR A4 K

BLERE

SEAK ID

NI FR AR 42 JRME— 2 PR (FEAG] PO BRI R 5 .
JI 55 e PERE P 5 4 1D [ X H—A4> URL

LR ID K

SRR E SAML Wi 35 ik P i R s 2

UL BOANTTRCE . 7E S PRy RRCE R S5 R b pa B B, %
XEETEAIE R

Wr 5 1 H # URL

FESAR AL RN e, SR PEUERE P oK SAML Wi s A ik 21K
URL.

Wi s (835 URL A& F -1 S99 G URL. 76 S 4R bRy
FECE RSP O R BCERS, XN £

SP iF

T A PRI DUR 5 2 — ARG R AR IR
© IR RLHIZE LM R OC LR B4R

© FANUEBHF SRR UET UL (cert) #2, AP
72 (key) # 2 s

o N PKCS #12 S04 R AUUE TS . PKCS #12 % X A UE D 4 454
N
(r[ik) FZHHEIEEKR
WUR S AN SAML J 4 36 F il KA T4 44, 15T DL R #4E
1. A IR SRR S FA ] A SRE I 15

TR (cert) M 3U_EABUE . A ICTRAME R, HS M T 24
AR HIESS S 56 71 5,

2. FARPIE.

3. EHERIFK

(i) MREEMZEES

U R RIPRE S 3 S R 7 IC B I SAML W7 5«
1 EAR B A AR S AA T SR RAIE S
2. WARYIEM.

pE s FPIBAURH] key #e30e A IRUEBAL FILHIE S,
WS T 22l ERIES , 571 70
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CEE T PRI |

FH 15 BA

BaWrE IR A B G R AR P4 SAML W 5 HET 254, R REE .
UN AR PRI I, W Z50Ks B A7 B AHRE > (KPR o A X O
o S B RCE MR L) B R IR P BCE . 5 76 T

AT B MANALVERE S B IR AR R AR R H S AT AR .

BRBEARN @gﬁﬁﬁ%k%%#mmo%%%&ﬁ?%ﬁ%ﬁﬁ%¢ﬁ%%

FIBS R3S (Submit) FFAfATE .

WIE6 il “SSO WH” (SSO Settings) UL [ W RS- AL R o Eds (SEAR ID Al S % )7 URL) DLK
7E “HRSSHRAMERT 7 (Service Provider Settings) TUTH W n A FR ID M. 76 SR B0 7 _H 0 & IR %S
PEAEFR P I, T X LTEAE E

A LLEFAR S CER A SO . BCE W EZ )G, mdi S TTEERE (Export Metadata) - frAr J o
AF e B B A PR SRV IS M ST ST AR 55 S R P PR A A

T—F Mt 4

Pe B S MR 4 A5 0 S A P R . TS D C B 5 S W OG5 1 S i B R 1, 55 73
P

A8

EEESHMEM XBIERMRHIERF

FrIRZ Al

ORI
o LRI P DG B A IR S AR LR . 16 S R MR P DG B IR S 42 0k R . 58 71 L.
-EE%%?%&&?E@%#%%E&@ﬁﬁﬁﬁi#o%%%%W#W%ME%W%&&%
B AP

UK

TR SRR, AT R
* TR E IR SRR CEIIEPEI G IPEgn(E 2 .
o WERAE I B 4R PR SRV M T S B S5 e (R RE P PR 8 3 e Ao SCrt

a0 5 SR B P S E & 2 6 SAML B 3 36 UE 17 SR b AT 25 2 s R SAML Wi 5, T fRFs A ik
PN 2] G PR e
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B ===susmsiasnaors

ARG R PR E UL, 120
o BCEE S HSAE SIS ) AD FS 5 74 0T,
o TiCCE L A X G A ) Duo Access Gateway , &5 75 i

o OB L HEAE B AE ¥ Azure AD 5 35 75 GL.

TR 2 0T SR AR oo sk o T O SO

T—¥ it 4
BB IR O B S SRR P B . U S PG E M E o8 ) S AR R P R 5 76 L,

o & 2 5 R4 M K@ 59 AD FS

PUR &% ADFS (2.0 S R R4 Bc b 5 38 0 iR G AT 045 I il AT I R AT 55« 1058
FERTELN B, 15200 Microsoft SCHY .

o BRSPEAEFRT CHEARI DG 5 7 938 URL sk 4k

o 7E “HEkJi 51T (Relaying Party Trusts) > “J&E” (Properties) > “A#iRfF” (Identifiers) > “H
kPR IRAT” (Relaying Party Identifier) 4 ARG FEAEREF K CHAR DT [RSEAR ID. 1157
PRI 5 I e b “I2°E 7~ (Service Provider) W & H Y “SE4K ID” (Entity ID) {EAH [

s WL OB RS RALFE P (R4S TLE N AL OB A SAML Sy ikl sk , W B Rss-
HWREFPRET (HTELSMIRUEER) , WERH certtX, 78 “PHRIEE” > “JE@ME" > “%
EA N R

« WERTHRPK: AD FS & 4 RN 1) SAML Wi, & “H 4751”7 (Relaying Party Trusts)
> “J@PE” (Properties)> “JI%” (Encryption) & FA% .cer # M MRS R HERE 1) CHEARIM DGR
WEA.

o fE “HPRTEAET > BT > R TR A EPIEERE R SHA-1.

o VN IN B s SO BLLE W Y A AL RS SPNameQualifier. R & —AN H & SR 71 -

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer=

c.Issuer, OriginalIssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress",
Properties ["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =

"urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified");
* Y P IR D) FERAR AT e RN, DK S LB P LDAP Jaf AR 4y A H PR A SR R btk

Rike AL, VETHIRAS AU HA N, LR AL B M 1) LDAP JE A AR th WIS R CR$E
gD kKik.
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Be B2 54314 M X 1B {5 #Y Duo Access Gateway .

it & 2 5344 W X 1B 589 Duo Access Gateway
LU 724 Duo Access Gateway BC & A -5 B SCHEAT AR BT 5 AT I S AT 55 o AT R SE 34 it
B, 1205 Duo Security SCRY,

o BARSSHRULT CHREEMI ) W = 4d FH 2 URL %8I0 R AL . SAML W= 1 iR 5 Fe Ak g 2%
Uiy o

* 7¢ “Duo FHIHM” (Duo Admin Panel)> “NJH” (Applications) > “ff£F*N " (Protect an
Application) > “SAML IRZ542MLR 7 (SAML Service Provider)” &, i AJRSHALR CHBAER
K FSEAR ID. IEHIIRILE S IR O b “IBE 7 BRI sk ID” (EAHIA .

s UL OB RS RAE R QSRR G BLE N k% A4 1 SAML S5 UETE =K, WIZE Duo
Access Gateway FFLE S YW UEJEIT, i EAAERSFAEFUES (H T84 S0 8iEiER)
WEF K cer #3X.

o TRV RIPR SURZ IC B 0 R N2 1K) SAML Wi, T ERCE T AU FE N N D¢ L 19 B 43 B0 E U5 N
DL .cer M0 EAR MRS S AL RS CRRAE OGP UET

* 7£ “Duo FHLAIMN > N > RN H > SAML RS H4E7 7 1, ¥ “NamelD" #%:8 7 EFEN

“@ ﬂi?%i ”» R

* £ “Duo BHLHIM > N H > RN > SAML R4 r 7 F, ¥ “LafyEk” wEN

SHA-256,

* {& “Duo HHIMMR” b, ¥ “SAML RS FEHFETBRE" FAF HBCE CHF, FHR RS SCHE R
SAML MW H 5 A Duo Access Gateway .

i & & 5 HR44- W K18 {5 #9 Azure AD

PLF 2K Azure AD i B8 55 55 AR A4  SCEA 73045 BT 75 AT B R AT 5%« A SR SE 38 MR AN ) W
i# 2% Microsoft Azure AD A%,
o WARSHRAERT CIBEEM ) (RIS URL VIR R AR B SAML W 3 18 IR 25 AL e b
T
o FE “ANEN R > BN > ARE AN > LRSSk > AR SAML” BiE R, fE Azure 1) i
ANIRSSHRALR BRI DS SR ID. ISR IL R S5 WA o6 b I8 R 7 BEE ) “ sk
ID” {EAH[A
o WIS COR RS HAE RS (IR G TiE &N A IEZE 4 1 SAML Sy BAIE 15K, 1576 “SAML 2%
ZAET” H C AN > BN > AEEPEN ] > $58 5 > SAML B4 1EH” ) F B
MRS FRALR FUE T T8 SR EiE R .
o JE “HPEMERFEIE” R4y C AN > Frd N > B RN H > Sk > P g R s
7 N, EE4 A IERINAUE M.

« fE4 “SAML> )AL QIR Azure N, USRI/, PAEEHIA] DS SR 3 Azure
SAML WA




B ==uemsrosnirpirgs

B EmH M X LR SR REIEFIRE

FreaZ |l
HRIE

o TG E TS I B AR W SCAE 10 S AR R P o TS DI B B S R G 10 S R R
, #7370,

o DRGSR IR CBEE R 5 R, s R SR SR AR e e SCIF S O SO
LS

P A Web ST BB HER 5%

$1B2 S E RHEEIR (System Administration) > SAML.
I3 RIS EEFEF (Add Identity Provider).
IR 4 BN THIVEAE R

FE AR

i B S 44 B W NG O SRR PP I SR 2 R

MERE (T2 E S RT3 E)

S ID WIS O R R R (4 R — 2 K. S LR SE K 1D A%
Al H 2 URL

SSO URL 5 7€ MR 25 R AR e 0 20 ) HL 1% SAML 547 5 1R 37 5K (1) URL.

i W G HEUERL T  SAML I 5 A T48 4, WL Zi A% B 44
i ERQIUESE AT S

MCE B CRAS R UL P o)

S IDP JuH M SNTTEIRE (Import Metadata) F3E £ o 5 S0

TS FAIFINE L

T—% Mt 4
JiHI SAML £ 43 Kriif: o

7£ Async0S API BYHER 4™ < _LBCE OpenlD Connect 1.0

o WA, 2577 7L
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« TARGRE , 577 T

o BV, S5 77 B

 HUPRSAE , EE 78 T

o ZEME4 ¢ E B OpenlD Connect , 55 78 1T

iz

Cisco Secure Email Gateway > F5-54f ] & 3 $¢ L2/ (IDP) 1 OpenID Connect 1.0 B 47 56 11F 1) i FH B
BPmAE G, DAE S A X D FR RS I AsyncOS AP BEA T C4%%E R . HET, 819 B A X AN A 1T
Microsoft AD FS 347 T OpenID Connect TAilF o

T1ERIE

TELL N TAEGFE T, AD FS S8 HE S M2, AN R S AR o, 1 B G2

B AR BHIR R AR T

IR

1o [—RPEVESN] BCE MR N DG LA AE U ) & e A CTEAIE B, TS R ZEMRAF M D¢ AL S OpenID
Connect , 25 78 Ji,

2. [ RPESESN] MR AR B 20 38 1 A I HC & $EX OpenID Connect Fit & oA AT 75 %58, LA
S5 UE s 1) 4 h

3. TEEF AD FS XM H HEAT S 0 50 UE Ja SR U 1) 2R A D& ann] o 1 7] 4 R IEAT B 47 56 UE A1
B VEANE B, 155 S0 I0AE P UERE 7 55 A SR R SR .

4. ¥4 AP i 3K 5y [a] 4 h— i 328 BB A 9 G

5. WA OGSl FH AN ER 2 DG 2R 125 AR R K UE APT i sk 1177 a) 2Rt

6. BRI SN U ) A R T T I B (B8 3240 BEATIIE

7. WA A A £ S B AR B2 BCR 2l P PR, LS 1] AsyncOS APL.

8. HBLERISE4 2l AsyncOS APT iR HAILIE 24 [y i |

1535 8] < kR

PR s 91 17 T 4 R A% 5

Header

alg:RSA256

typ:JWT

[...]

Payload

claim: aud: CiscoEmailAPICaller

claim: iss: http://adfsserver/adfs/services/trust
claim: iat: 1594712147




B ooz

claim:
claim:
claim:
claim:
claim:
claim:
claim:

[...]

IS A W AN S RF IR UE H LT SR8 A4 (07 ) 2 -

exp: 1594712807
CustomOrgIdentifier: MyCustomOrgId
LastName: Fernandes

FirstName: Erik

Email: erik.fernandes@customorg.com
Role: LogCollector

Role: ReadOnly

* RSA256

* RSA384

* RSAS512

AR

zogEr |

FEALH] OpenID Connect [T & B PS¢ 2 B, T A DRI AL LA N AT $E 45T
o WA ) G SR IR LU T 11 S A B0 IE SR LR Y
o SN AT A 3 50 TE SRR P R4 T B 03 B0 E IR F 07 1) 2
o WSPER ST LAl HTTP 48] S B i R 7, LAE3RE OpenID Connect JCHE AL & -

FEHR14- M < _EBEL & OpenlD Connect

FHiaZ |l
B DR AEAT 73 AR 451

© SO IAESE SR PP AR IR A 2007 ) R G TS 10 S i IR UE SR PR P BEED
Vi MLZES EfE R, DB ST VISR Y G T i g I BB 2

UK

$B1 LRGSR (System Administration) > OpenlD Connect.
$IR2 pithi4wiEigE (Edit Settings).
B3 MmN TRPHBRMTTFESE, CIELHE OpenID Connect:

OpenlD Connect 34§

152 BA

S0 SR P oo Edls URL

i AN T-3REL Open ID Connect it & TG 1 &
P RALFRE P URL. 1% cEds H T 50E 15 0] 4.

LR S B 1Ry URL 7R -
https:/example.com/adfs/ well-known/openid-configuration.
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OpenlID Connect 5 £§ 15t AR
BRE i N7 1) A LR 285 A TPIAEL o
iR FESIE T A AR, 12 DA 20555 1n)
A W 25 R 3 P AR AR DE G
PLUR 2% R 1w -
http://example.com/adfs/services/trust.
TR i NS 2055 1 1) A RBLTRY 52 A% 7 BB DG T 1) 52 AR
.,
iR WRERINZ N2 A, Vi r RN
1T (Add Row).
FE AR VTR A AR R A RR, SRS T
FffE S . A RR T UG a2 RS 2% ff (1
fF .
SO PRI e 205 2% A7 (T i S B NAE S PRAILFE PP IR 454 vh e SRR P 4 A
B, SRS IR R IR A Y G v C L () A Y Al
A, AR IX A A
R WRERIE A EBTiL,
iR INIT (Add Row).

TR A SN E L

T—2 Mt 4
U5 1) 2 AL 5 4E AsyncOS APT i I IRF AR Bk, JFRI% APLIEK.
PR A2 H] APL I “FBEE” #k b i 1a) 42 4 AsynOS APL )74

curl --location --request
GET 'https://esa.com/esa/api/v2.0/config/logs/subscriptions?retrievalMethod=manual’

--header 'Authorization: Bearer <add access_token here>’

A4 AT ]

TSRS B AN BRI A 19 5 b BT SO ) R

BIAEMREEM G B B RG], B X, SRR — AN NTP ks fdr gz 1, AR5 1f
F GUI Hf “ A& (System Administration) 32 ) “BJ[X” (Time Zone) B, “H 8] 3 E” (Time
Settings) TUIM B H CLI FAILL F4ir4: ntpconfig. settime Fl settz.

] AAE RGEIE (System Administration) > Bf[8]1& & (Time Settings) Ui b2k 4 ] tzupdate CLI iy
A I0UE AsyncOS it FH I IX ST A
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B isex

IEFF RS X
“WfIX.” (Time Zone) JU (A#E GUI ) “ ARG BL” (System Administration) S5 A])D EoR
T RSB OGN X o v LGB I X 5 GMT fi#%

Procedure

FIE1 (FRFKEIR (System Administration) > B} [X (Time Zone) F i il 4R481& & (Edit Settings).
7 X A NIE SN LBvivk = o AN R b R 1] N
PR3 TN L.

1 GMT (R %

Procedure

SB1 FRGEEE (System Administration) > B [X (Time Zone) Vi1 7 A 4R4E1% & (Edit Settings).

FIE2 XA L PR “GMT (W2 N E] (GMT Offset)”

PR3 /& “IIX” (Time Zone) FI R Tik#¥ ity . it 2daly TikE] GMT (AW 74D b 258 /g2
RN ANETSRS (-7 ) RORAYIAYI LR T C“+7 ) RRAYI 4L,

PR 4 FETHIA L L.

ImEERTEIRE
LU BL 72— S P O e ]

o (HERE) Al RIS RIS (NTP) ¥ 8 A 9 R et 1], on page 80
» T BCE MR SRS H] , on page 81

(#EFF) [ F ML BT a8 (NTP) % & B4 W 5k R 4 Bt )
SR IS TN DDA B 7, 2 05 P B 2 9 6 5 A W 46 S RN T STt o A7 S R 8 4% I £ P
[il—%& NTP 548,

Procedure

T B3 “RGE P (System Administration) > “F ] #% & ” (Time Settings) T .

P2 Sl E (Edit Settings).

SIB3 AE “WHARE J51L” (Time Keeping Method) #543, 1EF¢ “AFH M B3 (Use Network Time
Protocol).
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sagamemrgrE [

LA G\ NTP e ds#stthhl, SR)5 iR mn4T (Add Row). ] LAZSINZ > NTP flids4% -
FIBS BNSIERPIER NTP JR454%, 15 At iz 55 A B 147 S5 A B A o

FIB6 Jy NTP A+t — M. XJ& NTP AN %5 T/ 1P #uhik.

PR FAIHIN T

F N EERAF M X R Geh i8]
S A DU P UL TR 7 TP SO0 T 5 2

Procedure

L1 PR “RAEFH” (System Administration) > “ I [H] 5% ” (Time Settings) UL [f] o

P2 Sl E (Edit Settings).

B3 A “I IR E I (Time Keeping Method) #8%y, & “ T3 B 1H” (Set Time Manually).
B B TPANG = N IS SN Nt IS 2 P

WIS L LN

PIR6 FIIN T

a6\ 3
B E XL E
o ff FIBGER Y LI, on page 81
* WEHH P H LD, on page 82

{5 F Ut i R 51

I PR S A b B 3 B0 e AR BT e ) AT DA g i 1 8 B T ) R 7 1) 871 3K

=8 TR R
K TSI B 512 SRR AN DU, RS N AT ALY B

J&” (My Favorites) > 516 $4% 1t BT E A 1 2 3 A9 U7 3% (Add
This Page To My Favorites).

TAARAN “BMIMTHIE” (My Favorites) HY T K .

XSO P AT IRV B UL TSR (My Favorites) > 25 & 3% BB 8 Y 3k
(View All My Favorites), 4T i 0T Ha 3 B0 I .
TR ATk i WL PR R (My Favorites) > EEFFBIBA R

(View All My Favorites), 4R i 5 s i 25
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B c=mpenm

=18 TR A
L U] MET AT E AL 3 B4R R (My Favorites) Sk FF—
AL
A B 1 SR T HZ “ AT (My Dashboard) U1l -
WEHFPEIER

ASHLF AT LUE SCREANIK ™ R R B IR, WiE . T USSR R SR, BRI I
LR AERE T I ERTCE, JCR T RN LS S BIMBPEOC, eI e B A [ .

WA B T IR, (HORII XL, IR A S BB ok i, RSB BRI BRI

)

Note  SLERUGE R H P ANBEAE AT LTI BE . XS AT LA “HEI0” (Options) SR HEPEIE

Procedure

P AN e SO e v R P K P R B A

I 2 KPR (Options) > B EIR (Preferences). “1EXi” (Options) 3547 T4 A Fff .
$IE3 d4RiEEIEIN (Edit Preferences).

PEBAL NUERE:

HIZIRE it BR
&5 W7 (Language Display) AsyncOS for Web 7£ Web St il CLI H i FH 1755 -
% 3% T (Landing Page) FH P8 S BB I O 5 27 () DL THT

BRI I TRVEH CBRIMED (Reporting | #7550 _E S IR BROA S 5 I TR) S L
Time Range Displayed [default])

BIRHIIR & 1740 (Number of Reporting BOATEOLT, RGBS I H 174
Rows Displayed)

PIRS FATHIA L.
HIR6 i VU B3R B £ —TT (Return to previous page) #f%

ST DAGi A A 0 G By AR W R L
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7% 2= Internet Explorer IR A& .

* 75 iii Internet Explorer 3t 2455\, on page 83
* {157 Web Fifn_EICER HSAT W4 S FR A T % 48 715 )&, on page 83

7 = Internet Explorer 3B &1
J A% Web St 2RO, RHEIUE S H Internet Explorer At A8 7 75

)

Note 4R FHULThRE 23 5 I AL RS, ST LAZE B Th B

Procedure

HB1 KSRGS (System Administration) > E#i& & (General Settings).
$IB2 B E IE FEEX (Override IE Compatibility Mode) & EHE .
WIE3 PETIFMINTL

FE#T Web SR E LW SR EME M X RIER B REIHER
ORI TN T I35 VB LML, R RO | WoPE
XA A7 Wb AT M SR SR S . PR 6 5 0 T S A
B P M I 5040 8
WAL, BBPERIX I T MMM . B “UEIRRAT” , VBT B
1E:

Procedure

F$B1 KOS LRGSR (System Administration) > E#i& & (General Settings).
FIR2 ERERER S IR,
PR3 RTINS

=== =9 / |[—|
BLE HTTP B KEmK(E
IF[IJ;E, Efu’ffﬂ% CLI EF‘E@ adminaccessconfig > maxhttpheaderfieldsize ﬁﬁéﬂ%@ﬂ%ﬁ%?ﬂﬂﬂ]ﬁ*@
I HTTP iR 1) HTTP {5 Sk KoK E .
HTTP {55 Sk 7 BRI ERINE A 4096 (4 KB), #c KAE A 33554432 (32 MB).
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B =znssnmssisnns

SEMEERE S EHRS

w LA#FH CLI i diagnostic > services ?fﬁ/&\*
o A MBI OC E R RIS 518, AN 6 FEHT I SRR O
o PEB MBI G F A IS 5 1B PPIRES

HRVEAIE R, 1S W (&M T Cisco Secure Email Gatewayff) CLI Z%1581) -

AR X 8 & E Rk 2 (IDN) B iR

AT 1

IS4 I 5% mT AR ORI S8 IS i ik A0 35 IDN Sy R
HHT, SRR G SCHF BLR 5 1) IDN

EDEEREES: UMb, JOKURE. JOTIE. RONATE. GRARIE. SHENE. SRR S,
PEMRIE. SR . 9 RIE . BIREIE . JRWURIE. JEMBIE. M. iR, Stk
it JURRH. WHRIE . DR MR, R S AR, (R .

BOMFLEMNES : ik Wil HOE. . Bo0aih. il Py, RORRE. 3, fr2
Wy Wil PR AR A e i .

AR ER -
RS, 5 84 1t

o AR PRI 5G 1Y) IDN SRECE I ThRE , 26 84 1T
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