XA EE T IEF A 517

AEALE LU
o SCAAEZ L PRI 73 Bk | on page 1
o P E SCAFZ M 23 AT DI RE, on page 5
o SCAHEZ RSO3 Bl s S5 R ER | on page 21
o E SO I T O R B |, on page 24
o WREHERR SCPEE R 34T, on page 24

M EE TR iR

RSOGO L R J7 S WP B b 2R H B RIS TS R R R b -
* RIS SCIFRIE 2
o T AN AR S IS5 T AN B S ST A
o LERRAFHTE RN RSP0 0T L IR By, JEAEM R A P 0 SCA 1 NS R 199 5% 3 R 14

LETh e T AR NHEPEAT A% s o
SRS TR S P S T A R B = (N IBEREE) ikl

* BB ISCAHEE AR SS  Cisco Secure Endpoint FAFT = e $ i, 8 “fREL” o “air-gap” A
Moy B TRIEAT . TS T B A SIS 25 1 55 4%, on page 6.

o B XA IRSS AL SR AMP S E B AT e & 3e . IE S I B A SCAE o AT iR S
7% | on page 6.

A BRI TE BB
BB 5 A DT S A « SCPRRATT A2 BE  ARISIE N, SRR, B, SO
SMRIETAEA . WIRFERHF S BRI T, 5 WIS, ELSC PR A A T
AMP U5 SR . TBURZEIEA A FRAT TR 2 45

AT RLORE A B S S O IR

| QIR pubiLiib e it |



THEEER S |
B conmma

A E MRS R ERA RIS W AR, TSI . STPFARIEASSCA o Bl L
HEERESERISUR

U AR SCPF I JE SRS, RGeS B FH S ) HE
A IH 8 BT ) INAE B R AL ST 2N 70 B IR 55 T SCREII SO | on page 30051 HI I SO 441430
i,
HEXERR
o SCAHEE RSO3 Bl s S5 R | on page 21
o FESCAF U ) e B U R B AE | on page 24

SO AL T A

B AR OO WA R I 238 4, A5 WITCTR K B SE RTS8 5 K AE WA, AE B9 2341 i AR 37 BIDP
SO AL AT AT 73 HT

)

Note  ERUUIEUL T, WIAMELE) MIME {5 Sk S0 IEA, SCPHERE RS HG IR ] ORI H4 7 1. B
AL AT BRI o R TCVES U, AR R “ A RT494E” (unscannable).
U B REMS LU, WIPEAL BRI SO AR R 0, e R “ AT

#i” (unscannable) A “3E=” (malicious).

B AISCAFARE MR S5 Z IR A N SR kS .
PP SCAFREE )

o QURHBAEANEL S ARAT A, WSCAHAE 2 iR S5k ]« Clkad” A€

o WSS Ry SOAA 25 MR 25 P 3 ELA o IS, IRk i ik TAEBAF

o R HBAF AR, AR SO E B RS AR R A, WAL o6 I A A FH S S

o GRS AR B IR SS SRS AN R DR s fa e, WME 2 IR 4555 1 STl (o g i
GURAT R o3 M) IR IEUE A5 o 0 Bk 7 ik 3]l ok F B8 04 25 AL, A 8 1 A A
HIS A} S I v g, 5 2 SR AP ) S P PR 4R A

o MR B R SS WAT S RAR B, BTG o B GO 208 SO 2580 73 A Ik 45 T SRR
() 3CAF , on page 3D, WIPKE SCHRRE A IE 5 FF H B R4k g i TAERAS

s WIREH T SO T IRGS s AR IR G B R T SO A L, I HLSCIR AL AT A A I SO IR R
e GE S SO BRI BT RS T S FE I SCPE  on page 3) , WAT ARG BB A: (i 2 50 e 25 Bt
PEIEAE I BT IBAE, on page 17) MG SCAFEAZ MM o AR ERAE A I BITAE AR S A N 1 AORE B0 T
Bk B B A AN R SO DA A A, TR G2 i RS TR A

o KT A A ST o3 B (R385, AR 2 PR R ST 3 B [ I BEAT o i AR BRI S5 aR B e, 2
fERZHAE, MR RS B4R B & RN o TR ST T-05 25 Ik 45 R Ul & R S0 11
W2 A FH ST A2 B E

o AR R 5 IR S5 2 (R I BB N T 3 B HE 2 e R BA AT H, WP 2SR “ANAT 4
f#” (unscannable), F N FC & 4AE
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Figure 1: [0 A £ ZXH D TERE BRI SR TERMGHRIP TIERE

Verdict

Deliver file to end user
Block file

Deliver file to end user

Recognized
File

Score =1 -59

Undetermined

Score = 60 - 100 |—»] Blok i
Send file to file core |- Block fle]

reputation service

File qualifies for analysis

Y Deliver file to end user

es : .

Unrecognized and send file for analysis
File

3
No Deliver file to end user é

UIAERE SCAFIEAZ
© WK SRR B A BAT 00T SCPPRIE IS HTTPS Ak
© OPMTIE i EAO B, HATRERE

o FESCAF 3T JE AR A T R ST AT BEAS S A 38 IR 25 UM A S0 o OIS 2 th— BUN TR A
(K12 I ZAE ,  TAS— € B (K SCPE I MR KA

* fiff HHACHE Cisco Secure Endpoint % & #4F70 BT 52 45 73 AT SCAR IR 45 R R AT AE A - .
A RANE R HIE R, S5 SC B E 38T, on page 1o

M EE S BRSSP Y3
ARSI B HCC PRI, SRR SR A TSR S 4

AT DIRHE AR S0 L SO AT U L 0 B o AERC B SCIE AT DO REIN,  EFEEE 3 B i SCAF SR AL
LA AT IR U nl AR SR BB AR I, e BB, I n] BLIERRER I SCR36
RBEAT A%

AT AT B3 T IS5 SCRFTR LS SCAF R PR A5 JE I g R P il e A7 SC VPSRN 3 B TR A8 SO
T WS B AT ACLT P ESRIC) CREURE A 222 4™ i v G A ORAP IR 55 (0 ST S5 A
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html, T
At SCAAF 2 A SCAFAE AT I3 W AR A ] BE Bl A2 B

BT IR SO, A — AN S SRR R AR K o SRR, 1 V5 iR
https://tools.cisco.com/RPF/register/register.do.

T K SRS T A FELLE %38 AN iy IO GO A ORI AR B S

\}

Note 0 I AL LLEAT 0TI SC1E - (R NI B8 A% R IIB 2 rP (0 S0 AR B fk . BEA A ISR
IIMTEE R, IELE “ T (File Analysis) 7 75 0 1 #22R SHA-256.
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THEEER S |
| R T

AR EHR
o Jot R B SCA AR A A 73T 55, on page 7
o ORECRIC T IR ZORE AR Y 7B E 4], on page 20
o ARG G SRR, on page 4

TR a3 b2
DS QRN e
* RS LA R AT AT RS 152

A ORAST A R e E RS A R 4 SO A B CBFE &) S B ST 2R W I 55 B SRR SO
, on page 3FEFL MG B .
1 et 5
o AR I — AN SO, WSO E Z RS 2 BT R i sl R SR B S HlE
o W RAEEAFR SRR, JF HTE Q3B 2 T, WISCAE B IR Ss 2 51 0 s 4
BAERYSCARIR E] OB HIE
o W SADE AR EEECR SO A AR S, W] Ok PR B B SCARE RS o dr Can iR Ce B i D g
HICE A 2Rz s
o WS HURAT AT SRR BB AR e AR, AR Z SO IE A 53T
o WNSAENT R A8 BT AY SO REAT fiff PR 4 I S OO R IGE I0 A, TRk b, b — AN
(PSR RSB S A SR Z M 5 2 BT 0 s 28 S A A SRR B “OB &7 (Malicious) ) 5E
( “EHEE” Malicious) FIEMAET “An49H#” (Unscannable) HE) .
s FELLUNIEOLT, FR4i SO BN SO A AN v 4 SO

* Bl 4 KT 20,
 AERSCARELE AN BL BT IRE GO
 AERESCAF RS I T SRR 200 4.
ARSI R/INVETE 50 MB.

© FERYSOARSZ B RS R BN AT

\}

Note  Z S5 NS VFAl HAT %4> MIME 2880 (I n SCA/4ESCA) 1 DRI 152

&iX 2| RimBIE BB FATE
o SUIHE BRI SHA A4 A% SIZII G . AR LHAY
USRI ZR AT IRSS  E ESCHRE AT A, WIEC A B R B 2,

W et EESERS S
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* ATRBEAN S BN Z3mBEAT 20T IF FADE OB OIS SRS B2 Em 2 vp . s
5 A IR T £ 3 4

A RAH Cisco Secure Endpoint % & 5K A4 BT 6 25 I 70 B SCAF B4R BAN S HE S RS L=,

BEXHEEMTINEE
o LSCHHE R G BT RS IBAF 1 25K, on page 5
o MC EAH SO 2 IR S5 7%, on page 6
o WCE A AT 5 TS5 4% , on page 6
o JAFRIE B SCAAR A A3 BT I 55
o ASER SRS T E 5441, on page 13
o OB T SO ZA R R ST 23T I B S, on page 14
o BRI BN AR A BT AT IE LT, on page 17
o AT SO AT B B 1X, on page 18
o BSOS BT RR 21X, on page 19
o SCPHEEFS3HT X ik, on page 20
o [ R 28 P RE AT R U B ST RV (8 41, on page 20
© PG R AEYI AEERE | on page 20
* BPREICEC T RSOGO ) BF A, on page 20
o BUBHS OB RO Y ThReRBC a4 RS | on page 21

SXHEEMS RSB EIEX

o FITAE 0 FH A A R 45 PR IS A2 22 4 W 4% A 20 ESE o I D L 5 HLe . AV G TE & 4 136 FH A 3t
1) Cisco Secure Endpoint 2% & 5470 B e 2% (1 SCAF 0 BT R %S -

« BOATSOUR . B SO ATR 55 (A .

o BTG, T8 5 BRIA N SCAH G IR IR 46 1 ke 2 H 5 SO 28 40 B IR G5 FEE T 22 1 93 B IR 55 1)
A5, B AR B b, EE LRSS (Security Services) > “ ST E R4
HT1” (File Reputation and Analysis) VLI ] “ =2k ” (Advanced) ¥#4>H 4 AN bk G 2 5 A 4% o

* AR BT IF R Kt LR PEANAE S, TS TR ke fe B

| QIR pubiLiib e it |


b_ESA_Admin_Guide_ces_15-0_appendix4.pdf#nameddest=unique_75

STHES SRR |
B e=rexussmss

BCE A HEERS =
W 440K Cisco Secure Endpoint Private Cloud % & FHVERA 2 U0 BT IR 45 45«

o ST LU BLT A7 B ARG R AR JOG A ORI REAUAAAT 22 B SOR B4 2 AT e B
FireAMP FAf 45 M :
http:/Avwwcisco.comy/c/en/us/support/security/fireamp-private-cloud-virtual-appliance/tsd-products-support-series-home.html

A5 F S STRS AT A 32 b A AR AT 55
HoA STAF AT N AMP RERUALAT 2= B A 1K) “ 5B SRR
o fE REE” B R CRMITRE BT RCE ML E. Cisco Secure Endpoint Cloud %4 .

* ffifx Cisco Secure Endpoint Private Cloud 54 I AFRCAS A 3.8.1 BB A, DASERS A48 fiy s 24
W G b5 2 4 2 g LA BRI

* YEZ 45 L 3 Cisco Secure Endpoint Private Cloud SSL ilF 15, DM A% 2 el 4F M 5% .

\}

AR BRI AR IRS S5, OB MR 22 A B O B 5 A5 S AR TS B AN
SCPEERMRS: » B7 KPR 6

B E A T BR 5528
R Cisco Secure Endpoint % 5= 8K A3 T 152 25 FIVERAA 2 3043 B IR 55 2% -

* 3K ( Cisco Secure Endpoint & 2 A 73 Hr e & B EAMECE TR ) H1 ( Cisco Secure Endpoint %
AT RS FEFER) o Cisco Secure Endpoint 2% &t #0443 HT 8¢ £ SCRS ) A
http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides%620-list.html
SR

A5 FH SRS AT AT A 3 IR AT 55
i ] Cisco Secure Endpoint 2% & 4K A7 e 2 HH 1K) “ 5B 7 Fie nl SR IAL A SR .

F CEHIEMY T, R TIIARRHELER: SHAUERESISEE. CSA. Cisco Sandbox
APL. ESA FIIRPF% 484 »

* BE FIRCE Cisco Secure Endpoint 2% & AE 0 HT % 4%

« WIRFTE, ¥ Cisco Secure Endpoint 2% S A3 BT B A AT R M IRA 1.2.1, AR S
JURE IRAF 2 AR A A

A3 SR E FRA S RIPAT SR I 3], T2 AMP &R AT 2 S0

o VI ORI IR V2% T TE I P 2 A8 AR o JER MR AL 22 4 e 4 WA 20 e % 1% 45 2] Cisco Secure Endpoint
RS IE RO,

o I PR TEE A5 ZAET5: M Cisco Secure Endpoint 3% i 4K A4 70 T 8 #% A2 0B AR 15 K M- 22 4 ¥
% EAEFR B24 SSLF . 152 Cisco Secure Endpoint 3% 4K /0 B ¥ 40 B B A de o b 7

W et EESERS S |
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| sctEs s
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KRE SSLUEP R 545 A li—4NF+ Cisco Secure Endpoint 3% = 440 AT e 4% MWL 1
23 CN FJUEPS. 2K H Cisco Secure Endpoint % & # A4 43HT % & I BRAE B AEA/EH .

o HERAH T I HTIORCE N, REUK B 3 SRR A BT R M I 2 i, W
JE NI B AR 2 R0 3 M RS i e (HR, R 2535 IR ] — RS Py o ol S 0t

ERINEE X HEEMS RS

Before you begin
o SRIOCCHHEZ RS ST AT IR S5 FDh RES B, JFRE AR R 2% .
o WAL 5 SCAHAE 2RI BT IR 5538 A5 83K, on page 5.
o WOAIE L MO E TN 5 SOFT B E R “ BT (Updates) G L.

* WRIE¥ Cisco Secure Endpoint FAFT 25 W & FVEFAE = S 2RSS 4%, 1S DY B E A S
2k %% %%, on page 6.

* WRHEHKE Cisco Secure Endpoint 2% 2 AT 70 B s FAERAE = S0 i Ik 552, B S 00 ICE A
S A5 BT RS54, on page 6.

Procedure

L1 EFR SRS (Security Services) > XH{EE 447 (File Reputation and Analysis).
PvE2 AhiRELFERE (Edit Global Settings).
$IE3  AiBAXHEZSE (Enable File Reputation Filtering) Mm% ) /2 F X 4 5 # (Enable File

Analysis).

o ISRk b B B S5 £ 52 5E (EnableFileReputation Filtering), 20 & SCHEAS £ AR 55 28 (File
Reputation Server) #i5> (FEHZ 6T , JHiEWIT: EFIMTAEE 2 ML 20 URL, B
WREEE RS HRIEEER.

o [FRE, Wikt BRI 4T (Enable File Analysis), AL & 4> T BR 55 28 URL (File
AnalysisServer URL) #i7) (F/EZER 7D, Tk e $RHEME RIS 451K URL, st
Ao =iEgE .

Note THERJa AT REA BT I SCAE R, JF BB 0L AR . W R HISCE o #r, JF
HATEAE P BB I SCAR SR, 2505 FIX S8 SRR

PERA  HVPAT L (WERAEAE) .

PSS (XS (File Analysis) #70H,  WAHR SCHFZE B £ B il SCHF2EAL (Bl “Microsoft SCRS”
LR IE AT A3 HT

A RSCFFIRISCAF R IE B, TSSO . SCPFE AN 0T IR SS BT SCRFI S, on page 3
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Note

MHEE SR

SORF 2 A B AE R RSO 2R A, DAR 2 H e SRR R g, RS0

A PRI SR T L SR R P I 55 s AR B S e 6 . I FEEM R BB SR 2B

(Other potentially maliciousfiletypes) & LA i3 It B fig .

PO, S B 3 o OB RSO R BT 0

JETF SIS ERSRIEE (Advanced Settingsfor File Reputation) [k, FfHEHE 5 S5 R 51 2L 17 -

AR I sLThRE, Br T ECE

Reputation Server)

£ i AR
SO MSS S (File | IEHEAIMEE R MSERH L, SRAFES.

WERIEFRAEE =, HRALUT WA

* ¥2#] & E£#142 (Console Hostname) - i A\ Cisco Secure Endpoint FAFS
A SG T4

- UEMRED (Activation Code) - i A\ Cisco Secure Endpoint FAf z 1 %
(b ShE A

A AR 5 E ML B I PEAN{E S, 1524 Cisco Secure
Endpoint FAf7 2z 3CFY

Note BER SCAHE 2 AT SSLlAE, #XLZ5TE Web FH1 4 CLI
fir4 certconfig > CERTAUTHORITY > CUSTOM i Network
> Certificates (Custom Certificate Authorities) ¥ P #5515 2
M55 4% CAIEAS LK AMP 78 I 21 2 _E AOUE P A7
M Cisco Secure Endpoint FA1T 2= ¥ #5 SR UL IE TS (Integrations
> Email Security Appliance > Version 15.0 and above > SSL
Configuration > download) -

Cisco Secure Endpoint 5
il & 5 (Secure
Endpoint Console
Integration)

#iiti[a Cisco Secure Endpoint ;¥ Aft#R {4 M % (Register the Email Gateway
with Secure Endpoint) % () 1% ¢ 5 Cisco Secure Endpoint £ 1fil &5 4
. AORVEANUEI, 15 HRAE M OC 5 Cisco Secure Endpoint #5314
J&, on page 10.

Lrk[A] F (Heartbeat
Interval)

LAyl hy BT ping JE 8 S AR o

R (Query Timeout) | 15 25 & B I Ay 81 FOFD 2
KSR (Processing SCA AR FEER IR E I IR
Timeout)

SCPEAE % 3 1D (File

AR IR SS% LB 1% i ID ORI .

Reputation Client ID)

XAB W (File e HNEE T EER (Suppresstheretrospective verdict alerts), LA
Retrospective) 0 ) AR AR A MBSO N 25 5 B 20 118 IS A2 ot 3 39 12 ) i o
Note TR R G OU T, 15270 5 A 53 b AT ) At v
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BT
[24

I

B
7k

17

pRaRExsEsnsngs

UREAG T = S5 AT ST 3 B RETT “SCAF T i i e IO AR AR 5 25 B LR 2L i

EI5 AR
SO BTG5 4% URL | HRAMIE = IS5 25 1 4 F% (URL) 5iFAE 53 #7 = (Private analysis cloud).
(File Analysis Server URL)

WERTEEINE 2 RS54, THIERE S IR B B B IR S5 48 . R
GRS IR SR SR R DR T B0 AT YR 55 2 8 I 211281 2

EFEFAE 53 W12 LA P 35835828 1 Cisco Secure Endpoint 3 & 3k 245 3 M1
AT M, IFRAELLUT N2
* TG ARS8 - s NS B EERE Cisco Secure Endpoint 3% 2 #1443 M
&I IPv4 Mk s 4144 . fd 22 ] LLAS IN-E4 Cisco Secure Endpoint
HEIAT R

Note P35 R B IR AT B 4E B Cisco Secure Endpoint 3%
AT TN o 1A A X e £ AR S 2 o

Note ANREAE AN S R IS I A S il 55 s AN Al 55 i
IR IS I 55 25 BRI 55 4% o

TEHREAE— DB PN — ST R S5 2 WERIEERAE
B, W 2 W] AN 7 SR S5 4%  HTA g5 e a1
I T — R ANBETR INZ MR

« IEB M AN H (Certificate Authority) - L F%{E BRI ZGABIE %
#1# (Use Cisco Default Certificate Authority) 2¢1s F _E £ B93E 3 57
% H# (Use Uploaded Certificate Authority).

G0 Rk (E A R AYIE B A& #1448 (Uploaded Certificate Authority),
I R SE (Browse) KoM ik 45 SR = & R s 0m (5 Bk
WAEF . ICUE P 5005 A 2 IR 45 2 A5 FH e AR 7]

Note WRBEAE R & Eo SO TG T Cisco Secure Endpoint 2%
BEIRAE RS, AT LT i) Cisco Secure Endpoint 3%
BEEA TR (Bl inhttps://panacea.threatgrid.eu) , DAY
MR B A AT SR A3 BT (304 . A -] 17 ] Cisco Secure
Endpoint % ZHAF AT T T FTEA{E K, 3EER Cisco TAC,

REE (Proxy Settings)

VerhE B S &4 T8 (Use File Reputation Proxy) & iEHE, LUEH & CE
B B P 1R — AN SO 2 bR AR B, A Ry SO AT ) it AR B
R E AN W] ) BB, TEBOEE T A S EERIE (UseFile
Reputation Proxy) & IEHE, R 551N 4G ARS8 (Server). i 0 (Port).
Fl A4 (Username) Fl1Passphrase (Z£3) 15 ..

SCAEG M%) 3 1D (File

Analysis Client ID)

SCAFOI BT IR SS 4% LB B 2 1D CHED .
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XHEE RS |
. 15 HR 4P % 5 Cisco Secure Endpoint 1551 & £ 7§,

LIS Ak W BN SOE A EAE L B AT B, i REIT “Z%AF I E” (Cache Settings) T .
LB WIREE N ER S T B BRR, TEREF “BI{H I E” (Threshold Settings) [HIHR - T It {E
(o RN SO e o IR DL AT — 3L T

o IR A 2 iR 55 I E (95)
* BN A AH - BRIME N 95

10 ST

BN WS & A Cisco Secure Endpoint 2% Z B AF 73 #%, 15 7E Cisco Secure Endpoint 2% & # £4:
MRS I A A R P
Wk “H P W RIS LE Cisco Secure Endpoint 3 & 4K 4F 20 M1 SCRS 348

a) 0 N L A G s R SR BT 2 i 1D I ID AR PRUEOKE B8 0aE 1) “ 7 .
b) &3k Cisco Secure Endpoint 3% & #4443 T 1 4 o

o) EFX...>EEARL, JFE CHIATEHFELR” .

d) MRYEHEAE 2 B R SR o M 2 7 g 1D R 2] “HI 7 k.

e) MNAWIHEIZ “user” MK,

1M1/ < 5 Cisco Secure Endpoint 5 &l & & 5

TR LUK R ) B £ 5 Cisco Secure Endpoint #5168/, Jf7E Cisco Secure Endpoint ¥ & 147 LA
A

BN SR
« FE BRI RS0 SHA VRINBI 30 (2 5 SUR T2
~ QUL VI
« JE IR SHA JR BRI R V8112
- Bk 1 U
o 6T L0 1 2 SCR 1 P S0P 90 IR A 0 1 sk S Sfmis
g i XA
o Y 15 SRR ] 5 AL
o i LRI B BRI ALRS 30 5] [ 72 X4
o BRSO SHA [SCHEHUIE AN K.
SN EE 4 15 Cisco Secure Endpoint #3514 S, 16575 B A R H 1 4 T M 10 82 6

ERUE, 00 SHA IR BN SAHEZ MRS 2T, WSCAHE S IR S5 #5 3R A3 (1) 301 SHA J 48 Cisco
Secure Endpoint 1l &t CH T [7) — 3£ SHA ¥ P78 i
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LI
$IE2

$IE3

$TIE4

IS

1EHREM 5% 5 Cisco Secure Endpoint 3| & & 5 .

WSO SHA Cbric 2 Jabm,  HF H Gk 7 — 30473 in 2 Cisco Secure Endpoint #21l & H1 1)
FHLIEAZe DS AL e A T

CEYPEE AR AT (Advanced Malware Protection) $i 75 71 AL HT 3R E R X 2 BIE N EE I H
X4 (Incoming Malwar e Files by Category) #i4>, LA£r % M Cisco Secure Endpoint # il & W 21 1151
NBRIEFL R SCAE SHA L], X Ee30fF SHA Bk B E XA (Custom Detection). 7Ef 5 1) “f%
NS R A B SO/ (Incoming Malware Threat Files) #5843,  #81 ABH1EAZR A S SHA F 8
4Tk S A 15T B B E AR (SimpleCustom Detection). #8] DL Sl R A 1« B8 214145 5 340
ez, LA A LE Cisco Secure Endpoint 5 il & H EL A FHLEF1 2R 1 SCAF SHA 1 ST RGN B o

FriaZ /il

HARIESE Cisco Secure Endpoint #4Hi &5 tH AT HAT 4 B U5 AR H - K P o A3 - Al 414t Cisco
Secure Endpoint % il & FH 7 K7 1538 2 764145 B, 15 HER Cisco TAC.

DT AR AR SR RERC B, HLAE IR Cisco Secure Endpoint 251l 6 V3 /i O 8 S OIS X S o D AR 44
CLAE HLH LA SR 1) Cisco Secure Endpoint #5555 v MR AE I OG5 CR AR LI AN SR 2 1 T3l B
e A FEE I

TER R O F AT B SCAE 2 98 . WS 8 ARG BSOS B AT e %S T i ane] e F FC
A B g

UK

WIS R EIRE (Security Services) > XHEEFN53#7 (File Reputation and Analysis).
MiimEEREE.

7t Web FHIHI) “SCHHEZ AT 2047 ” (File Reputation and File Analysis) UT [ 1 SCFAFZ I “ gk
WH” (Advanced Settings) AR, 1% & EME Cisco Secure Endpoint (Register Appliance
with Secure Endpoint).

rh WA M 2] Cisco Secure Endpoin” (Register Appliance with Secure Endpoint) J&i, # H i Cisco
Secure Endpoint #2553 UL IH]

5 FH S5 UE % 5% 3] Cisco Secure Endpoint #5544 .

s Cisco Secure Endpoint 24 UL o 1 53 (Allow) LA A [ 45«

s “RVE” (Allow) (Allow) Ja, JEMBEC TSR, I EEDE [ B w& W “SCIHMEZEMI T (File
Reputation and Analysis) JU[fl. 11 %5 ZFHE /R TE “ Cisco Secure Endpoint #4415 ££ % (Secure

Endpoint Console Integration)” B¢, wJ LM FH 4 % FK H & X Cisco Secure Endpoint 454l 5 UL [
(1B £ B

T—F#ft4

* B0 LU %2 Cisco Secure Endpoint #1 & UUIfIfF] “JK 77 (Accounts)> “ N FHFE/T” (Applications)
4y, LASGAIE A& 15 W] Cisco Secure Endpoint 73/ T 8 1 # o #E 1115 2% 44 K 2R 7E Cisco Secure
Endpoint #1il| &5 W) “ N HFET” (Applications) #8473
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. EERT! XHAMTRERFHENR

3

.

WG, B SEERINRI SN CHZ4D F, ZAB N T BA SRS (L skng) o 2R
AR AL B IS I BHLLE B R B ST VFAIR S0 SHA . W2 H s X ik #% 1] Cisco Secure Endpoint
BEE, JEAIN A CRBLIEA R B RV SO SHA, 152 [ https://console.amp.cisco.com/docs 1
] Cisco Secure Endpoint F J* 30,

iR “SCAHEZBEE” (File Reputation Settings) T “ SCAF(E 2% it ID” (File Reputation
Client ID) {555 Cisco Secure Endpoint ¥l & '] 7 i I £ 1) “ %4 GUID” (Device GUID)
(Device GUID) #H A, WA A, W45 Cisco Secure Endpoint [F14E RO JGIEAE T FHLEL AR
FEOE R TAE. TS 8 R Mk %, A Befd ] Cisco Secure Endpoint L.

M Cisco Secure Endpoint 5l & 8 B4 &1, AT LIER &) “SCHHE2E” (File Reputation)
W “EgE” (Advanced Settings) W s BUHIE M (Deregister), 8535 1875 2% 2|
https://console.amp.cisco.com/H[f] Cisco Secure Endpoint 51l & UL 1H . A CTELNE R, 1HSH
https://console.amp.cisco.com/docs 1] Cisco Secure Endpoint HI /7 3C#Y .

P

\}

R SCPEAR Mk 55 2% S SO St il bty 8 I M) SR 1 3l Cisco Secure Endpoint i1 .
BT FH Ay SCAA 25 IR 45 45 128 R 1R AH 7] 504k 1 7 Clisco Secure Endpoint 451 £ F 7TV TP 1995 o

iR

\}

QSRR ARG B O T SO B R A5, WD s I A4 1Y oK 1 3 A Cisco Secure Endpoint #21il] 5
WO o A ORIBCTS T B T (0 AT HAB AT ST o 8 06 S04 FH DAy S 25 R 55 i 226 8 1) H [) et
Huly, 7 Cisco Secure Endpoint #5 i 5 HHT M B A WS AR O .

pEktd

\}

(FEAERFRCE ] SRRk “ SCHHE RN S50 M7 (File Reputation and File Analysis) r ' 15 # A
—MNEBELNFE ) B — AN EREGUNRS, 7556 M Cisco Secure Endpoint #1il & T VM B8 6 IR
Mo B “SCHAEZESCAE53 M7 (File Reputation and File Analysis) Bt & 3 B 4% 258 4 BELL )
Jo, TN Cisco Secure Endpoint 4% il £ FHT A MRS RIS 194 5K o

pEkcd

WSS S SHA 15 8] T — AN A gk, 5 UEAR R S04 SHA 25 5N T Cisco Secure Endpoint
i =R B WA ]I L

EERTF! XHESMXERFTREN

IR R HTB R A S R SO IR SS s T8 S5 A6 B3 LA 158 ] LA CRFF HScHs rh Lo 29 «

BSCAEI M R 55 2 AN DR B BUAT B e 70 LR B o BB 2B BT SCAE 0 A R 55 2 L0 e TR o0
il
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https://console.amp.cisco.com/docs
https://console.amp.cisco.com/
https://console.amp.cisco.com/docs

| sctEs s
(maszxasmns maged [

o 20 B ST 3 5 DX R4 2 R B 20 ORI R X R BUIRL ), B4 ST 20 W B
B IER, JFi AMP SISEEPA . R, KRS AR BRI SO 3 Ak 55 s LLEEAT 23
s AHANS PR 5036 B ST I3 A B S X o

ARVEAER, 5% (R AMPERBIE M) S0R:

http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides
-list.html,

R2HEZXHS RS BLEIREE

TR A AL NAER B IR TS, T SAVFL SN BT N B 2 A& T DULE = h BT X
SCAFIISCATE 3T 5 RVEAE S, T 2R T B I B[] — B % 4L

\)

Note  mJLI7ETHEEHLG AL E W4l BRI E R A& 4.

Procedure

SE1 ERR LIRS (Security Services) > XHHEE 547 (File Reputation and Analysis).

W2 [WRARME M OC EAEFA e VAT, WG] 75 &% ID /&R FEP T 1D, AR5 i 3LBD
4.
ik

[Gn FEAEMBAE W O b A A B nT, W& ] &40 H s R REIK 7 ID M N4 1D, FRK LB R &
&40 ID /R B,
152 AR
s —HRAERBEET 4.
o S AT LABH I B2 s In 2 4 .
$48 0] ALE TS AT S A0 2 o i B V4 4 o
o W RLIXSE TR IR AL S — AN RS, T O IZAL IR T ORISR . L ID X 4y K/NE IE HANRE
(R N
o PRALA B A 4L ID 7EN L AT O FAR DI AT R SCEE R B0 1 BT A e #% B ZBAH [A] o {ELLE 5 48
A4 b, ANEWAEZ ID.
o WERTH w4 ID, WTE e mBAERE, I HAN T AL,
o ST ZZH TP IR T AT R84 TC 5 DAAE 2 Hh A A 10 18 SCAE 20 BT IR 25 2%
o WIS AT REVFRT,  IUASEH A Rk P 1D X & kAT o0 4.

T3 A “HT XM =R ER RS (Appliance Grouping for File Analysis Cloud Reporting) #4377,
BN SAT 3 2 1D

o WERSKE NN BN AL S A B, WO IZALR VA T ORI
« L ID [Xﬁj\jzlj\'g’ It HARE é’l\%
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TR EETERIT S |
B wegsasman:

o SRAL ID 7ERF IS ¢ LAk DU AMHIT 10 SO 1o B 1y BT B b ZBUAR ) o ELLE S e 4
E, ASRHEZ ID.

o DR A AL TD B FAT A H e S DR e HE AT S e, ) 2] Cisco TAC 42481 3K

o BEEE LB AL BT “HA” (Commit).

o ERALHR I BT B0 IS0 ZBUC b 78 2 i A P A I P SCRR T R 45 245

s HRkEHEET 4.

o R ARE I R B AN 204, HE HAEARIn— K.

FEA4 5IEN4 4R (Group Now).

WLt g ZE DR 2
Procedure
P11 EHEREIRS (Security Services) > XHEE 1447 (File Reputation and Analysis).

FE2 7 T XM mRERRS A Hod, HiiEHIEE (View Appliances) .
$IE 3 EAERE WAL E A ID (File AnalysisClient ID), iS58 E L FALE

W& X E P ID BRI E

S22 A Ve £ R2PRE (Security Services > XHEEFI4 4 (File Reputation and
Analysis) TN B “SCHEa & i &7 (Advanced Settings for File
Analysis) #4).

R 4% 22 4 £ R PRE (Security Services) > BFEEHMHF{EE (Anti-Malwareand
Reputation) G 1) “ XA #rmi gk &7 (Advanced Settings for File
Analysis) #4) .

YRS EETRIR & (Management Appliance) > £ 1 AR 55 (Centralized Services)
> L 4i% % (Security Appliances) T 1 JEE 5

fic & A T XSS 13 A0 304 2 4 B dB 14 SR R

Procedure

I KL MR ES (Mail Policies) > & N#B4 35 EE (Incoming Mail Policies) 5445 & (M ail Policies)
> 1& H AR 55 B% (Outgoing Mail Policies) (TREH])

W et EESERS S



MHEE TR
B & A F SR E R A0 34 43 A B R 44 SR R .

B2 TR ) S R B B R R P (Advanced Malware Protection) 1) o (I BEE AT 15 24
HIBI R

© WARBAAHIEEL AMP Threat Grid B4, JFHARERK LA AE RS Bl ih FHUENERDD
TG B XX 43 4 (Enable File Analysis).

BRI R AT, DU R AT B . S TR DL R A T S
B, BB <R

* BRFEEIR:
o R ORY AR RS B A SO
* {74F RFC MK IB1E.
* A0 200 AN LA SO IR A
o AL AN BB IRE GO KT ST R s
o SRIURBCIHEA:

© SREPREI - SO HTIRSS AR, DA v Tk B SO A% B
* AMP BRE AT A

© SUPHEEMS AT

© ST IS AT

o SCPHEE AN

o SCAF AR AR

* SRR AMP 5 1SR AT 10 AR ISP E B R A — B PAL B A«
* IR
o SRR A IR
o KM 3 21 SR B 151X

o WURE PR RIS, TR RE LT BN A

o SRR R MR AEARY o AERSTH EAE A mbox k% x H & SCHAE B TE ¥ %% L) amparchive H 3%
W T EETILE (1) AMP {784 (amparchive) H & H .

o JE IS o B A B S B 7, U [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE].

 SEAININEE SRk, B EE BB AOR Al

o RGBS N, AR R b . il <O, RGBT A bl .

SRR AR AR B HAR BNl s “27 (Yes), JFMA % HI TP ik s 341
o
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STHES SRR |
| R o e T

o W RIERERF ML AL B HES BRI X, THLERE LR BN ERAE -

EE N TR IR S o U S Rl AW ] T NP G 2 1boN GG R B0 B Rt P 9
EEB” S, JF H PR E AT HAl S B A T 4

. EEJ%W“H&WH?% AR EE A mbox A% 20 H & U A7 fE B4 11K amparchive H 5%
W, T VIS E ) AMP AFRY (amparchive) H&WTH.

o JETIEL A O B A U L P, W [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE].

© TSI A E SRSk, U P Gy S R a4 il o

© WURBHFAE S %R (Malicious), WIEHE AsyncOS WAHAT (I#AF . LR IEI

o AR IRUGHB AT RS . AFAYSY EAE A mbox K% X H & SO A6 AE 5 % 1Y) amparchive H 5%
W TN E ) AMP A7 84 (amparchive) H & 1T H .

o MBI AR PR JE 2 A5 A%

o SRS U A EORE S e T, BN, (B AERE RS B A
 FETUSIN A E SRSk, DA B Oy S R i 42 il o

© BB, IRk R A . ST 2 (Yes), TR AET I Ak
o RTTREG M AR R H AR BVl k2 (Yes), JFMIAH] 1P Huhk sl BN .

]Il

o BRI BB AT SCH A BT AsyncOS A ZRRAT 44 . BAR IR0
© ALILIE LR BB AF o

o TR IR WA o AF RS B mbox % 30 H ASSCAAFA# AE B LY amparchive H 5%
W, T EETRCE () AMP {784 (amparchive) H & T H .

Tl B R F AR E S e A, B, B TR A SRR
AN FE ARk, DA B B3R AORS AR 761
o B EIE N, ATIRAT A% R o pd . sk 2 (Yes),  IF BT R A bk
o TR AOEHEAT SCAF T IR IS A X B2 T H AR ML s (Yes), JFHASL] 1P Hudik
A
o (DU TARNIBPESRIS ) PB4 ) p S SO S R S R RR 4 de 2 7 (RS AR AT (1
Bl L8 “RHMRAE A7 JFEFE P oIRIEZ —

o BRI b BRI IR A S R A R ISR e g fr e FL T, Bl n s
A

PRI BRIISAE o PR ITT AT Mo 26 AR ST P A MM B3 B 25 R B FR s Ao

W et EESERS S




| ScEETmmsT 4
mamtzzsnwms [

o BRI ML T BRAZ AT o LEFEEE IR 6 B R MR A P A AR e HT P (43
DRMSPEE BE B 5 IF AR Z L FRIAR K A MR AZ IR o

Note 1T Office 365 MR 55 ANSCRFMMBRX LL e (s A, DR JEiR MR ok B a2
e CBiltn,  EMERERE ) AR .

Important  7EE . “HSH F S AL BCE LR, WA AMRUHSR s

TR A SN E L

B &5 PR3k 32 43 1T RO BB 14

T LCKE R0 #5 TC b B B A A AT IR SO, TAS & S BIRRE AT DRI 2 AR BAS . AR 25 DR TR
TR R PR S I o S SR AR SCPE I M R TR R Y S RO, R AR R
FEERE Al SRAT AT 2 U ) B

Procedure

I KL MBS (Mail Policies) > & AR5k R (Incoming M ail Policies) 5445 B& (M ail Policies)
> 1£ H AR 55 B& (Outgoing Mail Policies) (W&

FIE2 TR ) S R B B R R P (Advanced Malware Protection) #1) i [ EEE3EA T 15 24

W3 E XM MR B AR (Messsages with File Analysis Pending) #84> F i, M “ N H T HEAF 14
fE” ( Action Applied to Message) I F74R HEFFFRE

R 25 T B AP A AE SO BT R S DX b o 3 2 A SR 20 BT BR 251X, on page 18,
SBA (IR 7E SN R FR MR (Messages with File Analysis Pending) 84> F, JEPELL T LI

o BRI UGIREAFRS o 7RG BAE A mbox 4% 3 H & TG TE 13 445 L1 amparchive H &,
T 2L E Y AMP £74Y4 (amparchive) H& 1T H .

© ST SR E O E S R T Bln,  CTES . R R AR .

* FEBERALILIRAMBAEIS, 215 ZFE A AT R A B I F . BROAIETTN “ 157 (No)

< AT EE SRk, BAT A EE D PR AR Al

Note A2 I BEG 125 DXRE TR A 1 AR A M A X B R i X I, DB 4 AP 2 BB ERAT A 2xid
H:

© FERE IR IR o
o Pl R .
© I E E SUE Sk
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B s=axtssmmax

TS SN E L

What to do next

X ER

XHEE RS |

AF S5 BT B 25 X, on page 18

ERXXHIITRERX

* iR SCIT o BT BR B X % L, on page 18
o FBNALIRSCAE 3 A B 25 DX IRTHB A4, on page 19

wWENXGITREXRE

Procedure

S EFMEIE (Monitoring) > 5RE%. fREFHREHRAMREX (Policy, Virus, and Outbreak Quarantines).
$1B2 94 (File Analysis) Fi 2 X 4k .

T3 e R

AEBCESEC A 3 TEOME (LMD 1

FBA G RE LIS AsyncOS WZUR UK BRI ERAE .

PIRS WU E AR ROk B I 48 TR 2 0 A RO R 0 DX e g s A, A ol 2 DXl 2 ) it e
T I R IB T 7 7S (8]t e % R R FA B IA SR SR F2 AU =S 18] (Free up space by applying default
action on messages upon space over flow).

PG WL FERERUE A BRI AT LUK A5 D0 45 1 I T 76 OR P U0 BB TR IS 1) LAt 4 A

e

==

B

1& 2 55 (Modify Subject)

SENSCA,  AAS AT S8 2 74 L0 21 J5U 46 1 5 R (0 TSk B R
B, S nT Be Ay B R A AT B S R T

Note BE R BRI AR ASCIL #4471 /8, ik RFC 2047
TR

W X ik (Add
X-Header)

X AWK TR MR BB E Ik . XA e AR AT, B andEAL
BT SRALIRAY 52 W1 S AL (R 2 o

PNEY I E
/IR
4 FR = Inappropriate-release-early

{H = True

W et EESERS S




| ScEETmmsT 4
Fawmxtsnmaxsmmnd ]

15 B!
P AT (Strip I3 A A P 1 g AP v B R R A B A
Attachments)

BT 558 T LAY 1) SRR B XA

AP s
AHLE P (Local Users) | ASHF ™ 5114 00 4 LA AT LA i G 85 X A0 £ € )

PHNRACIE HATE B ORI, BRI i A BEL B3O R B X R AT
e A B .

DN T BEAT B O B0 IE | 5 200 U C A1 0 B 4 B0
IH F (Externally
Authenticated Users)

FLE S it (Custom | 30445 LA A /DA BAT R & XU B 10 F e SUT P M, 42
User Roles) F A ek i,

TR 8 SLAIFHIAE .

Feh IR E X RYER G

Procedure

PR 1 IEF ISR (Monitoring) > 5KBE . mEMHBHFRAMREX (Policy, Virus, and Outbreak Quarantines).
W2 LSRR B X IR AT, AR “HEEE” (Messages) #1H (186 U807
I3 MPEER, XTHEAFAT LA A

* MHBR

* BRI

o JEIE M RE G X T RIE H

o R B A R % B F 52 1R MR A Ml

ERXHEIIRERX
AT SO S TR SR (55, 5200 Cisco HU TP S4B BT 1 0 " HEHs 5 AR
B
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THEEER S |
B cossmam s

XHEZEMSH X Rk

FT LA XA Sk brac BAT I B AR B D SRR A AN S R R o R AAE B S b R A XSOt Rt
Arkmic, SR e PO 7 I DE A% A P L R AR A PR TR S 2 45 A

FE NN
(EEE=Y ATEERYE (KD KRNE) |ijEhR
X-Amp-Result I R T SR 2 IR S5 BT AL B
T (Malicious)
AN 14 (Unscannable)
X-Amp-Original-Verdict | 5 {41 B TAE A B AT A E o AN SRR 2
g AT REMER, MRSk A AEAE
X-Amp-File-Uploaded | true P SR BN 2 AR AT SO AT 00T, T2
false kb “E” (true)s

B & 2% F P 215 B X E EFiH S S M4 rY E &

BT SCPFAR A 25 37 T B B B LA R, B B R P AR S, AR A XSk B A E X
PELAN L IERS -

SREERHIIP LR
WA AR A EE, DT LS AR AURT L 0 ) oo 8 R B 3 RS S s
WA TSNS I By e % 5 o
AN AR SR O T A% 4

MRIGIEE| X T BRI REERMRP BB ER
R A IR 15 MR R HSIO 41
S TLLL R, B AR

4R 1% BA e il EEMN
BIEAEEL 507 (FAH =) Cisco Secure By A oy
Endpoint 3R KA B & 1% e, JF H 525

TR, e R B SO ZE R BT AR SS H

Frids

DhaeE gL VBN A Dhae bR HE)

W et EESERS S




| sctEs s
snsgEansrr nennaetns

1R B %2 FE
AR 1 SRR 26 SRS BTG - 53 4 T AMP ek
5 A MRS R B4 31 AMP 58
{23775 4 1 LR P 5 97 1 i 51 AMP 58
SRR B4 31 AMP 58
ARSI SO . TSRS ) b | B A AMP 58
RIS

P T A AT R SR AL B3 4 Il AMP ek
I YER T 5 RS AW 2 SR SO | Bl AMP fE i
S HIR S BRI T EICRIBH TAC | AMP B
JERESCAR AT ID DA, LUESTIZA .

AXER
o A RICTIERL 2 SCIHE B B T R 55 45 104 -5 41, on page 25
o FESCAF YA E SR R KR AT |, on page 24

BRSRTERH R B EE RS

URROR A 2 A B e BAR PR, TS YA B A IRIBCH LA B SO 418 e RS i ot AU 18
FhFZOG AT DR B I 2R 2R

M EENX S s SRER
* 3L SHA-256 #5FRIRSCAT , on page 21
o SCPHE AN SCA 53 B 25 DU, on page 22
o P AR P SO UEHAE | on page 23
« KT B IREA BARLS ZUE IR THE , on page 23

1837 SHA-256 B 5FR1R 3044
BTS2 IRR S TN, B &S 2 S Hik (SHA-256) A SCAFA bR IR AR . an Rt

B BATANF BRI F 3, AT SSBIgaR ) o A R 1) SHA-256. Qi SR 22> e 4 A BEAR [ R 5
s WRZSCAE I PTAT ST ELAT AR (1) SHA-256 AR AT
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B coesnxusmrsnm

MHEE SR

TERZHARE Y, SCH% I SHA-256 fHA1H CRA4E 51 X

X EEMXHL iR &ETTH

wE

AR

AR

R R

W7 B SCPEAE R IR S5 VU9 (R 53 SO (R B -

A RHE B, S0 AMP HE B . XL
EAL RWAE SERH BGOSR s 1.

USRS B 40 2 S A7 (0 SO A B AN SO 3
P, WRATIZAS EH A0 8 A7 R I SCIFIK) SHA (B 7E 1A
HPCE AR R

R RK 5 B9E NEE IR ST 7 o T T ) 23 (1) AMP
G k. F28h BEX M B E AP R ) SO
SHA H4rtb.

AT 1) 28 3 ) AMIP 42 il £ SR BELLE 81 P ) SO SHA By
AAFRAERE 1) Al NS TR A B S o) b s B R B
TE XA -

AT USRS 1 PR R M R, AR
T 7] 2% 3 FF) AMP 45361 5 © 2B IEZ & S SHA RS0
PO PSR .

T DAAESR T 1) AMPAEEE (1A% A SR 73 A A MU ) 7
EHEEPSE

AR

SRR ST A

SIRIEAZ M AR SO TRLRI B - CaRIG R )« W
& 30 MBI — IR HT 45 L o

FEEIL 1000 DM ICAFAHTEE R, TR 3 14 csv S
RN LB S VEAN T 45 R SRR SCPE I BUYMRFAIL -

SR ] LI A O SHA I HADAE B, sl s &5 S0 e dnfs 5

U R O B AEE A T SO AR SS 2 L & B AL PRI B .

R T 5 R 3% RN e 4 B AT AY SCAE R U SC2E DLt
AT, WS A 2 Hr AL 5 E AR R X e S
] SHA {H.
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| sctEs s
srampshxtEstews

4= 1t AR

RS G B R (572 BT AR S OB R AR T 5 S A 6 P R s A 2R H
Wy, DRI e v DAREAE T S8 B de it o 245 Bam & 2B ARk
AMP {5 25445 22 471 H M v 5 A0 FE ) e s e s LAk 2
AR SO . A RIS RS S, TS SO )
BOHT . 1 0,

BEEHIE 1000 NMEOEER, IEBEEIRSH N csv .
A SHA-256 118 2 Ok A2 A8, e &S A B s e T 1
FIE, A B HE P e sk

PEAERFE SHA - 256 1E f K n] FH IS Ta) ¥ [ oA 1R B 32 52 1Y)
M o RS BRI ) Y Ande ) , i &S5 SHA-256 8%
Pz,

EFHMREPIXBEEIREE

P SCAEAR E A 3 A Bl 2> AR A AR SR IR rh 3R At S8R i S8 R DRy BELL A I 271 £ 3
FIAR S AT RER B . s AR, 5 AR A N %1 “(Columns) B .

KT iHE RERM BRI SIEERGRIP Thae

76 “HB{FERER” (Web Message Tracking) H48 2 SCFBUPME BT, WVER LR JLAL:

o PR R AHE B MRS R B FPEESUE, ISTERRRM S R EERERIP (Advanced Malware
Protection Positive).

o “HBFFERER” (Web Message Tracking) {00 1% Ak B = 55 IS I 30% 1] 4 SCAA5 25 A0 PN S 46 ST AFA
EHPERIASAG R i, QRIS T, AR m AE BB A B S i, 0
FEBRER S R AR T E

7E “HRPFERER” (Message Tracking) FEAN{E S 1 “AbBEFELN {5 S (Processing Details) 373 {2 7 :
o W AR AEAN AR SHA-2565
o MR R AR R 2% SRR R ORI RS FlE, DL
o IV B B A AR AT B A
o A EHNAE AMP ADE B RGP RTH . IR ERER” (Web Message Tracking) HH ) Ji 46 S 14

PRI B AR A E R . EEARW MK SUFIRAE CRATREERT) 5%, U
dHE SRR ) SHA-256.

* ARIAFDHTRIE S CRIR TSR UL LGRS RIE S AT 730 AAESCAE i it s

AR IHT RIS HARAE B w2 i R B SO W IR S5 43R L. AR SO AT v
AR S, IKEFERE (Reporting) 5535 (Monitor) > X534 (File Analysis), 24
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ST EE SRR |
B =xommyizmsm g

AN SHA-256 R CAF . ARSI TR S5 © AR R S fF, W DL A ERE. &
G A BT IRISCAF IS R

MR A AT T LA AT I A SO SR B340, SR LR S s AE “ B ERER ” (WebMessage
Tracking) ¥R 4 K.

T B 7 7E BB e B SR ER IR 1

Procedure

$B1 &F AMP H)5E HER A .

$E2 A SHA-256 SEEAT B T AT S 45 11 Web 1 SR ERB0E, 1RSS40 M A& e T 7 (R STk
W3 A ERER B AR T B O S P R BT B SO 44 A R LSS RN

PBA KA ST (File Analysis) #R 25 755 & 16 1% SHA-256 1648 7007, LASE VRN b T SO BB T

What to do next
HXER
SCA I 7 BE T, on page 1

SRR X EE M

* HAESCHF, on page 24

* BRI | on page 25

o A RICTRIERE 22 SUIHE 2 BT 53 W R 55 s IR A T 54), on page 25
* AP AHANDE CARHLSCIF 234D, on page 25

o RILHUH FALSCEE  on page 26

AT RAIEAL M IR SO 2R AEAR | on page 26

HE&EXH
I
a1 amp AP W5 505 9.
+ Retrospect ive RLHTHISE HHT.
+ v il sananoscing SIS AFA BT 4

W et EESERS S



| sctEs s
CrT |

AXSBRH R R RY CRARSCFAHT) 1015 B RAES AMP 519 H &
SCPHE 2 I g AN BT A e AMP |58 H AR AN H &
FEHEMR “SCPHE A R oh, LR AT REE A -
© 1 Ri%. AERPIBULR, BSAURIE ST T ST AT .
* 2. ARik, TEXPMEOLT, BASRKIE AT SO 31T
3 [URIEICHEIE . EXFMES R, SRS RIEICHIR, AN RIS T A SO
©0: KHAE. EXPEWN, ANTEIATAEAT AR,
XTI H & “Disposition”
o L AR ERE R, Sl AR R IERD
*2: IEW

3 BERA

Spyname sz J&(Jl 4 FR o

{5 A BR IR

PREZAN AT T SCAHE 2L uE M A DhBe . M B, BTSN 7 A& DI s 1«

BRIEEEZRZEXHEER XGRS SHEE TSR
ie]

BRI AL = P BIRE R B A T IR G A T8k CRAERATREICR RS

e )

fRRA R
o PR O L B SCHEZ AN T IR 95 T8 A5 U 25K, on page SHHIEK
* WA A RERH RS 5 IS5 EAT AR 1R 19 45 ) R
o 38 T A v A

R LIRS (Security Services) > XS EF1 247 (File Reputation and Analysis). i #4
W7 EHEE ‘g WOE X

APl AR (A H 9 )
=) R

BAEZRAER “ ST (File Analysis) f 35 FEANE B INICE] APL# P E L, s BT 224 e &
K183 Cisco Secure Endpoint s S0 T i 554 LA AR50 BT 1) SCAT
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| e

XHEE RS |

1
KA AR B R B BE 2 T Cisco Secure Endpoint 3% & B 0T IR 28 I N4, IF BOELEF AR
H Cisco Secure Endpoint 3% & A0 AT i 4545 10 AL 2SR 15, BZESAR IGO0 M e R AE LA 8. iR
YL ia) B

o WA BT ENLA T AMP ERRAT 0 M v & A ORHIE 15

 BHUE A% F]Upload the new certificate to the.

o B AMP BRSBTS LI APL %4, XU, 1S AMP %= 0 W & I AE 26 7

Bh,

AXERM
* Jed FHRC E SCA A 2 A0 23 A i 55

AIZFUER L% 30t

4

BRANER

i) &

ARFLTUP VAT BT S T IR EY] AR
fERA =

LR USWATE

* ZSCAFATREC i1 5y — BERIEAZ T, DL CAFAE TICAE T ik 554 b, BAAAE T IEAE A 3% L
PrIB I A

SHTRI S RELER

o) R
TS 2B O PTIEAT ST 43 BT Y SR 2R P T MR V3
BARAFR
2 SCHRE SO A B KBS A A DA R S SRR SO RN, RIKZE R . X T Re S tHIL T
o A8l A A P53 B CSOZE A 20 B ) SRR AL
o ST RS nT MR SCRE SO R B I U . AEIX RPN, R R BV & b e I SRR
WISCFE. AN FESR RS, BT AT EEAE .
s WAIHAS), HIU/EAN AsyncOS FHR1—4)
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HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



