HEiz

{52 F BB 14 3L iR =% S e S 15 SR

MBI SR T R A A A AR e AR, T35 B RSt 20 ) SEmg,  JFRE g HA Al 9 25 1
SEMEAE I LAREL
A2 PR HI T S SE Y 9 OR T R N AR 1 B RS . BRPR I AR R P A ]
AFALE LN

* MEI&, on page 1

o HBAFRLIE AR 23R, on page 2

o Bk g A 3, on page 4

o PRI ELS ), on page 9

o MPEI B4 4%, on page 55

* [fHFF14H, on page 86

o AT Ao 3 gt A IO HHIS - B rh R SR, B 96 T

* i H] CLI & BEHB Ak &2, on page 97

o W3 g 25 14, on page 111

* BUEFAHE1T 4, on page 119

HUFTHBAF L DA, 7T LA R E AE S 9 ST IS IS o Ak PEL AR IR RO o S - 2od 25 K
SE NS g SR o SRS AL 8 2330 T LA H MR A P 7 R R AR SR e T T, Tl XAy
St FHSAE SRS o AT AR 44710

© BRI IERREZER . AT MBI uEAs, AT G R E 71U 30 IS A 0T IS A = ] A P PR S R )
REIESS VARG ISP E BB A N 28 AR M5 R BRARE Sy W ARAE Sk i i S s Ao
APEERAE A B S, AT AEFE GBI AR B IEEE SOt ARG R, 1S
] S 2 2R TR 24 3%, on page 2.

« AIBHREFITIE RS . AsyncOS ALPRMEAF L JERS I, AsyncOS FHH I N 2. ABRNUT LA K0T (145
VEM R T Z R A 2%, Jorh QRIS SR 2« ATAAT ] B SO A Y 22 A FRAR HE - 34 ¥ MIME
Gikby. O A A VLKCHC B K BB AR B WA R . AR R, TS IR Ug 25 4L PE, on
page 4.
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© BRI AN . BEANIEPESAAT RN, T T8 SCEESS PO IERAT AR RIS AR o AT

LAAE B ML 08 & I SOX RN . A7 TR B, TS D IR 9E 5 U, on page 2.

o BRI IERRRIE . A RL IR AT FERUU SR Y true (RIS XS BB RAT R385 o AT LAAAT IR 23

FPR BB CUERE . EFFEERBIRAE) AR VEME ARt — D A F I A e & A CAn il g
WIEAGE R « HREAEE, ESMBEL iE#1E, on page 2.

o BHEEFIHEER AT IERS o I PES RIS AL PR PR S T AT A T S I A, RN Ak sk A%

IEJFIRMEAT o T LUK B Ry 5 SOPFRAY . SR GUa N B e A AT IS s, ik ]
DA PGB o PG 23 Ar i B0 00 Pl 0 P PR Aol o NI 1 B ) T e o X8
A DURH B8 P TR A TR o 20 W 2w AR 4% P R ARSI DL R A AT ik A ) T ]
B S P o T, AR B UM ANIE 2 IR A 7o I 11 23 AT 1 P A SE AT T e AN
WA AR ZREEIA S LHEM AT X . ARG R, TS P4, on page 86.

&£/ CLI EIRAPETIERS . CLI SCHpi i & L ISRl g as 8 mC A T o i, T RERR 2 2o

FHHET . ARG I g SR . ARTEAE R, WS CLI A& B E#S, on
page 97,

© BRESTIERE RG] AT A A S S YE S s O S L R R EE . RS R, TS

5] IS 2 1ok 94 7481, on page 111,

RS R E R

B4 L 2%

AU EBAERLBERs T s 2 A S I X IS = AT AR B KRS AR o WIS 2oL 08 5 E0 35 WS- 1L 9
LS WURIE G SRS P2 (B8

HXER
o MRPEI EAS FU), on page 2
o HEPFIL ESR 4%, on page 2

o HEPFIL YRR 2R EYL, on page 3

A

IS AP 0 s A D e o 0 8 N FH T (T HIS o rT A I AR R 4T AND OR MINOT 4145 KK &1
R IR BEAh, AT LU RS S 4L A R R IA 5

R 14 3L i RS TR

ISP 90 % 1 D R0 5 22 B A B A 7 R A
B0 T PR

© WA (BN, xR MERLURIRIED S ETREEPEAEEE,  JF HAS Se VP 5 St i S mis
e 2 AL FE.
o AR AARIE, ARVPTHEEHIE DAL
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Note -l f 2P JE A BRAF T LSRR . SR 5 2 BRI,  ELAEANIL BB RS 4R € T AN Rl K A,
AL E 2 B, I Pt (HAE, AR SR R AR 1 2 N DERR VLT, 84 i
MR i o, RPAT R DR AE

X EM
o “RLIESRRAE” WL, on page 55
* HFAL i, on page 64
* VCECN 25 rTREPE, on page 66
o WS T 8 A A5 Ul W AR 45, on page 67

HR TR 2R R BE L
AL 5

B ERHEES FUUUC RS, WHZ NPT #4E  BNAEAE else §-0),  DUAEREAEL RN A UL ECIN 04T else T
AR

NI PERS I A FRAT B T I AERGG A5 ] BN it g s i S e b PR 8 2
ML e A A L R A

BRI By

expedite: UR/ e T

if (recv-listener == 'InboundMail' or recv-int == 'notmain’) | £ i 52 B

{ BRI
alt-src-host ('outboundl') ;

skip-filters();

}

» T 6 B )
{

alt-src-host ('outbound2"') ;
}

VER, W LA AT 4 1A

EIERB H#
expedite2: ORY) £ S
. . , b WIURPREL
if ((not (recv-listener == 'InboundMail')) and

(not (recv-int == 'notmain')))
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EIRRB By

{ BRAERLTE
alt-src-host ('outbound2"') ;

skip-filters();

}

kL d

T AAE — AN SOAR SO P32 NI 2241 D4 -
WU eSS P S AE G S 8ONG5 R AW 0 05 |5 BG5S B, i, 3%

ﬁﬁiﬁnotify('customercare@example com' %ﬂnotlfy( customercare@example.com")f@¥§§ﬁ; ﬁﬁ%%iﬁ
iﬁ notify("customercare@example.com') zgﬁ%éi ﬁE%ﬁ

PL“#” AL Sk BT B R T 20, (HA S AsyncOS -, I AL filters -> detail
A AL IER AT

2x AL 3E

KL PR PFL JERS T, AsyncOS TN AL AEBR IR LLSAAT IO AR I T AR PR 3R

o BRI IESRINE . HEPF LU SR AL B R LS o AR PEABLEIN,  AsyncOS 23 Bk g8 7171

RPN N RS BRI 8RS o WERPAT T B &4, AR AR AT #E— 2D b . 758
TEANE S, WS BN JE #3F, on page 5.
* ALIBZ Bl X AsyncOS HBLFHAT IEAE ] RE S LEVPAL B LI JELS < WS sl i b5 Sk oAb PRk
Firfr, AsyncOS 23 b FEAE T HS A5 SR B ARk pE 28 2R . A OGRS R, 16 S BB LRI
WK A, on page 5.

s BREFEIMIME Z544. M1 MIME 2584 W T BIPRS00 nl AR “IESC” , WIREEEs o0 Ak

CEAE” o VR 2 IS A I R SO IS 1 SRR A R B A A PATERAE . A ST E
Z MBS IR S B AEF A, on page 5o
ﬁEW']%LTEEEE'J HESD . LRCENRE AR, NECE “f07 kRiD B i ParifE e
AUVCEC AR A IR B X SEVFIEN AN RSP AT B o ARIFAEE, ESHN
A TP VLT {E, on page 6.

s TIMHILEM . 0T EEARI ELS ) AND 8 OR MIESKRAE T, AsyncOS A2t AN AR AE .
AL, IR, REA SN BT B IARR AT . A, £EX AND AT OR PSR A
B, RGESMER A BARI MK . ARG R, TGS R I8 3 (1) AND F1OR I
i, on page 8.

HXER
o HEPEIL LR IUY, on page 5
o A SRR A, on page 5
o MRAEIESC S WA B A, on page 5
o ARG I ICEC I E, on page 6
o WBf R E A ) AND AT OR W3, on page 8
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weigsins [

BB 14 3 R BRI

M I DE RS AE SN L AL FHES ), FHLAESIR PN E G T o ABREBIER, ARG ORIPE I
IS PERLDEas . Ik, Wit PEas 9 CAAEMIE ESAT T e 8dt (LR, T 984% 30 A AL
SABEBAF IR L. LIRSS AR R (AL BT DOl I RG] - S e S 3 AL hE 25
AR HAE NSO AR A B HE S o

PAT B HRAT G, AN IR T HE— 2D A

FRAE IR R RERT & 2L PR U, ek PR T RE 2% T AR AT LA B BRANKT A AT 54«
o AIEAAE T ARG BPRES
« AT
o WIS POSHEPF AT B AR _E AN YRS

HR A= SR AL A0k 1B
R SHUIE, LIRS < ELARI” SR AL, AR BAAANSPR o UL

o WARAE SR R AT ARBEERAE VR I, BLAE W] TR AR T 5 S SR AT UL AL .
o WERAT KA AT KA BRI AR, AN A ] ) B4 SR AT DL
o WERAT KA AT AL PEERAEAE 250, AR i 245 S DA 8 S5O FOAR SoRARL, T AN R A

AT A AE ML i s R P o D b R AT [+

R 14 IE. 3 5 B 14 B 44

IS S e 2 A R e S RECRE AR5 Sk Ja TR AEAT P A 30000 22 B0 ) “ PR IESC” AR
Z PSSR “IESC” A0 PR A AR E . ] 44 ) body-variable Bl at tachment-variable
AR ORISR DS I, MR SR 4% AR 2 MUA IR AR5, 2l Ko
IRAP “IE3C” AR .

74 body-variable I attachment-variable HE{FiL B8 8 MU, - BISPHEAR Sk m TR o] Py 7 4040 A S
PRIESC, X E7 M AR IESCH MIME #8730 BB EOCARN A . IR RW A ST AT 23 (HIE
AL F MIME #53) #0 BF o AsyncOS 2365 BB (AN 7] MIME #73 VEAL, i € SCHF P ik
KGRI

Wjﬂﬂ, T@@%T*ij Microsoft Outlook MUA EPE’\]HﬂMﬁF, iﬂ/@ “Document attached below.” E’uﬂ?
jgéEEIA»\HﬂB’ﬁ:IEI, ﬁﬁxﬁ‘gl “This is a Microsoft Word document.doc” Ezﬁ?jﬂl}ﬁﬁ:o T RZ
JORHBAEA AR AN EE — R AU SCA . 55 Ao —A> BRSO 2 3 i)
MORHEME I 98 &5 AT ARTE “BEOE” QUi X WEPFIN doc SCAFEEZY CRIER —A> MIME ¥
gr) ACIESCT By GRSy, SIS RFCS 1521 11522 FRE,  WEAF IESCE45
Jit#i MIME #53.
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Figure 1: & “HifF” BB

B Microsoft Word document attached - Message (Plain Text)

E.;%&Eply | af_'&}RepIy!iaAI_I | i Forward = MEZN. 4 ||i‘\/ | 3 x | &« - % -~ A | @ ! } 3¢ This is Spam

el S oo |

.

i Fle Edit Wiew Insert Format  Tools  Actions  Help

To:
Cc:
Subject:  Microsoft \Ward document attached

Attachments: This is a Microsoft Word Document. doc {30 KB}

From: Senk:  Thu 4/22/2004 1:52 PM

Docuwment attached helow.

F 3 HIS I ST 22 958 53 IS 10 L SORTBR R8T XA X ), B8] body-variable 5%

attachment-variable HﬂMtFﬂ/)f%ﬁE)”\'Jifﬂ?ﬁﬁﬂﬁﬁ'ﬂ ’ M\Z)ﬁ/f%?%?%ﬁ

o WERMEAR AL — AN SCAES 7, BVER RS Sk 202 “Content-Type: text/plain” 5% “Content-Type:
text/html” , HEE SR BB WA AN IESC . G SR N R B2 HAB IR, MBI DG 2 A

BRI PR o

o WEPFIE SO A AR g i SO (I, A uuencode SRS I SCA) .

SN, FPERIBORE, iR A% SO WA SCARTE S

FEIXFPG UL, b S F

o ARSI E M IR A B, A zip SCEFIR BB B 1

AAEE Ry ES1E

ISR ZR MR TESC B A LR e D s A I, 7T LSS 52 4R BB de /INACEUBI{E >4 AsyncOS 4
FRHEPEI, 2R AEME A E b R B UL “A300 7 I WURRIE B/ NBI{E, I IE A

HALRAE N Trueo AT LA LU S SR H5 o e B 1 -
* IE3CHEF (body-contains)
* SUESCHL# Conly-body-contains)
* (L (attachment-contains)
o WAHEY AL (every-attachment-contains)
o B84 (every-attachment-contains)
o [t 4L PUHC (attachment-dictionary-match)

RIEV] LAY drop-attachments-where-contains ERAF TR & BI{H o

\}

Note  ANHE 41 Sk sl A 3B A AR AR N Rk 8 s B4 5 P 1

X ER
* [ {E 5%, on page 7
o WA IESCRBRAF IR B T 43, on page 7
* 253 /#% F MIME #4391 B P43, on page 7
* A LR BIE T 23, on page 8
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BB 1%

mEEz ]

L /NI BCR B R E IR, VR EA Y true (AR B UL RCEL -

if(<filter rule>('<pattern>',<minimum threshold>)) {

B, 4552 body—contains ik i &ML 0620 A /DR B “AFIHLEE” PR, TEMH DL R EE:

if (body-contains ('Company Confidential',2)) {

BRIANGOUT, BB JE SIS, AsyncOS 2 Zm il igss, JFERUCAILATBIE 1 (R eE
RATBLAED -

T LAk P 2] i A (R (E FR o e MBG TE B i . A R AL PR B, 1B S “SOARTEYR”

e
B,

FER 4 IE 3 A B 44 B9 BB 1 5

NPT A 8 A4 o SRR I SO TP BRI B MU K B (Y, AsyncOS S
VIS M A5 7 0 B PR VE O B A B “4950 7 o AsyncOS RV SR A7 543 IO UGS, #ff g L
Eﬂ%?lﬁﬁ Iﬂf”E: Bé‘:jlzmlzﬁ:ri/fg%%?gfét%i MIME *:LB% (Wﬂﬁu attachment-contains l‘i/fﬁ’%&%ﬂlﬂu) o
B, BERE T BMEN 2 i vody-contains MRPFILIERS . BCE]— S IESCH S —NILE. PR S—
ANMVEECHTHELE . X EHELEPES I, AsyncOS 23X PN ULECSKRAN, A A3 21 B A A3 73 R 0 T o
FIRE, WEREEAT Z A, AsyncOS 2V RIS 73 R UFSEVLBRCIAG 7 B, SucE T
fﬁyﬂ 3 E/‘J attachment—-contains ﬂ(ﬁ%ﬁ%ﬁﬂﬂo Jﬁzllﬁfﬂ %ﬁ@.ﬁﬁ’l\[ﬁﬁ:ﬁ@ EEB’H:’ j‘JFE_/I\MT'ﬁ:@A/E?
PIANIEHC, B2 AsyncOS X ICHBAERIPE 730 DY, I Ik 1 B 4523 K B o

% #4531 F MIME 334 89 SI{E1F 5

Tyl G TR R A PR R IR (ASCAR HTML) |, AsyncOS A& R 5
HA ISR, MR, © 2 R TILE, A, 205, AsyncOS SIS % i
S oA 2553 P4 FE A B8

i, BHCE T vody-contains REUESF RN, FRREBIE BN 4. BB ELESCA . HTML M AN
PRI o WRAF SR F -

multipart/mixed
multipart/alternative
text/plain
text/html
application/octet-stream

application/octet-stream
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pody-contains 1 # HUPKE I IS & S0 BB 1K) text/plain A1 text/html 7553 VF 73 A 5 SE B IR145-53
SR EEBGX LA I 45 3L, TE N IR B dm g o TR, Rt gl RS RSB 1043 73 A st
A3y o ARBOZMEAEAT LT 2 (1 UL :
multipart/mixed
multipart/alternative
text/plain (2 matches)
text/html (2 matches)

application/octet-stream (1 match)

application/octet-stream

K24, AsyncOS L% text/plain Fl text/html f#7>(IVCEC, R [FIFF45) 3, TMifs o AT Bfilk it pE 4%
PSRN

A7 ia) 82 1Y BE T 5

Table 1: P 25 {71 B4 7R 15

A SR, AT DOREARTEZEAT B, TXRE AT DU RS AR B A B i il o DA A . 491
an, SR EANEO R AT MBI IERS . (HAE, WAURIE AT AR RS 4
A, P S EAER K 5, T REA B A e AR R . Datl, AT LU ARG g, St at
ARIGH A RN Al PEAS 8] A 2] v S0 JEAS LU A VL BCA 20 I, L g Rl Y 28
PR E e 4457 B, S0 7 s LU AR AIAS [ A ] i«

ARIB/E REFRIR T nni
5% E R K 3
9N 2
AT 1

%?ﬁt#ﬂ%?ﬁﬂﬁﬂi§ dictionary—match,gi attachment-dictionary-match EB#FtI#%%ﬁi%ﬂU%%é?fﬁFﬁBﬁ,
AsyncOS 23R ARTE IR L5 M h RS TR TE DR RC BN S “4990 7 An. i, J AR “ik
57 FEMBARIESCH I IR, AsyncOS SAE RGN 6. Gn RHB AR I JEAS ) B{E %N 6, AsyncOS
et Sk BN BE A AT B0, R DA AR B —, BB 6, M2l
RALEASARAE

S 443 i 2% 57 B9 AND #0 OR 73z

X MR 36 2% 1) AND 2% OR JIRSRAE T, AsyncOS AN AN A IRk (E. Kk, filtm AND
MR %t 4 False, RGN 5 —ufisR{H. THER, REASILIMNZE A ENTT 6 R AL .
A, EX AND FTOR SR, RAESAH A AR IRAR AL @, 7ELL Fidugss,
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mezesan [

ARSIREMN A renote- ip MK, KA ZR A A L rcpt-to-group MR AL (LDAP )i
A R =D

andTestFilter:
if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP")

{ ... 1

AT ST A B AR I, SR BRI R P AN 23 A i o R SR ORI AT I, 7
TR (0 A 1H o It SR e IRE G ey AN I 1 iy v

expensiveAvoid:
if (<simple tests>)
{ if (<expensive test>)
{ <action> }

}

FER 2R MG DL, W5 18

if (testl AND test2 AND test3) { ... }

RGeS RIE I, AEILAR R

if ((testl AND test2) AND test3) { ... }

it@kigéﬁcmggﬂﬂﬂﬁ #FH?ﬂfXTtK(testlAQQI)test2)$utest3Eﬁﬁiji %§?ﬁXTMk‘4/\AJQ[)ﬁ€ﬁio
X = AN BAAH ], WP ST cest3, BN (test1 AND test2) [FBAS R ILFIf%.

s 3 O
R 14 12 i 25 A0
FEAN I DE RS AT 5 SOk A 28 FH B AR G i o 15 56 8 SO EES I, AR5 & SCRIUIR [F] true {H
I B AEPAT R I S PR A
HXERR
o REJERS UG 3R, on page 9
o RO FR TE A 5K, on page 19

* BHebRIRTT, on page 22
o MRPF I SRR AE BB FR A1, on page 67

SRR N E R
T I T R BLAH P 2 A A,
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Table 2: R 433 JE 25 40 )

) B 1t AR

FHiEL subject T S S 75 DU HE S — SCA A
A ? 155 [ Subject LN, on page
260

Ak body-size FEXRNDNESERE—JEERN? &

Z3 [ 1E. SO/, on page 29

fRERAEN matl-from fRERAEN (AL, <MAIL
FROM>) 525 5 i AL ?
HS A E AT AN, on page
28,

A AE B R AN mail-from-group fasRAEN (B, <MAIL
FROM>) & 7ESE ) LDAP
Hrh? ES AT G E A
FEI, on page 28.

RAENA sendexgroup 55t REF - HLUG ) 3 (HAT) Hh
HIBAS A NZHVCHL? 15514 Kk
= N2 AL, on page 28

(EESLCCCIN rept-to 5Bt A (R Envelope To
<RCPTTO>) 27 HiE L
Be? WS B AE B AN, on
page 27,

Note rcpt-to FI T T S
fro AR —AN A
[AEMAEN,
A= N SR
ek (S UL
HI ALK A E Y
F 28 45 BT AT
PENHIHBAE
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srzanpzr

A

B

15t AR

IO EEY Z PN

rcpt-to-group

fe et N (CH Envelope To
<RCPT TO>) J&fS7EFREMN
LDAP 41 ? WS4l s E
WA NFEU, on page 27,

Note rcpt-to-group )
BE TR AT o SR g
ERAT Z A
N, HAHEA 4L
)M N AT
i € A HRAE
Rk AT A
AT AF o

HE 1P

remote-ip

M A2 7oK H i€ TP kg
IP ik FEVC RS IR A AL ? 1
Z: s 1P BN, on page 30.

Pkt I

recv-int

S i 7 A i o PR 14
We? TS TP 2 LR,
on page 30

BT iy

recv-listener

ISP 7 A i S AT R P
We? T 2 B AT R R,
on page 30,

F 3]

date

SN TA)AEARE A2 ST ) 2 i
K2 JA? EZ I H YN, on
page 30,

frik

header (<string>)

MR A0 B e ek ? 15k
HIE SR AT 55— SRR UL AL ?
W25 L H, on page 31,

MS

random (<integer>)

BENLER SR —UEN? ES
B BEALFL, on page 31.

EGPNT

rcpt-count

M A 22 DA N ? B 21
WA NTHERI, on page 32.

Hudik v 25

addr-count ()

et NI R B2 2 D7

It eSS 5 rept-count i JESS
MRS Z AAET e AR RDA
GBI SR Sk, ARAE ML
N ES RO, on
page 32,
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A

B

152 AR

SPE R A&

spf-status

4 & SPE I IEIRA ? il JE4s
FU FoVF A AR 1K) SPF 56 UE 25
R AL %R SPF/SIDF 1720
R AHME TR E AR RHRAE . 1EZ 0
SPF-Status #L)I, on page 38.

SPF i i

spf-passed

i@ SPF/SIDF ¥k 2 it
JEZS L IPKs SPE/SIDF 45 &R
HATIRAH. 1524 SPF-Passed i
1), on page 40.

S/MIME M % iR

smime-gateway

e 215 B4 SIMIME 2544
TN B4 N 2 1 2 1)
S/MIME ¥ 2 - H ], on page
40

S/MIME W 22 2L 56-41F

smime-gateway-verified

S/MIME HS {72 15 & sl Dy i i 56
UE, AR B L R D A 25 T BRIE ?
2 S/MIME [ 6 5641E K,
on page 40,

A

image-verdict

o BRI E 2 eI
TR AT A AN [R] ) B 2 A
iR WHZHEI 31T, on page
89,

TAEBRA L

workqueue-count

TAEBAFITH RS T AN TR
THREE? S TAEAS 5L
FEI, on page 40,

IESCH A

body-contains (
<regular expression>)

M2 5 S R E B UL AC I
SCAREEHF? BRI T A
(B F A ) g 2D I H?

5 VARG AR ASHE 53 FHOCIBC B
s

TEZ I 1 3CH4 , on page 33,

IESCH A

only-body-contains
(<regular expression>)

M SR A A 5 L R e L
Fe AR ? RO AT I T oA
fEFRE i DR B ANEEAT
A TS P SCHHE R, on
page 33,

P

encrypted

MR ST s 2 175 2 5 s Asr il
KL, on page 34.
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srzanpzr

A

B

152 AR

B4

attachment-filename

St 75 A B S A 4 S R E R
VERCHI A2 152 B A S 44
KL, on page 35.

BT

attachment-type

S 75 A0 5 X MIME 27U
BEAE? TS R AR, on
page 34.

B S22

attachment-filetype

A A B SO R AR FR 4L
SR CRLT
UNIXtile #74) 7 WA PHAFZ
Excel 8% Word 3CFY, &b L4
R UL N HR A S

f: ee. d. hp. if px. gh jee.
png UL & Photoshop 14

WA B SRR kS, A
MRS A AR RS
BT S HR]. iltn, EE R
exe P, AR DU i

if (attachment-filetype ==

"exe")

ARVEAE S, SIS
AAAFRE S (B R S,
on page 35,

M EEMIMEZE 7Y

attachment-mimetype

S 77 6,25 5 E MIME KB
M%##? iZﬁﬂmuégattachment—type
FUNZEALL, AR Z ABAE T
23 PHAl MIME [ {1135 7€ i MIME
B R IR FR W S
HAY, AR A 2 AR 4
HY Reszk g5 ORI
e D) EHS WL e
#5741, on page 93,

BEPESCA B

attachment-hashlist-match

M 75 B 5 S B e
1R 2 SCPF SHA-256 {HUEHL )
B2 EZ 0 E 3 S St
SHA-256 i &2 VC ALK HE 1 BT,
on page 119FIUI A5 ST
SHA-256 i JEAS VLT, U 2557 S
1}, on page 119,
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A

B

152 AR

SELRA IR A

attachment-protected

IS AP 7 0 52 R DR R B
P82 TS B 3 R R BN AT,
on page 96,

REZARY AT

attachment-unprotected

PUE SR ETT -2 el Rl S Al ]
B, AR SZ IR I DR A
IR\ true. 40 FEAIHE G |2 AT LA
HUBA, SO DI A R 52 AR
o R —ANPT SR 2
TR, i ST IR A R 52 AR
Al

EE - RS R LS
BEF 2 Drd i B 2 PEANAH T A
J¥o FAHHIA—PHPERE, FIRES
LA I JE A A 2R 7] true FR) 17
Dlo B, RS SCAFRIN
SR AR ORGP SCAFI - AT
AE< DL PR L o

W Z RN AR SZ R BT, on
page 96,

REERE]

attachment-contains
(<regular expression>)

ISP 5 AR B — AN B
Hige UL R ? e
A EL T O B AR S [ e > IR
#e

ﬁhi%ﬂﬂ%éﬂi?F body-contains ()
RN, U B 2t e A= i S
PEREEAS “IE3C” o WA, 4
AR Y . WS
B R 1 D8 25 7 61, on

page 93,

RS ERE

attachment-binary-contains
(<regular expression>)

R 1 2 B e e
AR T T ) B 2

Eti%mﬂij attachment-contains
O FRUARAL, AR AR b
R,
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srzanpzr

A

B

15t AR

REEREi]

every-attachment-contains
(<regular expression>)

SERSPFRI A IR s L die
SERRACVLAL I SCA? AL ZNAY
FETPAT I, AT RS b
XSRS

“attachment—contains()” %%TF
PAT I AND i858, 13O
Frafile BEAGEEHIL 7 o0 BfE
FRE I D AL

TS W MR DR AR 7R 1,
on page 93,

SN

attachment-size

M A A B KNS —JE
HIBAE? ZBNE body - size
FRISALL, A 25t G 41 4
PEREEAS “1E3C” o R, HH
T AL BB 23 o AESRAT
FEATHRRD Z HT eV RN 1S
e B AR IS i S 2 7R 451, on
page 93.

INFERH RS

dnslist (<query server>)

KA TP ki &5 AR 2
JLPH RS R MR 455 b (RBL)? i
Z [ DNS Z1|IZ N, on page 35,

IP {52

reputation

FH a2 B AT NI TP A5 24353 2
THZ 1P 15 2 M, on page 36.

e

T IP (575

Il

no-reputation

FHFI0S TP A5 21900 250
“JC” (None)o i Z[HITP {5250
M, on page 36.

tN}

dictionary-match
(<dictionary name>)

M IE SO A
dictionary_name P4 7% i 4L (R4 T
T IENRIE B TE ? B
LT R BME R ) IR ?
2 [ 1] LI, on page 37,

(REREP I

attachment-dictionary-match
(<dictionary name>)

2 5427 dictionary_name
5] L PR AT T U R A 7
AL I T O B R R b
H? TEZ ] SR, on page
37,
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s % 1588
Eﬂlﬂﬁﬂ@@ﬂ s(likc)lj'eitt—dictionarz)—match 1*‘%7% @A dICtIOFlaI’y
- name P4 25 1] i P R AR ] I )2
IR EATE 2 1S [ 1] L),
on page 37,
fir ki LR hesder-dictionarymatch ffisk (RXAKAG) o
<header>) Y- ’ 547 dictionary name Py 751
S AT IE R A CEoRTE 2 1
Z[5t] ] JLHLU), on page 37.
30 S body-dictionary-nateh L ST IR T S Py
- YN T A OR) Y S P L
true. It UERRSSTEAALA B
I MIME # RARTE,  JFES
B e s E CERINBIEE
H 1) IR true. 1752 5 ) i
LU, on page 37,
(GEELVEEINTIE RUNIH r(ii‘i;‘;j;i;itlizfng)‘mat':h fEEHE A2 A5 dictionary
Y- name P 75 i gt 14T A7 1 102
I EARTE ? 5 2 [ 1] SR,
on page 37,
B R A AT SRIES mail-fron-dictionarymateh | (ki ff LA L4 dictionary
= name PR 2 ] B R AR 1 U R
IEECATE 2 15 S [ i) S,
on page 37,
SMTP & {3 Yk ) TP DL S e esyy | ERAT AL RIS K
M (Rt 75 55 A G BT
SMTP H] F* ID VLI ? #2154
SMTP £ 4356 1UF FH 7 DT FEC AR,
on page 41,
1EHf true VCEC T M o 525 [ True FU),
on page 26,
A valid Bt C R NI IV w3 i )
MIME {4}, iR [H] False, X
Z R IF] Trueo. 152 [ Valid B,
on page 26,
%4 signed MR O 42 ES 054

FUU, on page 43,
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srzanpzr

A

B

152 AR

AL

signed-certificate
(<field> [<operator>
<regular expression>])

M 2525 N Bk X509 UF 15k &
A HRAULE? 5S4
AR HE, on page 43,

frkER

header-repeats (<target>,
<threshold> [, <direction>])

USR5 2 PR IR 1) Py EH AR o 2
AR NS A, 2z [A]
true:
o L b/ IN IR DU 1 2 A Sk
AHTR] R AT o
o LB b NI R B R
5 B R A KRS o

WHZ P S M, on page
45,

url-reputation
url-no-reputation

M4 FR AR URL [R5 21500 2
T AETR VO AN ?

URL [P5EER 0 & R AAEAE?
EZ W URL 15 20 | on page
AT A DCTC A AT A0
R -

URL 28351

url-category

B4 AT URL M8 5215 5
e A H UL L ?

12 URL ZE5HL0 | on page
48,

BRI

attachment-corrupt

VR & HAT ORI ?

T 2 AR I B RN, on page
48,

MBS

message-language

M CERRIIE SO &5 A3
— R PTIETE E ?

T 2 [ M A1 5 M, on page
48,

E Rl

macro-detection-rule
([ ‘“file type-1"',
'file type-2"',

e, 'file type-n'])

fle Nt B A5 A 55 i 2
(IBR A 2

W ZRIFIN, on page 49
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S EE 15t AR
Oy R forged-enail-detection SEA I OO P NI 2
<threshold>) ' BCRRES A AR “ AN 15

KA N IR AT
AL
52 P PR B, on
page 50,

iglﬂﬁ%ﬁﬂf duplicate boundaries Hilz,f/;{;%%:@/axigm MIME Iﬂ

72

THZ R A SRR, on
page 51,

kA I MIME {2 3L F 0

malformed-header

IS A7 i 717 0, 75 A XA 1R 1) MIME
f53k?
Wk A IEAHIK MIME £ 3k
R LI, on page 51

Sender Domain Reputation:
- sdr-reputation

(< ‘sdr _verdict range'>,

< ‘domain_exception
Clist'>)
- sdr-age (< ‘unit'>,
< ‘operator'>
< ‘actual value’ >)
- sdr-unscannable
(<'domain exception
_list'>)

External Threat Feeds:
domain-external-
threat-feeds
(<'external threat
feed source name'>,
<'header'> , <'domain

_exception list'>)

RS ATY ?‘??igiiim;;;ii , Al NI A 15K 8 5 F) [ /4t
'countryizgme—2', ' E{?
country name-n']) Note Eq’iﬂﬂf@fﬁﬁ& EHB
(EpuRlE sl pd
R, A s b
S B A5
%,
T 2[5 Hb BT R, on page
52,
SO RAT NI A L5 4 € (R 4 DL

fic, 2
o KA NI EE
o AN RPN E
WS WETF [38E 2400, on

page 528LSDR A5 2K, on
page 53,

ARVEMEE, WS PR Ep
SR F A A P A1 B St e e
NI 52 98
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FR GRS FE G S 3 N A DX D (A A S 7 FH BT S PE L e 2%, B Al s 8 1 IR Ak — 20 A HRL )
W&, GESRIEL JERAE, on page 2. ) BbAb, AT DX Fra B LR AL jEss, JHEH
WHERERT (AND. OR L& NOT) 4140,

AR Fh Y IE T SRA 5

SE SO 22 A BEAIU AL TR W ZIE AL RC . 1B WIFRIE AT RS S o AEHEPFI JEAS KL b A )
ENFRGEAN, 5% N E:

Table 3: #0 # B9 IE M R ik

IEMZEL K (abe) U R E U S AP 1 A 2 P 91 5 A E AT AT 0 UL G, DRk i e
FHIN A 1) 1 0 s A AT HR UL .

Wﬂﬁﬂy EEU%@%EE Georg Ej’*f{fﬁ George Of The Jungles j’*fﬁt$ Georgy
Porgy~ F-1F H La Meson Georgette DL & Georg #JULHC .

FAFF () BE TS AT (8) MW S PR s g5 RILIE, S mART 745 ()
(IR 5 7 R IR T Sk F 20 DL

Bln, IENFRIEX rceorgs R FFFH ceorg ILAC.
HWRZG KR H] "

TRE R e £ AP A% UL at 55 (@) MRS B 5 LR

B, IENEFRIAT ~ceorgeradming H 5 FFF H ceorgeeadmin UGHL .

ST ()

FRTRE (L) BWE A ETHE () BN IEEARMT 77 CRrATERAN) -

B, IENERIESL ~. . adming SR nacadmin LR H sunadmin
[T_E@ﬂ; fﬁ‘% win32admin Z_\‘[E@‘ao

25 () % ELETRL S () A Efr & S ALRL” DR, LI,
(1 ARUR S FRAL (9) 4 SHERTFRFA] (B EBAFRD IAL.

i, Fm”%lﬁ:ﬁk "P.*Pipers$ @EBT@JFE%??@'% pPriper. Peter

Piper. P.Piper fll penelope Penny Piper.

PORHERFIR 74 (V) SORHA TR R AT REAT o Lo DRI, R AR ) R 7 B IA L
M, P8 \s A SRICHE 5 I P RERAB LG, 81\~ A T A5 1
RERIKVCAC. i, MR ~ik\ . ac\ . uks G FFFH ik.ac.uk T
e

EZU: SORIR MR SR R RE LR, DL, W R AR IE SR
R SRt e, 2 PPN PRt £, DLEAEMR AT Ja AR B — A
CEOEMT SRtk R AR IENWERGENAR G, I, W RSy
B FIRRBIEILEL, FFEHIA ~ik\\.ac\\.uks.
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AR KNG (24

7545 (1) R IE MR R A8 73 AN D 7 KNG AR B . 4 4
FE DI KNG ENERGE T Sk 2 S BT RIS AKX S KNG .

@Jﬁﬂy EU“J%%JiJE ?1) VJ_agra ‘5 viagra. vlaGrA U\& VIAGRA [t
fic.

EE?&\%{ {min, max}

BEIE R AV ESR 7S MR d AT DU 52 A 28
1 Jﬁu %éjiit “f {2,3} 7 13 foo %ﬂ fooo V_EEE TETIT_EEE fon ﬂA‘ fofo.

TEAN) if (header ('To') == (500, )") BTFRALE 500 B HE Z FAFH) “To”
f53k.

2 ()

Bl “ol” sHAT. MR A BRIENRIEN, Rk “as” FIL
fiih “A” & “B” VLRI 745 H .

Wﬂﬁﬂy i%lﬁ:—tt “ foolbar” 3{%5 foo E‘Z bar @Eﬂ, fﬂ‘% foobar ;FULEEO

AR EM

o A I 2RI A i B4, on page 20
o NI AE VN, on page 21
o IEMEIEAEHE ASCIT FFF4E, on page 21

* n MK, on page 21
* X3 K/, on page 21

* 9’5 R ERE, on page 21
* PDF HIENZIA S, on page 22

1 FIE W 3258 ST i eb 4

W LM R e AE AR ASCIL G (R HEPE N A (fFSKANIESD R 7R A . RIS, R4

SCRAELL 4R ASCII

o WA Sk

TR PAT IEMFIL K (regex) UK

* MIME i fF 30144 774 B

. Kﬁ MIME 15 3k (I 1E3C CRIAE SR LE)
A5 R W i ) MIME 15 3k, (HAE MIME #5753 [ 1E 3
* KW G ) 255 MIME HEA:
* JTA LL_ERAE MIME 15 Sk 7 2% B 9 A R %6 %2

A LMEH IE R IL L (regexes)  VLECHEAFAEMTH A BIESC, AREVLECAIBIAE. MR EEE S
A, HTML. MS Word. Excel 5. A4 (74 HE gb2312. HZ. EUC, JIS. Shift-JIS. Big5
P A Unicode. AI3HE N 20 JE o GUI G0 5 1 WA U M Aok p ss R0),  mlift Y SCAS S 2
ARSI fE ARG ARG R, S0 A CLI & P IESE, on page 97 A1 & 44

474, on page 119,
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euzstemen i

IE ) 5258 518 A

U ESE A ULRC — AN TAT R, A AT, IENRRIE S LR ALT (N T3k, BLSETTHRTS (8)
4ike.

\)

Note Ly shURCING, ANEAGH <7, BOhXsehs BT ZRr 8. W <rs” o R,
527 Subject KL, on page 26 )55 —AN7R 4l

TiEh, MRS ) ) BRI ILHES, 20 T e sl P e SO e i, TR GA S
Sunconl£§%£%?%3thegodsunocommandoﬂﬁga, ﬁiﬂzm”%%itftAsun\.comSJljggzg?%asun.com.BE@ao

MBI R, A )28k A U2 Python reModule B2 E A . 75 2% Python FEZC I I
MR IE X E T8, 15 AN Python 1EZRIEX AL vk, HMhEN:
http://www.python.org/doc/howto/

IEM ik FNIE ASCI FFTF &
NSRS, AR TS NS
0 DX Bl G B AR SR L T, BGR TR S AT AN A ) e AR R 4 (AR IE B AP B “\w” 36
AR SRR A% I Uk xR — 2 ) i

n N
AE R == % IE R AT UL ECI, AP S = AT AR VC RIS 4

rcpt-to ==
"~goober@dev\\.null\\....$" (matching)
rcpt-to != ""“goober@dev\\.null\\....$" (non-matching)

IENFRIEARX 2 KNG, S BHIERS. IE, RENRIE IR foo, KEAILACHIN Foo, 2

Fooo

S =R IR RS
AR AT A SR AR RO DAL 082, EL RS LERs T I CPUBE o 5 /Ml B AR T 0

TEMR IR A AR

attachment-filter: if ((recv-listener == "Inbound") AND
ceeeeeccccccccccccccccccccccccccceceeeccc(((attachment-filename ==

"\\.386$") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ad$")) OR
(attachment-filename == "\\.ade$")) OR (attachment-filename == "\\.adp$")) OR

| e CS ot e |
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el S oo |

(attachment-filename == "\\.asp$")) OR (attachment-filename == "\\.bas$")) OR
(attachment-filename == "\\.bat$")) OR (attachment-filename == "\\.chm$")) OR
(attachment-filename == "\\.cmd$")) OR (attachment-filename == "\\.com$")) OR
(attachment-filename == "\\.cpl$")) OR (attachment-filename == "\\.crt$")) OR
(attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.hlp$")) OR
(attachment-filename == "\\.hta$")) OR (attachment-filename == "\\.inf$")) OR
(attachment-filename == "\\.ins$")) OR (attachment- filename == "\\.isp$")) OR
(attachment-filename == "\\.js$")) OR (attachment-filename == "\\.jse$")) OR
(attachment- filename == "\\.1lnk$")) OR (attachment-filename == "\\.mdbs$")) OR
(attachment-filename == "\\.mde$")) OR (attachment-filename == "\\.msc$")) OR
(attachment-filename == "\\.msi$")) OR (attachment-filename == "\\.msp$")) OR
(attachment-filename == "\\.mst$")) OR (attachment-filename == "\\.pcd$")) OR
(attachment-filename == "\\.pif$")) OR (attachment-filename == "\\.reg$")) OR
(attachment-filename == "\\.scr$")) OR (attachment-filename == "\\.sct$")) OR
(attachment-filename == "\\.shb$")) OR (attachment-filename == "\\.shs$")) OR
(attachment-filename == "\\.url$")) OR (attachment-filename == "\\.vb$")) OR
(attachment-filename == "\\.vbe$")) OR (attachment-filename == "\\.vbs$")) OR
(attachment-filename == "\\.vss$")) OR (attachment-filename == "\\.vst$")) OR
(attachment-filename == "\\.vsw$")) OR (attachment-filename == "\\.wsS$")) OR
(attachment-filename == "\\.wsc$")) OR (attachment-filename == "\\.wsf$")) OR
(attachment-filename == "\\.wsh$"))) { bounce(); }

FEXFIEOL T, AsyncOS 5 2R B IENZRIE G5 30 I, AR BFRIYEL K recv-listener % )i 5))
— e

H2, WAL T Prodin 5 L JEs

attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename == "\\.
(386 |exe|ad|ade|adplaspl|bas|bat|chm|cmd|com|cpl|crt|exe|lhlp|htalinf|ins|ispl|js|jsell
nk|mdb|mde |msc|msi|msp|mst|pcd|pif|reg|scr|sct|shb]|shs]|
url|vb|vbe|vbs|vss|vst|vsw|ws|wsc|wsf|wsh)$") {

IEN G Z RSP, 10 LSS JEas 58 5 T4Ed, N BEm0 R ST “0” , #
Bk, 5 R, XWVIZREWEK CPU & IR

PDF #01E M ik 3

B HEPRIR

5

4% PDF (14E %7730, PDF n] BEAVEL & A% Bl AT AT o AEXFME DL, F4 9 S it il v A8 i
A E SRR NIRRT AERRAT R . B, AT A AR B AA R /IN T RS, PDF A R
(1977 e PR VA LU B A T AT o 2R 1R W3R IA 205 DX Ay XA 22 (1) PDF SCA4 DL
BOIy, 4 Rk M AR 45 R

#ian, 1r PowerPoint SCAY H A A B BEES AL FH AN [R) A AR -5 (1) Fdn] o 2 IBOEG Y A2 ) PDF 3C
PREF, G S m N SAEAA TR . % T PDF (U458, 5138 GES e “callout” fi#ish
“callout” BY “callout” o Z=ilARE IENFRIAX LR H P — NI, ATREFRAZE] “callout” UL
Bic o

AP B A 2 RIS U R A P A B s DA ARSI i o F R s A
AREAR LT A TN K A LA AR K

s RS

© LEALSRK S
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agrnmzs [

s F— T RSFRF (CUSIP) %5
* LERITII 2 (ABA) #5505

FERLPE S AR REAR IRAT, 1S AR DEAS U A e A LA 4340 1 SOl A 2 (R O B 7«

Table 4; tR 43T JE 25 o H B BEARIRFF

K | ERERIRT 15 BA
=

*eredit | {5 H K5 PO 14, 15 LUK 16 Mifs K5
R BRI AN enRoute .

*aba | S EHBALIK S | PN 58 AL K

Tssno | S RES S PUNSR A 2 2 RIS . *ssn B RERR PR AT PO S 2k ) A2
& AL PR .

*cusip | CUSIP ‘Z 5 RS CUSIP ‘S5,

* BHeFRIRFFIETE, on page 23
AN A e mIN
BEEMORFIEE

FE S AR P R RRUSLREIN L SO X E SCSRBA P SR R U
T PRSI T, R SRR

ID Credit Cards:
if (body-contains ("*credit")) {

notify("legaldept@example.con") ;

T34 TT LAAE PN 7 T 08 2 T P 50 im]  o ER RER IR

\)

Note  AHERLE AR AR RFFOCHE T 5 MUIE IR Al ) — MR F 45 S . it B vcreait*sen
FRETCRL -

e CS ot e |
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B ioesiesmnss iR

\)

Note Sy )L nl Byl *SSN I BEARRFF =R R AR, 7 00 BEHE *ssn B RERRIRAT 15 FU M 8 4 AL AL -
Forp—AS A ECAE R 6 38 /2 “only-body-contains” I JE4cF. IXAE, HUA MR TS B LRI AF
IESCHIAERT MIME 8 73 #A7AE RS, RIEAMEA N true. B, RmT DLGIEE DUT i v s -

SSN-nohtml: if only-body-contains( “*ssn” ) { duplicate-quarantine( “Policy” );}

A\
Note  jifs - pod S 2SI ZE I A 25 h AN I S ANA I 9 TR B C “credit” « “ssn”  “ cusip” 5%
“aba” ) MR RERRIAST.
Wit A SRR A AR RS A 2 RIS 5, DUJHIS A D9 DG 2 Ak 2 DR G 5 A 0 A 8 REAR PR AT
(“ XXX-XX-XXXX” , “ssn XXX-XX-XXXX” , “ssn: XXX-XX-XXXX” %) ,
il AERIBRE BEFRIR T
B DU I B 2% DA I 754 e AR TRAT 2 AT AN DB T I R BEAR TRAT
ID Credit Cards:
if (body-contains ("*credit", 1))
iotify("legaldept@example.com");
}
(ALY
“credit” FINEH R SR REARRAT,
“17 FOREATIZIINKAE R true i VLA EL &
il THEISREYE REFRIR ST

Ao 8 LA B 2 T AEZE BT ( Coredit, "ssn, “ousip, 'Baba’) BRI AR
s

ID Credit Cards:

if (body-contains ("*credit", 1, “prefix”))
iotify("legaldept@example.com");

}

A

“ credit” FORME R SR BERRIRAT,

“17 RIREATZINRAE A true T FIVLACER

“prefix” FRPUGE NS T BAT LU RERR IR N ATSKI OCHE I, RUUWA A trues

RS {8 33 37 2% A0 U 157 R 0 7= 451

ST b A i s R AR A P ik S A
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AXER

* True U, on page 26

* Valid FJ, on page 26

* Subject LN, on page 26

* {5 B NN, on page 27

o A A B AN, on page 27
o {5 B R A ANFIN, on page 28

o A B R AT AN, on page 28
o RAFNAFN, on page 28

* IESCR/N, on page 29

* tfe IP BN, on page 30

o BT L PP R, on page 30

o Bl TP $E VAL, on page 30

* BN, on page 30

* {5 LB, on page 31

* BEHLFLN, on page 31

* WA ATHECRIN, on page 32

o HuhikvHEOR I, on page 32

o IESCHHEHLN, on page 33

o \E3CHIH , on page 33

o IR IALI, on page 34

o PEFETEHEIN, on page 34

o BRAFSCAA4 B, on page 35

* DNS ZIIZFN, on page 35

* IP {523, on page 36

* G LI, on page 37

* SPF-Status ¥ U, on page 38

* SPF-Passed #i)UI, on page 40

* SIMIME ¥ 5 HBAF RN, on page 40
* SIMIME ¥ JCE6-iE I, on page 40
o LAEBNFITHEHI, on page 40

* SMTP Syl H] 7 DLEC LI, on page 41
* A, on page 43

o {53k B, on page 45

* URL {5280 , on page 47

* URL ZEJ#N , on page 48

* IR AERLN, on page 48

o HSPETE S M), on page 48

* FERIELI, on page 49

o Dyt MEAEAS AR U, on page 50
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II True 0

o BRI UERI, on page 51
o B U IEA) MIME {5 SR KL, on page 51
o M PEAE BN, on page 52
* ETF ({4845 2R, on page 52
* SDR [RJ3af5 2 H, on page 53
True #11

true AN DCECHTATHECE . . T FU RN P A B S F ) TP 12 1 SO A 1
externalFilter:

if (true)

{

alt-src-host ('external');

Valid %71

valid FRWSSAE MEAEAL & AN AT AT/ 02 MIME #8733 [0] false, e Z iR [0] trueo %01, DARAENIZ:
Z IR AT AN AT M K A

not-valid-mime:
if not wvalid
{

drop () ;

Subject i 1|
subject MRS FHUE Sk PE5 45 2 1 2 IA 2L VT D 1) B e .
B, LR g as 2 MIBR 358 LLRE 1 Make Money... 13k 1T A H5 44

not-valid-mime:

if not valid

{

drop () ;

}

T LR E AR A SR IE PR R AR ASCINF 4

A BEAE SN, A A Sk 02 A LA AE AR B R b AR S S CAn A TS n s RT3k B84 5
ML BEERAE MO SO o A RTEANME R, TS PRI S AR AE, on page 5.
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faztiee Amnl ]

AR SR O 2 BB SR AR Sk, DU I DB AR 2R ] true:

EmptySubject To filter:

if (header ('Subject') != ".") OR
(header ('To") != ".") {

drop () ;

}

A\

Note  fiit “Subject” Fl “To” fHk M=%, MILIEMAIRM true, WA KBRS, FFEELIRM] rue. U1
RMSPERATRERIE L, ISR TI2RA] true.

EE AR

rept-to MU S ERE T A F B N5 45w IE R IEVCES IR . flan, DUFjEss e EsRIEH
WS PR “scarface” AT M- .

)

Note rept-to B () 1ERIE SANX 43 KNS

scarfaceFilter:

if (rcpt-to == 'scarface')
{

drop () ;

}

Y

Note cpr-co MUNIEET HEMF. QIR ANHEIEAT ZAMAEN, AW NS TR EERAERUINITHT, JIATRE
T8 A N ] 2 R 45 FrAT L E N IR

48 RS Y AT

rept-to-group FLNIE A B B T-45 5 LDAP A IR Bildn, LUT i g ge 2 i ik ik s
T LDAP 4| “ExpiredAccounts” f {4

expiredFilter:
if (rcpt-to-group == 'ExpiredAccounts')
{

drop () ;

R 8 8 S A S0
|
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B csseimn

\)

Note . cpe-to-group MUWEETHEAF. W — MBI ZAIEN, IRA—ANBUEN SR E SRR B IER,
RIVRIRE 5 0 #R A I P 22 I 40 A AR N AT A o

(SRR I

mail-from MLIIEREE B R N5 45 € IENF A A DLAC B Biltn, DLUR g 2 ar 4L I%
admin@yourdomain.conl%iﬁgﬁgﬁﬁ¥§mgﬂ#o

N

Note  mail-from KU (¥ IEMIZTE R AKX 5y KNG o FERG, BUR R b A JR A AT T4

kremFilter:

if (mail-from == '“admin@yourdomain\\.com$")
{

skip-filters();

}

HAR RS AR

mail-from-group MUMIEF(E B KA NE T EA4 M LADP 4l (BRAEASEA A, KA N IRA: bk
ANTEREE LDAP 41) e, flan, LAUF ek ygas &7 BifL Rt fiiff it 7E LDAP 41 “KnownSenders”
N 52 BT K328 AT A s A2

SenderLDAPGroupFilter:

if (mail-from-group == 'KnownSenders')
{

skip-filters();

}

ZHENBRN

sendergroup S PEAS MR WIWT L THLYT 12 (HAT) H ULHC I A A N AL PRI AR A
Al “==" (L) 5% “1 =" CAILED e g IEMRIAN GRIZSUHND TERC. #itn, 0
RS A AT N AL N B IE MR SCUERE, LT AR DS W S 3 HHE crue, IPRFIBPR AL R %
HIMSAE L

senderGroupFilter:
if (sendergroup == "Internal")
{

alt-mailhost (" [172.17.0.11");
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IESC R/

exkxian ]

TESCRANEARHBAEIRIR A, EFFAE KA o pody-size MM I SCR/INAT 5 45 56 B0 AH EL A B
o i, LUR s 2 IR FIESOR /N 5 MBIBTATIEFT o

BigFilter:

if (body-size > 5M)

{

bounce () ;

}

body-size ﬁIEiﬁﬁfiEiq:j?itttiﬁz

1l po il
T
body-size < 10M
INT AT
body-size <= 10M
. KT
body-size > 10M
, NSRS
body-size >= 10M
53
body-size == 10M
AT
body-size != 10M

TR IL, KN A T AR 28R E -

H= 15 BF
10 N7 (FHHS T 10
10b
13 TF45
13k
5 kY
5M
- 40 TIRFNT GERG: MM ek GEE L 100 MB I#BAE. D
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remote—ip FRPKFINR A6 HEAF I E AL TP Mok & 75 VCPchs e #ia. 1P Hubk ] LUE Internet BRiSCEE
4 Iz (IPv4) 5% Internet PH3LER 6 Jix (IPv6) Huhl. mTLAME ] “ R A NALELL” AR R VFr BN
e TP Hlib =, seo. 1PR. dnslist 55 FEFERSCHET an [R4).

SOV ENLFF 5 K AE TR TP Mok e 7 R ya Bl GliAS 2 ENLAED o B, BURIEgEas 2B Rl R
Mo10.1.1 R TP HibEEARTAMIREE. x, b, o X b so. 51, 520 53, 54 X 55,

notMineFilter:

if (remote-ip != '10.1.1.50-55")
{

bounce () ;

}

PRI AT 72 A

recv-listener MUNZELESR E MW R PP RIS o AT R P 44 PR 50 ARG 4 TG & 1R AT
FEFFIOWERK . i, LAR RLgg &2 3 BLIEoK B AT RE Y expedite (AT

expediteFilter:

if (recv-listener == 'expedite')
{

skip-filters();

}

U IP % 0 AL

H 2L

recy-int UWIEPEAR E 2 L HAMURIIBIE . 1211 A4 FRAZIE R G0 TG E AR L R il
PAR i g 23B[0k A 2 1 outside 9 FTA IRAF

outsideFilter:
if (recv-int == 'outside')
{

bounce () ;

}

date HEII2 0T JECFR S AR IRF 1D ] SUTAS 25 2 i I PE R 381 H B0 55 615 MM/DD/YYYY hh: mm: s
IR RO BB 54 R AT LA RN ) Y DASE ] 30T S AR S IV TRV R J5 AT 34 OO
VER AR A AR H IR SR IR, WA REAT . D LUR BRI 9 g 2 iR Flok B
campaignl@yourdomain.com E"]E 2003 ﬁ: 7 H 28 H—th: 1 ﬁ)ﬁ&?\ﬁ’ﬂﬁﬁﬁﬁﬂﬁﬁﬁ

TimeOutFilter:
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(EES I

BEAN AR

wsmn [

if ((date > '07/28/2003 13:00:00') and (mail-from ==
'campaignl@yourdomain\\.com"))

{

bounce () ;

}

\)

Note AZLK dace M5 spate MEAFILIEERAEAL SR A —ik.

header () RUIKT AL MEAFA5 Sk P2 R AAAELATEL ( “header name” ) %45 R e (F ko LRI AT
A IEMIE T (GRELT subject UMD, m] A A AN S FRE (1 i o s A o, ) x4
THEPE P R ENE SRR A “true” , HRABIESKIHRIA] “false” o B, LAR sl B A7 AE AR Sk
x-sample, PLRAFKMEARER AWﬁ%“w@emm o WA ILVLHD, HIPFRies Bk

FooHeaderFilter:

if (header ('X-Sample') == 'sample text')
{

bounce () ;

}

T LUREAEAE SR I 2 2 AR ASCIT 74
LUR 7Rl J s AN LR KA Sk o FESX S DL, AR x-peleteme {5 3k, AR FH KR
fiike

DeleteMeHeaderFilter:

if header ('X-DeleteMe')

{

strip-header ('X-DeleteMe') ;

}

AL BRAE SIS A 2 A S AE AR B R rh A S s O SN O Ak A IS P e
RIRLBEERAE MO B0 o ARTEAE R, TS PR S AR AE, on page 5.

random MUIAL S — AT Z M N-1 FIBEHLE,  Horb N2 RS TGS A5 . IR header O
R, A AT AAE BB R AT, el BARL o0 A ] i SR AR K B LB AR A
— IR RK H crue (6o B0, LUF PSR JEES SRR EARIR], — I () 28 6 R 00 9 5 i ik
A, GBI TG R RE UL S ik B

load balance a:
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if
{

(random (10) < 5)

alt-src-host ('interface a');

}

else

{

alt-src-host ('interface b');

}
load balance b:

if (random(2))

{

alt-src-host ('interface a');

}

else

{

alt-src-host ('interface b');

}

rept-count MRS vody-size USRI 20, CREMBAR IR N B0 B AU REAT X B . IXW]
B LB P R S [R] N Ak 4 22 A2 WePE N, B RIS RBEA R 1 35 s T L 45 5 R UL ik . BAR
TR S RE AU G A S AR AT AR 100 A FT IR

large_list filter:

if (rcpt-count > 100) {

alt-src-host ('mass mailing interface');

}

addr-count () MBPFCEIEBMNSTH] — AN AME KT, AT RO AR, IR A
B BRSO . B IE RS 5 ropt-count SRR 2 A0TE T, B IR FEI O BRI 15015 3%,
RIAZEPEN . BAF R B A KB B8k “undisclosed-recipients™ H144 (K118 28 B0

count: if "Cc")
{

strip-header ("To") ;
strip-header ("Cc");
insert-header ("To",

}

(addr-count ("To", > 30)

"undisclosed-recipients");

W DT 2R S B A S



| 15 PR it 2 SRR 4

IECIA AN

I3 134

examman ]

body-contains () BENIFHHAL NMBIE K HLHTAT B, DL 2 R S AFAE IS e Utk il 1X4
FALILIRZS R IR o boay-contains () MUWAPAT ZATILEL. WIHE “434547 07 (ScanBehavior
) WHIELAE CLI ] scanconfig iy BB, & CAARNZAMEUAHHiIILE MIME 2§
B, BIETT DR E ST true B0 SE4 1 5 | 2P 2 ) N TL O ER

BOATEOL T, RGBT, Br MIME K24 video/*. audio/*. image/* I ZAb. HREGH
FRAFRE AT - B ZASCMFH L 2ipy .bzip. .compress. .tar st .gzip M. BT LLRCE EHMK
“HRE” AFREPAEE (I L zip PEIER L zip. )

HRHEAME R, WSHEE 1T M, on page 119,

PATIESCHAHES s AsyncOS £33 1E SCSUA I A2 A7 AR IE R IE 3 T BRI E — A
B/NBE, IR T B R B D B IE A S, R IE BN true.

AsyncOS 23X HEAF A R] MIME &3 53 3RA8, FEHEREMTE T SCARN AR MIME #47. Wi MIME
RILEH— BT E LA, AsyncOS SR AT o AsyncOS F5AR I M4 7 $5 52 A gm T i 22 Sm i ,
I A Unicode, R )5 78 Unicode 'S ZIENIZIA A WU BB A48 E S, AsyncOS ¥
{EHELE “HH59T7°8” (Scan Behavior) UL H scanconfig iy 248 € M2t o

A% AsyncOS W[ AEFA I FRLRE T4 MIME SRAE A PENME S, 35 Z BB 1S MEAFF A, on
page 5.

W MIME #9 A8 T SCAR N2, AsyncOS K5 M .zip 5% .tar 744 SO PRI, slont e 40 S0 433t
AT 4. PRl e, 5 i e SOOI 9% I B Unicode 2Rt T8 2R [ ST Hh 258k
AsyncOS 2R J5 4 7E Unicode HH8 2 1F 3R A .

AR AR 130 S A R 49 5735 “Company Confidential” . 75 P4/ i 1 B
S P O 53 2 SRR 1 =18 g e M 1 P S B - S (R 1 S RN [ A S G RS IbPR st N Y =7
ConfidentialFilter:

if (body-contains ('Company Confidential',2)) {

notify ('legaldept@example.domain');

bounce () ;

}

ﬁﬂ@liﬂﬁ%ﬁﬂ?tﬁ@ﬂ?jt, ﬁ%fﬁﬁﬁ only-body-contains:

disclaimer:
if (not only-body-contains('[dD]isclaimer',1l) ) {
notify('hresource@example.com');

}
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encrypted MUK AT HS (1 Py A8 o A5 s 2dl . A NS B HEAT A, DR Al A
FETAFAE NN Kt . IX R AT Ak A3 s i

\)

Bt e 2 B A

Note  encrypted KU H BEAS I IS P 2 o () Jn s K, ARSI I s Fry A1«

encrypted N5 true U EIFRLZ A0AE T, EAMEHZE, W T B an R 00 25 464k
P25 IR Bl e rue, W ARILBIINEEGE, RF] fa1se. W T HLIHARETT BEHIREMEAE, e ¥ 10 48 4E
“FI547 47 (Scan Behavior) T BA# ] scanconfig fir & & CHIFI S . 3 JCHC B 1KLL 0 1
ME R, WS HNE AT, on page 119,

B E A A AT I TR AR A, R, A SRR L s B, A A
IEFEARART IR HER .

prevent encrypted data:

if (encrypted) {

bce ('legaldept@example.domain');

bounce () ;

}

attachment-type B ESAG AT M EE rh BEANBHE ) MIME 282, i B A VU RCH R e ik . Al 2
KH “F1454T7 47 (Scan Behavior) W[ EY scanconfig iy & AL (UL & F144T 4, on page 1197
A, P REa A A SRR () AR —M, DEAERCAT . an S b 5 45 2 MIME
FPCEEI AR, SRR R A “true” .

M IR Th R ZEA R, BRI HC B AT 0, on page 119FTIE BT AT 1330
AT AT LA P AR LS e g MUK B PH BE PR PR A5 R IS D 4148, on page 86.

N HU L PE A A AT LA T R AR R R, RAEEE RS MIME KRB video/* IRBHAT, HE
(3 EAEIR

bounce video clips:

if (attachment-type == 'video/*') {

bounce () ;

}
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wesctzan [

P4t 32 142 L

attachment-filename RS B MEAF AR AN INAFIOSCATE 44, 58 SCPF A2 A DL HE 4 52 1E R IE 3
PRSI X KNS (HE, AR ash, ARSI Dsig 452, I ugabt e phid ot
USRI AE LR — A S SO VRS, SRS IR [A] “true” o

TR R LA i)
o BEAN IR RISCIEA N MIME {5 3k Sk i3k, MIME {5 3k i S04 ) e Bl & AT B s .

o WIRBHRAFRI SO, BRI O MAF RS SO e S S0 44 AR H N F L &R0 G
Z RN E 51T 4, on page 119)

o USRI A R 45 S0 O SCHT RAWATD , WARASIIAER SO, Atk
FEG AT IS4 o X TERAE S A attachment-filename HUNALEE . 3L gzip H AT
AIHATFREIT (exe) (T RIX A
o KT AAE— N B i SCIEIE foo.exe.gz ST, AT A FH 1F DU 8 A% 2 He A SCA 1R SO
R VES B A SO 2 RS ST P IR BN Fe 47 AT, on page 35.
A IR AT LATE FH AR A2 3ok 30 2 R0 D0 R/ S A TP AR PR A L, 12 I BHF 4147, on page 86.

A PR A PTAT I RE AR B LT, R B AE TA SCEA D < mp3 (RIFRE, P
IR

block mp3s:
if (attachment-filename == "' (?21i)\\.mp3S$"') {
bounce () ;

}

AXER
o PRPESCPEA R RS SO AP K SN TR 4 SCF, on page 35

W48 ST 48 2 AR TFAS ST R B B IR SR S
b7 9] JEE s Qe UG A7 A% SO B AN R4 SO (A gzip BUEERIAAAS SO

quarantine gzipped exe or pif:
if (attachment-filename == "' (?1i)\\. (exe|pif) ($]|.gz$)"') {
quarantine ("Policy");

}

DNS 71| < &0

dnslist () A< A ] DNSBL J7¥2: CHINFRA “ipdr &5if)” ) AT AWM A 3L DNS Z1I% k%
Ao AR NIERN IP B BIRNTE S IFLUR S IEL (B IP 1.2.3.4.4 22 4.3.2. D)7 I IRk 55 45 44
FRETHTEE AR RS54 BRRANEL 1IR3k, WIS I A) SOk IR 4545 2 PR 5 TP HihEBR )« SRJ5 44T DNS
i), RALIRMEIDNS KM, CGRIRTEIR S48 7R A BNERE R 1P Mkl 50 1P thll (GRRHE

| e CS ot e |



B ez

IP {ZE &N

el S oo |

FliZHbE) o IR 1P HuhE A% 2 B 2 127.0.0.x, ok JLTRTRUZ A 0 F 255 22 (8] AT 44
T ORARVFIPHUEEED o SEFs b, A 28RS e iRAE SN BRR IS R B, oAl e 2545 Tl 25
XA VR 3 B AR ] 45 2R

IEA header 0 MM, ans1ist o MU W] T — ool —dEHI b AR L, ORI S A0 03 g S I
BB rue 1, EMCABIRR ] farse (6 (BT, 412RJCIEY DNS RS EEE) -

WA N L BRHE R A AT SR S5 VR BEAT AR, WIBLT R g a8 2 ST RIAZIE AT -

allowedlist bondedsender:
if (dnslist('query.bondedsender.org')) {
skip-filters();

}

B, BATDMTHIZET (==) BAGET (1=) Rk, RS AR B T HL AL

AL EAS T3 T RS AT “127. 000227 MR FMSPE. dn SR R F0A A R, BN SR R
“false” , ILIERFHE AME

blockedlist:

if (dnslist('dnsbl.example.domain') == '127.0.0.2') {

drop () ;

}

reputation FUNARYE o) — MEKE [P 5245 00 SCReTA LS HAT, B, >, ==, <=%., Wik
MRAFARA A TP (525155 (i PRI & 455y, 8l T RARUCA R 1P {5 2 Mg A Ik 45 4 14
W), FTEfEE RS R BFEAS KT DNF TR AT o AT LU R 3
I no-reputation MU, K8 IPEE1GF 20N “” (None)o BLN7nflFHELER “Subject:”
AT, 18 1P AR Z RS R B EEAR 0/ T BIME -7.5 WIS INETEE “++ Badrep **+” o

note bad reps:
if (reputation < =-7.5) {
strip-header ('Subject');

insert-header ('Subject', '*** BadRep S$Reputation *** S$Subject');
}

ARVEMELR, WEH R NEELIE” —F. HiESRS B R GE4#AE, on page 80

IP (A EA T -10 FI 10 22, {EULATHE 2R [ (5 NONE. 3K A HkAH wone, {8
no-reputation ﬁﬂmUo

none_ rep:
if (no-reputation) {
strip-header ('Subject');

insert-header ('Subject', '*** Reputation = NONE *** $Subject');
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1) L A T

nsmn i

MR BB IESCA S “dictonary_name” Jal dit AP RAEAT IENIZEIA X BARTE, W qictionary-maten (<
dictonary name >) NP IR ] crue {Ho A0 R BAAELE, BERUIEN fa1se. A7 R 5E il JLIKITE
AR CUFRNS AR R, WS ORI 5

EBHAH S “secret_words” ] AT AT TE R AR, R AT IR AR B A PP IR 5
copy codenames:
if (dictionary-match ('secret words')) {

bcc ('administrator@example.com') ;
}
PLR /R IR AF A% B “ S (Policy) BB s X, Wi 1 SC L F “secret_words” 1] 4 H [FI4T:

1ﬂiﬂf§o £§only—body—containséﬁ##ﬁiﬁﬂﬁgf%, body—dictionary—matché§##z<§§ﬁiﬁﬁ¥§V§2§%B§}ig
L ML . A WA (CHIB RN E /26 FIFBAE) A .

quarantine data loss prevention:

if (body-dictionary-match ('secret words'))
{

quarantine ('Policy');

}

FEVLT R g ae by, 3054 i) gt r JEAS A UG JE P HRIS 1 o 24 -

quarantine policy subject:

if (subject-dictionary-match ('gTest')
{

quarantine ('Policy');

}

PEZRBIVLEC “to” {5 Sk AGMBAE hE, JFaPFDI e B bY .

headerTest:

if (header-dictionary-match ('competitorsList', 'to'))
{

bcc('administrator@example.com') ;

}
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attachment—dictionary—match(<dictonaryiname>)Xmm”ﬂqﬁiﬂﬂfgjijtﬁgdictionary—matchxmm”*ﬁﬁuy
AT A2 AR DU 2R B o F DR T

Ak g SR A A% 2 Policy BRI, W HEMBAER AL &% “secret_words” ] i Hp FRATAA 1] 15
quarantine codenames attachment:

if (attachment-dictionary-match ('secret words'))

{

quarantine ('Policy');

}

header-dictionary-match (<dictonary name>, <header>) iﬂmﬂﬂﬁﬁiﬂﬂiajzjtﬂﬁ dicﬁonary—nunch ﬁﬂmu
FHABL, AN &AL Sk %R <header > ¥ IMIULHCI. {5k BRAX 2 KNS, [,
“subject” Fl “Subject” #iEH .

A EAE SR A AL F] “SRNE” (Policy) B X, WL “cc” {5k “ex_employees”
) B (R AT AR 3R] 7

quarantine codenames attachment:

if (header-dictionary-match ('ex employees', 'cc'))
{

quarantine ('Policy');

}

T AAE A SR TE AR A BCAT o AN e SCRB A3tk o AR 1)

SPF-Status £ 7|

W51 SPF/SIDF W E MR ANy, #8n] fE 2 M4 SPF/SIDF ¥ Uk 45 B R HUA A 34 o spf-status I 234K
PEARTE ) SPF UESE RPATH A o AT R VEANE B, TESIES: .

)

Note  JpRUAKHCE T WA SPF G431 SPF WM AL uE S, I ELAn R M6 15 B AN )5 (K AN I+

SPF S 473, JUHBAE A AE 5 A DE RIS, i A iz o

ST LS FH PUR 183246 & SPF/SIDF Bl 45

if (spf-status == "Pass")

R A A NP R 2 MR AT, 7T DU LU P

if (spf-status == "PermError, TempError")

Ak, R LA UL R B, AR#E HELO. MAIL FROM L\ K PRA St & e iE 45
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SPF-Status #{0| .

if (spf-status("pra") == "Fail")

DA 7l g7 spf-status 33 9525 (1 SR W -

skip-spam-check-for-verified-senders:
if (sendergroup == "TRUSTED" and spf-status == "Pass") {

skip-spamcheck () ;

quarantine-spf-failed-mail:

if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {

# completely malicious mail

quarantine ("Policy");

} else {

if (spf-status("mailfrom") == "SoftFail") {
# malicious mail, but tempting

quarantine ("Policy");

} else {

if (spf-status ("pra") == "SoftFail") {

if (spf-status("mailfrom") == "Fail"

or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");

stamp-mail-with-spf-verification-error:

if (spf-status("pra") == "PermError, TempError"
or spf-status("mailfrom") == "PermError, TempError"
or spf-status("helo") == "PermError, TempError") {

# permanent error - stamp message subject

| e CS ot e |



{55 PR B2 3 37 25 S e o 42 S B I
. SPF-Passed #11I

strip-header ("Subject");

insert-header ("Subject", "[POTENTIAL PHISHING] $Subject"); }

SPF-Passed #{1I
u—F%WJ}E%’@iﬁH spf-passed %Jl_lll)_l\” Kﬁ%iﬁﬁﬂﬂﬂ Spf-passed EI’:J EEBﬁ:

quarantine-spf-unauthorized-mail:
if (not spf-passed) {
quarantine ("Policy");

}

\)

Note 'R[H] |- spe-status $RM, spf-passed FEIHF SPE/SIDF 36 WAL A4k 4 i S A R M8 LA R B8 3E 45 B AE
spf-passed MBI} Kl iL: None. Neutral. Softfail. TempError. PermError PA M Fail. Jk
T RN ) 45 XTI AT A, WA spe-status MM,

S/MIME [ 5 B 45 £ 1)
S/MIME [ 5 A0 IS 75 s 2 75 205 SIMIME 2544 . I a2 42 355 . R w1 k3t o 28 A i
HELESE A5 4 S/MIME BB, FEAEAE T S/MIME )56 1E Bt 25 2K JUC I f s F 3047 B 25

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {

quarantine ("Policy");

}
ARFMFEE, WHSHS/MIME 225 .

S/MIME [ 5< 36 3 A1

S/MIME ¥ 55 IS AL 56 11 K0 U RS 225 IS 2 75 I T B AiF s ol L e T Al 5 356 40F . R A AE L 9
PR AT MR A 75 S/MIME B4, FEAE Al S/MIME Ft 56 11 B AR 35 2 WIS Sk R A2 3364 7B 5

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {

quarantine ("Policy");

}
ARVEMER, S HS/MIME %4 ids

TAERASIH R
workaueue-count MR & HIAINIITHEC. SCHFFTA LOBISSIERE, B, > — < %.
RIS IERR I IIAL, AT S8 M B PR
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smrp spsirA A nEan

wgfull:
if (workqueue-count > 1000) {
skip-spamcheck() ;

}
45 5% SPF/SIDF [H7E4MS B, 52 [%SPF F1 SIDF Bl iR

SMTP 51436 iE A 7 DT B AL

ﬁﬂ%,{g E/‘] Hﬂg'ﬁ: 13 %ﬁﬂ% SMTP %{ﬁ%lEjilﬁ EEB’V:F, smtp-auth-id-matches (<target> [, <sievechar>])
FIDUPK AR s A ¥ SMTP £ 473 S6iF FH 7 1D A 2 B A 1R 45 Sk S B RN, il e A% IR S
BRI M5 Sk o ZR G0 T A FH 0ot 8 245 58 2 B L - 9 A K g S

smtp-auth-id-matches %m)ﬂ”%’lﬁl SMTP %%%Lﬁ ID Lj u—FXﬂ'%\iﬂ:ﬁfXﬂ“ Hﬂ

B#r 1t AR
*EnvelopeFrom | Lb#% SMTP 23 i {53 kA N (5K MAIL FROM) [f) ik

*FromAddress FEEAN “From” {5 ket i AOMLhE . “From:” 53k fevF2 ik, — bkt

[
*Sender FLHE “Sender” {5 Sk P € H AL
*Any VCHCAE SMTP Bk 23 0 0 o) QU AR AT, AR T7 B i i o
*None VERCIHFARAE SMTP 96 k23 15 W1 18] QUEE AR A: o BERETRAE S I uE AR Ak I (7

) WHER S

MRS PAT AR R UL . A K/NE o IRt sieve-char TIES 4, X HORE ZmE kil i 52 54
Efﬁﬁ‘]ﬂ%)ﬁ*%ﬂﬁj\o Mﬁu, ﬁﬂ%?‘%ﬁ*@;é\Jr?:?&’ ﬁ?ﬁ%&’l@h@%fﬁmiﬁaddressjoe+folder@example.com
EP+?%<’I}§EH‘J%B§3\O ﬁﬂ%ﬂﬂiﬂ:%joe+smith+folder@example.com, ﬂ?ﬁ%&fl@ﬂ]%+folder%ﬁﬁj\c ﬁ[]
R SMTP S AU EH 7 ID 45 Hh 2 R B 7 44, A2 58 A BROE Al ik, 1 S8 a8 K AUer &t
ZHH 2, W T AFAEVLEC . D20 P A PO DU B

HeAh, AL $SMTPAuthID A8 50K STMP S 504EH 1 1D Hii A5 ko
FRERMH sntp-auth-id-matches IEPERS AT LE SMTP G4 504E FH 7 1D FHE kit DA K At AT

KT UCHC IR 55

SMTP 517 3G3E ID Sieve Char | 3 bk ithtit ehTi?
someuser otheruser@example.com 5
someuser someuser@example.com 2
someuser someuser@another.com 2
SomeUser someuser@example.com 2
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{65 PR BB 28 SE AR 1 S |
B svresthniEmsnwa

SMTP 514 3G3E ID Sieve Char | % Lbithiit Emtic?
someuser someuser+folder@example.com | 7%
someuser + someuser+folder@example.com | &
someuser@example.com someuser@forged.com =
someuser@example.com someuser@example.com =
SomeUser@example.com someuser@example.com 2

AL IE AR AL AE SMTP Bl 2 1 HI QU [ BT A iR 4F, A2 “From” 15 Sk i Hubk R 5 A4 N
155 SMTP S3IE 2 1D VURE . an SR bl fn 1D VU, I 82 Beir st . R ARURE, s Py
N i 5 A

Msg_Authentication:

if (smtp-auth-id-matches ("*Any"))

{

# Always include the original authentication credentials in a
# special header.

insert-header ("X-Auth-ID", "$SMTPAuthID") ;

if (smtp-auth-id-matches ("*FromAddress", "+") and
smtp-auth-id-matches ("*EnvelopeFrom", "+"))

{

# Username matches. Verify the domain

if header('from') != "(?1)@(?:example\\.com|alternate\\.com)" or
mail-from != " (?21)@(?:example\\.com|alternate\\.com)"

{

# User has specified a domain which cannot be authenticated
quarantine ("forged") ;

}

} else {

# User claims to be an completely different user

quarantine ("forged") ;

}

}
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EZZHAM

FZAUEB AN

exaan |

O L NS A WP 275 O 4 o KRR R A R (B, R O 4 . HERUUNKE PRS2 42
JETT R ASN.1 DER Ztd Rt , DL A&7 H CMS SignedData 459287 (RFC 3852 i 5.1
D) o BIFARRAFS S R S N AUCEL, A AR T A R .

LR 7 A P e RILDDH £ Skeffi N 2544 M AF-

signedcheck: if signed { insert-header ("X-Signed", "True"); }

LUR 74 1 B 25 4% KB R 11 5 A A N LR 2544 M (R R AF <

Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {
html-convert();

if (attachment size > 0)

{

drop attachments("");

}

}

signed-certificate FIUZERE X.509 15 A M LA BT A28 8 N 5 45 e 1E 2 A A UERE ) S/MIME i
o SRS RF X.509 5o
FUNETEA signed-certificate (<TF-B> [<IZ HAT> <IENIRIAAS]), Hrp:

o <FB> @IS IR “issuer” BY “signer”

s <BEA> & =55,

s <IEMFEIL > 2L “issuer” B( “signer” [MH.
{2 ARSI, A SR AP AT AT — AU HILRG BAE 8 A VCRCIE IR X, ) 25k [H]
true. BEHIIUF) {7 45 JE 2K signed-certificate( “issuer” ) Fl signed-certificate( “signer” ) £x7E S/MIME S
AL R LA B A8 N IR [F] true

X EM
o 2228 N, on page 43
* MM, on page 44
o LU S, on page 44
* $CertificateSigners /48 5, on page 44
* 71 1, on page 45

FH2 A X.509 1iE 1511 subjectAltName 7 & 44 H fll L rfc822Name 44 8K /7 FI/E I HIEPEI 28 N o i 2
ZEUE AT subjectAltName B, B - BOR A LA rfe822Name 4475,

e CS ot e |
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B sxnn

signed-certificate( “signer” ) MR H1H false. (EM/DEAFAELZ A 1fc822Name LR IZF L,
M5 220 P A PR 5 IEZIA A TUC RS, IR FRESE — N VU EC I 3K HHAH true.

A& A
MR B X509 HETS ARSI AT IR 2 R . AsyncOS K5 AIE ToH AT & AL K5 Hod5 ) LDAP
- UTFS8 Unicode 7-FF it o 91 21:
* C=US. S=CA. O=IronPort
* C=US. CN=Bob Smith
T X509 HE 15 T AR MR 7B, signed-certificate( “issuer” ) #4144 S/MIME M 754555 X.509
UEb .
ENFRIEX P HIFE X

LDAP - UTF8 & 3 1 AJ 76 1 W2 0 A HT i) e S 47 9C LDAP - UTF8 e SCFEARF IR AR
i, SRR H S P (LDAP): Al BB PR R 7 (U i bk
http://www.ietf.org/rfc/rfc4514.txt) -
signed-certificate B 1F U IE A 1 FE SCIUAS T LDAP-UTFS e SCIIHE SR, i (306 75
TG UM AP T Lo LDAP-UTF8 VP TG 75 % R RIS (A AP A TR Bk i Lo filtan, LAR
PR “Example, Inc.” (W74 i AEATH] LDAP-UTFS 2 SR IS #- 4 AW Ay 1A -

* Example\, Inc.

* Example\,\ Inc\.

{H/&, signed-certificate NN VEAC Example\, Inc.. 1FMZRIE XA L AEVCHC IS 5 XS HE RG] 55,
HIX B REANTT EE L, BIEE LDAP-UTF8 h fu /i . A signed-certificate G 1F | IA =
I, A R IE T e ORI R, T AN B AR S

$CertificateSigners #Z21ETT &

$Certificate5igners%%?Fgggiﬁ%ﬁkggégﬂE4gﬁgsubjectAltNameEgg%qj%EEXE@%%%%}\i@g%ﬁf&%§U%%o
PR G BN Z AN, T H MW A

flhm,  Alice i I PHMIEFXTHEPF2E 44 o Bob i HIME—IEAS XS IRAFAE A, o X LEUEAS dh[A]— K A m HLAY
WA HEPFIERE S/MIME $4J5, SR A 5 =25
[

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com',6 'al@private.example.com']
}l

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com',6 'al@private.example.com']

}l
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w51 [

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['bob@example.com', 'bob@private.example.com']
}

]

SCertificateSigners §E§%ﬁLﬁ§ib:
"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com"

i
PR 7 B EUEAS AR B AR R 1 5 [T I 4 A B AR £ Sk »

Issuer: if signed-certificate("issuer") == " (?1)C=US" {
insert-header ("X-Test", "US issuer");

}

LU 7R 7E 2538 N IHAEK H example.com B8 1 BE 55«

NotOurSigners: if signed-certificate("signer") AND
signed-certificate ("signer") != "example\\.com$" {
notify("admin@example.con") ;

}

PAR 7R BIAE AL 2 X509 TE 5 A s 3k«

AnyX509: if signed-certificate ("issuer") {
insert-header ("X-Test", "X.509 present");

}

PLR 7- AR M A PR AN 2528 N IHAS A 2k -
NoSigner: if not signed-certificate ("signer") {
insert-header ("X-Test", "0ld X.509?");

}

EREEHNN
0 A5 SRR LA 2% PR E SO MR, Sk ST ) trve {2

o FET /AN ARSI 2 U ) £ S
o FEFT /NN A IR R A A N
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B sesssnnsteansssEs

Rn] LU A U AGT I R B s i, BURIS B2l FEAS Il ) HLA Ak KBSt o e B 40 s
PEG 1 EERE BESRMBAE AL BE A TEHWEAT, AN b i frfEit.

B )5 72 /2 header-repeats (<target>, <threshold> [, <direction>]), JLr:

* <target> /& subject B{ mail-from. AsyncOS &1 A\ HARMEE .

* <threshold> & {ij —/INR ATWSCEI O FR 2 0 G AEAH R FRTIS (Bice:, M i8R, US4 true
18,

* <direction> J& Al NFI/EAL o INRRIRETT 0], RN SRARL IS K00 A4 N sRAM A B A4

HEFLERMNAGH true 6, BHEMSKIERGE L. HSHAGED.

\}

Note  fp (5 kP B SIS 8 5/ WM, FUUTERER I 232 JE A 5 R o SRR 220 355 3k ok
IS o

15 Sk A RUUPE A B AR A R R A S B A A B — B o DAL, AR E B, il ) n] RE 2y
B2 B R AER
HXER
o R S RN 5 L Ad A U 455 1 H, on page 46
* 7, on page 46
BEXIEEANSHMHRMNEESER
T n] DUEFH AND 8¢ ORGZ AT, A5 LB 5 HoAb R 25 54T H . @, AR CLU R ugds, )
DA B3 MAFFIN SR VF 513 s

Fl: if (recv listener == 'Gray') AND (header-repeats('subject', X, 'incoming') { drop();}
{1 F AND 58 OR 3z SATRAR Sk 3SR 55 HARAR I G554 RIS, 5080 B e i A Sk B SRR A
I H IR SRAG o ARANKT 5 58 WS SRAR SR E AR (R AR, ) 554 7 B LR R AN T N subject
¥ mail-from.

H T AL D BN i i SRAT SR R EL, A OR S SRR I 5 JLAB R 5 S A I, R U
AT AATREAT AN LA R 7 g A0 I 28 44 A4 Sk A UK OR 454

fl: if signed OR (header-repeats('subject', 10)) { drop();}
FEA R, U i 8 A A BR RS U S S AR TR I B 44 W, A5 S A R RE AN AL X L
WS A AR A U Sk 5 AT L IS AE R R AR AE A A, B A B e, I iE RS A ST
HC B A

il

FE NI, AEAEAT LN TR], QRO JEASAE AT /NN ARSI 21 X Bl 2 U [ £ A B
P U IR) 1R SRR il A I 3 S ” B s X
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URL &

L0

vaLismn ]

f1 : if header-repeats('subject', X, 'incoming') { quarantine('Policy');}

FE R BI AR N TR], A RO JEASAE AT /NN A I 2 X B B0E 20Kk ok B I f &
RAFNIIINEMBAE S K B ] 15 B R AR A SRR A5 B

f2 : 1if header-repeats('mail-from', X, 'outgoing') {drop();}

FE NI, FEARATEE E N TR), SR A A5 1 — /NS PYASIN 1) X daf o 22 5 RO [ ) A A\ B
AN, BEAS I ) df U [ (R e SR, e 2 Al e B

£f3: if header-repeats('subject', X) {notify('admin@xyz.com');}

A URL A538 BEE SCEE T IBAF 0 T AT URL 5245320 (IR PF3 A . A Q2 RAE R, WS b
IS R BN 2 URLH 4% URL {752 5 URL S50 8. A AT

FEIX LN -

® Msg_filter name A MBALE L uE 2SI A FK
* allowedlist AU E X URL FIEMAFR GELL urllistconfig 4 X)) o FaE RVFFIE KAk,

EEFEMRSFRBSOIBITIRME, BMITUTIRE:
f# ] uri-reputation LM,

{1/ url-reputation FLIKF, I AR EE MR
<msg_filter name>:

if url-reputation('<min score'>, <'max score'>, '<allowedlist>"',
'<include attachments>', '<include message body subject>")

{<action>}

Horrs
* min score Ml max score fEHEAE N HYE I i /N KIS 5. T8 € FMEN ZAE ZEHN .
Ee /N KA AT -10.0 A1 10.0 Z 0],

* include_attachments HITFARGHEAFRIAF P ) URL. {5 “17 s &3 A RBACF AR URL £
i, fH “07 RoRA X HELE S ALER) URL 494,

'includeimessageibodyisubjectﬁﬁﬂ:fﬂﬁﬁﬁﬁﬂ#ﬂzjﬁﬁujfgﬂqjE@[H{Lo ﬂﬁ “1” %%i%Eiﬁ%FﬁXﬁEB##
IESCRIE ) URL 948, E 07 oA A FAX ISP 1 SO 32 ) URL 441

ZEFERSFRBISOMBUTIRIE, BFMITUUTIRMGE:

fffﬁ url-no-reputation i%mUo
{ffﬁ url—no—reputation,ﬁﬂm”&f, ii%ﬁ%%ﬁ%%EﬁDW::
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15 B B AL

Gt

BB 45 = A
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<msg_filter name>:

if url no reputation('<allowedlist>',

'<include attachments>', '<include message body subject>")

{<action>}

] URL 25505 SCHE T HEFH URL JO AR . AT RN R, WS R e s
) URLH 4% URL {5288 URL 200 3 SRR o

{fﬁﬁ url—category,ﬁﬂﬂ”&f, fiﬂ§%§ﬁ5%£ﬁﬂj:!

<msg filter name>: if url-category ([ ‘<category-namel>’ ,’ <category-name2>’ ,

‘<category-name3>" ],” <url allowed list>" ,'<include attachments>', '<include message body subject>')

<action>

o

®* msg_filter name ﬁ%ﬁtﬁﬁﬂ#fiﬁgg§HQQ§$ho

* action Je R MR I BEASHRAT o

* category-name J& URL ). fHIE 50BN LR IEMZNEFR, 1HAH WAL
JEF ) URL J S AF B A . A RIS BEHARBI, 1§ ST URL 293

* url allowed list A CE X URL ¥RHIZFR GEL urllistconfig fir27E X))

* include_attachments FH TFARGMBAFFIEF % URL. {8 “17 o CE D IEEEFHF¥ URL
i, H “0” FooR)H R IBAE BRI URL 494

’include_message_body_subjectﬁﬁaifﬂﬁﬁﬁﬂﬁtﬂzjtiujzgﬁqjHQLH{LQ ﬂﬁ “1” %%ﬁ3Eiﬁ§fﬁXﬁ$B¢F
IESCAE B URL 948, (8“0 FRos AR A FRF S 1 S0M ) URL 94

LR S 1R BB ISR A B PE R FRIAEL D trueo IR (KB 2 3140 5 | BEAN T 414 FLIR
P IREAR N E

AXERM

* 7], on page 48

FE R B A, d SR PEAS RI 1 P A AE AE BRI B A, WS HRE A B 25 21 Policy B B 1X

quar_corrupt attach: if (attachment-corrupt) { quarantine("Policy"); }

T REAS B T MRV 5 RN IR B PE A o o, T e 22

o R M TR AR S B AN N A R S
o BITCIERE HOE S A
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mamnTeRz ]

AP P 5 UL AR B 7 2 REURIT L ST T 5 R T BB F A

\}

EE N TR

ER IR AR A

T

= Ha A

Note  JH. 4 (% 2 7 PRI S T 05 25

M1 X A P P 5 Rl 5 SR AR I IS o PP SR PRI 550 ISR P9 D SR B UM R AR 23, I
R AT 32 2 5 AT 5 %

A | RERE A 5 PRI SOAS PR RE R 5 ORI AT [N R OC o WIS 99 R M S vy
Wl S N ESPEITE o A2 POIREM DL, IBPFRC R M EROTE S0 “F5E” -

o DRSPS AN SR AN 21 (3
o SRS R DG TGIE R RIS R 1
o W SRIE BT A G B KR IOA (1 K/ T 50 745

<msg_filter name>: if (message-language <operator> "<languagel>, <language2>,..., <language

n>") {<action>}
o

®* msg_filter name 5%&tﬁ5##iiﬁ§%§ﬂ@éﬂ$ko

ERRH = 1

* language #& BAESLIRATIEDEAS T8 E I IEPFE S HH. S S M2 A&H . A7 RSCHRFIIR
PFHERIIOBIEE, 58 Py AL It MR35 A . (RTIE S (WD ke

* action JE Rl BRI BEAR AT

PAR 70 Ji s 1 Qi 25 30 0 o vt & (K S

DropMessagesWithUndeterminedLanguage: if (message-language == "unknown") { drop(); }

PAN 70 Ji s T iR A o 5 7 WA N B AR S

ussianDisclaimerRule: if (message-language == "ru") { add-heading("RussianDisclaimer");

A LA P S AGT IR U RAS, D418 R SRR S A v 5 T 2 (R PR A

)

R AURAE RSSO A, 2 Ao IR 52 A
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<msg_ filter name>: if (macro-detection-rule (['file type-1', 'file type-2',
,’ file type-n'])) {<action>}
Horp

* msg filter name se:ULHBFILIERR A FK.

* file_type AJLAJE LA AT —32 SCRFISCAR R AL
* Adobe fEHA AKX
* Microsoft Office (ff

* OLE XCfF2K2

* action JEATA MBI JE 31

Gt
T 7S B s AT R R 55 U5 T2 (K Microsoft Office BT (A«

Drop Messages With Macro-enabled Office Files: if (macro-detection-rule (['Microsoft Office
Files'])) { drop(); }

FE NI BI R, W SRR 5 R 5 ) PDF A X F IR E AL BIRFE H P, 2 IR S

Strip Macro enabled PDF: if (rcpt-to == "joe@example.com") {

drop-macro-enabled-attachments (['Adobe Portable Document Format']); }

14 385 B - 0 5 )

] BEAY B I A A Ot AR AHBEE C “ORMEN:T (53D IRVEIBEE, I bR IR AT #1E
i FH forged-email-detection KWK ML S B A1 o 70 B LRSS, WAZ00FE o P 53] L L RCKE B4 R
WEAE Oyt S A B B (1 21 100D
forged-email-detection KNP “ A N7 A5 kB WA M (0 FH P EAT LU . ARt Rk, s 1Y 56
H AR AR Ay ] S A TP 3 BCAH ARG 23 o LR B R 28R4

o W RN {53k A <jOhn.simOns@example.com>, F H P23 4L & F 7 “John Simons”
TUIHIS 2 DG 2 AL AS 43 82 A Figh iz -
o R RN 5 A <john.simons@diff-example.com>, JfH AN &AL E P “John
Simons” ,  JHBAE R G2 KAL) 100 23X BLgs i)
ARALEAS Sl  BSAA EA 3 ISP 1 mT e MU o n SRARBLIEAS 20 v T BRAE T4 B, )<
fih A 3oL D AR HRA

ARVEMFER, S ORI
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<filter name>: if (forged-email-detection( “<content dictionary>” , threshold)) {<action>;}

o

* filter_name & M {3 8 45 1) 44 B

* content_dictionary j P 75 1] $L[¥) 44 FK

* threshold K M40 4 35 78 O i A () B (1 31 1000
5

P BP0 S P (0 B N7 A Sk S ] S b IO TEEAT RS, S0 2R P 2t D PR AR AL
PEAS P KT e85 T 70, WUIMEPFIE DS REMIER b N7 A5 SR o 5 B R RN

FED CF: if (forged-email-detection("Execs", 70)) { fed("from", ""); }
BELFEIERHN
A LA§H] duplicate_boundaries Fi WIS 6075 F 52 MIME 32 52 (1) HEF
S

Note  JL-F-[fHfFff) I (4, attachment-contains) HX#EAFE ({1, drop-attachments-where-contains) 4475
ARSI SRR IR A CRAE R MIME 1250 .

ER IR AR A
<filter name>: if (duplicate boundaries) {<action>;}

gt
LA s i s 447 ol 125 00 75 B2 52 MIME 3 5 ) B A S AF

DuplicateBoundaries: if (duplicate boundaries) { quarantine("Policy"); }

&I A IE# B MIME 15 S50 50 )
LA FE s XA S 155 SRR 2 2 SR MIME {35 Sk IR o

BRI SR IEE
<filter name>: if (malformed-header) {<action>;}

Gt
N7 R T An el B 25 MIME 75 Sk (R 4% 2R 5R (0 BT A7 141«
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quarantine malformed headers: if (malformed-header)

{

quarantine ("Policy");

}

Hb IR E AL
H45 T LA A B U b B 1165 TR 2 R 5/ M £ A«

IR EVEE

<msg_filter name>: if (geolocation-rule (['country name-1', 'country name-2',...
,’ country name-n'])) {<action>}

Forp:

®* msg_filter name SeUCHIAE I g% 1) 44 PR
® country_name AT DL 85 P PR ATART 1 /B X TR 44 R
* action ATV I EAs -1 -

5
TR 7R B35 s AT B 252K 1 Country 1 A1 Country?2 FAE A MBA::

Quarantine Incoming Messages from Countryl and Country2: if (geolocation-rule
(['Countryl', 'Country2']l)) {quarantine ("Policy");}

ETF RysEL{ZE A0
e, A LR ISR 0 ST A A T ETE 5100 MO b 238, JERb LTI

AR

&

quarantine msg based on ETF: if (domain-external-threat-feeds (['etf sourcel'],
['mail-from', 'from'], <'domain exception list'>)) { quarantine("Policy"); }

VA=

* “domain-external-tnreat-seeds' ALBFPAMIELLILHHIN,

 ‘ece_souzeer R TAEMBAEISkeh KWL ETF 9.

 ‘mail-fron', " front JEFITREBTAMBTA k.

“ donain_exception list' RMBIATIRINEH. WRFIAERPATL, EH BT "
=6

FELL R, i ETF 513k 2 Errors To:' H & SUAE Sk B I, MR A4 b 29

Quaranting Messages with Malicious Domains: if domain-external-threat-feeds
(['threat feed source'], ['Errors-To'], "")) {quarantine("Policy");}
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SDR B35 =247
45T LA FITA32 RUARAEE SDR SHBIBPE, X LIPS 081
© R N
© RPN
I IN St

HRE & N85 8 2 i R 44

\ )

AR EIBHLERIEy “727 o 7K SDR MITEAME B, TR AL Talos:

https://www.talosintelligence.com.

B
drop_msg based on sdr verdict:

if sdr-reputation (['awful', 'poor'], "<domain exception list>")
{drop () ;}

Hrh:
* 'drop msg based on sdr verdict' JeHBAFILIE RS K44 FK
* 'sdr-reputation' JEI{E S ML UE RSN
* vawful', 'poor' A TARYE SDR b s M4 ) A& AF N s ) o v il o
* 'domain_exception list' sEIRBISMIRMIA TR, WIRAFAEBI SR, EHBRh .
* rdrop' AELEMBPE LRI #RAE o

Gt

FELU R MBS fsR SDR HE N R o WL HBPRE A0 2 o

quarantine unknown sdr verdicts:
if sdr-reputation (['unknown'], "")
{quarantine ("Policy")}

R & 4 A58 S R R

[t

%

AR CRIEABEAERY” (Sender Domain Age) UK AE R —4~ AsyncOS FiAS H it 5 o

Ei&:
<msg_filter name>

if sdr-age (< ‘unit'>, < ‘operator'> < ‘actual value’ >)
{<action>}

Hrp:

| e CS ot e |
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fERR T B R R |
B s e R EmEne

* ‘sdr-reputation' JEIBfE B MBAFIL PEAE AN

* ‘sdr_age’ JEHI TR SDR i JEMBA: 1 &4 NI RO .

o cunit' g R L U7 O T BUCRT IEDL AT RE R A NISAT AL g e
* ‘operator' sELLNHEHEFAT, AR A AF NISAT ROV L g WS 1 -

c - > (K

© - >= (CRTEEET)
« - < UM

¢ - <= UMTEEET)
- = (FEP)

© - 1= CREETD

© - RN

* ‘actual value' s MR AN N BT YT RL BE B 1F A 45 o

il

FECLRHSAE, AR A NI BOWAR A, WRZ IR e 2 5

Drop Messages Based On_SDR Age: if (sdr-age ("unknown", "")) {drop();}
FELLHRAES, AR A N AN A>T — A, W R A % 57

Drop Messages Based On SDR Age: if (sdr-age ("months", <, 1, "")) { drop(); }

AR AR 2 A NSRS T 138 TR ER
B
<msg_filter name>

if sdr-unscannable (<'domain exception list'>)
{<action>}

Hr:
® 'sdr-unscannable' 5%ﬁiﬁ:%§$“ﬁ#fi#§%§ﬁﬂmUo
'domain_exception_list' sedlBISMIRIAIR . WERAAFAEEGI ST, TR Rl ",

Gt
FELARHBAES, G R R i SDR A, A2 M5 i o 2

Quarantine Messages Based On_Sender Domain Unscannable: if (sdr-unscannable (""))

{quarantine ("Policy");}
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:IEESN

\

.
s ':E;
i l:.

CEREs

HIgESuE
23 (8

o WA (BN, k. MIERLUSGRIED Sx@0RIEPRAE R, JF HA fevrid

1k

o P H R BT I A AT R A
/\j"JW‘th:

R 2 AL FE .

o AR ARIE, ARVPXTHEEHIE — P AR

)

ineiesze [

U EEESURE NN IEER

Note

WEES

AR fc ML D8 AT LLR A

IRAIXEAR A BB, I —IFSEH . (S, WERISE S 1
Mg o, NPT R I IR AE

o WERHEAF S ZANIEAS LT, HAR T uE Sk tE

SEAH R 2 A L yE SR ULHC, A

E T ANFIERAE,
iy

FR/
CRLIEASERAE” M EER, on page 55
* B{EAS TR, on page 64
VLHL N 25 ] ML, on page 66
HIS A2 Ik 8 #4556 M A1 78], on page 67

“1 ;")'-E:“nj:n lE” *ﬂﬂﬁ%

IS I 8 4 1T LICKE LA A N T8, Wi R 3R P

Table 5: #3143 8 2R R AE
B®E 'E LAR
& e =L alt-src-host SHSUR IR A I LA AP H2 OfF
ARSI o ES A ST (F
U ICHEE) 4245, on page 76.
CRUCEIN alt-rept-to BB AR N o 3 2 8 ofeiE N
#E4E, on page 75.
A& s B alt-mailhost SR B ARIBLE L. E S BB
F3% EHLEEAE, on page 75,
I8 0 notify UL HBAFR & 25 55— U NS 2 i
FOANIE %H?Fﬂlijgﬁ/ﬁ on page 70.
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BR1E Bk 15 B

BLISIESES notify-copy PATH notify AHFMHRAE, (AR 25
bee-scan #AE—FERIERIA . 1HZ 18
FUFIIE H1 I F 401X 454F, on page 70

Ep% bee FULHErE CHBPRRIAD B4 Rikes by —
WAk N o WS B D% 3AE, on page
72,

EAPIE I | bee-scan HE PR PE 42 RO 25 o — WA N, JF %R
Ak EEH I 1) D7 O T BA A Ak F 1%
WA o 175 2 08 % A% 384, on page
72,

AR 1744 FGMEPEA7AS h mbox ¥, S
[ A7 R4 #54E, on page 76.

B 129 quarantine W B EFRIC b & 3% 3 quarantine_name 5

(quarantine name

BIX . TE SR &R BIHE, on page
74,

mA (e

duplicate-quarantine
(quarantine name

FEHBEF I EIA R B E R E X . ES
[5#) b 25 R 2 44, on page 74

TEAA Sk

strip-header

FEIETTIBALE R IR TG 215 k. 1S
M ER1E S 454, on page 77,

EHNEPS

insert-header

FEIETTAE MR AR A SKAE AT . 152
B4 A5 Sk 35:4F , on page 77.

G LA SR OUA

edit-header-text

P48 AR S o ik g A FR e
HISCARTFARTH o IEZ B R AT Sk U
{E, on page 78.

Gt 4 1E SCOUA

edit-body-text()

MHIEAE IE SO BR IE Rk 2R, JE#
g g 58 SCA o S A S o AR ot
PRIESC R E N (WTURL) , AlfE
PGB e A% o 1 S R G E SCOA
4%, on page 78.

Hffit HTML

html-convert()

A 1E S ESR HTML #5id, {3 Bl AF
HIAESCA N 2 o I S BRI vh 1 P
H HTML U 26 30A, ] Re Bl
FHEI U #s . HTML #4045 4F, on page
79,

W DT 2R S B A S
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s mEx ]

#HR1E

EE

1t AR

3 eI [A] & S A

bounce-profile

WA 53 O AR i IR BT & S0 T 21
IR [HI L& AT, on page 80,

gead e B &
4

skip-spamcheck

Eﬁf%%ﬂ%éfﬁ*E’J}iijﬁﬂﬂﬂﬁf%éfﬁfr
ATt &2 g b R rE &= 4t
$E4E, on page 80

GEd AR B E A

skip-marketingcheck

GELERPE A IR . 1E S S
IR 454E, on page 80.

skip-socialcheck

LI AL AT G BB A . 1S
et KB4, on page 80,

skip-bulkcheck

SERL AR R IR A . 1SS
KA ERAE, on page 80,

e Bl EE R 4t

skip-viruscheck

iR AR R G P 3 R AN T
WEPF . S PG D RGEHRAE, on
page 81,

Lent SCAHE 2t )k
%ﬂ AT

skip-ampcheck

ﬁ%f%iﬁﬁ ER-pul ﬁ%ﬂiﬁ’\*ﬁK@FHF
M. I)ﬂ 56k S 2 i PR A S A
ﬁ*ﬂ%éﬂmﬁ, on page 81.

ISUREE Y SR
L REi]

skip-vofcheck

T R S A AN L B AR A T g AR i Ak
M. EZG P T R GHRAE, onpage
81,

A BRI

drop-attachments-by-name

TR A v i A7 SCPE 44 5 4 1 Wk
TCVCHECIT B o an SRAFA SCPF B AT
(zip+ tar) . Microsoft Office {4
(doc. .docx) HHBAY P AF (winmail.dat)
@/\ DCRECHISCAE, TSR 2 5
Zx [ B AR 98 25 75491, on page
93

LR T

drop-attachments-by-type

A BSR4 MIME 828 (4 A B,
P45 E MIME 888 sl e Je 44 At 1)
Wro WERAFRG ST (zipy tar) /P_J,é\llﬂ
BCHI SO, R 50X SefffF . 152
B AEF1 A R A 2 9825 741, on page 93

e CS ot e |



B asae sz

el S oo |

#R1E EE 1 AR
USRI | drop-attachments-by-filetype MIER SR E KISCAE “4REC” ILRCHIPT A
{68 BEPEo UnRAF RSSO E I (zip tar) B0

VLRCH SR, ks A X 2L pi . Ak
TEANE L, 1S B M R e R gk s
7~491, on page 93,

% MIME 288 I 3¢
B E

drop-attachments-by-mimetype

TR S v HAT 4 5 MIME 288 () T A
BEAE. SRR 2R A4
JE MIME 288, I AN 2 A 2 A7 R4 )
WA . TEZ I MR I DA 7 51,
on page 93,

LSRR IS
TR B

drop-attachments-by-hash

T30 5 S HA B 3 T R SO
SHA-256 {ELICHC 19 IS H i) o A7 B A4 B
o S L 75 A SHA-256 i JE#
UCTC A B4 B4, on page 119AT 4 W B A4
5304 SHA-256 i yE AR ULAC, ) 2
{1, on page 119.

LR/ IBR B A

drop-attachments-by-size

TR ISP v s a6 i 0 25T BROK 45 78 K
/N CLAEAT D) T . VR,
X TAERI B 4 S, IR EA S A
RIEARWIRAN T AT A PAT A G i
ZATSERRBERIR AN S B I
M3 A4 1t g4 7461, on page 93

LN RS

drop-attachments-where-contains

ZFem S IE RS A B
R AT L T A BB E 1) de D Ik E?
WA AE (zips rar) S AT SC
5 IEMZEARAILAS, WA S
PR 5T ES B BRI A e
7~ on page 93,

FEERIRAE SUT TR e C ST 1F
(RISCA . B DO 2 ELRE B I 2«

W DT 2R S B A S
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s mEx ]

EE

152 AR

#HR1E
LI RN A

drop-macro-enabled-attachments

LI SRR P AT IR HLZR R

Note UERAFAS B R A S
T e BB R IR 503
o

B

drop-macro-enabled-attachments

([ ‘file type-1', 'file type-2',

>+, 'file type-n'],

“custom_replacement message” )

Hrp:

'File_typefqgiﬁ%glﬂ:ff"g%giﬁ%ﬂq
SRR

* Adobe fHH#EA TR
* Microsoft Office MAF
* OLE ({267
© BE BRI ANk s,

P A 22 FEBR A I s n 2 s
TESTREHS ) FR G0 A B ER A A«

W2 ZAIFIN, on page 49

F22 1] H DG G B
(55

drop-attachments-where-dictionary-match

FR A 1] AR TE DL C 4% H I BRBAT . 2R
MIME 53 H A TR AR A 1] AT (1)
e PEULEC CHAR S @ SO BIED
DL AL eh I B B AT o 37 2 ] B4
HSAF i JE 2% 71, on page 93,

A

add-footer (footer-name)

K ST WSO SO I 2
ARVEAMER, WS ORI —
TR CHPE R DT AL .

NS

add-heading (heading-name)

K ST WIS SRR o
IRVEAMER, WS “ OB —
B CHPE R TR MIARIL” .

(EFES NG

encrypt-deferred

MR BT, MBPFAREEE T —
URFTERAT, IR SE T R I HEAT I
Rl

e CS ot e |



ER S R |
B asae sz

BRIE &% i3t BB

FR LI AT smime-gateway-deferred EARE R, (8 e AR IE L E S

S/MIME %54y | ( sending profilen) SIS PEAT S/MIME 28 £ 8 a5 . %%
[ ALIX I S/MIME 454 50 N 344, on
page 69,

S/MIME %544/ | smime-gateway ( “sending_profile” ) | {if FHj 5 & ACI& ML & S A% WA 40T
S/MIME %5 % 8, AL mper, Bk
AT HE— DAL PR . &2 % SIMIME 25
BN A, on page 70,

IS IR A FR tag-message (tag-name) B B SORTEAS I 2B LA 5 DLP Sl
HHERCE A . 0] LUK DLP SR i &
AR IR AR I IR . IR
CXFUCAE AT Weo 182 R 0 BB A
WA, on page 821 “HlE AR TG 7

=
o,

wmHES%H log-entry TEAG RGN B 58 SCTAN 031 SCAH
fFHE . SORTTH SRR RE. HER
H# SoRfE IR ER . ST R
2SI H E 4% H:4F, on page 82.
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s mEx ]

#HR1E

EE

152 AR

RN CEF Hi&E4&H

cef-log-entry("label",

"value")

BB ARSI H &
AT EE AR, MRAERE “&
HHE” (Consolidated Event Logs)
HARTTHR, i HEFB” (Selected
Log Fields) 45 “ H & X H &%

H” (Custom Log Entries), I CEF H &
FH AR “&4EH

E” (Consolidated Event Logs) H'. 1K
PEAIAE R, TSN CEF H iS4 H
{E, on page 82,

TR IR oG, it &
48 H B HEE kA S
fEHAER, CEF HETHIK
FEBREI A 65535 NERF. &
14N SIEM fift vk 7 Sl m]
REX CEF H & S i
FFEORIE T IR . E TR
AR B A ST SIEM. fif £
77 ZE TP SR VFIR - R HOR N
Bo B EZLASR A “ A

&7 (Consolidated Event
Logs) WWHATBH I HEX
LA

Note

H34E URL 155200
URL &k SCA

url-reputation-replace

url-no-reputation-replace

M4 URL A5 26 1%
URL (1) gy

url-reputation-defang

url-no-reputation-defang

MR URL 572,
URL H5E [ 21 [ 7
7B

url-reputation-proxy-redirect

url-no-reputation-proxy-redirect

HRHE URL ({52 1& 24 URL sHAT A

i PH R R A AR PR 2 IR 55 AN {1 URL
FFIT L o

HZ WURL {5 Z#4F , on page 83,

FRH% URL 2K 5%
URL ek SeA

url-category-replace

4 URL 28971 2
URL 11 iy

url-category-defang

A% URL 28 510K
URL € [ 28R
grEpeit

url-category-proxy-redirect

¥ URL ZE5E 2 URL BHAT 4

1HZ URL JE944F |, on page 85.

e CS ot e |
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B+f4-4H

el S oo |

#BAE B LER

£y A A fed ARG o N IE IR B4 “ RN 7
&%k, JPRHESR “EERMNT .
12 O it MRS IR AE, on page 86,

TERAE no-op APATAEMTIEAE . ES I ICEAE, on page
86,

PRI R AR R | skip-filters ORI AT AT HAD I i A AL B,

s FrAk S M . TSk A
RSP E 2 #524F, on page 68

) e s £ drop MHERIEMIBRIBAE . 152 57454, on
page 68,

IR [ s bounce BB R IR g AN o TEZ IR [ 3AE,
on page 69,

I I RIfLIE | encrypt A5 T SRR ISR 35 6 &0 e WA o i
Z [ 454, on page 69.

I AR
HXED

* [ 4, on page 62

EIELZE attachment-filetype *Ddrop—attachments—by—filetype rules 43T§ﬁé§€4*$¢jtﬁf%é§2 (ﬂﬂ
“exe” M) BRAFLAAIFIE. AsyncOS ¢ T3 A4 H A2 B4 4.

W RAE QR I pERS A 1 = B VL ECAS SR SCPFR B B s, I8 A i RAFAE R D —A
ARELL JE R SRR B, I DR SR SRR AT B . B, R AU DR S MR B AR A
.exe LSRR BT HsAF:

exe check: if (attachment-filetype != "exe") ({
drop () ;
}

WA B ERS Z AN, BAWERED —ADIEN exe SCIE, BEPEM ST IIERIZIBIE, BIAE
FARPAEAE exe SCHF

W DT 2R S B A S
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Table 6: i {E4H

wera ]

B3 1428 = IR

EEfiR:ob At S

3R

* doc
* docx
* mdb
° mpp
* ole

* pdf
* ppt
* pptx
e rtf

* wWps
* x-wmf
* xls

* xlsx

HPATREF

* exe
* java
* msi
* pif
Note R AT AT R ALK T AU A ser STRE, (HARRE bl g
XA,

* ace (ACE Archiver compressed file)

* arc (SQUASH Compressed archive)

* arj (Robert Jung ARJ compressed archive)

* binhex

* bz (Bzip compressed file)

* bz2 (Bzip compressed file)

* cab (Microsoft cabinet file)

* gzip* (Compressed file - UNIX gzip)

* lha (Compressed Archive [LHA/LHARC/LZH])
* rar (Compressed archive

* sit (Compressed archive - Macintosh file [Stuffit])
* tar* (Compressed archive)

* unix (UNIX compress file)

* zip* (Compressed archive - Windows)

* 200 (ZOO Compressed Archive File)

FIXBESCAFSR AR AEAT “ IR SO

e CS ot e |
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B ez

et

M 428 2 R AR R

A . txt
* html

* xml

[SEA * bmp
* cur
e gif
* ico
* jpeg
* pcx
° png
* psd
* psp
* tga
e tiff

BEAR * aac
e aiff
* asf
* avi
- T
* midi
* mov
* mp3
* mpeg
° ogg
* ram
* snd
* wav
* wma

* wmv

bee() bee-scan()s notify()s notify-copy(). add-footer(). add-heading() F1 insert-headers() #fE HAH—
UM IR e AR BRI S, XA R AT T B S IRAG R S R X LR R AR SRR
HARAEAR R . WA Y O SRR LU AR B

W DT 2R S B A S
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Table 7: 8 ST IERIRELE

przz 1

TE BE 1% A
Fitifeisk N S [ 15 3
ESCR/ , IR [E 5 R BRI
$BodySize
EHEEN CCortifioatesianers IRIFIR B2 4 AE 15 subjectAltName H R 25 N . HRTE
7 45 ., 1S $CertificateSigners £ 1F 45 i, on page 44.
H 3] Spate i MM/DD/YYYY #% 20 B 24 1 H 1.
O R A4 , PR A il 5 1 SO 44
Sdropped filename
c RIS 44 saropped £ilenames WoR ORI SIS (5 $filenames 2R
CUIMIR R SCA 2 2 , R CMBRSCAFR AL F13 CRBLT $filetypes)
Sdropped filetypes
fFERMN sEnveloperron IR AT A (45 L A AE N (SMAIL FROM>),
(EELCCLIN N IR TS A () e A7 (5 e N (SRCPT TO>).
$SEnvelopeRecipients
4, N SE [T RSP 03 5 4 W A1
SR N SR SRR IE 5 43 B A1 .
SCHEH N SE [ P B PR 03 5 2 W B2
i B4 B N IR [ A A B V28 10 7
GMTimeStamp SeMTimestan PLGMT I [EE AR AR b “ 28 7 (Received:)
} A Fh 24 T 0
HAT 414 seron TR AT NI A N UC R A At N AL Ak R A
’ NALEAT 475, WA 745 “>Unknown<” .
VRGP N 25 Mot ehedContent [ kA A1 L DE S LN N 2 (A4 body-contains 253
JEAS U AP I
W - e — SE [ S PRIV SR A0 AT S0 144 i
! AATHTIGE S HIE A4 FR, WHEA TR “>Unknown<” .
53k WR A IR A A S UL A 3k, R 5 A Sk fE . 1%

SHeader|['string

']

EE, W LMEAXE] S,

e CS ot e |



B e ason smemmesRrEss

el S oo |

TE BE ERA

FHLA SHostnane R AR A O 1) F LA

P BB AL ID st R[] P R FH AR RIS EAF ID 8k “MID” o 1215
RFC822 [f] “Message-1d” {H (ff [f] $Header £ %% TR
o

Pl SReeyListencr 4 A B A R T T R P R R

Bl T TR VAT IS A2 ) 2 T P W R

TR IP ikl sRemotolp TR AR A 2 28 WA I DG PR R 42 11 TP bk

TCAE AL s remotenost R[] g S Y S R Ak MR A TR R AL ML A

IP {52155 sReputation RIUESE NP (5251590 R BA Sy, 280l
“96” R

F , R[] A

$Subject
I [a] cTime TR [P A i DX 2 iR T
) 3k ST imestom IR PR AR B« ORI 7 (Received:) 47 HASHB IS [X ) 24
’ i 1) o A9
FEXER

* E ASCH RN pE #3458 /E4L 1, on page 66

iE ASCHl =R EFNBR T ESHIR(ET &

RAE A 1S0-2022 FEF RS (5 RIS 5 ) MBSy R, 330l 50 i [ b
A AT A T UTE-8 a1 BN 5| W S R 36 i3 40

LEC AR AL

JUCTC B N 24 2E . HBAE IE SR B S0 BB I ST A5t BB A P 28 25 A2 1) I A2 T B o 25 X A
I, AT CAEE R B R R VS N 2 . W HBLE IE ST, VCREE 20 DAss e s i Bon . 4k,
AT L $MatchedContent 4547 A8 5 7E M4 5 R -H AL 35 VS BC T N 25 o

P A Hb B 2 D Ll A S P B P 7 T D A LU KT AN, GUIL AT BE 2 S s AR S B i A 1oL i 4 A
IR (LA E A IERHRAEI AR o GUI SRS FHAE A4k A VERC IR HEN], (2 R b4
W Y A VERC ISR KGR 512 o R AR ARG R A GUI S 11 P 2 VE C 38 AN i 8 24 o Bl FH g™

o BRI BGE F T M8 AF RSO B SR ke 81 A A AN 23 R DL S 7 445 5 DL S I e R

WU FR A% 2 TE A o

W DT 2R S B A S
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Figure 2: EXRMERBERXEFNLREAS

Matched Content

it e mEnminns |

MS 38930 USA Publishing 662-646-0522 igibbs@acrnecorp.com 2/1/07
4485231592071860 Acme Corp kathy Lopez 808 Sumner Street

2/1/07 4716298862510192 Acme Corp Marty Smith 808 Sumner Strest
Greenunnd MS 3RA30 1S4 Frnineerinn ARZ-AdA-N5472

Headers

®-IronPort-AY: E=Sophos;i="4.43,282,1246818600"%;
d="tzt'?scan'208";a="178202"

Received: from d2,vmw023-bsd04.ibqa (HELO vmw023-bsd0d.ibga) ([172.22.107.1])
by c360q02.ibga with ESMTP; 28 Jul 2009 16:25:03 +0530
Message-1D: <792087,516002035-sendEmail@vmw023-bsd0d =
From: "user@test.com” <user@test.com»

To: "userl@test.com” <userl@test.coms

Subject: DLPTEST

Date: Tue, 28 Jul 2009 05:42:11 +0000

#-Mailer: sendEmail-1.55

MIME-Version: 1.0

Message

Test

Message Parts

Mame Size Details

-~ palicy
Attachment Marne Matched Content Condition
FPL.1.txt ® M5 38930 USA Facilities 662-646-0523 jsamuelson@acrecorp.com 7/17/06 A DLP Classifier! Contact Information

4929132070312710 Acme Corp Irene Gibbs 808 Sumner Street Greenwood |

Greenwood MS 38930 USA Marketing 662-646-0541 klopez@acmecorp.com

|

Content-Type: multipart/mixed; boundary="----MIME delimiter for sendEmail-538525.714612664"

=

[message body] ASCII text, with CRLF line terminators

FP1.1.txt 1K | ASCII text

R4 3 7R R HR B UL R #7131
T H 0 A1 S A 0 S 7 AR

o ki T A% IR A ik pE 25 #AE, on page 68
* L5 #1E, on page 68

* JB[H#E4F, on page 69

* N #EAE, on page 69

o SBENFE TP ILERAE, on page 70

o WALDIEIEAE, on page 72

* bR B AN HH:4F, on page 74

o fESU N EEAE, on page 75

* B BUEIL A LEAE, on page 75

s BB AL GRWRCHNED #4E, on page 76
* fER4$1E, on page 76

* MERAE K45:4%, on page 77

* HNAE L $5:4% , on page 77

* Y415 Sk SCAHRAE, on page 78

eSS oni T |



el S oo |

B sensomearsae

* it 1E SCCAERAE, on page 78

* HTML #4454k, on page 79

o AR R HCE SCPFEATE, on page 80

o Bk [ BT RS ATE, on page 80
o SERL K HEPE A, on page 80

* SR B R GLERAE, on page 81

* GO SUHE E I RS2 AT RGEHEAE, on page 81
* GG P B R G ERATE, on page 81

WS IHB AR IC A, on page 82

* W H &G4 H 4%, on page 82

* SN CEF H &4 H 1, on page 82
* URL {524#1F , on page 83

* URL ZKJll#4F , on page 85

» Jo#:1E, on page 86

o Dhi EPFRT 4T, on page 86

EFRIE

skip-filters FRAE AT A ORMSAF R M AT L DS BAEATE— A0 BE, JRAkeLim wif T . SR msek
Vﬂ?%$ﬂ?fﬁt3§?ﬂ?", ﬁﬁ%iskip—filters%%ffn@Egﬁ#q%igﬁffiiﬁﬂ&EB##*ﬁﬁ%%ﬂﬁﬁfp{%*ﬂﬁ%o skip-filters
ERAE L WAL D8 A R BRI B 28484

Ttﬁu Jkﬁﬁﬁﬁf% %D customercare@example.com, ﬁﬁﬂﬂfglita*ij boss@admin Hﬁﬁr¥i$8ﬂ¥

bossFilter:

if (rcpt-to == 'boss@admin$')

{
notify('customercare@example.com') ;
skip-filters();

}

darop FRAE R ZFFMANE, AATAEMEE . MIEASRIIG RN ASBOERSERIEN, A%
AEAT e 2D AL BE .

7<§U Jﬁgﬁﬁifﬁ %ngorge@whltehouse gov, 21f:ﬁHKT35 ﬁEiSPAMJ?EkEQEE¥§EB##o

spamFilter:
if (subject == '"~SPAM.*'")
{

notify('george@whitehouse.gov');

W DT 2R S B A S
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emigr ]

drop () ;

IR [E3#R4E
pounce BAESKGHEAF AR ML AT N FEEAEND , AMildE— AL B
AL RS IR MR H PL eyahoo\\ . com &5 R RIHIB A Hbtik (1) B A o
yahooFilter:
if (mail-from == '@yahoo\\.com$")
{
bounce () ;
}
INERIE

encrypt HAFEHTC B A0IN 3 T B SCA ) RO A A% 3 e s«
HIRLE AR RO (encrypr] MUHBAFREATINGE

Encrypt Filter:

if ( subject == '\\[encrypt\\]' )
{

encrypt ('My Encryption Profile');

}

\)

Note 0 Z50H Iod 2% F1 () 25 B S 2 IR 25 TR0 B 0 A G DR AR B o RIS S8 A Z0TC A8 FH L i 9
AR RN B A

fRIERT S/MIME %52 35 in 424

A&k fErh, smime-gateway-deferred #AE (0 8 7 I ACE B & SO, RHIBAFPAT S/MIME %544 5,
. XEWE, MRS N T — BN, JREE A B E AT 4, B HEIx .

FEARIERE R, R A PEARS FTAT R A KA N ISR KB PFEAT SIMIME Jil#

smime-deferred:if (mail-from == "userl@example.com") {smime-gateway-deferred ("smime-encrypt");}

| e CS ot e |



fE MR B S mp s |
B svive z 2z

S/MIME 25 5N #R1F

smime-gateway #/F 1 I 5E (K A X E B SCHA BT SIMIME 2844 8, JF AT (&35, BhidAT:
] 5 SEAL PR

I HIRLE SRR B AR SRR AT S/IMIME 2844, I 37 HME IR I S i 1

smime-deliver-now:if (mail-from == "user@example.com") {smime-gateway ("smime-sign");}

188 &N FNIE EN 40 X 4R 1E
notify Ml notify-copy #RAFLORE ML FTMILE 5 2 A X B4R E MBAFHBlE . notify-copy ARG KILIR
SRR REIAS, 2480 T boc-scan $4 o I N4 A4«
o WSAEA% AT B2 1 R B R A K5 R A NS BN (vatr wrom Al RepT 0D AT 2 A 7R
o HEPERAGHBAEAS 2k o
o WAFDCHC I JERS K A4 K o

T L R I N AT PRHBEE RS AR . A R AR IR R /NS 4 MB AR, BRI
*gﬁ\EEEBmB#Fﬁ]admin@example.cmnZiﬁiﬁgiiﬁﬁiﬂﬁgﬂ#’ ??ﬁ%é%ﬁﬂ&%ﬁﬁ?#:

¥

bigFilter:

if (body-size >= 4M)

{
notify('admin@example.com') ;
drop () ;

)
%

bigFilterCopy:

if (body-size >= 4M)

{

notify-copy ('admin@example.com') ;

drop () ;

}

ﬁ%iﬁ%ﬁﬁ?)\%iiiﬂlEiﬁiffﬁﬂ¥§§ﬁﬂﬁMBﬁFﬂEﬁt (ﬁ”ﬁﬂ; J:ﬁii%ﬁmqjﬁgadmin@example.com) ’ ﬂZﬁJEiﬁi
Fig 7 A () BT A 4 PR NI E AR 58 sEnvelopeRecipients (I Z [ §AFE AR i, on page 64) :
bigFilter:

if (body-size >= 4M)

{

W DT 2R S B A S
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B AR

mmen |

notify('SEnvelopeRecipients');

drop () ;

}

notify AR SR E = ANMESMYAIE SR, WX LEESHT R E Ak HER A NFA AT

SRR I FUE AT o XL S HOn LN tHBL, AL, G SRS A e N B S S
ki, A R

FRSHAT et & Al IO JS AR P B I RAE AT IS S PR MEAZ L, on page 64) .« TS 4L

%kikﬁi%i%}Message Notificationo

fH B RAT NSHOT LURAEAT A RGBT bk, 7T LR A AR 0] B A 50 A s 4 S A R A2 PR 454

AR $EnvelopeFromo

WA SO AW ABARR I R A GTEAE R, WS B %N, on page 93,

PR BIRS b am BT T e, O LSO (oigrilter] Message too large, HFIRFIERAZIN
AR, FEEA “message.too.large” AR :

bigFilter:

if (body-size >= 4M)

{

notify('admin@example.com', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');
drop () ;

}

%ﬁiﬁﬁIBi{ffﬁ SMatchedContent EETFE%E%ﬁﬁ%HZi?#J\EQ%?ﬂEEiEiﬁﬂli?ﬂ??fiﬂﬁ%ﬁo SMatchedContent
AR BT WoR AT IR RS I N A BT, DU I SERS S AR ABA i 45 SIS T 0 A BE A

ABA filter:

if (body-contains ('*aba')) {
notify('admin@example.com', ' [$MatchedContent]Account Information Displayed');
}

X EM

* AN, on page 71

A LU “ AR YR” (Text Resources) TN EY textcontig CLI 44 H a2 Sl SR il & o FH T
notify () M notify-copy () HAEMISCATIR . W RAEIEE A @ SCEABR, BB . BRA
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B =voae

B AFEUSAAE K, 0 B E SGBEHBBCERNALIRIE k. 20 B SGEENh I s EE Sk, %
{?ﬁbﬂ SAllHeaders ﬁ"‘%’f/l;gﬁé% o

ARVEME R, WSW SRR —H.

FE N IR EI R, 2RSS A R SCHTR B e AR I, ZR ey ) PB oA N A& MBS o s -k
K:

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients', '[$FilterName] Message too large',

'$EnvelopeFrom', 'message.too.large');

drop () ;

}

B IR
bee FAE SRS AF I I 44 R A R LA R @ W N o S EA BRI e bl T B A s v I R4
B, HEEARIATA S IR BIZTEE N, ARG KA AT NAS— 5 Hi O AR E R A o
AL e johnny KIER sue FIBRF—HHHBAF 2 AFHPIL LS momehome . org:

momFilter:

if ((mail-from == '“johnny$') and (rcpt-to == '“sue$'))

{

bce ('mom@home. org') ;

}

bee BAFIE SCHF IR 2 = MIUMAPIESHL, WX SHTRE AL PR I B 8 Sk (s
KA NV L35 TSR L XS HOn e tHEL, I, WUeRE A B R N2 (i 1R

TSR] e w0 JRUs A b A A AR (GE S P #AEAZE, on page 64)  BRINTG L
Ny ROREBCEDA ARSI L (AT ssupject) o

HBRAT NSHOT DURAEAT A R AR bk, 7T DU RE A RO 0] B A 80 A Jir 4 IS - B A2 PO 3341

AR SEnvelopeFromo

JH:%WM%E%E&%J [Bcc] <original subject>, 4%‘1@[5]5%%%&7’9 badbounce@home.org, T}#}:‘ETJ:#ZT—\‘

i«
momFilter:
if ((mail-from == '"johnny$') and (rcpt-to == '"“sues$'))
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bec-scan() 31E

bee-scan() R4 .

{

bece ('mom@home.org', '[Bcc] $Subject', 'badbouncefhome.org');

}

The alt-mailhost is the fourth parameter:

momFilterAltM:

if ((mail-from == '"johnny$') and (rcpt-to == '"“sue$'))
{

bcc ('mom@home.org', '[Bcc] $Subject', 'S$EnvelopeFrom',

'momaltmailserver.example.com') ;

}

A\

Caution  pec (), notify() BAK bounce () I SERSHRAE S AR M4 P (KD 5 PHIDIR I PR AR 2 Q) i —

BTHEE, BB HS PR e B RIA . AN IE AR AT 25 QU — B8 RS SR KBTI A o 15 3k
MRS, IR MBSO IR DE SR 2 QI — B S R IS E T 10k YA KB
Mo AEIX =G OL T, BT MBARE AT 2 S 7 S A Fl AL 2L

FRIER ZA TR, BATELZ A bee 0 #4F:

multiplealthosts:
if (recv-listener == "IncomingMail")
{

insert-header ('X-ORIGINAL-IP', 'Sremote ip');

bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.4'");
bcc ('$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.5'");
bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.6');
}

HXERR

o WAL I ROR L 58 S0 T HUHE P, on page 113
pec-scan HRAFIVEEL Y bee BRAFAML, AN ZAAE T A& HOMBAF AN B s, DSk 2 e o A
PHEE.

momFilter:
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if ((mail-from == '~johnny$') and (rcpt-to == '"“sues$'))
{

bcc-scan ('mom@home.org') ;

}

b B N & HI R 4E
quarantine ( ‘quarantine name’ ) AR ARIC N BN B 25 X A B R E . A3 kR B X PR 45 8,
WM “RBRIX” —% ., duplicate-quarantine ( ‘quarantine name’ ) (VA N Ed RIS

FORFHRE R, TR A ISR Ak Sl L IR . BB X A FRIX 7 KN

FERRAC A TN R B X R RIS A R S8 1 IR T R AR B 70 o IR E BRI, iRt
HISPER AR I A TN — AN B AR X, IR IR LEBA S o A0, BRPRRE it . TER, IR
MEFAAT SR IEAR R, M A S BIRNRRE X

*ﬁbﬁﬂﬁy ﬁﬂﬁ%ﬁgﬁtfiﬂgggfgf?quarantine()%%TF: %Eﬁtziﬁgiﬁéibounce()Eifdrop()%%ff, $B¢F2<
SBIRANBGEX, DA e AR LR B RA AR R SR PRS0 & bR B X HR A, (HLR PR
A B B B ST BB TR A R N A YE AR BT, K EIRTG L. skip-filters () HAESSEL
MR AT A R AR P DS, (A AL DB RS T BEIRIE T o B, W SR AE P JEE A B b
JRNBEEIX, FFAHE skip-filters O #AE, MBAMPERRBEL AR ISR JES, JERERRES, BR
FRMBARAE TG 10— AR A S BUIS R 2 57

E N RE, SRR “secret word” i L HP AT AR 1] 0, MIBAEH 48t & 326 &2 Policy B 25 X .

quarantine codenames:

if (dictionary-match ('secret words'))
{

quarantine ('Policy');

}

FE NG, ABRE 2~ wlElE T EFIAT mp3 SCPERAF I ESENS o An SRS B3 .mp3
i, R 2ZAZBAR R, JERER URUG IESCFR ) RSB N — DS
B R S IS A ) AR B B 2 CARIZ 31 “ 5Ems” [Policy] KR IETIX o ) Tt S A7 b SRS BEL 1 R A
SRS 345 SR M RES 25 DR TR F o

strip all mp3s:

if (attachment-filename == "' (?2i)\\.mp3$') {

duplicate-quarantine ('Policy'");

drop-attachments-by-name (' (?1)\\.mp3$"');

}
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fE e ik A 3R 1E
alt-rept-to FAFLALAEREIHI MR IO FTAT I N B AR
RO A B B MU 6L 7 reetisc. com HUFTAMBEE, JEHSUBPERIFTA P A B

j@ system-lists@myhost.com:

freelistFilter:

if (rcpt-to == '"\\.freelist\\.com$")

{
alt-rcpt-to('system-lists@myhost.com');

}

Rz EHIRIE
alt-nailnost BAEAGHEEIBIRAY T A Mk ARG P MO SO BT P bk L4

\)

Note .1t-maiinost HRAEAIBY LE SBT3 S48 5 | A 2k B SR MB AR (K A4 R 0 0 alt-maiinost B4
B quarantine $RAFIFREMEAEAIE BIHE E HOMELE EHL.

T A RS B WA A N Rk B 1) B E ML example.com.

localRedirectFilter:

if (true)

{

alt-mailhost ('example.com') ;

}

K, 5 M3 joeeanywhere. com B MBLFARAL 2 A7 T example.com, HAS B Akt
joe@anywhere.com [FIREFEHL. F R, smtproutes ATAF & WA BUAN (15 BA 2 se bR AF 1 1%
%.  GESFYEE EAHIR IR, D

\)

Note .ic-mailnost BAEASCREfRENG 5. BIUL, U I SMTP .

AL PE AR BT A AR ) B 192.168.12.5:

local2Filter:
if (true)

{
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B cxorEn Enmsmn B

alt-mailhost('192.168.12.5");

}

EBUREN CERIMXHE) #RIE

alt-src-host HEAFLOREMEAR YR EHLSON HRE M. IR TNLELFR MEAEARUR T 1P 4% 11 51 1P #1141
WARIEFE— A TP 8, RGESAEARMAT I R WA b I (U i TP 2. S2Br b, LAk
A AFE— B0 AT 2 A B il . A TRAIME R, TS Virtual Gateway™ £
N BT AR A AR A I O

TP 2 11U BB ARG E (0 TP 2 18 11 41 AR JERR A6 A st (f£3%) TP $211 outbound2
ok TP MR 12,34 (I FR AU TR MR R 400 O

externalFilter:

if (remote-ip == '1.2.3.4")

{

alt-src-host ('outbound2') ;

}

A PEEER N TIP HUHE, 1.2 3. 4 BRI RE BRI BT AT s AHAE T 1P 4511 41 Groupl .

groupFilter:

if (remote-ip == '1.2.3.4")
{

alt-src-host ('Groupl');

}

FEIRME

archive FRAEATLEMBARIN DG G AR IR CELEEFITAT W PEAR SRS D ORAF 4 mbox #% 5K (1 32 1

WEERAEAE A ORAF IR H SRS RSB AT IEAR I A 30003 FH 38 e S04 1
HAETH, SEnT LR eI Il sEss H ot i pgas il ugas H B SCrad 5, nTBMEA fitters
-> logconfig T T2 gl &S H ik,

)

Note  1ogcontig 4/ cilters (M4 . AR T A& M58 Ui, 5 AT CLI A # I
1t yE#%, on page 97,

mbox A% AR ENT UNIX HBF RS X, 1 HAT 22 R0 s B RE ] 35 B SE 2 i Ay B s . T K24
UNIX %5, AL “nail - mboxfilename” KA H M. mbox k& EaiS0A, KA
i PP SO G e 25 o0 2 A5 IS A P PN 25
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FIBRAS KR AE

NG KIRIE

et |

ERIRRE R, RS R ALY Soesnitheyourdomain. com VCAT, TIPKG MR {-EIALRAE £ 44K
joesmith M H&:

logJoeSmithFilter:

if (mail-from == '“joesmith@yourdomain\\.com$")

{

archive ('joesmith') ;

}

strip-header HAE SR B MM E SAFFERE E M 3k, I AIRPERMIBRIX 4T, SR P60 f71E
A LI, BAE SR BT (5 k32 (Flan “Received:” {53K)

FE NG, BT WP AEAR IS AT B MR 5 2K x-Deleteme:

stripXDeleteMeFilter:

if (true)

{

strip-header ('X-DeleteMe');
}

A BEAE SN, 3R Sk 02 A LA AR AR B R P AR SE 50 Cln A TS Tn s R B3k B84 5
ML BEERAE MO SO o RTINS R, TS P S ATRAE, on page 5.

insert-header FAEAREH I JATASIIRATH o AsyncOS AR FIE SR AT hnitE; 20
DRAE BRI S PEAT 5 TIPS A Ao o

FE R 7R, GERAEHB A A EIE L, WIHEA A x-company HAH A My company wame FI{H
%Z

addxCompanyFilter:

if (not header ('X-Company'))

{

insert-header ('X-Company', 'My Company Name') ;

}

Insert-header () i‘ﬁ'ﬂ’ﬁf{]ﬁﬁﬁ%iﬂi*ﬁﬁﬁFAsal ?fﬁt’ {E{;%fgﬁﬁ'ﬂb@j% ASCII (ﬁ'%ﬂ%jﬁ) °
A AR R AT HT BN 5 RS 2, DU R PR BE b4 5y ] 11k
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B seesrsn

\)

Note strlp headers Ml insert-header BAE T LALE AT, 5 JRUARIRAF I T A IRAHE Sk o 7 HELE7H 00
o, WM Z MG S (W Received: ) 5 MAERLEIFEA T, 2N HIME S0 v] fg 2 R
MUA (£~ “Subject:” f753k) .

R PEATSKIN S R Sk 2 T LA AR AR PR rp A S 5 CAn A P n s ORI B3k s A6 L5 A i
ML BB O o A RTEAE R, TS PIRHE S AR AE, on page 5.

IRARAS KX AR

edit-header—text FRAFESCFRFIIENZRIE BB REE SR € M5 k30 IR IR Sk IMIE
WA, IR RO FE 1R R IL

i, WP T 21 F AR Sk

Subject: SCAN Marketing Messages

AL IS MBSk 1) “SCAN” SCA, RIM{RESCA “Marketing Messages”

Remove SCAN: if true
{
edit-header-text ( ‘Subject’ , ‘~SCAN\\s*’ ,” ' );

}

RLUE AR A B SR [ R B Sk

Subject: Marketing Messages

w48 IE XX AR

edit-body-text () mﬁﬁ#iiﬂ§%§t§Edit—Header—Text ﬂﬁgﬁ*ﬁfly 1Hf§ ﬂﬁﬁﬁfﬁfﬁﬂ:mﬁﬂ#ﬂiji Zﬂ
RF Ak

edit-body-text () MSFILIERSME M T AIH%, P — NS HL B RANENERIL, 2 A2
FERF AR

Example: if true {

edit-body-text ("parameter 1", "parameter 2");

}

edit-body-text () MEAFI BEASAAE FH TP 1E SCHE 43 OC A MIME #83 Mif: “ 137 382 s
CPRAET TR R, 1S B ISR S BB A, on page 5.

PLUFR 7~ g 7s URL MREAE B, 42544 SCA “URL REMOVED” :

URL Replaced: if true {
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edit-body-text (" (?1) (?:https?|ftp)://["\\s\">]+", "URL REMOVED");

}

PAR 79 Ji s 2 ORI 5 i AP LESCHHIBR - R4 SOA “XXX-XX-XXXX "

ssn: if true {

edit-body-text (" (2!000) (?2:[0-6]\\d{2} 7 (2:[0-6]\\d[7[012])) ([
=12) (2100)\\A\\d\\1 (210000)\\d{4}",

"XXX-XX-XXXX") ;

}

\}

Note 1N} JVEAE edit-body-text () 18 2% P4 T2 BEAR TR AT o

HTML 5535 324%

RFC 2822 5& LT BRI SCAKE 20, (HILESCAR A T — 2 (i MIME)  LA#i{£% RFC 2822
MR R At N 2% . AsyncOS ILAE W LM hemi-convert () HSAFIE €A DL VLK HTML 4
LN

Convert HTML Filter:
if (true)
{

html-convert () ;

}

SORHIB P PR KE FI T 45 € MIME #8738 T M “1E3C” 38k “WfE” o hemi-convert ) 1L BEAHX
YER T IR IESCES Sy o A RIS I SO RO TEAR A R, 35 2 B 130 I IEHF, on page 5.

ntml-convert () MRS MAE SR AL AT, K HTML A SCRS A I ER o

W MR AR S SCAR (text/plain),  BEAFRHRE JEUREIR Il DB AR o MR A2 17 5 (1) HTML W (text/html),
T HTML bR 286 IS, =2 ) 1 SO 45 HTML B0 B4 b A7 3 3 8s XAk,
I HHTMLANE W A4 SCA . WIERABAE 254 MIME CRH 2353/ 450, BRI A5 N
ZE M) 1) text/plain 7553 F1 text/html 34543, 1 BE 245 M B S 2E 1K) text/html #8745, {17 text/plain #4)
XA MIME 288 (123504 W IES B MIER HTML 1E 3G 5019 HTML #rid, 4%
HTML 1F 3C 54 A MR A

WAAERRAEE IR, nemi-convert () RLUEAHRAEOCKEMEAFARIC N 5 ZEAL T, (HAN S N7 B ST KOS 1 5
o P REBESERUG, X HBAER) S A S A XA T At D B AL G e i R AR s A
IE3.
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REIBCE SCHRIE

bounce-profile FAF A HBAF /> B THAC B R MIAC B AT GHSPE AR IHELE. ) WEREREIS
WL, DU T L R [ E T SCAE L AR IR (BB 0. AT b 2l RS A i A MTIT R e (O L R 2 e &4
IS (KD AR (RN E B S (R E MDD .

E_FEE/J@/}E%%{?WEP, 7'7%‘%7'7 X-Bounce-Profile: fastbounce E’]Fﬁﬁﬁl‘ Eﬁﬁﬁ:ﬁﬁbﬁﬁmbﬁi

{4 “fastbounce”

fastbounce:
if (header ('X-Bounce-Profile') == 'fastbounce') {
bounce-profile ('fastbounce');

}

o3 I B IR R R SR AE

skip-spancheck HAFRIRR KRG SALVFIIFSEIT KRG LT B AR T AR BB g . 2R
ARBCEFE T WA S M AERL 0, s RMARE WS PEAR I B AT BSR4 4,  SefEA2
X HBAEREAT b B

PAR 7R Se v i TP A5 245 23 IR BB S ol 35T P 7 (1 B i 33 M - 1oL 9 2 i

allowed list on reputation:
if (reputation > 7.5)

{

skip-spamcheck () ;

}

AR ER

o Al NPk S D e
o G 7 ML i e i S IR S AR B T s

S I ER R AE
0 LA AR SES P L A B AR A T T 9 M PR 0 B ek A 1

R 1 I AR IRAE 15 R

skip-marketingcheck GERLBE X R ST A
skip-socialcheck GEIL B X AL A I 4 S ) 35 A1
skip-bulkcheck GERL B R BB ) B A
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PAUR 7R Bl e AE M R > “private_listener” _EHEWSCIRI MBS 06 20 S8 1) 44T 0 465 IS £ A € IS - 4
k.

internal mail is safe:

if (recv-listener == 'private listener')

{

skip-socialcheck () ;

}

S Brfm s RPIRE

REXHEED

R mERAT

skip-viruscheck BAFTRR RGACVFIRIFSEE R LRCE PTG M RN R S8 WRORIC B D 2 &
g8, SR MNAAG IR AR A ST 440, R A A Xl AT b B

AR 7n il e AE M RS “private_listener” _E3ESCIR IS A B S8k S bar SR SR BT 3 2 R 4

internal mail is safe:

if (recv-listener == 'private listener')
{

skip-spamcheck() ;

skip-viruscheck() ;

}

TIRF M 17 R GHRIE

skip-ampcheck #AEFR 7R RELLVFIBAFSEIE RET L HCE SO Z D DERISCA 0o o SRR B S0 A
R LR AN ST AT, B SR AR SRR 10 D ¥ G REAT SO RS E R BRSO i, et A
SN IBAEREAT AL PE .

LAR 7= 45 € 25 PDF B Al N Sesd SCPHA 2l g A ST i o

skip amp scan:

if (attachment-filetype == 'pdf')
{

skip-ampcheck () ;

}

IIL. ﬁtjEHEH:I} ﬁf

skip-vofcheck FRAETRZS RSV MBI FSEIL I BEE A DEAS T . W SR i A L e AR R SR Y
VEERAEAN S WA FREAT AL BE

LR sl 45 sEAEMIWTFE /7 “private listener” 32U MR 2R R S8 4 & ik g 23414 .

internal mail is safe:
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if (recv-listener == 'private listener') Outbreak Filters
{
skip-vofcheck () ;

}

N INEREErR I ER1E

tag-message FRAFSAEANR MBI BN H & KR, LUEAET] DLP Sl yg. %nT LLfs DLP SIS HC
B S WEEARIC I o IBAEAR ISR AATT I . AR TR LIS 1a-2a-20-9 -1 F
PP PR AR

A KALF DL IBAHILIE ARG R, 0 “BIRER” .

L RGBS B PERF A B B8 (mncrypr)” OIBIF. 20U, %57 LLOJEE DLP %0, WA
FHBPEITE T, WS 15 (0 BAT LB PERRIC RO P2 TR SAT I

Tag_Message:

if (subject == '""\\[Encrypt\\]"')

{

tag-message ('Encrypt-And-Deliver');

}

AMBEEZBZEE

log-entry FAFAER BZON 7 SCA M HAE BN B E UK. U S Acs . ] DU it
BAEARAN TR ISR, LR AR I DEAS N T AT 23R AR IR e H &A% H oK s £E 1B
PHERER

PUR 7R BN T AR s DX R i it 5 24 I L A5 B i gl P H R 46 H

CompanyConfidential:

if (body-contains ('Company Confidential')

{

log-entry('Message may have contained confidential information.');
bounce () ;

}

7~hn CEF HESL BigE

cef-log-entry BEVESSH HE X OUARIRAGIFFAEH & . CA S HEL R, QERERE “&5IF
HEHE” (Consolidated Event Logs) H& 1T B,  “iEw HEFE” (Selected Log Fields) L& “
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X H&E4H” (Custom Log Entries), W CEF Hi&igc H S HILE “AIFFEHE” (Consolidated Event

Logs) H'.

PLUR/RGIEAN—AFr2E K “confidential” « {4 “true” fCEF HiE4&H, iZHEKHAESGIFEMEH
Eiqﬂﬁﬁi%ﬁﬂT:: ESACustomLogs={'confidential': ['true']}

CEFLogEntryExample:

if (body-contains ('Company Confidential')
{

cef-log-entry("confidential"”, "true");
}

URL (5 E4R1E

I ) URL 5243 20 0 URL BHAT o A7 R E EEPRANE ARG, TS D 0 il e siAs
i 2 URL A B Ol PP ) URL: e P84S 8 URL 53540 URL 285 4%

XA AT R
7E URL {5 2415

®* msg_filter name j]EB?# ﬂﬁgﬁﬂﬁé§$m
® min score,$ﬂn@xiscoreZE%*TELLfﬁ(Bﬁﬂﬁﬁﬁid‘xﬂﬂijiq% g3 e A R E A .

/N RAR 2 AT -10.0 F11 10.0 Z 8],

o PR S B RS ASRUAT 0 BE O T Ha e 80 4E, A A ERIAHN. “no - reputation” hiAs, 41EA
TR
* allowedlist NEENX URL FIFRKIALIR GEI urilistcontig i EN) o IHENIGFHIFRNAT
k.

o NI Preserve signed, IMFA 0 8% 1:

o 1 - R UL DN TR 244
* 0 - K SLARAE N T AT R

ﬁuqi?ﬁﬁzpreserveisiqned{ﬁ, %%TF#%{RDEFHﬂ:ﬂ%%iéQEB##O

X ER

* M4l URL {52665 URL #%40:h SCA, on page 83
* f4i URL {525 2% URL H[1J&r, on page 84
* 4% URL {52 URL 5 n) 21 B2 2 CEE |, on page 84

#RE URL {5 1% URL & A4 LK

EERERSRBSSEITRE, BRITUUTHRE:

{fﬁﬁ url-reputation-replace ﬁ%?Fo
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B =i urL im0 URL o E:

{@Fﬁ url-reputation-replace f%ffﬁﬁ, fiﬂg%§H9fg%£i@:
<msg_filter name>:
if <condition>

. . . '
{url-reputation-replace (<min_score>, <max_score>,’ <replace_text>’ , '< allowedlist> , <

Preserve_signed>)j

;LEP » replace_text %E*&Tﬁ% URL EI':]IZ'KO

EHEEERSARESSHBITIRME, BMITUTRME:
f#H] uri-no-reputation-replace #/F .

i ] url-no-reputation-replace #EAE N, L IERSIHTETE N -
<msg filter name>:

if <condition>

{url-no-reputation-replace ('<replace text>', '<allowedlist>', <Preserve signed>);}

;LEP » replace_ text %E*&Tﬁ% URL E@IZ'KQ

#RE URL {52 KB URL B9 BB

EEFERSFRBSOIBITIRME, BITIUUTRE:
1l uri-reputation-defang #EAF.

i uri-reputation-defang BAEN, IHIEFIITEILN:
<msg_filter name>:

if <condition>

{url-reputation-defang (<min_ score>, <max score>, '<allowedlist>', <Preserve signed>);}

BEGFERSFARBISOFBUTIRIE, BFMITUUTIRE:
f#iH] uri-no-reputation-defang #EAF.

@ﬁﬁ url-no-reputation-defang TST’%{/FHHL, ﬁﬂﬁ%ﬁﬁ‘ﬁ%&ﬁﬂ:
<msg filter name>:

if <condition>

{url-no-reputation-defang ('<allowedlist>', <Preserve signed>);}
1R URLIEE1E URL EE @ 2| BRI L &K IE

EEFEMRSRBSOIBITIRME, BITUTIRE:
{@Fﬁ url-reputation-proxy-redirect %%ffo
{ffﬁ url-reputation-proxy-redirect f%ftﬁﬁ; fiﬂgggﬂgﬁgﬁgﬂb:

<msg_filter name>:
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if <condition>

{url-reputation-proxy-redirect (<min score>, <max score>, '<allowedlist>"',

<Preserve signed>);}

ZHEFERSTRBSDMBUTIRIE, BFMITUUTIRE:

] url-no-reputation-proxy-redirect EEfE.
ffiflurl-no-reputation-proxy-redirect FEfEHS, IdJ&REMITETL N -
<msg filter name>:

if <condition>

{url-no-reputation-proxy-redirect ('<allowedlist>', <Preserve_ signed>);}

URL 251 ##1E

e |

I Y URL 208 25 URL 8UHAT N . A REEEAE R, 1S P S S s T2 ¥ URL

ISR A 9 URL: 76398 58 T URL £33 R URL 254 1f
LR BRI
EFTAT URL 253048 fF

« msg_filter_name K HEFEIL IS0 475

* category-name & URL J5. (IIE 50 [G2 N0 B IERSA A PR, THEE N ALIE

PR URL A0 5t A SRR B NRE], 125 5C T URL 4.

« url_allowed list 4 )32 X URL #IE 4 GBI urllistconfig 45 3D o
* unsigned-only: HiA 0 5% 1.

o 1 - R AE UM AT 1 R4 A

* 0 - REULERAE N TP A

AXERM
* fid4lt URL 51K URL #5404 SCAS | on page 85
* JEF URL 25 2:F% URL H (1@ M , on page 86
* Hi#ls URL 285016 URL 03¢ ) 31 RF22 4242, on page 86

#R#E URL 25118 URL B A 3R
i url-category-replace #AEMS, W IESSIITETE N
<msg_filter name>:
if <condition>

’

<category-name2>’ , ...,

’

url-category-replace ([ ‘<category-namel>’ ,

’

‘<category-name3>’ ],’ <replacement-text>’ ,

}iqﬂ, replacement—text.5%%?%?%% URL HﬁjZZKQ

<url allowed list>" , <unsigned-only>);

| e CS ot e |


b_ESA_Admin_Guide_ces_15-0_chapter21.pdf#nameddest=unique_8
b_ESA_Admin_Guide_ces_15-0_chapter21.pdf#nameddest=unique_439
b_ESA_Admin_Guide_ces_15-0_chapter21.pdf#nameddest=unique_392

{3 PR T R SR STERn e |
B =7 urL 5105 URL o R

ETF URL %5 Xk URL HHEYELAR
ffiH] uri-category-defang AN, LUESHITEIL A
<msg_filter name>:
if <condition>

url-category-defang ([ ‘<category-namel>’ ,’ <category-name2>" ,..., ‘<category-name3>’ ],

’ <url_allowed_list>’ , <unsigned-only>);

FR#E URL 2515 URL EE @2 BRI R &K IE
ffiH] uri-category-proxy-redirect #AEMS, IEEFAITEILA -
<msg_filter name>:
if <condition>

url-category-proxy-redirect ([ ‘<category-namel>" ,’ <category-name2>" ,

‘<category-name3>’ ], ’ <url allowed list>’ , <unsigned-only>);

TeiR1E

TCHAEEAE AT no-op B no FAE. W RAEAALAEMR AR ik pE2s A0 M %0 BR g B 25 s S LA, m)
DA e . e, S TR 0 R BRI DR A AT N, ST DA e A . AR PR
VeSS, ATRMEH “HBfEid e 284k & 7 (Message Filters report) BT[] W 44 8 ME A4k € 2 14T A
FER A T LA g s

LA 7 51 Jg s S A Y S oL i e b (R A A

new filter test: if header-repeats ('subject', X, 'incoming') {no-op();}

(A 3E HR A 3R AE
ARG NG IBIE 545 RN 7 A5k, IR “ARERIEANT S
PUM B 8 s SR AR 1 b N7 AR Sk ST S b AR HEAT B, R A A i AR
WV EC o BOR T 885+ 70, WIS IERs S MBR “RAEN: 7 5 IER IR IO EE AN

FED CF: if (forged-email-detection ("Execs", 70)) { fed("from", ""); }

BRE=EE

M4 F3 78
IS A4 % A5 Py AT R R e SR B BB A4 P N5 &y ) S TR B, TRI T AT AR AR BR A28 D s B A2 1) B
e

ST DR B (R e SO SRELa IR, I DER Ao AR S0 B P O A DI AR ]
R R BRI 2 (B, exed) EATAOAH NP A (B, doc) » fILEEd By fid
JEAT -
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wean |

AR AR, AR BRSO S U, R IE A . i A AR S
(A AT EAE . W44 Excel 58 Word SCRY,  FAFFAHE 5 1434 n] DU I AR SR AL 1 ik A X5
ff: exe. .dll. .bmp. .tiff. .pex. .gif\ .jpeg. .png PLX Photoshop K% .

A 19 D6 o 1) P 2 R T LS AR AR SO U T P 24
* ACE {744
* ALZ {74
* Apple fitit 1%
* ARJ f74%4
* bzip2 FFA%
* EGG {744
* GNU Zip
* ISO fiAE w4
* Java {744
* LZH
* Microsoft Cabinet 17
* RAR £ 30 F
* RedHat %655 B 3374
* Roshal /74 (RAR)
* Unix AR f£1%
* UNIX 474
* UNIX cpio
* UNIX Tar
* XZ {744
* Zip /744
. 7-Zip

* ARC

\)

Note <] LAYE Web Fitifivh Al H] 22 £ AR %% (Security Services) > $3##1T 4 (Scan Behavior) Wik & 5 A
PR AR S ST PE A5 ), AT LLEE CLI F{#i ] contentscannerstatus iy 2 KA H . XL
RS BT R S5 25 BB SE . WIS R B e fF, WS N E 51T 4, on page 119,

| e CS ot e |



B sranmeaomedrs

AR EHR

o TG A BRI 3RS, on page 88

* 14437, on page 89

o FLE B AT 514, on page 89
o R B I 8 0 T B A AR TR 5 00 A 5 SR AHAT #RE, on page 91

* JE %1, on page 93

o BT UE SR 75, on page 93

FA T 13 fi M RO BB L 25

R PRI D R R R AR R A AT

el S oo |

CRRPERMMRS, WAL FRAREE, D

AL IE RIS I B AR i SCA, S AR AR, i HooT DUEL S iR pE AR R AR . G S P I
PEFFE IR AF I 9 2% 7~ 81, on page 93) .

Table 8: F i< if M4 B R 44 13 I 2R 4R E

#HR1E

B

152 AR

LA RMER BT

drop-attachments-by-name
(<regular expression
>[, <optional

comment

>1)

TR ISt o SCA44 5 45 e 1 )k UG R )
P A an RAFARS ST BT (zips tar) £
VLRSS, WK EF XL W2
B A9 S 2o 1 #5873 1], on page 93 .

LR EFFIAF

drop-attachments-by-type
(KMIME type
>[, <optional comment

>1)

T MIME BB BT A7 b (Fe4y
JE MIME SRR s e 4 AW o s
AERGSCAF I (zips tar) 405 DERC 1) S04,
W F T IR L fH 1)

LR ST

drop-attachments-by-filetype

(<fingerprint name
>[, <optional comment
>1)

EF ML RCLE S “FRE0” BT I
o T RAFAY SCAFEAF (zips tar) A5 UTHC
M, 0K 25 1K SE A

% MIME SR R B2

drop-attachments-by-mimetype

(<MIME type
>[, <optional comment

>1)

FEFEMAE R4 5 MIME 2889 (1 A7 44
B EA S 22 S R 44 1 MIME
KA, RSB SR AR N2

IS=H

LR TS

drop-attachments-by-size
(<number

>[, <optional comment
>1)

LI rh 2 s ah g i T U5 T BN TR E
KA CLLFH AL A I 15
B M TAAREEURG SO, SR A SR A
iP5 (KRN, T REBREE 1 RSB K

/N

W DT 2R S B A S
88
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El& o4

mgst
1R Ek 1518
et BRI B AT M
: ARSI Czip. rar) LA HOET SO0 5
(<regular expression TE NS SR ITRE, WAFR P4 4
>[, <optional comment %:‘
>1)
BRI | B A R IR
—mftch (<dictionary name>) | ’ﬁ:o ﬁn% MIME ﬁBﬁj‘ﬁW’Mﬁlﬁ%}iﬂ%}ﬂﬁ?ﬂﬂ
ARIE R BHFITEC CHAR 2 e S
fED 5 WAHELEBRBAE . ST
A it 9 2% 745, on page 93

FLCIR RS T RE T B SRS A A RIS AT R T 5 Tl AN

PR 73 A 25 18 0 e Pl 5 I P P S0 R i NI 4 A AT e o X B0emT LIRS 1 45 g TR
AT o 0 B s v] LAV B R h AT ARSI LRAT AT IRt T B o A B 1 7 23 b, B
HEB AN I A Ao JRE I 1 23 BUBLR K R A W RERANE M N A RSB RIEA S UE
77 AT 7

G W AN T D 78 OGS 0 0 253 M S SRR A4 5 . 3 1 A R T DRI A v FR AN 2 Py
PO R A BN T o A3 BG40 5 | B B A 3T B, F Gl

FC B MR X S BEA T PG T i, T A FH WA 0 B e Y0 s 10 D) Acb B P 58 AN GG M PR A o R 3137
YR UL R R M Sc ;. BMP. JPG. TIF. PNG. GIF. TGA F1PCX.

SRS PPN, BRHREHE SCIFRT, PRI BAEI ST BT (BN 2 ISR ISR AE 5
A, T B PO . RS HT A SRR 0 P . R
IFFAIRAEATIN G, WPFRISEOS “07 , 15 “IER” FIAARL. I, A {ER @I
5| “IEH” HE

Ao E Bl o352

i GUI i B 523 H -

Procedure

FLB1 KRR RLBRE (Security Services) > IronPort Bl 4> #f (IronPort |mage Analysis).
P& 2 B (Enable).

Ui A NI R TN B AP NS P B TAZI P S e S
PG 23 b I D s DU S R P AR A LA S if S A T R L8 £«
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B wonmssires

s EE: FEAEENEYUMNE. BEON e BInEnt bR ae gt ), Bk, A%
ATAT EUR IR RS 2] “1EH 7 HE
« ATEE: FURTREE S AMA A0 N 2
s FRY: HEBEEEANUMNE.
IR 52 e T EG O0 Mr 8% S 20 T T S8 A AEANIA 9 N 2 0 ] B (K 85U
ARV LR
s E¥: 0-49
e nJ%E: 50-74
o AN 75-100

What to do next

] DO o i R AR B B AU B, A B AR B i, RO, W) AR
RRBEW E . B, A, ARG AE M AR, ] Ae i 23 s e i R UL .
RIBPEBEZNT 0 CERBUL) M 100 Gy fERUED 2RI, BB R BUL BEE 65,

X ER
* T 55 BT i, on page 90

MoAE G TR E

Procedure

FIB1 KRR LBR% (Security Services) > IronPort Bl 4> #f (IronPort | mage Analysis).

PR 2 pihidmiEiRE (Edit Settings).

PR3 BCE BB TR R E . BB R BT R E 65.

FRA BCEIEH . ATBERA 28 I BCE
Be EAGVE N, ERORMEATE S, HOUREHL.

PIRS 2#, 4 AsyncOSsyncOS Fi B A A AL B HBATKDESR I EIR (HERE) o BRAELLR, 24 100
BERMEURECE SR E . FHN T 100 R #= G I AT Be s A DR .
SEIE AT PIAE CLI F i ] imageanalysisconfig fir 4 i F G 5047

What to do next
X EM
o EE R E HEPEIR A E 734, on page 91
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sagamtnszss [

EEHEM G ES

FEATE R E MBI AE 08, BT VAR WA H & W H W] SR BB ARSI 44 L R e Bl
PRS2 o Behh, HASER S SO I B G2 A nT LG R . R, HAEHIE B 44t
ANHSPERREIIZA, AR BB E R B, W SR ) I e SCPE R R A% TPEG &2,
H &4 HR A& IR 4i SO 2R, AN JPEG BUR I FR. sEAh, IR R Sof b s 24 K1,
H &4 HAR 0 B A BRI SR 7500 o ANl VR RS iR LR 15 A AR AT B AN T

HEAN GG I A R FE QER . rTBERAME ) MIfE R (HZ, BaT BT AE H &
SRR E BB AF ALK, DRI T AR X M RAT (3R A B A R 7 B 35 AN 2 T B [ 5

fltun, T KRR H RS S M s ML AR P (8 o BT Hi 4 R 5 1 B A

Thu Apr 3 08:17:56 2009 Debug: MID 154 IronPort Image Analysis: image 'Unscannable.jpg'
is unscannable.

Thu Apr 3 08:17:56 2009 Info: MID 154 IronPort Image Analysis: attachment
'Unscannable.jpg' score 0 unscannable

Thu Apr 3 08:17:56 2009 Info: MID 6 rewritten to MID 7 by
drop-attachments-where-image-verdict filter '£f-001"'

Thu Apr 3 08:17:56 2009 Info: Message finished MID 6 done

KR R R BC B A IR BB R T IR S RPUTIR(E

JRF BT, b 2B S AN R BBSAEE SRAT A R R A AR PRI g & . B, S nT ey BALILIE
FOIE RIS, i A 5 A AN 2 AR S AT R S

)

Note R RHE il s AN 22 o 5 iR [0 s S AN M BT BRI HBAF o A, PR S (R A R X BB 2 X
LUSET Ji i 0 ol A RR RE A 3523 M

LA I PR s AR A AN 2 slR] SE R4 b ic -

image analysis: if image-verdict == "inappropriate" {

strip-header ("Subject");

insert-header ("Subject", "[inappropriate image] $Subject");
}

else {

if image-verdict == "suspect" {

strip-header ("Subject");

insert-header ("Subject", "[suspect image] $Subject");

}
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. B3 A A T 2R AR IR B 15 53 A 0 E MR AR B 44

AXEM
o QU N AL BE SR B R AT P2 IERFH AT, on page 92

B2 A 2 1T IR AR R B 15 20 AT 51 e A Bk B
FA VBB AT, 16T DARUAE U Bt D AR PR A s BRI P S 5 LUK I A
HRARAS T (RSP AT AR A . 0, 85T A W 854 7 A 24 2
SRR BT A BRI PR, AT DL S

Procedure

LB KR “HBEESRIS” (Mail Policies) > “f& AP 7¢1d €48 ” (Incoming Content Filters) o

P2 Sk I JERS” (Add Filter).

PR3 AN IR LR

WA & “$R1E” (Actions) F, siidiiRANIRIE (Add Action).

FIBS AF “H SO R FE” (Strip Attachment by File Info) N, fidiE& S #HI ET (ImageAnalysis

Verdict is):
FIR6 LT BB H)E ik 4%
- T
ENCE

© REHE
« R
- IR

e B E T EIR 1T 7 ERIRIE
LTI T R BT 5

Procedure

L KOS “HBLRSENE” (Mail Policies) > “fE AN L JER” (Incoming Content Filters)
W2 Uil i yELR” (Add Filter).

7 LI AL ECSUR B

PIR4 7E “%AF7 (Conditions) T, riihiiRin& 4 (Add Condition).

PS4 B SCME R (Attachment File Info) ', sSidiE& 2 #7FIE (Image Analysis Verdict).
PR6 EFELL N H A A HE:
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PR
SRS

$IE9

am [

* nJ5E

* AMEY

* IIBEEANIE Y

P NUESET

* B
R R INIR1E (Add Action).
5 PEAR R UG 20 ) X A AT TR B
PEAZ AN L

A B Aok B R, AT GUIT ) “ SCAR TR (Text Resources) L[ BY textconfig CLI iy 4>
Be B H g SCB RN SCAE R SCAR TR AN SRR ASCIL 45 CAIlEEARAR I 28 48 25 B /s 1 B
EDIN

%Ej:ﬁﬂEGﬁ%W”qu’ 5t{ffﬁ textconfig ﬁﬁé?@UngTﬁﬁ)\ﬁﬁfumB##ﬂZjIEgstrip.mpBﬂ%%Dtﬁﬁio &Eﬁiﬁu
AW PERLUE BB, RE, AR B mp3 SCOFIN, RGE 2 i BB P R A, 5
mp3 SCAF OB ER .

drop-mp3s:

if (attachment-type == '*/mp3"')

{ drop-attachments-by-filetype ('Media');

notify ('S$EnvelopeRecipients', 'Your mp3 has been removed',6 'S$EnvelopeFrom',

'strip.mp3');

}

BRVEMMGE R, 5 S P AORE & 10163845, on page 70,

Bt 4 33 s R L =S o )

EPNEPS

PLR 75 ) FE 7R AR B AE b BRAT (R #AE
* Hli N5 2k, on page 93
o AR E ST IAE, on page 94
o Ficin] ML U EC IR B A, on page 95
o 2 R I B2, on page 96
o KA SZ R AP TR AT, on page 96

(EREE R, AsyncOS 2 EMHE 24 i 0 A A1 L
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el S oo |

FELUR 7RG, BRGU WA o i T AT B34 T SR B 44 . A R B S R, N E
)K,X—Header:

attach disclaim:

if (every-attachment-contains('[dD]isclaimer') ) {

insert-header ("X-Example-Approval", "AttachOK");

}

FE N IR EI, RGN BT — HER B . 1 IEERAE attachnent-pinary-contains
YRS UNAE 2R LR PDF SCRS CUn &8 MR A i b st b Ar e, G A e Uf5 3k
match PDF_Encrypt:

if (attachment-filetype == 'pdf' AND

attachment-binary-contains ('/Encrypt')) {

strip-header ( ‘Subject’ );

insert-header ( ‘Subject’ , ‘[Encrypted] $Subject’ );

}

R LB ZFHMG

ELURREIT, RN “TTHITRIE” GIRFE Coxer dILFT ) o ZERBEEFVRINS
&, R BRSO SC % (] sazoppedtilename BAFERD o VERE,
drop-attachments-by-£iletype HEIEK KA I, HEHARSCPEIOIREUMIRI B, T R FURSE = A5
BERSSCAR R4 534, AT MRGE A ORI C “mpeg” ) o LA BAS A LA %

( “Media” ) :

strip_all exes: if (true) {

drop-attachments-by-filetype ('Executable', “Removed attachment:

$dropped filename” );

}

e R EI, RGMEE R AAE T exampie. com BB MR — “aI$ATHE 7 41H
#F (.exe\ .dll Qill .scr) °

strip inbound exes: if (mail-from != "@example\\.com$") {

drop-attachments-by-filetype ('Executable');

}

W DT 2R S B A S
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mwmnnempry [

FELL Rl B MAE 3 R A AATESE exampie . com P THIBAE AR MM I STAE 2 2R IR0 S il B
C “wmf” ) PLABRAFRIE— “RI AT A Clexer 1l Ml cscr) o
strip inbound exes and wmf: if (mail-from != "Gexample\\.com$") {
drop-attachments-by-filetype ('Executable');
drop-attachments-by-filetype ('x-wmf');
}
FELLR R, RGN T B2 WA RR, X “Ar AT BUE AT T . ERE,
e AR AT AR SO 2R
strip_all dangerous: if (true) {
drop-attachments-by-filetype ('Executable');

drop-attachments-by-name (' (?i)\\. (cmd|pif|bat)$"');

}

2 i/

drop-attachments-by-name F/E X FFIE ASCIL F 4.

\}

Note

HAER I SCAE A% AT e 5 AT R 2%

drop-attachments-by-name FEAEIGFARHE N MIME 15 k3 FR A SO U EERIER . I\ MIME 15 3k

TE R EIR, WREA S exe WTHATRF R, BRCRRAE 0. &, W20 —A S0
HAURTILVESRMBF, LGOS P IATHRAE. I, T HUIL 6 28 oM I PR A A
-exe SCAFRBLIR T AT AT«

exe check: if (attachment-filetype != "exe") ({

drop () ;

}

WA B S 2 AN, B AWERE D ADIEN exe SCIF, BEPEMISCMES IMIERIZIBIE, BIAE
FABMAEA I ©exe LIS

Y22 1) B T B A B B4

drop-attachments-where-dictionary-match FEAVEWRFHR P 1] S AE UL EC MM PR B . 0 S MIME #543 +
(VAR TEABAR Ky ] AR TE (R B IE CHAR B P e SCRYBIAED WA b IR B Ao BUT 248l
TN W SRAE A RS 2] “secret_ words” 1] B [P TR R SR . VEREG DRSO

Data_Loss_Prevention: if (true) ({

drop-attachments-where-dictionary-match ("secret words", 1);
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B e=zwpoms

B B8 32 R 7 RO B 14

attachment—protectedijﬂgﬁgwwﬁtmgﬂFquEﬁ{fﬁqm%#Fﬁ%%§§§%§E%€%bho %ﬁﬁTEl%Efg)\ﬁﬂﬂFJ:fffﬁﬁt
USRS, BRORME AT LA . AR S BLE AN IS SR IN B X0 G 1) Fs 48 SCAR B 32 AR
1o [FRE, ARBHT IR G PDF STAEAGA A 2O, BIEA 35 i BR ST BT B . LA < o e
IR ARA AR AR T “HEE” (Policy) B i X«

quarantine protected:

if attachment-protected

{

quarantine ("Policy");

}

o R 52 OR 4P BY B 44
attachment—unprotected}EiﬂgggwMﬁimgﬂF44Eg{fﬁﬂm%ﬂ#ﬁ%%§1<§§%§ﬁ%6%®ho ﬁthﬂFfiﬁggﬁ%%xﬁ
attachment*protectediiﬂ§%§ag%b7ﬁo %ﬁﬁIQi%EyF%iEBﬂ#J:ﬁffﬁﬂtfiﬂ§%§’ Kﬁﬁﬂﬂ€§§ﬁﬁﬁﬂﬁﬁﬁfiiﬁﬂ
fFo BURRGIEZR AsyncOS fEANKR WU R LA INASZ DRI AT, IR B sk
quarantine unprotected:
if attachment-unprotected
{

quarantine ("Policy");

}

{5 P E 4 5L I =S A 0 R 4 B 1 R RO SR B S0

i, A LR M2 g s A A I ETF 5 803 2 A B S R M A B A o B ST, 0T R

AN N2, (=}
PEPATIE 2 )14 .
BE:
Strip malicious files: if (file-hash-etf-rule (['etf sourcel'], <'file hash exception list'>))
{ file-hash-etf-strip-attachment-action (['etf sourcel'], <'file hash exception list>,
"file stripped from message attachment"); }
Hrh:

* ‘file-hash-etf-rule' j&PHFSCAAT S MR I8 25 40 Ul
* ‘etf sourcel' sz HH T HRHE SCAF BN I MR 4 Hh ()% = SCAF ) ETF Y86

W DT 2R S B A S
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e/ cu wmimeEs

“ 'ile hash exception list' RSCHFHBUBISNSIRIOLTS. WMBAIEEIHBIBSGIL, &
AN

® 'file-hash-etf-strip-attachment-action’ ﬁ%E?EQHQH:fié?%FE?SZﬁ¥Eﬁ%Bﬁ?ﬁﬁ%%?Fﬁ%%n

FELU R -, WURWEE 65 ETF 513G A S R AW B, U B i M

Strip Malicious_Attachment: if (true) {file-hash-etf-strip-attachment-action
(['threat feed source'], "", “Malicious message attachment has been stripped from

the message.");}

{E A CLI IR MR 22

T LMEH] CLLEs . MR Bam s . S AR ISR IERS , JF B M 9845 1 H il
I, NRILE TR KM P ard . FRILE TR 6y M1 a4 .

Table 9: BT B 2R FAn

EE 1t BF

filters Fid. MR BN, FEERMTEZEL (B, new. delete. import) .

new BUAUH NS . WA TR E M E, WIESEa B G ey R AN, i
e B PP R EALE . A RVEAIE R, TEZS I GIEUR 1 BB I8 2%, on
page 98,

delete T A RREFL A S MR I8 A . A ORTEGIME R, TE S B MIBRIR AT S U84, on page
99,

move FFHRIIA L IESS . AOCTEAIE R, IS AIEF ISl 3828, on page 98.

set B pERS BCE TR AR SRS . ARTEAGE R, ES AR m R g2,
on page 98,

import K4 2T R DR AR S B O ST P AR O FT AR S IR R 5 ) /configuration H
K)o AXRTEAELR, EZSIAIESH IR EIE I8 4, on page 98.

export P4 HT I IESRE G F H RS IR 9 JGHY /configuration HK) o A GTHEAIE
B 5SS 8RS, on page 103,

list T — DB AT IS ARG B AXRTAELR, ES BRI I8 513,
on page 103,

detail FIENHRE W RS TR S, SR 2SN B S K IESC. ARIFHEE, HS
5] 7 W Aok pE 2R VE 445 ., on page 103,

logconfig HEA L JE R logeonfig T-32 5, }}\ﬁﬁ'ufu{fﬂ% archive() XL UEAHHRAE G4 H K0T
e HXRFAMEER, WS E L IES HEITH, on page 104,
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B oeronses

\)

Note 0AZi i commit iy4, LIRS A ek,

S = FhRBIGNR

Table 10: 3 [E B EIR S

segnum MR I DE A5 7 U F 512 rh (A7 B R 7R i PEAR 4R . 91, seqnum 2 Ko
KPR AL UES

filtname SuR) SRy LR Ry

range ATUMEH] XY TEARVE R R R 2 A0S, b XY 20 i & v [ 28—

ANHR e > seqnums. B4, 2-4 FORH L B AR UM E L DRSS AT
LA X B Y RO RsIE . B, -4 FoRar A ks, 2- RoRBRE— i
JEAS Z AN PTAT L g 2 o ROE T LUME I SCHE 7 all 7RI JE AR 912 P K P A7 i
e

X EM
o QIESH IR EE IS 9E4S, on page 98
o MHBRAB AL JE 2%, on page 99
* BBk JERS, on page 99
o WO A AT L I8 45, on page 99
TSR B T JEAE, on page 102
5 AL 38 4%, on page 103
* fEE ASCI ““1F4E, on page 103
o BoR R JERR B, on page 103
o WoRHBAFE JERS VR4 ., on page 103
o MCE IS YESS H T H, on page 104
o BB ARG NS, on page 105
o B Ak JE R, on page 106

B 22 Fh B BB 14T R 2R

new [seqnum| filtname|last]

FaE WL IERS AL o WA AR WA B B OGS last, NI RS REIE N B JE AR 41K
Fo FFHG Z A SRV TEIBG: AN SOV AN 2 T 512 A 1 segqnum. - L1 SR A K AT filtname,
RGNS NG 20T filtname. segnum Y, last.

ALyERYE, ATULT s AL S IAS . SERdmA G, FERIAAT TR )R () BT R AT RS
PAUR 2T g 20 R
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mrzies |

© AV ANEE MR A T A

o o ESLH filtname AME— .

o BRI filtname b5 B 5

SR ARATAEVEIRAT R

o RS EA SN RS Q) .

P o A 4 5L =%

delete [segnum|filtnamel| range]
HBRAR R I DE S o
PLF 4] e S B 1R

o RAFEAH PG5 SRR e 5
o RAFEEME G5 R et 9 s

¥ R LI 2R

move [segnum| filtname|rangesegnum|last]
K28 — NS HER IR IR B B AN SRR E . WS AN SHUL M last, 1RSI
B g s VIR MR R . WRER S ZARIIESS, EATHIAD T R A .
PAR 2647 e S 3R R
* AEAEAE T E A AR IE RS -
o AFAEAE IR E P85 1 v s
* FPA S AE TR A1 5 TG A .
s B SREUFII AR

AEFNE BRI R AR

Fsg WP PE s MRS A TS ARG S, DU RNTC R 75 o DI E R g s 4k T35 3 AT ZeR
A, A REALBENEAE . ATELAEH] CLI K BLA L vE S MR SRS SO ARESIRE (BLA S a] Aotk
&) o WAL UERS U TR e AR (BROE MBS, I IEE LA

\}

Note ficml LUAR L JEA8 VLWL 98 3R AL T AR SIRAS . AsyncOS 20K AN Bl % 3 1)1 9 25 44
PRJA T E 5 SO IS o WERAE S A B A JE S I A I IS, AsyncOS 2ok I JERS bic 4 Ak
EIEINA

B, FALCR 40 “filterstatus” () LR IERS . SRIGA filter —> set TR BN ARG S
W& WER, Wiz JES S BN, B S SBOuES OFBAE P SORBI ATHAE ) .
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mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

filterstatus: if true{skip-filters();}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.
[1> 1list

Num Active Valid Name

1 Y Y filterstatus

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
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- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> set

Enter the filter name, number, or range:

[all]> all

Enter the attribute to set:

[active]> inactive

1 filters updated.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> detail

Enter the filter name, number, or range:

[]> all

Num Active Valid Name

1 N Y filterstatus

filterstatus! if (true) {

skip-filters();

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

R 8 28 S B 2
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- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>

HEXEM
o WO el A5 AR A 84S, on page 102

o oA el IS L S ot
set [segnum|filtname|range] active|inactive
RbR R IESR BN 4 2 IR . AR 4
< WB: KAk E IR PR BN S B .
 AEEsh: Rk e T uE AR PR RO ARE S
LUK 41 hl e o P 3UR R

o RIFAEAE IR filtname (18 28
o RAFAEM IR E 815 e 5

N

Note ficml UAR Y v 1 I 6 2 2 75 40 T AR TR SR A ﬁﬁ(kﬁ%mzﬁ)Fﬁ%E%ﬁﬁ@ﬂ?U
)o M CLI T3 A s AR & BBk i F%HE%Wﬁﬂﬁ#&moﬁm,gﬁh

mailfrompm!, A7~ mailfrompm:.

SRR R IT RS

import filename

@é‘%ﬂ&@ﬁ’ﬂﬂﬂf%ﬁﬁ@l#ﬁ@%*ﬁ ﬁD%LL interfaceconfig nn F’ﬂzj TXT% I E’] FTP/SCP lﬁ I':TJ ’
WS F A Z5TAL T e B ¥ FTP/SCP AR H S IICE H b e RGURN SO HEAT RN, DT T A i
o PRSI AT G P I LIRS . AT OGRS, WSS WFTP. SSHAISCP
Ville B HATIEIESR YR GHS M T 1L IEAS, onpage 103) , SRJSAEF A BTG Z 1T

PNMBPERL PRSI, ARG PR L FAL T 1 o
LAUR 4T g S U R -

© CAFAFAE
o WSS AL FRANE—
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o JEUELEI filtname 2 {R B 5~
© IESAFAETEIL T IR

o MRS HATSIHIAMAAE R R G TEI (W ) Ak

F B TR R

export filename[segnum| filtnamel| range]

sumsars

B L0 a2 B AR S RRA S A RIS PE R CRE TR 5¢ FTP/SCP AR FSRIIRCE H %)« AR

PELIMZE L, IS FTP. SSH Al SCP 11
SRR g g, ARG SRR EIE R K Ym i .

LAUR 4T g S U iR -

o RAFAEM AR E LRI Ve 28
o RAFAEA IR E A 3 9 5

& EIE ASCH =5 &

FRGKAE A UTF-8 S (e CLI T ot &I ASCIL “FAF (I JEa% o T AR (1 ¢ i/ S /R 4 AN S

UTF-8, Wik BuT ks .

B PR AR ASCIL T 45 (M 7 R AR SUA S gL e %, R RHZSUAR S RN (B3

SPTRSNE I JE #, on page 102) HEFER G,

BREME IR Y SR

list [segnum| filtname| range]

FEERE P SR P PO JE A AV 5 S AT ENRLE AR 1IR30 o ifs B AE:

 WIEAS AR
 W9ESS IS
* MEAS A BN/ ARE SR
o REPEE AT IR

PAUR 4T g S B R
o FR AR

RREME TR FEAER

detail [segnum|filtnamel| rangel

M ITAR R DEAS I S A B, AR DB A IE SO f HAd RS R
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logconfig

BANARR T2 5, N archive (0 385 A2 ST HISAR SO BC B g & H S LET iX@J‘z*EID‘iE%“%E
logeonfig AT FH B THARFAHLL, (H A R REIE IS sl 5 5 1 T H 288 Ao s R 6 st s e

gas HETHEA LU NBE, " logeonfig ¥-fir & #7158 M

« Kb & J7V% - FTP #51H)
o SRS - 10MB
o R SCHEL - 10

HRVEAE R, HZM “HEdx” —

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> logconfig

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- EDIT - Modify a log setting.

[1> edit

Enter the number of the log you wish to edit.
[1>1

Choose the method to retrieve the logs.

1. FTP Poll
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2. FTP Push

3. SCP Push

11> 1

Please enter the filename for the log:
[joesmith.mbox]>

Please enter the maximum file size:

[10485760]1>

Please enter the maximum number of files:

[10]1>

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Enter "EDIT" to modify or press Enter to go back.

(1>

i E M 4w AT

AT LUME ] 1ocalecontig iy B B AsyncOS 71 HS{FAb B s Hh A8 i s P s FUAT B G 024 RO T 0

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?
(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or
modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main body
in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>
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Disclaimers (as either footers or headings) are added in-line with the message body whenever
possible.

However, if the disclaimer is encoded differently than the message body, and if imposing a
single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit the

message body to

use an encoding that is compatible with the message body as well as the disclaimer. Should
the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error

when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added as

an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding the

message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body

is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1>

A AMURIEAINT, ARG (B, RSO SRS Sk, L)
VLB £

S8 AT Sk AR EHO 0 SRR LI, IO SRR R D 5 S M 13 05
.

A=A TR IS WIRIC IE IS EBPHESCRIRT. #6550
A" — R SRR S R

SR TR S ARIZAOT 0 (SRS P LE SRR T B . Rt
BT RGO AR H IR L ST IR 7, WS I IO B
pETTTE

TR T =S

FE NI RE A filter Ay 2018 T =/ANHrid 845

M ﬁg"ﬁ‘fiﬂﬁﬁﬁéﬂib big messageso ?f{fﬁﬁ ody-size ﬁﬂmu%%f?j(ﬂ: 10 MB E@Egﬂ#o

o BIUAESR S A no_mp3s. ‘EAFH attachment-£ilename KU ER A SCLFY e H .mp3 TS
F.

° ﬁgzzﬁ\fiﬂ§%§é§jbnmilfrompma ?foﬁﬁInaﬂ-ﬁonli%ﬂ”ﬁﬁ%iﬁﬁ¥iﬂéEﬂpostmaster@example.comﬁ@
Egﬁty }?%ﬁﬁ#kbﬁégg administrator@example.como
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i £itter —> 1ist Tt RGSHIHIL S IAIAILAL TR sIRESIFA R RG] move T
AU — A FIR G — AN BRI E . R, BE NG DM IR AR

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.
[1> new

Enter filter script. Enter '.' on its own line to end.
big messages:

if (body-size >= 10M) {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.
no mp3s:

if (attachment-filename == "' (?2i)\\.mp3$') {

drop () ;

1 filters added.
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Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.
mailfrompm:

nwA

if (mail-from == postmasters")

{ bcc ("administrator@example.com");}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y big messages
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2 Y Y no mp3s

3 Y Y mailfrompm

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1>1

Enter the target filter position number or name:
[1> last

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name
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1Y Y no mp3s

2 Y Y mailfrompm

3 Y Y big messages

Choose the operation you want to perform:
- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1> 2

Enter the target filter position number or name:
[1>1

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.
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[1> 1list

Num Active Valid Name

1 Y Y mailfrompm

2 Y Y no mp3s

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> entered and enabled 3 filters: no mp3s, mailfrompm, big messages
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

RS 46 3 7B 25 7\1§J
AT L BE LS SRR A9 B AR DG 1) 1 20 B
AXEM

o JFCH AR IS 9ERR, on page 112
o SRHE St JEAE, on page 112

* 6 B A% B, on page 116
« L 5301 SHA-256 1 g8 VCEC (1 M LEF A2, on page 119
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o WP S SHA-256 b yE#s VLS, U2 571l 4, on page 119

FF 18U AP 4k B 4D 3T 2
BT AR AL T % £ @ BLR | T

® user%otherdomain@validdomain

® user@otherdomain@validdomain:

® domain'!user@validdomain

sourceRouted:

if (rcpt-to == "(%|@[!) (.*)@") |

bounce () ;

}

HIS A 194 A By 52 2138 55 A FH AL 48 Sendmail/Qmail REEHH =T h 4k BE B . HTRZ IR S

(1 %) AT LOE e AR Al (1 — 38 23, BB P SR X Lt i M A Rt i, IR SRR
WA NFIRBAT XL, SRIG AR S RIR S A o HIEPE I AN 2K JX L P AR 2T

XUE BRI H 2, ORGP AT BRI MTA R RIECE A R vF gk IX S IBA( H /

)

Note 1%

1) ARG ARSI IE (R TWTRE P . AT RVEAIME B, WS I IE A 1] Web F i 61 {00 Wi 1

o BT UKL B AN JELE, on page 113

o BATEPIE IR KB L TE PR T AT, on page 113
o FHAERE € H P I 984S, on page 113

o AFAREHN ZFEMEAT 1L 9E 2, on page 113

< ER W 7 ARSI UESE, on page 114
o B RN 7 BEYESY, on page 114

* IP {521 JES, on page 114

o TEIP /525 JE S, on page 115

* L PF4 Regex i JE4, on page 115

o WorfE S IP A5 350 1k JERE, on page 115
o {EA5 ki AN SR BE L JE 2, on page 115

o Wk Nt 23R M1 JE 4R, on page 116
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search for sensitive content:
if (Subject == " (?i)plaintiff|lawsuit|judge" ) {
notify ("admin@company.com");

}

ZHREF R A X AT ST FRIAR
BT PE RS 2R ARG TE AN T MR A BEAT AR A B A D36 o VR, B8 mT DA D 1] A
header-dictionary-match () BRIFE & B RGN FHIEK GESRNITMBPN, on page 37) :
competitorFilter:
if (rcpt-to == '@competitorl.com|@competitor2.com')
bce-scan ('legal@example.com') ;

}

PEIE4FRE R P ER
P M 5 T LA EL L R 2

block harrasing user:

if (mail-from == "ex-employee@hotmaill\\.com") {
notify ("admin@company.com");

drop ()7

}

TS EFFER IR 25
i TR 6 25 VC ISP W

drop_attachments:

if (mail-from != "user@example.com") AND (attachment-filename ==
'(?1)\\. (asplbas|bat|cmd|cpl|exe|htalins|isp|js)$")

{

archive ("Drop Attachments");

| e CS ot e |



ER S R |
B oex .  Exms

insert-header ("X-Filter", "Dropped by: $FilterName MID: $MID");
drop-attachments-by-name ("\\. (aspl|bas|bat|cmd|cpl|exe|htalins|ispl|js)s$");

}

BX WA 7 ERTIER
Ak “To” fEFSkBIAMIMELE,
B arcnive  ATRAFERADE A2, [ EAE drop() H44x:

toTooBig:

if (header ('To') == "~.{500,}") {
archive ('tooTooBigdropped') ;
drop () ;

}

=8 “&EAN: 7 HiESS
HHAH “From:” 153k

UL g A T LA AR 3C “ from” Hiubik 2 (1 (¥R F -

blank mail from stop:
if (recv-listener == "InboundMail" AND header ("From") == ""$|[<\\s*>") {
drop ()7

}
U RAIE A BN BR S U B A NI, 35 (0 LU R 1L g &% -

blank mail from stop:

if (recv-listener == "InboundMail" AND (mail-from == ""*$|<\\s*>" OR header ("From") ==
"S5 I<\\s*>"))

{

drop ()7

IP {525k g 3% -

note bad reps:
if (reputation < -2) {
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strip-header ('Subject');

insert-header ('Subject', '***BadRep SReputation *** $Subject');
}

Eai IP 1_||:|=_ =1 ;‘),:‘E\ |:|':|
B SO Sk TP A5 2515 0 A1

mod ipr:
if ( (rcpt-count == 1) AND (rcpt-to == "@domain\\.com$") AND (reputation < -2) ) {
drop ()7

}

14 4% Regex iTiE RS

Bt E A WA 1 S R NE ], FFR AR IC RS IE WA = B (5 “eadme.zip”
“readme.cxe” . “attach.exe” ZE3CAFULHD) -

filename filter:

if ((body-size >= 9k) AND (body-size <= 20k)) {

if (body-contains (" (?1) (readme|attach|information)\\. (ziplexe)sS$")) {
drop ()7

}

}

ERELFPIPEEESTIESS

Filfik GESH “HGWR” 50 , DMEERSAE H A BoRfs k.
Check ipr:
if (true) {

insert-header ('X-ipr', 'S$SReputation');

}

SR PIBARE I IERS
Sk AN SZ I PRI WS A S -
Policy Tracker:

if (true) {

insert-header ('X-HAT', 'Sender Group $Group, Policy $Policy applied.');

}
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A S % IR ELSE RS
BT K 11 2 LI e AR 50 AN H S £

bounce high rcpt count:
if ( (rcpt-count > 49) AND (rcpt-to != "Rexample\\.coms$") ) {
bounce-profile ("too many rcpt bounce"); bounce ();

}

2% B #0115 2 U

o AT HTHEADLI DG JE 7%, on page 116

o ALIEFNEWAE F (5] — it B 73 6 4%, on page 116
o ATV RE P I ES, on page 117

o MHERIC s JE2S CRAMITWTFE)T) | on page 117
o LI pE A (ZMIWTAEF) |, on page 117
o A 25 5 3 30 4%, on page 117

o LG IR L JERE, on page 118

15 P FE2 0L ) S i

A RE AL X IR B B BUE RGE LA PIANEIL, 205lE “publicl” A1 “public2” , ERINELLRE
14 “publicl” o X2 AT Huhi il 55 =A% 0, YR IR Ab SRR AN E i i 8 2%,
M i@ publicl f&i%:

n*u

virtual gateways:
if (recv-listener == "OutboundMail") {
alt-src-host ("public2");

}

RX R B B — AT i2 g e 27
A8 ) — AT W R SR AR A o g s v A SE T R/ “listenerl” _EMSCEIA) Fr A ISP i
FFEI “listenerl” (il 2N PCE MRS A FLHITRE P I EME— 1 JESS) -
same_listener:
if (recv-inj == 'listenerl') [
alt-src-host ('listenerl');

}
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BRI iEF I iEss
Rk v BN NI B AT R . B, 3R E AT I DAL Ry E MO R, T ANE R S
O B N PAT AR B
textfilter-new:
if (recv-inj == 'inbound' and body-contains ("some spammy message")) {
alt-rcpt-to ("spam.quarantine@spam.example.com") ;

}

IR ER IR BT e RE (AT iE )

Tt A e IR - (fickeck A A BRIk S5 AT R RS S AER]D o R IP kR
mycompany.conlﬁ@ﬂ%*@t&:

DomainSpoofed:

if (mail-from == "mycompany\\.com$") {

if ((remote-ip != "1.2.") AND (remote-ip != "3.4.")) {
drop () ;

}

}

EFEEmBIIESRE (ZITMITER)
ALESCL, 05 2 AR 45 & 1

domain_ spoof:

if ((recv-listener == "Inbound") and (mail-from == "@mycompany\\.com")) {
archive ('domain spoof');

drop ()7

}
Hith EFER w80 e =5
B RO DR I B

reject domain spoof:
if (recv-listener == "MailListener") {

insert-header ("X-Group", "$Group");
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if ((mail-from == "Q@test\\.mycompany\\.com") AND

notify("me@here.com") ;
drop () ;
strip-header ("X-Group") ;

}

MBI T e =5

el S oo |

(header ("X-Group") != "RELAYLIST")) {

SR PEAS T AL 2k A E S BRI A A 3 el i T LA B4 52 Exchange [ 55 #5% B

Az T AR B ) A

External Loop Count:

if (header ("X-ExtLoopl")) {

if (header ("X-ExtLoopCount2")) {
if (header ("X-ExtLoopCount3")) {
if (header ("X-ExtLoopCount4")) {
if (header ("X-ExtLoopCount5")) {
if (header ("X-ExtLoopCount6")) {
if (header ("X-ExtLoopCount7")) {
if (header ("X-ExtLoopCount8")) {
if (header ("X-ExtLoopCount9")) {
notify ('joe@example.com');
drop () ;

}

else {insert-header ("X-ExtLoopCount9",

SRemoteIP");}}

else {insert-header ("X-ExtLoopCount8",

else {insert-header ("X-ExtLoopCount7",

else {insert-header ("X-ExtLoopCount6",

else {insert-header ("X-ExtLoopCount5",

else {insert-header ("X-ExtLoopCount4",

else {insert-header ("X-ExtLoopCount3",

else {insert-header ("X-ExtLoopCount2",

else {insert-header ("X-ExtLoopl",

W DT 2R S B A S
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SRemoteIP");}}

SRemoteIP");}}

SRemoteIP");}}

SRemoteIP");}}

SRemoteIP");}}

SRemoteIP");}}

SRemoteIP");}}
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}
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Note  ZRUUIEUL T, AsyncOS 2% [ ZR I HEA-AG R IFAELR L 100 YRR 5 MR IS 114«

EF 5 31 SHA-256 3 7E 35 IT B /Y fR 14 B 14

A L DE A DL 237 5 SOOI 5103 R KRS R ST SHA-256 fELUG IR A IS o (0 B A IS P B 1

File Hash Message Filter: if (true)
{ drop-attachments-by-hash ("SHA-256 hash 1list"); }

9N SR M5 3244 SHA-256 538 sS ILfe, TN &3 HR {4

U SRS B 5 S-S 513 o AR 72 SCAF SHA-256 {BULHC, WU A st i 8 25 20 A 44

File Hash Message Filter: if (attachment-hashlist-match("SHA-256 hash list"))
{ drop(); }

=== H7—
ABCE 1T
] DL o Be B 3 S B I E SO A AT O, B, AE SRR B PR, R <4

4747 (Scan Behavior) BB scancontig fird M L EIXESH . HIAT AR E NS RHEE, Bk
HENTS M HHIAT N .

\)

Note fy1 5L B4 40 55 7F zip B4 SCAE AR (1 MIME 2878, A ZIE 1552 FP s N “ compressed” B “zip”
= “application/zip” %3,

Procedure

$1B1 LR LIRS (Security Services) > 3335170 (Scan Behavior).
IR 2 5 XA . PAT LR E L —

© IS B AL . R INARET (Add Mapping).
o A E SIS AR BN 2113 . i @ AFISR (Import List), JFARCE H sk AP
P B S

Note LPATID R, BB SR AU T IBAF I R A BC L H b o T2 10 BLC B 3CP T
* sidi#mAE (Edit) 120 1SS .
PR3 WERJRWE. AT R
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a) £ “AJRE (Global Settings)” T, rifithiE£Fi&E (Edit Global Settings).
b) GaiE LB

FE

L RA

$t3f_E3R MIME B4R S RIMHERYIR1E

ML PRI Z BRI A FR I A rh s SCIR B

%?:T‘I;J‘O

ERMER R XM EERIIRE

2 B 1 R B R VIR

LIREEEE:]:0 P N EEMEE R E TR PN N
LN E I E L S E ] i 58 A SR B R TR
B 43t B A 58 SR I TR e o

WRETEMRERAFABATIEE, NI4T
[

EiEpch ey CR AL RN ARV WIUNLTEE P i

2 BB TT R R LA RS PR 45 T2 B 1 B AR AE

FRE MOV AR AL UM BRAR AE B I 2 hAT
IR

YN AR IE R A E RIRI SR A TR
2

i T A T AE N A I g A A AR A R I SR
PAT I 9EAS -

A5 E SR AT ET B R {5 AR BY 6D

08 AEAFR 7 Gt ) I T A P P G o

F 3032 ROEB AR 0 B L322 RO
(SMIME f&€1)

58 0 A2 1K b S 2558 PR S R g W S22 1)
tsf: (S/MIME fi#fL)

ZEFTENEE
5PN &L NAN i N 22 AT B (R B R B RN
Note WA o KSR/ AR I A 1S

PR G AR I JEAR L E 1“4
FEI I R MBI/ AR, OB A4
T PR AR R Tl 08 A AN 2 6T S AP T S
PEBAREATF 4

SUNUIE | B N AT A PR o 22 4 T B IR g5 K I

RS R & £4FE F BRIAME (70) (Use Default Value [70])

I, ) G TR T2 AT B B

i

Note ik T LUE PR B ZE 18 (Enter
Custom Value) i, k2437
ENEI BN B e MG SR
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FE 1t AR

SCAFRIUEHF WAL SR (i, “Microsoft SCRS” )
L 2 43T BN B P 5 (R SO

JKER P B A (Enabled) LI 7E 22 44T I
PEAES K E o

Note AT LEINB EX LA (Enter
Custom Text:) F B A /K ElHA
e A

e %2 R A (Enabled) 310 n] 8 2 4 F7 BN B

PR N 1

Note BT UE N B EX A (Enter
Custom Text:) =B A EF A
H e XA

ARVEMFEE, TS D W TRE M 9L 244 (BT BAT
B RDRAP BT

| e CS ot e |


b_ESA_Admin_Guide_ces_15-0_chapter15.pdf#nameddest=unique_492

B =000

el S oo |

FE

L RA

JE P 32 SRS RAP TR B4 4 -

N SEEREESR & (Inbound Mail Traffic) o H
SR {437 8 (Outbound Mail Traffic) FIHE R
FA (Enabled) £, LUE SRR R SC i
AR P A N B il 52 25 A O
(RIBEH A 0D P 255

BEIhBESCRF L NS - S0l BRI WA
Fik PEHEF IR (ERAATE .

Note A T 5SHh iE H T DLP 45
518, PO, W
PERUKTS, T DLP 542 AR YR e B
(1) DLP Sl KA 46 52 2 0 LR 4 1) B
PER 2.

Important o (BT AR AT LA
1E ST R PR I R D
PEANZE . TEIXFEOLT, R
RSB O I T 5 A
PR, 2R 8 20 3 R R B A2
& i%% Cisco AMP Threat
Grid, 7] I @ 38U H i Sk
AT 350 Hr o

© WRHIHIRE P 2 R B IE
SCrPPRIBCE T . FAH SR R
SEXR AN AR AE B A
K
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CETET e |

FE

L RA

BT (TR BE T A SO

2 /A A (Enabled) 130 LG H] ™ 2 LI
WD, TR e N B H B P 32 3 A OR g
(RIBR AT o

WUEREEAS I Z A H ) R, i A R
T (Add Row).

15 AR
o AT LLAE 22 128 N2 H 1 E U
. .

* B2 AT LB A I R SRR

o T DU AR Pl PG 20T . (1 B R
(Password) 7Bt i A s 1 1 i SCHY
AL, DME S e SR s e .

o [DUE TSI T SCHEHR A
P THIE A4, Ja# T %
N HBPE PR B S R R (R B Ao

o [DGEH T s P 7 e st T
M FFTIT AN 1K) 5 3 G DR 37 1R B A
(R3S LE SR SR R 2 o

[FTi%] 15z F A P € X RY 255 (Apply
User-defined Passwords Only) 5% HE: 4 S5
AT FH o SCRY 2R 4T FF A AR A
RO AR, TR R ERE . ek
STIEMERT, WA D90 DA 2 A B A2 1 S 4t
(1) 2 R ST T 52 B O A (1) B A4
WERARJFH “nrReH T2 i HH
& X4 (Probable User-defined
Password for Analysis) T4,
MBR NG DL 225 H AN FH
& XIS (Apply User-defined
Passwords Only) & iEHE

Note

T 7 URL ZIRIRIEE 32 h R I ARADTHIR M-S
BB T BT ROIRAE

€ 172 URL I JEHR AT 30T 1) A DL AL 15 R 1T
Joi H N AR P AT R334

B TR BRI T S BB 44 A AT $ 34 B AT Y
#BR1E

T2 N BRI RS ICR I AN RT
TSI EERAT A HRAT

BT RFCEM M SHER AR AT ZMITHY
#R1E

FRE N AHIRE ) T REC SR AN w] 434
IS EEPRAT IR 3R A
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¢) g3 (Submit).

PIRA (IR FHHUUH AR TS 7R TR S 1382 F 3 (Current Content Scanner files) T+,
Al AL BDE# (Update Now) .

W, IR AR ST IR S5 2% E B ST .
Note ‘Eiﬁﬁﬂfﬂé CLI EPH/] contentscannerupdate ﬂ%?ﬁ]ﬁ%ﬁﬁ%lﬁ:o
WIS BN

A~ A F3 4 B HB 4B B AR AL IR FR1E
IS0 X e g P 2 R P A T DA A B LA L DRI AR 1 3 s
o SCPHRIURIK
« RFC i
* & URL i SE#RAE S 1R) R DA 12
ST LS P 2 R A1 £ S PR S AR — A A I A«
* MBI A4
o JEAEAE DT
o I 125 3 SR B 51X
fasn] PLt ol Web LTI “ 204 ik4% 7 (Security Services) > “33#i47 47 (Scan Behavior) U [fij HH 1) 4m48
i%&ﬁﬂmn@mm&mmgw@,uﬁﬁWﬁﬁ%ﬁ?%ﬁ%%m#:ﬁﬁﬁmﬁm#%ﬂﬁ
& X M4
WA IR, 0] ABRAT LA F B 44
o BT
o FEMBAEE N A i U Sk
RGN
o KM A B4 H bR AL

)

AR XIS Z RIFAHERE,  AEAN R A A s8R S op ] LA [R] 77 3QAL & Herh S sl A i A
LA AL T AL B AN TR AR B 5K
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wtsxaznEsx [

ER 4 £
RN ESE ARG L SOA 75 H W] LASE S A 3 R e AN IR BSOS, DA I 7 A U3

o IR E VUM EHEY o

P

BRI TR AR B AR BOT AN SOR S I (SR AT ED BT (R
FESEIND A TP RS I SCAS SRR S dn T i, WA EE TR, WIAESCA (warNING:

UNSCANNABLE EXTRACTION FATLURE] Jo VS INJLAME RS H#

AN E A AR e AN S (0 A 3 R R BRAA SR «

REA NANE E BRI EOA ST
PRI [WARNING: UNSCANNABLE EXTRACTION FAILED]
RFC i1 [WARNING: UNSCANNABLE RFC NON-COMPLIANT]

£ URL L EEAEIIA A BUMRAD S | (2. WA URL i JERRAT I H DU RS ]
"

AR IRINB E XISk

T LU SC— AN B SRSk, R FLR I BT A SR e A I T A PR . Gl 2 (Yes),
HRE SR Sk A FRAN AR

(BTSN

RTINS RE P AN R A PR A B AR k. 2 (Yes), JFHARTIY
WA Nkt

RIEHHEIER BIREN

BRSNS RRE P AR RIS, AT DB RORE 0 A A8 B AR NS H AR EHL. s = (Yes), I
i N F Hik L

0, ST LIORE PN A HRE Py ANS 08 ) S i o 810 B B 0 ISR R RIS IR 55 4%, DAREA T Jm 4
Ao WAL 2 AN, W & 1 & AP E N R3S — AN RIS .

B R E BRI E X

PRACH ZEREAT IR BN S AP FIRR e AT 400 1) IS4 2 i o S T (R L AR i 0 . AR 2R
EARRK, WEARMEF AR C BN A AR, BRI AKX LIS, TR, WA
WHRILEERE, WA SPIRNRE X .

B, WA IEAS AT e T S F 4 ZoFgOR ], AEIRXP I OL T, AN B i .
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AR R I O b R e SRS B ESIX TGV 17 i 5 X A& IR A

USRS PR A B SRS BE S DX, AT LASRAT LA B In e £ -
* B L
* FEMBPEARESIN A R Sk

PO B A 3K
§45 T L A S o K T AR A B D SRS, AT B P P kA
S B R 0 4

)

AR B EE FBOP AR B R  AE T BOT R SO G T Cn R e T ED BT (iR
SRS IR, AT RS N R SCAS S M) S . i, WRELRTE, W AESCA rwarNING:

UNSCANNABLE EXTRACTION FAILURE] Eﬁ?ﬁﬂﬂﬂﬁ\}@%é%c

VNN 1 5 3 1) SRS o 5 X ) B2 2 AP BRI SOA

=& EYIIEES=0E NI N
PEEL S [WARNING: UNSCANNABLE EXTRACTION FAILED]
RFC i##1 [WARNING: UNSCANNABLE RFC NON-COMPLIANT]

75 URL I JEERAE IR A BUARRS | (% 4. W] URL I JESRAT I H ORI B iR ]

iR

FEERHE RN B EXE kK
BT LU SC—NBINTR B U Sk, DURE LS IN 2 A0 22 SR B 25 DI BT A o a5 i 2 (Yes), JF
58 AT KA FRAISCA
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