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Cisco Defense Orchestrator [ 2% S & 2L (NPM) RESE HUA FFHE R 7, WisRAE B AE b, BNy o
e (R RE U L 7E F S LAt R o FH P mT ALE BT 9 28 Sk 2 8] 3, AR mT CAIE9E LA BT 587 1) it

\)

Note  CDO {3 Froe A B IR .

REREEIFERCEIP b, {BiXK/B7E CDO &, IS ARSE DL ?
BT CDO HH 3R BRI 3058 1) 22 A & 44 (SDC), 8 Fa LA F LT iy 2 F597 JA B 2 4 «

Stop Docker deamon>#service docker stop

Change IP address

Start Docker deamon >#service docker start

Restart container on the SDC virtual appliance >bash-4.2$ ./cdo/toolkit/toolkit.sh restartSDC
<tenant-name>

1R CDO AT EEHKAYIZE (FIDS) B IP Mt AAHEN, SEREMFAER? ASA

R B A TP Hhhk R R DR AR 00, JEiR 2 A TP kil 57 ofeid /& DHCP F2U%) IP ik 5105,
AT A 2 CDO IS8 2 % (1) IP Mk G RFEFEE RS G20 - f£CDO
B A5 1 TP MhE 8 45 i i BT 2 B CDO BB W A 1, RS BRI N W 45 11038 TP 3
bk, FEEB A S A KR T

% ASA EH:E CDO FEMFT AMLK?

* U4 ASA JEHIFF 5 ASDM W% .

 %F 52.25.109.29. 52.34.234.2. 52.36.70.147 B/ 3E45E 1197 )

* ASA [f) HTTPS ity I 0AZ0 ¥ Bk 443 5% 1024 85 S . B, ASEER LW & ik 11 636,

o IR PRI ASA ML E 3% AnyConnect VPN %5 /1 iiids, W42 ASA HTTPS JIR 2% #8 bifi
I A 1024 58558 = (K 4E

{$£FH CLI 52 X Secure Firewall Threat Defense 1 &Z#JI5EC B

HERE R VAN CLT ASAT WA B, G 208 1) 5 BB B TP dtudik . W SCRIL A B A o) 24 3¢
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f& /A CLI 525X Secure Firewall Threat Defense i & #1{AE & .

LGB LS — M RA A ORI MEBCE AR . R AR B 0, AT BUEA] CLI
R /E/ iz N

Before you begin

IR PP T LA R 5t
* Firepower 1000, Firepower 2100, Secure Firewall 3100f1 ISA 3000 F!5,
o BUACE AEH G S CLL AN 28 BAT BRI & 45 o

N

Note 4t 4 S I Befi VR IRCHEAT 1A TS 1o L4 5 I UL IR BT

Procedure

BEREFW AT CLL, Tow N4 i L b 2 SSH 28 B 0. W B3 THE g s, Tl
AT E R G, DL T IE R
1 42 admin f12565 Adminl23 & 3% .

Note DR ERS LR, (HEANTITE, U)o 200 ST 5 st 5 LIRS A o O BRI

P USRI, R SIS (R VT (EULA)R 245 o8 8 B 5355
. IR, RYUK o CLI B IA.

Note BRAREBRACE, SNCEER CLI w3 ms (B, W dEFrdrmg) o (HE, nLh
T JE7E CLI H i | configure network i & BT A X S8 B . 120 BB 22
P

BB B AR A A 2 s FEAE 5 B Z T A R, 11544 Enter §.

Note B AEBR 2 0 B FTD Uy el AR BB LB i, i Sl e TS AR
% R P RS A ) B T DNS 55 M Mt FQDN,, - ity AR HI Bcdhs4% 11 DNS iz
55t o

THZ LR .

* @3 DHCP S FECE |Pv4? - HAR B Bl 42 i R4 B4 D 34T FTD Vi i), 15+ F
H. BAREATHEMANEHED, (HBF3E P hl, Fling ik, mRErEORE N
DHCP, WGyl E B e VH T4 2, U BRIARE B (A20 A data-interfaces, 1S F—A>
) A BESs I H DHCP R4S %5 1 4 th 75 76

 MINEIRIZORY | Pv4 BRIA R J2- 0 FEALEAE I £z i R B L1 HEAT FTD U ), iR K
BE N data-interfaces. LB ESIR DEORE RS, Bt i@ FMC U i) 2%
.

c MRBHMBESEEN, FEEMEE - WG O SSHIER, HAYMBEN TN T 1P
Mo, JERCREWIIT . AEHDET TP HUREAN S 6 BORT A TIE R . SR G ERA R I
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CEAMEIIEE? A R URE N ZR BB B Firepower 4 17 B TR
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ERMEIRIGE? N B LRLE B AT AHLAT LA

» BB AR - LRI LN BT JHRBER . A LIS S 25 A 27
BRE(EIETFIORLR. UPERE, SUATER B KB SRR HOR B 01 FTD Ui .

IR 4 (Optional) FC'E H] T FMC i In] #8211
configure networ k management-data-inter face
WG, RGAPREN B O B A M 2 BE

Note M Sty I, BRI G i . AL H] SSH VT A B 11, T RESWIT, &
WA FT R P G i 1 . A8 SSH ANEMIHEE B, 1820 T 3.

WHZ LN AR A2 S R . ARG R, ES 0 T EdEHE ), onpage 11 .
o QRSB i VAT B, W BR AR PR LGV DHCP. W R AW 4R 15 & R A
T E 1P #uhl, WAL configure network {ipv4 | ipv6} manual fiy4 . BI¥# & & . W
TA G AN B B2 1 W GG B A data-interfaces, i 4K ar B ¥ B E

Mol BRI A R ER B A A ERERN R T, R A S R B4R Rz S
B, WL RE: OB IP Mtk MOCERSE H . DNS k5545 F1 DDNS g %54 . AKX
DNS 45 250 B I PENE B, 1ES 5 R 3Co 5T LURY JE U5 1) 92 DB & AT 0k, (H B (R
DSOS BH 1 15 4% B VR HEH 7 P 8 o BB N B R . W VR B R R, BB configure
policy rollback 4 LA LA )% -

Iy A BB HOR L 1 DNS JIRS548 . T E A (5 ] configurenetwor k dnsserversiy %)
WE N B DNS R4 a5 FH T By s . %0l DNS /R4 45 H 1 DDNS (4R 2lfidE) il +
B VI 2 A SRS

UEAh, ACULERIURTE TN 0 DNS IR%5#5, A ORBASHL DNS R4 . a0, a4 e
PR VM T %45, {HBE S 14 configure networ k management-data-inter face iy 4 fic & #idi 12
1, WAZ04E CDO Fa it & FT A IX 2L E (f0f% DNS IR%5-88) » LMES & AR E VLR

FETERE D YN 7 BN FTD Ja, 5T DR B 1 S SO0 8y B el g — Ml 1
AR 223 ) 3 P CEL I FQDN KR T .

BT LUE N Ay T BR A BRI RS SR AT BIE T (AR USRI 4G Y A
SUE W BRAF R e

o AR FE, % configure network management-data-inter face disable iy 4> .

3

.

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://jcrichton:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
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Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to change
the FMC access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to change
the FMC access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

YRS (Optional) PR LR & W9 2% L3t Bodh £ 15 i) JRHS A8 P %

configure networ k management-data-interface client ip_address netmask

BOAHOLT, SRVFFTA 4%

AT FEEO

ST LU & P ey R 0 s A ¢ 1 5 s LA o A RS A1 L I i B FTD, B
RERAT AR BE R 25, IR R 12 1 B AT U5 AR AT I

M #Z FTEAT FTD 45 #5 ) A LT BRI
o HREAE M BB O B A BEAR U . ASREAE ] 74% 11 B EtherChannel .
o DU 1B KB, AR

o NI ¥F PPPoE. WIRAE) ISP 7% PPPoE, WIAZIAE FTD 5 WAN i il i 8 &% 2 [H N 34§
PPPoE )4 FH %% .
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o BRASKIE #2115 F) SSH, DA b 20088 J5 A8 F 5 FH SSHL  Fl T8 B 422 11 194 DCHF B 50A e 2
F1, R T i B A SZe i 9 246 38 47 B2 11 1) SSHL 431, BRAEA&AE ] configure network
static-routes iy 4 4 B BEEE LIS IS 4% 1

CDO ZALIEP AE R

LT fi# Cisco Defense Orchestrator WA AbFEER AN N SHME S, TES B CRUBRHYS fEI b i 2% B FA Bk
=) .

BX AR BB B B E S 5

AT LT )

S TIERE
FATToR N WAL AT SCHF R T 3 HH A B 1] 0 ) e 46 (K AU AE o 1P BRI 455 S v 5 B SR AT A AR
BN I IEARAT bR HE B T A%
A BUR R & T ARG -

UK

P PN, Sg & FARSS (Devices & Service).
P2 LUl RE EIR, R,
PIE3 SUTAHN R RANE T, AR5 PR T AT SRR BR (1 1 5
A T3 906 48 I R A Ay R T AT MR BRI 4% o SR PR A MR LS T R
T4 AR EAERR T, ERE TR,

$BS BT A LA FR LTS . Z SO A M BB RAE A json SCE. BRI I £ 4348
TAC T I [FATAR WA B i

#3d TAC FTH IR R X F51F
41 30 KIANREVF IS CDO ik 1% ) ) L) BURHER SCRE P (TAC) 828 S RFF K o
* CDO % " Wil i ik TAC $-AZ SR K .
*« CDO IR % 7 el [7] TAC $228 L RFil sk . CDO W % 7 4l i) TAC #8482 15k, 25 14 10
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CDO %=/~ an{a i TAC 32

I TAC 23 XX #51F
AT IYR AT CDO L™ 017 W ) U R AR S5+l (TAC) HEASE K o

Procedure

&% CDO.
RGP R S5 A R Wik, SRSk FREE R L (Contact Support).

>@®- & 0@ @
Documentation
Troubleshooting
CDO Status

Contact Support

Provide Feedback

il A K EIE S (Support Case Manager).

T I FZEA (Open New Case) 44411 -

rheIE X F XS (Open Case).

P = G FABRSS (Productsand Services), #&Jm iR 32 X3 E M (Open Case).
EPEIEKZEE (Request Type).

JEFFIRBR S X E 7= & (Find Product by Service Agreement) 17
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au &R (PID) (Product Name [PID]) - W& & A IS5, 1S BB 28 = 0 F 01

* F=&hi% AR (Product Description) - iX 2 PID [ ] .

* WS AR (Site Name) - B A I FR . WEREOE A2 7 QU 01 RS ARAK R, TR

BRI
* IR%&TE (Service Contract) - #i NS 1R 5 .

s BEIRR: N T A ES S5 Cisco.com KA ICES, BT E0US B A R gn 5 5 H Y
Cisco.com Pt & SCAFAHSCIE . Al FH IR 71 445 H’JAHﬁ?ﬁ%Hﬂéﬁﬁ #J Cisco.com Fit & S

a.  FTF & R & SO L8 (Cisco Profile Manager)
b. il & (Access Management) &I <.

c. miThiRniEl (Add Access).

d. EF TAC #1 RMA Z#FIEKIER . WA TH. ZF T A Cisco.com FIHFEANZ,

R ik (Go).
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https://www.cisco.com/c/en/us/products/collateral/security/defense-orchestrator/datasheet-c78-736847.html#Orderinginformation
https://rpfa.cloudapps.cisco.com/rpfa/profile/profile_management.do
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SB1 (LR e (Describe Problem) FE4st, [nl T g3 2| F ahikE R AR (Manually select a Technology),
MifizEAR, RIEEHRFB A CDO.

PR EFESEENERIZ, K5 mdEsE (Sdect).

T3 SERUIRS TRV, R MR R (Submit).
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$£IB1 &% CDO.
HIB2 LR T A RR S IA I B, SR A ik FRBE R S 3F (Contact Support).
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Documentation
Troubleshooting
CDO Status
Contact Support

Provide Feedback
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https://status.defenseorchestrator.com/
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