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{
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"Statement": [
{
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1,

"Resource": "*"

}
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£33+ Cisco Secure Dynamic Attributes Connector £ & /N BR &9 Azure I /1 .

A B E N # Azure Active Directory SE4

HlERan (Add) > Rz FEM (App registration).

1E ZFR (Name) 7B, SN AR 4 5K

FEPL T A NS AT R I A R

i E M (Register).

fE Rk, s NE 5 ID (AR ID) AL ID (WA Hk 1D o
ABITE .

i Just-a-test #

0 kearch (Cmd+/) 3 [ Delete &P Endpoints [&l Preview features
Lo [y @ Gota second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

Quickstart
#" Integration assistant A Essentials
Manage Display name : just-a-test Client credentials : Add a certificate or secret
= ﬁ Application (client) D : 449af2cdm ™ol ® N m of w32 Redirect URIS : Add a Redirect URS

Branding & properties

Object ID B SR TR N RRFE e Application 1D URI : Add an Application 1D URI
2 Authentication
ﬂ Directory (tenant) ID : ScdSade we™ weoa™he o Bed™ ol "97b90 Managed application in |... : just-a-test

Certificates & secrets
Supported account types : My organization only

il Token configuration

LR ANE R S Z A (Add a certificate or secret).

i FEE Pim %A (New Client Secret).

N SR IO R, AR RN (Add).

W B BB ER, DA B e RS Azure LS .

Description Expires Value & Secret ID Copy to clipboard

Sample only 10/15/2022 W ey s ™ dm® " "SowMK. [ o b B wfs Fea Pe™38fa7sblr D i

IR[E 3] Azure |17 E LI, R/5 54717 A (Subscriptions).
Y617 1D S 2 B AR .

AU b, il AR

i ald=El (IAM) (Access Control [IAM]).

RN (Add) > iR infA & S EL (Add role assignment).
Hii%E (Reader), A5 T—3 (Next).

HER B R (Select Members).

TETURAM, b N 2R, S5 g (Select).
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Role  Members Review + assign

Selected role
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Assign access to

(@) u i incipal
(®) User, group, or service principal

O Managed identity

Members

1 Select members

Selected members:

Name Object ID
Mo members selected just-a-test
Remaove
Description
Optional
previous | [ Next

BN PEEE + S (Review + Assign), SR 5 F IR 58 R o

T—5Hit4
1HZ A AIE Azure RS, 5B 14 T,

£ i Azure JEFEE
AT 2 1 T 1) . Azure 7] CDO 3%l (e 58, LU Ty i 2 e ms o

FHia Z |l

Bt 2 /b HA G Cisco Secure Dynamic Attributes Connector FAT /MBI Azure H P, 56 12
U RTIAA R IR Azure HI ).
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1 FRCDO.

T2 i TRMARS (Tools& Services) > shZSEIEEK R (Dynamic Attributes Connector) > E%8%
(Connectors).

HIB I PAT LU AT H A
o INIUHTERR . s ERr (B, SR)5 A IE R AR .
o GuiIERAy: HuahgnE Kb (FEdi)

o GRAIEREAS: LRI bR (TIDelete )

T4 FALLTE R,

=l 1t AR
AR (o D HIAAFRLAME—bRiRIEE L &5 .

152 Bf A E B
REREIRE | (CBRIAK30FP. ) M Azure Ky TP W51 8] B o
iTH ID (FE. ) N Azure 1] H ID.

#RPID (5. ) HFIAM 1D,

BRI ID| (L. ) BMAERIE 5 D,

BRIRE | (L. ) WAEKE %S,
A

25 IR (Test) Haf IR 7L PRA7 & He 4 < W 27~ Test connection succeeded.
wﬁmﬁ L RTF (Save).
FBT R ORE” (Status) I ERFAE (OK).

£1iZ Azure PR SSIRF EIZES

ZIKI@U & T U Azure Hi 55 bR2E AU E CDO &R, LABLAEDS 42 5 SR P8 . Microsoft
B J5 S I LERR AL Y TP MBI IR .

HRVENE E, 15217 Microsoft TechNet I [ B2 0 N 28 IR 5 ¥ 25
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P FxCDO.
I 2 iy TEAARS (Tools& Services) > #N7SEMHiERERS (Dynamic Attributes Connector) > E1%2%
(Connectors).

FER3 PUTLL T A
s WSIHTIERS: RIS InEAR (B, AR5 ISR AR
© GRPRIERAS: PahgniRKbr (PR

%
o GRAHIEREAS: LRI bR (TIDelete )

T4 AL E R,

=l 1t AR
AR Coifie ) NG FR AME —FR iR e -

152 Bf A E B
REREIRS | (CBRIAK308P. ) M Azure KR 1P WL 11 6] B o
iTH ID (FE. ) N Azure 1] H ID.

#RPID (5. ) HIAM 1D,

BRI ID| (L. ) BMAERIE 5 D,

BRIRE | (L. ) WAEKE %S,
A

SIS AR (Test) I PR AE PRAFIZE B 8% 2 i 7k Test connection succeeded
PIR6 PHRTF (Save).
FEBT R ORE” (Status) I ERTAE (OK).

Google = iE#2S - X THPRIRFISARIEIE

Cisco Secure Dynamic Attributes Connector 258175 &M Google = F A CDO, PMEH T in) #5
M o

NEEMES
A4 Google = F A LL T 3l 8
« BRZE, AT T41ZR Google 2 Bt U5 IR BN o
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#17Z %t Cisco Secure Dynamic Attributes Connector £4 &\ fR#Y Google = F A .

HHRVEANMEHL, 2 Google 2 SCR T I QL FIEFHLET 4
C LRI, AL SCPRICEIR I R

FREAT ., W2 Google =LK I OIAL AR A7
* Google % IEAIBLIN IP b,

Ffr 55 B9 & AR A PR
Cisco Secure Dynamic Attributes Connector 23k 22 /b HAG EAK > EFEZ MR A e F &R

£l X+ Cisco Secure Dynamic Attributes Connector E 7 & /"X [R &Y Google = F

N
$8 3

A \
S S|
N —

N
8
w

A

PRV TR ]

Sk S Sk SR
B N N M
-~ OO 1 B

SEAE S5 IR I e B H AT SR AR BRI IR 50K 7, BATR) CDO Ak sh & e k. A RIXLE R IEISI, 1if
2 Google zIE#LAS - KT HI P BURM S ARIE . 25 16 1T,

FHIa Z Al

LI E W E Google MK o A RIATILARAEHITEAN(E B, 1521 Google 2 SR H B B I .

UK

CABT A & f i P 5 0 65 B8 K Google =K /o
HEIAM FIEIE (1AM & Admin) > BRSSP (Service Accounts) > Bl AR &5tk 2 (Create Service
Account),

BALLTER:
* BRSSP RER: AR 4Pk i, cspac.
* BRSSMRA ID: NAER S AR S5 A2 FR e S ME—{E .
* BREMPIEEA: A ATE B,
ARSI ITELNE S, 12 Google 2 UK T i ik 55K T o

FLi B F 4L (Create and Continue).

TR BN EE, BERIBOR BT RO IR SR P KU AR S8
BHTHPER>EFEMA.

i 5ERX (Done).

EX R AT E i SRE I

T TR RS TR BRI 'S (D) .
i IR (Manage Keys).
Fl AR (Add Key) > B2 # %4 (Create New Key).
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< JustaTest [E] HELP ASSISTANT
DETAILS PERMISSIONS KEYS METRICS LOGS
Keys

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading
service account keys and instead use the Workload Identity Federation . You can learn more about the best
way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new ke .
Key creation date Key expiration date

$B11 il JSON.
L1121t (Create).

JSON 4 R 1ML
SIE13 [0E GCP ERI, W S e T8 .

T—o Mt 4
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£1]3Z Google =E1E5E

FiaZ |l
HE LT Google z JSON A% M IR 5K /- Hodlas € W EERR AR T A0 75 1) o

HIB1 FCDO.

P2 G TEMRSE (Tools& Services) > 7SR 4i1EIZRS (Dynamic Attributes Connector) > E1%2§
(Connectors).

PR3 PUTLL ME A
s WIFTIERS: RIS InERE (B, SRE ISR AR
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i3 e [ X BATHLIC .

BRSSHE | KW Google 45K ' (¥) JSON 14

SRS K (Test) FHEl OrRMNR B G R E RS -
FE6 NiliRTF (Save).
TR Wik “CIRE” (Status) FIH EIRHERE (OK)o

132 Office 365 jE1% =%

SEAR 25 A T4 Office 365 biic OUEEIERE RS, MK K E] CDO LU I Bl e
Microsoft 5 5 7 15 IS e TP Mt S60k . A5 S 4 B 2 A I i T A0 B

HRPEME R, 152 docs.microsoft.com ¥ Office 365 URL A1 1P Huhil- Y o

UK

P11 FxCDO.

SE2 d TEMRE (Tools& Services) > Bh7S/E 4% (Dynamic Attributes Connector) > %1588
(Connectors).

FER3 PUTLL AR A
s WSIHTIERS . i Ebs (B, SRS ISR AR
o GuPRIERAS: PahgniEKbr (PR

o GREEGEHERE . liMBREbE (HDelste )

T4 AL EE.

=l 13t AR
AR G o ) HANA TR AME—bRiRIb i3 25 .
ikl AL -
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PE®5 HHRTE (Save).
FIE6 itk IRE” (Status) 5 BRAE (OK).

el EESE =

WAL 25 CDO 22 iR, 10T LUKEK B 206 G I 4605 JEL L 21 LU 05 il 428 1) SRS
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AR RUAAABREE B M OA RIS A 2T KR B IE Ay . B
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N 61 32 AR AR E IR D 1&

AT EHE T W] G G wcgs,  UER 5 8% % M dynamic attributes connector #Ei% 15 i £ B 2.
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FHIE1 F 5% CDO.

$E2 i TEMRS > shiSEMEERE > S0,

HIB3 TRIERCES, RS ks (B > M KBS FE

FIB 4 Byt RER g, E iR bR (FEdit) B JHER KRR (D Delete ) |
SEBS NneigniE Ll ~E .

& 15 BA

2R (AFFe ) BN A AR UUIERC 2 I ME— 2 FK .
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&
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AT EEHE T W] G g iEmcgs,  DUIER 5 &% % M dynamic attributes connector #Ei% 15 i £ B 2.

FFE Z A
PTEMAP At
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SR DUEATE S B A ™ B4 %k CDO.

T2 sl TEMRS > shiSE ks > &k

SR 3 LRGN, RS S bs (B > ZASA RIS K L.
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B | OB ) BATTRRUUG A 2R
i

G AP IE .

fA

z BR BRI SRR e o

W6 AR (Test) HH PRI D) 5 B ORAFIG L4 o
LB SR E.

I #7S B IR R

i Cisco 43N @ PEIERAS & NS B eI g 2% 2578 CDO H W7 kw1 Il 423 i S s v A H]
IENAS O G e i, BERT LLREIA 2538116 AWS k4545 (1 U7 10 BLPR PRI 4 Microsoft Active Directory
rhE SCH I 55 41 R 5%

)

AR AHEAN GitHub. Office 365 o, Azure Service Tags Il 5h & @it Ess . X LA =5 5 2>
FALE O IP Hudik,

ARV R A PR 5 B, 15 2 B A 2h A s PE I DR R A U i 2 TR ) o

FreaZ wi
SERCL N T TS
o QUENEREE , B8
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HIE1 FFCDO.

WIE2 GRS TEFARS (Tools& Services) > SR HiEIERS (Dynamic Attributes Connector) > Bh7S
%535 28 (Dynamic Attributes Filters).

T3 WAL E .
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o GRHEIYESL. ehREEE (7 Edit)
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« MBRIL SRS SpaliIBR bR (P Delete )

B A ZRINEg e A, AL E R
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* T (Equals) 2 Pl EHE 4L

* 8% (Contains) 2K SEILRC CARAE K
FEATHR UL o

5 L EE (Any) sk2EB (All), K58 EL R
—AEEZAME. iR mEM{E (Add another
value) DA ) 25 i) HH a8 I

PS5 P BIRTNLE (Show Preview) DUH 7 A ik 1] (1) /4 2% 55 TP Mkl (15136
P6 e, PlifRTFE (Save).
F$E®T (Wi, ) KIF CDO HIHsh AN .
a) ¥k CDO.
b) fiili SREE (k&) > FTD %B& (FTD Policies).
¢) Hilidt& (Objects) > R EIL2E (Object Manager).
d) ek, HsMNERE T (External Attributes) > 1753 & (Dynamic Object).
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~f5l: Azure
PUR R B R T — ANt Brad W 45 N IR 55 2% .

Add Dynamic Attribute Filter

Name* Connector*
Azure Finance

Azure
Query*

(311 Finance eq (any) App

> Show Preview

o ) N
. AWS
PLUF /s 7R T —AN45AF: {H4 1 ) FinanceApp.

Add Dynamic Attribute Filter

Name * Connector*
AWS

AWS
Query*

l'%l FinanceApp

> Show Preview

Cancel ‘
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