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Inside Switch
_a—

Load Balancing: ==
PBR or ECMP

[
eth0/0

eth0/1

eth0/2

eth0/3

srgmmnn dusaposet) |

Outside Switch

= Load Balancing:

PBR or ECMP

Node1/Control

@

inside elh1f2 (g cih1/1 outside

eth0/0

10.1.1.1 (main)
10.1.1.2 (local)

fj(lq 165.201.1 (main)
209.165.201.2 (local)

Node2

inside eth1/2 G 3P cih1/1 outside

eth0/1

10.1.1.3 (local) ¥ 209.165.201.3 (local)

Node3

inside eth1/2

eth1/1 outside

1 °C o) 1 eth0/2

10.1.1.4 (local) 209.165.201.4 (local) etno/2
Node4

inside eth1/2 g P <th1/1 outside .

10.1.1.5 (local) $205.1652015(ocal) | 1

N

xR

ANSCHFHS 2 JREE X LUK M 3

ETRMEAIEEH (BB AEETD

ERARIZIRE

A P N, A ASA 45 LIHSA R B 1 O TP Ml Al MAC ik, 55T 560% (8% 111 (PBR) /&
— P I T Tk

W CAEAEH] PBR A 78 70 AU A AEAR B, AT TS vk

PBR AR #H5 i WU AT ACL 11 i th ko o B ZRAEERAE P I P AT ASA Z I8 T3kl it i . it

PBR At b1, D] AT IR E ik Se DU AR M S BT8R . O TR VR RE, U &
PBR 5,  DUSE L) e A E AR [R5 5 ) 2 [ — > ASA. Biltn, R — 6 BRHE
&, ARG ZERERK ISR 10S PBR RFATSEHLIUAR . JUA 108 X G ER_EAE ] ICMP ping M ¥ &

ASA. RJh, PBRATHRERE E ASA [KIR] 5 )/ iﬂ%}*‘ﬂ%ﬁ A WU . RS R, ST
URL:

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

http://www.cisco.com/en/US/products/ps6599/products_white paper09186a00800a4409.shtml
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Hn] DT A S bk ek DHCP /R 04 5 1P Hudilk.
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* NetFlow

A E

A R B QIR s PN, I R R T N e R EAT I B AR TP Hhhik
(7 SSH 234, 2 1 R A b I T W O o 28 ST ok SSHUZEREAT FHAR IR 13 8, X R4
TS TFE R BB NP B S, TR OB A7 (1) SSH BB
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BSEK
* ASAv30, ASAv50, ASAv100
* VMware 2, KVM
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o BT A I B A SRR B I E T A, A BT e S A A/ W T X TG
1M AT8emHeE, EFFMEIEOSERER, Hltn, FE3F FTPIERN FIN/ACK ¥k L1 FTP
P . fEIIE LR, BT E T FTP 8%

o AIA LB 1 VXLAN; U B HIRERR 32 FF VXLAN.

o K R RIS RO PTA T R N R W SR BEAT RO, BN, AN AE AT SR AL
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RIS

ASA [El SREFEGARE
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¥=%175 = Day0 Fc &
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!BOOTSTRAP

Cluster interface mode

cluster interface mode individual

VXLAN peer group

object-group network cluster-peers
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network-object host
network-object host
network-object host

network-object host
|

10.
10.
10.
10.

o O) O O

! Alternate object group

! object-network xyz

! range 10.6.6.51 10.6.6.

.6.51
.6.52
.6.53
.6.54

representation

54

! object-group network cluster-peers
! network-object object xyz

! Cluster control link physical interface

interface gigabitethernet 0/7
description CCL VTEP src ifc

nve-only cluster
nameif ccl
security-level O

ip address 10.6.6.51 255.255.255.0

no shutdown
|

! VXLAN Network Identifier (VNI) interface

interface wvnil
segment-id 1
vtep-nve 1

|

! Set the CCL MTU

mtu ccl 1664
|

! Network Virtualization Endpoint (NVE)

nve 1
encapsulation vxlan
source-interface ccl

peer-group cluster-peers

! Management Interface Using DHCP
interface management 0/0

nameif management

ip address dhcp setroute

no shutdown
|

! Alternate Management Using Static IP
! ip local pool mgmt pool 10.1.1.1 10.10.10.4
! interface management 0/0

! nameif management

& Dayo B kB & ASA izt ]

(VXLAN tunnel endpoint (VTEP) src interface)

association with VTEP src interface

! ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt pool

! no shutdown
|

! Cluster Config

cluster group clusterl

local-unit A

cluster-interface vnil ip 10.2.2.1 255.255.255.0

priority 1
enable noconfirm
|

! INTERFACES
!

ip local pool inside pool 10.10.10.11 10.10.10.14
ip local pool outside pool 10.11.11.11 10.11.11.14
!

interface GigabitEthernet0/1

nameif inside
security-level 100

ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool

A EEE ASA EnnER |
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interface GigabitEthernet0/0

nameif outside

security-level O

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
|

'JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

HIETH S Day0 EL B

R LU Day0 FC BRSSP RCE . RSO s 8 A I 1Y 10 Day0 BC & P 5k
fEL

\ )

ER ACE A DUERE Y RO E . Day0 it BN A HEVF A . SSH . ASDM Vi I 25 HoAth 13 '
% Day0 BLE MEEME S, WEWSATEM .

I'BOOTSTRAP

! Cluster interface mode

cluster interface mode individual

|

! VXLAN peer group

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

|

! Alternate object group representation
! object-network xyz

! range 10.6.6.51 10.6.6.54

! object-group network cluster-peers
! network-object object xyz

|

! Cluster control link physical interface (VXLAN tunnel endpoint (VTEP) src interface)
interface gigabitethernet 0/7
description CCL VTEP src ifc
nve-only cluster

nameif ccl

security-level O

ip address 10.6.6.52 255.255.255.0
no shutdown

|

! VXLAN Network Identifier (VNI) interface
interface wvnil

segment-id 1

vtep-nve 1

|

! Set the CCL MTU

mtu ccl 1664

|

! Network Virtualization Endpoint (NVE) association with VTEP src interface
nve 1

encapsulation vxlan

source-interface ccl

peer—-group cluster-peers

|

! Management Interface Using DHCP
interface management 0/0
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nameif management

ip address dhcp setroute

no shutdown

|

! Alternate Management Using Static IP

! ip local pool mgmt pool 10.1.1.1 10.10.10.4

! interface management 0/0

! nameif management

! ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt_ pool
! no shutdown

|

! Cluster Config

cluster group clusterl

local-unit B

cluster-interface vnil ip 10.2.2.2 255.255.255.0
priority 2

enable noconfirm

|

! INTERFACES
!

ip local pool inside pool 10.10.10.11 10.10.10.14

ip local pool outside pool 10.11.11.11 10.11.11.14
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
|

interface GigabitEthernet0/0

nameif outside

security-level O

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
|

' JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

MBEE.E ASA El £

TAEHE ASA R SR LB AR, WHHATLLTES

FERFAT R R B AR OB, DURAEREHIY i BB T 8 SOIMASERER, B ORCE
el ST BV e TER, RSB AL S| SRR B R TR
BB TR LEESFEOER
FEJE HIARAE AT, TG 2R B KB H O AT BN 1o AR R BRI nT DU e 1 7,
DI R VR A A BT B R S AFAEAN A IR O, AR A PR B AT AN SRR3R
FHia Z |l
 BIHEZLN ISR P IR S ASA KR _E7r ve B

 FEHFERI G CERATHD sUSSH (IR CUECED R ASA B CLL, I RIX L2 iR A
AL AT LAAE ] ASDM BC B AEHE -
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TR BT AN NI E, DUERT S s B A RICE; AR AN RIS fir & 1M S

Nil
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8

cluster interface-mode individual check-details

Tl

ciscoasa(config)# cluster interface-mode individual check-details

EE BRI OB G, BT L] SSH 2kSE e B3 1 (HE, R E N B4 B LA
HAFGAERER (B INAERF TP b5\ DHCP SR IP Hhtib) 2wy FBi ik ASA, )
W OVET R, PO SRR R S OER . EtEoL T, AU 3
Bl E I CUsR AT HD KRB R R

AR B R
cluster interface-mode individual force

T

ciscoasa(config)# cluster interface-mode individual force

AFAEBRABEE s AT PR AR MR BB, e n HIAERE .

for ce i 3T ] B¢ SO oMy o e A A G 15 PP SR APAE AN M BE . R, R TahiE R
AEATCE PR iy A e G B R BEAE B B e R B 52, DRI IRATTA AL ] forcede I, XA
BRAOTTUNAREE T BEBNGE, ETLIHEFHE1T check-detail sE BRI E 2 2% fF .

WERAMEH] forced i, MAFAEARTAGRAIBCE N, RIUK IR IS FRIC B IF 3OFTngs, i 2
TR PRI G o - G R HD SREFCE S BT . AUREIRCEIRE (R, M
RO R B E . WUREARNHERECE, WAL niB a2 .

T L, 35 no cluster interface-mode 174 .

JAFHEREZ WY, B ESIT A MaTECE T IP bk O, A UMER I In NGB . ARl A TP
HohESEATA BENY, BRI RE A /D B O SSH Y A i He B A B . BT Hof 4z 1, ] LAZE A H
FERE B AT s BT U B T A e 1, DAL e R A T 7 20 BT (R AR Ao

AT WA DB R SRR D% 1 o T R IE R s e 1, AN D E A TP
Hihkyt SR EL [ O TP Mkl o AEREMY A RE 1P Mkl SR AR BEIG I 8 Mk, B4R 288 T4 1 i das i 4 A
BT B2 VAR A5 e S 8z 11

XA R, S n] DAECE TP bk, tnf A DHCP; A4 #l8: 11 528 )\ DHCP sRkEH b
B DHCP, &2 H IR M2 wiE .
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rEstrzn i

FriaZ wi
o (W[ EE RO

o R L, o] DU RS, il L] DHCP. 4 AL 6 25 1P ik Jf (4] SSH iz
PEIERL B B 1, WRSREH 19 w2 i TP s kAl i A5 ]

o BEAN O A TR R e SRR TP W A3 ) — A TP ik,

o SRR IP WA BB AL 4 b CU/EAE T R ik, B S AR B 1 & 1 1P bl
Bt
1 Ky il o 10.1.1.1,
2. AT SAE ] 10.1.1.20 10.1.1.3 A1 10.1.1.4,

3. FEFAHI R L ECEARRE IP M, AREAEHu b A Al 20 3 84, BROLCAEA
S

4. R, BT Z M A Al TP Huhl, dn .5, .60 .7 AT 8.
A

AR BRIV AR R L BRI SR N ORI B A R 1
Sk Je T 2 A A A AR A TP MLk

5. MIASEREZ G, Wi T 0 TH kR g 7 I OF T e 4k

P REAM P Ak (IPv4 M/ IPv6) , L — LIRS o BE SRR SRS A1 D 42 L
(IPv4)
ip local pool poolname first-address — last-address [mask mask]
(IPv6)
ipv6 local pool poolname ipv6-address/prefix-length number_of_addresses

TP

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6 local pool insipv6 2001:DB8:45:1003/64 8

/S AR I SO R RO TR RS, WIS S k. B T AT
TR AR 1P MU AN/ LI s 3 55 A R AS W 2 rh D AR 1P M bk OR B A 1P M
TEICVE TS € 3 FC B RS RO DI A bl AR RN R A Ik, 5%\ showip[ve]
local pool poolname fir %« REANRAEK S AE AN A SR IN A2 20 B2 — Dbt ID. L ID W€ T BTHI
oK Ik it R R AL TP
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HEN 3 T C B A

interfaceinterface id

Tl

ciscoasa(config)# interface gigabitethernet 0/1
poEAREGELR

nameif name

TP

ciscoasa(config-if)# nameif inside

name 2 K LI % 0 48 NMFERFISCATAT#, JF HAR S KNG o AFH N8 i A sy &)
Fi ey i

WE LAERE 1P Hhhk I e SRR -

(IPv4)

ip addressip_address [mask] cluster-pool poolname

(IPv6)

ipv6 address ipv6-address/prefix-length cluster-pool poolname

IR

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8:45:1003::99/64 cluster-pool insipveé

I TP Btk 06 250 5 B it M ik S8 T[] — AN 2, (EATEM IR . ST DABC & IPv4 FII/ER IPv6 Mtk .
ANSZHF DHCP. PPPoE H1 IPv6 HZNALE: #LAT-5)HCE 1P Hidik.

BCE LAY, o number 5 0 (A% #1100 Chzin) IR (1 B4

security-level g

Tl

ciscoasa(config-if)# security-level 100

Ja A

no shutdown

Gt

PAUR R B 11 0/0 T-IE LA R 11 0/0 F1T-J8 LUK W4 11 0/1 FiE B 0 B 3745 11 1) 7=
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ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8:45:1002/64 8

interface management 0/0

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipvé address 2001:DB8:45:1001::99/64 cluster-pool mgmtipvé
security-level 100

no shutdown

ip local pool out 209.165.200.225-209.165.200.232
ipv6 local pool outipvé 2001:DB8:45:1002/64 8

interface gigabitethernet 0/0

nameif outside

ip address 209.165.200.233 255.255.255.224 cluster-pool out
ipvé address 2001:DB8:45:1002::99/64 cluster-pool outipvé
security-level O

no shutdown

ip local pool ins 192.168.1.2-192.168.1.9
ipv6 local pool insipvé 2001:DB8:45:1003/64 8

interface gigabitethernet 0/1

nameif inside

ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ipvé address 2001:DB8:45:1003::99/64 cluster-pool insipvé

security-level 100
no shutdown

tZ5 | FIEFEE
SR A ST BT 5 SRR AR

REEHTRA3ISEFZE
GERE R AR Y R EAT 5 SR E A RIS . TR, EECE ISR A Y RO
FEPERIT R FRHIERAEE, SR SAEIEASIN R G5 R E2S AR Rl Bl AT AT AR
RECP, 200 R ORI R SN BT A 5 ST R 2 i Y R
FiaZ |l
< A OIECE, LB S R AR G R R
o BROGHFP I BE RS B 11 Cernl DUE SR DHCP) Ab, e B o (AT 22 1198 0 20048 FH AR

IP AT G, SRJG A RERE AR . A AR AAA (e i G, JmT DUV e L i
(clear configureinterface), 1] LLKEFE 645 4 SR HE 4 11 5 7 0 AR .

BT RS IR EAEIZAT RN, T RE A PRI T N 25 A B B W T e IR TUAT .

 Je BT DU TR RIRE R,  DUE T DU R B B MTU B BN e . 15 S
jumbo-framereservation 4. Ji H EWie S50 ASA FoFnak, K@ nZire 4k 4L e 2w
PAT L R

| A EEE ASA EnnER |
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SR AR AT, R R G E D VXLAN #2111,

FAJE AR IR PSR IR B 1 1 5

AT B

HFLE EH ASA 21 ASA L |

SRR A G AN S NP R R BB Y s (S, AR RN A A A R A

HIFULECE AN SR, B AHEREAN Y b0 0 e B AR B 2 11

a) G R R Z 41K VTEP %2544 TP Mk
HRM A G A M TEE S, S0 ASA B KSR EFR R H I “Vy i amint g —i.

VTEP 2[Rl 5EAl TP /48 07T VNI $2 LAl R it S 4 h e i i 2% . 3 VTEP Y542 I E R —
FM AR AN TP Huhb . b7 WS 5 A HA R e 2, o H B R R B M

i

PAR 2 A PIBRE SRR ALK B R 45068 SR A (R 7191«

ciscoasa(config) # object-group network cluster-peers

(
ciscoasa (network-object-group) #
ciscoasa (network-object-group) #
ciscoasa (network-object-group) #
ciscoasa (network-object-group) #

network-object host
network-object host
network-object host
network-object host

DA 2 Gt 5 | IR 7 A 288 0] 2 1 19 4 5 R A ) 7 49«

ciscoasa (config) # object network

XyzZ

10.
10.
10.
10.

o O O O

ciscoasa (config-network-object)# range 10.6.6.51 10.6.6.54

ciscoasa(config)# object-group network cluster-peers
ciscoasa (network-object-group) # network-object object xyz

b) Hl'E VTEP 1.
interface interface id
nve-only cluster
nameif name
ip addressip_address subnet_mask

no shutdown

IP 3Bk A X S5 2 — S A X S 2 v

5

ciscoasa(config)# interface gigabitethernet 0/7

(
ciscoasa(config-if)# nve-only cl
ciscoasa(config-if) # nameif ccl
(
(

)
ciscoasa(config-if)# ip address 10.6.6.51 255.255.255.0
)

ciscoasa(config-if) # no shutdown

B 575 SERE ASA BRI SRS
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d)

marsEssseres [

¥ VTEP J5$z 1 5 NVE SEAH G o

nvel

sour ce-inter face interface-name

peer-group network object name

HBe4RE A NVE £, H 1D K 1.

BOATOL R, FREteh NVE L1 encapsulation vxlan fir s Joifs A iz di 2.

-

ciscoasa(config) # nve 1
ciscoasa (cfg-nve)# source-interface ccl
ciscoasa(cfg-nve) # peer-group cluster-peers

i€ VTEP $2 1 (1 fs R AL i i 22 /0 LA 2 11 (1) Jee sy MTU i1 154 7275
mtu interface_name bytes

P AR B i U R R e e, DR LS T 1) e 5 L R 8 25 4 e B /N s B L
SRR ETTAY (100 F35) A VXLAN FFAY (54 F35) o ¥ MTU BE Hy 1554 3] 9198 45 2 1]
. BRIA MTU Jy 1554 745 B D BEE R 1500 1, FRATEBCK R IR MTU %
HON 1654; MEFFZEEMTNE (525 jumbo-framereservation i4)

Bltn, ZE4EH Wi, BT MTU 4 9198 45, IR B2 10 MTU AT BLZ 9044,
T AR REFS B I U AT DA B2 BN 9198,

WA 2 S BB S T, HRATE WK B s S S R i E R E .

i

ciscoasa(config) # mtu ccl 1654

(A[%%) &% 'E VXLAN UDP ¥ 1,
vxlan ¥ -5

BRINEOL R, VTEP W4 300k 4 UDP i 11 4789 1) VXLAN Ui &, 015 P 2845 F AE bRk iy
(I PET B

5l

ciscoasa (config) # vxlan port 5678

B VNI B2,
interface vni vni_num
segment-id id
vtep-nve 1

i

A EEE ASA EnnER |
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ciscoasa(config)# interface vni 1
ciscoasa(config-if)# segment-id 1000
ciscoasa(config-if)# vtep-nve 1

* s VNIECF- BB 1 A1 10000 22 [RIAIE . 6 1D A Y 4 1 RR A5 .
W RBEID VRN 1A 16777215 Z . WEL ID HI T VXLAN FRid.

ANEE $ OV B A R AT A HAR S 4

SIR2 Y EEME Ay 44 I N B AR

cluster group &
il

ciscoasa(config) # cluster group podl

YRRIGEASE N 1) 38 NFAFH ASCIL P AT Hi o BEANT AU BERCE —MEIEAL . RIEIPT A B A
WAL [R]— 44K

R AR T R A i 44

local-unit node_name

{EHIME—T8) ASCIL “ZAF e, K SEAZUN 1 3 38 NFRFo BT I A ME— k. R AT
VEAFAE A FR A 7 5

il
ciscoasa(cfg-cluster)# local-unit nodel
P S B % VNI #2101

cluster-interface vni_interface idip ip_address mask

i

ciscoasa(cfg-cluster)# cluster-interface vnil ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on VNI1

B9E IP Mol () IPv4 Hhhb; B OO SCRF IPv6. XFTREANTT A, FE[R— M2 B 45 e AN Y 1P Hudik.
VNI W48 EAEYFE VTEP 4% Iz AT Inss il i 4%

R AT R PR R AL SE K
priority priority_number

TP

ciscoasa(cfg-cluster)# priority 1

RAEZIE R 1 ] 100, o 1 45t se gt
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$IE6

marsEssseres [

CRIE) BCE 5 U0k 25 B LU Pl SR A Bk i L P o
key shared _secret

TP

ciscoasa(cfg-cluster)# key chuntheunavoidable

LEBPE KN T 1R 63 M ERFZ I ASCIL EAF H o F= B AR .. a2 A e
Bl A, ALRR IR 28 LUIA SO R B bR A SB R R A

JA PR -

enable [noconfirm]

TP

ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy
class inspection default
inspect skinny
policy-map global policy
class inspection default
inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

INFO: Removing incompatible commands from running configuration...

Cryptochecksum (changed): fl6b7fc2 a742727e e40bc0b0 cdl169999
INFO: Done

N\ enablefir & i, ASAK I E/CBITIINCE, MIRERA SRR AR ML, WHEA
BLE PRI MY . RASTEREMIEAIR ML WREIER No, WAL HHER. /]
noconfirm S8 ] Geid A L B IT F s BR A SR f 2 o

TR — ARG ST fERE . TR H A 5 Y N A R B
DR R ERE B A P s 305 20 Y TR AT A A P B

FEAEFIAERE, 141 no enable 4.

pE i UnARAEIAERE, AT Eda e R oG], AT B D b e R

Gt

PR & ESERCE S B 11, A BN EE T LA A VXLAN SEREFE T ERR, RIS 440
“nodel” [f] ASA JA FIEERE, M T BRSPS B, DAIHORE o P
R

o

ip local pool mgmt 10.1.1.2-10.1.1.9
ipvé local pool mgmtipvé 2001:DB8:45:1002/64 8

interface management 0/0
nameif management

A EEE ASA EnnER |
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ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8:45:1001::99/64 cluster-pool mgmtipvé

security-level 100
no shutdown

ip local pool out 209.165.200.225-209.165.200.232
ipv6 local pool outipvé 2001:DB8:45:1002/64 8

interface gigabitethernet 0/0

nameif outside

ip address 209.165.200.233 255.255.255.224 cluster-pool out
ipvé address 2001:DB8:45:1002::99/64 cluster-pool outipvé

security-level O
no shutdown

ip local pool ins 192.168.1.2-192.168.1.9
ipv6 local pool insipvé 2001:DB8:45:1003/64 8

interface gigabitethernet 0/1

nameif inside

ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ipvé address 2001:DB8:45:1003::99/64 cluster-pool insipvé

security-level 100
no shutdown

object-group network cluster-peers
network-object host 10.
network-object host 10.
network-object host 10.
network-object host 10.

interface gigabitethernet 0/7

nve-only cluster
nameif ccl

6.
6.6.52
6.

6.6.54

6.51

6.53

ip address 10.6.6.51 255.255.255.0

no shutdown

nve 1
source-interface ccl

peer-group cluster-peers

mtu ccl 1654

interface vni 1
segment-id 1000
vtep-nve 1

cluster group podl
local-unit nodel

cluster-interface vnil ip 192.168.1.1 255.255.255.0

priority 1
key 67impala
enable noconfirm

BREHET R3IFEFR
PAT LA 5 e i 1 e

It

FHia Z |l

A OIECE, LIRS 2R AR T
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mayrsssseres [

o PROGEFR I BE RS FREE 1 Cernl LUEREAEH] DHCP) Ab, e 3 o (AT 452 198 0 25048 FH A
IP M TACE, SRIS A RE AR, . W SRAT LURT A AE I D BC B, 46T AV i L
(clear configureinterface), 4 AJ LAKEHE e 46 oA B4 11 s 7158 FH AR .

KT RS IR EAEISAT MARREIN, T RE A PRI T N 25 A B B/ T e IR FUAT .

o A EAEMTT R DU T AERHE R BE R,  DUEE T DU SRR B BEMTU B BN B UE . 1S
jumbo-framereservation 4. Ji H Eie T8 ASA FoHma, @A Zde 4k s ey 2w
PATIL D IR

fie BRI R 1, S R T S C B I AR o 15458 VTEP 5 $% M 42t A
IP Huht (LLRRIRE R

IR

ciscoasa(config)# object-group network cluster-peers

ciscoasa(network-object-group) # network-object host 10.6.6.51
ciscoasa (network-object-group) # network-object host 10.6.6.52
ciscoasa (network-object-group) # network-object host 10.6.6.53
ciscoasa(network-object-group) # network-object host 10.6.6.54

(
(
(
(
(
ciscoasa(config)# interface gigabitethernet 0/7
ciscoasa(config-if)# nve-only cluster
ciscoasa(config-if)# nameif ccl

ciscoasa(config-if)# ip address 10.6.6.52 255.255.255.0
ciscoasa(config-if) # no shutdown

ciscoasa (config)# nve 1

ciscoasa (cfg-nve)# source-interface ccl

ciscoasa (cfg-nve) # peer-group cluster-peers
ciscoasa(config)# mtu ccl 1654

ciscoasa(config)# interface vni 1

ciscoasa(config-if)# segment-id 1000
ciscoasa(config-if) # vtep-nve 1

BB SR REA PR, LA 20 by S DA A1 s I B R SR A A4 A [«
il

ciscoasa (config)# cluster group podl

JHWE— PR 7455 o Dy O ARTE R 5 i 44

local-unit node_name

T

ciscoasa(cfg-cluster)# local-unit node2

FREK N 1 3 38 ANF4F 1 ASCIT F4F i
AN AL AU ATE A4 TR SRR SRV AE 44 R LI R

A EEE ASA EnnER |
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PR A SR BT 0 E A R SR R BB 1, AR BRI 19 AR [F) 00 5L 5 AN [R] AR TP Mk«
cluster-interface vni_interface idip ip_address mask

TP

ciscoasa(cfg-cluster)# cluster-interface vnil ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on VNI1

5 7E 1P HuhE ) IPv4 Hihlk; BERE IANSORE IPve. 4% I ANBERCE nameif.

WURS WA ATl R, W O Y SRR A ID, DS R A 3 AR SE 1 MAC bk
ste-id 45
w5l

ciscoasa(cfg-cluster)# site-id 2

number /1 1 £ 8 Z [,
PIR6 VB MW R AR RIS, TR BCE Ay e TR AR
priority priority_number

T

ciscoasa(cfg-cluster)# priority 2

BEEE 1 2] 100 LS, S 1 hfmithed.
TBT WE NS RUEE, S P 2SR B A AR R -
w5l

ciscoasa(cfg-cluster)# key chuntheunavoidable

LIRS A HER:
enable as-data-node

3| enable as-data-node iy & 7 HE AT AT IS B AR (CF B ATAT A T B2 BN & 103 D I AE
6D o AT A TR ORI N RE I B T s AN BEAEAT AR 2 Ak 2 P A T A R S
4%%&’[5]/ 2 S s

FEARFIEERE, ¥ no enable iy 4.
TR WERARFHAERE, B B oo, A B DS iE R,
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A5l

LA R 7 A F5 A0 1 5 node2 MG E -

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

interface gigabitethernet 0/7
nve-only cluster
nameif ccl
ip address 10.6.6.52 255.255.255.0
no shutdown

nve 1
source-interface ccl
peer—-group cluster-peers

mtu ccl 1654
interface vni 1
segment-id 1000

vtep-nve 1

cluster group podl
local-unit node?2

cluster-interface vnil ip 192.168.1.2 255.255.255.0

priority 2
key 67impala
enable noconfirm

BEXEEHRE

arvEszt

PENS 0 RICE K87y, sEERZERREZ o, BaTLl B E SCRRHSITIRIU RS . TCP Al

SEIR . WA H AL .

LEF T 5 AT IX SRR,
FlEE K ASA £EE 55

AT LIRS T A b B e R .

SR AR AR

cluster group name

P2 (AR o a1 R B Y s i & 52

A EEE ASA EnnER |
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console-replicate

BOATOL T2 Ihfie . 0 THEE I EGF, ASA nlH ULy B AT EN il B & . R
A TG A, Bl T R R B I B AR BRI A PRI SRR A — A

B0 o
BEE ARG R ARERER S0 -
trace-level 27
AR T 2 L A (I )«
* critical- E A GPHENE=1)
« warning- %15 (GFEME =2)
* informational- {5 B ff GPEME=3)
* debug- WIAFF GPHEME=4)

BITIRZS S, FESEFHMARE

Nil

B

U ) DAY e s AT RS g

ARSI AR O (Pl B 0D Risfrikdiie & BAPIROURZEANE VLAN 740 L
PAT o AR RS HIRE R OB A B TR RS

BEANSETFIC B A
cluster group name

i

ciscoasa(config) # cluster group test
ciscoasa (cfg-cluster) #

B SR RS A PIROUS DI fE .
health-check [holdtime ]

N T HRE N RIBITIRDL,  ASA SR R RGPS HIBER B4 heartbeat 1 BURIE BT o 2R
I RELRRF I R BB IR 4515 RO ] heartbeat 7 8L, DU 45 15 s Bl R ok G B B GVE TA% .
* holdtime JHIN - HI 8 5E PHIX B % heartbeat R B 2 A ][RI f,  FLAEA T 0.351 45 £
ERINE N 3 75
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mEErRskE raaEsnagE

R AEATAT SO s I s B e B . e T ERAE T ASA L BRATHHL BRI, SN
AHZATIRE A TRE, B A 2 AR H #1014 1 I #% (no health-check monitor-interface). 4
P4 8 ) B 55 A FLIRC 3 5 o CURDE B BT 1 a5, 58T LU B s AT IR Gk 2 D) e

TP

ciscoasa(cfg-cluster)# health-check holdtime 5

PR3 N PN AT RO A .
no health-check monitor-interface interface id
FEBAT ARG A W 45 B B T . ASA TE 22K R) S AEEARE v A s 2 ke 024 AU B ol
EREAE AR B . BRUEOLT, AT 4 LU RS AT R A o ST LU A s 4 1 no &
KB E VR A . A nT e AR A4 1 (I B 1) Bs AT IR £
* interface_id - ZE 4% DR . BATRGLIRFEATE VLAN 740 AT EANRE A SR T o i it
Bo s s B2 TR R

P R A AT O s s s B 1. S A ASAL BROASHHL BB, R
I TIRSK B N HE (nohealth-check), I EAE I CLAR FHEE T8 IR HE . 20 25 0 o 2l s e il
LG S B R BT Y R, AT LUEE S TS IR A T R

P

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

FRA HE AT ARGURS A 5 A Wb J 1) B 8l BRI NS i
health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation
* system- 5 I DRI H B BB NN B E . NI A0 dE . IR P RER @I . AN B N H

* unlimited — (cluster-interface FIERIAED A PRI BN 2R AT IR B

* auto-rejoin-max — W & HH A ZAR KL AT 0 F1 65535 28], 02X HAIEH A,
data-interface fil system [JERIAE N 3.

* auto_rejoin_interval - & X R EF DA SR 2 (W I RIBE FR S 1) CBAM o 30r) , /v 2 ;i
60 2 11 ERIME N S 2he 17 AR I NS BE IR S R I BR A B Rz IS 14400
3R (10 KD .

* Auto_rejoin_interval_variation - 3£ SO HE I R RFLE R ). BEEAT 1 R 3 ZmfE: 1 O
B 5 2 QAT E—IRFFLERTED 83 (35T L—IRFREE ) o Blhn, i REk mbaEE
SR IAIEE N S il PR E R 2, MIFE 5 0Bl E HEATER 1 ks £ 10 080 2x5) Ja
HEATE 2 R34 7 20 0% (2 x 10) JEHEAT 2R 3 sl 0 AR, BROAE N 1, i) T
Bl RS, BRIMER 2.

i

| A EEE ASA EnnER |
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ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

HCE ASA REFE TR A R A W K 1l B AR TR B 2 w23t (1) 977 s B9k s 1)
health-check monitor-inter face debounce-time ms

IR

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

K 17 S BRI H) B2 2 300 3] 9000 =22 1] BRINE R 500 2. /N IR AT LN DR DB 1 e )
T, VRS ANRECE BT SO RIS, SRR L . AR R FUIRA RN, ASA 424%
FrRE M, SRJE AW IRRd o A A ik, IR ORI TP IR
(AR Pt it
load-monitor [ frequency seconds] [ intervalsintervals]
+ frequency seconds— ¢ & W % ¥ & 2 (R FIINF[] CLARR S ) 5 YR 10 3 360 #b2 7). BR
IME A 20 F2,
* intervalsintervals — ¥ & ASA i £l (1 R BRI ECE, & 0E4 T 1 3 60 28], ERIAEA 30.

T DL AR AR A R 2, B RS CPU R IS DL L S R IX 5. IR AR
B, HRIARE ST LA PG 3, AT DL RAE S ml BT ah A8 AR, SR BN AT H L L
. BRATEOLT R b Thfg. Snr LU Mt . Wit m, BT LR Tah%E
EREPSMREUE i

1§ [ show cluster info load-monitor iy 425 5 i & 112K

Tl

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 25 interval:

0 0 0 12 28

1 0 0 13 27
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rEEmayanes e gnEs [

A5l

PL R 7R K health-check holdtime Bt ‘& 4 0.3 703 25HIGUANLI 0/0 #: 1 BRSO Bk 2
1) auto-rejoin % B A M 2 2B FF IR 4 IR, K duration #4 b—IR AR 3 £5; DA
BT BE 4 1) auto-rejoin W4 6 IRZK, BERE 2 40 4h—K.

ciscoasa(config)# cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3

ciscoasa(cfg-cluster)# no health-check monitor-interface management0/0
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

o & & B A1 &R TCP EHIE IR

A AP BRI o R iy R 9 e ol 0 DB D e T SR L M, ST LUK I 2K
(K30 A C DA K B (¥ TCP At O i) RIS o BT SR AN 88 R AR Y 5

9 TCP &EHz J3 FAE R S I LR A7 B T R IR A 4 3 [y /45 A0 BHa ot AT 1 o4k 5 kB 50 i A DG 1)
CHEMEITAE” o WHER, WHRREANTSTEO A T ) g8/ A B AT IR, T ST X S
Pime IR, dn SRyt O B v i P8 B oAb o, VM R R . AR E AR
H TCP BENLALI & G H TCP S 4EIR .

A TCP 4% )r AR R AL IR -

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq |1t | ot} port] { host ip_address|ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

IR

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config)# cluster replication delay 15 http

H seconds BB AT 1 2 15 Z (A H{E. ERIA T http IEIR, TN 5 7.
HEANSERENC AR
cluster group name

(AR by TCP ¥t o IR 4 -
conn-rebalance [ frequency seconds]

i

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

A EEE ASA EnnER |



B ==csmme

HFLE EH ASA 21 ASA L |

SEAr S BRAEE . WRE R, ASA @ IAZH A BBUR R IR BT B S B i 1) e 46 4R 45 1
BEMRMIBE S . SEPURIEDY 12 360 0, HI T4 2 KN RIASHe— R85 5. BOAMEDS 5 8.

TH2) vl 5 AR A SR G EDE R A ST B E R I B T AN R ol i (SRR 5%

o & ufi = (B T e

BRSE#EARL

T AR, BOTLUAE XRCE, MU mURTERIRE M.

R T B A I i B o0 Rk s TR AR R AT AR I ) GEE, S] DUE T S A AL . B R
T SEILT I, I B R e s P IR A . (HE, ASA S TR Uh S
Mg, SRS R HAL S B M 0 S5 T ]l 5 A A b S ) S8R0 R o7 T AT ol o
4R R gs o KT E 28 PR A AE R —uh S nT AP PR RE . BbAh, WRRah i R Ak s,
A S 1) R R SR PO E R T AT & . MR D B8 T At 5 & B i B s i,
42 R 3 1) 8
FiaZ |

o FEG | SREPHCE O BT A 5 B L A D,

o IR ERMRT A4k NAT B¢ PAT Vite; SCTP Mia(fimia; BTE L&,

BE AR E AR
cluster group name

T

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

JA I [ s A AL .

director-localization

O PR G 2 S SRR R R, AT DUR Tt U AR . RERR IS I S T E AL T A —
il WURRE AN g sl i AP AN AR T AT 2 R AR L G 52 3 e R T 5 T
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bUE i
T
$IR2

B E SRR

X F LISP &)

*xT LISP

ASA LISP 37 5

mEkrsat

FHIEZ Al
o FE G RE P BCE R O S B B B R ID

HEANSERFIC E A
cluster group name

TP

ciscoasa (config)# cluster group clusterl
ciscoasa (cfg-cluster) #

JA 3 TR

site-redundancy

MR G5 A AL KU AR BN, SR LU & LISP it i LS HIVR A 2l 1k
A DARE A LISP it ,  DASEAESS a8 R i s .

FFHEARE O B S (B0, VMware VMotion) , JR42e AT LLESAR 02 AT, Rl
Yok HR P& . T SCRRICEREIE O RS BN TE, B 2R T B RE U 7 IR 55 28 A% Bl I T T
WAE RS BN B o JEREE A7/ID 43 25 Wil (LISP) ZERDE ¥ 45 5 4y B 283t AR R AT (EID) 5 4 A
B EL T (RLOC) 73 57T, R0 MBI AN a5 23 0], SEIIRSS S8 1T B0 ) i 110325
o BT, 2RSS BT BB 10 s T H ) i 1) IR 25 2% Ak R N, % PR 2 2 A o T ) BB
PiE .

LISP 5 %78 2 i A (0 10 % h s AR S5 4, 40 LISP M IR IE B th 8% (ETR) A I BEIE B Hh 4%
(ITR). Sf—Bki% tHas WU ENTEE (MR) FICGT AR S5 35 (MS)o RS54 1A 58— Bk % i 2 A 380 AR 45
PR T HADES h s, SR HAL R thas a2, DUEER: 2 7 i ITR mf A4k
5P U R UL R R BT I IR A5 AT

ASA A G ARIz47 LISP; {HSE, ‘& nf LU A LISP Wi i ifi i 7 B 50 e, SR 5 1 s 3T 4%
SR . I SRAME A LISP £, MMRgs- a3 82 sh BFmul s, s BIIA A7 T8k £U% ASA £
BO, AN JRIR I # . Hr ASAKHR B R B IHGE R ASA, AR5 1H ASADLZUR it 2 & 1l
Wi, A BERIEMSS A . IERMERIFRA T RARE, A “K57 8L “EBI¥k”
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B ouseen

WA LISP 42 /%, ASA SRR Gl LIRS 25 55— Bk th #% 55 ETR = ITR Z 18] [ LISP Jii &, AR5
BF T T Sk B
LISP #EN

o ASA SEREN DL T 55— B B 2 FZ ok 2 0 ITR 8 ETR 2 [0 ASA EBEAR G AHe/E Y
J2 R B o — e % T 2% o

o SCCRF BT P BRI oA B BUE TR SRR AN SR 3 BB B
HH. Fomfdsm ey (gl SIP) , Hrb A R E s ITE A A — ASA #iG T 1
« SERHNEEBIEE 3 FISE 4 JZH0IRAS s — S FEs nTRE &= k.
o XoF T RRSE I AR A O BRI B AR S B S5 B R, B sh T B T RE I A i i PR . R E A A
WSS, ] AP BT e SCRR v s 2R, R Y R B R R A sk
ASA LISP 5L
BEINREAL & Z B ORI & (AT IR — Ui -

1 (nfig) FET EHLER S % 1P Hubk BRI AT BID - 55— Bk th 8% v RE S 1 5 ASA SERETE R
FHLE M2 k3% BID JBAI S, Rk, Snr LRSI 1) 5 5 IR AE B OG0 I 45 i 5 4 1%
EID. fltn, WnS AR & 2 ANl s, (HJ& LISP 75 3 Nl i BisdT, N R AFEERE &L 2
ANl s EID.

2. LISP Jii A r - ASA 7 UDP %t [ 4342 [-ff) LISP Ji i & A& 28 — k% th#% 5 ITR 5 ETR
Z AR I BID AT B ASA 4P 35— />F EID Al 25 ID HISCHEK BID £. filln, SN
PO B — kit 23U TP Huhik LUK ITR 58 ETR H krituhk () LISP i & . 15T, %A 4 LISP it
HABCF S, JFH LISP A S A S HERRIRE I,

3. TR AR € iR (KRS S P 1A 55 SRS - S N SR A5t J TR RS sl ko ot mT AR
Xt HTTPS it A/ el e 36 2 5 Mk 55 s 1w R T iz s ik

4. uhRiID - ASA A AR A RS AR 2t kL 1D B E B T
5. TR MR sk KSR RESUM BC B - b ZAERIR G0N R IR sl BETT/ 6 D) s v
S b R T R PR Y 2R B ] SR R A sl
B E LISP &)
MRS AR AU R Z IR BN, S mT LU & LISP it LUS AT sh k.

FHia Z |l

o MRYEECE B S SR E , 15 ORI E BRSNS SRR RE 20 T, AR
LW AL — ANl 1D,

* LISP yii it R L& 7E default-inspection-traffic J5H, Kk, ETEULIE AR h 242504 LISP it i i & 5
TR
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iz
1E
i
1E
v

rzuspian [

1 (A[k) Fl'E LISP Kl LI TP Huhk PRSI (¥ BID, R & LISP Fildk =245 4

a) BIEEY E ACL; (X HAs IP #iht 5 EID ik AUk VEHL
accesslist eid_acl_name extended permit ip source_address mask destination_address mask
#2352 IPv4 1 IPv6 ACL. 13 XAHfiD)(1 access-list extended ik, MM 5%,

b) Q% LISP A mes, FE NSHHIA:
policy-map typeinspect lisp inspect_map_name
parameters

o) B UG ACL & e VFI EID:
allowed-eid access-list eid_acl _name

SE— Bk 25 B ITR/ETR W RES M) 55 ASA SERETC = EHLER M 4% & 2% EID i AvE 5, Hik, &
AT AR ) 5 R S IR S5 2 Bl W 4% K 36 BID . lan, WHRAERENGE ) 2 Nk i, (H)E
LISP 7t 3 ANk i BigqT, W RGNS &) 2 AN i) EID.

d) WRTEE, HMA TG,

validate-key %4/
il

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

2 {Eui 1 4342 FONE Bk B AS 5 TTR BETR Z [H)[f) UDP it it & LISPAY I :
a) MLEP E ACL LAY LISP Ji & -
accesslist eid_acl_name extended permit udp source _address mask destination_address mask eq 4342
YA $i7 ¢ UDP it 1 4342, 252 TPv4 Il IPv6 ACL. H XAfiYIff) access-list extended #5745, i
S Z% .
b) A ACL BIZEme
class-map inspect_class_name

match access-list inspect_acl_name

) AEJHRIIE LISP or I RN i 52 SEMS AT . SR LUR Ja ARSI, AR JRe ik 55 Sems I T
ROFHEED -

policy-map policy_map_name
classinspect_class_name
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inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interface ifc_name}

WRAEATIUAT M 55 Skigs 15 1 BLAT SRS WU 24 PR . BRIATE DL R, ASA 45K global_policy
4R sems, DIUEXT T4 R skng, 1ETRE AN, WEOREA e R NS, BT LUy RENE
PRI 55 S . LISP Al < 0 ) B Foide, - DR A T e AR U 1R H AR 1 il
G5 s WRUE RS PN 1) AOSEWSR EE UL, DU N SO Y J 07 P SROMGS R ART P42 10 B B AT it

HBBZ F o
T

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa(config-cmap) # match access-list LISP ACL

ciscoasa(config-cmap) # policy-map INSIDE POLICY

ciscoasa(config-pmap) # class LISP CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA 2K LISP it 2 A5 55— kit 2% 55 ITR B¢ ETR Z A& 2%/ EID AN . ASA 4id™
NI EID ATyt 4 ID ) EID %
iR A iR sk
a) MBS RE ACL LATE R S5 2% B0 ckonk o I S S BB 73 T 48 e A R PR 25 R B o
accesslist flow_acl_nameextended per mit udp source_address mask destination_address mask eq port

52 IPv4 R IPv6 ACL. 11 KHfiDIIY access-list extended 157, S M4 5% . MNIHES K
B A iR sk, wlhn, ] LU HTTPS Y i fl/e U 1% 2R i ik s (i 2 5 s s)
'Hﬁo

b) A ACL fll# KM
class-map flow_map_name
match access-list flow_acl_name

o) FREAEI LT LISP A i [r]— SRR WA, 4 E WIEWUR, AR5 A TR Pk
policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp

TP

ciscoasa(config) # access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0
eq https

ciscoasa(config) # class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa (config-pmap-c)# cluster flow-mobility lisp
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P4 SN ERG, JFON R TR s 1«
cluster group name
flow-mobility lisp
B FF/ AT R ] U b Jd Y A R AS B 1k

w15
PR -
* % EID FE#H4 10.10.10.0/24 %% (¥ EID

o KA T 192.168.50.89 [ LISP M 2% (NHB) S547F 192.168.10.8 [ ITR 5 ETR i
P (ES > ASA B2 1) Z [H]ff) LISP it (UDP 4342)

« Jyf# ] HTTPS 7E 10.10.10.0/24 _F3HEN RS 28 BT Wi s R sh k.
o NEERHAHm B .

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID_LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP_ACL
policy-map INSIDE POLICY
class LISP CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
|
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eqg https
class—-map IMPORTANT-FLOWS-MAP
match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP
cluster flow-mobility lisp
|
cluster group clusterl
flow-mobility lisp

T

£ = J -
EEEHRYS
TEAERE S, 1B N] DLUSE Sl B R A PRAE T

R AAEE T
TERCEREOE AL, T R AR, IR SRR B A

| A EEE ASA EnnER |
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B nssenurss

\)

AR YMASARTARESPIRGS (LATF3h07 NE RIS PRGBSO I, I Hdl 3 ARk OC il A
B IR LT DUAGR A i . SR R AR, R AR B, T LU 5
MERIZAYT Rl BB LV OREFT T, ALY RO AR TP i 1 TP ik EA0 R OB In 2K,
M SRR A TAE B PRZS (B, B 0rfr T ARG ED » W B R A5
2B P 65 g R EEAT AR AT 2D C L

P FEANETAC BB
cluster group name

i

ciscoasa (config)# cluster group podl

TR 2 AN
no enable
TSR AR A, WS BEATRT A IR R, O ELH A B R B P R
LRI E ORI AR, DRl TR IS PR FHEERE

}A* ﬂiIJ ln\1T%$&? :Iuj_
AR 5
)
AR YASARTARESPRASN, Pra8dEE O oCH; AE B A D a DURGR RO . ERALIR
L, TR ERE . PR CUR ORAFIT T, A Y RONERAE TP iR S TP Mk (A R A

WO, W SRR A T AR APIRZ (Bltn, sl fifr T E2 AR ED , & EEN
TR R U 26 65 s R BEAT AR AT 30— 20 T

KT R SRR B, AT B IR

IR P IR 27 R
cluster remove unit node_name

G FREPRCE RS, I R D B BBt ie BB IR A, R T T BB A I 1% 19
A ZRBCE . WERAERE Y 5 o A e R BRI 5, T2 IR A2 0 A
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PEAE AR, EHI cluster remove unit ?, B %I show cluster info i 4.

TP

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asaz

ciscoasa(config)# cluster remove unit asaZ2

WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

EXVIPN =::

W NEETE I 7 RN (B Er e I IR (2 10D, sRE W RIS Tl T AN, 8
LIS TS TN

TR EEHat, SR EA.
cluster group name

TP

ciscoasa (config)# cluster group podl

SIB2 a3 HERE.
enable

1B &R
LR IR AR, T MR AR SR FICE . BT R S B S ATECEAR R OB
25D, DGR AR R A N P I AT L, AT BRI IO B F EF T 46 e
PAfe TP ik h 5.
giz

TR T EEE AL AR
cluster group cluster_name no enable

T
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ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

PEEHE Y A E R AN, R T I B B
R 2 THBRAETENC .
clear configure cluster
ASA KR P AT H 1, BLFE A PEE LURI AR
PR3 AR B
no cluster interface-mode
BT R TR E T, b 25 R
TR WA SOECE, PR I E S B EAE IS AT R E
copy backup_cfg running-config

T

Sk

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa(config) #

SRS R E DR AF 2R B BCE

write memory

PER6 WORBA A RCE, WHEBHEE VIR B, w0RE e o 1P deht, IR IER BN

B R HI T =
A

AR B AL IR R AR A AR, SR RUH IO A S A AR,
RIS RE R I R R R AN R IORE Y ERIEEE, AR IhREN . W
SRA AR P st ) ST o 0 s T AT RE R ORI T s TS5 0 20T (1 1 0 i S i v 3

SR R E AT LR D R

BT R BCE Y A
cluster control-node unithode _name
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wemnEnniTes I

-
ciscoasa(config)# cluster control-node unit asa?2

Tty BT B AR TP ki

PERE L AFR, S cluster control-node unit ? CRJ 2L 6 41117 5 2 AMW TS 485D, B
A show cluster info 774

EEERARITHS

B ARRE R A AECEANRE T URIE A, I PAT B IR [ A 1 s k% show i 4 LA
LR it PR L R AE AT A sl e b TR RNV ) AT HoAth Ay 4 (ol capture
Fl copy) .

FAL A BT R, SR WURTEE T R AR, WA BRE E 5 AL
cluster exec [unit node_name] command

Tl

ciscoasa# cluster exec show xlate

TAET LR, W cluster exec unit 2 Ca] A B BR M RT I S AN T ZFK) . B show
cluster info Ay %

ol
2 RIS — B3P BT 10574314 2052 0 TETP IG5 38, VRt o A LA AL F

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

2/~ PCAP AF (— A3k H—AN1 5D 2 HI3) TFTP kg5 4. HAsfik X/t % A3
BRI sS4 FK, 19040 capture]l asal.pcap. capturel asa2.pcap Z5. EAWIH, asalFflasa2/&%e

U545 ASA FEIUEEEE

RT DU P PR R R FHE R i
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HIEERRE
THZ I LT i R S AR
* show cluster info [health [details]]
WA EA BT, show cluster info iy 2K /s JT A7 SRR 0L IR AS
show cluster info health ir &K Wos 2 1. 5 SUREANMERFI U ATIZ AR details SR T R
IR ESEISE RN €@
%2 % show cluster info A4 1 LL R4 -
ciscoasat show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

ID : 1
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL NODE

D H
Site ID H

Version : 9.4 (1)
Serial No.: JAB0O815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE

D : 3
Site ID H

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011
* show cluster info auto-join

SRR SR BUEIUR SV TR MASERE, LU DR A I
AT, JUHEAPRIR BRI, 555 . R DA, S S A, R4
HA L B E T

%2  show cluster info auto-join T2 LA R 4t «
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wsrgans

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

* show cluster info transport{asp |cp [detail]}
BoRLUN I H AR R I ge 5 R

* asp — Hdl- T AL Mgt iHE
* op — B HfL AL R .

R EAN detail SCHET, RnT DLAE SRR SEAR A DA LR TR0, DU o 2 11 1
H G X I ) AL R . 17 2215 show cluster info transport cp detail v LA 4
t:

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered

A EEE ASA EnnER |
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RAS - reliable ack packets sent

This unit as a sender

all
U 123301
UE 0
SN 1656a4dce
R 733840
RE 0

RDC 699789
RA 385525
RFR 27626

RTR 34051

RDP 0

RDPR O

3867966
0
acb26fe
1042168
0
934969
281198
56397
107199
0

0

3230662
0
5£839£f76
852285
0
740874
204021
0
111411
0

0

3
3850381
0
7068083
867311
0
756490
205384
0
110821
0

0

This unit as a receiver of broadcast messages

0
U 111847
R 7503
ESN 5d75b4Db3
RI 630
RO 0
ROW 0
ROB 0
RAS 1571

121862
665700
6d81d23
34278
582

566

16
123289

120029
749288
365ddd50
40291
850

850

0

142256

This unit as a receiver of unicast messages

0
U 1
R 513846
ESN 4458903a
RI 66024
RO 0
ROW 0
ROB 0

RAS 130258

3308122
879979
6d841a84
108924

0

0

0

218924

4370233
1009492
Tbde7fa’7
102114

0

0

0

228303

Gated Tx Buffered Message Statistics

current sequence number:

total:
current:

high watermark:

delivered:

deliver failures:

buffer full drops:

message truncate drops:

gate close ref count:

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark:
[Per-client message usage at high watermark]
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1

5677

HFLE EH ASA 21 ASA L |



| %5 58 ASA Bl ASA fEH

IR
Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%
Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0
MRT Tx of unitcast messages (to member id:0)
Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]
Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%
Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

HTLEEEE ASA [EHIAI5ERE
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* show cluster history
SRR Al LARAT SRAETETY s N SR Jit DRI Bl 8 S AR AR 1) i BT R R R0

AERIEERBREER
A RAER PRI ER, ESHL N s
cluster exec capture
BESCRFEREVO R ) M HE R, 8T UEH] cluster exec capture iy & 7R i1 b A A SRR R
VERIOTIRE, B SRR T HOR Y 5 3 DR
HIEERRER
THZ P LA T i DL AR R DR YA
show cluster {cpu | memory | resource} [options]

BRI I A HdE . 7T H] options Bk T e 2R

N

T2 LU o DL AR R
* show conn [detail], cluster exec show conn

show conn fir & @ 7s —MER R I L & IR 8 K F AL . AEAT T s EATH] cluster exec
show conn i & P & P A 4% . Bl 4w LUR 7S BN I i BA S T AN ] ASA 190530,
SERE A it B R T B M R ATIC o et & ] DULE AR 5 A 75 AN e 4 R v 2
it SRAt, A nT AR Bh A 1 i A7 B 1 o A i (K P BEAT T 5 o

show conn detail #4348 TR WREL R Y. 1851 RS s .

PLF 2 show conn detail 4[4 H 715l :

ciscoasa/ASA2/data node# show conn detail

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,

R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,

s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,

V - VPN orphan, W - WAAS,

w - secondary domain backup,

X - inspected by service module,
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X - per session, Y - director stub flow, y - backup stub flow,

7 - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime
1m21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received
at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface
NP
Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:
10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic received
at
interface outside Locally received: 864 (10 byte/s) Traffic received at interface NP
Identity
Ifc Locally received: 716 (8 byte/s)

P R AT MO R, T B AEAT Y AT LS cluster exec show conn fiv & A& T 15 b
iR, FHREGUFRERR: S () &0 ) RS (2o FHIERT =4 ASA
f)—2% M 172.18.124.187:22 1| 192.168.103.131:44727 ] SSH #%#%; ASA 1 #7f z bris, #Fonil
RAREN s ASA3 T Y hriks, RSO IRERLN FIE; 1M ASA2 AT R bR
A, RORILEFTEE . TR, HIERNEIEEIEN ASA2 b E: R AN E: i
o FEATETTIA, IER B EEN ASA | Fl ASA3 _LIANEE T, 38 ik SR e el
KE) ASA2, RIGHH ASA2 LRI,

ciscoasa/ASAl/control node# cluster exec show conn
ASAl (LOCAL) :‘k‘k‘k‘k‘k‘k‘k***************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***************************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3:‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***************************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes 0,
flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counters]

show cluster info conn-distribution F1 show cluster info packet-distribution 74 . nit &8 ETH
SEHEN R Ao IX By 4] LURE W S5 DAk R A 28 A A 4 I B 48

show cluster info loadbalance fir 4 & /R & B R H ZE 5 B

The show cluster info flow-mobility counters 4 7~ EID B A E EHER. SR
show cluster info flow-mobility counters [ L4 Nt -

ciscoasa# show cluster info flow-mobility counters
EID movement notification received : 4
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EID movement notification processed : 4
Flow owner moving requested H

show cluster info load-monitor [details]

show cluster info load-monitor fiy4 &7~ i — AN R & AR A 03 IO i Bk, DA ELIE A )
B CERIATS O N2 300 o 1 details S8 F 45 I 0] 7] B8 1K 454N B A

ciscoasa (cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa (cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
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Buffer drops captured over 30 intervals:

Unit ID O

Unit ID 1

Memory usage (%) captured over

Unit ID O

25

25

25

30

25

Unit ID 1

30

25

30

25

20

CPU usage (%)

Unit ID O

25

25

25
25
25
30

20

25
25
30
20

30

captured over 30

25

25

30 intervals:

30

35

30

30

30

35

35

35

30

35

intervals:

30

35

30

30

25

25

30

25

25

30

25

30

30

30

30

30

25

25

30

30

30

30

25

30

30

30

35

30

35

25

30

30

35

30

30

35

35

30
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25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]
BIREEANERE IR G HAE . 7T options MGk T HE R

1% show cluster access-list 7y 4 UL N4 -

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-1list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0Oxe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfed4fd4947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) 0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0xle68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitcnt=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
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wimannn I

(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

SR PTAT W S AL R AL WA

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

* show asp cluster counter

Wi A0 A AR R R R AR A

FREREEMEL, ST mA:
* show route cluster

* debug route cluster

ATANE SHANIE RS

show lisp eid
78 ASAEID %, &9 87 7 EID Ml £ ID.
i % [ cluster exec show lisp eid #ir 4 KILL Rt .

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :************************~k**~k********************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
TuD ¢ kK ok ok K ok ok K Kk kK K ok kK ok ok K ok ok K ok ok K ok ok K Kk ok K K ok kK ok ok K ok kK ok ok K ok ok K K ok K K ok kK ok ok Kk kK ok ok Kk ok K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

* show asp table classify domain inspect-lisp
i R TR AR A

FeBE&REf HRIER
AR E LRI, WU T @
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B sosasn

logging device-id

ST AP KRR OB AR A R 48 H AT R o 5T LU 1ogging device-id iy o ZE il HAT AR 7] AN
Al BE# ID MRS H AR, DU S 2ok B AR MR A ) AN ] 4 2

IR RED
THZ LU T SRR 2
* show cluster interface-mode
BRI
&R
ZH LA TR AR T i 4

* debug cluster [ccp | datapath | fsm | general | he | license | rpc | transport]
WoRERE I R .
debug cluster flow-mobility
STMINSE S Bk 27 NI T
debug lisp eid-notify-intercept
4 eid-notify YA AN Wt
* show cluster infotrace
show cluster info trace fiv % W R HIRME B, HLdE—BHERR bR 2 H
i 2% show cluster info trace @4 [ L Nt :

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
CONTROL_NODE

ASA [E IS RE 15

XL A SR B TR B AT B SRR SR K ASA L E .

JhIE OB AEN s = B R 2 R

PLR 70 7R 1R 2 A ASA BETETT 5 00 AL T 2 ANEEAE N SRR A s th s 2 18] (R dbdd ) FIEds
FRoth e SRR S AR B G o DCT &R . u%’i/\éﬁz%&qﬂ CoF A 358 R0 4R 38 % ey 22 4 FH] OSPF
F1 PBR 8¢ ECMP EAETE RS b 2 D6 Y B AT 0 23491l . il $5  DCT A FFAS 3¢ = 1R 5 bl ml o &
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| A5 =4 ASA B ASA il

sz |
PRFFAEEEAN IR O (BRAEA e ol s LR AT ASAERET AR WIER:) o R —ANub S BT
HEBT SRR, REE NG hssEd DCI KA A —A 0 S Bi ASA ST &S,
e P N
g\ Internet w\J
Router e TR Router
—
Higher cost route J,,—f’L‘xﬂ\
C Out5|de

Cluster Control

Data Center
Interconnect

1 [
OSPF B OSPF
s ™
{ Inside
e Y
Higher cost route
Router

=

— |

Data Center 1

Cluster Control

( -
S Inside )
vy

_'\-..__T L
Higher cost route

Router

K55
RS LA KR AR SRRV .
ASA T EEFNELBE
HSY ASA DIREARZ ASA SEREL RS, EAT D
R PR R T R
ER AL

LAR hBEAE S HIARAF IS D0 N JCTAmCE, MK Ar &
A L

o f&KHE TLS ACHESEILIN 4 —

o WLFEE N VPN (SSL VPN Fl IPsec VPN)

* MEFUBEIE R (VTI)

Iy DIREDAEFE I R 52508

Data Center 2

FCAt D RE AT BEXT Wil 1E

SR

i E=EE AsA ERmEs ]
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| JETTTIr

« DUF R HI A A
* CTIQBE
* H323. H225 fll RAS
* [Psec i%
* MGCP
* MMP
* RTSP
* SCCP (J&% )3 )
* WAAS

* WCCP

o {7 M E I e A

© HEERRS

* DHCP & /i JIR%5 45 A4CHE . SCFF DHCP 14k,
* VPN f 81

* bR

o A BK HRI R

* FIPS A5

SRR iLThRE
LAUN D LA ARSI s A 2 50ry, HICHON R .

)

AR AR D REI VR IS T R SRR TR B e e BRI

R PR DO RE, W SE R AR T DI RE L PR A B AR s e, AR5 PRRR LR 2R
AT IRE: WORAEIENE L, %R SRR A& [ Y R

XHARRDIRENT &, WA Y R AW, T BT A S AR T T, Sl AR T AP i
HEATIER.

LR R A
* DCERPC
* ESMTP

* IM
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* NetBIOS
* PPTP

* RADIUS
* RSH

* SNMP

* SQLNET
* SUNRPC
* TFTP

* XDMCP

A B

o L7110 2 G AT RO T
- IS

5 B 2 VPN

* AR H

R FE) 8/ 5 BT
S B P AR A ASA 15 AT A 5 A 760 1 41

" QoS- QoS He A THL i SLRIL R A EFR [, (ELAE, RS LA AR S AT . )
T, SRR, DU 5 ASA U RSP A B R R 56 %
AL R 3T A LIRS A AR SR S A8 T SR 0 3
firo
o SRR - M RUAE 515 A O T DI, R SEU S SRR T DL
FHHROYBL, (TR I AT SR, T A1 A BT AT L
PR3 R B 1A
 REFIE - 205 SR OVE U R AM AL 615 L2 BN

* LISP Jiif - UDP ¥y 1 4342 F¥) LISP yit & p R /N2 s 3 TR 2, (HE A A H B S 1)
28 BN ARSI INBIAEREIL Y EID 3, {HJE LISP i EA G A S HERRREILE,

T M 4% e1 B9 AAA FIESRE

T 5] (0 AAA th =B 4L SRRAE. RBCRNCK. SRR A4 rh DhReAE R R
P S, H A SR SR RIS Y e i R AS IR AR AL OB R SO
AR R, DAGRSEAN R s AT 4 ik AR F 7 A EAH SR o 3 s ni R e e,
B3 B0 UE PR 225 PR AN 26 00 I K R B
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B o=seamen

EEIRE TR

ISR AN ET

CIRAE 73 B D REAEBRAE P STt o I IRFRRR IR e 1, PRIAE i R B G IR, AR R
A AR S Bd IR A 1R B R R B AAA JIRSS 25

TR BRI VG 9 ) SE . (12 1Y set connection conn-max. set connection embryonic-conn-max-«

set connection per-client-embryonic-max Fl set connection per-client-max fiy4) o &N AR

PR ST G U B . T ROR S, IR T O IR PR T BB S AR
BRBIBCR St . AT sCAEATARTHi5 5 I ()0 1] B i A BURAL BV T Y T B . AN, 7Efhgk
BBt b, A R B I 1) 1 5.

FERNT A TR, AT /R O [ e ph AR A8 AT 30, FLARRAN T i AR AN 1
B 1: 33 R R TR B R e

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

8 BT, Bl e A SR 4 LS IRARIEA R 8 B, A EIEL T 4 ASA. ECMP AT
TEIX 4 452 DO R B AT A . 156 ASA 15 54N B mAZ N, 23 BRGEAS 7] () % b 2%
ID.

TRANZTUA B 14 1D FOE — MR, RS9 RO B % h 5 1D
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reingez: [

EIGRP 55 AN VB ARSI S5 A AR AR 5K 2R

\}

AR WA REA SEIUCR A 2 A S R AN S A AR, IR RR S R RE I AN R U R
ko BOREGARXSFRER 1, TR T AR LE ASA 3 0 A B [F] PR X IR

FTP fn& 8%

* WK FTP Bl i AN 2 i 3 3 i AN R (RO SR B B BT AT - WSS At 38 BT AT 2 R 220 R I 5
R JVACE B B T T I SR A A N AR . ERE, W RN 8 R S T I E
TR, WA IRER FIRE R R, 2 HIRE 2 R N A2 T

ICMP#& 3 Fn g2 B

ICMP F1 ICMP 4 B8 ALl i SRR R H T2 75 5 B ICMP/ICMP 454G 25 . AN g A ICMP £ 7
i, ICMP &R, FHA SRS 2. JoH ICMP K A, ICMP AR A XA, - H 5 10 2%/
B SR . WAL A ICMP 31— AR Z AR TE T3 M) B0 R B B b3 3 ) 28 5544 ICMP
(R 7 8 2 A 3 I 4 T AT 3, T AN S b B IR [P 25 5 R 2%

HIBIR NS RY
FERRSTAZ TR, B A AR A AR . A A A gt e 50t . #0 eh P BE s HEA T AR BRI 2
i 3 s a2 A

NAT fA5£ 8%

NAT T 6L S M RER S B . NS H il NAT ¥ 6 ] ol A 26 BEERE R ANE (1) ASA, R4
WA SRR T TP M bR 1, NAT £ S BN G AT b B 0 AT R A ) TP Mkl Fn/olig 1. 24
i A BIA AR NAT Fr {5 1) ASARY, SRl ik R BT, SEUERHE 6
AR R TEE R, FBOW SRS AN ITE & W ki, ) NAT T E & s e
R 22 A R SR A, 7 45 T 0 $5d 0 s i

AR A ARAESRTE TP A ] NAT,  157% R LR v -

o AMERREL ARP - X TRGTH L, 120 0 Wit (st ik A 36 ACRE ARP [P, TXw) LABTs 1B AT %
A RE AR B ASA DREFXTAER R X TR ) AEHE 1P HuhE g Wess ik, bk
T 7 S A B T B 0 BER ER ) PBR. IXXT 5 2% EtherChannel K BEANE il 8, X H A —
AN TP M hk 5 SR 1 OC Tk

o ASGPRRSTHE S I 11 PAT - 74 AN SR 11 PAT.

* PAT K I - 152 B D e i LU AE -

o BEENUBORUUE BB AR AR, T2 AN TR Rl DL, fERE MUK
PRGN E O 1S 3 MR, WUERAEAEE 3 Y xR A BN LR S
AT, A BAAM G 3 A T, RN AR L AN
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B narsoss

o FESRATRE EN LR KSR BRI, 53Ot A48 01 s B Ay s VSR ANV BRI

o R BEAT RN PAT MBS O PAT St 48 i 1P MBhEE D, 2 S8R A3
ISP ATE A i R e A5 IO 26 A3 V7 SR PRV 4 T 26 3 B R I AT D I Al I DR BC T RE TR AT
e MG INE PAT it il FUAC L TAESR Y i 2 18] 7 et R AT 0 35 1 (1 A i

o FESERET AT, AREEAE SRR/ R R P BRI B& 5, BiR
AR R D NN, BRAT T DN B AT 2 BC U 37 R K L
WAHSG P A e e SR, s mT USE ESCBR R/ I 00T 1 el e 2 e R o

* XFENAS PAT fili ] NAT Jth bl 201 - BC & PAT yibie, SERER AR 44 1P bR 43 Ay i 1 Be
BRINIEDL R, ANPGRS 512 At 1, (E S s R B u), e B i . X SR
EREH &AL [R5 43, DRI RO — AN B AN HOR Y. PAT i 1R 554 TP b
Hho Rk, fE—ANMEHER) PAT dirp vl DU DA — > 1P Hidik, R0 8 DISCREE U PAT
FEFEEE T o S I HO 2 IR Y LA 1024-65535, [ AR TE PAT Jth NAT #0000 r g 2 4% 2 2
DL AR B 1) 11 1-1023

TE2 /NN E S5 A PAT it - 570 22 45 ) rh AT [R) — PAT Jth, 2007 5 A0 v 2 e
PEo DAZULE FTAT MR A AR e 4 1, B AR R A T “AT R 1o ANRELERLIN) T
B RN “ATR” B0, SRS RETCINGIR A S A 1 A s AT IS
BRI FH M) PAT Jtb S 5 AT 5 0 7 %o

AR - SRAFANSCRF PAT b5
oY i€ PAT - SEREANSCRRY i PAT .

PRI RV B B0 AS NAT Feffle - 047wl R B R T I RI80E 1Y w80l 17 e 2 7 22
ZAS NAT FEHIF HAEHATER PN, BRI st B0y ST itk

LI xlate - EF AT LI xlate 2SI AN BT, RIE, 25 PR IS TR) 4B P 6 £ 6 0 2 R R I
. RNV 28E & T HCE A (refent 75 0) , WIFE7R xlate A .

4 1E PAT U - RF20 16 PAT D)ReHAREERE L HIDhRE, (H'E Redem PAT HymryJetd, iy Hox
LTS, E RV SRS S8 PAT BN % ML R, 2410 PAT EE M A
BRI AT A T . BOASOL R, BT TCP & f1 UDP DNS Ji s 0 Fl &2
Wi PAT $e4fie, 1fii ICMP R A7 At UDP S 446 ] 2 218 . &0 B4 TCP A1 UDP it B AR 15
NAT U LR X S BRI B2, (HE, EANEEN ICMP AL S BES1G PAT. XTI £ 41 PAT
g (B H.323. SIP 8% Skinny) , AT LAAE ] OCHE TCP b (15215 PAT (GX4% H.323
1 SIP [¥) UDP % L BIAH 2 4518) o A RBES1l PAT IPEAE S, ES P KBS E R .

© X EUR A A AN A PAT:
* FTP

.

3

* PPTP
* RSH

* SQLNET
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scrp gzt [

* TFTP
* XDMCP
* SIP

o WIS K NAT M) GEIE—J54%) , Al 4% CLI 1 [1) asp rule-engine
transactional-commit nat iy 4 i FH 53 AR . A, 1 AT RE VA ISR .

SCTP Fu& 3%
SCTP Jelfa] LLZEATAR 15 A FAng (i 5akissy) , (BHEZm %0 i T F—3 & k.

SIP #&0| FnEE 8%
P AT AAEATA Y 05 A (T oadkduds) , (I B i o Ay T [A]—5 S b
A H TLS AL E .

SNMP Fn& 2
SNMP ACHEEH% A HE TP sk 6 —NASA. B ICiEF AR & I8 .
1A% IS U 224k FF) A iy b ok 7 S 450 TP Mk 3EAT SNMIP 564, 41 SNMP B4 1) 428 TP Huhl,
W) 2235 28 H BT IR s T s sk, SRl T A R S T R WL
2444 F SNMPv3 HEATEEBERS, U0 RASLEVIEEEBETE G IS IET AR 25, U SNMPv3 fi A E
FIRF e BRI A LS e AT LR P R B N, s R S
il

STUN Fn& gt

e B AR SO RF STUN KL, DDA BT L. (HE, Wi Z AT 955 ID IR
AT AECE] STUN TR A A ARk, JF Hoog >0 il STUN Wiz, Ji% STUN i W44 25

Fo

Z% HE5 NetFlow FigEEf

* RGHE - EREP RN AR A CHARSHEHE . GrTURE H &, R4
RAEFRGE H R R IRk 7 B A AR R A [ 1R e 4% 1D i, SRAE R I BT AT 1 A A
AICZ BN I E . WK H LSRR E Y EHUA AT A B 1D, WA a1 &R 48 H
GBI BE LR A — A1 mie WA H A0 BB A S | R PP e B 48 A 1y
AT B 1D, RS H S St B Bk BAH Y k.

* NetFlow - FERE AN AR A2 % H © 1Y NetFlow #(3E7i . NetFlow W4E2s 8%
4 B NetFlow 5 H 2% .

22y

& ASA

B F] TrustSec FO& B

ST R ) bRl (SGT) 5 B . ARG, #2075 f0R SGT LA 78 B8 75 4, a5 s vl A
HRAE 22 4w ) SGT MU VE R e
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B ovennss

VPN Fn& &

sl B VPN S E D RE; HUA T SR VPN g8z

A\

AR WA RN VPN,

VPN DR BREE I R/, HANBERI HAERE B ST FH RS RE . dn Ay R A s, A e

(1) VPN JEFEHSRE W, VPN PR s 20 R 45 . BR8I35 fUS, D20 EH g 7. VPN iE

.

XA PBR 8¢ ECMP IS5 a7 8 DS RE, B O 5 ) EAERE 1P Huhik i E A Mo btk

55 VPN AH G IR 35 S FIIE P05 49 52 11 20 i 49 A
T EEIRE R

W2 SRR A AR, T UA BNl 80% e K2 & i i AR B S A T e o
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