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* SNMP

* NetFlow

hnE & A Bl

IEAEPEHITY R BRI S DTN, s YR SR P A AR Y R WOREATIE R B AR TP M ik
() SSH 2x1ifi, MY fUR AL SR I BERG WT I o SBr2 1Ym0 SSHIEBAT FAHIRI A 25 8, XA 24
TSR B AR AT, TORE EOBEAF (1 SSH ENLE B .

ASDM E$EIES IP bt R ITEC

BN LT, ASDM HEREK AR I Ay 1P sl T B 2544 0E . Wi E ] ASDM #5221 AR 1 1P b
Hb, AT e S RHIE A R 2 AR b TP kb A A& 4R 1P thlib, R4S Boan—NWESHEE, fai
IP MU HEANUERE . 45 0] DL 2S00 S T 7. ASDM iz . (H, O T b 2iss, bnr DLy —
A BT TP HREAT TP Mok b T AT A Hs TP ShEFIE . AR, S8 DR bl 1 TR AN R
Fo HIRVEYNME B, 1525 Hhttps://www.cisco.com/c/en/us/td/docs/security/asdm/identity-cert/
cert-install.html.
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T HAT GWLB ] AWS, $odi % 048 ] Geneve 3128 . ZEIXFIIHHL T, 34N LUK W e 450K bl
B, KL, HEEEAE R, FHEE KM MTU. SNCKJERE O MTU #%E 4 M4 MTU + 306 715 .
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B = CloudFormation 14572 AWS S 4%

{& 3 CloudFormation #=#R 7 AWS 3} 2 %
1#iH A € X CloudFormation BT AWS T &8 itk .

o T — 5 %%5 T Python 3 ¥ Linux 1541,

FE HES R

a)

b)
¢)

d)
e)

4 github 771 2 70 98 B ML SCAE S . 152 [ https://github.com/CiscoDevNet/cisco-asav/tree/master/
cluster/aws.

5 BT 5 1 2 805 24 infrastructure.yaml 1 deploy_asav_clustering.yaml.
B 44 cluster_layer.zip [ 3CfF:, 4 Lambda p&E$E AL 2] Python JE .

&R LAYE Linux FREEHH I cluster_layer.zip SCfF, #1423 T Python 3.9 ) Ubuntu 18.04.
14T LR shell JIA LLAIEE cluster layer.zip:

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install pycryptodome==3.12.0

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install cffi==1.14.0

pip3 install zipp==3.1.0

pip3 install importlib-metadata==1.6.0

echo "Copy from ./layer directory to ./python\n"
mkdir -p ./python/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r cluster layer.zip ./python

deactivate

A2 B cluster_layer.zip SCF5 il 2 lambda python files SCAFJ .
f1# configure_asav_cluster.zip il lifecycle_asav_cluster.zip 3Cff

] DUAE 50 BE A4l R TR H 3 1 3k 3 make.py SCPF. IXFESKE python ST R4 4 Zip ST I 512
H bR 392 .
python3 make.py build

HIE2 #E Infrastructureyaml JEc T AERESEE 4 H1E .

a)

b)

7E AWS #5455 I, # %] CloudFormation Jf ri i € j 4% (Create stack); EFFERAFERIE (bR
A#E) (With new resources[standard]).

Ve _E SRS (Upload atemplatefile), s5iiii%k$% 3244 (Choosefile), 4R Ja M Hbr i Jehik
# infrastructure.yaml.
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https://github.com/CiscoDevNet/cisco-asav/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-asav/tree/master/cluster/aws
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¢) MidiT—% (Next) UL 1015 &
d) HEHFT—% (Next), 25 fidEIE#H (Create stack).
e) fEMLESERNIG, ¥FHH (Outputs) JHid T~ S3 BucketName.

$1% 3 ¥ cluster_layer.zip. cluster_lifecycle.zip #1 cluster_manager.zip 4% F|i# i infrastructure.yaml £l

(1) S3 {71t -
$I% 4 7% deploy_asav_clustering.yaml.

a) #%| CloudFormation Jf & ili 6| @ % (Create stack); LFHMERIFEIRE WRAE) (With new
resour ces [standard]).

b) I _EERERSTHE (Upload atemplatefile), ik 304 (Choosefile), SR JE M H A1 bk
# deploy_asav_clustering.yaml.

o) miliT—4% (Next) It (15 &
d) sidiT™—% (Next), M) ridifliZ#4% (Create stack).

SIS W SRR A AN show cluster info fiy 2RI IFSERE R

£ AWS Hh FEhERE KR
BT HEGR, HHER day0 RUE I FRA T

£1]2 AWS £ Day0 L &
N RFANMERET RS SRR E .

W 3% f7 K H 18T 2R TR 51

LUR 7Rl 9 P R A Bt i G — AR, T u-turn JiERE I Geneve $2 AN T4
REEHIBER K VXLAN 42 10 TERL BRI i i M AR (.

cluster interface-mode individual force
interface management0/0
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
interface TenGigabitEthernet0/0
nameif geneve-vtep-ifc
security-level 0O
ip address dhcp
no shutdown
interface TenGigabitEthernet0/1
nve-only cluster
nameif ccl link
security-level 0O
ip address dhcp
no shutdown
interface wvnil
description Clustering Interface
segment-id 1
vtep-nve 1
interface vni2
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proxy single-arm
nameif uturn-ifc
security-level O
vtep-nve 2
object network ccl link
range 10.1.90.4 10.1.90.254
object-group network cluster group
network-object object ccl link
nve 2
encapsulation geneve
source-interface geneve-vtep-ifc
nve 1
encapsulation vxlan
source-interface ccl link
peer-group cluster group
cluster group asav-cluster
local-unit 1
cluster-interface vnil ip 10.1.1.1 255.255.255.0
priority 1
enable noconfirm
mtu geneve-vtep-ifc 1806
mtu ccl link 1960
aaa authentication listener http geneve-vtep-ifc port 7575
jumbo-frame reservation

\)

AR OXT AWS BTG AT I, T S5 FR e IR b AL 12 B 1Y) aaa authentication listener http i [,

FEAR b T F 3918728 TR

IR 7nfil s Qld—AMICE, T RAE RO, A EEE DRSNS D AR A 8 i e, AR
TR HIRERR ) VXLAN $2 1o TR, R R 2 B ME— R AR

cluster interface-mode individual force
interface Management0/0
management-only
nameif management
ip address dhcp
interface GigabitEthernet0/0
no shutdown
nameif outside
ip address dhcp
interface GigabitEthernet0/1
no shutdown
nameif inside
ip address dhcp
interface GigabitEthernet0/2
nve-only cluster
nameif ccl link
ip address dhcp
no shutdown
interface vnil
description Clustering Interface
segment-id 1
vtep-nve 1
jumbo-frame reservation
mtu ccl link 1654
object network ccl link
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range 10.1.90.4 10.1.90.254
object-group network cluster group

network-object object ccl link
nve 1

encapsulation vxlan

source-interface ccl link

peer-group cluster group
cluster group asav-cluster

local-unit 1

cluster-interface vnil ip 10.1.1.1 255.255.255.0

priority 1

enable

fEF AWS B9 B E X ECE )32 Day0 ic &
Tm] LU i R N BEAN R S | SRR P

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

W 3% fh £ 14181 88 T 1

LUR 7Rl 9 G sty i Bl — AN, o — T u-tumn SN Geneve $2 HUA— AN T4
HEEIRERR ) VXLAN #2100 TEVERG BT R SR E e — AR

"AdminPassword": "Sam&Dean",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [
"cluster interface-mode individual force",
"interface TenGigabitEthernet0/0",
"nameif geneve-vtep-ifc",
"ip address dhcp"
"no shutdown",
"interface TenGigabitEthernet0O/1",
"nve-only cluster",
"nameif ccl link",
"ip address dhcp",
"no shutdown",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"interface vni2",
"proxy single-arm",
"nameif uturn-ifc",
"vtep-nve 2",
"object network ccl link",
"range 10.1.90.4 10.1.90.254",
"object-group network cluster group",
"network-object object ccl link",
"nve 2",
"encapsulation geneve",
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"source-interface geneve-vtep-ifc",
"nve 1",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster_group",
"jumbo-frame reservation",
"mtu geneve-vtep-ifc 1806",
"mtu ccl link 1960",
"cluster group ftdv-cluster",
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable",
"aaa authentication listener http geneve-vtep-ifc port 7777",

]

\)

AR OXT AWS BTG A I, T S5 Fe e IR b AL 12 B 1) aaa authentication listener http i1 .

FEA b T E 3917 2% TR

IR 7nfil sl —MECE, T RAE RO, A EE DRSNS D AR A 8 i e, AR
TR HIRERR ) VXLAN $2 1o TR, R R S0 B ME— AR AR

"AdminPassword": "Wlnch3sterBr0Os",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [
"cluster interface-mode individual force",
"interface ManagementO/0",
"management-only",
"nameif management",
"ip address dhcp",
"interface GigabitEthernet0/0",
"no shutdown",
"nameif outside",
"ip address dhcp",
"interface GigabitEthernet0/1",
"no shutdown",
"nameif inside",
"ip address dhcp
"interface GigabitEthernet0/2",
"nve-only cluster",
"nameif ccl_link",
"ip address dhcp",
"no shutdown",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"jumbo-frame reservation",
"mtu ccl link 1654",
"object network ccl link",
"range 10.1.90.4 10.1.90.254",
"object-group network cluster group",
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"network-object object ccl 1link",
"nve 1", h
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster_group",
"cluster group ftdv-cluster",
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable",

PREAERE T AL, LMEENE R .

TR MR ASA FEAUN [ TIR B BB R EREY .
12 {FECESLHiELM{S S (Configure Instance Details) > S 2ki¥4H{5 82 (Advanced Details) #70H, kil
1 day0 Bd '
IR 3 M IR T ORI T .
© AWS WISCH M aE, 3 MO - AN, A EL. SRR .

s ARAM IS, 4 DRI - ERL MR AR SRTEREHIEERK

B4 N AWS WA 34T 2%
a) B RS A BRI T g TR H AR .
b) BT A R S A B A A 2 H AR .

L R\ = ¥l
B E R RIE
TENSE O RECER) 7, sBERERRE S, nl L EE SRR OLIE 2 . TCP 15
TEIR . PR B PERILABAAL .

FEAEHI Y R EATIX LR Y

AL EEA ASA 5S4
ST A AR 15 L 1 SUHREBE
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cluster group name
CRATIE) o B R B s A2 ) £ 520
console-replicate
BRINTE DL N 2R IhRe . X TR B FiE, ASA RSO BT N th Bl 5. s
)Z;?;ETE%U/EE%U, B R SRR S R AL B R, I I T SR A ) AR
BCE AR R B I ER G  -
trace-level 25l
HRAE 5 B E A ARG -
s critical- EEHAMF GUEPE=D)
* warning- %15 (GTE Y =
* informational- 5 B S GmEME=3)
* debug- FHIAFAF GPHEPE=4)

EEFEHNEHMANRE
R T LA B4 00 LS AR AS

T RE A A R R 0 (WA B 1D s RO & I8 1PIRBUIR IS ANE VLAN 7% 10 F
AT SEANREN R BRI RS IO B EMRE A TR .

HEANSERENC AR
cluster group name

Tl

ciscoasa(config)# cluster group test
ciscoasa(cfg-cluster) #

H e SCEERET ms TR U A D fig
health-check [holdtime 1]
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T E T RIE TR, ASA SERETT SRR I LoKF heartbeat 1 S A6 B HAth T .

5 LR AR P AR B Bk A AT heartbeat T 5L, UG Z5 AU K TG N BY GVE TAE
* holdtime #B i - FT-ff 5 P K ¥ £ heartbeattR 274 B 2 (A1 (K B[R] 1E) B, HAEAT- 035 45 B,
BRNE R 3 Fb

M3 R AATA T O BN s s s B 4 10 L R I BZE ] ASAL BT HML B, SN
BB A TRE, B 2 A8 H £ 10 1942 1 ¥ (no health-check monitor-interface). 4
PP 2R 5T 558 i HLC B S o L RE B 5 mUs, RT DUEH R RS AT RS B D) e

TP

ciscoasa(cfg-cluster)# health-check holdtime 5

PRI AN EA R DIs RIS A
no health-check monitor-interface interface id
B LS AT IR AR W 2 R s . ASA 7R 22 I 1) 5 ANEE TR A I3 ke 0 H e 429 me A2 B S ke
TS EAE AR % BRSO, APTHEH R ARG & . S8 mT LU HT A 21 no B
B DR A . T e AR AR 0 (BT B 1D s AT IR DU 2
* interface id - ZAH 4 L% . IS PRV EEASE VLAN FHH ERAT . AR ST 2 1
Be & A EIRAAL TR ERAS
3R R AT A T B an A B R e L e EAE ] ASAL BRASHRML EREEED R

ZEMaAT IR A D) fE (nohealth-check), 3R ZEARFTN AR LU LI . 3 Fh 4 h B X e A
HAECE S CFERE R P s, nT LU E A RO A D e .

i

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

PR A BE AEBATRGURS B A A b 5 1) B S EBT I AR

health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system- fi55E W ARER R I H SN R A BB . A AR E0 A W TR DI . A — S A
FERIRZASE

* unlimited — (cluster-interface FIERIAED AFRHIEE BN 2R A IR B

* auto-rejoin-max — W& BEFT IR EL, /T 0 F1 65535 2 0a). O ZEH HBE BN .
data-interface il system [KIERIME N 3.

* auto_rejoin_interval - 5& M R HFT I SR (B IR RN RE RSy ] CBAgfoh ifr) , /v T2 i
60 2] BRI 54380 1 2R FFT I NS S R S TR BRI B IR R i 14400
S3Bh (10 KD .

* Auto_rejoin_interval_variation - & S 15 BN (Rl B FFSe i a) . WEA T 1 M3 Zmf: 1 C
HEEO 5 2 QAT E—IKEFEERD 803 (35T L—IRFFLERT IR o i,  fn SAacks (a5
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. EEEITRESSEFANEFMANRE

SEIIIEE N S el PR E N 2, WIFE 5 3Bl HTER 1 sk £ 10 08 2x5) J5
HEATHS 2 IR 76 20 2080 (2 x 10) JEHEATEE 3 Wil o TAEREE D, BRIMEN 1, mxtF
B O RS, BiIMEN 2.

i

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

OB ASA K5 1AW Ay k2B s oK 4 i AR R N Ik 2 i 263 1 87 s 6 s 1] o
health-check monitor-inter face debounce-time ms

TP

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

W5 SOBRIST TR B R 300 2] 9000 £ 702 [7] . ERIAE R 500 2280 o A5/ IR P LU pRAs 45 11 g s )
W, VR, WRECE RS SOBRIN A, 2 hnRd L. B R AR RS TR, ASA 2555
RHRE M2, ARG AW bRl o R A, IR RONERRE R B
CAe) M U 2
load-monitor [ frequency seconds] [ intervalsintervals]
* frequency seconds— ¥ & M ¥4 TH E 2 (RIS ) CLARB A S, YElE AT 10 2 360 #22 [H] . BR
INMEK 20 B,

* intervalsintervals — B 'E ASA 4E4 £icdia (1A B (AR, {H /1 1 31 60 2 M8 BRI N 30,
T DU B R A (L 7, S B CPU M LA R R b X 5. iR A
Aok, BN R T LA 3, ST LR FAE YT sl BT Sh AR, SR BN A H L LI

. BRSO T A b Thfe. Bnrblog MR fd. RS0l m, BTl Tahss
EREPEMIRIUE i

1 Fi] show cluster info load-monitor iy 475 & Vi 51 4 .

i

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 25 interval:

0 0 0 12 28

1 0 0 13 27
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A5l

PL R 7R K health-check holdtime Bt ‘& 4 0.3 703 25HIGUANLI 0/0 #: 1 BRSO Bk 2
1) auto-rejoin % B A M 2 2B FF IR 4 IR, K duration #4 b—IR AR 3 £5; DA
BT I BE M 1) auto-rejoin WA 6 K2R, BERE 2 20 4F—IK.

ciscoasa(config)# cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3

ciscoasa(cfg-cluster)# no health-check monitor-interface management0/0
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

T

A_ -+ . +I_
EEEHRYS
VCEEERE S, 1EN] DL O B R PRAE R

B AAETEE T =
TR AL, T R AR, I SRR A

)

AR YASARTARNESPIRES (BATEh07 s BRI P IROUG 2RI I8, P Bl DR G, A
B g AT DUAGE AN i SRR AR, W EORT S AR s, ST DO 5
MERIZAT AL BB LR ORFFSTIT, ALY RO ERTE TP i 1P ik EA SR H B n 4K,
M SRR A TAE T RZS (B, frde T A HARRIICED » B LR S
R 2B P 65 S O SR AEAT AR 3 2D C L

PR EANER AR
cluster group name

IR

ciscoasa(config)# cluster group podl

WIE 2 AR
no enable

UG R R, WIS EAT P IR, I ELELAG B DR R 12 4T
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B nssenurss

SERERC B R FE A, AT TR i PR TSR A o

MR T R EREET =
BRI R MO, T BL R BR.
)

AR YASARTARNGEPIRGS, PR D O] R AR L AR DT USRI . R
R, WERTA SRR B DR ORFFAT T, AR RONERAE TP i 1P Mok, (BAn R
WO, W SRR A T AR APIRZS (B, Bt fifr T E2S AR ED BN
el S AU P2 ) & i L ORIEAT AR T — 2P I IC L

MBI B A

cluster remove unit node_name

GIFREPRCE PRFFAAS,  AFEHIY F D B Rt BB IR R AL, R T TR 5 FORr A IniZ 19
AN ERECE . AR s A A S RN B 0 e, U S PR A4 1Y sl

BN E AR, Wi cluster removeunit 2, B i show cluster info #ir 4.
il
ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asa2

ciscoasa(config)# cluster remove unit asa?2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

BEFMNERE

DR MNERRE IR TR 0 (BT R ELSs fe 1D, BE A RS Tl s i T2 R, 8
PSRBT PR -

TR G, BRI E R

cluster group name

B E2#TH0 ASA ERBEER I



| #ER#E K ASA EIIERE ERF

TP

ciscoasa (config)# cluster group podl

Ja FHAERE
enable

el |

LR IR AR, T MR EAMER S SR FRCE . BT R S B ATECEAR R OB
25D, DGR AR AR R A NS I I AT L, AT BRI IC B P E0RT T 4h e 2

DA TP Mk b5

X TR L 2R RRE
cluster group cluster_name no enable
Tl

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

FERE Y KB R FARAER, S ToiRdt AT e B S
BRI & -

clear configure cluster

ASA K R0, ELFE A BREL CURIAR T2 I BE R
SEHERAE R DB

no cluster interface-mode

B ARA A TRCE S, P T3 H .

MR EMACE, LR E SR EAR IS AT R &
copy backup_cfg running-config

il

ciscoasa (config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa(confiqg) #

ER =y ASA EREEE ]
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Bz HT R
A
B SRR, B IO AR AR, SRR OB AT P TR

AT RN ASA EREESER |

PRSP E DR AT B S C

write memory

FER6 WORBCAH A BCE, THFORCE B B, fROREE e TP ks MR IERI ENLA

el

SRR E BRSO P BIT S EAAY R L I IR (FURIEE R, R IhAEI S,
SRAR AR P ot SE Sz B o, BT EE R AR W T, T A e 200 PR3 T o OB e S 2

L SR R, EPATEL R A ER:

FEFT T RUBCE N Y R
cluster control-node unitnode_name

i

ciscoasa(config)# cluster control-node unit asaZ2

oy OB B T S A TP ik

PR E R AR, iGN cluster control-node unit 2 CRJEF 5 8 4 1 35 S 2 AN TG 485, B
A show cluster info #iy %

EERSEEARNITES

B SRR 0 AT A BN E Y U A A, TEPAT LA N PR 1T 1Y AU % show Ay A LA
P i G AL SR AR U Sl S b TR SRR N AT HoAth A 4 (T capture
1 copy) -

Rk BT R, BCE WU E T AR, AR R E T R
cluster exec [unit node_name] command

TP
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wren i

ciscoasa# cluster exec show xlate

AT 'Eféﬂx, IHHIN cluster exec unit 2 (A 2 BB A7 S AMNAFTA 4 FK) Bl show
cluster info fiy %

T
L [AIINRE ]l BRSO SR AR P (BT AT 0 U 2 2 TETP g5 &, I ARSI sl BRI A LU
ﬁﬁ/\

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

ZAPCAP U (AR A —A 5D K EHIE TFTP IR 4. HArICE 42 B3l
BN 44 HK, 10 capturel asal.pcap. capturel asa2.pcap 5. fEAHIF, asalflasa2 &4
HETT AR

TT U 2 B REIR A R B IR B b

ES M LU N Ak I ERPIRES
* show cluster info [health [details]]
TR EAT BT, show cluster info iy 2K s T A B2 B b1 (AR A&

show cluster info health iy &% B 0. 7 S AEE N ERE R M RTI2 k. details BT B
I SEPSE R €@

2 show cluster info i A F LA R i :

ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.c192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE
ID : 1
Site ID : 1

I ER =y ASA EREEE ]
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Version : 9.4 (1)
Serial No.: P3000000001
CCL IP 10.0.0.4
CCL MAC 000b.fcf8.cl62

Last join
Last leave:

19:13:11 UTC Sep 23 2011
N/A

Unit "A" in state CONTROL_NODE

ID 2
Site ID 2

Version : 9.4(1)
Serial No.: JAB0815R0JY
CCL IP 10.0.0.1
CCL MAC 000f.£775.541e

Last join
Last leave:

19:13:20 UTC Sep 23 2011
N/A

Unit "B" in state DATA NODE

ID 3
Site ID 2

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP 10.0.0.2
CCL MAC 000b.fcf8.cble

Last join
Last leave:

19:13:50 UTC Sep 23 2011
19:13:36 UTC Sep 23 2011

* show cluster info auto-join
SRR MU T AR BUOEIR 5 H B HTIMASERE, DLAOR T B BR s 4 (B an S5 15 V7
AIE HUABATIRGURS &R, 4845) o R CRASER, B e g, Wb 4
B WoRAEAT i

i 21 show cluster info auto-join 4 1 LL Nt -

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.

AT RN ASA EREESER |

Quit reason: Control node has application down that data node has up.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.

Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)
ciscoasa(cfg-cluster)# show cluster info auto-join

Unit join is pending (waiting for the smart license export control flag)
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* show cluster info transport{asp |cp [detail]}
7R U I H AL S A S I Ge vt B
* asp — i P it vh 5 K.
* op — P LA A THE R .

RN detail SCHET, ST DLE G SR BEVT SEAL A DML A PR O, DAt o 25 1)1 1
22 X ELR N B4 ) 8. 3% 2317 show cluster info transport cp detail 4 I LL R4
e

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb2b6fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0

RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384

RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

fEASER R ASA [EHLELE SR
|
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This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0
RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages
VPN Clustering HA Client 1

Percentage F L R
100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%

Total messages buffered in real-time: 3924
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[Per-client message usage in real-time]

Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history
BIREERE Al s, LARAT RBERETY sUIM N SR St DRI i3 i 2 AR TR 1) s BT PR R R

HERAEEmRAEE
A RAEER TR RER, ESHEL N 4
cluster exec capture

BESCFFAR RO TR (0 MR HE B, &P LA cluster exec capture fiv & (E45 0I5 st L P SR A e
PRI DIRE, B JE SRR R T B 19 R B3R e g .

THZ LA i A DL 2 SR T TR U -
show cluster {cpu | memory | resource} [options]

BREEAMEREN R A Hs . T options I T HE 28R

fEASER R ASA [EHLELE SR
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‘e

=y

R REA

il

T LA T i DL AR R
* show conn [detail], cluster exec show conn

show conn iy & /R — MERIE T A G R ka4 . fEAEETT R BT cluster exec
show conn iy & W A B P AT &, 2 1] LLE R BN o i B SRR h AN ] ASA 195 Ko
T ka1 S AR i (P RCR A . by 2 1T DL AR U (58 b A 5 S AN I B2 (g gt it
AR, T LA YIS T fift S B 3 M 2 RHAR S X P e A el 5

show conn detail iy 43 i /s WE L Y. 38 <7 i 8% 2 7

PL R 42 show conn detail fir4 1% 7~ 15

ciscoasa/ASA2/data node# show conn detail

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used
Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

B - initial SYN from outside, b - TCP state-bypass or nailed,

C - CTIQBE media, c¢ - cluster centralized,

D - DNS, d - dump, E - outside back connection, e - semi-distributed,

F - outside FIN, f - inside FIN,

G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

i - incomplete, J - GTP, j - GTP data, K - GTP t3-response

k - Skinny media, L - LISP triggered flow owner mobility,

M - SMTP data, m - SIP media, n - GUP

O - outbound data, o - offloaded,

P - inside back connection,

Q - Diameter, g - SQL*Net data,

R - outside acknowledged FIN,

R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,

s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,

V - VPN orphan, W - WAAS,

w - secondary domain backup,

X - inspected by service module,

X - per session, Y - director stub flow, y - backup stub flow,

7 - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime
1m21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received
at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface
NP
Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic received
at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface NP
Identity

Ifc Locally received: 716 (8 byte/s)

BN IE PR AT SO HE R, 15 G AEAT R S AN cluster exec show conn iy & A & T 15 A b
MiER:. FHREGUUFRRERR: S8 () %0 () Bk (2o FOIERT =6 ASA L
R —45 M\ 172.18.124.187:22 31| 192.168.103.131:44727 () SSH #%4%: ASA 1 15 z briks, Fonl
FAREN A ASA3 W Y bk, RonIURIERLN S 1M ASA2 WA R R bR
&, RORILEITEE . SR, HIERNEIREIEN ASA2 TP R AN R
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W FENT ), MR HEEIEN ASA 1 Al ASA3 _ERUAMGREE 1T, 0 I SR T o) B s i e
KE|] ASA2, ARG ASA2 FN D .

ciscoasa/ASAl/control node# cluster exec show conn
ASAl (LOCAL) :**********************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2-*****************************************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3:*****************************************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes 0,
flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counters]

show cluster info conn-distribution 1 show cluster info packet-distribution 4 2 st AL BT
AT R B0 AT e XL A 2] DA B RS DAk R S A A i s

show cluster info loadbalance fir 4 /8 % 4 1 4 oH A5 B

The show cluster info flow-mobility counters #iir4 7~ EID #sh A G B MER. 1§55
show cluster info flow-mobility counters it LL 4t -

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested H

show cluster info load-monitor [details]
show cluster info load-monitor fiy4- i 7~ 5 Ji — AN R B AR AR Al 03 I i Bk, DA A DL 1)
PR CERIAIS &L R 300 o 1] details J& 877 B 45> I 18] 7] B (R A4S 5 A1

ciscoasa (cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details
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ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
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Memory usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

CPU usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]
BIRIEANMERE R A ¥ s . v options B g T $ s 257,

%% % show cluster access-list 7741 LL N«
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ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access—-list 101; 122 elements; name hash: Oxe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eqg www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedfd4947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0xle68697c

access-list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclceb5c49

access-list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxce4f281d

access-list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfea4

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitcnt=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8

access-list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dba0d

LRI R AERDER VR B, A

ciscoasa# show cluster conn count
Usage Summary In Cluster:*********************************************

200 in use (cluster-wide aggregated)
ClZ (LOCAL) :***********************************************************

100 in use, 100 most used

Cll.‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k************‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k********

100 in use, 100 most used

* show asp cluster counter

Wi 40 TR AR R HEBR AR AT

AREMBHIEE, WU N

B E2#TH0 ASA ERBEER
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IR

mekaasicz [

* show route cluster

* debug route cluster
SRR i E B

* show lisp eid
78 ASAEID %, 75T EID Mt 5 1D,
%% [ cluster exec show lisp eid @4 KILL Tt .

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :************************************************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T, s kK ok ok Kok ok Kk ok kK ok kK ok ok K ok kK ok ok K ok kK Kk K Kk kK ok kK ok ok K ok kK ok kK Kk K K ok kK ok ok Kk ok Kk ok Kk ok K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

* show asp table classify domain inspect-lisp
Ztmy A0 TR AR T AT .

g3R

A RAERIE HEWRIER, SN
logging device-id

TR IR RO T A s R G H B B 50T LU logging device-id iy 4 R AE i AT AH [F] 5 AN
i ID ARG HEMNE, DU EA L2k B4R 1AH R BA R 5

SR LU AT IR O a2
* show cluster interface-mode

R RHE OB,

Z: [ LN H TS 1 i 2
* debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
TRER R

ER =y ASA EREEE ]
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* debug cluster flow-mobility
SR GERER SR RS
* debug lisp eid-notify-intercept
2 eid-notify A= #KIN Bt
* show cluster infotrace
show cluster info trace fiir 4 Won il &, fEdE— D HEBR bR H] .

i#% 2 % show cluster info trace iy 2 LL R4 :

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP _MSG KEEPALIVE from 80-1 at
CONTROL_NODE

AFR IS ELATA RARRE L AE B PR AN 5

ASA ThEEFNER T
5> ASA IR ASA SERESCHY, AT DU REAAEAR 75 /R B 52 3CRE . AT B BEXS an ] 1F
AT AL T .
SRR FFRIThAE
PUN T RELE S FARBER I 00 T JCVERC ARG & S i 4
* {fKHE TLS AU SZEL A 45— A5 Th Bk
« RN VPN (SSL VPN Al IPsec VPN)
* REABEIESE O (VTI)
© LUN R TR #
* CTIQBE
* H323. H225 #il RAS
* IPsec Fi%
* MGCP
* MMP

* RTSP

B E2#TH0 ASA ERBEER
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snpinie il

* SCCP (JE% )" )
* WAAS

* WCCP

o B I DE RS

* ABNEBRSS %

* DHCP % /i g5 as FAREL.  SC0fF DHCP 14k,
* VPN g5 1)y

* bR

o SRR ERI R

* FIPS 1 5

SRR R iLThRE
LAUN Dhe R ARSI s A 508y, HICHON R .

)

AR AR D RE VR R MG G SRR TR B e A BRI
URAG I PRI DI RE, U2 S0 K S vh Sh e IR VR B R R B B AP s e, SRS PRI R U
NP IIRE; RO, i B S R A P R A
PR DIRETT &, SRR Y RO AW, U P SRR T T, Tl ZAE T O P i
JERYBUES

© LR MR A
* DCERPC

* ESMTP
« IM

* NetBIOS
* PPTP

* RADIUS
* RSH

* SNMP

* SQLNET

* SUNRPC

I ER =y ASA EREEE ]
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B arzieisanme

* TFTP

* XDMCP
- A B
L I H 5 G ERIZAL. i AL
- TRk RS
© 3 S VPN

* AR

Rz A E AT AT BE

XUETHERE N B AR ASA 1 R AR REAS SRR B 7 A

* QoS-QoS HMe Kt THLE EHld AP AR 2D . (HAZ, AR AR i BT,
i, B s LG R, U IAT H R G ASA TRV e R AR ) R R4 5 ) £ R
A AR 3 A R AR AT RAE T, RO R AR S b EAR R T SRAF R K 3
e

o UMM - UMM AE 2 R BN AR i, HEA G BB R AR e . Bl
FR B, AR R A AR P Y R AT BT, Y RUCIEE BT
DR bt 1 R IV T A

FAF M%7 1516 AAA FOEE 8%

NS R AR RY

MIT BT 1 AAA T =880 4Ud: SRR SBNEIK. SRR uE AU S D e fE 4R A
PR i i, ELAE S b S B SRR T R A SRAEAS AR Y AL B R SR B
M A(ER, ARSI BHs AT 21 30 Uk I BEAT I BA IR iy sl ke B ARty
3 B0 IE AR 25 PR R4 00 B I R DR B

KA D 70 B D EAE SRR b St e ACIKAS AR SE R, RIS DA S L BRI, AR D J P
A AR S IR LR A 0 BURIR ] AAA JIRS5 35

T RE PRI SRRV BBl S (12 14 set connection conn-max. set connection embryonic-conn-max-«

set connection per-client-embryonic-max Al set connection per-client-max iy ) » &AL #AH

P HEW EAT T R E B TR E . TR TS, AR G A R AT BEAS S A
BT St St o BN RCLEATART 4 i I 1) 40 P 6 v Al A SRV B T B (B . AN, ek
By A h 2 AE BB I T 1T 5.

FERST A BT, AN A E N ST R BE As AT B s, HLABRRAS Y RS LR J 6 1

B E2#TH0 ASA ERBEER
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rrp gzt |

[ 2: 937 3% O X T RIS ER

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

£ LEF, Bl A FE 4 LS5 MIBEREAEK NS B, SAKRRAELSL—4 ASA. ECMP T
1EIX 4 4B 102 IR BHAT a6 . 534 ASA 75 SAMTER A8 S I, 2Pk AS[A] (1 2% 2%
ID.

TEAb 0 N i 4% 1D MO E AR, AERES Y R UH A R 2% 1D
EIGRP 5 AN BT AR S AR AN AR i R R

)

AR WERIZARREN SO 2 e 5 R AN R A AR, WX AR B ] e I AN W R I R
ko TG ARXSARER 1, TR T IX L ASA $ 17 2 B A — X IR .

FTP Fn&c 3%

© W SR FTP K0 i TR 7 A TE it phy AN R (KO SRR B3 AT DAl L P AT 4 25 PR I B
B A3 B A A O OB s WA . (HUZ, W SRR NSz il o A 8 OF B
TR, WA HORRFA TR IR R 2 R N A 2 BT

© WARBEKE AAA JHT FTP Vi, U35 e T8 SR h AE 22 01 il b

I ER =y ASA EREEE ]



B cveremsnss

ICMPA#&: ) Fn £2 3%

A R FNERRY

NAT Fne&Ef

AT RN ASA EREESER |

ICMP 1 ICMP fif e #e (0l il SRR I T2 45 18 ) ICMP/ICMP SRk f . AE H] ICMP #
I, ICMP M, I LR FE S 2. ICMP R I, ICMP YA X e, 5 o 28/
FIRSCRF o BT A [ ICMP [ — AN AL ARTE T ) S0 i R B B i A 3 . 3 ) 48 254 ICMP
(] 7 8 2 e 0 3 A 4 T A =, AN S e B 0R (91 265 R

FERMSE A VBT, BRI F AN AL AL R . Ay S A gt o 2500 E R el P i B A JEAT AR BN AG 2
M T3t G Ecdle B S A

NAT W] BESS E M AEREIR Ak it o N AT 0 NAT $i 40 i)l ik BEEBE P [l IY) ASA,  PRN it
BB AR T TP Ml A 1, NAT 2 PEUN BN 5 He 0 B A AR ) 1P bk A/slm . 24
B WERIEIFAE NAT Brfi & (1 ASAI, 2l SRR H R BT, BRI HI R -
FEAE R THER, Bl AN QU R B A 38 (e i, RO NAT Jr Ay 3 e 28l EAN 2
R 2 A AN G 25 45 2R 0 Bt A Qs 12

IR AL SERE P A NAT, 5% RS LA T )

SRS ARP - X THOLBE T, D10y WML R %P5 ARP [FI52. ST BB 1145386 11
815 TR ASA (RFERIEER . X THRIA 050 1P MALQMEATIBAL, Lo
FH28 75 S 5 B4 o S X BRI PBR. XY 85194 EtherChannel 3K B/ 2 A, PR AT —
A TP bl 5 Y I

* PAT SR LU BRI BE - 152 B2 e LU T HEN:

o BEEHUEBRHUE BRBDEARAEAGRE, M2 BN H TR R L, fERE MUK
VEPRHIECE N 1 AEE 3 AN SRR, WERAEAEE 3 AT Rl B0k B BN R S
AT, A A G 3 A F R, RN 1 A

o FEPATRF AR KU PRI, AR O it 2 63 71 R BB R DV ERANTE SR N

o WAREEAT RN PAT BB TS O PAT S 4B (¥ 1P M hEVEED 2 S8R i A2
ISFATE A R A5 T8 A3 T SR VT 4 T2 (3 QS RN AT D I Al 1 SR BE T REFTAS
B NN R PAT el i, FURBL AR SRR Y s 2 18] 23 Pt A T I R S A i i £
e

© FEEERE R ERAEI, ANREEEE S RN R R P BRI AN B e, BT R
NA SRR D R TP INARAEA Be, FRATT U R AT B2 B R 7 R S X LR
WARSC I BTAT e e SRJA,  Ja0RT LASE eSCR /N I J0B G el By e R

 XENAS PAT 4] NAT Jthtihil 20 i - BB PAT Wb, SERER b AR TP HuhikRI 23 Ay s 1 Be
BRANTEOL T, AEANERARIE 512 AN 1, (H 0 A B D He B, T R Bk B XS
SRR IS A2 WA 3L, PRIREAN T s AT — AN AN PAT P R A TP 1
bko Rk, E—ANMERER PAT dirbn] Dl D4 — > 1P Mok, N R DISCREE T PAT
FEREB R AT . i B o 1 G R 1024-65535, [ AEEAE PAT i NAT 00 b e 2 3% 0k 1
DAL OR B 13 11 1-1023

B E2#TH0 ASA ERBEER
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scrp szt

o TEZAHUN B S48 H) PAT it - 2275 22 20 M b A T [R]— PAT v, DA 2503 R0 v F 2 11 3k
PEo DAZULE BT A MR A TR e B 1, BRI RN A AT e o ANBELE RN R
BT RO “ATR” B0, SRS REICIHG IR A S A i R s AT UL
53 % MR IUE FH ME— P PAT Jitb 2 o vl 5 100 7 6

o AMERIREH - SRAEAN SRR PAT #h5e .
* Jo¥ i PAT - SEHEANSCREYJiE PAT.

o PRI RV PO B AS NAT Feffle - 07 ki R B AR T S B89 mle 807 e 2 7 22
ZNAS NAT MBI HAHATER P, kil SR N Y st . B0y it

o I xlate - EFFTA A LI xlate RIS IS T Rk, 25 IS TR) 4R AT BE 238 0 2 N R I
o TR Z NI 2 E e TR E GBI E (refent b 0) , ML xlate i 7.

» BES 1l PAT T - Bh4 16 PAT DhREHFAREERE LT HIDhRE, (HERede @ PAT (Wl ek, i Hxt
LR, RV S8 PAT EBMATE & ML T, 2205 PAT EE 20
e R BT S AR T . B OL R, T TCP Wi &A1 UDP DNS Jit s 4 FH a2
1 PAT %4, 1fif ICMP T HoAth UDP Ji i3 H 2 &% . &L TCP #1 UDP it & 545 1
NAT U LS X Se BRI B2 S, (HE, EANEEN ICMP AL EBES G PAT. ST £ 41 PAT
(PyiEE (1 H.323, SIP 8 Skinny) , 0] LAZEH] OCIK TCP iy 1 (1) BE23 1% PAT (GX£E H.323
FISIP [¥) UDP iy 1 BRI 2451 o A ORRES 1 PAT WPEAIE R, 1ES P KBS S fR R

o X RA N R A AVE S PAT:
* FTP
* PPTP
* RSH
« SQLNET
* TFTP
* XDMCP
* SIP

o QR K NAT U GBI — 546 , WINASE A ¥4 CLI 1) asp rule-engine

transactional-commit nat 74 Jo I S 955 A0 . A0, 45 RUATRETCIR AR T .
SCTP Fn&c 7%
SCTP SHEA] AAEAEA 9 ri_EEUE (i Tyl , HI e Rl b s T —9 i b

SIP #& i FN &L 8%
FERIR AT AEATAT S rl LRI (i T8, HI Bl i 6 TR — 9 mi L.
ANSCHF TLS ARHIFL . o

I ER =y ASA EREEE ]



B swweass

SNMP Fn& &

STUN FafE 8¢

R HiSFERES

AT RN ASA EREESER |

SNMP ACREZ A 1P HuhEAE W R —DASA. BTCIRFEMAETE & T e -

GG ZAS R A s s b i AF 2 AR TP M dik R AT SNMP %810 4 SR SNMP AR BG40 1P Hudik,
U 224 36 245 BT AR A TR A, ORE B A IS A AR AR TR R

I SNMPv3 HEATARAEI, A RIEAEWTIR AR TR O R IO AR A 1T A, W SNMPV3 I AR R
RPN e BRI Y B HDF A I e T L s 7 IR L BGE B Y b
=il

e B AR SRS STUN KL A, DDA BT LR . (HE, Wi Z AT 355 ID IR .
SR R AECE] STUN TR JA A AR, JF Hoog— S0 milic2) STUN W[z, Ji% STUN M W4 25

Fo

* RGHE - ERR RN RSB R A ARG HEHE . G E H e, R
5?“%2?5*?% BRIk - B Al AR R BN R K e £ Do a0, BRAE AP (R A 15 s R s S 4l
A BN E . WK H &SRB B A EHLAA A B 1D, BT s ALK &R 4 H
B BB LR A — 1w AR H A0 Bl B A A5 | R P e B R 48 A 1Y
ﬁ%%fﬂ/ﬁi’vﬁ% D, RGEH G S H LR AT 5.

* NetFlow - SERE RN S 2 A2 1% O NetFlow 20883 . NetFlow 8 28 H A & ASA
A Bl ) NetFlow S H 2%,

B %l TrustSec FlE&Ef

VPN Fn& 3%

HAEHI S22 2 A bR0 (SGT (5B ARG, #HIT AR SGT 3 78 20 H ks 9 A, Bl 35 AT L
R4 224 S m& 6 SGT it HH DU JC w56

ul Bt VPN R IRE ;. HATFHI A SR VPN &k

\)

AR ARBEASRRE A VPN,

VPN DREM BRGNS AL ], HABEM AR I m el PR RE . W RS iy s b, P BT
(K] VPN LA WTIT, VPN R B R0 55 e SRR Py sin, L AUEDHT 57 VPN i
.

X TAEH] PBR B ECMP I 55 35745 R #E, B0 ZRUR 4 1 3 E AR TP Ml A it
55 VPN AHIC IR PIAIIE A5 8 52 1 3 4% 1

B E2#TH0 ASA ERBEER
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mamezy ]

HEEIRE RH
¥ 2 GRS — AN ERERT, T T UL BBl 80% s K414 Ak = I AR S Ak R .
B, i A f RS AR BGE AT AT LA FE K2 10 Gbps FOU S, WIXET 8 & B MIAERE, Hokdl
G2 80 Gbps (8 5% %% x 10 Gbps) 1] 80%: 64 Gbps.
AL TR =R 2
SETETT RO S R B IS, R 2 T A
1 YW RURHARRE (BUCY RUE AT 2 AR I, W& 3 B fF— Mk asit k.

2. HABGSIRSC R FAl Ve 46 AR Wi M 28T 5K RSB R BB A 1 A 100 2 08), Ferb 1 4 e
k.

3. URIEAT RIAE 45 MY ARMCEN Sy — MR B RAL SN RO, A 2 A AR Y R

N

AR WRZAW RIS R UEY, WA SR s A RR AP 5 S B AR Y R

A WERA SRR AN BATSE R e SR, B A BB R BT R &R N
FERIN R BRARE A MR, I S PR A4 1 s

5. fE “RN” pstrh, A ARSI RN, BRI s S R A G, I
R Bl Y A

N

AR AT LAT Bl RSO P R TR IRETT A R S S R T AT R b
TFs RS A ZNAE T AT B R R

ERPSATAM
ST I M 7Y RO L RS AT IR DU FAE T s 2 1) SRR R AR A w4
TIRIBTINL B4R
BRSO I A U BE S 52 AR FR R I P DB 0 o S SRAZSHR Y A T L PR ST PR
AR A 1Y 5 B BUAT: T keepalive Co Bk Bl (0 sHAU R A0, WU A4 o oo SRR P DN B3k 122 28l 1
o TURBCHE T R MNP B a L, WA AT R ISR I P A
SRR i DAL o 26 s T AN AL DA 1Y i S B oA S e S R B AT FL U ), ISR T e
HEN RN Syt TR R B B T RO B R e I, W SRS S AR AN R AL
w1y 4 o & ST VAS VA RTID )Y Rt RIS BN S S| A A Wk €/ E D W G PR VA wA D R
Rk #% A RGN )OPERE CRER . TER, ARXFHLT, IR FiE R R, hE
SRR TIRERR J5 DU e B I T R DR B Y A

I ER =y ASA EREEE ]
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0

AT RN ASA EREESER |

B S ML A P I T O i 44 IO REPH 2 D BERCIR S, O ) P st IR S

EVAYEIEPEN RNV AR i P NN RV S R TR S K7/ £ A PR D UE (73 QEE A E AR RN 4 1)

1A

IR nEZE

USRS R IR LUR A, P B IR % 80 %% . ASA 752 I 8] Ji ERAE I B3
3 D3 B T2 Y RO B SE B IE IEAE NSRRI B85 o ASA ENT i IMANEERE 5 1R 5547 90 AP AN
PRI o AEUEIIAL A DRSO 2 B ASA ERIE IR . TR, 19 sl 23 75 500 22
P MR o

REWERIRES

AR Y U AR, %Y R IR oA RS BT s VR PR BRI
T AR B L

AR S R A, AR (U /N B — AR I DR Bk 51
ASA¥E H B2 FH ISR, HAREG T s 4.

\}

P

2 ASA AR FRANTE BPARES HICVE HZh BTSRRI, A7 Bt 1 A2 k], U B 4% T A
FOEAEMOI o B PR LR OREFITOT, A OGRS TP i) TP ik (HUZ, WOREHEH
AN S SRR P IR AL ARE BPIRAS B B FUR AR o b 2B 2 1 65 3 T OR BEATATA]

EMNER

B =2

- DhE.

AR RUNERBE TR 2 )5, el A e TR I N BRI T A B3 £ D R
o SEREAR R RE BR A S W) DN IS H B - e A R A B R A AR ) IS, s Ziid i e CLI
N\ cluster groupname, 2R fi N\ enable K EH 8 FHAERE . DL TS BB INASERE.

o IINERRE)S LA b ) SR A2 TV BE % - ASA TERRIIMLEE 5 38 BBl Em B A . BeAT 4 2]
P 1 o

o PRI R A B2 11 - ASA ZHRAE S BT ARJGTE 10 2 8hET . S TE 20 2B E R IIA .
WA 20 73 BE UMK, ASA KAEHIAERE . iRl D il J5, a0 2iE CLI it
i A cluster group name, #RJo%ii Aenable K T-5h 0 FHAERE. AT My & ] L& 1) .

o W RA AR - SR A RS A IR DA £ AT AR RS U ] S I NSRRI
TR SR o BT, P A e R T RS AE FT A S I T IR, I B A
BATITIF HATR A enable i )i FAERE. ASA B 5 B0 ph il BB A LR

o TR - NI AS . T ED R NHPIRSA 8, 0K 2R LR A R BE 1 sh &
HUMANEERE: 5 o3%k, 10 70480, SRJG /2 20 0480, AT A2 nl il & m.

ZH ASA EINERE SR
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IR EERRSE R

REMERAER DA DA ENE D DRI SUPITA BRI A
& A7fift TCP/UDP ARG B, AERA R RN v] LAUTCSE RS B T AT 7 o 25 HI A7 & 3 e
T Ao

A LR 2 TCP 5t UDP JZEL ERPIRESE B S0 TR T SO s SCRALR IR SR

R2EERPESRINEE

ik LSOS S &

AT ) 2 PRER RGLIZATIN [A]

ARP % v

MAC Hihl-5% T

PRI I 45 AAA B (vauth) .

IPv6 &1 £ e & —

B H e —

SNMP 5|% ID &

1 T Firepower 4100/930014) | /2 My T, R i E s
sk VPN G i) o

EREEERMNAR
43T LS T BUHERE R A 10 £ FEBEA () T E LR AE R ] R RERF O A B 1
Jisk

EiERE
2 AR U T 98 €

© A - RO RATEMCER I . T E ST iy TCP ARSI B a . — AN AT
NI WERIBG T AR, OB R SR SRR A, 3 R AR X
TR IR AT A

ST - A-E AT B TCP/UDP ARZS BRI i, DU I M I w] ATIC 4% Hioe
ERHARLBUF IO AR MR, ST A AT ER. DRI A LT AR PR
&, MZERBMEAR U AT R R AEESHTE ) BRI SR R HIR S
R, DMERC B 4 -

HEG S (R0 HAEALR S, SRt UoE A& . DRI # iR
HOAE T ras, WEERE S & T4
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B zzee

AT RN ASA EREESER |

X Firepower 9300 _F[7E—MUAE R RFEZ I8 3 MNMERET SR, WREHIAE ST
FAEF—HUAE b, PR T — AP IR B — AN E M 35 H T 5 R AR U = S 52 LA e 1)

p AR

U AR ol R AR T 3 R A AL, AT IS ST Mt A e R& . B
ARG B ST F—u S GGETu R ID) A AR H Ay LURL TR AR A1
R LIS AMGRGER A s P& A& T 8 ROLE RS E R .

SRR It 00, BT B ST AL T R b sl PR A Gyl e NSk
(K86 P T 8 SR DR P S S it AR (K S o AR 25 A0 R R4 O ST, DRI AR R
SR DUAS [ I A HURT 2 00 Rt i 2 4

o FIAVAS - ARBOR AR NI BTAT B APGERI Y e BT EWCRDRE RN, S RYES/ H 1 TP

kR T EIME. (9% ICMP BAITEAN S S, WES W RS0 %S mEE, Ran Srdsk
AT BRI Mz e . R s B BR B AT 3 AT A 2L 55, %0 A ) T ) A A
WWR— AT 52T &, DMER KR . —NEERA s, R S m ek e,
IR R ik o a N URS A I
HES MBS EA SR T8, SRt UeHIraE (L3O o WRiraa %
HOEE R S as, MRS il & H BT & .
T A ok S R R H S g AL, WIS, AhSrssmaeRm S, o
HHERAEFESE A TH-u i GEF A ID) A S 7 2% . 475 M 28 a] LA T4
v, HERA LS A S e A0 ARG T R A, A 1) B A R
RUERRERTE & .
ICMP/ICMPv6 A VEAN (S L -

* %FF Echo #t#id, Yim Ik ICMP FxiR4F, H K 14 0.

* X1 Reply £cdli o, s 4 0, H @3 EU ICMP ARRAT .

o ARG AL, P R H s 34 0.

o BERAR - PR RBAR A e WEREAE WRDFAR AT RE R En e, T2 1y &

) BT A, SRR D SO ) R AR A S AR Bl WS R A P B 1R . st
DGR R R . WERA T R AL, FeR AR A T 8y A, WERAL S [ as R
RFNPTATE Bl AR S R B AT A T At ERRERR B I, B s R A A
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