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AICAYE VT 2 10 E N Vs il g sk il el VTT it it . an 22 fe A A s R H b5d 1 (1) ACL
(RS DL N FVEoR H IPsec BEIE 1) T A 0, 16722 RECERA U sysopt connection permit-vpn

FET U LU R fr A EAL 2 ACL 1550 T futF IPsec it it idid ASA:
hostname(config)# sysopt connection per mit-vpn

AN N VT 22400008 0 I, WRAEAE VT3 1 BN T ACL, Jf HoRECE
same-security-traffic, W ASrHiziE,

TCE BEIhRE, 1EAE AR BN R ] same-security-traffic fir4 & 3L intra-interface 241,
HRVEAE R, S AV D W& (Hairpinning).
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o XA IKEvL B2 TR S a0 UE, o 204R 8 SR R T A S Rl X TmapyJy, 2
ZNAE tunnel-group iy 2 HEC AR AT o KT IKEv2, A2 [R] I 7E AR 5 AR Y. 7 1] tunnel-group
i A N ECEH T S I UE AR A R

IRhN IKEv] #4542 58 IKEv2 IPsec $EIX LAEE T 224 21k,
FENIN IKEv] ##dE, WML N4

cryptoipsec ikevl transform-set {transform-set-name | encryption | authentication}

i

ciscoasa(config) fcrypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac
Encryption 45 & 8T FHWEAN &5 J7 VA CR Y IPsec £l it «

* esp-aes — fiff FH 417 128 (L% 4011 AES.

* esp-aes-192 — i A4l 192 A2 Z5 41K AES.

* esp-aes-256 - fli 17 256 A% 1) AES.

* esp-null — AN,

Authentication $i5 & fill WA N5 75 20847 IPsec Hdli it «
* esp-md5-hmac — {i il MD5/HMAC-128 1§ 4 #4153
* esp-sha-hmac — {1 [l SHA/HMAC-160 1 A #4153
* esp-none — AT HMAC S50 10

RN IKEv2 IPsec $13 .

P

X1 10S 5, I5/E IKEv2 Bt & SCHEC E R N H no config-exchange request fiv & K24 F IC B A4S
LI . A RIS R, 152 http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/
sec-cr-c2.html#wp3456426280.

* 7€ IPsec $2IL A F5:
cryptoipsecikev2 ipsec-proposal |Psec proposal name
il
ciscoasa(config) #crypto ipsec ikev2 ipsec-proposal SET1

* 7 crypto IPsec ikev2 ipsec-proposal fit & #i 2, 48 5& % 4S5

protocol esp {encryption {aes| aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null} |
integrity {sha-1 | sha-256 | sha-384 | sha-512 | null}
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Tl

ciscoasa(config-ipsec-proposal) #protocol esp encryption aes aes-192

S0 IPsec fit & SC4

IPsec it B SO L5 Y TPsec $ BB 4 P Tl R 22 A WM ORISR o I RES I £ P >k 1 )
VIT VPN W S5 2 A4 75 2 42 I IS BRI A e A2

LB WERCE SR
crypto ipsec profile name
P

ciscoasa (config) #crypto ipsec profile PROFILE1

P2 WHE IKEv] BIKEv2 $¢ill. 7] LU IKEv] Fe#ifliok IKEV2 IPsec $21.
a) WH IKEvl ¥#E,
« B E IKEv] $81%, IE7E crypto ipsec profile iy & F AL FHI A LL N4
set ikevl transform set set_name
FEATRBI, SET1 Je S5 G i IKEvI $2i%4.
ciscoasa (config-ipsec-profile) #set ikevl transform-set SET1
b) W E IKEV2 #¢il.
o BEE IKEV2 $21%, T 7E crypto ipsec profile iy & F A F 4 A LA N fir 4
set ikev2 ipsec-proposal 1Psec_proposal_name
FEAIRGI, SET1 s SGHT B ) IKEv2 IPsec $21% .

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1

FII (Wh) F7E ZA R ELI )«
set security-association lifetime { seconds number | kilobytes {number | unlimited} }

i

ciscoasa (config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000

P'A  (wIk) K VTIBEIE b s AC & A Y 7 -
responder-only
o A LCKE VT BRI I — S C B AT A i 7 o AN R 77 s A 2 A e Bt A B 7 A4 pl 35
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o TSR A0 TKEV2, T e A YT i FEL RS ), ALY A T ke 773 ) TPsec B
SCARHRI ML, 35 T A T e T B, s R (R 2 R o
« WHAEI R IKEV], 108 RG24 T-AURNT B, 5 RIEH 108 RS HRELEmIERL. ASA

A4 1H 2 B T

o U SRR T i 14 FEH A RS BHC AR N VM S 8 RS LU X ) S SAL - BRI N Ty
Ui TG PR TPsec A= iy J JUIEL LA RS 151401

YIS (W[E) 45T PFS Ao SEEATINIRE (PFS) M REA I AS e 4 pleME— 231 %58 o ME— 2515 % nT
TR AL TG % . BIBCHE PFS, AZIUEREAEAE B PFS 431 %5 P I 2248 HI 1) Diffie-Hellman %
I AL . T R A R IPsec 2242 CHE (SA) %8 . R HA AR BEAREL . B
K, e thtm, HEFEERAAFRTRE . P NREEE K Diffie-Hellman 2H 2420 VLI .

set pfs { groupl4 }
Pl
ciscoasa (config-ipsec-profile) # set pfs groupl4d
PI6  (Ak) it T URGE VT BETE N A ] B UE S (5 AT s
set trustpoint name

Tl

ciscoasa (config-ipsec-profile) #set trustpoint TPVTI
P'T  (WIE) AUt IPsec FCE SOOI B ) % FHIE N (RRI),  JK S n) 6 H BB A 34
set reverse-route [ dynamic]

T

ciscoasa (config-ipsec-profile) #set reverse-route dynamic

AIVTIED
S5 QAT VT CFAESE VT, T8,
\Y

ER UM IPSLA, ORI SBEIE TR AT, BEIEJMRERESIRS . TES I (ASA HHERAE
B EFRFE) (http://www.cisco.com/go/asa-config) FF ) “Pc & B A R .

R

SR QPR IER O

interface tunnel tunnel_interface_number
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$55E 0 3 10413 JEFE N HIF%IE ID. 2w FF 10413 A VTI 1.
w15l
ciscoasa(config) #interface tunnel 100
$IE2 N VT B4 FR
7t interface tunnel 4 THI0 FHIALL R 4
nameif interface name
w5l
ciscoasa(config-if) #nameif vti
HIB3 H N\ VT 2001 1P M.
ip address | P addressmask
w15l
ciscoasa(config-if)#ip address 192.168.1.10 255.255.255.254
SIB 4 Fy N BRI 4k K 113 1 1) 1Pv4 B IPve ikt

Sb ] DLk F R O s A LGS IR IR L 10 o MBS AR  i F) T A 1 48475 1) 42 1 #0044 A1
[m] (7 1P Hhudk .

ip unnumbered interface-name

ipv6 unnumbered interface-name

il

ciscoasa(config-if)#ip unnumbered loopbackl
PES fEbRIERZ .

tunnel sourceinterface interface_name

J5Ez VAT DU 1 BRI

-

ciscoasa(config-if) #tunnel source interface outside
PR 6 JREREIE H AR IP Ml
tunnel destination ip_address
il
ciscoasa(config-if) #tunnel destination 10.1.1.1
i FHBEE A TPsec IPv4 it EBEiE .

tunnel modeipsecipv4

N
g
~

Tl

ciscoasa(config-if) #tunnel mode ipsec ipv4

SIE 8 F IPsec Hi & U4 Bl 45 i .
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tunnel protection ipsec IPsec profile

T

ciscoasa (config-if) #tunnel protection ipsec Profilel

N VITHZ N e ML R ds
tunnel protection policy acl_name

ViR BT DA S A s DM IR IS . WARABCE A4, B VTR FR BOA U AT
PUERERSS .

i

ciscoasa (config)# access-1list Spoke-to-Hub extended permit ip 209.165.200.225 255.255.255.224
any
ciscoasa(config-if)# tunnel protection ipsec policy Spoke-to-Hub

Gt

ASA 5 10S W42 [0 VTI i CRHA IKEv2) it & 7 -

ASAD

crypto ikev2 policy 1

encryption aes-gcm-256

integrity null

021

prfsha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]
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10SD

!
crypto ikev2 proposal asa-vti

encryption aes-gem-256

prf sha512

021

!
crypto ikev2 policy asa-vti

match address local [router-ip-address]
proposal asa-vti

!
crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request

!
crypto ipsec transform-set gcm256 esp-gecm 256
!
crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

!
interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!

ARANENZS VT $0
S VTR BRI, T T HefE
A\

AR S IPSLA, ORGSR PR 2 A TN, BRI REFESIRES . S0 CASA B ERAE
BUEFRRE ) HY “ECE S ERER” . HhlEJE: http://www.cisco.com/go/asa-config.

Fi&Z wi
AR CRC & IPsec it & SCHERT IP Kdm 510,

SR QIR R AU
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interface virtual-Template template_number type tunnel
template_number & i SRR 1 ME— 25 . JE[HEY 1 3 10413,
B CURBTOANSAE TR PR AS o DU 2 REAUASEAR (1) 6 S 4
* BAAFK
* [&IE IPsec Fi3
* [ TPsec Jit & S
-
ciscoasa (config) #interface virtual-Template 101 type tunnel
O SNA VT RS 1) 44 5K o
1t interface fit BRI FHIALL N i
nameif interface_name

ASA £EAGIEE RIS 82 104 <Mirtual_Template name> va<n>. 1, 05 BERUSR (1K) 44 5Kk
dVTII01, WEERIG )4 6k dVTIN01 val. dVTIIO0L va2, LAUREHE. R 2 o U, 2
Z04E FH shutdown iy 2>k G P RE FURSEAR

il

ciscoasa(config-if) #nameif dVTI101

T B R LB 2 A R 42 111 TPv4 BY TPv6 Hidik,
ip unnumbered interface-name

ipv6 unnumbered interface-name

FEPAASEAR P AR 7R R % b B PR A 32 10 ) TP bk SR [l o MR SOURSER oot I 1 BT A R A0
I 42 1 AR AT A R G TP ik

ELE

ciscoasa(config-if) #ip unnumbered loopbackl
CATIE) i€ BEE s L 1

tunnel source interface interface_name

e A M YOy P A M N [EIE s S

ASA {NFE57 K A0 E B E T TP Huhk (32 ) VPN 25155k . SR A 5 E %30, ASA K%
MATAT 422 10 1) VPN 2B K o R4 In) 4 11 2 AAC & () B e Ui 11 kK MTU . 0 SR 9% 4 S
IRIET, RIS ) UK B T4k MTU, 11 ASA 2 MiZE: 1452 VPN 2% 15K,

IR

ciscoasa(config-if) #tunnel source interface outsidel

K BERIE R B TR E A TPv4 B IPV6.
tunnel mode ipsec {ipv4 | ipv6}

i
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ciscoasa(config-if) #tunnel mode ipsec ipv4

¥ IPsec WCE AT M4 BEIE -

tunnel protection ipsec profileipsec_profile

Ut TPsec Mo ESCAF2XIE L P i ACH T 1) IPSec/IKE 244

il

ciscoasa(config-if) #tunnel protection ipsec profile Profilel
K R ADUSEAR B on 2 B 2

tunnel-group tunnel_group name type type

tunnel-group tunnel_group name ipsec-attributes

virtual-template template_number

TEr] L[] — R SUOE 36 2 2 N BETE AL . ASA 2 i HT RESUSARCK A A4~ VPN 2 1 7t B i R
VG %

-

ciscoasa (config) #tunnel-group DVTI_spokel type ipsec-121

ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #virtual-template 101

N BEIEA R B2
tunnel-group tunnel_group_name ipsec-attributes
ikev2 route accept any

ikev2 route set interface

ikev2 route accept any fird foVF ASA 32 7F IKEvV2 A #e i [ 2 AT 5B 1 1P Mk, BRIAT
LT, MREAL T S AR

ikev2 route set interface iv4 f01F ASA 7F IKEv2 A #edl ) & o6k 0 1P bk,  pEIEINA]7E VTI
Oz aa ke vy, DME BGP 1l pEiE 24T .

il BGP/OSPF/EIGRP A fixiE 41 5 FH BN o AERCE B FURIAR 5, 20 e i ph SR, DA
i VTI BB SR ik & 2 A BN VT e . B0 D0 e B 1 o] #2280 00 LA Ao 20 25 ik &
w15l

ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #ikev2 route set interface
ciscoasa(config-tunnel-ipsec) #ikev2 route accept any

Virtual Tunnel Interface .



Virtual Tunnel Interface |

. Virtual Tunnel Interface HITIBEF 2103

Virtual Tunnel Interface BYTH e[ F it F

TIRE &R

R

=|
o

Dised

IIIIP

54 Virtual Tunnel
Interface 3 #F

9.19(1) | #

] DB S 2% VTS F e AE Hh O 55 70 0 0 R 3 T B Hh 93 05 8] VPN 3125 VT
Al T RIS Al rp Ui S5 289 3 B AR SR T B . BN B A VT a] DL b0 b 24N i
A VIIEE . Gr LB S n g ey, e 8 s Ol &

BrEAE M A4 interface virtual-Template, ip unnumbered, ipv6 unnumbered, tunnel
protection ipsec policy

OSPF IPv4 fll IPv6 3245 | 9-19(1) | 345 VTI L/ OSPF IPv4 Fl IPv6 % M.
EIGRP 3Cff 9.19(1) | % #F VTI L{¥) EIGRP IPv4 Al IPV6 4 1%
BRASABhAS VTR | 9.19(0) | Bide, S8a] OB BRI L BEE S VT UL . B0 T SCRELUMERE]2 114K 7K TP M
ANk S HE, ﬁﬁT SEFRASHCE M IP Huht o IRIBIEE IAT Bh T oo IR AR ket . SR 10 R 2l e, %
] DLl A Ao 25 BR Rl D TP Huhb kvl prE #2 0.
s dr4: tunnel sourceinterface. ip unnumbered. ipv6 unnumbered
AHuPFIE 1D S 9.17(1) | ASA S HmE— A HuB%IE ID, ‘& o ASA 75 NAT G 1HA 24 IPsec fFiE, UMEER:S]
Cisco Umbrella %4> HIE M M ¢ (SIG). A B 43 T4 54N IKEV2 Bz i e & fE— & 4,
AN A T AT BRI L AN 4R S
BRI 4:  local-identity-from-cryptomap .
EERA VTI _ES2 4% 1Pv6 [ 9-16 | ASA 7 Virtual Tunnel Interface (VTI) fit & o 52 4% IPve6 Hudil.
T g 11 T B AT TP Mk, T B S o P R, SR B Vi 1
A IPv6 ik, 0] LSS i BEAE I ki, 75 BRI FH 21 h (5 —AS TPve &)
Huil- o
R A AT LLJE 1Pv4 BR IPv6, {HAZ05 VTI FRCE K IP Ml 2R AAH R, PR A fesb T
WEPIRAS . IPve il TT LA Tidgs VTI A i B R B b i H b .
HrmAs M a4 tunne sourceinterface. tunnel destination. tunnel mode
YRS 1024 A4 1916 | RS FRCE R ORVTIECE SN 100 8903 1024,
1
VI O W &t 1024 BT, VISR T 07 & - TR I VLAN SR ik,
ASA 5510 3 #F 100 INVLAN, FEETHECk 100 k25 10 & 0 B 15
MBS A T
VTI L) DHCP 4k fiiz | 9-14(1) | ASA FeVFKs VTI 42 AT & o DHCP th 4k IR 45 28 & a4 1 o
25 B Hy

BT LL R4 dheprelay server ip_addressvti_ifc_name.
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(VTI) ¥

IhRE & TR FRA | ThEEER
VTI H37 45 IKEv2. % [9.8.(1) | Virtual Tunnel Interface (VTI) BIAE S EF BGP (¥ VTD) o BUAE nf £E M7 Fl s ) A
TUEAS 1 B 43 Bk A A IKEvV2, 0] LU I 7E IPsec P S ¥ AT AT mUR A FH 25 TR 10 5 7 36k
ACL A LIE ] access-group fiv4, #F VT L1 1) 5126 N FH -3 g 3k 18 i

7t IPsec MC B CAFC BRI T HIA T LR fin4: set trustpoint.
Virtual Tunnel Interface |9.7.(1) | i Fl #7112 458210 (FR4 Virtual Tunnel Interface (VTI)) #4858 ASA, %% 10 m) %)

SRR IR VPN BEIE . XAl Il 0Kf 1PSec e & SO R 2 B8 B, A%ET VPN 1)
PR ST R . AT VTR AS T 55 S B A 0 8 B 1 1) 271 26 D6 L s 314z 11

SINT LU R4 : cryptoipsec profile. interfacetunnel. responder-only. setikevl
transform-set. set pfs. set security-association lifetime. tunnel destination. tunnel mode
ipsec. tunnel protection ipsec profile. tunnel sourceinterface.
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