HERECE . ARBRFNA P

ARFESGAUATECE VPN JERECE SO (BLrRch “BRE4” ) A AEAE R4
B

o ERRCE SO AR A A, S 1 T

o ERERCE SO, OS2 0

o PCEDERNE SO, 6 L

o J3ENG, 353100

* {§ ] Zone Labs Integrity IR552% , 2 70 TT

s WEEH P B, 576 It

o FCE AR VPN 3848 ACL Ml fEst i , 2 84 1t

FIEACE . AR P LA

R 2 BREAU L IR 48 (VPN) 1) 2 4 DL KC B ASA T TR AORZ O o AT IR 28 T e X
VPN [ 7 Lﬁllﬂ&ﬁﬂ%ﬂ‘])ﬁﬁo R R BB SARI P AR . TP N S SRIBO SR P 3%
PO B SCAEAR VU A ERE A AL SRS o W SR BAT [0 ™ 23 P S 2L SRS, DI FHEE B (R BR A L s
B2, BN EE RN E SO RO R VR . RS, BUE SRS . ISR SRR T D R AR
ﬁﬁiuﬁﬁ SRJEFFRCE 7 W DONH AR AR (I D90 L B A ROR /4L X
SESAR IRy SR A
%.
AR WAE] tunnel-group TR ICEIERRNC B, AT, RIE RN ESCIE R “RRIEA” 2
AL .

TR E SR ZE g A] AR AL RS B AR TRIIC BAT 55, ASA $ it LAN 330 & S

(DefaultL2Lgroup). IKEv2 VPN HJERIAZCRE Y i) 1% 400 & S (DefaultRAgroup). Jo%& F' ¥ SSL il

Secure Client SSL JEFZ I ERINIEFLNC & LA (Default WEBVPNgroup) F1ERIAZL 5% (Df1tGrpPolicy).

BRI RO B SO A g S BT V22 HY - mTRE AR R (R BEL . ASIH  INF, AT BLFE g H A S
CURIR” S IXFERR AT LR R KR G E VPN Ui ]
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AR RSE [ T AT VPN 852 AR RIS I e TG SO A s S, {H2 VPN R
MSULZIT T AR flhn, BT fess eVl S5 A Vs 0] L ISR I — &2y, SevFas ) SCRRALVT ) o —

5,

FE AV MIS A1 i) HoAt5 4y . BbAh, £ BEIBE fu i MIS FR e e H - U i) HoAth MIS F - 6

TR RIRGE . JERRICE SO AN SRS P2 L 22 A AT AT 95 1 R 1

\}

P

ASAC B G A KIS, NRAEMSXYIRIESE . W 5A, wRUE SO i 1 &% P25 1K) VPN
Vikle XMRAL ACLANSG, MRS AR ANER I E SRS AR AN NGRS, w5

B H ARG E R R 5 20 B “XR7 .

LEABEA ] LU A Pl RIR R A o e MR LA 2 K S5 A T X 28 J (-
A5 ) W (DAP) i3k

2. Hr4

3. 4HHE

4. TR E SO AL

5. BRGNS

=

Pl JE LR DAP AR EC O 2SR SR O B SO RCEL 1K) DAP (B AT st se 2.

M)A S DAP il sk AN B PERT, ASA 2 HF St i . #illn, 7% dap webvpn P& B
FAEH HTTP AREERS, ASA A&t DA, 44X http-proxy v 2 U no {E, DAP idxH
M ZEE, Nt Zaelas FERH S BH R AAA B, JF AT nE, N2 4 5ns A ik
BN ME. ASA Jo )7 i SSL VPN e A 735l S FF—> http-proxy iy 2 Fl—> https-proxy i
4. E ] ASDM KL E DAP.

R EC B 3

G E ST AU T P T B SR A SR AL R IR AR PO BRI L 1EAT B 0y BRI P
Mg as, VASGERRAR BB RIC KRS 3 (WERAT) o EATERRPUER BN A SN, JFHAS
Fr o€ TORNNERL S A R E S S DR SO REA S AT R e . JERIE A
—ANFEEE, F5 T SO 1) P IR P P 2 s

ASA SR LU N BRUGEERCE S T LAN [AIEH21K) DefaultL2Lgroup. H - IPSEC 4 Vs ) %
) DefaultR Agroup LA S ] T SSL VPN (G301 % 25 1 Secure Client) 3%4% ) DefaultWEBVPNGroup.
A DG BOX SEER B IC B SO, AR OV MR . S v] BLEIEE — AN AMRRE T IR LI
TR E SO RN E SO T ASA T 5 O AHURC & S, I HIGVETAE AN IR 55 4% EE TR E .

B EERE . AR A
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\)

ER RUENCE SO (B B 1 IKEVDD R RETGIE I E £ R e B VT A & LAN (] A e ovE i E
BEIEAL, WIERIA N

tunnel-group-map default-group <tunnel-group-name>

(ZRIMH A DefaultRAGroup) -

FEEREE X ERESY
O AT VPN SR . SR,
o AU BB - TS S 41 B S IR B B PE46 VERED FT
AR FI U A BIEAT S O 5, BRSP4 B 5 P S 4 ASA 1020

AR o
o A FHUEASEAT B 3 B0 AIE (K 70 7 S e 42 A e S ) — 8 R A% ik, 1T ASA IEAS 3R A
Mo

o VEREEM - ERRALHE IKEv] RV ). IPsec LAN [A]F1 Anyconnect (SSL/IKEv2). iE4%HCE
SCAE R R — R,
© SOMIAE. FACHNCIK RS 4% - XEES Kb ASA HIT-LAR B BBk 55 2 41 sl 514 -
* P S5k
o SRIUAH S P SBT3 ) 1R IR 55 1A &
R AR SR

25 A ]t — AN ER AN RSS2 2

o SERI BRGS0 - Rt — AL ) P B Ik . BRIAALSRENE & ASA 7 BEiE H - 247 £ 4
T80 UE B2 AN N s HC 8 1 T A R A ) 21 S s
& il oA TV - IO VEAEE ASA TR K T i I — AN A DHCP Ik 45 #s BHb i3 1)
{H.
o AP - IS LS AT P R SR R R R e R E CBRIAREN 14 KD N BN
B, ARG A PRI L T O
FUBR AR BRI, - IXLEZ 5 n) ASA FR/- A PEILBWN T 24177 20 IR H0 00 H T3
(1) user@realm JEX I 4

S @ 5 ST I BT P 44 1 FR (user@abe) . A0 HIBRATIER, ) ASA {44
Ml G AT SR W RRBRAL, W ASALEH P A F4uR (i) T 805
iE.

N\ strip-realm iy 2K 75 B 43 56 AR A (8] W 7 44 A ISR Ai3ak B e 457, T #dr A\ strip-group i 2> 1)
MHERALR e 7o a0 N BR AN B e 75, B IR AUE TR 4. B0, S5 ubk T
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58 ¥4 [) username@realm B username<delimiter> group 745 5o W1 IR 2% 2% VR HT & S5, )
WAZIFRE strip-realm.

BeAh,  CBGE T L2TP/IPsec %)) 2447 5E strip-group it &I, ASA il I\ VPN %/ difi i
PR 2RI A RN T P I PR B SO (BREAD

o SORERL - MWL LS HOTEORAERBUR I A R, Bl G A% ER

* BIBUDN JEPE - S BRE AT SN AL (1 m] 730 Bk 4 P b

IPsec [%iE 20 1E1ES
IPsec ZH 055

o P SR IAIE Ty TR PRI/ EGIE S
TR T RO YN IKE i, X SRR R TR T IA S (RERZ N

128 NMEFF)

* XFEE ID B UEER - S 8 2 1 R S5 A AR PR S E ST 5544 (1 5 477
o WURAR R UE A BRI P S ARG UE TV, W P s 2R A A1 A et AT &

(AL AT

o PRIRA SR )T XAUTH A4 XAUTH.
i AT P A AT ASA SHIOE AT Hifh AR 48 vk (9] 4n RADIUS. TACACS+ 8%

SecurlD) HEATEEFE VPN P S EGUFRT, 1518 isakmp ikev1-user-authentication i 4K 5 i

XAUTH G4 541F

* ISAKMP (IKE) fR¥FIEHIE . Wk bR v il ASA IS Ge FEXT S5 A IR e S 70 R AR I Iy a0t
ARSI B CRITERRAS . WA SRR Tom B, U ASA SR 1ZIEHE . JA ] IKE fR¥5iE
FERT BT 1AE TKE X 85 R 2R S a4l

IKE fRAFIESA B FIE . N EILDIREIE S TAF, ASA NIL@REX SR AR I E
BEDIREE I T LA 0 A4

* Cisco AnyConnect VPN % J i
« JLRL 108 B AF

* Cisco Secure PIX Firewall

AEERE VPN % i AN SRR IKE fREFERE

WRACE e — AR A AR, JF B — 20 55K SOHF TKE PRI H i HoAt 0 854K AN 52
£ IKE fRAFIERE, TS ] IKE (RAFIER . 1ZDIREAN S 5L M AN SRR BE DD RE 045
.

U SRAEIT IKE DRAFIESE, T A o B0 A5 A4 R 1 23 DRSSl IR A H B S HR I b 1,
SLE AR RN o SO R, S R RCE AL, 5 34 0T,

B EERE . AR A
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ssLvpN 2R EctiEEss

A

ER NERDER A, EAEZAE S ISDN 2R B T B AT A %5 ) i
PG L R 28] IKE {45548 . ISDN 8200 3 270 25 WA o0 T W TF e 42,
B )2 IKE R FRERN LB AT b7 1R 25 R, DI 8 G b7 T 3% 4%
WRAEH IKE R FFIER:, W am N AE L IKE 5% IPsec %580 I I 425 Wi
FRERE . R B A2 [R17E B IKE R, i PR S5 fAk
N SC AL DT T P e i
Wi LAN [A) & A A 02 IKE EBEK, T ORI N XS IKE PRFFiE
BERCE AR . AN IR 645 8 ) IKE fRdeidiss, sl )2k 1] IKE
PRFFIERE

© WERAT A ECTAE PR ACE S Bl AT AR 8 FE AR BE AR UEAD B (I 0 S5 A0 S kA5 A0
P RAUES) IR RUE S COFRRUEB HYET AR CA IEF) .

o R LU S el e RRCAR 1) Windows 20 S 0P (K s B2 SR L2 P g, 9wl R AR ALK
BRI C OB 3 ShRAS o AT LAOA BT AT SR E SO s e R R L SO A SO ) i

-
o WERAE AT PRGBS O Bk, AT AR R T AR UEEAGE 1) TKE XS5 AR (A3 A5 A
AR

SSLVPN 1B EIERLE W HEIES

FHHLAE T T SSLVPN (Secure ClientHITE% "2 MEREIUE B SCIF B MERO S . [ T ik
JRAEZ A, 8 BERC TR T IFAT VPN e A 13 MU B S M

\)

ER R RURRRAS T, COHERRRCE SO B CRREA” o EEHRRC B SO T 2T tunnel-group fir 2 AT AL
Ho AEAWAZHAMMRZHAAE.

F 1: SSL VPN Hh IR E BT

Ige

authentication VB GV AAA BETD .

customization fiff e BN FH 0 AT L B e XA E K. HE RCE A THieE P&
BN BRI E DA .. WTAERS B G 5 SSL VPN i 72 Fhfid &
HE XS5

nbns-server T2 B T CIFS 4 FRAEHT ) NetBIOS 44 R S5 IR 45 %% (nbns-server)
R
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LhkE

group-alias TR WP 55 4 5 | HDESRCE S — AN AR SR,
P IR RS b e 621 4

group-url e — AN URL. WERECE SR IE, V55 5E URL M HE
RN TR

GRS E K 21 URL FH T Secure Clienti® 4z, ZRAERE B ASA
T GBS H] T R AR L 4] URL BLAGE ] T4 75 rU i B 4

JeHb ik 941 URL.
dns-group PRI DNS IR 554821, 1% R55 s 414 5 A T4 ie B SO ) DNS JIR55
a3t DNS k55 as Mk 044 . ARG5S o B IR I
hic-fail-group-policy WAL B2 4 A B354 Group-Based Policy &1 E A “Use

Failure Group-Policy” 8% “Use Success Group-Policy, if criteria match” ,
$55E VPN ZhRE S o

override-svc-download P i MR R 3 AnyConnect VPN 25 i 77 JC B 1K) 28040 S
VAR

radius-reject-message S RAERAR LR, 5 ARG 54 E s RADIUS JE467H &

b B EERL & ]

AR 2 B AR A B i SRS N S G SO (K A R T

)

AR A S RIENGE T AR IKEV2 AT IKEV], 1 AN T Secure Client. J£% /3 SSL VPN, [H
Ji SR VPN % 5. Apple AL VPN % /7. Microsoft AL VPN % /7 i ok IKEv1 IPsec [f) ¢ TCP.

A DME SCBRVGERRIC & SO, IF HURT DK e e B SO IC & = R R A A b, i
ARAEER E SO b SR B A B, % AR DA E R B SO SR IO . BRIAEREIC B 3
PERB ARV ) o G SES BN R TR R SR . TG P B S (LR BRI
B AR E A EARCE, 5 I show running-config all tunnel-group iv4>

B A E R B A
ASA T DL RFIEE IR B S CREIRAD IRAHCRIE— AT A IR R VPN 2188+ 5 18

o S e BRI A AP E A 255 R BUFIH S . “ERROR: The limit of 30 configured tunnel
groups has been reached” .

B EERE . AR A |
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ZXIA IPsec IR 10 EEAL E ) HIL B
R0 B UL S R P e

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

FEREE YA, AR
|
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peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec BB E B 14
B BURMERS £ ABEM ALK . TPsec TEFEUF I /3 SSL VPN BRI 28 e Bob [ f 3
JEHE. TPsec LAN [BEUH I ECH 3020 . 42607 fr % 524600, 520 (Cisco Secure

Flrewall ASA RA4 5% ) o AVHZIT 30 n] it B 2 B2 U5 1) 3E 20 S SCEAT LAN [R) R &
Ao

e B2 177 o) iE Rl B 3
FE LT I AR 2 7 i b Lol j ASA 2 IAVEESZIERRINS, TR A0 Gz R U7 e 3 0 0 A SO A
o A G Gl SSL BE IPsec/IKEV2 #43%)
* L& i SSL VPN RT3 55 i SSL #:4)
* JUBF ASA 5500 fij 5 VPN #4125 i (Gl [Psec/IKEvI JE4%)
BATESEAE 4l DfitGrpPolicy (K ERINZH SEIE .

NN ARV R B SR, AL E R E A R R, ARERCE RV B, SR
ST

o Fi T ERE VS )G B SO A RIS, 5 8 T

o BCECRR VS ) NG E SO R M L 58 9 T

o JCE XU By I E , 5 13 1T

o JiC B LR Uy ) BEAC B SCPF IPsec IKEv J& 2, 5 14 1L
* fid & IPsec EFEy N EH AL & SO PPP @M, 5 17 1T

¥5 AR i o) i HE AT B ST Y B FRFNZE R
iz

I\ tunnel-groupdn &, BIEIEEACE SO, AR e I BN B DU I A AR AR A

B EERE . AR A
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XTI YT BEIE, 264 remote-access.

tunnel-group tunnel_group_name type remote-access

il

B, AN 44 4 TunnelGroup [FIZEFE Uy W) Bl & SCAF, EBIALL N f 4

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #

RELRHEEEREXHENREL

N
8

DG L OB G B R UR Y, AR NP R R E S A

TN E B PR, AR P S ok 2 1 B NN tunnel-group general-attributes 145, M EEA
tunnel-group general-attributes FC BB . $E/m 723 B LA UR AR 0K

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

e EEAT I S ITE RS 240 (R AR, TR BTG 8 RSS2 20 W P15 108 T 48 F LOCAL
AR PEHAT S IAE, 7N CkE 7 LOCAL

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

5 Bk R 55 2 4L A PR B K v 16 N4

Al LU R4 2 Ja B B D R A ORI PR FC B R T I SR B0 E . TR e g 4 A &
M4 L A RR AU FE S5 oK. LU a2 4 4 test 145 LI C & 4 2 TH O I Sy IE, 40
servergroupl ¥ 55 28 BEAT & 43 50 0E «

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

e A PR S Bl CNRAD) AT, ROTERAEIN, TP IO AT B M PR
.

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

FAURSS e AL A PR AT 16 A 45 B, DAR fir 245 58 A R BUIR 55 % 4 FinGroup:
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hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

g EAT Gk R g5 el (U sRAD 44K

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

KR S5 A 4L A PRI AT 16 AN AT Biltn, PAR fir 2452 144 0 comptroller FRACIK S5 25
4.

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

i E BRI LS (1 44 P -

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

L HME I A PRI AT 64 AN FAF . LU 7R BiK DfitGrpPolicy ¥ 4 BRIAZH SRR ) 44 7k -

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

¢ DHCP %54 (2 10 G4 M4RRECIP sk, LA DHCP Hihibith (5% 6 ANt (14
FRo BRINIEE N JC DHCP k4528 H e H R . dhep-server fir2 1) F T ASA Bt & 0 78 2218 3L VPN
&P 1) TP Hiuhk I ) 48 2 1) DHCP i 25 % A& HABE I . A S5 B, 12 (Cisco Secure
Firewall /il ASA %4 2%) FRE 1) dhep-server fT %o

hostname (config-tunnel-general) # dhcp-server serverl [...serverlO]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address _pool6]

hostname (config-tunnel-general) #

WERTEE L LV AARR, W24 5 R FLR K
AIEA R E RN ip local pool 4ok Be B kit .
DR SRAE T R 25 HE AT, T TR NAC S IRAEIR S SR 4L A4 AR, 1T AR iR B T R 2 A2l 22 42

ARASIAE (1) B SRR S5 85 4 o 28 D — AN ) P TR 45 2 L B0 SR NAC. i aaa-server iy 4
fir4 ACS . R)5, I nac-authentication-server-group fir4 O IRSS #2048 ] [ — 42 05D«

LA 74K acs-groupl AxiHhZEH] T NAC 22 ARSI UE 1) 54 3 30 Uk R 55 2 41«

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)
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PR 7181 A BRANSZ R 1) 20 2k A B 473 56 U IR 55 4 41 -

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

iR
NAC 7 2 i AL _E 22 RME A .

FREALER M AR IE T AAA RS54 Z 0 PRI BR AL I 2 0. BRIA BB A R AN R B 4 42 AN R B 40
iﬂji:

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

AU . R RIBRAE, W ASAEFH P AR (AT AT SO IRE. W RIRAL, )
ASA I P FATIS, Cin A7) BEIT S IRAE. SN strip-realm iy 45575 B 403 56 UE 31 R U 7 44
eFH B sk B s 755, T strip-group iy 4 WM R AT 73 o n S R HI R PR AN BR e 155, B 3 BIE
BOGETH P 4. B0, SO0k It T 52 21 username@realm 5, username<delimiter> group 744
Ho WHRARSS 28 TCVEMANT & ST, MIZiife € strip-realm.

o, WS4 RADIUS. f#1] NT ff) RADIUS 5k LDAP fii 45 2%, WA LS 4 60 B
pEsy &

WS R LDAP H RS 25347 S0 5604F, Wi L Sun Microsystems JAVA R4 H sk 4545 (LA
HIFK A Sun ONE H skii45%%) F1 Microsoft Active Directory K37 Fra i &7 #1

Sun - /£ ASA _ERCE T U510 Sun H 35543 1) DN s EENS U 1] 2 ik 55 4% 1 A0 BR I35 ) SR
SRV H s RO s RAT H A B BURBR AT 7 4500 DN ] LUKE ACT TN BRI A5 S o

Microsoft - W Z0C & % T+ SSL ) LDAP LAXH Microsoft Active Directory Jii JH %155 #H .

SEShAE CBRUHISE T RS 75 4Bt B B2 P . BRI BTG 14 FIFA ¢
F.

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

WIS a5 & LDAP 453, WInT AR 2IH 2 mrZ /bR (0 2] 180) FFan st H F R 2130

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

pE

1 tunnel-group general-attributes Mit. B 45 2T 4 A I¥] passwor d-management i 4 HUAR T BT 71
tunnel-group ipsec-attributes 2T i A L3+ H Y radius-with-expiry 174>
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fic ‘& It passwor d-management fiv 4, ASA 2 EIEREF ;8 3% i IE 0 L 2 i a5 L BIDR 213 sk 2 3
o BRJ5, ASA WA RIS B W M AT S AR B, PO Z s k.
R AR E RADIUS 5 LDAP S 563F, ASA ¥ 2084 .

TVER, XS SRS BRI R, e O ASAFE B 2 Ry 2 /DRI AR A P S i B
F34,

W45 € password-expire-in-days JCH#E T, LR E R

FREI A HRBOR E N 0 25 i 4. ASA ANl g P s i R 203, (B2 ) o] DI 6
B 5 B SO

HIRVELIE R, 1SR E Microsoft Active Directory ¥ & LAREAT #0485 HE , 25 27 T,

ASA WA 7.1 K @ A FEAE H LDAP 84 A AT S MS-CHAPv2 [#] RADIUS 8210547 5 43 5 ik
i, W% Y FF AnyConnect VPN %5 /3. SRl IPsec VPN %55, SSL VPN 54k it %5 7 i A1 %%
JURER SR L, AT AD (Windows %6) BE NT 4.0 5, BT X Seid e M A S 35 i 4
H,

HLESCFF MS-CHAP (] RADIUS Je 5545 24 {ij AN SCHF MS-CHAPv2. password-management fiir 4 %
1§ F} MS-CHAPv2, [A i b G 4L v i .

RADIUS k%548 (B, RN ACS) mIRESH G 0 ki sk DAREE 7 20Uk 2 2 o) — > S Bk A 5%
8. {H/E, ASA {V5 RADIUS A4S #3515 o

XFF LDAP, 137 EAIFEF LDAP %41 A ML ES5. BT, ASA {6 Microsoft Active
Directory F1 Sun LDAP fIR 5-%% 52 it & S BLIP R . AHLLDAP 7528 SSL & . £ 3117 LDAP
SR P FT, LS F3E T SSL ¥ LDAP. BRI N, LDAP {8 H i 11 636,

TR AE PR A T (0 2 BRI ZEAE T ) — a2 AN m . e)s PR e 228 A0 % DN 7
B R 20 A ALK P 44«

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

B, LR a4 @A CN B YA S B H  44 2

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes 55 C (EFR/MIX) . CN (AFHLH) . DNQ (DN FREFR) - EA (HE
PEHNE) . GENQ (HHRFRERF) « GN (%) . | (HFEH) o L (X)) « N (%) « O (4
41) . OU (AHZUaf) . SER (FFI15) SN (#F) . SP (H/HRX/EEET) « T (WAL . UID
(7 ID) FMUPN (JH B464 0

s R TR AR A SOV AT . AR AR AL

hostname (config-tunnel-general) # authorization-required
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hostname (config-tunnel-general) #

B ENEZHIGIE

UG Gy bt — STk Dh e, %I RE LR A28 S br e A A AL B 6 e S5 E, w2 — A
JUARERD o R LLT fir & KRB 5 A Bk

P 4B S e IR 55 A 4. Ay 4R THIVERIE) AAA RS4RI AAA RSS2 4 .
ERE

B A& AT AnyConnect VPN 4%,
S Bh R 45 BRI 2 SDI R4S 2edl . BRUEDL N, TR HB) S 5AF

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]
{none | LOCAL | groupname [LOCAL]} [use-primary-name]

L 48 ] none BT, T4 B BHAIAE . groupname (15 E AAA IR #8444 . LOCAL 15 E1#
PN RS 285t %, £5 groupname {HAC A FHIY, LOCAL #55¢[HliE.

Bl ln, B0 SR IR IR S5 AR ALV N sdigroup K5 Bl S 40 B0 UIE ik 2548 ZH BN Idap_server, i
PN iRt

hostname (config-tunnel-general)# authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

AR
G SAE H use-primary-name ST, PG ST TEHESUE K — M P 4. 1eAh, WA 2RI A 2
FARS, WA L P AT S A T

WRMAEFSRECRE ] P 44, &%\ secondar y-user name-from-certificate:

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ... | use-script

FEUE P CLHAE R P 441 DN 7B 5 32 2 username-from-cer tificate fir & A ] . 3%,
A LLARSE use-script ST, ZKHEF IR ASA fTH ASDM ZE IR A SCAE

B, wESRE ARSI AE N EER P AFBOHR e CALURA” AEMIRER P A B, 1l
AL R4

hostname (config-tunnel-general)# tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
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hostname (config-tunnel-general) # secondary-username-from-certificate ou

£ tunnel-group webvpn-attributes # 5 1 H secondary-pre-fill-username iy 4>k 52 H U\%F‘ Uiy UE
FEMKCE ] P 44 AR S B b P A o AT SOGB4 i b i 238 HI T 0% ) i JE 46540 7 SSL VPN %
J 3 (AnyConnect) 4%,  DAS R A7 B0 e 24 - KRS U FH P 44 %kkkfﬁﬂ%1:4***ﬁﬁﬁtibﬁbo .
B A SSL 2% g AT [N A7AE,  (HR A ZRAEAN ] iy < HR o0 FLEA T IRC B

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

Bilan, WEEE el pre-fill-username X IEEZHAT T S I UF A B SR I0AUE, TERIALL R dr 4

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

o e B IR 43 56 UE AR 45 2 R IR EGE F T IE R BB M . BRONERE S £ S IIF RS 4. It
A A AN O B B AR A R

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

i, s E A A B S A AR S5 & TR LU Al

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Fo e B SRR S 5L 7 44 (primary 88 secondary) o ZRIAMEN primary. £ )7 HXWE & 47
AR IR, bl Ress X AN - 23T S 50 UE . B HE 20k 2 — AN EAT B BIE
M P23 e Wil P 4. iR 2R K. SR EdR . R g H SRR H St P
ER

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}
B, Wi S ORI S AR GAIE T P A4 A6 200K F B SR BRI S5 4 TN LU Al

hostname (config-tunnel-general)# tunnel-group testl general-attributes
hostname (config-tunnel-general) # authenticated-session-username secondary

e & A2 15 18] E L B ST IPsec IKEv1 B 14

N I RE ) ) R L B SO B IPsec IKEv 1 R YE, T PATEL F2B 8. DU N Ui RS E )it
REVS )RR E S o IR VT R E RO E SO L LAN [EERICE S R 2wt
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et

R BTy R E x4 Psec KEv Bt ]

PR WEHRE RS ] BRIE AL IPsec JRYE, 1578 B St al 2 i SR M A LU R dr @ 2EA tunnel-group

Nil

8

ipsec-attributes # . FER A4 U AR AR R AR T U

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

A2 3E A tunnel-group ipsec-attributes FUE R, 7RI o] AR Pl Sl 2 A SR il E

remote-access tunnel-group IPsec J& 1k .

B, LLUR fiv A8 %€ J5 1 ) tunnel-group ipsec-attributes 5 iy 415 44 o4 TG1 [FEFER & SR G
TR, RS LR R H i 4b T tunnel-group ipsec-attributes £

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

MR Y], SR TR IKEvI R HHE =Y. filll, BUR a4 Psec IKEv1 L FE V)
e S 1R I SO R TS 3 ] xyzx ORSCRF IKEv 1 4%

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

i 52 AL AT R A5 AR R E 5 SR I S SEAA K £ 3 -

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

AT REM optionfi h req C(AT) + cert( CAIRAZAEPBSZHE) Mlnocheck ( (RKI#Y) o BRIME K reg.
B, LAF a2 e 7 peer-id ik

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

R TR HAEPREM A% . DU dy & AE A& f b A S ARUE B AT S CA I3

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

MR IE T AT IPsec FRIEZH A,
Yo FTARRE A 23 IKE S SR RIE H G T S & FR

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
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hostname (config-tunnel-ipsec) #

LA fir 245 5E mytrustpoint 2 £ A6 5 IKE X 84K FIEFS K44 B -

hostname (config-ipsec)# ikevl trust-point mytrustpoint

$5 € ISAKMP {RF5E 2 BAE A o VR Bl kL

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold S35 & 76 T U R R W 45 2 B SR VF 0 S5 25 PRI D A (10 & 3600) o retry Z L%
AWCEMRRRE RN G IR (2 2 10 ) o BRIANOL N2 )8 H IKE fREFER: . Wngiss
ISAKMP {RFF:%#z, 1% isakmp keepalive disable.

Blhn, LU R4 IKE (REFEZBIMEBCE 15 2, IR Bl iR & 10 #:

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold Z 4 ERIMEXT T @ #2771 24 300, XFF LAN [AER: N 10, 10 retry ZEERMMEN 2.
AR 8 D L (AR 4R B ISAKMP W%, iEMALL Fdrd:

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

1852 ISAKMP B & G 43 363F J7v: (XAUTH iR & XAUTH) .

T A AR T IT ASA S IAE A Hofb AL 45 757k (5141 RADIUS. TACACS+ 5% SecurlD)
HEATIERE VPN I S 56AE I, 3% 48 isakmp ikev1-user-authentication fir 4K 52 i & XAUTH
SO RAE. A XAUTH ¥ IKE (IR B 1 40 WL R IR, G iR A S KL

a) ASA M HIARAE A S LN AR VPN P EAT B B0AIE o 108 S V7 EAT BR 1) B4R B IR ¥ TKE 2242
PRI

b) RJ5, XAUTH AZ#XFE VPN H 3T S 50 0E . b J B 4 50F o] DU A 3L b — sz S0k
(A 28 51 03 BRI 7
P Y 3
IR E G O S UE IS5 o, B UL 2 S IR L B AR AT A, SRS A e S 40 B0 2R 5 A VR

I
o

AJ LA# isakmp ikevl-user-authentication fir4 55 Al 1% [¥] interface 200 & A8 FH K45 7 R e #2 1
MW interface Z N, i A T A, JFHAEKRTR per—mterface I . g
TR E SRR 2 TP isakmp ikevl-user-authentication 4, FF H—M# ] interface
RO 5 —MAMEHESEL, WIFEE interface [ 2% T F e #2111 ﬁﬁ 5.

filtn, LUT a4 444 example-group [0 B SCAAE 4% 1 EJH RS XAUTH:
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hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

AR e EELCE X4 PPP B 1E

YRy S R ) EEEE B SO RO U BSURE, W HATEL T PR PPP B MEAIE ] T IPsec i fd
VI ERRCE SO U BB s 2 A1 IPsec LRV ) R T & S0P

HEN tunnel-group ppp-attributes FC E A, 7RI T vl 3@ 4 A LU R dir 2K AL remote-access
tunnel-group PPP BV, $E/RFF 4 T S AR IRBR R AR T 0K

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

Bhn, LR 46 € J5 T 1 tunnel-group ppp-attributes #3iy 4 544 4 TG1 3B & SCAFA K
EEFR, FORFFA M LR IR HAETAL T tunnel-group ppp-attributes £

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

Fa € SR PPP S HAE FARS i Vh SR e F S 0y B0 UE . B SUAE AT LU PR AR — T3
* pap - X PPP TR T FH 209 4 Bk 03
* chap - % PPP 45 i3 HI STt 48 TS O3 Stk il o
* ms-chap-v1 2§ ms-chap-v2 - %} PPP ¥4 i 1] Microsoft JFi#I48 T & 4 Wil s A 1 siARAS 2.
* cap - XJ PPP 3EH A F T e S 3 BiE p il

ERINIENL N 238 ] CHAP #1 MSCHAPv .
L & IR EEE A

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

TR B VSR B0, 3 Ay 41 no TE A

hostname (config-tunnel-ppp)# no authentication protocol
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hostname (config-tunnel-ppp) #

Wilhn, LU A% PPP %8 5 F PAP hidl:

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

LN 2% PPP 74 J3 | MS-CHAP A 2 i

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

LU R 4% PPP %32/ | EAP-PROXY 1piL:

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

LU v 4 %f PPP JE4%25 ] MS-CHAP JitAs 1 #pil:

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

B & LAN (8] :E A & X

IPsec LAN [A] VPN MRl & SCHE T LAN 7] IPsec % J' i . BURTESECE 4 2 S50 Psec
TCFEVT RE BN B S S EH R, B2 LAN [RIBEIERSHHE >, LU S H Ui & LAN [A]
TEREI B A

* 85 LAN [AERRC & SO AR, 55 19 1T
* fio'® LAN [AERERC & SO s, 58 19 1T

W& LAN [A] IPsec IKEv1 JE81E , %520 7L

Z0A LAN B EEEEXHEE
BRIN LAN [HIEEC & SO AR

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2
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LAN I‘ETJL%F‘EEY#F IS H L R ) JE R IE B SO, JF HILH K2 E S HOo T A4 .
fETRCEIER:, BCARR LA o R BN B R P A S O BRI R C F S 4R A FH

5 7E LAN [8) 4% EC & S Ry 2 FRFNZEEY

TR E L R A FRRIRAY, FEN tunnd-group 4, IR s

hostname (config) # tunnel-group tunnel group name type tunnel type

T LAN [A]B&IE, 28890 ipsec-121; B, WiZig)ad4% % docs () LAN [EHACE SCHF, %A LL
T

hostname (config) # tunnel-group docs type ipsec-121
hostname (confiqg) #

BLE LAN B EZEEEXHEMEM

Nil

B

U B B G B SRR YR, AT IR

TR Pl S ek 2 1 B N R 52 general-attributes S ¥R HE N tunnel-group general-attributes 5

P{T

tunnel-group tunnel-group-name gener al-attributes
EUE
WFF-44 4 docs RN E SCF, TEHIALL Fir 4

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

PORTF TR LR N ILEAL T config-general #E30, 7E AR R AT C B R 16 21 0 Je 1

Tt 8 BRSNS (1) 44 B«
default-group-policy policyname
-
DA i 2915 7 BRULZH SRS (1) 44 K4 MyPolicy:

hostname (config-tunnel-general) # default-group-policy MyPolicy
hostname (config-tunnel-general) #
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B & LAN |8 IPsec IKEvl &%
A IPsec IKEv] JE, AT LA DR

o
i

PR WERCEBEIE A IPsec IKEv1 J& 1, 15 7E S 52 15 SN N BAT [Psec-attributes I8 (1)
tunnel-group 772 HE A tunnel-group ipsec-attributes B & iz

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

B, LAF Ay HEN config-ipsec B0, DMER A4 0 TG [P B SO & 244

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

RRFFE TR LR RIAEAL T tunnel-group ipsec-attributes i B .

MRAE P9, e T SCRF IKEv ML =3 ]

N
g
N

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

B, LUR A4 LAN [RDERNC & SO Tt 2838 XY ZX RS2 RF IKEv] %4z

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

PIR 3 L A AN SRR S R UE X 354 1 B 0 -

hostname (config-tunnel-ipsec)# peer-id-validate option
hostname (config-tunnel-ipsec) #

AT HETC ) req CAFE) L cert ( CATRRZUF S FF) Flnocheck ( (AR #E) o BRIME A reg. iU,
PL R 2K peer-id-validate ZET0 ¥ & 4 nocheck :

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

TR A FE R SR PR AL . IR EAE AR S A HGIE P AT A CA TIEAS:

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

T LU I A N 21 A7 BRI 2 2 T
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WS FRE T AR IRERE B IKE 4 S TRIE A IRE AT 25 1 44 B

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

filn, CAF i 245 AF LA FRCE A mytrustpoint:

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

T LA I e A N 21 P A BRI 2 22

$8 7€ ISAKMP (IKE) $REFER B 21 B IREL. threshold 22545 & £ TP IR DR FFE R I8 2 |l
FOVPXT SRS R IR AL (10 22 3600) o retry S50 BEA IR PR Frd B ma 1 5 19 FRIkE (2 2210
) o BRINESOL N &8 ) IKE R FFIE8: . B4R IKE fRF7E8:, 1A no EUK isakmp iy

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

B, BUR ar 45 ISAKMP OREFIESBIE B E N 15 80, 4 Fln) b i B4 10 #5:

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

LAN [H] ] threshold ZE BRI A 10, retry ZEERIMELA 2.
WEFRE Ol CERMI) LA 5 5)) ISAKMP %, iHR A LU T dr 4

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

¥aE ISAKMP JE & G4 50AE 77k (XAUTH 8(7E & XAUTH) .
T BEAE FHECAUE AT ASA S I UE I B HAR L 477 (51 RADIUS. TACACS+ &Y SecurID)
HEATRERE VPN 7 B 36 UE I, 3548 isakmp ikeva-user-authentication fiy4 K S2jitiJE & XAUTH
B IAE. VRS XAUTH ¥ IKE I B 1 20 AL AN DR, SRR S S0 0L
a) ASA {EHFRUEA AT EXTERE VPN H 2 3T S 3G UE . 10K 2 S 3b AT 50 ) 5 43 B0IE 1) IKE %2 42
KK o
b) #AJ5, XAUTH &Z#exfzEfE VPN B AT S5k . Sbd e S a0k nf LA e —Fh 52 52k F
(4538 S e g i
ERE
DAIIC B Gy B UE R 45 2%, Al UL A P B S AT A, ARG A ek S B0 ST v TR

I
o

B, LR A5t 44k example-group FZEHEAC & S/ )8 VR & XAUTH:

hostname (config) # tunnel-group example-group type remote-access
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hostname (config) # tunnel-group example-group ipsec-attributes
hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

X TFETFHrERY IKEv2 & Pum A R%iE2E
B 2H 2 7 PR T I B RS I — Al sk . ST DA B B E 4R bR AAA RS 2%, TR iE S 4L,
JoE SCERINALSR NS . ASA 4318 NiBAE it R IE 4
IPsec ZLFE VT ) FIERIABEIE 2 24 DefaultRAGroup. SRIAREE A v MBS, (HAREMIESR .

IKEv2 ftiF43 il F A RIS 2 5 3 56AE CLT e B NS RR S 0 B0 AIE J7 e (BRI, b ke i FH it =
B Y IATE,  AEURE I N 5 A FHAE 15 5 4 B 58 EAP S IE) o BRI, I IKEv2 AT A AS KRR
B IGAUE, bt AMEUEAT BRI, O A ATIE (UL AR EEAP)

1% EAP S 4 5 3F i & DefaultRAGroup, Rl IX L85 1w ZE RSV i) 2R e i 4,  BRAER B
A8 FHE P 5 45 56 UFE A1 4E 1 DN ISR,
HETFHRER IKEv2 B3
ASA FHLUF IKEV2 JEm
 INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS - IPv4 5§ IPv6 ik

Y

EB IKEV2 ANSCHREA L (R4 IPv4 A1 IPv6 Hisih) o 4 SR [A 1R
IPv4 F1 1Pv6 Hihil, JF HiXpikhibil-#8ar Loy B, W) R 43 HC 1Pv4 ik,

« INTERNAL P4 NETMASK - IPv4 425 f il

« INTERNAL P4 DNS/INTERNAL IP6 DNS - = %/4#i ) DNS Mt

« INTERNAL IP4 NBNS - =%/l WINS Mk

« INTERNAL IP4 SUBNET/INTERNAL IP6 SUBNET - 43 #|[%iE 41| %

* APPLICATION_VERSION - 2. 1T 24 i, hyilE ks T ¢ ASA IMRRAE B, A
SXRAEATATR N o AHE, 2P e & SABGE K T RE AR BB Ik, JF HaZ s A/ Bk R T-ASA |
1) vpn - sessiondb iy &4 Hh I R4 H &

DAP 3 #F

BIR A HOE R TIHAT DAP SRRSHCE, W 0% P 52 Y IPsec-IKEv2-Generic-RA X JEi%E
BN R S SRS
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A2 VI 18] % P im R R (g 4R ik 5
L T AT I %) i T B AL T 52

mrzipm sz rsmpaats [

RV R | BREAISR |41 URL | E4S DN [LRS NN N
(DefaultRAGroup)
AnyConnect VPN % | f& XRF XFF SCRE ANidE
3
Windows i i o g2 (AT ENL | 37 AN
L2TP/IPsec HEFI D
(F A IKEvD * 5 (ff ] PSK B
FETARER IKEv2 | 77 1 o ge (FAAMIIENL | 2 ANid H]
HEF I S
1ITAF
“ 45 (M EAP B | LA
JERH DefaultRAGroup F# i
2.

ETHR/AERT IKEV2 & Fim B 5 0 30 E 2 FF

R T I T ARAEN IKEV2 %)™ b S SR 10 SR B0 IE T ik 81K -

)

ER SR IOUE VR BRI A g Lz SRR, MIARARE ASA L= SEHEIE . T EAP Jrid
SR BAEA EH ASA 7255 1 355 EAP e 2548 < [MAREE . EAP J5 M SCRER B & ) i AT EAP JIf 45 #8550
EAP J71EM) SCHFIE
% iR R 5415 | EAP-TLS EAP-MSCHAPv2 EAP-MD5 {iE+H PSK
WA %
Linux [ N/A * ISE - & * ISE - & P &S
StrongSwan
* ACS - & * ACS - &
* FreeRadius - /& * FreeRadius - /&

v

FreeRadius [t

AD- &

v

FreeRadius F
AD - &
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& s S S )0 | EAP-TLS EAP-MSCHAPv2 | EAP-MDS5 GES PSK
W&
Android _|-ff] N/A *ISE - & 17 = ANiE
StrongSwan
* ACS - /&
* FreeRadius - J&
FreeRadius
AD - J&
Windows 7/8/8.1 *ISE - /& *ISE - /& ANiEH AR ANiEH
* ACS - & * ACS - &
* FreeRadius - /& * FreeRadius - /&
o JEid o JEid
FreeRadius [ FreeRadius [
AD - & AD - /&
Windows Phone * ISE - & * ISE - /& ANiEH ANiEH ANiEH
* ACS - & * ACS - &
* FreeRadius - /& * FreeRadius - /&
FreeRadius F FreeRadius F
AD - /& AD - &
Samsung Knox N/A * ISE - & * ISE - & ez RNiEH
* ACS - & * ACS - &
* FreeRadius - & * FreeRadius - &
] ‘mj\\i ] ‘mj\\i
FreeRadius H FreeRadius F
AD - & AD - &
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smzirsannir [l

& P A 5414 | EAP-TLS EAP-MSCHAPv2 EAP-MD5 iEH PSK
W%
i0S 8 * ISE - & * ISE- & ANiEH 2 z
* ACS - J& * ACS - #
* FreeRadius - /& * FreeRadius - /&
- illit - illit
FreeRadius FreeRadius [
AD - /& AD - /&
Android AHLZ " |N/A * ISE - J&: AN3EE H 2 CHF
lLLlJ-l
o * ACS - &
* FreeRadius - /&
FreeRadius f
AD - /&

IR % UEH SR I IE

FATRNER S A B PhSCHAT T4, LMEE UM T 2 UE45 S Rk I DR B K e Zh BEF 4
PRI, 2l 7 SSLIEHIFE AR S B IILIS, RG5> SSLIER, ASA XK

BL% ) s ity ZEREATUEAS By B0 UE TSR 7 Sl

ASA B X e FE V7 i) R FEE 2111 Secure Client EFENCE T S IE . RGEAHINA vk (ol aniE
TR S . 20 URL %5) $ATREE AL, AHERS S5 il B s G 00 B0AIE 7 v 5 2% - i EA T B e o

Gt

tunnel-group <name> webvpn-attributes

authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa | saml] | saml [certificate

| multiple-certificate]}

SO AEETASS: [NAAA. [GET. NZUET . AAAFRET . AAA FIZAET LK SAML.

SAML. SAML FHEH 82 EiE 1 SAML.

ASA (config) # tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
saml Use SAML for authentication

ASA (config-tunnel-webvpn) # authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:
aaa Use username and password for authentication

ERERE .

axunAs ]



EEREXH. BERnAs |
. 1 EAP 310 FELE query-identity IR

saml Use SAML for authentication
<cr>

ASA (config-tunnel-webvpn) # authentication aaa?

tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
<cr>ASA (config-tunnel-webvpn)# authentication aaa?

ASA (config-tunnel-webvpn) # authentication saml?
tunnel-group-webvpn mode commands/options:
certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication
<cr>

71 EAP B3 Z B E query-identity 1715

Microsoft Windows 7 IKEv2 % F ity & 3% — AN 1P Huhb A5 8 FLC B A2 e IKE) G543, ‘& nl Bk AR}
ASA HRSs 84 A Bob A T RE a4 B4k . ASA WAZ04E T EAP 543 56:3IF 1) query-identity eI T
B, ABERVF ASA MIXE w2 24 EPA S+

TR TAE B IS IE, ASA JIRS-2F1 Microsoft Windows 7 2% 7V iiiiE 15 06 45 4 F B4 i 2540
% (EKU) B

o XFTEIET, EKU F-B = % i S A S AEE 15 .
o XFFHRSAET, BKU F-BE = IR552% 5 03 B UEiE 1.

Al LA Microsoft il 15 AR 45 25 B LAt CA AR 4S8 3R IGIE 1S .

St EAP 543 564F, Microsoft Windows 7 IKEv2 % /7 i 75 22560 3] EAP B iR, K5 A fefaik
ATAT HoAth EAP 153K o 1525 U 7E TKEv2 ASA 55 b (1 B% 8 41 Be & S/ AL E query-identity JC8:
7, DM & i &% EAP S0 K.

N

ER IKEv2 328 DHCP #44%, LtV Windows 7 #IBEIE . Bt fie Ul H T 1Pv4 43 EI k% JE v .

UK

W BURIERRE B N IPsec ILFEVT M), 5% tunnel-group @4 . 15724 tunnel-group name type
type, H:H name 2 HCABEIEA LT, type & FFIE AT,

FELUR 7R, IKEv2 Fik 2 8 0 # 8 44kkaol59636jnfx:

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

R
WAL & ikev2 remote-authentication pre-shared-key iy 4 5% ikev2 remote-authentication certificate
17 K58 O BT

B EERE . AR A
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$IE2

it & Microsoft Active Directory i& & LUHITHLEIR .

BRE W RS I UE M (EAP) 1E il i 2 TAsifE 15 — 07 IKEv2 e R Vs 1) % ) i CREF - &4
YSAEI T, 151 ikev2 remote-authentication eap [query-identity] 4>«

pEsk ES

WA T 5 B A M 5 4 36 UE, {4 7T ikev2 local-authentication {certificate trustpoint} 4
EAHY G, RIEABEXERE S KAE A H EAP. B0, S4HE40 EAP S 50IFETE K

FUABCE 2 AR, 35 i e A A FC B AR (HAVR 430D B IEAT IR 5 0 B

X T IKEV2 FEf, 16 20 s o 200 A Wi A6 Bt 3 50 F 770 Vi B S 30U (PSK. UE15F1 EAP)
A B E0AE (PSK FHIETD) , PLAMBAMEAT AU T A SO S0 o 57, o A MG Sl 45
PR B CREFRE TGS SREUT IKE ID T . W BIX AN IE VR L, AR N R B i
S B BRIA G FE VS 1) B 41 DefaultRAGroupo AN 58 Pt S5 AW iod UE 15 04T B 4 BRI, F 5 medft ik
A TG o SRS Fe VIS BN R B E AL SO IE 15 B4 43 56 UF A 0 B BRI 13 h A T B 41 A
o XF EAP Al PSK S43501E, (FH% 7y LI IKE ID (S5REE41 A ARVTHED) i fif A BRI % B A
FTRETE 2 A 4k

X}F EAP S B6E, BRAEZS S i R vVF o il B IKE ID M 144, 46 W Z54d ] DefaultRAGroup f%
A,

LAR 7 9 B 2R 24 1 5 43 B8 IE () EAP 153K «

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa (config-tunnel-ipsec) # ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa (config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

RAF S

hostname (config) # write memory

hostname (config) #

BIGF BRI LTS A B IE IR 84T, i8] show vpn-sessiondb summary 1¥ show crypto ipsec sa fir

%,

fic & Microsoft Active Directory i% & LUH T3 E 1S

SR ] LDAP H R RS2 IAT G 00560E, WIEE Sun Microsystems JAVA R4% H 3 R454% (LA
BIFR A Sun ONE H %JlR45%%) F1 Microsoft Active Directory K3 FF &0 2 ,

* Sun - 7£ ASA _ERCE R TV Sun H &S5 310 DN I Z0RE W U5 [ 2Rk 55 8% L AR 5 5K
o SIS S B DA R EAT S B BAORLBR A 7 0 DNt m] LUKE ACT TN BRIA %Y
S o

* Microsoft - WZ0ML & £+ SSL #J LDAP LLX| Microsoft Active Directory Ji %5158 # .
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B =5 Active Directory 3231 2 76 TR B R E M B

LK W HE 5 Microsoft Active Directory {1 ], A28 ¢ B HELE Active Directory Z4( LA A ASA
GRS B AT/ A5 S A L IR E OCIKIY Active Directory B . X EE UMK O
ASA b B B IO OO N A R A E . A R R AP R 5 ] Windows 2000 R Active
Directory Rifi. ATERBEAMEH] LDAP H 5 o5 4 HEAT 5 43 Bk

{# F3 Active Directory 55| F A £ T )X & R B &L

Famih A T OB SR RSO %0, E/E ASA LAY tunnel-group general-attributes Fitl B S T Fi
& passwor d-management #ir4, JE7E Active Directory FHUT L N

UK

FLB1 KGEFETFFIE (Start) > #2FF (Programs) > &1 T B (Administrative Tools) > Active Directory Fi P
F0i+EH (Active Directory Usersand Computers).

FIR2 A7 s K Gk A & (Username) > @14 (Properties) > A (Account).

$IE3 EPARALAET—RE R ERNZER (User must change password at next logon) & 4E
HEH P RIS, ASA 2 RLLUFHE7R:  “New password required. Password change required. You
must enter a new password with a minimum length n to continue.” #1] LA{E Active Directory Ft & il F£H
WE BN TS K E n (Start > Programs > Administrative Tools > Domain Security Policy > Windows
Settings > Security Settings > Account Policies > Password Policy) . i&#&/NZERIHE (Minimum
password length).

{#£ FH Active Directory 15 & & < 2 A5 £ BR

MR 22 Ak, LR e M E S — o REUG B . SR P S i R e K S IR, 15T
ASA |/ tunnel-group general-attributes it &A% F 45 ¢ password-management @4, J£7E Active
Directory T LT 2D E%:

\)

ER 25 radiuswith-expiry v, Za4 LLATEC S 24 tunnel-group remote-access it & A —3 2> AT
ZHWIFR e . I AR 2 7E tunnel-group general-attributes 12X %1 A I] passwor d-management

PSP
e

R

LB KL R TFA (Start) > F2F (Programs) > &2 T B (Administrative Tools) > 8% £ % (Domain
Security Policy) > Windows & & (Windows Settings) > R£i% & (Security Settings) > M %R B
(Account Policies) > 3%k g (Password Policy).

P2 Wl “CEE R IR .
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{# /A Active Directory 2 &2 /N ALK [E .

HIR 3 % E NI RIEIZE (Definethispolicy setting) & EAHE -4 2 B RVFI A B (LR Ry BT .

{$ /3 Active Directory Sjitf & /N REE[E

BT T ) B /N B, TETE ASA AU tunnel-group general-attributes At &AL N8 E
passwor d-management #ii4, H-7F Active Directory 47 LA 2D 5%:

UK

FIE1 R UGE TR (Start) > 2/ (Programs) > &8 T B (Administrative Tools) > 8% £ % k& (Domain
Security Policy).

LI 2 KIEFEWIndows 18 E (Windows Settings) > &£ E (Security Settings) > Mt A 55 E& (Account
Policies) > Z#03EHE (Password Policy).

T3 Ml NERBKE
PR 4 LD EX MK E (Define thispolicy setting) 5 HE - $i5 e %5 55 06 25040 55 1) B /N T4 4K

{% F3 Active Directory SLjiE 55 & 244

LS A (N, SRS RSN FBE B SRR, i AE ASA LI
tunnel-group general-attributes Fit & #5104 A\ password-management #iy4, Jf-#£ Active Directory

HATUL R DB
SUE
LI

I FEFFIE (Start) > #2FF (Programs) > &38 T E (Administrative Tools) > 8% £ % B& (Domain
Security Policy). &% Windows & & (Windows Settings) > & £1i& & (Security Settings) > M
% B& (Account Policies) > ZRE %A% (Password Policy).

P2 AGE B R AR DATTF “ 2 A IS B RHEHE .
FIE3 b o KIS E " (Define this policy setting) & i%HE I k£ B A (Enable).

YA SR R I, SRS A S et A s A . {EIC & Enforce password change at next login
1Y Password expires in ndays Z 7. {EE I, H RS ZORMAB S S 5er, I H RGO A
2R AR N

it B 112 B & X L £ 3F Secure Clientay RADIUS/SDI B 2

AT AR DAL A P48 FH RSA SecurelD #4414 Fi ) AnyConnect VPN %5 7 i (6 1% 1 fff i Wi ik
RADIUS %545 (fREEZ] SDI MR4548) A& 2% 7 v ) H 8 7R o

gk Exy. BEwnfs ]



EEREXH. BERnAs |

B === 205005 RADIUS/SDI K 2

\)

AR R CRCEDUE S e D E . WAAE T B R IR S5 4% SR SDI B RiE .

M FEH Filid AnyConnect VPN &7 Ui iE 2 8 ASA JF24A M1 RSA SecurlD 4-fiiE AT & 43 53 11E
I, ASA 5 RADIUS iR BEATIEAS, 53 bkt SDI IR SS#s it5 B Uk BEAT A5

EG M IAF R, RADIUS RS 251 ASA SRy M) vy B . X2 5w B b 40 25k B SDI R
2RI SO N 2 S o ASA H 4255 SDI IR 45 #3815 I 9 8 SCA 53 itk RADIUS AR EIE 45 B 1)
WESCAAE . Blt, 47T W Secure Client 7~ A ANHE SDI k4545, ASA DAZifiEHT K H RADIUS i
AT R

AN, BT SDI Y 7 SDI RS 28 Frl i E, ASA W ESCA LA SDI RS 28 I A (258
) UCH. A0, AR i P s B R AT REANE F T B 30 AIE 1 R BT 75 34 .- Secure
Client A RETCYEMA N, FF H G 0350 E aT GE 2 KW

Jic B 224 5 LLSZ B RADIUS/SDI W4 L, 5 30 7 At fic & ASA LAFIRAEZ i 5 SDI RS
BRI AT S B

L & % £1% #& LA 37 #5F RADIUS/SDI iE &

Nil

B8

TN E ASA DUERFE T SDI i) RADIUS W2&H EJEHE 7R Secure Client ] P SRATHI N O 84E, 17
PATLLUF B

1 7& tunnel-group webvpn FLE A T4 H proxy-auth sdi fig 2 ¥ 1B 800 B SO (B4l Bl s b

BAUL5 SDI IR S5 BRI 177 35U & RADIUS W Ko 1) SDI IR S5 #3647 S A B Uk i HI ™ 4620
M e R B S A T R
T

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

2 7f tunnel-group webvpn fitt B AL N4 1] proxy-auth_map sdi iy & 'E ASA F ) RADIUS W2 B

A, AT RADIUS Jiz g% a8 AL I B SCAILEL (el .

ASA A FH RN B SCA R R 22 415 1] 45 5 IRk 55 2 (ACS) A8 FH BERUTH B SCA . SR8 T R}
LAACS, HEMHEIAEESCA, WIETLTHEASA FRUEHESCA. B, i#14H proxy-auth_map
sdi iy i PRI B SCA UL .

TR R SRS BUA RADIUS RIS W ESCARMEENE BRI TIRE . BT 28R & AR R ER
oh ) SRR HEAT IR R, 2B DR TV B SO IR A4 E AN A2 Ho At - 75 B )840

B, XtF new-pin-sup Fl next-ccode-and-reauth, “new PIN” $4J /2 BRIATH B SCA i85y A&
¥ new-pin-sup BCE A “new PIN” , JI24%2242 1% 4 A RADIUS JIr 45 #5#i5] “new PIN with the next
card code” I, BRI CAS new-pin-sup {015 (ifif AN J& next-ccode-and-reauth 18f5) JURL.

B EERE . AR A
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SDI £ /EACAS . BRI S SCAFIY S 2hfg

axn [

HEKED

ZXIA RADIUS 7 & 5H 23
x

next-code

Enter Next PASSCODE

LR P LA ANASE PIN [ NEXT A4

new-pin-sup

Please remember your new
PIN

FoR CEMIEH R R 45 PIN I F 7 B/~ 1% PIN,

new-pin-meth

Do you want to enter your
own pin

KB R, SR EAE R IRRORT A PIN J7 i G
Hri¥ PIN.

new-pin-req

Enter your new
Alpha-Numerical PIN

Fon A PIN 138 3R F 7 4 N L PING

new-pin-reenter | Reenter PIN: ENEH ASA FH T 324500 PIN. 2 7 il
PIN i ANEZHIF
new-pin-sys-ok | New PIN Accepted Fon OS2 FH P ERALA PIN,

next-ccode-and-reauth

new PIN with the next card
code

R PIN Heffe, 407 P R R — A4 BAREL I
4 PIN AT F— - BT A REHERT SN0

LEWEBH ASA I TFRm AP B &G4 AT PIN A5

4B SR B

ready-for-sys- ACCEPT A SYSTEM
pin GENERATED PIN W,

PLR 7R 3E N aaa-server-host #5238 Jf 5 2 RADIUS W44 L new-pin-sup [ SCAS:

hostname (config) 4 aaa-server radius sales host 10.10.10.1
hostname (config-aaa-server-host) # proxy-auth map sdi new-pin-sup “This is your
new PIN”

AN A A e K HL G BT 5

NS AR B E LA TT 30 CRMLY AAf# i/ RADIUS JIR45#% b LASMITT sUAE# 1 TPsec 3EHL
— 2T ) L R PR ARG o JEFRINC SO 4 SRS A ST BRI BB T P R A K. B 45
W R R A ST TR s P AL, AN A L R e A R

fr 4 R RC E R R 4 group-policy iy LI P 7 PO 2 SN s CXORs i T (R 4 S

ASA BB AN . BRERIANALSRNS (o] LUBSUEAREMER) LLAh, Bk n] DLAIER & T 51
A EE NSRS .

A DAFC & N BRSNS o N BBZLAE ASA I NSRBI 2 AT S . AN ALAE SN0 5 43 36 UF IR 5%
2% (40 RADIUS) EHMTRECE . 4IHms & LA F @k
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| RN

* G4

* RS E X
RN D A
o BEIE PN

* IPsec W&

o B2 i VR

* GRS

o B E A

s EERWE

e BRIALH TR I

ASA RALERNA SRS . S m] LME b BOA LSS, (EORTCvR R HMIER . 44 DfitGrpPolicy [HERIAAL
SKMKIREAFAET ASA £, HIEBRAPK ASA HUE A A SR Sm, AIIEAS AN HlcE Al
SRR, VAT S A AT ] Js 1 A1 BRI ZEL S A A LA

)

% {f DfitGrpPolicy FECE (SRIG/MECHED [fiSecure Clientfit & S/, ALFEAE{T 5k T A Secure Clientfit
SCAFRAL (B an 4 g 1) BEES . Umbrella 55 ,  FiAEH A 41 5 u& U B ) A DfltGrpPolicy 4k
Ao Wi H 2, FELLHENE F L E R E Secure Clientfil & SCAFR, A 2c4k7& 5 DAltGrpPolicy JCI (1) Secure
Clientit. & 31

AR RN AN, AL iy 4

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

W ERCEBONALHNE, AL 4

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

\)

IR BRALLRIE RN internal. SR Ay 21574 4 hostname(config)# group-policy DfltGrpPolicy {internal |
external}, {H/EIGVZKG LRI TN external.

T BRI ZH SR AR JE 1, 3548 group-policy attributes iy 43k attributes B3, SRS TR E fi
AT MBS I AT =
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puniazn

hostname (config) # group-policy DfltGrpPolicy attributes

N

AR attributes FEAUE H T A AL S0 .

ASA AL ERIN WS DAItGrpPolicy Wi R«

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes

banner none

wins-server none

dns-server value 10.10.10.1.1

dhcp-network-scope none

vpn-access-hours none

vpn-simultaneous-logins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client

password-storage disable

ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipvé-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none
split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user—-authentication disable
user—-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable

backup-servers keep-client-config
msie-proxy server none

msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none

msie-proxy lockdown enable

vlan none

nac-settings none

address-pools none
ipv6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none

FEREE YA, AR
|
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client-access-rule none
webvpn

url-list none

filter none

homepage none
html-content-filter none

http-proxy disable

anyconnect ssl dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface private none
anyconnect firewall-rule client-interface public none
anyconnect keep-installer installed
anyconnect ssl keepalive 20

anyconnect ssl rekey time none

anyconnect ssl rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ssl compression none
anyconnect dtls compression lzs
anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none

keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647
upload-max-size 2147483647

post-max-size 2147483647

user-storage none

storage-objects value cookies,credentials
storage-key none

hidden-shares none

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable

url-entry enable

deny-message value Login was successful, but because certain criteria have not been met
or due to some specific group policy, you do not have permission to use any of the VPN
features. Contact your IT administrator for more information

anyconnect ssl df-bit-ignore disable
anyconnect routing-filtering-ignore disable

always-on-vpn profile-setting

BT LB GBRA LSRG, ] AR E TR MR 10— s AN 2 SR

AN AT AN AT AR A REIE . AEREA O b, WS a0 XS HL, 2 MGER A2 SR 3k
AL

AT DAL B SR 2 1 SR A I L AT 55
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masmagn [

\)

ER ZESRNGE H Tk A IKEV2 I IKEv], 1 A& H T AnyConnect. JG% /'3 SSL VPN, Apple

AML VPN %3 Microsoft AL VPN %) i al IKEv1 IPsec ] ¢TCP.

fic & SMARLA SR

HMHRAL SRS T SE (RIFM R IR 55 s RO R PR . X TAMERAL S, bR I ASA A i) S 4K AAA
W g5 441, IFREE MR AAA S5 s ALK 2R Ja 1R I 20 F PR i o 4t SRAE T PR AN £ 63 56 T i
g, T HAURAMBAL RN B E 5 TR BEAT B S UE A P A AE T[] — RADIUS JIRg5#s 1, L2
TR —F Z RIBH AR ER .

\)

P

ASA AN 451 H RADIUS JIR45#% LR 4. #a)ifiih, WHe7e ASA LR E NS4 X, W
RADIUS %5 #84 & H P X I S AR R . BRI, A2 ILsE H & RADIUS fi4s 2% LX)
ASA BAR R IR PR . WS AN L 8 v S R T B 00 30A0E 0 H 7 474 T 1Rl — RADIUS JIk

et W ZRARAEMAFRES,

ASA 7EAMH LDAP 5% RADIUS 45 o5 L SZ 8 H P, K5 ASA L& A AMB AR 5545 Z HI, 020
{F I IE A Y ASA FAUE MR AL & 1Z R 45 2%,  FFNILrh—3ar @ e N A 2 FCER B . 1% A
VPN [t & A8 AAA TR S5 %8 0 i) U W i & AR IR 45 28

LG B MBS, 1 PAT LT 22 BRIFHR 2 4L 1 44 DRI B LA K I 55 4 20 44 A1 B 1 -

hostname (config) # group-policy group policy name type server-group server group name password
server password
hostname (confiqg) #

X FAMBA15ENS, RADIUS JEME— 2R R AAA RS 25280,

filhn, AR 4B 44 4 ExtGroup [FIAMBALHems (14 506 44 4 ExtRAD (1 5h5 RADIUS 5% %%
SRR YL I 45 705 2% 8 1k I 45 FH 1) 1Y %% 655 A newpassword:

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (config) #

pE

A LARCE 2 AR E TREN R B TE (VSA), 1k VPN BB A AAA RS 2sh BTk . Wi RADIUS
R S5 2 Bc B IR IR R (#25), W) ASA i FZ B YEXT A4 AT G4y 3 AE . £F RADIUS JR554% I,
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B oenmazs

iZ @ M Ziks Ak k. OU=groupname, JLH groupname 5 ASA FCHE 94144 (4140 OU=Finance)
AHIA

1] 22 P ER4E SR
L P AL, AR TR, 1 group-policy fir4- 4L WS 15 44 BN internal

hostname (config) # group-policy group policy name internal
hostname (config) #

Bitn, LUF 46084k GroupPolicy 1 () A 5 2H S -

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #

\)

AR QRIS S, oA SO AR

I RN OB 5 from FFAR e DUAT A (A2 AR, R USRI JUAS CUAT (10 2L SRS ) 00K P 25 P 8 4L SR s 1)
Je:«

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

flan, LAF fin 4l i 2 ] GroupPolicy ())& PEK AN 444 GroupPolicy2 I A 4 S g «

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #

B & N EPA SRR E B 1*

E R
G P AL I SR AL 4 R . — ELOURR LN, (BRSO AR, AR, i
R PGSR 58 36 T,

fic B 4R SR Bg 3 IR 2

Fow B W R AR EAEE B () o BRUATOHMIE . iR & P umiEsent, Fity EaBoRTR
SERITH R . EIRERE, TE7E group-policy AL E ML R banner 4. HECAKEHRZ LI
500 MFF. AN “\n” TR A LU RIS
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{E ASA JRA 9.5.1 A7, BRJE4E VPN IZFE % /7 ufi b Tos AR bR K 2 510 NFEARFHE S 4000
/\:—‘—»k/\-

(S

\}

AR R R AR R AT R IS AT

SR, TR LE A2 00 no B TR, AT no RRCAS 1R i 42 I B 4L S8 (1 i A R I o
NG T DL S — N AR DR A2 A . BT kAR, 1\ none SCBE I AN SEH R e B 4
BIE, W Frs:

hostname (config-group-policy) # banner {value banner string | none}

PR 748 S5 7 4] 4 42 24 FirstGroup P 2H 55 s G A I «

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # banner value Welcome to Cisco Systems ASA 9.0.

16 EIEFE T e E IR R b 1k ith
RIS ORAEREE] ASA I, ASA T LU A et (ALK J % 4L TPv4 5 IPVG
it
T LB 0 A AN A ML 5 T A AL S . N2 T A 0. ASA
RS A AE M 4 TN 9) IS R i e 4

1% 1Pva Sttt 53 B 4a R ERLE SR G

FFa Z Bl
A g IPv4 Huhilith .

FE AL AR B

group-policy value attributes

TP

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

HIE 2 |7 FirstGroup 415 W& 7B 44 4 ipv4-pooll. ipv4-pool2 Fl ipv4pool3 UMbl .  FEVF A 41 SR 4 iC B
% 6 ikt

FEREE YA, AR
|
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| R T

address-pools value pool-namel pool-name2 pool-name6

T

asa4 (config-group-policy) # address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asad (config-group-policy) #

$IE3  (nfiE) f# M no address-pools value pool-name fir 4 M ZH 5 s I B rPoml s kv, 3R [P 3 ki 4%
BIRMNIABIE (45140 DefltGroupPolicy) #kAHbhEAE & o
no address-pools value pool-namel pool-name2 pool-name6

i

hostname (config-group-policy) # no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

P4 (i) address-poolsnone fir 4% 1k M HAh S BE S (51201 DefltGrpPolicy) 4k 7K ikt J& 1«

hostname (config-group-policy) # address—pools none
hostname (config-group-policy) #

PS5 (%) noaddresspoolsnone iy 4 ML SR N ER address-pools none 74>, MYk BRI,
1) AR 1

hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

% 1Pv6 ik ith 53 B 45 I AR 4E SR %

Fri&Z 8
AU IPv6 Hulibith . 1SR VPN [ 1P ik,

W BN RS
group-policy value attributes

i

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

B EERE . AR A
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$IE2

Lo |

[n) FirstGroup 2H S5H& 4} it 44 47 ipv6-pool HIHbHEM . v LA [m) 2H SR HE 20 id B 22 75 ipv6 Hiuhibe .
w5
7R .78 W) FirstGroup 4 50§ 43 ipv6-poolls ipv6-pool2 il ipv6-pool3.

hostname (config-group-policy) # ipv6-address-pools value ipv6-pooll ipv6-pool2 ipv6-pool3
hostname (config-group-policy) #

("[i%) {#H noipve-address-pools value pool-name fir 4 M ZH S I & o R kv, 5% Al i
B BEE R N HABIE ()40 DfitGroupPolicy) 47k HhhikihfE Bl .

no ipv6-address-pools value pool-namel pool-name2 pool-name6

i

hostname (config-group-policy) # no ipvé6-address-pools value ipv6-pooll ipvé6-pool2 ipv6-pool3
hostname (config-group-policy) #

(A1) i/ ipvé-address-pools none fir %45 1E AL SER& U (5141 DfltGrpPolicy) 4% 7K it

hostname (config-group-policy)# ipvé6-address-pools none
hostname (config-group-policy) #

(a[#&)  f#H noipve-address pools none iy 4 MZH i Hi it % ipv6-address-pools none 174, MM
WA BRI, BN Ao VE4kK

hostname (config-group-policy) ¥ no ipvé6-address-pools none
hostname (config-group-policy) #

15 E R R A% BIRZE 1Y

T ILAE group-policy At B AL N4 A vpn-tunnel-protocol { ikev1 | ikev2 | 12tp-ipsec | ssl-client} 742K
i€ BLZH WG ) VPN FRIE A

ERIMEE QR ARE N AL A 1 vk  EEMISATHC B I ER S L, 15 A iy /9 no TE3.
I G IERTROT

e ikevl - FEPANG R R VPN %7 el HoAth 22 4= 58 ) 2 [0 W37 IPsec IKEv1 BEiE . A4
PRGNSR s, BRI A B e 4 K

e ikevl - ZEI D NIAE4E (Secure Clientml HiABh 224 M) 2 [A] ¥ i IPsec IKEV2 PEiE .. 61334 71 &
DHEeAE IR ERE R B 2 A o B

* |2tp-ipsec- W37 L2TP iEH2: ) IPsec P&

* ssl-client - /] TLS 5% DTLS 5 Secure Client/} 7 SSL ik .
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. AITAE 7 )35 E VLAN =X %48 5 B 2 F 48— 177 8 122 )

A2 LA S — AN B2 A EE R 2D A — A BRI ol i VPN REE AT

.

LA 75 s 7 Wil k44 24 FirstGroup 2 SEHSIIC & IPsec IKEv1 FEE R

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-tunnel-protocol ikevl
hostname (config-group-policy) #

A2 [E]46 FE VLAN B3t 2H SR B 7 F 4 — i3 e 4% i 3 )

LRSS RN ZE A, X SER AR st . E 0 i AT B I S S A A S AV AL AR AE 2 T R £
R ASA. FTLION 2 SEMEHRE [Pv4 88 IPv6 Z8— Vs MRS, ol SOV AR A BRI Seng 4 2

'] ACL.
BEFLLFET . — sk hmFRu s 2 0 VLAN (BFh “VLAN B ” ), sk #sw ACL LAt
Ve B

)

IR

A

{E ] TPv6 04T VLAN BLSFIS, XFFAA VLAN TS, AME CHER) Huhb s e me—hhl, DUE
RS RSN . [ HARM L) VLAN AR f 35652 250 [ o

1t group-policy Fr E AR 4 A LA iy 22K oA 43 e 21) 1M 21 5w 5 70 T 21 4 7R o 2 SREmes 1 2H SR s 1)
IEFEYT ] VPN 231458 7€ H 11 VLAN:

[no] vlan {vlan_id |none}

no vian M ZH SIS H iHIBR vian_id. ZH SRS A ER AL S 4k 7K vian {H .

none M 415 H I BR vian_id J4F L2 SRS AE H VLAN W o 415 ms AN 23 AR DA 21 SR s 4k 7K vian
fH.

vian_id J& B4 AC 2 AL S (O FE VT 1) VPN 23151 VLAN e (HERIRE D) o 2440
Fo TR ERE L S e e “TCE VLAN T2 1R 802.1Q 4k ” w1 it WI7E itk ASA FLE
VLAN.

iR

N

SFTIE% i VPN 82, H VLAN ThE8{UE T HTTP Wil

FEALSRMEASE AT vpn-filter iy 4852 2N T VPN 2% (1915 il 42 I (ACL) & FR. nJ
LI vpn-filter #7245 7€ 1Pv4 B IPv6 ACL.

iR

Bt AT ARG R RCE R E, AR O0 T 7 4 R (2
AR SRS A

hostname (config-group-policy)# vpn-filter {value ACL name | none}

B EERE . AR A |
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hostname (config-group-policy) #

AR ACL BC B 0 SCVF B BEAT SRS R & AR TR SRS, S vpn-filter i AW FTIX L8
ACL.,

FIMIER ACL, B¥EM i A vpn-filter none iy 2B E, IHALLAT 21 no JExU. no L1 fo
T At 2 555 s 4 A A

— AN DL S — AN RIS AR A% A . EBT I EARAR A, TH A none KBTI A SR E ACL £
Fro none SCHE T RINBAT ACL JF B30, M4k B4 H] ACL.

PLR 7<) S 7 i)k 44 24 FirstGroup 2 SE0E ¥ & I FH 44 04 acl_vpn 1) ACL )il JE s

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter iy &N T2 G i (FELR I RE G R s arima (e NRRERT « A
T vpn-filter Y] ACL B T Vi 4L, 24 vpn-filter fiy4 N T I E AL VT ] VPN 25 7 ity JE £ 1)
AR I, AL 2 7 o0 BE A TP bdik (A2 F ACL 1 src_ip AL &) FIAMMEZ: (AT ACL [
dest_ip {7 &) BlE ACL.

2 vpn-filter iy 4 FH T I55 LAN 2] LAN VPN S AURNER, AT FHZFEM L (2 F ACL 1)
src ip frEH) FIAMMZ (f71 ACL 1) dest_ip A7 & #) & ACL.

}4i% 5 vpn-filter T RERL 7 ¥ ACL I VS . K3 ACL B %18 T % 5t (HiE, ACL BN
AR 7 M e . 6 T CARRIE ) H AR R IN 25 BriAi &, 7E4iE ACL i src_ip F dest_ip {7 B A4S

e,
FIEE R, VPN M yESs & H TG E R e AEH T RN A S M T s Bhi&Essz, Hiltn
SIP @R ES: .

FELUR 7R, vpn-filter I TR0 i) VPN %/ 0o om0 7 i 43 B ¥ 1P Mk Ay
10.10.10.1/24, Jf HAHLRZ% K 192.168.1.0/24.

LR ACE AVFZEAETT R VPN 2 )7 il iz telnet 34452 21 A% 1 ) 4 -

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

PN ACE oA b 2% 383 telnet 32545 20 2V 1) 55 7 Ji «

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255 eq
23 192.168.1.0 255.255.255.0
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B ==ammn vensiam K

\)

% ACE access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255 192.168.1.0
255.255.255.0 eq 23 AVFACHN M &8 AEAT HYsui 1 23 5 G0 R 7EAE & TCP i 1 F A 5 I F2
] % S )% 32 . ACE access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0 AV A& s /e A P 1 23 1S H TR
TCP i 1 F RS 5 Al ) 4% f i %

R AR, vpnfilter - LAN 3] LAN VPN 3%E4%. Rl i R 2% 4 10.0.0.0/24, Jf H.
AHLPIZ% Hg 192.168.1.0/24. LLUN ACE RVFICFE M 4410 telnet 34 F2 21 A b 4 46 :

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

AR ACE SCVFAHI M 2630 i telnet 452 B0 12 194 2% .

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23
192.168.1.0 255.255.255.0

\}

;¥#% ACE access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0
255.255.255.0 eq 23 FuFASHNM &% A0 AT Yt 11 23 OIS O T AEAF & TCP i 1 E R 5 IR M
)%, ACE access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23
192.168.1.0 255.255.255.0 Fui/Fie e M 4s /A U 1 23 (60 FAEAE R TCP i 1 b Ak
A b 0 44 1)

5 E 2B B% BY VPN i3 |8 At 4€

FHiaZ Al
QUSRI EVE 352 5 R A EAe e v A« BB TRV

W BN RS E
group-policy value attributes

i

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #
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e veN mrta R ]

122 0] LUEAE group-policy Bt & A F# ] vpn-access-hours iy 4K B (4 INF 7] 3 Bl 5 s 55 20 S o

Dok B E VPN Ui K. b4 1) 44 4 FirstGroup [F12H 51 73 Bt 4 A business-hours [ VPN j i) i}
ETEREH S

2 S ] LU ER OB 8 () A S dh R i [A) Y FEE . 2EP7 bbbz, 5 7R 2 i none SR
TMASE I A VE FE A AR OB 7Ks VPN U5 1) K 58 9 23, B SR no time-range S o

vpn-access-hour s value{time-range-name | none}
il

hostname (config-group-policy)# vpn-access-hours value business-hours
hostname (config-group-policy) #

& ZELH SR BEHY VPN [E] B SRS

ST LU 4 SR AN e FH P v e R R 2 TR B o BRINEN 3 AR 251 .

R Cqdi 5] FH P & “8r” 45F, 53 Secure Client 2¥i%+ IPsec 2 /7 Ui Wh BTG 2% ) i 4%
T R &Ik matm) R REfr M AE ST EE A o

R AVFRRNSEECE 1, I ER—H P RS &R RIS, W W 2 o i bR 45 12
T BT 0. (HE, WERILA S USRS iG aE T B —H P R og sk (rrgg AR PC)

W2y H N e HR M R 28— N il R S &

R AT R SEECORT 1, WESH P IE R Z s KGR IR 2R OB S, SR8 NI ) K
FISTE. WA Y iEm S NN RRAK, WaESR P2 E. BEIESBRR—NSE R
VR P& %

— HIR BB K TGRS, RE T B —Lenf v A4 GeMIbR S R &6, Pk, Pl ge ok r B sk,

IF BT BE AR T SE R HE B 2 U R ARHE R . WU P & s, Nz A S B

o) B o A8 T LUOKE R GEIC B A AN R I B 58 BTS2 B e Vel P e, AR S8
L BIRIE L]

HI81 | {£ group-policy fic B4 1 vpn-simultaneous-logins integer
vpn-simultaneous-loginsinteger i &35 EXMT | sy 179 3. JEEEAT 0 % 2147483647
PR P G AR AL T LA 55— e

ARAZAE . A 0 WIAE ]G s IR P Ul
o LA N7l s i) oA 4424 FirstGroup 1)
2 S T Fe K ] N6 S B 4

hostname (config) # group-policy FirstGroup
attributes

hostname (config-group-policy) #

vpn-simultaneous-logins 4
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R L b

3
4>

SEIRIE By
pE s
o RVE TR G SR H B RRARROR, E v
2P RN 8T RE S BRAR 2 A 1T
MaTERE -

o IR AN 7] 2 SRS 1) AN [ Bk i 4L
fif,  vpn-simultaneous-logins £l
o, R 25 i 48 AN R i 4155
s o

HW2| (k. ) (HASIFREEIEIN, ¥5% |vpn-smultaneous-login-delete-no-delay
iﬁ;ﬁj’ﬂii%ﬁ Sl AR 12 R R LR I AL T R 2

Tl o
hostname (config) # group-policy FirstGroup
attributes

hostname (config-group-policy) #
vpn-simultaneous-login-delete-no-delay

PR 5l X 43 R 1E 12 Be & SR 7 9]
7t group-policy It Bz F{# F group-lock fiv4-F8 52 /& 75 BRI Fe A P AU 1o 3 2 e & AT U
=T

hostname (config-group-policy)# group-lock {value tunnel-grp-name | none}
hostname (config-group-policy) # no group-lock
hostname (config-group-policy) #

tunnel-grp-name A& fit 6 iz ASA SR T/ X BRI ILAT B SR SR 4. ALBIGEIILRY P VPN
P I3 I B B SCP A SR DRI AR B, ASA 2LIE
HEAFERE . WSORICEALBUE, W ASAZER SIS A REIALI T UL X0 P HET S E . BRIATL
FARMALBE.

LENIBATHCE A ER group-lock J& P, T M@ 1 no /. BRI fL v A A2 SR 4k 7K (L

BARAB0E, TEHN A none X1 group-lock 4. none KHE K group-lock ¥ B A 4,
M FEVF no group-lock PRl 038 AT B 1R MERIA 5 Fi 22 I AL S w4k 7% group-lock {H

1 R RGP BB 1< VPN JE AT 5]
UK

P (W[iE) 7F group-policy At & FH 5L username it & #1: T f# F vpn-session-timeout {minutes iy 4 it
B VPN JEE R I ]

IR R 12380, ST R4 35791394 434t . A BRINE . BEITRIB gh R, ASA MG liEHz.

B EERE . AR A



| EpmEH. BERMEH

Nil

B

wxmgm veN 2Ez=Ran ]

PLR 7R 7R e 44 4 FirstGroup (41 5ME 1) VPN 216 B I &4 180 4344

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

PLR 78] S s WHe] 24 44 28 anyuser [ 55 180 73801 VPN 23 i i«

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

HAth [no] vpn-session-timeout {minutes | none} fir 4 1) HAh 3 4% -
o TN BE SRS IR R PE T VSR, A 6 41 no vpn-session-timeout JE X .
o BLAVFICHEN I, FFRIULBT 14k A I, 17551\ vpn-session-timeout none.
{ 1] vpn-session-timeout alert-interval {minutes| } fir4>, i 7] FH 7 7= 2 1R 2 0 S5 R s )

DRI S5 VR FH P A6 L VPN &4 5 s T IE 8 2 AR 8. LR Bl B el 45 s FH 2 7E
VPN &G &R 2 B 20 4B 2@ &0 . o] PLFg e FIVEH A 1 % 30 4051,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

HAth [no] vpn-session-timeout alert-interval {minutes | none} 4 LA EEE
o M FHZ A 21 no TE AR BRI AL SR 46 K VPN 2 1EHEI alert-interval J& 4 :

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none &7 H JE AN SR

§ELHIREERHY VPN SIE = A8 AT

UK

1E
w

(B2

)

Z3

1

(i) ZEECE VPN NI, 1E7E group-policy Bt E #5505k username B & 45520 Al H
vpn-idle-timeout minutes iy 4 .

0 AR IR R B AE RS, W) ASA KRR . S MER 1 404, SRR 35791394
3T, BRINEN 30 408t

LU N7 B iz el K5 44 4 FirstGroup [R2H SIS 1) VPN S IN B E 0 15 708

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

HoAth [no] vpn-idle-timeout {minutes | none} 4> X HAb £ A1 «
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B o:msesmE wins 70 DNs B2 5

IR 2

* %\ vpn-idle-timeout none LAZEH] VPN 2% PR i 75 1 4k 7588 I

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

XK 8l Secure Client (SSL A IPsec/IKEV2) FIJC% ) 3 VPN 1 [T} 4 /&) webvpn
default-idle-timeout seconds fE. fE webvpn-config £ N ALty 4, .

hostnamee (config-webvpn) # default-idle-timeout 300o %kbkﬂﬁ}b 1800 *I (30 6}%*) s ﬁiﬁﬂ
h 60 4 86400 Fb .

XFTFETH webvon 4%, M RGELL RIS/ H P 4% JE b s vpn idletimeout none i, 44
SZji default-idle-timeout {H. X T4 Secure Client %32, ASA FF%— AN IEE )2 NHBINHE .

SFFuk fia) (OKEvl. IKEv2) A1 IKEv1 215 ) VPN, AT IAE BB I 1 RV G BRI =
GECE

o SR L HEN s SRS R R I, B 5 no vpn-idle-timeout. R GURE AR K%L -

* WARARBCE vpn-idletimeout, AE ARG IR UITHS QR ARZAL, ERIED 30 204,

("Ji%) {#i/1] vpn-idle-timeout alert-interval {minutes} fir4, FJ LRI AL & o) 1) Bon 2 W
NS NSO

PR A VR P AR VPN 216 UANTE Bl T WS B A AR i 20 il BRIk A —

PLF 7= @ 7R i) 24 44 249 anyuser R ACES 3 2B 1K) VPN 25 PR]EE I 484 ) B -
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-idle-timeout alert-interval 3

hostname (config-username) #

HAth [no] vpn-idle-timeout alert-interval {minutes| none} 4 It HAb 34 «
* none IR FRA S REIER .

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

o TR A BT 7 S R AR, TSN no vpn-idle-timeout alert-interval . R GUK kK 1%

fH.

* WERARBCEICS L WERVEIR B 0 — 73 B

AR EEEL E WINS F0 DNS AR 5525

A LR E T EERAE ) WINS g5 451 DNS g5 ds . BEFME DL T FEREY none. N2 g iX 44k
g, WHHRATLL N DR

B EERE . AR A
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s wins mons x5 [

HIB J55E FE D) WINS R %% 28

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

FEEME— IP Hulil 2 =92 WINS RS 25811 IP Hudik, 55 A (ATik) IP Huhik 248 WINS R4 2%
[ TP Hihik . 357 none Sk Mk IP Hudik 234 WINS R 4528 i & o 258, IX0EE 2% 1 -8 F WINS R4S
PRIEBH 1 BRI BHE S () 4 55 s 4k AR A

BRI wins-server @4, SEmIARE . Bl WURECE WINS RS2 xxxx, RIGHE
WINS k5548 yy.yy, B4l —4, JFH yyyy ShME— WINS k%S4 X T286
g5 astl i it WIS WINS 5525 i AN oi CLATHC & IR 4528, 1 AER A Bty & I AL il
7 WINS 5wt 1P ik

LU R 7~ S 7= Wil 4y 44 29 FirstGroup 4 SEmS BC & TP Hbtik %y 10.10.10.15 A1 10.10.10.30 FJ WINS iz
555

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

i g LA ) DNS Jieds 25

hostname (config-group-policy)# dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

TREMIEE— 1P Ml JE T2 DNS RSS20 1P Hudiko 55 — AN (7Jik) 1P Huhl /24 B DNS R 45281
IP Huhik. $55 none JCHEFIMTAE IP Ml 25K DNS ARS8 15 B N 25 E, 0K 2R 1141 H DNS AR4s 45 9F
Bl 10 BRI B 2 4L SRS AR 2R (. 522 v LAF € DU/ DNS JIRS5# k. 52 4> 1Pv4 HulikFip
A IPv6 Hidik.

RGN dns-server fr &5, SEGIARE. B, 0 AE DNS RS # x.x.x.x, RJEMHCE DNS
MR55%% yyyy, H Sl EGH 4%, JHH yyyy BOUME— DNS IR X125 st
BB . AnENAN N DNS JR 454 AN o LLRTRC B R S5 #, W AES AN My 2 BB 75 T DNS Hi
254 1) TP Hudik

PLR 7R 3 7 i) 2 44 24 FirstGroup 2 SEME L & 1P #uhik 5 10.10.10.15. 10.10.10.30. 2001:DBS::1
F12001:DB8::2 ) DNS k55 2%

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

gk Exy. BEwnfs ]
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PR3 WIAAE DefaultDNS DNS ik 45 45 41 A i BRINIE AL, W20 fi o BRIN I, A FH kA4 AN T2 4, 44
U1 example.com.

asa4 (config) # group-policy FirstGroup attributes
asa4d (config-group-policy)# default-domain value example.com
asad (config-group-policy) #

P4 (nik. ) FlE DHCP M2

dhcp-network-scope {ip_address| none}

URAEE RO SO O M RC R T DHCP e 554%, DHCP A sk il S - 4 (i s k-t 1
T M. DHCP g5 & ikt s 25k A S HIESAR R R — A7 0 AR RISV 1L $E DHCP JIids
A e SCHF Mok, T ek e 4l .

WA E X2, U DHCP [ g5 a4 42 bk i 0 B0 70 e 1P ik ik A &AMt B3R
ARG HIE A 1T

FREIaE, NS PR TR AR Y ] bk . DHCP R 45284 e I TP 3
HEFT R BT R M AZ R 4 E TP Sl hl

FEVUR AT RERFE A TP Huhk ] T3 th H . i, iyl 10.100.10.2-10.100.10.254, #Z 113kt
10.100.10.1/24, W{# AT 10.100.10.1 1F4 DHCP JulH . & AZAF ML 405 . DHCP X n] T IPv4
Sk W R AR AN R e, T RS Tk T M A A B .

fi& 7€ none W] BH iI- DHCP Hhtik 73 Fic, 31 4 A BRI sk 7K 1 4 SR 3R AT 3 i
A
DL A2 HEN FirstGroup ¥ @ AL B, JFK DHCP JuH % &4 10.100.10.1 #1741 .

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.100.10.1

MR 58 73 FBE TE SN A TPvA e 1A I T P A A U R«
split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no split-tunnel-policy

T I R A 2 B BRI SRS R TPv6 Y i 15 i I I s T A 3% i 1) )
ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no ipv6-split-tunnel-policy

MG I

* tunnelspecified - 1 i FEIE7E R4 25 51 P E 1O R 25 AR A Bl BT it i e AL P Heftu st ik
(I A MBI SCA%RIE I eI R F P (R T3 B2 i o

B EERE . AR A
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X ASA V. 1.4 KB S hRA, FEARE S FIERIN, 3T LA S A T PR FEER A2
CHEER K7 B P R R AN AT BRI A, T IR K R R BEAT FRIE (3% - HEBR SR
IR K AT RRIE A% . AT LME I 45 B HE HEBR SR, T VR H AR E 513K

A

AR R B HEER SR P R AR R S SR T AR 4

« excludespecified - AN7E W45 51 3 Fp 5 0E IR 190 4% 138 i bR AL N B4 it B . 1B By HoAth st bk
(U L B AR 1% . ACHE LAN v LA ffith o, ] D@ R RRR M 4% 0.0.0.0/32 (X IPV6 [f)
:1/128) kKR, It Secure Client 3 & 215 % F i e 25 AH G I SEBR AN M LAN . 28 T St At
LAN BEIEHERR I, B i DA TVR SRS ) VPN 2 i e B SO0 2505 F A LAN 5 i) .
UEIETANE F T Secure Client.

* tunnelall —35E P i EAE T FEIE . SRR AR 70 SIREE . R BERE VT ) Ak 2%, {5
ToVE VT A H R 45 o X ER NI

AR FIRERE R DA B RE M AR R A ThRE . DA SEBlREE R Ak, EBCA R FIRRIE .

il
PLR 7] s WHe[ 24 TPv4 F IPv6 1B — N4 IS g, AUl i BE i f£1% 44 4 FirstGroup
{1 2 SR T i o 199 9% <

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified

1R E 7 BIRRERIM 4851 5=
CESY BRI, P92 B S I B A% I L Seecure Client A48 51% (I ACL) )
g

SE T BB IE R -

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1ist name]

* value access-list name - FRURACZS T 10 1o fg T 4532 5O T0 1 T 4R35 1 PR 4517 ACL. ACL m] PLJ&
£ RN & TPv4 F1 TPv6 Huhik () ACE 148 — ACL.

* none- X R FIREIE B AT M2 413, ASA T FERIEALIA T A i . $7€ none Kt P i 2E
KBCE > FIBEIE L5503, ANITTEE /> FIBEIE . B3l w] B 1E NER DA B4 5 1 20 SEmE 4K A BRIy
HIBEIE M 2541 3K
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BB ML A1, TR AT 210 no Tl BRI 73 BIBRE M 25 513, AT ZEUN no
split-tunnel-network-list fiy%. It 2RI CRCE 28512, AFREFIR Candid A none
R FHAT TR .

BT G I REE P 28 HIR IS, FH R Ak BRI BIHR e 21 SRS Th AR AT R M 2 41 3R . BTk P 4k
ALK ML H R, iR split-tunnel-network-list none i 4.

Gt

DL 7- ) 7 a4y €1 idE 44 4 FirstList () 285113, JE4 SN2 44 4 FirstGroup (20 5 . FistList
T MR g TR 7R — L E K

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

PR RB B an o B 44 4 ve N 48 3113, IF4 ve 43 EIEE SN N1 44 24 GroupPolicy ipv6-ikev2
LU . v6 & — M HEBRFIR AN —AN 8 T HEBR 1R — 0 105 513K

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 anyé
hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipvé-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé6-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy)# ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value v6

gl S =

1217 show runn group-policy attributes iy 4 AIGIERL S . AR 2 /=8 1 63 B A I 13 E 1Pv4 Fl TPv6
94 4% SR s S0 P P sk FH I 48 8138 (45— ACL) FirstLists

hostname (config-group-policy)# show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

Bo & 5 BB E RYIE 1
T LG B 5 B B AT IO BRI s, Bl A2 J 4] DNS.

AnyConnect 3.1 X§ T Windows H! Mac OS X V- & S FF 573 DNS Dijfig. @R 22 eg L4 5ens 3
Mo F-5pEIE, JF HAn RIS € 20 BEIE 21X 1) DNS 445K, W) AnyConnect &1 2315 51X 4844
FRUCHC A ATATT DNS # i #0d ol % i 1% 2] % F] DNS %5 #5 . FL50#] DNS ViU 5 ASA #Eik £
% F i (R UG (1) DNS 8 SR AT BRIE V) o) o IX SIS SRIFARIISCORE . 55— T71i, Wik DNS ik 5
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ASA [a] FHEREHRATES, ) AnyConnect 2318 % /' i 45 AF 22 58 L 1) DNS f#ATT 25 DL SCH2A8 FHL4
SkHEAT DNS #8347 .

\}

ER Y55 DNS CHEPRUEFNEE &5 ) (435 A. AAAA. NS. TXT. MX. SOA. ANY. SRV. PTR #i
CNAME) . S-S5 R B%iE M4 VSR ) PRT £ )l i fF i .

T Mac OS X, X243 /2 L R 4&cF 2 —HF, AnyConnect A REXIHS5€ TP il fd ] 215 #] DNS:

o NYLTRIE R —Fp 1P B (1 IPv4) L 'E 5 %] DNS JFh 55— 1P Bl (B0 IPv6) FLE %
FUmRSATEMYL O G —Fh 1P PRSOREC & ki) .

o PN TP PR lC & 7 25 DNS.

EXEAEZ
ASA R BRINILA, A% 35 2 Secure Cliento 75 /™ S 1 44 RO 21145 s 46 5 B 1) DNS Ao el 44 403 ]
Tl PERE AR IR . BRI IRAA I, AL R AR BRIV S AR A A
BN NS I i BRIAIE 4, 1 AE group-policy FCE A N default-domain v 4. ZEHER
A%, A A4 no B,

hostname (config-group-policy) # default-domain {value domain-name | none}
hostname (config-group-policy)# no default-domain [domain-name]

value domain-name Z A bRIAAL BRSNS . EHRE B A BINIEA, WG none XY, Ihay &l
HFHAER EBRNIA , IOB A8 B AT BRI A I 7 1 AERTA B e 1 2H S s b AR ER A I 44

N A BRI 4, 58 AT S50 nodefault-domain 4. A A MR T CURCE BRI,
%, AFEEAER CnBE A none X4 7 default-domain #y 2 HE4T TEIE) . no AL
VRS R4 .

LA 7 sl 7 wifel k44 24 FirstGroup F4H S0 ¥ 5 BRIA 3K 44 FirstDomain:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

EX 5 EIBFEREIR

BRERIABLASL, i A\ SE3E 5 73 FI B E AT 10813 . £ group-policy Bt BAL I M split-dnsfir 2
LMERZIZR, WA A2 no B,

B RIBETE SN, H K AR ARER L SR A AR (RAR RO R o 2B 1T 4R 285 1)
BRI AIE, IENTH none JXHET split-dns v .

SEMER T 2 FIBRIE RS, THRMAATSHU no split-dns i 4. X2 R BT CBC & ) 20 H1FE
AR, CEE A none T split-dns fir &GI8 .
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B 5 Windows XP 75 %157 & DHCP 18

24§ value domain-name 121t ASA i 73 FIREIE AFHT 4R 44 . none SCHE TR BATAERT 73] DNS
FIR . BRI AR BEE 7 #) DNS 13, AR A1 20 %) DNS $13&,  IFB7 ik BRI 7 52 1)
LS AR 7> F DNS B3 Bhm & IR -

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy) # no split-dns [domain-name domain-name2 domain-nameN]

NG LA BRI RN H . S B IEE R A RS, (RS T/F SRR 492 4~
e HBEMHT P REEC A A BT () AT () W RS I BB AR AT BN AL, A 20 AE L 312
o S B A TR

PLR 78] S 7s WHR[ 24 44 28 FirstGroup [14) 28 55l L 230 ok 4 1] % T g AT 1330 Domainl. Domain2.

Domain3 F1 Domain4:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

)

PR

RES, WA ICEIER T, JFHERTRESZR.

HPECE 7> DNS I, i ORTE E 196 I DNS Jik 55 45 55 00 % )7 1 5 BC L (1 DNS IR d5 s A S,

77 Windows XP 14> £ f% & fic & DHCP 1= &}

0 G B BT T AR Ik 255 AN, ) Microsoft XP 42 Feof SEUR A IHR .l b i) 3, ASA
B LR AL R T BRI 27 & 40 4585, IF HLB& B0k 1 1% th 2%

JH ik DHCP #44, Microsoft Windows XP % /7 ity n] ¥ 73 #5518 5 ASA it A5 H . ASA HEEMIE
Microsoft Windows XP %/~ 4fi DHCP Inform ¥ 5., Ai%% P inde ffEf%1E IP Huhki0F MRS . 142 fn
TeREAM . 6T Windows XP Z B ) Windows % /¥, DHCP $2 k2 it 44 A Wi . 3%
FANIE A1 T DHCP R 45 28 B8R 45 T

intercept-dhep i 5 H Bi4A H] DHCP 4 45.

hostname (config-group-policy)# intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask 4% s HE LRI TP HuhE 7 AT . iy 419 no JE 325 ANICE il B DHCP 24k
[no] intercept-dhcp
PL R 759 7R i)k 44 24 FirstGroup [f)2H 5% ¥ & DHCP $2:4%

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable
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BcE A T @B e & Fin R m IR E

F I LU 20 BRI B 5 s ) AR R 25 9 S K

W 7E group-policy M BB T4 A\ msie-proxy server fir4 e B2 7 Uit 15 6% (00 b 2 A C FI IR 25 o
RIS 1

hostname (config-group-policy) # msie—proxy server (value server[:port] | none}
hostname (config-group-policy) #

BRI 2 none,  IX AR E 25 ) i o5 0 S L FROATAT A IR 5 4 VB . S ATRC B P I Bk i s 2
T a2 10 no JE 3K

hostname (config-group-policy) # NO mMsie-proxy server
hostname (config-group-policy) #

AL ARBENR S5 4% 1P Mk 58 A=A 4 Fl 15 (94T 1K BE 242078 T 100 74
PL R 7~ B 7R i k44 9 FirstGroup FIZH SEmEHs TP Muhik 192.168.10.1 Fc & 4 4 FH i 11 880 frt i U 2%
RIS 35«

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

T ILAE group-policy At B AR N A msie-proxy method iy K g & i 15 2% FC B o Y A B A
CE” ) .
hostname (config-group-policy)# msie-proxy method [auto-detect | no-modify |

Nno—-proxy | use-server]
hostname (config-group-policy) #

ERINMED no-modify. 2B E FMIERIZEYE, TEEH %A1 no B2,

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify |

no-proxy | use-server]
hostname (config-group-policy) #

AR
* auto-detect - 77 /™ i e 4 R0 B3 & PR T B S ACRE R 55 s Al .
* no-modify - X T3 i e 45 OREF DN B % ) HTTP ) S A QB HR 55 2 W AN
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B e=rpraerazrsnksrees

* No-proxy—2%& FH 2 i £ 0 S g ) HTTP ACEE B8
o use-server—¢ B WA ) HTTP A HE IR 45 28 15 & LA I msie-proxy server fir 4 ic & 11 .

AL AR IR ST 1P Mk sl L4 Ml 15 AT AR BE A 20N T 100 N4
PUR 78] 5 7R G0 4r)KF: auto-detect BC B 4 42 24 FirstGroup FZH SRS A3 b 28 A C BRI
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy method auto-detect
hostname (config-group-policy) #

PLR 7R 6065 44 g FirstGroup FIZH 50 P ) B g4 C B 4% 8 0 A 3 FH IR 45 2% QAserver Al 111 1001 1F
KR i % IR S 2%«

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# msie-proxy server QAserver:port 1001
(
(

hostname (config-group-policy)# msie-proxy method use-server
hostname (config-group-policy) #

i3 £ group-policy Fit B AT i A\ msie-proxy except-list T4 Kk % 7 sl oL A HI 54T C B
WARACBEEI A IR . IR LE i HE AN Sl AR S5 28 BT VT 1) o A6 Y - Proxy Settings X 1if
HEH ) Exceptions HE .

hostname (config-group-policy) # msie-proxy except-list {value server[:port] | none}
hostname (config-group-policy) #

TENRCE R 1ZE T, 0 A& 0 no T2

hostname (config-group-policy)# NO msie-proxy except-list
hostname (config-group-policy) #

« value server:port - § & MSIE JI2 45 2% i TP Huhik sk 4% FR LR 3E T e 50 i e 4 s 1 o 3 115
17
* none- F /R AT IP Muhik/ 0142 5o E JE 17 1Rk A m AR 5126

BN T, 245 H msie-proxy except-listo
£ ARER RS54 TP kb B8 A48 A 15 (AT (A BE 200/ T 100 AN 74

LA 7~ W7 el k44 28 FirstGroup ¥ 2H S v B D W 2 AR BRI AR 213, SLrp Ao 5 1P il ok
192.168.20.1 F# FH ity 1 880 IF AR 4575«

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #
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# Wpsec (IKev)) ZrisEEz2 B ]

HI 4 7 group-policy it B N\ msie-proxy local-bypass fir 43K b %5 /1 3 ¥ 4% 3 FH Bl 22 T 0] 1 2

ARILAHZEAT B

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

TENBCE R iZE I, 5] a4 no T3,

hostname (config-group-policy)# no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

BUIELL T, 225 msie-proxy local-bypass.

DL R 78] 2 s W[ 24 44 24 FirstGroup (12 50 Ji 30 SE 2 AR A Hh 2847 -

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy local-bypass enable
hostname (config-group-policy) #

73 IPsec (IKEV1) R FinfL ELZ £ E %

giz

E

mEE AR 2 awE, HHITU TR,

W1 1L group-policy ML E B i FH 47 enable JCBEY (1) password-storage fiv 448 & & 5 RV 7E

i R G ARG OB S i . EAR SR A4, TS A disable BT password-storage iy

%,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

TR, BIAMEO F SRS ATE DA T 2220l b RS 305476
FNIZ AT E P ES password-storage JE T, E AL AT A1 no TR

hostname (config-group-policy) # no password-storage
hostname (config-group-policy) #

7 7€ no T AR VF AR K 447K password-storage [FI1H -
Wiy A AN FH 28 1R 2 7 ity 3 B0 0T SRS P i P R P S BT
PLR 75481 5 7 tidn] S 44 24 FirstGroup 841 S JE FH &5 6 A7 Aifs -
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B o psecaken) BrmRER SR

Nil

B8

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

AT R P 4 BRSO R 25D

R
IPsec IKEV2 ZERANSCFF IP B4 .

hostname (config-group-policy)# ip-comp {enable | disable}
hostname (config-group-policy) #

SR LZS 1P 4, &1L group-policy B &AL N Al 1 enable JCHEF¥ ip-comp T 4. 2245H
IP JE4i, 1A 47 disable J<8 /) ip-comp T4 .

LEMNISATICE P ER ip-comp &M, I ALLAT 21 no JE . X A VE A FADZH HEms 4% 7 AH

hostname (config-group-policy)# no ip-comp
hostname (config-group-policy) #

Je FH B R 4 ] R i bR P 8 AR O 252 1 3 R4 N T 7 IR B AR e =

12

BE I An 2 B IR T P 2R AR ESR AT CPU R, IR RAIG ASA [kt B . At
ZAETSUANOX{ofE P U ) T e B A R P P e R B TR 4 o Wi s T s R s P P A 4 S R4
X FH 46

Tt £E group-policy it & AR 2 {8 F 4745 enable JCHE T re-xauth iy & F8 € 215 2R H 76 IKE
AR R B I T AT B O ST

AR

IKEV2 H AL RF IKE T A R 4

Gn R 3 FAE IKE 505 AR e I S gk AT S0 50 0F, W ASA S 4EWTAGM B 1 IKE B i #A [a] 4271 /A )
N P AR, A IKE A s e R AT P S 50E . FH S 0 S I S AR A
2z 4

AP R R A R P R AR R, T T e R I SRR SR AN . SR G FE AT

BEBGIER, WA R SO U0 E . A A O I BRI B, AR Fi A show erypto
ipsecsa iy A AR Ay BT LA 5oty B 10 22 e ORI i R YT AR AR TKE Jp A
P FOF AT I S A, T disable KRB T BOATOL R, A8 HIAE IKE BB R s PN 5
BrtAT S ik

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #
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# IKEvt Z P isE E IPsec-uDP @1t ]

AR VF AILAB L SEmE Ak ST 175 IKE FO8AE B PN SOI AT S B0 UE 18, T ALt 2 9 no
TEAXMIBAT B H ER re-xauth &1

hostname (config-group-policy) # no re-xauth
hostname (config-group-policy) #

a4
DIRAEEL ) o) — ST AT UHH S 3 6 Uk 2 R

R AT IHHE A AT RS . 76 IPsec Phriit FEH, 5845 ) A DR 26 PRABEAS BT IR0 2 5 51 S AT AT S /i
BHAM R s — NG T A ) — A ALUR IS 4k A e R AT IR 2 M H . BRSO N 2248 H 58 4 M i
R, BHH AR AR, 1L group-policy Al E N H A enable 2EET- A pfs 4.

hostname (config-group-policy) # pfs {enable | disable}
hostname (config-group-policy) #

TR sE AT iR, R disable SCHE T 1 pfs .
FENISATICE AP IR o€ 4 17 T O R MR BI b 4R AR, RS AL A4 10 no JER.

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

A IKEV1 Z RixfEC & IPsec-UDP 14

1) IPsec over UDP (5 I #% Jyilid NAT f#) IPSec) , Hilifh% /il ik UDP & #3247 NAT
ASA. BRIATHM T 2B HAE M . IPsecover UDP A2 HAT 10 AT FH @ vy )&%, IF Hr st
liL'E . ASA ZEPIET SA N 5% P sl el & 240, ] IPsec over UDP HJ Ag 2 BE T PR R4 fE
P H 1Psec over UDP, & 7E group-policy it & #:0 FELE # 3 enable JCHE 1) ipsec-udp 4,
W PrR:

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy) # no ipsec-udp
T ] IPsec over UDP, 201 E ipsec-udp-port @4, WA Tk,

FAEH [Psec over UDP, i&#ii A disable Jo %, 2 MIz4THC & IR IPsec over UDP JE& 4, 1EHIA
A no B, X SOV N IEARZH S 4% 4K IPsec over UDP FA1H.

PLR 7451 5 7 aifa] 24 44 24 FirstGroup )4 SR ¥ & IPsec over UDP:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable
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5 225 [ IPsec over UDP, Wik 4404 group-policy o B2 FACE ipsec-udp-port 4. b4
% & IPsec over UDP [f] UDP Ui 05 . £F IPsec Wi FEF, ASA il fic & i um O IF 86 K iZim E 1)
UDP it i, BFHAbRt &M Z 57 UDP Ji b antb. ot 5 (05 nT LA 4001 %2 49151, BRA
ik 10000

HASF UDP uii 1, g AT 20 no 230, iX fo it WAt 4H S 4% 7 TPsec over UDP H i I11H

hostname (config-group-policy) # ipsec-udp-port port
PLR 78] S 7- W[ 24 44 24 FirstGroup (141 50K IPsec UDP iy 113 5 24 % 1 4025:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# ipsec-udp-port 4025

AcE VPN 4= P im R R 1®

T (iR HLL I ar AR E M
[no] nem [enable | disable]
W 254 AT L A2 P il ol VPN BE 3 I FE e FH I 3k i — . AT E N 4% . PAT ANiE
FH [Klt, Easy VPN 452515 J5 v & nl L ik Bk iy H A HEJ\_L[&LE%W@ Easy VPN Remote

TR KL MRS, IR BEPEE P b AR s e, EOR AR R 2 e, A S Al
AR EE A

i
PL R 7R o i) 24 44 4 FirstGroup 21 S 135 NEM:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# nem enable

LA NEM, disfi A disable X8y . EEAIZATECE KR NEM g1, %A Bt dr4 1 no 3.
LB T AR A A 4 SR s 20K A R

FE2 Ak AR A W E 2 A W B O Sk -
[no] secure-unit-authentication [enable | disable ]

LAY S AR BESR VPN AR5 s £ 5 i R R R S B I8 D A0 AN R AT B 3
RSB Atk R EDRE R, BEPF% i A A R T P RS (2R EREED .
BRSO N 28 2 Bl B I

LAV SR YO UE SR O R E 2 P i A P AR R T B SO G E S  I LE R g5 A . R AR EAE T
ASA FHHT 2B SR RAIE, TS AE T Ik 55 s AR BEAT RO E .

a4
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nEveNEgzrnnEt: ]

FER DI RERIE LT, AR 3l VPN BEIE, 250 H kA A ] 44 R i o

IR
LAR 78] St 7 AR A 44 24 FirstGroup (4 2H SEM JA 2242 B 4% S iy i«

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy)# secure-unit-authentication enable

BN 22w A& S RAE, A disable CHE Y. IS ATRCE PR 22t S it m ik, i
B AT 2 no JEaU. BB FovVF AR A S Ak 7K 22 42 Ve ot B 43 Bk AR A1«

CRArae) A LA fir & Be & S A it -

[no] user-authentication [enable| disable]

JEJE, R B B R AEE 2 P s 5 A N P BEAT B Bk, DASREUGHE L BETE V7 17 W 45 1)
BCBR o AN NI 4 S 03 30 0 IR 55 i RO B U 64T S 3 B0 ik o BRSO N 28T 7 S Bk
WURTFEAE F ASA FHHATH S S IR, 1555 BT A A& 0 Ik gsds B TR E .

-

PA R 7% S 7R WiAe] A 44 2 FirstGroup (R4S WS I FH FH P B4 40 360 <

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable

LA P S EUE, 1E N disable KB . EENIZATECE MBS S R B e, TR A
A1 no JBae LRI ATV A A 4 SEmE Ak K T 7 5 0 56 UE R 4H

A5 F BATE i Ay ik S 4y Bk (19 AN AT 808 s R A I

[no] user-authentication-idle-timeout minutes| none |

minutes 2445 7€ 7 RIS SN IR 20 BB . B MECR 1 3Bt BROVE DS 30 b, B RAE R 35791394 43
B

T SRA 2 PR R N ST PR A B A2 o 15 0 O] A 385 W B, W ASA &b B P s s ) . it
A Z8 1R il ok VPN BRIEBEAT U7 1), T ARZ8 1k VPN BRIE A

EUE

DL 7- 48] i 7= i) 4 44 4 FirstGroup 4 SENE B 45 43 Bk 2 R IN A -

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

B2 B IE, TEEA LA no . LRI oV A HAd 2 S 4k A 25 R I . BB 14k
AR NBINL, EMATTE none ST user-authentication-idle-timeout 4. I 4 14 FH null
TER VB A NI, KA 112 PR R IS 11577 11 BRI BXHE 5 1 2L SRS 6 A FH 7 -S4 03 5600 2 PR R P {1 o
iR

Wi 3. show uauth 2 BT 7~ 1 25 R B I 4R 202 JBRHT &) VPN I F2 3 4% LI TREE G 0 R H
(1422 PR P A o
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SRS LU T i QM E 1P AUih%EeT

ip-phone-bypass enable

Wik 1P AR SRAT, PR i J5 0 1P FEE w] LLAE AN AT H P S 0 B R i 1 0 AT I
BN OL 225 1P FLIESeAT . IR I 4 3 FH TUA I Y H o

TR

TEIL DA R o FICE MAC HhEFA Sk i fo i 62 7 v (1) B4 473 S0

BRI IP IR SAT, WA disable KHE Y . ZIMSATHCE D MER IP FEIRSAT IR YE, WA a4
(1) no JEe e il fo Vi A HADRZH SIS AR 7K TP FETESAT IR 1E

I BLF A A L& LEAP 2847

leap-bypass enable

LEAP 84744 24 3 Fi] user-authentication I8 . Bhdir 4 0] BALER B AR 5 % #4511 LEAP %

PN LEAP SR I0AIE, ARJGAEREK P B AR B0AE I BRI T S I0AE . BRIIE O T 225 LEAP
LT,
i F 2 P ) 1) LEAP F P s — MG RS ALY LEAP S I0AE, UOMARATT Gk
B PEE R B SR FEIE A2 B ol s 451 S5 ) RADIUS 4528 o Ml Ar ] e vl i b i i A2
R REAAT T M AR AE TC R W48 Fh AT Sy I IE . WA vk il 8T, LEAP %6471l LEAP it (R H
PR LEAP Hdls60) ZFidb%iE, 76N AN AT S 50 UE 2 /T, 1) RADIUS 45 #s 3T L iEH: S
IGUE. ARJE, H P akgzdt T A N P S A 5
LELL RS OL N, LEAP 24470 LLIERRIZAT

* secure-unit-authentication 2545 H . Wi\ H T H A& & S5k, W2l —53F LEAP

() WA P i T S5 E, SR)5 LEAP W& A4 Re Al iZ s AT & # .
- user-authentication &2 H. FMI, oM LEAP 2447,

* BEIAE T TLARN L AUE IS AT R MY (CDP) B8 EE Aironet TB&AZA . PC K
2 I 7T LR A L

A
PL R 75 S 7 ] A 44 4 FirstGroup F2H S5 5 LEAP 5847

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy)# leap-bypass enable

L] LEAP 2847, 1A disable X 7. M ATHCE T IMER LEAP ek, il AL ar 2 i1
no JE. BLIET e vF AILAB AL SENg 4k K LEAP S847 (18 -
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73 Secure ClientiEZEC B KM E 14 .

77 Secure ClientiEZAC EHRIKE 1%

UK

T

$IE3

PIE4

$IE5

% 1 AnyConnect VPN % /7 5 i 8270 fITid J3 ] Secure Clienti# % )5, AT LA F 8l 25K 21 5 w& 1) Secure
Client Thfig. 7EALHHE webvpn BB 2C T 4% 0 DL D BRI T4 15

HENZH S0 webvpn B B AR . 40

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

SR AR 2 v AL LK A %222 Secure Client, 15114747 none JC 8“7 1] anyconnect keep-installer
. il

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

BRI B M A T2 P (R R A 2235 . #F Secure Client 2 1545 I, %0 P it AT 22 38 4E £ |
WA 4 SR 1 Secure Client SSL 4% 1 HTTP ##i j5 H <4, 5%\ anyconnect ssl compression
e BRIMEOLT, W45 E N none (ZEH]D o EHHIE4E, E{EH deflate BT .

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

T S A A A U
AT RSO B AR, AR AR [ KBS B NAT 1545 1¥] Secure Client S H R 54T
TRRAS, BB BRI 1R T Ak 175 PRPIR AR 1R I [ 1 2 Gtk : -+ anyconnect ssl keepalive command:

anyconnect sd keepalive {none | seconds}

PR FFIE RO T R S FE ] P R B ahis T3 FER N (61U Microsoft Outlook % Microsoft
Internet Explorer) I}, Secure Client/N4x Wi JFi%E #29 HriE %

PLUR 7R BC & 2 42 152 4% LA Secure ClientfERS LL 300 Fb (5 4381 (AR Ak RFrdE (R B

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

WY Secure ClientREfE X SSL UG PAT T AL B 84 4E, 1511 H anyconnect ssl rekey 74

anyconnect ssl rekey {method {sdl | new-tunnel} | time minutes| none} }

BOATFOL T, BRI EOR A e ] o
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. 71 Secure Clienti% 1 B4 5 B /8 1t

¥ 71548 % M new-tunnel R4 5E Secure Client?E SSL B HT A= sl & A TRl dt v ki . W 7482 N
none 225 FURT AR R H . K 5 iEFR 2 A ssl RIFE @ 78 B 07 28 i B30 ) b 47 SSL FBth i . mI LA
FREM 12 10080 (1 ) M) CRIAM UG TF 46 B3 S0 A 1 I B gD, AR 07 k.
LU R 7- 81K Secure Clientfit & oA 48 B8 A i A3 18] 5 SSL S 3 v, 108 B 0 A2 s EAIC & A
2GR )G 30 bk A

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

Wi % P Im e T L IR, P LLRCE Secure Client 768V, 1% 2 AT IPv6 Wi N 4Nl & BE IPv4 i te, B
LEN 1% RAG 1Pv4 i anfe] &5 BE IPv6 it .

24 Secure Client ASA HE4T VPN EFER, ASA 0] LUK i 0 lid—A IPv4. IPv6 8% IPv4 Fl IPv6
PR, 403 ASA Xt Secure Client ZEFEAL 4L —A IPv4 Hohksk—> IPve Huhk, D& AT DARC & %
Fr 55 BN DL 35 ASA AR AC TP Huhk i &8 ie, s AU VFIZI S geit ASA FE MR/ 5 LA I
Bl WSO Rik.

i, % ASA B IPv4 il 43 it 2] Secure Client 343, H 2w XA . ‘&g
i) IPve Mk i, WiRAR 2 P o5 M, WS EFIPve i HIE, WA & b 57 B i,
W25 M ity LA SCHE 3R 3% TPV6 it i

USRS IPsec B (I ANE SSLIER , WIAZEAN ASA SR AER i LA T IPve, PRItk ASA
QR AR 2 ) S 55 B DML o

i [ client-bypass-protocol iy 4 3 FHEAE & P i G4 T WM SR . LT At iy 218k
client-bypass-protocol {enable | disable}

PAR 7 e Y %% 7 S e A T i3

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

LU R R BIZE 2 7 S AT s

hostname (config-group-policy)# client-bypass-protocol disable
hostname (config-group-policy) #

PAR 7= N 53 B 45 T I 2 7 S e A T Bl i

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

R O ASA Z IR BECE AR HT, TR € ASA ) FQDN, DU#HTH T 38 @57 VPN 2151 ASA
IP Hihil o BV E X TS EAN A P U (0 IPv4 3 TPv6) [ I 4% 2 0] [ 5% 1 i v e 1 o G gk
eI 2 )5, R IeikAE A Secure Client FCE U1 ASA FQDN SK3RIEX ASA TP #hihik. 75 5 2341
Yyserh, HHERTRES IEMI W& (52 @ BBiE W &) AL,
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W AR 25 FQDN #3250 v, W2 g4 22 Bnde 42 21 s 1 AR @ AR = P ik, A T
SCREANF TP B (AN TPV4 B IPv6) IR 2% 2 [H] (11, Secure Client WAZIAE 12V 2 Jr #4715 % FQDN
HIZFRAENT, DT A B0 ar PR A 2 1 F AN ASAMhE . EWIEEERT, 27 vl F L0 & oA
T ASAFQDN. WURATH], fE)5 S il By, & B th ASA #EX OOF th i Bl b AE
HIAHE L ED Ak % FQDN. W AALE FQDN, M ASA M Device Setup > Device Name/Password
and Domain Name I ¥ & BT & N BIRA % 4 FQDN GREB LR IZRIE F i) .

W ASA KX B FQDN, & P i £ AN ] TP B3I X 4% 2 1) 837 Ji ToVk FE BT 7. VPN 23 i
i ] gateway-fqdn fir 2 HC & ASA ) FQDN. DL T & fir 187
gateway-fqdn { value FQDN_Name | none} &% no gateway-fqdn
LLF 7K ASA (1) FQDN & XA ASAName.example.cisco.com

hostname (config-group-policy) # gateway-fqdn value ASAName.example.cisco.com
hostname (config-group-policy) #

PUF 7] AAH SEEms R ASA 1) FQDN. 4R, 41 Skms MER A2 S s 4k 2K 1%

hostname (config-group-policy) # no gateway-fqdn
hostname (config-group-policy) #

PLUR 7R B FQDN 32 CH A H . Wik nT i, #4i Hil ik hostname FiI domain-name iy 2 it & 142 J)
FQDN.

hostname (config-group-policy) # gateway-fqdn none
hostname (config-group-policy) #

REENRSHREL
SRR A MRS 28, WA SGRATACEL . LI TPsec 03 BR4F A8, VPN %P1 TT{E 1 ASA R
FURTHEBERI UL . FEFL A GO B80T, ASA 2T AL IPsec BRIV SG 38 2L 3%/ i
SRR P ASA FRRTE A 0RO . R 0SS 05
fE PSR ASA LTRLE SIS R, WA ASA LRCE A GRS RS, & RA A RS B R
REBIALPI0% P, TR P13 - I 05 90 (R ERETD

\)

AR W NS, B eS H] DNS R WINS i 25+ 5 T 1% DNS Fil WINS R 4525 AN 7] 1) 9 4%
0, W RAE R T IS 5 7 i L DHCP M2 7 i 3K B DNS AT WINS {5 5, 5 FRS
PEMERE RS, I HAA RS 8% HAT A ) DNS AT WINS 158, W% /i 48 DHCP AL 213 2 1
TOIESE . A, WA L4 B DNS IR aI ], W] G H IR 3 IR .

FIRLE S RS 45, 15 1E group-policy FL'E B N\ backup-servers fiy4:
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hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

TR 20 IS5 28, I AETR E 2 I IS 25 UG DL NN G A 219 no B IS AT e & i B
backup-servers J& P 3 17 N IL A A KW 4k 72K backup-servers [F{E, 1T AAN T ZEU1I A2 1) no JE
s

hostname (config-group-policy) # no backup-servers [serverl server2... serverlQ |
clear-client-config | keep-client-config]

clear-client-config JKHF455E % /7 i AME #0545 . ASA FHEIR T IR G52 0114
keep-client-config JKCHE 7417 € ASA KA I 55 205 AL 2% P iy o 27 i AT 1 1% FH IS5
WmyIF RCRE) o XEERIME.

serverl server 2.... server 1024414 /& VPN & P {E 35 ASA AN HIINEAT I IR 25 28 416, LAtk
SBEIFIEAL AT . A CL TP Huhk Bl E LA R AR IR IR S5 48 o FIRKCBE W R 500 AN 74F, JF Honl
D& HRE 10 1M4H.

PLR 79 S 7= Wifel 4y 44 4 FirstGroup FUZH SEMSIC & TP Hutik >4 10.10.10.1 F1 192.168.10.14 155 H IRk 45
A

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup—servers 10.10.10.1 192.168.10.14

Bo & W2 ENZH S

AT K] group-policy NAC fir & 4 Ei#AT BRI . BRARAT 78 70 AV B o6 AT O, IS 32X
2 5 U 'NIN (=R

ASA £ it UDP § I3 5 4336 4F 11X (EAP) (EAPoUDP) 114 S A% 33 36 IE 1 A2 ML 2240k 2
ARSI UE AL HELE S L X 48 U7 ) Sl 2 ATAS A e FE EH LR B G e Aok, A& bilE

NAC ZHI,  WZ0CA P25 N8 Tl BC 2 U 1) 50 R 2548

U7 IR S wks 2 AR FRIE. (WE ACS FECE M5 B CARZERF ) B 2w & kI R4
W #AE . A H AR WP ARSHRICIER . KA, B, BORERA . R Atk
AUWAFEIC R i B IR ST, ACS 218 10V ) SRmE T 38 20 4 e 4

Ty BRI S A FH AL SRS 1 P E N, AT DL IR

CRIE)  MCEARZS AW TE 8% 1o 22 i s A RRUCRE DN 1) 22 DR S 56 UEATUIR 2% A0 0 i 2 i 3R
ASEWTH 5. ST SRS AR F ENL R ARSI &, FROIRES &AW A VEEIE 30
1800 AP EL. BRINBCE N 300.

B EERE . AR A



| EpmEH. BERMEH

Nil

B

CEL TN T |

UL R PR UE AT AT R UOR I () 22 RS AR S R — IR BN L2 AR A 5 e A iy 2 18] (4 1B
Wi {E group-policy AL E#:= T ff Hl nac-sg-period iy 4:

hostname (config-group-policy) # nac-sg-period seconds
hostname (config-group-policy) #

0B BRI TS DR ACIRAS BT TH I 3% I, 15 U5 1) B2 R R AR AR 1 25 F AL S, AR5 40 it
A no JER::

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy

PATR 75 01K bRAS A ) 1 IS 25 (48 5 250k 1800 F0-

hostname (config-group-policy) # nac-sq-period 1800
hostname (config-group-policy) #

PR 7181 DA BR VA ZH S A8 FCTR 25 A D T I 288 PR«

hostname (config-group-policy)# no nac-sq-period
hostname (config-group-policy) #

(AJE)  FUE NAC TR o 22 WA A0 RO () 22 ARSI 5 JE B BB e ik vH I 2%
BT I 28 BA S ik N — IR TC A 22 ARSI o 2 AW A% 76 THT 0 1E 300 1) 4 3 22 AR AR B0AIE
LT 1) 58 1 IR 55 B AT AR I IE B BT S0 UE A RN AT, DRI AL SRms & 2R3 T NIRRT
22 ARSI Z TR TRIBE CLARD i) o a4 300 2] 86400, ERIAE A 36000,

WET%ﬂ%@kh%zﬁﬁtﬂﬁwmﬁéﬁu%ﬁZE%W%,ﬁﬁymmmWMEﬁﬁTﬁ
F nac-reval-period i :

hostname (config-group-policy) # nac-reval-period seconds
hostname (config-group-policy) #

G0 B BRI ZH S Sk K TR SO UE vH IS I, 1 U 1) BRI R R AR 1 2 AL, SRS A iy
A no JER

hostname (config-group-policy) # NO nac-reval-period [seconds]
hostname (config-group-policy) #

PATR 7 4 T 06 UE v I 25 58 250k 86400 4

hostname (config-group-policy) # nac-reval-period 86400
hostname (config-group-policy)

AR 75 181 A BRON 2 SR 248 7 T 0 E v I b PO«

hostname (config-group-policy) # no nac-reval-period
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hostname (config-group-policy) #

(H[i%) e E NAC IERIN ACL. WSR2 4RSI, 24V 4505 N T 5 BTtk ACL SR B f1) 224
. 55 nonemi £ ACL. ZRIAKE 4 none. W E 4 none I H 22 A IRASIIE I, 24
ol I H BRIA LSS

UNELTE B FAE 22 AR I0AE I MU P 48 v AN Tl & 1E FIERIA ACL, 15 7E group-policy BLE AT
1 H] nac-default-acl iy % :

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

U ERIAZH g 4k 7k ACL, 18 U7 ) BN h 4k i% ACL F 45 HIZH Sk, AR 5 4 F by 2 1) no J&
oW

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

P 2 ITCER IR

* acl-name - 35 21 aaa-server host iy A 7F ASA LB (K22 2 RS KAF RS 2 LM 44 TR . %4
FRbZi 5%y A 8 € 1) server-tag A & JLAL .

* none - 25 MER N AL SRIE k7K ACL, Jf HAKT LA RASKIE R NAC 215N ACL.

T BRSO R 2328 NAC, Atk Jf) ASA [#) VPN Fife AN52 NAC BRil ACL BRI, E 35 H NAC
ik

PURZRBIKS acl-1 ki ok 22 4IRS 50 0E 26 MO 22 B i) ACL:

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

PAR 7 8 AN BRIAZH s 4% 7k ACL:

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #

PUR 7925 F BRIN AL S 2k 2k ACL, Jf HAXT 22 4RSI AIF I ) NAC £5if N ACL:

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

BLE VPN [ NAC # %6, BRUEOL T, TR s o iEa8 @ R ERAEA none. RN 22 UL HC
PLER Gzt B2 EAL 22 ARSI UL I BEE RS (F1 ACL) i A\ X vpn-nac-exempt %% .

B R e ARSI UE M FE T SR AR s i 4 B, 15 7E group-policy B & B M H

vpn-nac-exempt 4 :

hostname (config-group-policy)# vpn-nac-exempt os "os name" [filter {acl-name | none}]

B EERE . AR A
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CEL TN T |

[disable]
hostname (config-group-policy) #

QAR F 4k R JE 4 € T A ENVARE T 2 R A& KALE, TE7E vpn-nac-exempt 2 i B HI# F none ¢
B

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

WnENE AR MIER A H . WA A4 1 no TR 44 MR A% 4 HH IERIE R S CRN
ACL) :

hostname (config-group-policy) # NO vpn-nac-exempt [os "os name"] [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

BN P2 SR OCIBR ) G S P R DT AT 4% F R BRIV SRS kK% 8138, WS AEH] ir 4 (1 no
FEA AR E HoAb S 7

hostname (config-group-policy) # NO vpn-nac-exempt
hostname (config-group-policy) #

Sy 2 IEEICER W b

* acl-name - ASA Bc & ' CATH) ACL HJ4F5.

* disable - Z5 I #A G 512 1K) 4% H T AR L A3 b g

s filter- CAIE) HITAETHENL S B R G PRULEC RIS 20 T MY ACL 3 i i i o g s

* none - KHAE vpn-nac-exempt Z JE AN, HEOCHE PR FH Ak AR 2 T A BN LT e AR
DY . BEAL filter ZJFHIAN, MG T RIR %% H AT E ACL.

* OS- ¥RV RGN LR
» osname- BE ARG AR PCUARRE SR A TFES S (Bl “Windows XP” ) &
DL 79 28 F 4k 7k £ 45 52 T AT M LER B T 2 4IRS AL »

hostname (config-group-policy) # no vpn-nac-exempt none
hostname (config-group-policy)

LR 7B R S 52 MM R BIAT 4% H -

hostname (config-group-policy)# no vpn-nac-exempt
hostname (config-group-policy)

SN CLT a2 A sl 2E Y 28 v N #5381«

hostname (config-group-policy)# nac {enable | disable}
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hostname (config-group-policy) #

L BRI ZH SRS Ak 7K NAC BEE, 5 U7 ) B 4k 7k % NAC B8 14 T 415w, AR5 48T e dir &
i no

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

BRNIEIL T, S25H NAC. i3 H NAC ZRXF IRV BT 22 4R S AE .t Sz B v SEp L i 56
UEARL A, ) ACS MRS a2 FaEUr Il Sems it ASA s, BRIATE DL F 25 H NAC,

W28 1 A AEAE DT i) 328 IR 55 2 o

PLR 781 4y 2 S0 it B NAC:

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

L& VPN & P im PG A SR B
L’Jiki@LLM%t/\)\iﬁﬂtﬂlﬁéﬁz?ﬁ@uaﬁmﬁﬁ,ﬁ\k 577 K B I8 ok H T S T LS O
BB A TR . W R P AR ' T IR IE, W7 KRS e RN e At . AR I

N, Bl KBRS R SEHL, AT B A b 9 2% HRAR T o 555 R B P AR M LAN BE T IO NIR .
1§ F VPN 2 it 381 ASA RUEFEF 7 o] DL BEAE B 1157 K 5k 58 101

7E group-policy B B0 i client-firewall fiv4-, W IKE FEIE B 5 I ASA #E%F] VPN %
Uity (P NP5 KB e o EEMIBR BT KBS SR ms, Wi AN b dr 21 no JEK.

BN BTG BT KBS, AN S50 no client-firewall 4. AT IR T A O BCE (KB K
RN, BRSNS (T AT AT none JCEESA [T client- ﬁrewall AT T A

A 7 KBS A, P R gk AR BRI B At 21 SRS TP AT AR S o B 1k P Ak A R 2R K B SR
W&, IEHI A none JCEEFM client-firewall 74 .

ik Client Firewall ZETR L1 “Us ek gm iR 41 Smg 7 NHEHE, wTLLA VPN 27 i 1E 7R I sk % 2
(1) 2 SR T B s A 1A

)

AR JUHI21T Microsoft Windows [¥] VPN % /by A REAE X S8 KB D Be . X L8 ThRe S0 TR fF2
g B A (I Windows) A% i AN ml H

e N, WAL PC L2ede T NP k. VPN 5 Sy Sl /0 A H 97 K 85 F g S Bl
KBNS, JF MR PT KB D R H A2 AT . GRS KBS 384T, U VPN % P i 23 T T 5 ASA
R, Ry KBS S HLEIRR A Are You There [AYT], [Hh VPN %5 /it il i 72 81 1 B ik 3%
“are you there?” ¥ EX HHEAT A WIREA WA, W VPN 27 Sk By Km G I 2k H
ASA WIER) o MEEER ] DL BHIE B X 2 PC Bk R%, (2B RA T, SA Al
PLHEX B E .
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fic & Secure Client [ A IS REL .

FEEE —ANserh, ROTREE L VPN %) 3 PC BN N By KRG St £ o 5By ORGSR o 4 DL 51
TR A > BRI L IR AR A BN IZRE PC. AE SRS REE RIS OL T, kAT LR
PC, TS Wy HCasili fAIRAEISR A ELIC R HINAR o 1B K A SRR O IS SR 5 rf L fRAP 5 (CPP).
15 ASA - GIEEAE VPN 27 g b S 00 B B UIAR, R S0 S g AR ORI, AR K i
DERSTEE A BT K EGSNG . ASA K BLHENS () THEIL S VPN 20w . SRJ5, VPN 20 i K UCHs Sk %
3 BUA B B5 K e, H I SI i L SRS

fi & Secure Client B N 3ESRER

Secure Client FIB; k85BN AT LLEE & IPv4 A1 IPv6 Hbiik.

FHia Z |l
B EAIEFRE 1Pve Mk ZE— V) i) KL o

HEA webvpn 41 RIS At B AR
webvpn

i

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy) # webvpn

Fi 08 L FH 22 3 0 5 R0 3 07 T 42 R o L P IR 8 R U 2 5 i ) VPN R AU P #4542 11
PR

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

W AR g 1 LA L SRS () webvpn S s 1 -

show runn group-policy [value]

i

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

ML FH T 258 L) i i 2 ) S 917 < s A o
no anyconnect firewall-rule client-interface private value [RuleName]

T
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hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value
hostname (config-group-webvpn) #

{& A Zone Labs Integrity Bi 5% 28

AT 4 Zone Labs Integrity fk55#% (tLFKA Check Point Integrity A 55%5) » FHH&4EH 1K ASA fic

B N FF Zone Labs Integrity A 55 2% 78 BIFET . Integrity ARSS 8% /& T-4EIEFE PC e B RN S i 2

ARSI R S L . GRS FE PC AFF A Integrity R4S 28 HE 22 56ms, WA 2 3iifi vy in) 52 2]

Integrity 55 %5 F1 ASA L1471 & FH M 45 .

VPN % J i AR Integrity 265 iy SAFAEZCRE PC _EJEA7 . LUR AP A THEFE PCy ASA il Integrity

55 A3 AE PC 54l L W9 25 2 0] 37 o 1l ok B v i A

1. VPN %/ it (5 Integrity % /7 dii P4 B AEAH I AOIZRE PC 1D JE4EE] ASA JF75 %11 ASA JL
b7 KRR P o 2R A

2. & ASA HUHER P umly KBRS, ASA K Integrity k45 s Hubi A S A% M1 2] Integrity 75 7 ¥ o

3. 7E ASA FERFAIFM T, Integrity &/ i 5 Integrity JR45 283 2 RIEFE . 2 RIEFRANAE
Integrity 2% /' ufi 55 Integrity IR 55 %% 2 [A]

4. Integrity k4545 1C Integrity 2 7 Ui /& 15 175 FE ) LA MG . WIR Integrity 2 P ui A5 6 22 A2 5K
W&, W Integrity Hi45 2 S FE78 ASA FTIFIEHIF N Integrity )/ bt B FEAN(E S

5. fEIZfEPC b, VPN & /ol iE Bt (s B %14 2 Integrity % i, I3 B SREME St B 37 BT 46
H. Integrity %% )7 ¥ n] AREA % FH W 2%

6. ## VPN EH )G, Integrity JIk 55248 H & 7 v AT 5 7 B4R S 42 Integrity &7 i RS o
S
IR ASA MY TATIAR BRI A SZ R —A Integrity IRS#%, B P 8210 3 FF 208 HAS Integrity A 2575 (1AL

Bk, WG B Integrity R4S 28 K A #hbsE, 157 ASA LECE % — & Integrity JR457%, ARG HE
BT VPN & i 4 i

WAL E Integrity 4545, IHAT LA NP ER:

1 {4 P bk 10.0.0.5 B & Integrity AR45 7% .

zonelabs-Integrity server-address {hostnamel | ip-addressl}

T

hostname (config) # zonelabs-Integrity server-address 10.0.0.5
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1 3 Zone Labs Integrity AR 5523 .

U2 F5EN 300 CBRIAI 1k 5054) .

Sk

8

zonelabs-integrity port port-number

T
hostname (config) # zonelabs-integrity port 300

15 15 Integrity k55 #5304 T T0AS A9 A FBFE .
zonelabs-integrity interface interface

Tl

hostname (config) # zonelabs-integrity interface inside

i’ ASA 1F 75 1] Integrity 45 o & AU ¢ 1] VPN 2 imiE e 2 1, 2355 12 B i sh ks H
Integrity A45 #3050

paib 4

Wk ASA 5 Integrity M55 s Z (B IREER R, WIERAEBL T VPN % P B br 4TI, DA Ak
VPN A Integrity 45 % i b iy 187, {Hi&, 1% Zone Labs Integrity J& 55w & AE Wk, MU A] f2E¢
i VPN %%,

zonelabs-integrity fail-timeout timeout

i

hostname (config) # zonelabs-integrity fail-timeout 12

Bl ASA, LUMELE ASA 5 Zone Labs Integrity I 45 &% < [ 132 MO ¢ A1 5 VPN & 7 i F1 1 42

zonelabs-integrity fail-close

i

hostname (config) # zonelabs-integrity fail-close

B UL EL ) VPN 2 b3 1 R CIR A 2 A BROMELIF B DR 5 7 S dE SR AR BT T

zonelabs-integrity fail-open

Tl

hostname (config) # zonelabs-integrity fail-open

F8 € Integrity AR 45 254851 ASA L% 1 300 CERIAME Mo 1 80) LI SRARSS 2% SSL iF+.

zonelabs-integrity ssl-certificate-port cert-port-number

i

hostname (config) # zonelabs-integrity ssl-certificate-port 300

JUE IR AN IRSS 4% SSLAUE AT SR B0AE, (HI2h 445 e X Integrity AR 5545 197 /7 iy SSL IE 5t
AT S B AIE

zonelabs-integrity ssl-client-authentication {enable | disable}
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Tl

hostname (config) # zonelabs-integrity ssl-client-authentication enable

/~

ERE A IE = Rim L BYiG E 5 Zone Labs

S EIRE By

FIB | B 7 K RE & i R 55 A Zone Labs | client-firewall {opt | req} zonelabs-integrity
Integrity 5, iEHIALL Fir 4
w15l

hostname (config)# client-firewall req
zonelabs-integrity

T—F Mt 4

ARVEAE R, WS PFIRCE VPN 207 il K w5k, 28 68 Ul Bl KhadeM 0y zonelabs-integrity
I, AR E By KBS SRS ) i 240, KO Integrity [ 5% e 23 i 2 1KLL SR .

. L NI st
KB & Pimlh NS
BN LLE 2 LA B AN 02 Pl ki S8 WAL B RN 2 10— AL . AR EgNE S, T
ZHACE VPN 27wl kB 5emsg , 25 68 T,
o JORHERES KB

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

MR A

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent
* b K

hostname (config-group-policy) # client-firewall none

© HE Bk

hostname (config-group-policy) # client-firewall {opt | req} custom vendor-id num product-id
num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

* Zone Labs [57 k3%
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hostname (config-group-policy)# client-firewall {opt | req} zonelabs-integrity

A

AR 4B kBTN zondabs-integrity I, iEANEAL S S5, Zone Labs Integrity
AR5 A% 2 1 7 RS

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | CPP acl-in
ACL acl-out ACL}

Sygate ™ A\ BJj ki

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | req} sygate-personal-pro
hostname (config-group-policy) # client-firewall {opt | req} sygate-security-agent

* Network Ice Black Ice BJj k55

hostname (config-group-policy)# client-firewall {opt | reg} networkice-blackice

& 2 client-firewall 455 X EFIT S

ZH Wi

acl-in ACL FRAE ity o N 3t A of 10 S s

acl-out ACL PRALE P w0 H b e 5 A P 11 SR

AYT fi 7€ 2% ) i PC B k58 N F P2 917 KA SR o ASA 2 e 2 AT fR By
KA IEAEIZAT. ¥il: “Are You There?” WUREAMIN, ASA
KRR IE .

cisco-integr ated 8 5E Cisco Integrated [Jj K K27,

cisco-security-agent 8 7E Cisco Intrusion Prevention Security Agent [jj k5527,

CPP fi& 7€ Policy Pushed 1£4 VPN &) iy b7 K 4% S 5 o

custom 7€ Custom P KIHRAL,

description string DA R kB ,

networ kice-blackice f55& Network ICE Black ICE Fjj k527,
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none RORTCR S by KB SR o AT S A BB KBRS, AT A% AT
JH7 K SR o 75 1 AR DA i 7 P4 SR 2K 7 7 K 38 SR

opt FOR AL 7 KB,

product-id PRV K577

req TR AT KB,

sygate-per sonal 8 7E Sygate Personal Bjj K 5525,

sygate-per sonal-pro &€ Sygate Personal Pro [Jj k1527,

sygate-security-agent 7€ Sygate Security Agent i KB5S,

vendor-id NP E IV

zonelabs-integrity ¥8 %€ Zone Labs Integrity IR 55 %% b K2,

zonelabs-zonealarm }8 %€ Zone Labs Zone Alarm [J5 K B2,

zonelabs-zonealarmorpropolicy | #5 5 Zone Labs Zone Alarm 85, Pro [95 k5555,

zonelabs-zonealarmpro policy | 455 Zone Labs Zone Alarm Pro [95 k55255,

PLR 78] S 7 W) 24 44 24 FirstGroup Ff4H 5 1 75 %2 Cisco Intrusion Prevention Security Agent )%
7 5 B K B8 SRS

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-firewall req cisco-security-agent

hostname (config-group-policy) #

Ao B & P im i a) #L 0
7 group-policy AL E A N EH client-access-rule iy 2 ilik ASA ML & vl i 1Psec 2 (I FE VT i)
75 1 S SRR RRCAS TR RTINS o R LA 4 DSk ) 5 R DU =
« WRASE ST, ASA ¥ e vF pr A iE e AL,

o WSRO S P AL, ASACRHEAEIER: . W e SEELN, W 255E SC
BV BN, ASA KRBT .

o X TR AMELEE P o, RASARRCAS A 2505 FLAE show vpn-sessiondb remote 275 HF KA 5E 42
VLAC.

o PERPREECAT, W LAEREAHIN R Z N . #illn, client-accessrule 3deny type* version 3.
SOV 3 R YT RN, LT IS A TR 3.x BRI T i

o R LU R LS fe 2 # s 25 AR
o XTRELUIN BRI 255 A P4
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o WP TANRIR R S i SRR/ R (K 7 7 S v USRI /e
TEIBRA], AR 21 no B0 o4 5 LA TR 4454

hostname (config-group-policy) # client-access-rule 1 deny type "Cisco VPN Client" version
4.0

BB A BRI, 5 AN 22501 no client-access-rulecommand. X 23 T B0 E K],
ALFE SR Cln i 4 A\ A none SCHEEY client-accessrule iy 2 REAT TAIED
BSOS, JoUi . 248 2 i U A MU, R P 5 4k 7 BRAN ZH S AT A B )
S5 1 S kR T U, 3TN none JEEEIK) client-access-rule iy 4. A4
JIE T % P i R AR AAS A AT LAEAT 1 4%

hostname (config-group-policy) # client-access rule priority {permit | deny} type

type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny; type
type version version]

RV T I S S H N 3

% 3: client-access rule f5 % X EFMSH

SH i5t AR

deny 2 2 TR B A B 46 R

none RVFTER 3T . ¥ client-access-rule B¢ E 23, AT R
il 7 b NERIA IR R 11 20 S 4k AR AR

permit FOVFHRF & SN/ B RRAS B £ ()3 4%

priority T E RIS g . FAT e MBI N B AT B U SE 2. Al %

S SRR/ B A DG FC (1) FAT S/ N BB R RO N (R R o 2R — A
BARMRAEH RN S 2 05, ASA 2 BIEE .

type type AT BB AT B AR IR A A . A H b 4 5 HAE show
vpn-sessiondb remote . 7s H SN SE R IEHES, R A DU * A5 AE il
BeAF o

version version WA R AR B R B IR, #lln7.00 F4F H 26200 5 HAT show
vpn-sessiondb remote %7 RSN E VLS, (H AT DN * AAFAE Rl
FLAT o

LAR 79 2 i {n 24 44 24 FirstGroup P2 S G 20 7 S g i) BRI o XL Se VRIS AT B AEROA 4.x
FRE VPN 207 0, [ I EZE TS Windows NT 7% )™ b :
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hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-access-rule 1 deny type WinNT version *

hostname (config-group-policy)# client-access-rule 2 permit “Cisco VPN Client”
version 4.%*

)

AR N FBOE AVHMEREMERIE TR, AR AL I 5 7 i A2 I I A B ASA TR
fEVEAC.

RRERARPREME
AR P R R L T

BRI OLR I A BE R 2L SR AR B A L s e . ASA IR SEVRAET P 403 7 BC S b v, AT
A N TAZ P AL SR R IR Bltn, P LARE — AL A 7 452 90 23 8] (R i A
B, AHETHEE I 24 /N7 TR AR o

EERRAREE

BROAAHPF AR E, B3N R APEOAME, 1A all 255 Ll & show running-config
username 14, WK s:

hostname# show running-config all username
hostname#

R R T R it TR 44, MOAREE R i s i Ak Ao . i SR s all G i
o MBI P AR BAECE . L R7nBIh 4404 testuser (1] )7 iz i 4 (10t «

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BEETARREMN

WAl B e R, W LUMER username fir4d GIE username #20)  [n) 7 R EAE (aRIEEAE)
FJgEPE. BB e e AT B HR 4k A& B 2H 5 ms

DA B A3 S 5 15 A username dr 2 AR 7. login i &4 e B s PEEA T B4 5
WE. B H P AINE] ASA B lE, WHESRE EH N username 4. BRI,

M4 CGEAEMERM A %) 1) no hiiAs. EMIBRET A H P 44, 114 clear configure username
A A I P 44
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W E R P Z BRI R 5

RERFREM

i\ username fiv 4 A 7 Bl S AL ] . W] LT\ nopassword ST DLFE e ML AN
SR, RS 2 TS, ] PLFE E e T AN TE A G 1% 0

T ATIE Y privilege BT n BB UL P IR0 » e IOITERN 0 (BAIK) 2215, REH
B O AT B R A . BN 2.
hostname (config) # username name {nopassword | password password [encrypted]}

[privilege priv_levell}

hostname (config) # NO username [name]

MRV T A A OB T AN AR )

username {2 I HE T AL &

KEF/TE aX

encrypted FTORER TN .
name RO 2R
nopassword FORICH G % .

password password | I P ET R Z .

privilege priv_level | Bt MU P UK . TEFEL 0 % 15, MRAEAOECTAE ] A AT
ASATURE BN . KRN 2. FRACEF B 5 SR LR 15.

BRONTE LR, AT A 2 WS I VPN P AT J& Pk sl SFems OCIE . b 25 b NG & T 18
PLR 7461 S 7 AR5 FH 35 55 6 pw 12345678 FIHFALZR ) 12 KL & 4 4 anyuser )1 /7

hostname (config) # username anyuser password pw_12345678 encrypted privilege
12

hostname (config) #

FCE RS CUnsRAD AR e, R B o XS P n AR RN . EEMER A
JEYEAER, TR AT 4 no JE .

N attributes S ¥ username 7y 2t N\ username X ;

hostname (config) # username name attributes
hostname (config-username) #

PR o LR R BE AN BTRE. DLAE T AN & 1k
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BEEVPN AFREM

BC & 4R K

BC & i3 8] B

B E & ARRERE

VPN M/ @ PR E R € T VPN EHME, L R &b ik .

AT LALE P D2 S s 4 7 i A AE FH P 4 RO L B () SR B . 3 e e FH P A HP 4 7 J P 1 4 S s 1)
2R, I vpn-group-policy 4. BRIAEUL T, VPN H %A group-policy F<Hk:

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

X T username R AT B, AT LA 7E username R BC B 128 1 ORAT o5 65 2 1T B4 55
W e AL

PLR 78] S 7= WHRf i & 44 24 anyuser IR P H 444 FirstGroup Ff2H B o 1) & -

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

I R A ) I ] e ] SR (10 42 B OR ORIER SRV V5 ) R e PR K

TS E P HERE T, ER AL A no B, EIETR AT A2 SR w4 AR B [0S AR . 22
B 14k &A1, %N vpn-access-hours none T4 . BRIE A AN 32 BRI 17 ) o

hostname (config-username) # vpn-access-hours value {time-range | none}

hostname (config-username) # vpn-access-hours value none
hostname (confiqg) #

LAR 7R s an i) 44 anyuser [/ 715544 04 824 1R I ] 3 Bl S G TEK -

hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-access-hours 824
hostname (config-username) #

Fa g AL SRV S K RIS o B Y 0 31 2147483647, BRI 3 MR k. EAIEAT
P R I, T A AT ) no JEE. FA O IIEE T G sk I B U

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # NO vpn—simultaneous—logins
hostname (config-username) # vpn-session-timeout alert-interval none
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%‘

AR VE RN S S EIRART R, B RVFZ AT RN R ] Re s BRI et It St ge .

PLR 780 5 7 tAn] S 44 04 anyuser [ 7 8 B f5e K] i8Sk B 4

hostname (config) # username anyuser attributes
hostname (config-username) # vpn—-simultaneous-logins 4
hostname (config-username) #

o & = A B AT

UK

P (k) ZRCE VPN BRI, 1% 7% group-policy Fr B B username e B AR Al

vpn-idle-timeout minutes iy 4 .

WRAEEI B B AE TS, W) ASA K2 i . M 1 434, HRAE o 35791394
a3, BREDN 30 434

PLR 759 J& 7R Rl Ks 44 0 FirstGroup 2 S50 1) VPN 4% RIS 8¢ Bl 15 234

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

HoAth [no] vpn-idle-timeout {minutes | none} 4> it Ho At £ 4 «
* %\ vpn-idle-timeout none EAZEH] VPN 2% PR i 75 1 4k 7588 INHE

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout none
hostname (config-group-policy) #

XK 35 4# Secure Client (SSL Fll IPsec/IKEv2) FIJG% i VPN A H 42 ") webvpn
default-idle-timeout seconds fE. fE webvpn-config £ N ALty 4, .

hostnamee (config-webvpn) # default-idle-timeout 300o %kbkﬂa;b 1800 ﬂb (30 6}%*) s ﬁiﬁﬂ
A 60 % 86400 b,

X1 T webvon 14, AU RGAE AR mE/H P 4 8 M i vpn-idle-timeout none i, A4 4%
S default-idle-timeout {H. X T4 Secure Client %32, ASA FF%H— A EE M) NHBINHE .

XEFu i a] (IKEvl. IKEv2) A IKEv1 ZEFEVs i) VPN, FeATTEi3U2E I I fe 1200 BR il ity =%
GECR

o BRI A SRS SR SR S G, %I no vpn-idle-timeout. RS0 Ak K IZAE
o W ARWE vpn-idle-timeout, W4 RETCe W4k K %AH, BROIAE N 30 404,

$£I®2 (k) A vpn-idle-timeout alert-interval {minutes} fir4-, W LAEFEEHEC B F] ] )0 B on A R
N2 T SR ]
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SRR B 2 VR AESE VPN 23 18 DRANTT Sl T W T34 2 B 1 0 Bl BRON AR AT R A — 2>
B
LUR 7R s i 44 2 anyuser [ 7 B8 3 73 BITR VPN 25 PRI IR 25412 [0] B

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

HAth [no] vpn-idle-timeout alert-interval {minutes| none} #ir 4>t HAth 44 :
* none ZHR IR AN S B E R

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

o IR AL B 7 SR (R )RS, T TN no vpn-idle-timeout alert-interval . R EUEF 4k K 1%
fH.
s WKW EILSE, BN EAR G K — 5.

("J3E)  7E group-policy e B A B username Pt E A T {# 1] vpn-session-timeout {minutes iy 2t
B VPN & K]
IR )R 1430, KT R4 35791394 4340, AT BRI . BRI TR B 4h oIy, ASA MG £ 1li% e,
PLR 7451 5 s ] 5 44 24 FirstGroup 41 SEIE ) VPN 2@ I % &l 180 431

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

PAF 78 27 anAe] 2y 44 2 anyuser FOH] P 308 180 238K VPN 231l B I -
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

It [no] vpn-session-timeout {minutes | none} fir4> (1) At 454 -
o ZEM LSS B 8 1 I SaVrAkAR,  E N A4 1) no vpn-session-timeout JE 2.
« BLAVECIRER, JERIIERT (E 4k & IE, 1551 vpn-session-timeout none.
1 H vpn-session-timeout alert-interval {minutes| } fir4, Fc & 7] FH 7 57~ 25 1 HE i 2R 8 PR s Ta)

SRR S VR R VPN 2 1l B ShWTFERCZ BRI AR (0 Bt DL 7- B s i g4 5 J - e
JC VPN iR TR Z AT 20 2P EE . ol DARE VB 1 2 30 704l
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hostname (config-webvpn) # vpn-session-timeout alert-interval 20

HAth [no] vpn-session-timeout alert-interval {minutes | none} iy I H A 14 -
Al FHZ A 21 no TR R BRI AL SR IE 4k 7K VPN 21l HE I alert-interval J& 1k :

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none #7x S K A S 2114 4R

i e EEHIAE VPN R JE S 1O LARTRC L 00 FH PR € ACL 448K S48 B8 H] ACL JFB)j 11 A 4H S 4k
7 ACL, Wi A4 none JXHET[1) vpn-filter A7 4. ZMIER ACL, I % H vpn-filter none iy
ARV, IERA LA AT no B . no LI i/ A SIS Ak 2k . i 2 AT BT A BUE

AR ACL it & 4 e VF el di et F 7 S Fh A it . WVE RS, VPN M UE S OGE F TG &Rz .
EANIE TR N RS A B VR T T T A4l Bhided2, i dn SIP @i iki&Efz. #R)5, AR vpn-filter iy 4 LAN.
FIXLE ACL.

hostname (config-username) # vpn—-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

\)

AR L% )i SSL VPN AMEH vpn-filter fiy4H 52 X I¥ ACL.

PLR 78] i 7s We) 24 44 28 anyuser () 2 BCE W 4408 acl_vpn 1] ACL [ 985«

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

15 7E IPv4 ik F0 X 45 4855

T8 EOy W2 2 JU P (1) TP Mk A R 2 4 fh . SR XP Muhik, i A b4 1 no JE =

hostname (config-username) # vpn-framed-ip-address {ip address}
hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

PLR 7R SR Wil 24 4% 2k anyuser (9 P 385 TP hlik 10.92.166.7:

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)

gk Exy. BEwnfs ]



EEREXH. BERnAs |

B == o iesmsm

i

5

ey E—2H e i 1P bk Re A4 M M g Hehd . w4 H T novpn-framed-ip-address i 4,
WEFR WA HEND . MR 7 N FERY, 1AL 21 no B, B ERIAT M EUE.

hostname (config-username) # vpn-framed-ip-netmask (netmask}

hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

PLR /- S5 7 wifel kg 44 0k anyuser 89 7 357 I HERY 255.255.255.254:

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

7E IPv6 ik FN X 4% 5D

iE

3]

Fe € B IR R 2 F 7 1K) TPve bl Al 45 Feit . BEMHIRR TP bk, &% A Ay 21 no JE (.

hostname (config-username) # vpn-framed-ipvé-address {ip address}

hostname (config-username) # no vpn-framed-ipvé6-address
hostname (config-username)

PLR 7R 7 Widi] 24 44 24 anyuser 6 ¥ & TP Huhik AT £8 4565 2001::3000:1000:2000:1/64 . i
LRATSAE N 2001:0000:0000:0000, %11 ID 24 3000:1000:2000: 1 .

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé6-address 2001::3000:1000:2000:1/64
hostname (config-username)

E 1Y

fE B T BLE TR VPN BRIESERE (IPsec B JE% )™ ¥ SSL VPND o BRIMEZREK H BRIAZL S,
FERME N TPsec. EEMNIATHCE HIHERJEE, A a1 no B3,

hostname (config-username) # vpn-tunnel-protocol {webvpn | IPsec}

hostname (config-username) # no vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

L SIS HUE DT
* |Psec—{EM AN AR (e fe iy ) % - o B A 22 A P OG22 [RIP R IPsec B&iE . A B 5 4
BOUES I bR R A B ) e A Rk
* webvpn—ifiid 5 F HTTPS (1) Web 3 045 [ap e f2 H P 42 6% /9 SSL VPN V1n), Jf HJG
% Ui
A A DU E — AN B AR 200 S — BRI i VPN RIS HEA T IE
.
PLR 78] S 7 WHR[ 24 44 28 anyuser [ B & G % P i SSL VPN F IPsec F i A5«
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hostname (config) # username anyuser attributes
hostname (config-username) # vpn-tunnel-protocol webvpn

(
(
hostname (config-username) # vpn—-tunnel-protocol IPsec
hostname (config-username)

i value JC8#E 7L 'E group-lock J& P LA Hllze B H P A I R AR B A 1 F5 2 7 Bl & S0 T 5
W] o B B A A 7E VPN R i G B 45 ) 43 e IR B SO A A R R BRI e
BA—FE, ASA SBHIEH P AT ER . WRARELSC, W ASA £ B AL 60X
P 34T S S6IE

BNISATRCE MR group-lock JEME, EIA AT A1) no B, IRV WAL SRS 4k ARl . %2
25 group-lock - tE M BRI B F5 52 41 SR mE 4k 74 group-lock H, TE %A none JCBE- 1
group-lock T4 .

hostname (config-username) # group-lock {value tunnel-grp-name | nonej}

hostname (config-username) # no group-lock
hostname (config-username)

PA R 79 7 iAoy 2y 44 2 anyuser [ H P50 2H B -

hostname (config) # username anyuser attributes

hostname (config-username) # group-lock wvalue tunnel-group-name
hostname (config-username)

ABMEPIRA P BRAEEEE

R ARVFH P ER 7 i R AP G S . BOAEOL T 2S04 . INAEC A T %

VTR RS LG S A . BRI AE A, IE N disable SCBET Y passwor d-stor age
e . BNIBITHCE P IER password-storage JEM:, TEHIA AT H no . IX FVF LS IE 4k 7K

password-storage f{I{i .

hostname (config-username) # password-storage {enable | disable}
hostname (config-username) # No password-storage
hostname (config-username)

B 2 5 A8 B R 7 ity 5 43 50 UE SR ity AN N P B A B ALE TG K o
PUR 78] B 7R 4 el 344 24 anyuser B8 F G F D 47t -

hostname (config) # username anyuser attributes
hostname (config-username) # password-storage enable
hostname (config-username)
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BcE N8 % VPN 1J /885 ACL RS X35k
AR TR RO 5, BERTILAT VPN S0 B ACL I SR (0 308

E#I A VPN iJjE2E ACL

MR ASA % BNV vpn-filter ACL I, 4047 BA F A2 E%:
1. ERG EAIEHY vpn-filter ACL (/R%1: new_acl.txt) .

2. B FECSETH vpn-filter ACL (/Rf: old_acl.txt)

3. 4 ACL & i st B«

* Add update in-progress to ACL remark
echo ?access-list <name> line 1 ACL update in-progress? > push.txt
* Delete old rules
sed ?s/"/no /g? old.acl >> push.txt
* Add new rules
cat new.acl >> push.txt
* Remove update in-progress to ACL remark
echo ?no access-list <name> ACL update in-progress? >> push.txt

4. %% push.txt AL F] B4

{3 F#THY VPN i3 2% ACL #5315 89 VPN 5T iEss ACL

R CLU T PR 4 ASA e BN I vpn-filter ACL:

1. FRRERHIA vpn-filter ACL W # 2> ) —ANHr ) vpn-filter ACL.
2. {iiJ vpn-filter ACL KB 415 .

3. MiIpgv & BN IH vpn-filter ACL

B EERE . AR A
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