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* 5T Secure Client VPN 2 Pl , 25 1 7T

* Secure Client[FJVF ] Zk , 552 11

* Jit & Secure Client 4% , &5 2 W

* SAML 2.0, 320 7t

o W54 Secure Client 4% , 2 30 7L

* VEAY AnyConnect VPN £xif , 2f 31 7L

* Secure Client M4 hfe r soidsk , 5532 0L

JF Secure Client VPN % Fif

Secure Client e P44 T 5 ASA 1224 SSL Fl IPsec/IKEV2 YE4% . 702 T A 2% P i (415
BUR, EREF P AT AEARATT A0 58 25 S AT B 8 252 SSL 8k IPsec/IKEv2 VPN JEFZE I 11 1P 3
Hko BRAE ASA CUECE A http:// 38R 55 1) 2 https://, 75 W /7 445 LA https:/<address> JE A
URL.

W URL J&, dYassidEssizsgo, %E LN SR e W Pl B SR S I Sk, JfH
ASA K P e R B P, e S NS TR N KRG IR % P . F)a, &5
i EAT e BATHCE, LA SSLjZIPsec/IKEVZ R, EBALR, Bruma R ek a7
A (PRTIED

WS Oz, AT T S IR, ASA KRS T % U BB T A AR D EAE BRI
) ity o

M it ASA P SSL VPN &R, SZhr Lo A& Z 24 (TLS) Al (Rl FdRikiEi =
‘%4> (DTLS) BE T34 R . DTLS Al ik 40 15 50t SSL 3% h2 SCIBE I S SR R A1 5 i) 75, AT 3 iy i T8 1
FIE AR AR [ S I R FH PRI fi

Secure Client"] A ASA T2, T ULH ARG EH AR PC_ LFah el ., HRTFa) R i)
AME R, HSMNRAR (EFF AnyConnect Z )L ETEF) -
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. Secure ClientfiF A &K

ASA FETEEST ST LSS SO ) 4w T3 . 0T DAKE ASA FEEDY A B R 3R )
S, AT DUR ARG E PR R o i N e 0 TR BRSO, R AN, T Bl
K ASA BCE A N YT PR &5 A5 B 280 i, B s ok U

Zk Secure Client
A 84T Secure Client/) 2 i v LI EESK, 1S MHNARAR) (JEFF AnyConnect %248 B AN 1
WY o
JEM FNPR %] Secure Client
* ASA ANEKUFZEFE HTTPS iE 5.

o FRE S A SR AE2 M SRR, RV IR VPN 7 2E AnyConnect Apex VFAJIE. &
& ASA AWIHHIA ] AnyConnect Apex VFR[E, {H'E SEHE Apex VFAUERIREE, #0376 R
HIVF A1) AnyConnect =122/ Secure Client #2R 1&H T JE VPN HL1E 1) Secure Client Fl i
K& u A . RAEALFFILEVFA] . AnyConnect JEAlifR . #UE RS VF AT IE 28 A DL K Flex/3& T i
(B PRSP R I

ANEB L HN RA VPN R & a4 (Bl curl ), 3F BT eA S = prd g 8. filhn, i
s AN R HTTP HEAD 13K .

AE4E VPN G (B R 88xx £:41) i ] Secure Client I, /A5G 7 DTLS JFECE T %t
SEARIEVTAS I (DPD), AH&AI 1 ] g 2 P id B

© R IERL R Secure Client I, XERLHT G 70 /7 i ) TP HUhE2y S50, ASA SCRFIEAT .

Secure ClientfyiF a] Z 3k
A\

AR WOIREAE TR EINE R

VPN Vi iE 75 % AnyConnect Plus 8%, Apex VI o] iE, ] FpE K, A3 RN 1 KAH, 1520
Bt ASA RIDIHEVF AT IE.

AR A BN TC % P 3 SSL VPN 231, ARJ5 17 JH 3l Secure Client 251, WL IL2ATH] 1 A2 H
&, WERSEIA BN Secure Client (B, JERLBSLE o) , SRS KIC% 7 i SSL VPN 1), M2
fiH] 2 Dol

fic & Secure Client &£

AN ASA il & K #:5% AnyConnect VPN 2 i i B2 I T HE 4« BRABIAIPEIATE 5 o
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wAsAEEA L Web s EELH ]

% ASA BLE 7 L Web TN EBE & Fin

UK

KA ASA BLE R L Web J5 203538 Secure Clientff]2D 5,

FHiaZ |l
A TFTP sAt 5 45 5 i R (L ) 2] ASA.

)

ER WM ASA FAEH TOEE S i VPN ThRE, 4 H Web 3 %25 Ui 1) AnyConnect webdeploy
(https://x.x.x.Xx<ASA IP address> I}, ASA L[] VPN &1 S E L& F i a1 o

S K IAE ISR Secure Clientfl 30

ASA TEGEAF IR IFSCHE, LAE FECSILRE PC. WU AAT 2% 73, WFAT] order Z4U48 2 7 St
BA LI

ASA VUEHRE RIWUY F BN i A7, RIS IZRE PC I EAE R G MIL L. ik, ¥
2 B WL AR A R AT A5 0 S d /R B A

anyconnect image filename order

TP

hostname (config-webvpn) # anyconnect image
anyconnect-win-2.3.0254-k9.pkg 1

hostname (config-webvpn) # anyconnect image
anyconnect-macosx-i386-2.3.0254-k9.pkg 2
hostname (config-webvpn) # anyconnect image
anyconnect-linux-2.3.0254-k9.pkg 3

pEsy

{1/ anyconnect image fir 2L & Secure Client B 5, 250K H anyconnect enable fir 4. U1 %A
& Jil Secure Client, W HASSHATHIIIHAE, I H. show webvpn anyconnect 23 SSL VPN % i #i
KA, ARSI H B 23E 1) Secure Client £,

22 fEREI BJA ) SSL, DMEREAT G F ik Secure Client SSL 3% #z

enable interface

TP

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

B3 A RO T, Secure Client A PAT HUHEAE, 1M H. show webvpn anyconnect iy 4

2%kl “SSL VPN is not enabled” , T AZF1H £ %% ) Secure Client {1
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B s asamznu wen rmEE P

anyconnect enable
PIEA (k) GUdkbhibih . nT DU oAl k4B U7V, DHCP F/aH 2 3 Be i <33k
ip local pool poolname startaddr-endaddr mask mask

T

hostname (config) # ip local pool vpn_users 209.165.200.225-209.165.200.254
mask 255.255.255.224

LIRS Rrhhki o i R PR E A
address-pool poolname

T

hostname (config) # tunnel-group telecommuters general-attributes
hostname (config-tunnel-general) # address-pool vpn_users

IR 6 R BRIAZH Sim 73 i = PR IE 2 .
default-group-policy name

Nil

hostname (config-tunnel-general) # default-group-policy sales

N
g
~

Ja FHAE T ity |1 7 Al Secure Client GUI 8 UL THI o nBRiE 41514 . 1% 44 514 i group-aliasname
enable iy 2 5E L.
group-alias name enable

T

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias sales_department enable

IR 8 F Secure Client 4175 A4 ZH 5 H P (1) VR (1) VPN B&IE il
tunnel-group-list enable
B LE

hostname (config) # webvpn
hostname (config-webvpn) # tunnel-group-list enable

IR K SSL 5 A AL B 7 1 SCVFI VPN BRIE M. B4 nT LR HAR P . AR TENE R, 12
fir 422 T[] vpn-tunnel-protocol i 4.
vpn-tunnel-protocol
Pl
hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # vpn-tunnel-protocol
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pRxanzrazs

T—5Hita
AP SRR AVIS VAN B WS008 6 T8 “NOEER B SCPF . 1RO P

FERAAMEPinki

Bc & DTLS

Jet K AR 2 P s 22 8k o3 25 % P i (1) B Zh D e . %% P i) e e e et S b LIEAT J5 48
TR, N0 4E R R R R ]

SRR A K AR P e, ] DR Sng 5 1 44 webvpn BT, 8
anyconnect keep-installer 174 :

BRNTCE A ST A P i I K APE e o B P iR o 1l 45 RN AT) 22 e e vk 5L o BUR 7= R B
A SR sales Bt Bk 7 23 1 45 A PO R v SEHL BN B P i

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-policy)# anyconnect keep-installer installed none

BIEIRAL 2 % 4% (DTLS) U Secure Clientd 3. SSL VPN #:4#%,  DUE AL AN 47 P 1% - SSL b it
HIDTLS B&iE. /] DTLS nli# 55 SSL aEH IR REIR AT B8 0], I AR o0t T B 0 2E 8 i
JERTR) I IR IS PR 1

FHiaZ |l

1550 CE S SSL 1 E eIk [t E DTLS F14# F 1 DTLS fR A< o

QA DTLS Refig [PIIE 52 TLS 34z, 203 XS A i kil (DPD). 41 %47 )5 I DPD, )24 DTLS
VERER R ) I, RS IEASZE TR 2 TLS. 4 5¢ DPD [WFE4I 5 &, 15 S 00 e B0 AR 1 K
M, 516 L.

& Secure Client VPN i%E$:45 %€ DTLS &I«
a) 7 webvpn #izUF, 7EH:0 LJEH SSL A1 DTLS.
BRSO, 78200 FJS A SSL VPN vy i, W4s 3 B DTLS.

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

7E webvpn it B4, {#H] enableinterfacetls-only iv4 } T4 Secure Client i /' 28] DTLS.
WARAEH DTLS, W SSL VPN 4% H 45 5 SSL VPN F¥iE &

hostname (config) # webvpn
hostname (config-webvpn) # enable outside tls-only

AnyConnect VPN £ FiiEiE I


asa-923-vpn-config_chapter4.pdf#nameddest=unique_100
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B =raeme

b) i port F1 dtlsport #iy4FL'E SSL 1 DTLS 3 11,

hostname (config) # webvpn

hostname (config-webvpn) # enable outside
hostname (config-webvpn) # port 555
hostname (config-webvpn) # dtls port 556

T2 ke 45 R DTLS BLJ.
a) {E415ENE webvpn BT 7 44 webvpn L E AR, 1] anyconnect ssl dtls iy 4 445 i 415 5
H DTLS.

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl dtls enable

b) W FHE, {FH anyconnect dtls compression fir4 )il DTLS JE4 .

hostname (config-group-webvpn) # anyconnect dtls compression lzs

REiEAR
i

TS AT LAAEAL S webvpn 51 7 44 webvpn BUE T, ] anyconnect ask T4k fo ¥ ASA i
EFE SSL VPN 2 F i FH P % ) i
[no] anyconnect ask {none| enable [default {webvpn |} timeout value]}

* anyconnect enable $& 7RI H 7 3% 7w a2 0% w1 L, HOJG BRIHAE AR L
Mo

« anyconnect ask enable default 3781~ 25.% /¥t o
« anyconnect ask enable default webvpn 7 B[1#E 2317 7 5T i .

+ anyconnect ask enabledefault timeout value $& /R 2 FH J1 R 205 7 v 5l 22 0% 7 g ] 7 DUIH]
I HAERIPERIAERAE CRFEE i) AR KR value [ — B fa] o

« anyconnect ask enable default clientless timeout value $&7~ZEFE ] F* R 4% 7 i ol e 28 0 2%/ i
F1 o, I HAERBUERIAERAE (oo 1) Ui &R 0 value ) B i) .

BN E default anyconnect timeout value Bk default webvpn timeout value i [a) iz 72 F /7 7R )
£

[ AnyConnect VPN % i 1%
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2 F Secure Clientf & 3014 T £ .

1 EERRA P BRER, RTETH SSLVPN & iR

; AnyConnect will startin 112
& seconds.

100 Y O

o Start now

« Cancel

181312

gLl
LUR 7R BiKs ASA TE B A $eas L R B 7 i sl 20 % /7 [ 1) 0L, O HLAE R 380%™ g
HITAEAE 10 B0 LU 44 H i «

hostname (config-group-webvpn) # anyconnect ask enable default anyconnect timeout
10

J& A3 Secure Clientft & XX 4T %

#0] LLE Secure Client it & S04 J& H Secure Client ZhfE, IXUCECE /2 XML C4E, AEZO0%
Jrut 2 HG VPN ZhgE DLR T3 28 i A bR R L BB . ASA 23 1E Secure Client Y ‘22 2% A1 5T 3 18] 365
fic & SCE . F P oy B e B S k.

TN i SO RS U R . <profile_name>.xml.

T LA Secure Client FC B SC {42 4 0GB SCAFREATRC S, 1% 9n 48 & — X )\ ASDM &4 ISE /&
BT GUI R E T H . & T Windows [f] Secure Client 244t T iZgmii g, 7Tk
S 13k 3 %L in#& AnyConnect £ -4 Hi 458 € 0 Secure ClientW G, 124 45 #% 2 i

IRATE A T E SO S 3% T Windows (OB RAS, AT LLE T E 5 ASDM B8 ISE
RIS 28 A A IR i 8 o SRAB e 8 2% g, AT DU FH O B SO R e
1A A B RSB BT E AL VPN IR S5 AL A AR e ) e e B S

H % Secure Client S HoACE AR 45 VEANE B, TGS BRAHN A (JEEH AnyConnect %44 5))
BLEFRrE D o

)

FR Secure Client M ERIN & B A SSL. T3 [ IPsec IKEvV2, HIUAZH7E ASA FRLE IKEv2 W&, FHHIE
AR A A S R IKEV2 BR &N E M. 250K IKEv2enabled Bt B SC 156 45 &1 ML,
TR a2 22 SSL BEATi%EH2

UK

LB i H ASDM/ISE A [P HC B ST G 7 BT JC B S G 2 R B st fic ' S Ao
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. /& F Secure Client &R 4%

P2 G TFTP sl H Al T VAR RC & SO ASA LA
I3 7 webvpn fit G R, 18] anyconnect profiles 444 SO i b B INAR 55 G2 A (1 55 7 S i

s
5l
PLR 7R 165 SO sales_hosts.xml Al engineering hosts.xml $i 52 4 & 14

asal (config-webvpn) # anyconnect profiles sales
disk0:/sales_hosts.xml

asal (config-webvpn) # anyconnect profiles engineering
disk0:/engineering_hosts.xml

BN, X LB SO ] A S A
Al LML dir cache:ste/profiles fiy & A5 CAEGA7 N8 e & S A

hostname (config-webvpn) # dir cache:/stc/profiles
Directory of cache:stc/profiles/

0 --=-= 774 11:54:41 Nov 22 2006 engineering.xml
0 --—= 774 11:54:29 Nov 22 2006 sales.xml

2428928 bytes total (18219008 bytes free)
hostname (config-webvpn) #

e 5% webvpn FCE R, 148 anyconnect profiles it 4 20 S I& 48 5 % 2 Ui i B S A«
GNP
1&n] LU N 5 1A AT 7] 5 19 profiles value 74> (?), LME A ] HIEC & SO 450 4n

asal (config-group-webvpn) # anyconnect profiles value ?

config-group-webvpn mode commands/options:
Available configured profile packages: engineering sales

I A L SRS G AR i i SO vpn (G B sales:

asal (config-group-webvpn) # anyconnect profiles value sales type vpn
asal (config-group-webvpn) #

/& B Secure Client &R H4

SEIR T+ 1 Secure Client FH ' 2EIR & P g FH ) R 3. 4% 7 i 58 0T vl FHIF,  Secure Client 2341 FF
—ANGHEHE, A PR AR T, AR IR T2 . BRAERS ©FE Secure Client it & SCf %
BHK “B3%H” (AutoUpdate) % & K 25 (Enabled), 75U RFEAN S BoRIETHE R TEHE.

MR F e S PERA R iy A4 BV TN A ASA,  ARJE AR 2 SRS v 5| TR B S v, T BUR I SER
T+

[ AnyConnect VPN % i 1%
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LAR B € SO SCRFIEIR T2 -

FIERTERARKAEXEE

A secure Client LEHE [

BEXRBIHEE BYE EAME &ix

DeferredUpdateAllowed true false False True AJ LA FIAEIE BB o U SR SER T e A5 H
(false), LB S 1l 26

DeferredUpdateMinimum Version X.y.Z 0.0.0 ST B 397 A) 43R BT 45 R 22 R (1) B I Secure

Client it

S IR RRCA S, 03 T Sk B s Y e A A B
SR AR R (848 VPN) R 223 mlin
FEE R ARARASZER, MBER AR & 4838 BB 4%
G

WERARARE IS IE, TERAE 2 b2 A
], R ER AZISEHD RN,

DeferredUpdateDismiss Timeout

0-300 (F5)

T (BEAD

SEIRTHEARRAE B 8K 2T o AP AL
TR IE IR BOF ORI A N Y CSETEAG
BARRAE YD
AR BEE RS R, WAER B35S ThRE, Al
Sy — s (e , HEH S EHIAY,
B JE M BCE N E, W AR VFRR S LR S o ]
HHAT BENEIR BT 4 -

o U AR A

DeferredUpdateMinimumVersion [{J{i .

* DeferredUpdateDismissResponse HI{H o

DeferredUpdateDismissResponse

IR ST

ST

& DeferredUpdateDismiss Timeout By IR 5
ks

i
i

$£I21 7F webvpn fic B ] anyconnnect-custom-attr iy 46 B & X & 2.

[no] anyconnect-custom-attr attr-type [description description ]

IR

PLUR 7R i s e s n B w2 g PE2R Y DeferredUpdate Allowed 1 DeferredUpdateDismissTimeout:

hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateAllowed
description Indicates if the deferred update feature is enabled or not
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hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateDismissTimeout

fE4 JR i BN, i A anyconnect-custom-data fir 4k 52 OB PR INAr 440 0 THRALE M,
AL A H DURVFER . A, ERSESRERAREL T, REASER “EIEE
B OEHE, JOF HH P ANREEIRTH ) MR, Rk A3 T

[no] anyconnect-custom-data attr-type attr-name attr-value
-

PLR 7~ S i) o 1 52 X 1257 DeferredUpdateDismiss Timeout A1) i ) DeferredUpdateAllowed
UNIETEZ(E

hostname (config) # anyconnect-custom-data DeferredUpdateDismissTimeout
def-timeout 150

hostname (config) # anyconnect-custom-data DeferredUpdateAllowed
def-allowed true

i ] anyconnect-custom iy & 7E 41 IS H s s sR B e SO iy 44 4 -
* anyconnect-custom attr-type value attr-name
° anyconnect-custom attr-type none
* no anyconnect-custom attr-type

i
LAR 7 st gn] Sy 4404 sales FRZE SN J FAEIE S8, IR IR I (] BE Dl 150 A

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# anyconnect-custom DeferredUpdateAllowed

value def-allowed

hostname (config-group-policy)# anyconnect-custom DeferredUpdateDismissTimeout
value def-timeout

J& F3 DSCP 1 28

i

LB A FE s, AT DTLS JE A% 6] Windows 2 OS X ¥ L2270 ik 55 A5 ki
(DSCP). it et/ DSCP iRy, Beak il LM SCAL PRACIR AR i i o o s e 7% R 17 WO G 0T,
I BARIC RS e IR0 i LA ey ol 4

$HIB1 7 webvpn it & #12 F 8 ] anyconnect-custom-attr iy 612 H & @ PSR

[no] anyconnect-custom-attr DSCPPreservationAllowed description Set to control Differentiated Services
Code Point (DSCP) on Windows or OS X platformsfor DTL S connections only.
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J& FIE At Secure Client L& .

$IE2 4 mic BN, 48] anyconnect-custom-data fir4 b 1 5 X PR N Ay 44 -

[no] anyconnect-custom-data DSCPPreservationAllowed true

TR

ERIMESL T, Secure Client 2330 4T DSCP Tl (true). ZREHAEH], H7E Skl e SUBME R E N
false, 2R )5 )0 8hiEHz .

2 A E ftt Secure Client I gE

Un i KPR BEGi R T & 18], 207 i v DA SR R 3 O ASA BUISE) AT A OB . Bl
IIRE R Secure Clientf IR, #5875 B P RE 2 o,  DAMTILRES 1 HIX LL T fE

A HBIhRE, BLZAE 4L 5 IS webvpn BYH F 44 webvpn FL B0, {# ] anyconnect modules fir
AR ) 2 FK

[noJanyconnect modules {none| value string}

(U EREAS VN T E AN G

BEREXEIFia

®2
=3

El

BT FAR (SBL) S il H T %2247 Windows PC _IF) Secure Client/?) B HIA . 102207, K5 2%
W4, %5 T SBL, A ARYF ASA R h Secure Client/d Fi K TEAR RIS 43 BIE (GINA) [
Yoo LUNREF SR i3 A SBL:

TEZH 0% webvpn B F' 44 webvpn BUE AR U, il H anyconnect modules vpngina i % S0V ASA ¢
HT VPN IE#E GINA i N e 4EH .

w5

LELUR 7Rl rf,  FH 7 5E R N2 5m telecommuters (14 S 8 PR, AR 5 HE N 41 5K webvpn Bt &
B, IR AR vpngina:

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy) # webvpn
hostame (config-group-webvpn) #anyconnect modules value vpngina

KR 2 P i fic B S0+ (AnyConnectProfile.tmpl) [ E A4S o
G HBCE SO, MR A A SBL. LA R/ 2 s L B SCAF (AnyConnectProfile.tmpl) Hd T
Windows [FJAH 53 :

<Configuration>
<ClientInitialization>
<UseStartBeforeLogon>false</UseStartBeforeLogon>
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. #:3¥5 Secure Client Fi FSEEHES

</ClientInitialization>

<UseStartBeforeLogon> #ric iff & & ) iy 15 T SBL. W4T SBL, 5 H] true &4k false. LA F7R
B 2.7~ F] FF SBL [fIksic:

<ClientInitialization>
<UseStartBeforeLogon>true</UseStartBeforeLogon>
</ClientInitialization>

7t webvpn BLE LA R, A profile iy 4 fRA7X AnyConnectProfile.tmpl [P35, Jf4 ASA LRI4l
SR P SR A SO

asal (config-webvpn) #anyconnect profiles sales disk0:/sales_hosts.xml

%% Secure Client Fl FiE 2 MBS

TR R

k2 e

ASA RALE T IIRE, MRS H T AR T A8 6% P i SSLVPN I8 H P T R
BT F %S, LA Cisco AnyConnect VPN %% 5t FH F* BT i 7~ O ST .

AT WAATECE ASA LIXFIX LS H] i Bk AT 1 & e ffe

) zE R 2o 1 D A DX A R I B Nl . 7F Cisco AnyConnect VPN 2 v [ S 1] L 5k
N T W BT T Secure Client 84,

ASA PR IAG AL &4 H T Secure Client 35 (1 86 4 8B . #80] LS BLBERR , IX S TEIS$EIL
URL B AR A — XML CfF. b SC A fig BB = 18T UAgniEng St SR, Al
A7 F A7 A BB e X 5

BT LS LA ek . IR XML SO Bon 8 2 s dma iy B B S AN A HIRE S 4
FRIG I XML SCAKE 8 — AN B R R e ke i 4, R I 78 5 AT IRTH B o % Secure Client 35 1) % 4
BB e 7 B ) Secure ClientH S B8 o

PUF R iR ] 61 2 Secure Client 3 1155 1 3% «

TERHL EXEC B R, 1§ export webvpn translation-table iy 4 ¥ 4 L ik 5 L B H L
LA R s, show import webvpn translation-table iy 4tk 7 i FH (K56 e 6 BRI % B 36

hostname# show import webvpn translation-table
Translation Tables' Templates:

customization

AnyConnect
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=

aznz

PortForwarder
url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:

A, MBI Secure Client #4403 . QI ) XML SCHFRISCIE4 O client, 2301
GEEEESELOMEE S22

hostname# export webvpn translation-table AnyConnect
template tftp://209.165.200.225/client

EF—ofld, HP SR h s, 125 S e il B 5 N ¥. zh /& Microsoft Internet
Explorer XJ LIS

hostname# export webvpn translation-table customization
language zh tftp://209.165.200.225/chinese_client

YRR XML 0. BAF 2 2718 Secure Client B (17543 PN 2% e H 1) A R A2 25 ¥4 &, Connected
19 & 1D 7B (msgid) A7 BV 57 B 7B (msgstr), 14 B2 1ER 7 i i 57 VPN IEFE I /R 7E Secure
Client GUI I, SRR ALV 2 1 B 7B

# SOME DESCRIPTIVE TITLE.

# Copyright (C) YEAR THE PACKAGE'S COPYRIGHT HOLDER

# This file is distributed under the same license as the PACKAGE package.
# FIRST AUTHOR <EMAILQ@ADDRESS>, YEAR.

#

#, fuzzy

msgid ""

msgstr ""

"Project-Id-Version: PACKAGE VERSION\n"
"Report-Msgid-Bugs-To: \n"

"POT-Creation-Date: 2006-11-01 16:39-0700\n"
"PO-Revision-Date: YEAR-MO-DA HO:MI+ZONE\n"
"Last-Translator: FULL NAME <EMAILQ@ADDRESS>\n"
"Language-Team: LANGUAGE <LL@li.org>\n"
"MIME-Version: 1.0\n"

"Content-Type: text/plain; charset=CHARSET\n"
"Content-Transfer-Encoding: 8bit\n"

C:\cygwin\home\<user>\cvc\main\Api\AgentIfc.cpp:23
C:\cygwin\home\<user>\cvc\main\Api\check\AgentIfc.cpp:22
C:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp:23
C:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp~:20
:\cygwin\home\<user>\cvc\main\Api\save\older\AgentIfc.cpp:22
msgld "Connected"

msgstr ""

:tt::ﬁ::ﬁ::ﬁ::ﬁ:

(')
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msgid WE BN . msgid 251 msgstr $EALFHe . B, IHTE msgstr FRFH G5 A
BINIARI SCAS . lan, S VG R T e R I S “ Connected” , &R |5 AR A TG HE

A

msgid "Connected"
msgstr "Conectado"

T 95 L PR AT SO o

T EXEC #5838 F, 8] import webvpn trandlation-table fir4 ANk . il ] 5 30

ACA T 5 90 SR AR MR I AR

LRI, 5T XML 3 AF es-us- Microsoft Internet Explorer X} 5% [ BT Al F (41 W5 B 415 (1455

hostname# import webvpn translation-table AnyConnect

language es-us tftp://209.165.200.225/client
hostname# !!!DIDitirirrrrrrrrrrrrrrrrrrrrrent
hostname# show import webvpn translation-table
Translation Tables' Templates:

AnyConnect

PortForwarder

customization
keepout

url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:
es-us AnyConnect

URAS P B, AT LUK JEMHBS o

F B ek

7ELLR7Rfirh,  showimport webvpn translation-table iy 4 i

P ST FREE (fr). HAiE (a) FHE (ru) A .

hostname# show import webvpn translation-table
Translation Tables' Templates:

AnyConnect

PortForwarder

banners

csd

[ AnyConnect VPN % i 1%
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Bt & = 4% Secure Client SSL I8¢ .

customization
url-list
webvpn

Translation Tables:
fr PortForwarder
fr AnyConnect
fr customization
fr webvpn
ja PortForwarder
ja AnyConnect
Jja customization
ja webvpn
ru PortForwarder
ru customization
ru webvpn

TR 2 MERATT MR

revert webvpn translation-table trandationdomain language language

Hrpr, trandationdomain i Bk HE SR A ML H I, language KiE T 40K, KRN 2 MF4F.
WABEAN MR BEAN AR . TCEAE ] — A S IR 45 5 1R 5 A I A ek

B, EMIBR Secure Client H7E TR AL 3K «

ciscoasa# revert webvpn translation-table anyconnect language fr
ciscoasa#

BL & = 2% Secure Client SSL I gE

VAT k40 4% Secure Client SSL VPN 3200 = 2 Thfie

B R E 4 BUE

ASA 5 Secure Client/t SSL VPN &8 L E B AL BB AN, eI 1S T H b i in s = H M) dh 4k m) &,
T R R 1 22 4

BARVFR P lﬂﬁjjt%%ﬂ'_féﬁjz}ﬂ)jf SSL VPN 8 B HF B AL s 8, TR RS S P 44 webvpn £
T ] anyconnect sl rekey T4 .

[noJanyconnect ssl rekey {method {new-tunnel | none| ssl} | time minutes}

* method new-tunnel $i7 72 & 7 Sy 71 53T A2 1 EH 100k 7 Hh s 37 9 (1) B i
» method ssl #5537 i £F 2501 A2 8 6 A ok AR rb 28 57 1 O B IE
* method none 2% H 550587 A2 il 351

* timeminutes ] T4 7€ M2 1F T iR 85— VR E0 B AR s B 21 51053 A= il s A BT s e 1 4 B B
HUEYaEh 1210080 (1 &) &
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iR

HHHT R U P17 I B ssl Bl new-tunnel, TR 2 ) £ TR AR A B R AR rh SR Y
BEIE, AN AL OB A A P I e P BEAT SSLEBT PR . 475K anyconnect sl rekey T4 1)) S il

XK, WBHmLE%.

FELL o, T IUAT 413 sales R, e ) s i A 0 £ OB A e § ) ik RErh A SSIL 2t
ATEFTON A, EOBT A G PIE S U TT AR 30 23 BE HEAT .

hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30

B & 3 F R R AR

X EEAAAEIE R (DPD) AT iR ASA (ROC) B8 = i T DAPR AR I 38 0 45 A4 T i[9 HL %42 0 2RI 1)
e B8 T SR AER R I (DPD) ¥ & Secure Clientil, ASA M 5CH4T DPD A, AT
Y

FFi6 Z A

 JLIDREBUE I T ASA %15 Secure Client SSL VPN % P13 2 MIE . & AIEM T Psec,
% DPD 3 R A VB M 2.

o WA DTLS, WS F X AR5 A0 (DPD). DPD f¥F O R IMUK) DTLS 2 [0E &
TLS. 0, Z&EZS%I k.

* 7£ ASA [J5H DPD ItF, A LAd B 4E MTU (OMTU) T fig A #6257 3 7] LLR D455 DTLS $d)s
A0 1) B R Z i MTU . 38 [m) 5K MTU &OZIE 78 1K) DPD 8 R 500 OMTU. Qi 5 M Sk 42
W) B B R, EERZ MTU Kb I, K9z MTU PR ISR, B RE R ML
AR RN MTU K1k

3| I it R 2 SR
AN FERE B 1 44 webvpn FEaL:

hostname (config) # group-policy group-policy-name attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) #

%,
hostname# username username attributes

hostname (config-username) # webvpn
hostname (config-username-webvpn #

FYR2 BE M O .

f#H] [no] anyconnect dpd-interval {[gateway {seconds| none}] 74 .
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B R RFFEZ

prrszz |

W CIE R ASA. i H DPD FEHF ASA S8R5 7 vy £ AL 1R s ) [R) B o o AN 30 #5 CERILD 22 3600
o CL/hED fa . @IS HAE 3000 A SRR 8] 1] B N AR Bl €L, ) ASA KAEAH )
RIS TE TR oy 9 AT =2 DPD e A ASA RWCEI%e /- s (WA Y, W25 T T TLS/DTLS Ffi .
pask Es

/32 none & 25 ASA #0471 DPD i, 1 ] no anyconnect dpd-interval MAC'E 1% 4 .
F55€ none £ 2% 11 ASA $14T 1 DPD ik . 14 i} noanyconnect dpd-interval mJ A & FP IR It fir 2
T i Ar il o

{# F] [no] anyconnect dpd-interval {[client {seconds| none}]} T4 -

% ;i 4 Secure Client. Jii ] DPD IR 25 ) i AT DPD M A5 € 4 A 30 B (BRIA) 22
3600 5 (1 /NEE) Mys . @URE R 30 75,

¥85€ client none &2 H & P ufithATHI DPD. {# M no anyconnect dpd-interval =] MFC & - #H 0t dir

/?\O

gl
DA 78 4 AT 21 s 85 85 K ASA AT (¥ DPD AR B 30 B, K& 7 34 AT ¥ DPD
MBI BEE N 10 F5:

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn

hostname (config-group-webvpn) # anyconnect dpd-interval gateway 30
hostname (config-group-webvpn) # anyconnect dpd-interval client 10

ST DO AR R B, DA ORZ AREE . Bl KBS B NAT #4511 SSL VPN IEF LR FFFT I
ARAS, RIS A BRI T 2 ) Ak 2% PREARES PR I TRt i Gkt o U 30140 W] DA R 25 1 i /e 7
FRE FEa TR TERTFHMNA (4 Microsoft Outlook BY, Microsoft Internet Explorer) B N2 JT
IFEEE

FRINTE O N5 ORI h e . WERAE IR R IIfE, KB MRS FAES, SSL VPN %) i 2
APV 5 H %

TERCE IR FRERN BRI, 54 50 webvpn 5 H F7 44 webvpn BUE R Rl keepalivefir 4
TENBC B R e iy T AL AT 2Dk AR, T e i 9 no JESK:

[no] anyconnect ssl keepalive {none | seconds}
* none X F % S i AR RS R .
* seconds {1 %% /i 1] LLACIE PREFIEFEI IR, I8 SORT BRI, BUEEH Y 15 4 600 7.

FELLTR 7R B, X THA 450 sales, ASA HEBCE %0/ s vl L 300 72 (5 208D f9
HRIB RPN B«
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hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl keepalive 300

£ FE48

AR TR, i nl DL/ ZEAR S (0 Es A R/, AT iy ASA 52 i 2 1) (R LA 1R FE
RGO N, A5 ASA Eoh ARG AL s e 2H sl - AT SSL VPN 3828 4«

)

pEd

FEFE I IR AN, B AU R R A OB T Jo X — s, X MIERBOA T OL 5
A S R R 4 25

T SE A4 SR A (8 compression iy A4 SR PE LT T IR 4R, AR5 AE4LSRIE A P 44 webvpn
BT, S E el 7, {E anyconnect ssl compression i 4 B 4

LR E o E SR
T A R R, IEAE ARG E R R anyconnect ssl compression iy4: EE B E SR

sedir 4, U A2 no JE A

TELA R oRfl, %FBTA SSL VPN 454 Ja M A R T a4«

hostname (config) # no compression

BRI PR ESE
U S SORE E A T A, AR AL SRR T P 44 webvpn AU 48 H] anyconnect ssl compression
[l

[no] anyconnect ssl compression {deflate | none}

BROAEOL R, X TAURA S, SSL B4tk i 'E A deflate U HD .

ZEAFELE R anyconnect ssl compression T4, HAF I A5 i E A B4k, AT ka4
% no JE =

FELUR 7RI R, XA SN sales Z5H] T s -

hostname (config) # group-policy sales attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # no anyconnect ssl compression none

A% MTU K/)

AT LLAEZH S webvpn BUH] 7 44 webvpn BC BT, i H anyconnect mtu iy 4 i #2757 1)
SSL VPN &E#H:) MTU K/ (A 576 & 1406 A7) -

[no] anyconnect mtu size

A A2 Secure Client. [HJREE} SSL VPN 2 )i () NEETHI AR A MTU K/h. FIRF, %

A B AE SSL H 7 15 P o i 2 LA ) AE SSL il ik DTLS 37 115 7 g i 2

HI
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S Secure Client BR15 .

TEBRINAL NG, %A 2 I BRIA K B 2l no anyconnect mtu. MTU KNS T4 ] 43 11 1) MTU
Y& 2= IP/UDP/DTLS J144 A shik 47 %% .

i, 24T ISE %4 R4 AnyConnect BEHRIN, BRI RESL B — W E, AR “ N4 R IE )
MTU Ft & AN o fn % X\ anyconnect mtu 1200 £l anyconnect sdl df-bit-ignoredisable, ) n] DLk
Ho I RG AR

~f
PL R 7~ 1)K 2H S telecommuters [ MTU K/NECE Ky 1200 5715

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # anyconnect mtu 1200

5 37 Secure Client B/
o LA T B R L B T ASA b (07 B,

\}

ER T SEIL VPN B e A tE . VERERI AT FEME,  FRATT R DU i 3T 7 Ak e A g e B
Secure Client W5, (AR T T A, LART IR E 5

UK

SR AR EXEC B ME copy A4 B A I AR i, R8T A% - i AR il 22 ASA.

TR 2 WA R GO CINMB I ST H RSO 44, 15 BB TS 2 H 1) anyconnect image
4 WHSH 2 AR, AL [noJanyconnect imageimage fir 4 EIH SO, 4K 5] anyconnect
image fir & A MR P BCY,  FHAE ASA IACHT IR .

/2 F3 IPv6 VPN if51a]

RIS AL S 1Pv6 Vi), WIAZUAE ] iy AT Fr1T . 9.0(x) FRAS (Y] ASA 24 HLALH] SSL AT IKEv2/IPsec
PR A VAN T IPv6 VPN 38

765 F] SSL VPN &R Kk b,  #nS LI ipv6 enable fiv4 3 ] IPV6 Vil o LAR 28 0 78 Al 4
A )5 1IPv6 §) IPve &~ :

hostname (config) # interface GigabitEthernet0/0
hostname (config-if) # ipv6é enable

YL 3 IPV6 SSL VPN, 54T Ll 31
1. fEAMEE: O BT IPv6.
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2. FEWNFEREE IO L3 H 1Pve A1 IPv6 Mtk
3. N R TP Huhkfid & TPve bk A< Ml
4. Tit'E IPv6 BEIE BRI M 2,

Wik qEE

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 192.168.0.1 255.255.255.0

ipv6é enable ; Needed for IPvé6.
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.0.1 255.255.0.0

ipv6 address 2001:DB8::1/32 ; Needed for IPvé6.
ipv6é enable ; Needed for IPvé6.

it “ipv6 local pool” (T IPv6 Hilib /3 Hc) -

ipv6é local pool ipvépool 2001:DB8:1:1::5/32 100 ; Use your IPv6 prefix here

ER
Wit e ASA _EOEE N b, st ) ASA _ERASHL e L B, AT LK ASA Bl E
A 1A Secure ClientZ) it IPv4 Huhil-f1/8% IPve Hudil .

K TPvo Huhb i AN 2 KB IE 21 Sems (B -

tunnel-group YourTunGrpl general-attributes ipvé6-address-pool ipvépool

TSI ML AR L & TPv4 Mkt (fFH “address-pool” T %)

fid B IPv6 B IE BRI W 5

ipv6é route inside ::/0 X:X:X:X::X tunneled

ASA 7FF SAML 2.0, Kb VPN 4 H P E L HIMZ SN SAAS N 2 P, HEek AN —Ix
ERTI

[ AnyConnect VPN % i 1%
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sam20 i

i, AN 25 Pingldentity £ 0 3 SAML S 433 4R (1dP) 3F HHA E /5 T SAML 2.0
SSO fJ Rally. Salesforce. Oracle OEM. Microsoft ADFS. onelogin &% Dropbox /™. 45K ASA
B N SR SAML 2.0 SSO 1E 0 IR 45 $E (1R (SP) I, & H F REME Bk —IKk,  IFA BT M BT X
OIS .

IEAN, B8N T AnyConnect SAML Y £, [Hitt AnyConnect 4.4 %5 7 3t a] LU ] SAML 2.0 5 o) 3T
SAAS N . AnyConnect 4.6 51 T — N5 5 BRI B 2810 SAML 6k, DU DU hicA
PEAHL COMES) DA EE k. B AT RN G Vs R A 3 i hROAS R T2 31 AnyConnect 4.6 (54,
HERRA) F1 ASA 9.7.1.24 (EEERARA) | 9.8.2.28 (HHEFAA) 879.9.2.1 (HHE A .

ASA A 9.17.1/ASDM A 7.17.1 5| N T %t AnyConnect 4.10.04065 (5% 5 FifiliA) ) AnyConnect

VPN SAML AN a8 132 5 %44 ] SAML 1Eh AnyConnect VPN 4 [0 B SCAF 1 3 5 43 B IE
JTHERE, AT LLIEPEAE AT Web F473 56 3E 1l Secure Client i FH ASHu ] U5 25 1M AN J& Secure Client kA
A Re . fEBIIIRE, Secure Client 1J 2 #F WebAuthN AT HAhFE T SAML ] Web & 47356 %
T, s g s AR S 4 B E BN 2] BT AR AN AT F I SA G 5 7. KT SAML A
g, EAHAT AR ORCE . O SAML B B L & BIAERAE R G g . 5 27 T,

2 SAML BUE A PEIE AL ERIABETE 41 5T Ao oAt 10 H 1 S0 50 E 7 v, ASA K5 H SP . VPN A
FHm Vs ) e F ) ASA 8% SAML IdP K5 sh ¥ i 8ok . R A T k&R 5.

SAML SP % #2HY SSO

M & IV ) ASA R ADE S, B RAT AR W R TR

1. 34 VPN H i) s £ O 5 I SAML RS IEZH I, &M 7S94 SAML 1dP 3H7 & 1y
IAE. BRI R, BRAEA P HEevi 4l URL, 7EARME O T 32 LR .

ASA B4 SAML B IFiEsK, Bl 29K 1% 5k 3 % 1 2 SAML IdP.
2. 1dP [ &R P BRAEE, ARG PSS IR DA Z50 2 1P 5 4 TR L B K
3. 1dP Wi 4 3% [T W 8 R AT B ASA Bk URL. ASA WS iF i 87 DL 52 il 2 55

SAML IdP % 2] SSL
RV ) 1P KA SRKIN, AT N K R R s

1. HZ&M P Uiin) IdP. 1P M4 1dP (5 0 B0 E I & ) S 2 7 B AEIE o B 7 3RS SEUE A2
* 1dP.

2. —IEBEW T, EHAFSIHRE 1dP 2ECE RS SAML RS 5138 . & H 1 iEF: ASA.
3. SAML Wi N 4 & 32 [F] 30 U 28 ) R AT 1) ASA &35 URL. ASA BFmi Ry L5 58 5% .

E1EE
ASA 5 SAML SR 3R 2 18] (K5 AT 50 ARl 1 e B RIEHS 57 CASA (AR D o
A5 SAML Gy 3R (HEFE 7 2 0] (AR R T 1dP B 10 5 S5 s 7
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B savizo sognisnms)

SAML &R

SAML Wi = 145 11 K NotBefore Fl NotOnOrAfter: <saml:Conditions NotBefore="2015-03-10T19:47:41Z"
NotOnOrA fter="2015-03-10T20:47:41Z">

sk NotBefore 5 ASA FHCE ) SAML I 2 FIELT- NotOnOrAfter, W SAML & IN¥4-75
NotOnOrAfter. %1% NotBefore + #2IHiT NotOnOrAfter, ) NotOnOrAfter #5454 .

RN ZAE T R, DABGER FEE NS . N T4 SAML Ihgg, DU AT ASA PRI ] )
W (NTP) 45485 1dP NTP Ik 45 #5620 .

T AM% s H

e M2 b SRR T SAML 2.0 R IR 542 64E 7 1dP. EAAH =58 SAML IdP Itf, ASA 1At
F SAML (IR S5 Ab T X507 B, I HARE L ML . i ASA 150 P 5k 2 M, ]
FIFH 52 BRIV EE 44 webvpn 23 1F R ACEE IdP _F WS SGUE, FF4E IdP S Z M s . M-
B, ASA SAd AN (68 MEAE DO SAm ARk 1P 251 SRJE, 8T LU 4 P R0 2% v 10 AR 454
PR 1T TG 75 PR N AR

SAML I1dP Namel D J&PEAfE HI T I 44, JF I T4 AdikAn VPN 23 Bl e

)

AR OANRELE T TSR A S R 26 2 [RIAS 3 S AR IO IE (S R o A RCREAR ] 6 TdP RIS P A A iR 55
FMERERS, 2 AT SRR A ES AP JEVE ] TAM R S% . ALANEE 1P Tovh T T % Ik 44

IR S5 P R

SAML 2.0 B4 E N F0BR #

* ASA HLLF SAML S BiF2544
 f1% RSA Fl HMAC [ SHA1

12 RSA Fl HMAC ] SHA2

* ASA ¥ SAML 2.0 F5E [1]-POST 485%, Fr 5 SAML IdP 13 £k ohfig.
* ASA 1A SAML SP. 78 W ke mon S N, EANBEHIAE S SRR e
o It SAML SSO SP Ihfit & T RIS BAE 7. EARES AAA FHEB-—A 4 H .

o REHFEETH P 441500 5 50AE . E 5 4 KCD IThRE. B, JH )™ 4 /2 i i 76 1
fe. ETRBF AR FETEHHP E 385, KCD SSO %%,

* ASA 37 FH# H AnyConnect SAML & 1/} 46 UE ) VPN F1 2538167 .
* {fi ] Safari 17 SAML G435 UER, 1EHfORIE 225 T Safari B8 14.1.2 B mhiA

o ASA I BT EIE ASA 5 SAML IAP 2 [A) RIS [m) 25, AT 1 A AL 38 53 403 B8 11F 0 55 J R A 1F
TR AT H

* ASA TP 5 SUTAE ASA Fl IdP L4\ B LZUET, HEELIFRE:
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m & samL20 gz ) ]

* £ ASA [t & IdP K, AZHCE 1dP 254Uk 15,
* ASA A2 M TAP B2 44 UE B AAT A A A o

* SAML W & H' 47 NotBefore 1 NotOnOrAfter 514- ASA SAML e E ¥ B AT 5 IX N 4 A A8

H:
* 415 NotBefore 5 #IN 2 Il EL-T NotOnOrAfter, WFEH ¥4 55 NotOnOrAfter.
* U5 NotBefore + I T NotOnOrAfter, NI NotOnOrAfter 2E%% .

o TR ALELE NotBefore JEME, ASA BHE40% 353K . WHEEARLELE NotOnOrAfter & 1t B A ¥
B SAML 8, ASA BiE4 s ik,

o ASA ANidi FH T H N 3 SAML H3538 4 ) Duo, B T-7E XU R 2 S IIE (s, fCRD. 254)

SR/ N 35 1) & 4 FQDN TR, IxX 2 amilil 28 P i fCEL AT ASA 3H4T 5 40 360k .
o TERA T 28 RS VAN SZAZ AT IR IR GG 2830F 5

* CLI 8 SBL !5 R ASZREIR A A B 4% SAML 4E .

o 7E W 2530 B 2% ST 1 SAML B3 KAIEA 25 AnyConnect JL5%, [ 2 JRR,

 WRPERARBCE, AR S SRR B A N, SR T, B, R

AnyConnect FH LT IPv6 34 550 IPv4 288, (H R A U B 2% 7] 58 B0 38K IPv6, B Z IR
SR [FIRE, E2REIAIEI RIS, AnyConnect RJ g 23 [RIE 2 BAT ARHLIRAS, ik A X v
A A1 AR IS B RIS P e 25 b i

o Jy T SAML Thig, @584 1) ASA M Z&IN TA] Y (NTP) Ak45 28 5 1dP NTP R %5 sl 25 .
* ASDM _Eff) VPN i3 H T A S Ff SAML Bt & .

o A AP BRSO GV N L SSO (KA AR 55 2% .

* SAML IdP NamelD J&E:ffi & FH B F 44, IF BT8R dkAT VPN 216 Hofi 12 .

* ZAE SIS R SAML.

o A FRHET SAML Wi 5 B2 AN B

* Chromebook AN SZ FFAf FH AN Y25 B 43 BAIE 1) 2242 %% 1 il SAML,

* Hof4 1dP ££ SAML Wi - AL & A SAML iRk i it h 4k & S 50

fic & SAML 2.0 R {HFEF (IdP)

FHIa Z Al

FREL SAML (IdP) $2 {1 FE Fp (1K) 8 s FIVE: 41 URLe S8 0] LA SRAE R 1 R i SR EUX % URL, B0, ]
A R AE OB U R R ZAE S .
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B == savzo0 seziizs adp)

W1 {F webvpn FCE B T A SAML S 342 (17 IH3E N webvpn (1) saml-idp T4
[no] saml idp idp-entitylD
idp-entityl D - SAML IdP SZ4& ID 20405 4 3 128 N F4F
ZMER SAML 1dP, i {3 H st iy 2 ¥ no JE (.

Sk
o
N

Ji¢ % 1dP URL.
url [sign-in | sign-out] value

value - 1X 2 H 16 5% 1dP 1) URL 244 1dP I FH - F05€ [ () URL. sign-in URL 4L 4HT0, sign-out
URL 7. URL {EHZ0EF 4 3] 500 MNF4F

SEI (%) MEILK )i VPN FEA URL.
base-url URL
) 55 =77 1dP $24ft bk URL, FT-H#4 2 H 7 8¢ ][9] ASA.

WREE T base-url, NP EFIE show saml metadata | AssertionConsumerService Fi!
SingleLogoutService J& {13 4X URL .

SR base-url, W H1 ASA [f] hostname Fl domain-name ¥ 5%€ URL. #l&n, ¥4 A ssl-vpn
H3 4K cisco.comitf, FA MM https://ssl-vpn.cisco.com.

40 B4 N\ show saml metadata i BE A it & base-url t AR fiC & hostname/domain-name, <> Hi A4S %
HEA  [LE 1dP 5 SP (ASA) Z RIS AT A5

trustpoint idp trustpoint-namel [trustpoint-name2]

trustpoint sp trustpoint-namel

idp- e S it ASA T4 UE SAML Wi 5 (1) 1dP -5 45 4T A5

MAE, BATLLo e B SAML 1dP B & W /ME AT . SEIRE SC VR TR 35 2057 (1) & 4 S b RE
J¥ (IdP) UE1S, WA IE AT IR S5k o S8 TETa 1 TRy 2 1 R [R50 BT ASA R A [AJAIE
P 1dP. 24 IdP J& FHT IdP A, &4 AR BHE 1. e G, 100 nT DL2 4 il 5 R
URIEAT R o

sp - FRE AL IdP HI T30 UF ASA 28 A B0 N% SAML Wi 5 1] ASA (SP) iF 15 A5 AE 5.
trustpoint-name - A2 & LA FIT L & AR AT A4

$E®S (k) FUEAHELA URL.
local base-url URL

7% DNS Fa Sl i, 975 ASA FFECE SAML SR I0 IR, SmT LASR @ M — i b 24 v T C 5 1
BEAHIHEA URL,

SIE6  (WiE) EE SAML .
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i

NN

Qe aE

g g

g

& samL20 Sz 1ap) ]

timeout assertion timeout-in-seconds

AR e, WIE NotBefore FIEEIN RO 42 Fl1 LT NotOnOrAfter 1L 1, AL E 237 i NotOnOrA fter.
WRAYEE, WK H 1 NotBefore Fl NotOnOrA fter H-T-ffi 2 43 2%

Pk

XTTRE THA SAML IdP [B5IE4L, 7€ webvpn R Xt saml idp CLI FAT ] 5 (503 AE %45 e B i 4.

FB A H SAML I A2 W T izbxiE A . W& TN G, HAEREIEZA webvpn J& I o 5 & H saml
identity-provider CLI J&i, S5 MBI A 2434

(A[i%)  7E SAML Kk i FHEAE R CBRAIRED 84,
signature <value>
AR
T2 3] SSO 2.5.1 Ji, BRINE X TN SHAL Bk SHA256, i Hil ik 4 A value rsa-shal .
rsa-sha256. rsa-sha384 ¥ rsa-sha512, i&A] DABCE B L4 J5vk,

(Ali) BERCEE 1dP AR IARE, HH] internal dr4. RJF, ASA KL AT
TAF.
] show webvpn saml idp A& Hid & .

{ii Fi] for cere-authentication 1 & 3 42 (L FE e AE L 31 SAML £ 43 56 F 17 SR i) H B2EAT B 3 5031 1 AN
B ULRr 2 et 5. Wi E A, Hik, ZEEZEA, W44 no forcere-authentication.

15l
PR 7R C & 44 0 salesforce idp [ IdP 44 FH TAC & (A5 4T 5 :

ciscoasa(config) # webvpn
ciscoasa(config-webvpn) #saml idp salesforce idp

ciscoasa(config-webvpn-saml-idp) #url sign-in
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
ciscoasa (config-webvpn-saml-idp) #url sign-out
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect

ciscoasa(config-webvpn-saml-idp) #trustpoint idp salesforce trustpoint salesforce trustpoint2
ciscoasa(config-webvpn-saml-idp) #trustpoint sp asa_ trustpoint

ciscoasa (config) #show webvpn saml idp

saml idp salesforce idp

url sign-in https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
url sign-out https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
trustpoint idp salesforce trustpoint salesforce trustpoint2

trustpoint sp asa trustpoint

PAF M G027 T 4naf 3k 3 Onelogin ) URL (#7541
https://onelogin.zendesk.com/hc/en-us/articles/202767260-Configuring-SAML-for-Clarizen
A 5 5 S AT 41 75 . OneLogin #53k URL [0

http://onlinehelp.tableau.com/current/online/en-us/saml config_onelogin.htm
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B 5 AsamE s sAML20 B B3R 1472 (SP)

T—%#ita

Wrks ASA Bit'E & SAML 2.0 RS HEAERE T (SP) , 26 26 L ATk, Hf SAML B4y 50 E N T IE LR
B

1% ASA FC & 5 SAML 2.0 AR 1272 (SP)

FiaZ /i
IdP B FECH E. WS E SAML 2.0 G4t 7 (1dP) , 4 23 1L,

7E tunnel-group webvpn FAEIL N, {#H] saml identity-provider 443 fic IdP.
saml identity-provider idp-entitylD

idp-entityl D - 4200 DAL E FIILAH 1dP 22—

LA SAML SP, i Al bt i 2 /) no JEA.

JA M SAML B4 46k J5 95 o

authentication saml
(AR hBEiE 4100 E SAML 1dP f54F £
saml idp-trustpoint trustpoint-name [trustpoint-name2]

WA 1P (Fll1 Azure IdP) A 2NN LY, (AILZAMFE SAML 54K ID,  H AR H AR 746
HHOMUET . 0T DMl A 55 R AH DG i 4y 4>k 78 15 32 webvpn saml L' .

1l

ciscoasa (config) # webvpn

ciscoasa (config-webvpn) # tunnel-group-list enable

ciscoasa(config)# tunnel-group cloud idp onelogin type remote-access
ciscoasa(config)# tunnel-group cloud idp onelogin webvpn-attributes
ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn)# group-alias cloud idp enable

ciscoasa (config-tunnel-webvpn) # saml identity-provider
https://app.onelogin.com/saml/metadata/462950

Sy B IE A E AP 54T A

ciscoasa(config) # webvpn

ciscoasa (config-webvpn) # tunnel-group-list enable

ciscoasa(config) # tunnel-group partner-saml type remote-access

ciscoasa(config)# tunnel-group partner-saml webvpn-attributes

ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn) # saml identity-provider https://sts.windows.net/123-3456-7890/

ciscoasa (config-tunnel-webvpn) # saml idp-trustpoint azure-partner-idp-tp
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# saML s irm B gz s [

71 SAML S3 565 E B & BOARIE R e va 27

87 AnyConnect NAH 1 5 FIARIH Y ds GRAERGMIBIANYERS) , &2 AnyConnect 1k
AR ZR AL B SSO By B0 iF ik 7

Y N AnyConnect AR Y B AL (B, external-sso-4.10.04065-webdeploy-k9.pkg) 4+
LR ASA. AR5, ATLUESE SAML &5 7515 (AnyConnect FUHRA A W45 sl B F 2R 5 1 R
N BEES) #E4T SAML %m“ﬁ ARG A0 —ANEIAS,  foiF VPN %73 8 5 B IA R VE R 45 Web
DA T B AE, SEERS. WVSSA VPN B imhiA TG, N R iZIhAE, VPN &/
i S A R A1 8 50 0 2 A A S Al AN 5 R DL

TEPEBRINERE RGNS 28 nTAE S 1) VPN S 473 56 UE AN HeAth Ak 8 5% 2 1) J5 PR 8058 (SS0). I A&
MBLSZRFICVEAE VPN & i (RN U300 BE 2% rh AT (1) Web SR SIE J7 v (o 2B R AiE B4 47 56
W) 5 WNTERE SRR . AEIEPEERAE R I WA 2 /T, A AL TR U A IS AT R,
LU T Web B3 5630E

7t webvpn T#3 K, {i ] anyconnect external-browser-pkg fiv 41l i 1 28 458 1 BRI 50 2% e
AnyConnect SAML 5 {3 5 1E

anyconnect exter nal-browser-pkg path

PR HRAE REE M EIA T 3T SAML S50, 1541 Ay 411 no JE (.

7t tunnel-group webvpn F#3 R, ] external-browser iy 41l i e F R S0 BRI Y 2% )5
AnyConnect SAML & 43 5641F

external-browser enable idp-entitylD

BAA AT R EIA N T 2T SAML S50, 154811tk 411 no JE (.

Gt

PE7RBIZEFE AnyConnect Hh 83 L85 AT LI/ AR, JF 0 SAML B 43 BE f3 FI A1 &30 2 23
(RAERZEMBOARE) .

asa (config-webvpn) # anyconnect external-browser-pkg flashshow :
asa(config)# tunnel-group SAML webvpn-attributes
asa(config-tunnel-webvpn) # external-browser enable

asa (config-tunnel-webvpn) #
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B =zismsam spniz

fic & UEP F0 SAML 517 35

Nil

TR LA SET SAML R HERC & SO BC EAIE 5 R SAML Sy Sl DA S6 UE 7 A7 (1 9% 7 11 G 7
TR E SO B B . HE T SAML 195 3 3k v] LLERE 21 b= B A/ Rl o #50T LUK
BAMER L Z MIET 5 SAML BL& 1 T 5 4 Jik.

24 Secure Client & AEERZN, ASA B FTD JEAEPIT SAML B4 56 UE 2 5 N 2 bty i sk 56 1E— A4~ 8k
ZAEF

SAML S EAE5E S, SAML AHIE 15 )7 4 mf LA

SAML S I0AESE G, AT AZESE AU BEZ BT EL 3 SAML FHE H 44

FiaZ ai
TR ERC B E 5 SAML 5 43 56 AIE 2 B & AT 75 1 SAML B

* JREL SAML (1dP) $& R 7 1) 5 i MIVE4Y URL. 8] DU RS (¥ s SR X 46 URL, 803,
ATTR] e 2> R T S h 3R A% AR .

* BCE SAML B AR P AMEAT IR E . S0 BCEUET A SAML 5 350k , 58 28 T

BNLEAE A SAML Sy 56iE, 15 A LL T v 2 E A tunnel-group webvpn-attributes B . $ER o
B LA s U A B

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-webvpn) #

LR MU I S BT, AN LU R fir %

hostname (config-tunnel-webvpn) #authentication authentication method

@lhn, LAR i [ o SAML NHIESS B 3 B -

hostname (config-tunnel-webvpn) #authentication saml certificate

LR 4 AR VFIE B AT SAML 5 43 56 1F -

hostname (config-tunnel-webvpn) #authentication certificate saml

LA fiir 2 [Al I FoVF 22 UE 15 R0 SAML 5 47 56 11E -
hostname (config-tunnel-webvpn) #authentication multiple-certificate saml

NN e AR R RC O, IR B HEEAR (Basic) MR E I B M BREE .
LHREUETIH SAML 5 (3 90k (9 S PG E 7%, 35 AN N s & bk £ SAML MHIEFS sl 2 AMIEF5 A
SAML.

[ AnyConnect VPN % i 1%



I AnyConnect VPN % &%
1L SAML 2.0 %1 Onelogin 4 {3115 BA .

A5l

DL &4 sales_group JEFEMAC B SCAFRC S 2 AMIE TS A SAML S 473 B AIE () 7 1] <

ciscoasa (config)# tunnel-group sales group webvpn
ciscoasa (config-tunnel-webvpn) #authentication multiple-certificate saml

L SAML 2.0 #1 Onelogin 4 {5115 BB
F oS, AR5 =77 SAML 2.0 IdP f0F Onelogin 15 BRI fir 4
] (B ] ] 20

ciscoasa(config) # ntp server 209.244.0.4
2. FHIENE =07 1dP SRR P I 1dP 3REL 1dP SAML Jo¥idi .
3. IdP B ZIET S MG

ciscoasa(config)# crypto ca trustpoint onelogin
ciscoasa (config-ca-trustpoint)# enrollment terminal
ciscoasa (config-ca-trustpoint) # no ca-check

ciscoasa (config-ca-trustpoint)# crypto ca authenticate onelogin
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

quit

INFO: Certificate has the following attributes:
Fingerprint: 85de3781 07388f5b d92d9d14 le22a549
Do you accept this certificate? [yes/nol: yes
Trustpoint CA certificate accepted.

o

% Certificate successfully imported

1. wWHE IdP 5 ASA (SP)

4. ¥ SP (ASA) %4 PKCS12 FAfET 4

ciscoasa(config)# crypto ca import asa saml sp pkcsl2 password
Enter the base 64 encoded pkcsl2.
End with the word "quit" on a line by itself:
quit
INFO: Import PKCS12 operation completed successfully
5. ¥ SAML IdP:

ciscoasa (config-webvpn)# saml idp https://app.onelogin.com/saml/metadata/462950
6. ft saml-idp FAEA T AL E 8 1
fic & IdP %3¢ URL A 44 URL:

ciscoasa (config-webvpn-saml-idp) # url sign-in
https://ross.onelogin.com/trust/saml2/http-post/sso/462950
ciscoasa (config-webvpn-saml-idp) # url sign-out
https://ross.onelogin.com/trust/saml2/http-redirect/slo/462950

fid & IdP {54T s Al SP 54T /4

ciscoasa (config-webvpn-saml-idp)# trustpoint idp onelogin
ciscoasa (config-webvpn-saml-idp) # trustpoint sp asa saml sp

FL B L% 7 VPN 354K URL. SAML iR 254 1 SAML Wi = i H
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B e sam20 52

ciscoasa (config-webvpn-saml-idp) # base-url https://172.23.34.222
ciscoasa (config-webvpn-saml-idp) # signature
ciscoasa (config-webvpn-saml-idp) # timeout assertion 7200

7. AbEEAIALE IdP 5153 ] SAML & 4y 560

config) # webvpn

config-webvpn) # tunnel-group-list enable

config) # tunnel-group cloud idp onelogin type remote-access
config) # tunnel-group cloud idp onelogin webvpn-attributes
ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn)# group-alias cloud idp enable
ciscoasa (config-tunnel-webvpn) # saml identity-provider
https://app.onelogin.com/saml/metadata/462950

ciscoasa
ciscoasa
ciscoasa
ciscoasa

8. 7/~ ASA [ SAML SP Ju#i#iE

UM https://172.23.34.222/saml/sp/metadata/cloud _idp onelogin 3KHX
ASA 1] SAML SP Jo#ii#fi. 72 URL ', cloud idp onelogin fERFIEZ A FR.

9. FMIBAISE = 1dP R4t FE P AE B 028 =7 IdP i & SAML SP.

HEBR SAML 2.0 #B=
i ] debug webvpn samivalue i SAML 2.0 170, R4 value, RZK W/~ SAML 71 B
© 8- HhR
* 16 - EEH M IR

128 ¥ 255 - IR, 4L R R

=472 Secure Client 1E1E
WEAFA RGN EEE, &M show vpn-sessiondb iy

ws B9

show vpn-sessiondb BRA KIES SN E B

vpn-sessiondb logoff A VPN 231,

show vpn-sessiondb anyconnect $78 VPN 216 %, LUEIR OSPFV3 £ifif5 .

show vpn-sessiondb ratio encryption WORPEE A= Suite B 5% (W1 AES-GCM-128, AES-GCM
AES-GCM-256. AES-GMAC-128 %) [ 4Lt
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;£44 AnyConnect VPN &1 .

A\

E®  AnyConnect RB%iE
AnyConnect S B I8 A 73 B ) 1P Mk
TCEAE PR AR G 1R A2 il FH T 150 D] ) 28 2 [ R sl AR RS 1 75 22 EE T e e R 25 1 A e AR
EFEHLH], Cisco Adaptive Security Appliance (ASA) #2155 4 Jo & Sty GEILI] /) WebLaunch)
AT (57 AnyConnect) o
AnyConnect 3L IR /R 5 /7 i A FAER R 231 S2Br b, B CAERBERALT Cookie, KA B2
ASA FIR FIR FURF 2 2% ) i R B Ak H o R ) o ARHRAR IR, WIBEIE  (IPsec/ HLIBE M
WA IKE)AR i J2 24 (TLS)/ i Ak fn 2 24 (DTLS) MhisO) F bR, (HAQTo R B, FH 3
PR U I B RN (A AE . 3K SRV P B R T G R AT B O Bk

~f

Inactivity 7Bt 278 H Secure Client 2335 Wi TP R LR P 25 (IR 1R] o R 25 1l Ak TiE iR
A, B IR 00:00m:00s.

hostname# show vpn-sessiondb

Session Type: SSL VPN Client

Username : lee

Index 1 IP Addr : 209.165.200.232
Protocol : SSL VPN Client Encryption : 3DES

Hashing : SHAL Auth Mode : userPassword
TCP Dst Port : 443 TCP Src Port : 54230

Bytes Tx : 20178 Bytes Rx : 8662

Pkts Tx 27 Pkts Rx : 19

Client Ver : Cisco STC 1.1.0.117

Client Type : Internet Explorer

Group : DfltGrpPolicy

Login Time : 14:32:03 UTC Wed Mar 20 2007

Duration : Oh:00m:04s

Inactivity : Oh:00m:04s

Filter Name

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type "" logged off : 1

hostname# vpn-sessiondb logoff name tester
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name "tester" logged off : 1

ST Al AL

;¥ % AnyConnect VPN 1%
WIS T 1) VPN 206, T E4 il B B0 i vpn-sessiondb logoff iy 4> :
PLUF /R BIvESRS T A0 VPN & 1:
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. Secure Client ZE3EATIhEE R £i0%

hostname# vpn-sessiondb logoff

“@»

INFO: Number of sessions of type logged off : 1

& 0] LME ) name Z40EL index Z403 85 .4~

vpn-sessiondb logoff name name
vpn-sessiondb logoff index index

A TARIE SRS IN (1) B K B S b il SN OF B3, XHEESIA SRRV IEA &=, 1M
B AT O S R SR, e RIS B 810 I R

”‘THE show vpn-sessiondb anyconnect 74 [f)%i H B P A IR 5 1S e i A5 0 I
ALY o LURNTRBI IR 44 lee FIZR 515 1o
hostname# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : lee Index : 1
Assigned IP : 192.168.246.1 Public IP : 10.139.1.2
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : RC4 AES128 Hashing : SHAL
Bytes Tx : 11079 Bytes Rx : 4942
Group Policy : EngPolicy Tunnel Group : EngGroup
Login Time : 15:25:13 EST Fri Jan 28 2011

Duration : 0h:00m:15s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

LT 754148 1] vpn-session-db logoff 4[] name ZEIR 4 F43 1 -

hostname# vpn-sessiondb logoff name lee
Do you want to logoff the VPN session(s)? [confirm]

INFO: Number of sessions with name “lee” logged off : 1

hostname#

Secure Client E1ZITHEEA £18R

TRV T BEDIRERIRRAS g Sl %

%= 2: Secure Client EIZBITNREH RiEHE

THRERFR R hEEfR R
Secure Client %% 7.2(1) SINBAEM T LA FAiv4:  authentication eap-proxy. authentication ms-

authentication ms-chap-v2. authentication pap. 12tp tunnel hello.
vpn-tunnel-protocol 12tp-ipsec.

[Psec IKEv2 8.4(1) WINT IKEv2, LL4EH T Secure Client F1 LAN [A] f¥] IPsec IKEv
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