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2 Peerl KAHFEIT, SA INIT W ESH K IXF] Peer2. UNH: Peer2 WICIEV I, NITE 2 234G Kk
5 Peer3 HI4xifio

FENN S WSS IR AR DR R ) P A R AR, IKEV2 23 PO Peerl A0l 4x 18, HLE S AR DX
SEARHENL SA. IR TiZAT N
. 1: ki—ﬁl}lt

- SA_INIT — >
Peer 1
—_— (Retrans SA_INIT 5 times) —> 2000

e EEE—— - _— | — SA INIT request —>
<— (_ SA_INIT response

Host 1 Initiator Peer 2 Host 2
(19216820 ) (1111 ) AUTH request > 3.3.33 192.168.3.0
<«— ( AUTH response _

\)

AR O IKE SA THFFAE R, MR ORISR SR S B R — XA, IF B8 di Sl vy i) 1
XPEFAEENT SA. FEGUE WK 0L T H 2 Fahfilk, LMER S T — N SEAT IKE SA.

IKEv2 Moz /51T H

I FAE I W b o TKE SA (M N 7 W& BLE T 2 N5, AR Z4R IKE SA B, #5244 n
2 WS PR Y T B 6 AR [ M b SR BOAIE & AR T IKE SA [l .

B, G S WS A A RS S AR CRAEM R 7)) JE 53— NG, W2 A Peerl TP Hihik
HLIKESA. [FIFE, s sk A (F M A yiG sl 5548 CRHAEM R 77D 50 —ANKFEEAK, )42 I\ Peer2
IP Huhik & i IKE SA.

\}

AR IKEV2 20 A5 AR M A N7 DI AS SRR S5 4438 1T o

hnE ARG 5B el A B A F R E S

XTI W T AT AT S R oo R R S AR RS B %, JF HLBRIE IR R AU PR 35— A0 244
TFife R TR A PN X SR G e fi
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| 1Psec #n ISAKMP

R 1: SA ZHIHI & W EH TR Tk

Ikev2 5 sz tkesenl ]

SA ZHTHY &M MHEERSIEBH;
eIEIEE

XA TGV VT ) et

551 BB AL &

5 2 B B BURIC L &

A DPD ik T

SO IR UERY B R PR g AN LT &

BB RUE R 2
T SR TGV G ) 85 B BT R HE

R 2: SA Z SIS W EAR R 5145

SA RIS MHERRTI BB
EIBIEE

H TSR BUANDLIG, 2B BB R HE

FHT AR R DY AR R R A AN UL I L

TN W A8 24 o

HA V¥t i

BRI % IKEv2 SA i

Tk ipsec sa i

IKEv2 SA i BE

IKEv2 % 33 R B AE )

IKEv1 £A IKEv2 143

AR RIN T WS T I G T TKE RO 2 AR A4, WIFERS BN — SRR /T, KAEPT A IRAT)

BSOS AT SA 2l

W, a0 SN IO T AR (i PRI P2) , WIS{d ] IKEv2 9 P1 R RIS, {FH]
IKEv1 [i] P1 A&iek%iE, {1H] IKEv2 [ P2 Aidhsia, LLHSEHE,
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. IPsec VPN B9i%F 7]

IPsec %1 ISAKMP |

= AT

HATZ A RIS W 22 R s AT HA F igWa N7 i (FEE . 2428 — S W LIk RN, &
MR B WIN T B

AL TT A RS B WA N 7 B % AOREIE o U R P BE s A A b, 4 B % S 250l Peerl TP Sk it
SLBEIE, ANV R B EIF Peer2 TP MR N A5 BRS U147
AR

FLAT 22 AN SRR IR S vl LS Sl A £ p AR R 2 mh K W T e % BRI . WIS B e
TikviE, ERFABE T BN T B

RHD TV RS B W Y e 24 (I REIE . WA TG0 In) Peerl, FSAZERE RN i S 8h 2 T —
/™ Peer2.

DN ER

WREE T IKEV2 2 XTI # s, WA SRR A AR .

ZIEFRN
FEZ A ST, 20T AR s TR

Wik

I R BETE N R, T R X i A DU 1) A B — 2 A
* debug crypto ikev2 platform 255
* debug crypto ikev2 protocol 255
* debug crypto ike-common 255

PAUR 7= B2 € 1 IKEV2 26 AR &, B T SR e

Sep 13 10:08:58 [IKE COMMON DEBUG]Failed to initiate ikev2 SA with peer 192.168.2.2,
initiate to next peer 192.168.2.3 configured in the multiple peer list of the crypto map.

IPsec VPN B915F 7]

)

AR SLDhREAE M T E N A .

i ] TKEV2 (1] IPsec ZEF2 i 1] VPN 5% AnyConnect Plus B¢ Apex VA iE, A B, i IKEv]
(¥ IPsec ZLFEVj ] VPN FI§ A IKEv1 58 IKEv2 1) IPsec %fi s (8] VPN A4 FH &l VR ik B B 1 Atk
VPN VR, A RS A MEH, WS SR ASA RAIThHEVF AT
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| 1Psec #n ISAKMP

ipsec veN 7 ]

IPsec VPN &N

TE =N

TG S S, ER R ST, WREVT M VPN 5% AnyConnect Apex VA E. R
ASA KA AnyConnect Apex VFHJIE, {H'E S Apex VIR UERIHREAE, I ansksd 1 & BN AT
) AnyConnect =28}t~ Secure Client 2k & H T JEFF VPN B 1 Secure Client Fl =1 4% 2 i VY
i o

B A AR AE

A FE S F B KB o ANSZREIE BB KR

BB EEFEIEN
o ANAE T /46 1 bR B TE v 32 ) TPsec VPN 22
o RAREEAL I, ESP RSS90 2500 J3, LLRT IR R I SETA

HAoEm

ENCE IKE B, RZi2 34 RADIUS UDP ¥ [1 1645 Fil 1646. Z4:H & 713903 Hic % T T
B, Horhim 5 ool 27910 F 28166, 1% B8 AT A fi 1 A2 4 B T PAT %46t

fic & ISAKMP

BcE IKEv1 FA IKEv2 TR R

IKEvI I IKEV2 % 48 552 FF 20 A IKE 520, AN AR IR LS At IR RE SRk 55145
BE AN SSRGS i

5 IKE Wi AR s At U (100 S5 40K 20 AT S A8 S FEX S50k, AR IR I R S5 ACRs 24k
B ANULECIT, TR SERRHL A E Ry (DLSESm i) o Rz SR P A skig & B
5B A SRS T LEXS, R AN LRSI .

ok E AR SRR PEAS S B S A R NS < 1809 5 2 S UE AN Diffie-Hellman S80I, R WIAF
FEDCRCI . 5T IKEv], SRS SRR SN I At € — AN Jal Y], HAE AR T s T ke 75 ki
(S b Ay RO . A A AR ), ASA CRHE BRI ARy . 6T IKEv2, &5k
I AN T R A A Y], TR AEAS AT A B, AT AT DAAE BRSO AR b e B I A i A .
RATFAE P HZ VLA, IKE K Za g, JfF HAVS S SA.

IR, RN SEOER RN, & A LR RIREAT B . BRIAER B 2 42400 2
LU SR Z B 242K IR DO NS HUR I SRR T B AR, WA RIS %S KL
{H.

CLI F## 3: Cisco Secure Firewall ASA VPN CLI it 3579, 9.23 .



IPsec %1 ISAKMP |
B == ke fn ke %

EBIHEREA ISAKMP iy A S S5 S PE/e A e ME AR IR T SRS I HL ke 35 SIS AE IKE DS
ISR

PR LU IKE 500, AR PR R a2 i WA R E AU A cryptoikevl | ikev2 policy i
FERAER R IKE Sl il B

i
hostname (config) # crypto ikevl policy 1

B ASA JiC B %A ERIA IKEv] B IKEv2 551K .

P®2 e nEEE. BIMEA AES-128.
encryption [aes| aes-192 | aes-256]

IR

hostname (config-ikevl-policy) #
encryption aes

HIB3 fRE k. BOAE N SHA-1.
hash[shal]

TP

hostname (config-ikevl-policy) #
hash sha

IR A F5E SRR k. BRIAGCE N T 25 .
authentication[pre-shared]rsa-sig]

i

hostname (config-ikevl-policy)# authentication rsa-sig

S8 5 {5 Diffie-Hellman FEFRIRAT . ERIME 4 14,
group [14]

T

hostname (config-ikevl-policy) #
group 14

HIE6 75 SA Edn A ERIAMEN 86400 F5 (24 /M)

lifetime seconds
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| 1Psec #n ISAKMP

TP

e gagxcerinE [

MRV A dr R E O 4 /N (14400 #5) -

hostname (config-ikevl-policy)# lifetime 14400

PR I IKE SENg O AE , 55 9 TSt IKEv1 M IKEv2 S 87 A LR R 2 A B
USRS BAT TS R SRS SRR E A, WIPRE NI BR AL

IKE SEB% R F0{E
XiEF aX 15 BA
authentication rsa-sig WA A H RSA 242 LR | $5 52 ASA H T-#E37 834> TPSec X 454K G 43 1) 5 43 Bk 77
R AT %o
preshare (Bt |FiILssi P S B AN BEAE 19 1 0 R 2% AR A e 3- A T4 e, (R AE
N NI 28 TR TR 25 5 W
encryption aes (BRiL) 1 FH 128 A7 2551 AES | 38 ARAP P A IPSec X &6E4K 2 1AL 4 I ES s (160 % Bk o % 51
.
BRINEL K 128 fra% .
hash sha (ERIA) SHA-1 (HMAC Z844) | $52 o5 s e vk i sy 50ik . e nl DU (R B 4o
KA FE R LT, I HAEE R T AR A
group — ‘ 87 Diffie-Hellman #FFRRAT, A IPsec X S5 AA S TEAAH
14 CRRIAD | 4114 (2048 {1 HABRZARRTHIOR LT, A8 bR Rk IR A S
H.
Diffie-Hellman #4588/, HHATHrEK 1) CPU B[] 5t
/b, Diffie-Hellman B2 58K, )22 4Pl .
RIS DH 4 14
lifetime BHUE 120 %5 2147483647 5 T2 SA A EI . BRIME R 86400 FPik 24 /NI .
(86400=" A B IR, ISAKMP B (ZESERIFEAE B B
) Ao AR, AR ARG, ASA 1E 5 4E IPSec SA 1
Xz aX 5% AR
integrity sha C(ERIN) SHA-1 (HMAC &) | $552 F TR B se 38 s Sk o e ml DU AR B 62
KA FE VIR RIS, IF HAEE R R e
sha256 SHA 2, 256 fi i3 Y HA 256 AL B 22 Ay 59 SHA 2.
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e T

IPsec %1 ISAKMP |

KT aX 1 BA
sha384 SHA 2, 384 fi#i3e T HAT 384 AL B e ALY % SHA 2.
sha512 SHA 2, 512 AL e BB 512 M E 2 e H: SHA 2.
null &€ AES-GCM Jy s S0vEmy, A5 3 5 Al L%+ null £E 4
IKEv2 535,
encryption aes (ERIA) AES Fa 2 RPN TPSec X 45 44 2[RI 1 B0 1) 6k in 2 5
S
BRI 128 A7 AES.
aesoes 192065256 UM B AR SC R K E ) 128, 192, 256 £ )25 4] .
asprasprimp P 1] T IKEv2 H11%35 (1) RN B RRE SRR 1284 1920 256 A7 1% EH .
AES-GCM HykiE 10
policy_index Vi I IKEv2 g 1155k
prf sha (ERILD SHA-1 (HMAC k) | R thBENLEREL (PRF), B Az sl 8 oy 25 10 5k
sha256 SHA 2, 256 fi g ¥ HAT 256 AL 2 AUy % SHA 2.
sha384 SHA 2, 384 fiius Yae B 384 M E A2 B H SHA 2.
shas12 SHA 2, 512 fifi%E Fa o BAT 512 A7) e 4 B9 5k SHA 2.
priority F MR i A SR HA TPsec V3 ThAE 48 AES-GCM
1 ECDH ¥ & 4 Suite B SCHFH—#84) .
group ‘ }& € Diffie-Hellman FEAR IREF, PEAN IPsec X2 RS 1E A
1419202124 |21 14 (2048 fiL) HAERRARRRT IO LT, A bR WU kIR A S
iR
Diffie-Hellman #4588y, AT FrEK ¥ CPU B[]t
/>, Diffie-Hellman #f&w 5k, Wz PEilke .
BRINE N (DH) 41 14
lifetime BUE 120 % 2147483647 a5 SA A M. ERIME N 86400 FPak 24 /. HH

(86400 = BRI\
E)

e Ay RS, ISAKMP Wi CEESERRRERE ) i
4, {HRE, ARy RS, ASA WCE G 4E IPSec SA [

. CLI F## 3: Cisco Secure Firewall ASA VPN CLI EZ E$575, 9.23



| 1Psec #n ISAKMP
womzEn s ke [

ENER¥EO LB F IKE

TR 2 1l VPN BRI 42 1 B A IKE . Il 2 AMTE A 34 1 . 28 H IKEv] 8 IKEv2, 4
Y:”tﬁf el 2 s SRR A4 R B U T erypto [ikevl | ikev2] enable interface-name T4

(KR

hostname (config) # crypto ikevl enable outside

& s ZE A IKEv1 FRER AR

BB 1 IKEv Bl DU A R AR o X AR A (R R IR 55, (R AR A =X A
XFEEARZ AV EAT O B A #e, A4 Btk =45 s AN RE B AT =i B A, A H ST /N 4T
Blo B B, (HORA N IEAE bR iR . Ik, SR E - 224 SA Z AT LA
bR G B RO T B AR .

)

ER BT IR ERE VPN 2 il L S G S0 L3 ) ASA R . (HE, B

AL TUE S 0 S J0iE. (/e ASA BURSA) @7 FxIE

1]

LN 1 BT BCIKEY] Bhis o AR, 335 76 55 S ol 2 A S M A U fir %

hostname (config) # crypto map <map-name> seq-num set ikevl phasel-mode aggressive <group-name>

SRR, 5 7R PP S el S N A DU R dr

hostname (config) # crypto ikevl am-disable

WREE] T AR, SRR A e, A U 4 (1 no 2. Bl

hostname (config)# no crypto ikevl am-disable

it & IKEv1 #0 IKEv2 ISAKMP 3§ Z5{K#Y ID 75
fE IKEv] 5 IKEV2 ISAKMP BEE W01, RP5 08U TERF UL 5 56y, S8 L BL F R0 i

EER TN APIRFS
Address i HIAS 4 ISAKMP A5 U5 EL K LI P kil
Automatic PRI € ISAKMP P -
(BRI * WL 1P Huhik
o USRS UE I E T AT 2 HE 44 R
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IPsec %1 ISAKMP |
B nvaup_seLecToRs @40

Hostname i FH A ISAKMP Friflf5 RS EHL e e GBI o Iba RS B4
A o

Key D FesE RN ST T AR RS I T2
key_id_string

ASA A HE AR R LI BE 11D TS VPN 3 el tnit, 23BN LAN [/ IKEv] 3£
Ak, e TS S S AT S A BALE

LSO bR I, AR S A SR N BL R A
cryptoisakmp identity {address| hostname | key-id id-string | auto}

Bltn, LA a5 bR iRy vk BN EN LA

hostname (config) # crypto isakmp identity hostname

INVALID_SELECTORS i& *[1

WIHE IPsec RAAERA SA FWCEI NS BHRAL, (HAZE O IRS5 7 B S % SA RS A 2, U
IPsec RN EFZEAR . SR a 1% H E 4 H QS 4907 H /) . SPIL IPsec MR £idf
(VRN H AR ZEAE AR L T A, DRk ARG SA 4 HIRIE R . RA AR IKE
%1 INVALID SELECTORS Jf &% F|%Ki%T7 (IPsec 2544 , 22 B3 A d 40 b R i i ik ¢
R ORERIIRT

ASA BfF CTM HE a0 F AT~ LA &8 H & bS04 T B il 5%

$ASA-4-751027: IKEv2 Received INVALID SELECTORS Notification from peer: <peer IP>. Peer
received a packet (SPI=<spi>) from <local IP>. The decapsulated inner packet didn't match
the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt dest port>,
source <pkt saddr>, port <pkt src port>, protocol <pkt prot>

B DVIAE AT LU ] a2 AE SA Ee 3 5% SA A AT AN T FE R N 35 B0 A0 I i) o 25 4k A 3%
IKEv2 il %, Witk igH, IKEv2 W57 B s ML A RS SA & 5 FP AR RE— 4l ANTE B o IKEV2 1l
HILE TKEV2 5 BAS e rp & 3% B0 254K

e &+ 7513 IKEv2 Fit = 24
ST DUAE AR H FZ AR T 3 A0 i & PN IS8 7 hex,  BCE +/~N3EHIH) IKEv2 TiIL =947,

ikev2 local-authentication pre-shared-key [ O | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ O | 8 | hex ] <string>

J& FEEE A 4 1% IKE i@ FN

ER B A LS B ZE I AE IKEv2 IPsec VPN 9% F e 31 55 120849 () 97 e 364 A DG I () N ot 8 £
I ) o AR A 26 TKE a4 . BRIAE O N 2A R At ki@ 40, A LU R CLI a4 )a 2k 42 % ASDM
USRI 7 44 LI 2 32% TIKE INVALID _SELECTORS 3B %01
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| 1Psec #n ISAKMP
i & IKEv2 53 F 1T .

[no] crypto ikev2 notify invalid-selector s

PATUEB S RN, SE 1 CN g 4, I B AR R RS S PATIRAL . R R
“service-type” JEVE, WIFZHTSCHTIAAT AR

fc & IKEv2 59 i In
1E ASA I, TR I ERZEH] IKEv2 43 Jv, Wl AR 0 IKEvV2 i 4073 )7 I 1 MTU - Cle KA% B 5
R, AT LA B G BU T dir & BCE ko vy
[no] crypto ikev2 fragmentation [mtu <mtu-size>] | [preferred-method [ietf | cisco]]

PIANEOCN, ST IKEV2 28 7%, 1Pv4 ) MTU 24 576, IPv6 ) MTU & 1280, BEIETiEN
IETF 43t RFC-7383.

FEZIEUU MBSO, $5E [mtu <mtu-size>]:
o I MTU {8 N A 45 TP (IPv4/IPv6) $13k + UDP 313k K/
o WA R BRAGE,  IPv4 (IERIA MTU Jy 576, 1Pv6 [IERIN MTU 2y 1280,
o —HAgE, XS IPv4 F1 IPv6 A AR MTU.
* HRGEHEAT 68 A 1500 Z A,
A\
AR EMCE MTU I, Ba5207% /8 ESP P8 . i T In& IS in 2] MTU 1) ESP J14S, k)R hes

FEINE JG . an R3] “ Bl KK (packet too big) 4k, IEMALRES & MTU K/NFRC B AL T
MTU.

AL SRR B2 — B A IKEv2 [preferred-method [ietf | ciscol] & 70 A 772
« JLF TETF RFC-7383 #rifE (1 IKEV2 43 H o
o MPASKT AR FR TP R A A) R SCRE R B I, RGO T v
s MR TTVERS, RGEBAEY R G HATING, RS IKEV2 73 i SR AL R i O 4 .
« BRI B

o WARBEITFIER AR (B4 Secure Client) $EfEIME— ik, BH AR EEAAHSRE T HhiS
WA SCRFATE LT, AR GoRe A 5 1

* AN, RGURAEINE G AT P o MU R S UAENC R BT 70 Fr 20, ToiEXH
AT iR B AL

o BTN R 5 5 DL TR

fir4 show running-config crypto ikev2 4 i 7= M FT L&, show cryptoikev2 sadetail #7443 v H
T SA I P s i MTU
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B A sphmirngi

FHia Z |l

o REEEAS MTU K31, FHETIEE MTU CLAFS M4 K .

IPsec %1 ISAKMP |

o SEFECE A RECE, RSN LRGBS DTSR 2 SA. BRI SA AR EIY

JFriF, FEIREwTE,
o & ] LU 100 A9 Fe

Gt

o TR IKEV2 70 Jv, AT BA T B4
no crypto ikev2 fragmentation
TISTBRONERAE, IEAT DL A4
crypto ikev2 fragmentation

EE

crypto ikev2 fragmentation mtu 576
preferred-method ietf

ZER MTU {HSE SO 600, 15 HAT BL T #84F

crypto ikev2 fragmentation mtu 600

TN MTU i, 3T LT 4E:

no crypto ikev2 fragmentation mtu 576

T RIS Oy < SBRY L AT TR
crypto ikev2 fragmentation preferred-method cisco
AP ORI E h “IETE” , WHTIL T A
no crypto ikev2 fragmentation preferred-method cisco

%

crypto ikev2 fragmentation preferred-method ietf

3

AAA B )55 UEFAIZ Y

aaa authentication http console LOCAL
aaa authorization http console radius
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| 1Psec #n ISAKMP

Rz NATLT 8 1psec [}

J& 42 B NAT-T &Y IPsec

NAT-T VT IPsec X4 AIM it NAT B84 d vk . Hoy v 248 FH i 11 4500 % IPsec it &35 24 7E UDP
R, MM A NAT % &34t 115 B . NAT-T < A ZiM T A NAT %4, (H G EDER A
15 1PSec Vite .

)

¥ T Secure Client[f PR, #5008 H NAT-T, A fgil: Secure Clientf# [ IKEv2 Iha: v ik$:, B

5 i ANAE NAT-T 345 G T, sk tidE A

ASA ] [A] 5} 32 #5FRUE IPsec. IPsec over TCP. NAT-T Fll IPsecover UDP, HARE T+ 5 HAZ #HeHdhs 1
a7

LA 99 M s Ji I 1 A5 SR T AR D2

1T BRIThRE BRI E ERBIThEE
JET 1 R 28 A NAT-T I H% FmAr T NAT J5i, |48 NAT-T
Jl

IF Han %A NAT, W {# FH A TPsec (ESP)

I 2 I TS Psec over UDP | 3T H. 2 i T NAT J51f, |18 IPsec over UDP
)

I B ¥%H NAT, 1) i | TPsec over UDP

I 3 R NAT-T R I B AT NAT J5TH, |87 NAT-T

IPsec over UDP #f . )ii H W

J HUn %A NAT, W) f# K] IPsec over UDP

)

iE®  IPsec over TCP Jo FIRS, ‘el tise T o HAthidE B ik

MIE A NAT-T i),  ASA BAERTA A H IPsec ) 0 BB F i 11 4500,

ASA SZHFAE LAN [R5 ] /9 24 5l iz B2 77 ] B 26 iz AT ((EANBE[R] I AEIX PR FR Y 28 This A1) 1—
NAT/PAT ¥ % J5 5 24> Psec MR (EIRAGHEE, TCREVS In) B TE K U i 2R MG, [_ljjﬁﬁﬁﬁ
SEARER ook F AR A H 1P Hbtik, B NAT & kbdk . dbah, fE s in) B TE 7 & 25 2R i
(1) J R B35 AT T30 4 FH R LAN [RIBE I ZAH (R i 2 Bk (Ul 2 NAT 3% (1) TP Hihib) o axXFp—3%
P2 SEE NAT W45 TH ) LAN )R FE D ) YA X 48 R 2 AN A 2 ) Bl 1 I

BB ) NAT-T, 5 0 3 o b o T AT B o 25 B
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IPsec %1 ISAKMP |
. J& H IPsec with IKEv1 over TCP

FE1 WAL Fard, 7 ASA L4 )53 ] TPsec over NAT-T:
crypto isakmp nat-traver sal natkeepalive

Fr natkeepalive Z AU I IE H2 10 42 3600 70 BRINME A 20 72,
il
B N CUE fir 2K 5 H NAT-T R H A iy Ji R B8 A — /N
hostname (config) # crypto isakmp nat-traversal 3600

P2 WAL N4k IPsec 43 F S 32 BN 28 B 1«

hostname (config) # crypto ipsec fragmentation before-encryption

WA T A0 VRO SR AN SRS TP 53 7 ) NAT B o XN FEMSCHF TP 93 Fy B NAT B4 118 qT .

/2 F IPsec with IKEv1 over TCP

IPsec over TCP¥ IKEv1 Al IPSec Bhisl[AII 35 25758 TCP g tu i, IS FFRINT %7k NAT 5 PAT %
RN KA 2 AbEE . BROIAE L N S5 e IhRe. X ThsiE BSP 8¢ IKEv1 7EHHevk T4, 8
AAEAE O AT 5 KBS RS 0~ A e TAE R34 5E, TPsec/IKEv1 over TCP fifi£3 BB VPN % 7 ity ]
LRSI EE BT

\}

AR ILDIREANRE SR TARRL AR JARIC A& AT

IPsec over TCP 7] 5t fe vy i) % P e & A H o 48] LRI AE ASA S #1045 o b A H TPsec
over TCP. 'B7E ASA & RaH, M)A H IKEVI L. EAEH T LAN [RIER.

ASA TJ[R] I S FFFRYE IPsec. IPsec over TCP. NAT il [J7 Fll IPsec over UDP, EARE kT 5 HAT ekl
W% P . IPsec over TCP J8 B0 T Ar e FoAth e 4% vk,

ST DL 4 € B %2 10 115 FH IPsec over TCP. B A48 5 AN—A> 405 1, 45403 11 80 (HTTP)
a1 443 (HTTPS), RS Wn 4%, fan5i%m HOCER I P BCR AN T A2k . g
B, U IOV ) B e A R VA P ASA . SRR RIS, 14 HTTP/HTTPS 45 # #5rid
B RIAS R 5 1

BRiluii F 2 10000,
TS INIAE R P i LA S ASA LC'E TCP Uit 1. %5 P il it B A 20 8 /b —AME Sk ASA BB I 1.
HAE ASA |2 IKEv1 42 )5 i3 ] IPsec over TCP, i £t Huf 5tER Z 5 Sl FHUT UL R4

. CLI F## 3: Cisco Secure Firewall ASA VPN CLI EZ E$575, 9.23



| 1Psec #n ISAKMP
Hwen BEirsars [

cryptoikevl ipsec-over-tcp [port port 1...port0]
AR 1 45 F )3 F IPsec over TCP:

hostname (config) # crypto ikevl ipsec-over-tcp port 45

77 IKEv1 BC & IEF 4B ITAC

BEIELLE S P R AAT AR o ES4LUERE SeVEAEHT Pl T AT DN sl k& DN AT
L BETE 44T LR .

\}

ER AFPALVCEAGET T IKEv] A1 IKEV2 LAN (A8 . TKEv2 Z6RE; 4 S e b 41 ) webvpn J
P L AE certificate-group-map H webvpn it BRI T AL & )R 4Lk # .

TR X L8 7 B I P B BRTEALILAC, A0 B s SCURRC A IR, SRR )

JI 5 1) T 2 DT
FAIAUFPU, 1514 1] usethecrypto cacertificatemap fiy4 . @ X%iE4, %1 tunnel-group
iR

TR LN EUE AL T RC AN, 45 2 WAL R ML A7 (OU) P B ILRCAL,  sldR s b A k15 1
AEFHERINAL o w] A I A AR R A3 ik

I BERCEIETUE I ISAKMP 23U [7) (5% 108 21 SR 38407 11 S5 e ARTRE D) b 0F 1 i 4% H S5 BE i 41 ¢
06, IHAE RS a2 T S0 RN tunnel-group-map 74 .

tunnel-group-map enable {rules| ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy

policy 08 1 AUEAS IR IE 21 44 PRI 5 o Policy w] U LA 3Ll

ike-id - 15 7 T S T2 MR B U i e ff o B 4 R oK OU B TE 4.
ML FHE 1) ISAKMP 23 TERARPE B B 1 ISAKMP 1D 1 P 25 it 5 2] B 1

.,
ou - F8 7~ U I VEAR S ) A FR o s B 4, el P 58U RT 43 44 Bk (DN)
thOU A

peer-ip - Fi5 73 A R TCVA AR JU I 27 R 52 B 4 BRI oK B OU (i F#AE 4 51
ike-id J7vk, UL 0T AE4A TP Mk

rules - fi7 MR Af b i & TG B (RIE TS SR SR HE, A5 2E T-UE5 (1) ISAKMP 2%
TS B BETE AL

rule index (A3%) & cryptocacertificatemap iy &8 & NS4 A REA 1 3165535,
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IPsec %1 ISAKMP |
. BCE IPsec

TR T
s BT A ORI a4, BRE RECR IR ME— ), I HANZ XGRS R 5] .
« N BEBER 255 74T .

« BT Z A RCSs A 4l. i, BB RIS gl s, AR ELE X
VZIR a1 E S B= T b a7 vt e 45 RER I S R WS R e S S & 95 A UM A

o RIS, AT BLESRORE T o PO 2 R A BRI A 2 AT VLG HITAT 45 BORILECPT A 4%
PRERTZEMIE . o, WREAER ] 7 Reg s B IE A 2 BTk A ILRe — A4, i
AB AR — N ZRIDLIC — AN A ESE R T2 AR Bis 5

PR 2 $i55E NC EORRE P LN A H] AR BRI 4

HAE7E M tunnel-group-map [rule-index] default-group tunnel-group-name , A rule-index &MU
ok, It H. tunnel-group name 20 H T LA IFEE 4

w51
LR 78] J3 ARSI B 1 ISAKMP ID N 7905 35 F-UE 15 i ISAKMP £ 17 i 21 % 168 21

hostname (config) # tunnel-group-map enable ike-id

PR 78]t PR B0 SR () TP Mo 2 THIEF 1) ISAKMP 2 15 LT 314 1

hostname (config) # tunnel-group-map enable peer-ip

P 78] Jet AR A5 F 25 7T 23 B 44 % (DN) Hh I ZH 2507 (OU) Wi L TR -5 11 ISAKMP 2%
Tﬁ:

hostname (config) # tunnel-group-map enable ou

PLR 78 J5 FH R 4 05 e 0 D) RS 35 F3E 35 (1) ISAKMIP 43 i :

hostname (config) # tunnel-group-map enable rules

fic & IPsec

AT IPsec S5 VPN ML E ASA FF AT IR .
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| 1Psec #n ISAKMP

exmzng |

TE X 0% Bk B

INEE WL e XA IPsec SA HHH i 1) IPSec Sl . JLALHGLUTR A 2%
* fifiiE IPSec EHE SLVFAIR I I EHE G ) ACL.
o SRR
* IPSec P AUAHIMb L. CHOCTEANME B, WS PR 2w B T, 38 27 0t )
* % 11 A IKEv1 #HEe IKEv2 3238, P2l 5 0 45k e A v B AT UL«

IR SR G AN B AN AT R R AR (I R o AEAIEESE NI I, 2
S R B DA 3 i [ A 555 A AT 5t a2 A SRR B S I s s -

crypto map map-name seg-num match addr ess access-list-name

i [ access-list-name Fi 7€ ACL ID, RIS HZ H 241 AN FRFI) T4 ef ml %y,

Je

Rom A Ao RS (R 7 R R] LS AR AR S O BC B R AR IR ACL 1D

TEn] DLk SN B dr 2, o) s R AR I N B WS o AR RL R 7R b, mymap 2 S8R BEAELAS nin
S TILSRT D o 25 S AR 1) 44 K

crypto map mymap 10 match address 101

RIS B R R 5 (seq-nuim) KEELATAH [R) 44 FR RN 25 AR AR ELIDX 23 T 43 e 4e N 25 WS 1 P 53
TREAG 7] AN 085 S 4 H A2 0 R AR T oA 35 S AR e . e B, I sE St
PERCRE N2 WA B4 356 1 205, ASA K 42 R I WLt A1 o F) n 25 R SR U ik 30 o 1282 R T 1P
U, T DRI R TG .

[no] crypto map map_namemap_index set pfs[group14|groupl5|groupl6 | groupl9|group20 | group21
]

T8 5E T TN 238 WLsst 5 4 ) Wi A% 25 (PFS) ) ECDH 4. B 1158 g 25 i St e B 40 14 FI4H 24 300 (fifi
I IKEv1 RIS o

[no] crypto map map_name seg-num set rever se-route [dynamic]

MR b I35 e 4% H AT A% 32 5 F s m) 6l N (RRI). WER R FR 2 A 3has, W) RRI LR & I 58
PRI A A, ARG S Sl M R 2 A R FEA R . eAh, BN RRI B HCE T CAFE A
H AR A B bR, IAT ISR 25 5 0 91236 RRIBK . ASA W] H ZIK i AS 2% h 78 0 3810 % 1t 32
IR AL ] OSPF 4 ) W0 4% 5 F it s 15 IS8t it o i UK A Y5 H A% (0.0.0.0/0.0.0.0)
FaE NS ARA LS, 52053 F RRL, 75 W23 52 4 FH R A 8% e R o ot

WG A BhA, WILERINE ST IPsec 2242551k (SA) I 1% RRI HEAEMER IPsec SA Ja B i .
ANREAT ] L i A 0 85 RS AR ) PR 44 PR C B B AN I3 RS, e 2 JRER, RIS o — AN e i s o
IR AAE I
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IPsec %1 ISAKMP |

\)

IR B RRIVGER THET IKEV2 FIFRS N Wt

[no] crypto map name priority set validate-icmp-errors
g
[no]crypto dynamic-map name priority set validate-icmp-errors
i858 S A5 0 N8 BB A I WS BAIEAR A ) ICMP 55801 B
[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}
7
[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]
N e A N WL R B I AN v (DF) Sk C224 R0 .
* clear-df—Ignores the DF bit.
* copy-df — {&%F DF £,
* set-df — WCE AT H] DF 47,

[no] crypto map <name> <priority> set tfc-packets [burst <length | auto] [payload-size <bytes | auto>
[timeout <seconds | auto>

5

[no] crypto dynamic-map <name> <priority> set tfc-packets[bur st <length | auto] [payload-size <bytes
| auto> [timeout <seconds | auto>

B 0] DA AT B A BRI B X IPsec 2 4z 52 B A R L EA LB PE (TFC) #udis . 1A207E J7
TFC Z 7% & IKEv2 IPsec #&i% .

)

AR PR RE SR AT BTk VPN S RGN

SYECE I WU ¥ ACL A4 HAT R ACL ZFRIFTAT ACE, WILL N iy & TEVEFTR:

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask
FEAIEE S —A ACE Bt 2005 ACL. LLF i & 87206 8 @t 85 In ACL:

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

LR 7RI, ASA XA 10.0.0.0 1M ] 10.1.1.0 1~ M FR BT i B Y 20 Bc 45 o 3% it 5 14 TPSec {4
Eiak

access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

UG PC Kb €0 1R WS 4 5 T T SA B I 22 . IR ASA RGP, e A n
WIS EP R S 10 W 1) R 16 B4R E R AR BRI W R SRR R BT, ASA 22 SRg i s
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| 1Psec #n ISAKMP

exmzng |

IE WS VLRC, W RVEEC RN, )2 UT Cn 3 e b 2 b AR S I s WL, I R e 2 32t
AR SRR

FLP RSB IIE . SA, ENTLIR AT D ARBRIIE W o ZEHR, a4 5 B
A

o ISR WL A AL R NS ACL (B, 8% ACL) o 40 FENh N [ 5 2 444l FH 20 24 i s i
&5, T ASA IE RS IR IINEE ACL A RN H IPsec.

o FEAN I WL AR RS — NS EEAA (gl I A S5 At FH Bh 2 s i)

o Jin e B 2 2D AT — AN S (R B AR BRI
— A REN H — AN I W A . WURAFAE DL MAEREDL, WIZE ASA & ks e 2 D B 2 AN
LS

o AR R S X S A A AN ) R B

o THEDE AN IPSec 224 M H T AN R AL &
Bihn, AE—AN IS AR RIS M Z AR ACL, R )543 iE—AN IKEv] 4328k

IKEV2 $818. B ) — MU HANE ACL il 53 AR AN W92 [R1 B 1 s st 91 B H AL B AN IR
VPN S5 e B ol i

RS HEA R LA 2 A IR, 15 BN 4% H R € — Ml FoAE s i spt 4 DL 24 )
J¥*5 (seq-num).

AN ACE 55— permit 5¢ deny 5. N EMEREN ] TINS5 ) ACL 1 permit Ml deny ACE 1]
ek S

AnEEBR G ITAd 45 2R RRA R
VLPC ACE P permit 151 | 5 1E 4% I35 W h S b 0% (1) ACE X i b AT 1k — 20 0 #r, T
At I BCLRAZ AN R 1 TKEv 1 e e B IKBv2 S 130 (1 4080 £ v L P Al

B A E . R IX L A B AR e U B AT TR
Z 5, ASA BN CBEN IPsec WE . WX T B E, XERE
SR B TR . G I E A 1

VCHE ACE H 45 deny 1 1 | H BT 4% I AE PPN 0 I 28 it i wh ) 42 1) ACE S 3l il AT 10— 22 4
A M, Wi NN CRARR RS e R — N5 due) F
] ACE gk 31T VTN .

TCIRVCHC I WU A b T 52 | S s, A B4 T % .
WA permit ACE

W deny 1511 ACE i yEf AT 2 IPSec RIS (I, B bhistRe) o I, 154
A4 deny 15 F) A I EAN R A% BN ACL 1K) permit 15 A ZEAT VFAS ¥ st i
PN IR HAR AL, AR A R LR ESP SPL T i S8, AW EMEAIRA)E, &
K AP S E Y P9 R Sk S A £ SA SRIBCI ACL 1 ) permit ACE JEAT FLHZ . SR P Sk o
EEABILA, ZAERSHEIZEIR . WA IR S B AC, 2 e o i iz 8 .
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B v amzmstRe

FELEBAR I Nl e A IR A LI, 22 i ot s AR 4, U E AT BLIER B 2 SA
{oFeayas

\}

ER DR RN NS R AE W SO B, 5 /E permit ACE Z Hiddi A\ deny ACE. ASA 1E43#IBEiE 1 )
HIFR P ACE e 28 4.

LAN (8] 10 % BR 5 7= 151

PURLAN [F) pd 4 7R 5] tP G B 22 2 ek A B A1 C 19 H B2 eVl g iAok 5 b — A BHUF A
PACAR T 55— A EHVE N BRI R . EE, PN ENL A3 R &k B SRR
(IR, BT LAIX 8 3 fa SRR S O b At gt o S S T A e B DRI, ARG 2N
KEEHL A3 RFESACDE FHE

=

A

I"'-..-I T
g

6
-

B3 e c3
. |

143314

P e ks (R AT AT B A 4 ] Bk s D AR AL o 33 B TS T PR A AT IS TP ik
ZNR

FOG R B L B A, RGNS, TR A BN A3 R, S
THREAMZE A AR PSR, WELRRE TR

Crypto Map Seg No 1
deny packets from A.3 to
deny packets from A.3 to
permit packets from A to
permit packets from A to
Crypto Map Seg No 2
permit packets from A.3 to B

Qwow
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| 1Psec #n ISAKMP

Lan iamzegt R ]

permit packets from A.3 to C

QI ACL 25, BEEOGREN IS B il MR, A VL C I Bl G T I 255K 1K) TPsec

Zrlk ACL ¥ J24fi N\ deny ACE PAZERL %I AN ACL BEAT VP, 1421 n % B 45 P i) 5 42 ACL
REEIEAT VPN o T8 AT DL RS I 25 WL S5 AN AT TPsec ¥ B OQHG,  DRILAE W] LLf#E ] deny ACE ¢
R AL MR NI s S e (0 — D PPl T R, O LR R T 5 ) — AN I B WU T ) permit 7
FVCHL AR AL BB SRS AEAN R () 22 AR Y S0 FC s s ACL IR 5 ff s HLAE N a8 WL 4 N VEAG 17741
A E

RS WA B R S E ACE BRI ZIER ACL. REAMT 51K SOE LR

T | IR W A o L
T
~—

(& ERsnD 4di 5 ACE VUBCIT R H s st .

Fiér—/> ACE fliid 8 . &M RS IR R S I h A
ACE VLRSI AR E e RS 1 DO FARR AR St B IR U5
HARIIZ 5.

ﬂf/ HUE [ B WA SR P KR NI A

MEHE LS ACE VLR B Eyk UL in 2 Wt 26 A BT permit
ACE I, A8 Y
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IPsec %1 ISAKMP |

2: I ARG & R YR Bk ACL

Crypto Map 1
Dy )
A3B | =
Deny
A3C
Permit
AB \
F"ermlt
Apply IPSec assigned to Crypto Map 1
Crypto Map 2
;HT. '
erm J
AeE | o
Permit
A3C —
Apply IPSec Route as clear text E
assigned to "
Crypto Map 2

TR A VR A P A3 R, EHR5S5HEA permit ACE ULAL, AR5 S04 HE 55 Inss i i) ¢
IBEI) TPSec %4, {H LR 5 HA deny ACE UCHT, ASA ¥ 20 a5 Wi vhf| 43 1) ACE, 2R 4%

TR — AN 02 e (Eﬂzlsm’\vﬁaé PS5 e) STl . PRILEAREI R, Rz &
A WCER F BN A3 R, & B AR 5 5 — AN B W o ) deny ACE ILRL, AR5 4%~ —
AN I S AR PP A AR L . Y m%z%}?s%@ 5532 a5 5 o () permit ACE DURCI, 8045 N FH I
IPSec %A% Ciif )N R B o F 7 A2 B D) o

KT SERORBI N ) ASA BCE, FRA T BLG N E M 7 e ASA B 1 C. {H7E, K ASA 7EF
s N b i s ) 23 2085 deny ACE,  Jit LAFRATT W] LA deny A.3 B il deny A.3 C ACE ¥4 3055
1%, It HIR W20 =gt 2 i2Essiis. Nilk, WHBELE ASAB I C L& 205 ACL.
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| 1Psec #n ISAKMP

LAN 8] /in 25 Bk = 451 .

NR BRI T = ASA (A. B F1 C) it & 1025 WSt i ACL:

ZEIREA ZEIEB ZEIREC
10 B g ACE &5 10 B g ACE &5 10 B g ACE &5
F F F
= = =
1 deny A3 B 1 permit B A 1 permit C A
deny A.3C
permit A B
permit A C permit B C permit C B
2 permit A.3 B
permit A.3 C
T BB I R S (R S P b b ol B 43 S TP Hbdik
A B.1 cA
1892.168.3.1 192.168.121 1921682011
;? A2 EF B.2 = c2
NE— 192.168.3.2 — 192.168.12.2 — 192.168.201 2
as — B —m —l
192.168.3.3 — B2 — ca a—
Human Resources 192.168.12.3 192.168.201.3
—— i ——
A B
192.168.3.0/26 192.168.12.0/'29

143514

o

MR EIRKIE S ACE R ORI R 45 A RS2 PPA R T AT TPsec i (L #R3RAS IE AN TPsec 10 E.
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IPsec %1 ISAKMP |
B 2= 0806 e =49

REBE ARk ACE #3X E 3 ACE
FF
=l
A 1 deny A.3 B deny 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.248
deny A.3C deny 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.224
permit AB |permit 192.168.3.0 255.255.255.192 192.168.12.0 255.255.255.248
permit A C permit 192.168.3.0 255.255.255.192 192.168.201.0 255.255.255.224
2 permit A.3 B | permit 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.248
permit A.3 C | permit 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.224
B ANEG permit B A permit 192.168.12.0 255.255.255.248 192.168.3.0 255.255.255.192
permit B C permit 192.168.12.0 255.255.255.248 192.168.201.0 255.255.255.224
C N permit C A permit 192.168.201.0 255.255.255.224 192.168.3.0 255.255.255.192
permit CB  |permit 192.168.201.0 255.255.255.224 192.168.12.0 255.255.255.248

Tem] LN Y7 8] W0 246 v Bz RO, JE A T 0B ACL KA ) 2 4 BEE 73 43 32 ASA fRA AN
T

)

AR OBUAEDL N, ASA ANSCREH 0UHL S H Tk N L DA R ) TPsec it o IX RSB & 1) 2 R4S
U-turn, hub-and-spoke #! hairpinning. {HJZ, #0] AR AVFREAT IR M2 K ACE, MM IPsec Bt
EONSCRF U-turn . B0, ZAEZAW S B F3CHF U-tumn i, WS “permit BB” ACE
WINE ACLI1 f. SZFs ACE U1 R FizR: permit 192.168.12.0 255.255.255.248 192.168.12.0
255.255.255.248

% &~ HHEANEE (PKI) 2 $A
I B AP R B (PK), B3 514 0] DAAE AR sl A 2 0 1 $ Suite B ECDSA 532

FHia Z |l

0 G o s wie b e & 4 F RSA 5% ECDSA 54T M3 T S I0AIE, 780 b b s 4 . ARG 148
A LAGEASAT AR AE PR E I B 5 e

o
i

T AEA X R IEFE Suite B ECDSA &1k
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| 1Psec #n ISAKMP
smznsaATEO [

cryptokey generate[rsa[general-keys|label <name> | modules[512 | 768 | 1024 | 2048 | 4096] | noconfirm
| usage-keys] | ecdsa [label <name> | elliptic-curve [256 | 384 | 521] | noconfirm]]

HIB2 E I HIN N LR Suite B ECDSA £72::

crypto key zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

IR N A0
S0 TPSec it B 203 RN 32 D A3 BC I8 el 48 . ASA FE TR #2 O _L #8372 # IPsec.  1a)3% 143 iL
iR i S BB i 2 ASA $2 FEZ N 5 WL B VP BT A I B AR R B SA P v U IRIE FH F 22 1R SRS

R W 23 o 2 42 FOR KA AR ABAT N Ecti S5 4, 00 SA Kol PR 2 A e Kt e« 1B ot
(R WS T 3 B 4 1% 4 1 2 R 8 AT I i 4K 5 s WS O B TR (/)20 o b4k, Sl R A
NN R0 A5 AR E R 7 C 0 85 S A 2 R T BILAT S 2

£ A4z O ACL

BRI OL N, ASA fLUF IPSec 20 8eid $: 11 ACL. WS 20432 11 ACL N H T IPsec Wi, 1540 H
no % 3{/1 sysopt connection per mit-vpn fir4 .

SAL R U GR5E (25 iy ACL 4 AL VPB4 4 IPSec Fidi 0 ilit VPN B%i . Psec %f M IPSec F%i
FIE B BT G AR, IR IR S B R ACL #5252 PEA

ACL 52 SCEARY I TP i de . Biltun, #8nT LAAIE ACL LURES PN T M ki &5 EHLZ AT 1P i
. (X4 ACL 2K HF access-group a4 ACL. {Hj&, H T access-group iz &), ACL fff
SELEHE b3 e B BH R RLe i . )

TE RS I3 WLl 2 AT, ACL A58 T IPseco RN ARSI ACL, Wi R A 0 53—
A~ ACL 1) permit VUEC,  J1hn s i o fff o . F 1 e 58k 0 1) TPSec J& 1k

7345 IPsec A WG ) ACL A PUAS T E D fg -
o JEFE Psec K5 ORY M Bl (fo?F = (R
© JAERATHESL SA G UL T EAT IO Bt A% 14 i & ISAKMP 37 o
s WEBENEU R, DMERLUE 1T B SR AN IPsec RY IR -

o ZEARTTSR EOFEAR I IKE PhRS I, 05 S A5 52 4 T+ IPSec SA 15K .  (WMEiAUER T
ipsec-isakmp cryptomap 45 H . D XAERLLVF Y ipsec-isakmp crypto map it &4 H SCHEH]
B, A Gemh ORAE ) B SR 2

\)

ER WMBR ACL P ME—JTER, ASA HREINER SCIB KN e o

W AAE A B2 AN WU Y15 ) ACL, 15444 cryptomap inter face iy 2 B BT V1G4 12 4T I
SA H¥li e . ARTVEANE R, WS crypto map T4 .
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IPsec %1 ISAKMP |
B =sz0ac

TR AEA H6 SR b s SRS In a8 WS TR AR 2 N8 ACL, AT BB AE e FE ) 5544 e X
—AN CBUL” N ACLo N WS I N S7 R R R 0 00 SLA R G X A . IRBE A DR AN XS
SR E R AL BE TPsec.

\}

IR GRS I L XA ACL Fil—A IPSec X264k, WIRATAT—ANG R, a8 Wi #5 A 52 4%
I H ASA K-35 AR 5 2 11 10 56 380 28 e S DC IS PRAE A B A show conf iy 2 (- AEAN o 5 ke
PR IE SRR o BB A A EHE R I WL, TSR IZ I s, A s b4 H, RE TN
e,

n# ACL A FFEE R ESNELH .

FATHE A ZAL ] any SCHE /RN ACL R E B H brtuiik, OGS ig 2, Bdl1sm et
WANEALH] permit any any iy &1 A), O ESHATEL F At

o DRYBITA SR, B K AT L PR RN v R S SR DT AT S AR
* BRI P A A S

FEXFIEILT, ASA K B3 Z FE8D IPSec LRI HYITA A uli i 1 o

T PR SCELLRY IR LE B . 0 2RKE any SCHE T permit 6y, BWSEAEILATIONN &1 deny i
AR IR AR BRI, S IHREEEA permit T4,

“

B 'E T nosysopt connection permit-vpn i, REESNEE D A VA GRA deny ip any any
access-list) , RGN VR R i AR 2% BB E .
WA P AR ZEAT AT no sysopt permit iy 4 45 G A 1 B RUT )P 513 (ACL) SKedz hild i i i)
B FE VT ] VPN X SZ R4 W4 BT 107 I, G2 g T 4 il o
FEIXAEOUT, 0 A Y7 ) R iy, AN H ACL, IR v AT SSH I 3 ‘e 4 b 4
T I PN S R 28 ) LRI R M ACTL IE A B, (EL2 TRV BEL L 38 ) P 58482 PR i EL TR O oo
ssh Fil http fiv 4 B A7 HE ACL s A e 2. ef)ifiid, IEZ5M VPN 2153 17 34 1) SSH. Telnet
8L ICMP Jiitt, MM ssh. telnet Flicmp fiv 4, X S8 030 40 V%A N A< Hh TP b

ANVE R NTIE S SR, ASA HORH IR 7 IO 45 456 F ) ACL PPAS LR . 42 IR LUR 2B B0 IPsec
SR L

52
LB GIEH T Ipsec [ ACL.

SIR2 KPR B A 2 AN [R] AN s ISR 44 PR K00 85 R A
FIR3 K IKEv] S ol IKEV2 S i3UB BUINE W, AT 1) Bedii it i ] TPsec.
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| IPsec %1 ISAKMP
g psecsA = wAH [l

YR A IR A PR 0 S AR A2 AR B 11, LUOIN RS IR B AR 2R 4 o

Gt

LEA TR, BB ASA A FRIAMERED, Wm BN 10.2.2.2 I, IPsec fR-4 ¥ N T &
Ml 10.0.0.1 FFAHL 10.2.2.2 Z A HIHE .

IF’Sﬂcpg-a-rs\

Firewall A T Firewall B

IPSec Access List at "outside® interface:
access-iet 101 permit ip host 10.0.0.1 host 10.2.2.2

IPSac Access List at outside’ interface:
access-list 111 permit ip host 10.2.2.2 host 10.0.0.1

Traffic exchanged batasen hostz 10.0.0.1 and 10.2.22 is protectad batwean
Security Appliance Firewall A "outside® and Security Appliance Firewall B ‘outside®

el

ASA A VA TR 10.0.0.1 B EHL 10.2.2.2 R E, W FFR:
* J5 = FH1 10.0.0.1
* Hibr=F#H102.22

ASA A BIPAE M TN 10.2.2.2 B|EHL 10.0.0.1 IFRE, W1 FFR:
o Ji=FH10.2.2.2
* Hir =FE#HL10.0.0.1

512 VAL B AL UL AL IR 55— 4% permit 15 A & IPsec SA [HITE[H

B4 IPsec SA 4 v JE HA

PIRE BT IPsec SA I, S RT LUSE B ASA i FH A0 4 Sy A= iy F SR . S8R T LU R 58 D s I i) 7 7 I e 4
ey A i JE A

IPSec SA fi FHIRAE L3 4H] . S 4H e SA FIZLRGHS 70 S H — i I st BR HT4H . A4S SA
HWRA AR A Ay R A e E . SAAE BN ES RZ JE R, AR JE A TT
YR B SA. BRIAAE Ay 2 28,800 F (J\U/NEF) AT 4,608,000 T-775 (— AN/ AR R 10

2

JRFETD
G B A R Ay A, ASA KB EFEREIE . COBAEBE S ST SA PR Hh S R
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P SR RS A A T A o B (O HL ASA TESRAEHTETN SA, B2k BUAT SA A8 T ) 4 J) A i
FAMEAR N B A8 A AR TR o 00 SR A R R SR IN e A AOS S5 AR B3R 2 i 4 30
(ELRIAS U PC 5 14 A i o SUMEDE 2 AR N LA AT SA 1R A i 430

WA AE B I SA I A A A B 2 AU P — AN SA, HIRAEILA SA RN O vk & Ut
SA. MIAT SA T4 by FH AT KL 5% 2 15% I, SR s — AN B SA.

)

AR IRATER AR R ) IKEV2 BRI AL — S e AN R ) 22 A QIR N s, DUGRE S JE07 L B o R

4 VPN (% H

. CLI F## 3: Cisco Secure Firewall ASA VPN CLI EZ E$575, 9.23

BRATEOL T, 42508 (A8 0 R A FRET X M ESP B AT AL ilid IPsec B A ik 1144
AT A

FERLE R 2 b, b S O T AR A N A, (EASHE TPsec BRIE ) IE W A2 4TI, ML BEIE
(Ko 8ot B T REJCVAIERRS th, HOCVRSIA I H .

SRS OL, 0T IPsec A B B0 0 2 50dis (0 s th A 4R D) g

FHIa Z Al
NG I SO A P B AR PERE SN, BOATOL R AE I ThRE . I REAAE 7 2R

X IPsec A 0 00 3 ] #4c icdfa el e il A FR D) BE
[no] [crypto] ipsec inner-routing-lookup

TR
Ui AEME B 5 DOE M Tk VTI BEIE .

ot

ciscoasa (config) # crypto ipsec inner-routing-lookup
ciscoasa (config)# show run crypto ipsec

crypto ipsec ikev2 ipsec-proposal GCM

protocol esp encryption aes-gcm

protocol esp integrity null

crypto ipsec inner-routing-lookup



| 1Psec #n ISAKM

P

mgsmzns ]

B FHASINE AR 5%

S P A I B RS G R A TPSec BL &, THHAT AT 8R!

LA ACL PLE BRI &, WALl T dr 4
access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

H:A accesslist-name 185 ACL ID, Bl—/NgKoh 241 N5 7 457 B ol 4% . destination-netmask
F1 source-netmask 15 5 TPv4 M & M b AT 1R HES . LEAEI, permit ST BAE S AL TR & 4 F K B
HIL =S IR

il
hostname (config) # access-1list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0
BN e AT R4 i 1 IKEv] #edE, i A CL R a4
crypto ipsec ikevl transform-set transform-set-name encryption [authentication]
Encryption & & 1 F WA & 7 v R4 TPsec 4 it -
* esp-aes — fiff 47 128 L% EH11 AES.
* esp-aes-192 — i 147 192 £ %51 AES.
* esp-aes-256 — i {17 256 A% 1) AES. \

* esp-null — A%,

Authentication fi5 & {5 RN N J5 1A/ 37 IPsec HidiE i -
* esp-sha-hmac — 1 [ SHA/HMAC-160 1E 4 71 53%
* esp-none — AT HMAC &3 56iF

il
TEARBI, mysetl Al myset2 PA K aes_set f& 5 HAR 1 44 FK

hostname (config) # crypto ipsec ikevl transform-set mysetl esp-aes esp-sha-hmac
hostname (config) #
hostname (config) # crypto ipsec ikevl transform-set aes_set esp-md5-hmac esp-aes-256

S [R5 SCAnAT PR A S TKEv2 3230, A LU R 4

crypto ipsec ikev2 ipsec-proposal [proposal tag]

proposal tag f& IKEv2 IPsec A FK, EI—A 1 & 64 MEFF R

QIR SR HEN ipsec PRIXHC BRI, FEMBLE N W LU SR E 2 /IS M se S8 .

i
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hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

FEABIH, secure R AAFR. F A BRI S

hostname (config-ipsec-proposal) # protocol esp encryption aes

-

iy 4 Tk P2 H] AES-GCM 1%L ) AES-GMAC Hvk:

[no] protocol esp encryption [ aes| aes-192 | aes-256 | aes-gcm| aes-gcm-192 | aes-gcm-256| null]

U R FE SHA-2 slnull, A ZIE FEAR IV AN 5324 A TPsec e 44 0L 1 R4 AES-GCM/GMAC
T A N S5, W25 % null S 88 5%

[no] protocol esp integrity [sha-1 | sha-256 | sha-384 | sha-512 | null]

3 E% AES-GCM/GMAC e & Ay I 53k, WA Zik 8 null 5380570 v LLKE SHA-256 ] T-5¢
TN PRF DLEEST IKEv2 BEiE, (H & ] LUK H + ESP 23R

(AP3) & HR B nT LR H B AR f KA i s (PMTU) 240 IF 1 E0K PMTU {8 58 0k SR (R 1 1)
[ET] 8
[no] crypto ipsec security-association pmtu-aging reset-interval
SRR W, A A SR e 1 SR AT BAR il ] 2P 3R
a) Rt ACL ) P 21002 A -
crypto map map-name seg-num match address access-list-name

I WUR RS RV BN 4 H B4 HAERIAS RIS (seq-num), (R FH AR [R] (10 WSt 44
Fro fiiHH] access-list-name fi /& ACL ID, R 241 ANFAF 745 i s HL . 7ELL T 741
T, mymap 2 ISR FR . BEBET SRS 00 10, RS TS — A s R 2 A
FHIRES . P, gl

A5l
FEA TR, 2854 101 1) ACL K20 BC 4 in & Wb mymap .

crypto map mymap 10 match address 101

b) FE A LA HE R 52 TPSec TRy IR (R0 465 42
crypto map map_name sequence numberset peer ip_addressl [ip_address?] [...]

5l

crypto map mymap 10 set peer 192.168.1.100

ASA WH SA, HAK AR BCHT IP Mtk A 192.168.1.100.

iR
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d)

sgmsmzng |

M 9.14(1) FFhf, ASA SCHF IKEV2 %3 B o i) 2 A5, 188 2 n] LA 1 rhads i 10 X
EN

i 5 N B5 W A VPIIRL IKEv] #EHdE a IKEV2 $210 . H B0 S 20 6 471 H 20 A e i 4 R iy
Rsedimmtise) o o LMER L F AN 22—, TEIE M i 2 e 11 AN diaide
W

crypto map map-name seg-num set ikevl transfor m-set transform-set-namel [ transform-set-name2,
-+-transform-set-namell]

%
crypto map map-name seg-num set ikev2 ipsec-proposal proposal-namel [proposal-name2, -++
proposal-namell]

Proposal-namel 1 proposal-namell 55 H T IKEv2 [— A2 Z A IPsec $2IL AR AFN s me
WA H SRR 2 11 A

EUE

7E IKEv] ARSI, i ACL 101 ILECIHT, SA wLMEH mysetl CB—R%E4%) B myset2
GRS BRI T AN A 4 550 SR (R S UL

crypto map mymap 10 set ikevl transform-set mysetl myset2

CRI3E) AT IKBv2, W72 K ESP I M1 43 50 M ] 1Bl fmode. It Boifli i J5 4R 1P %%
L RN 7 © N H] ESPe
crypto map map-name seg-num set ikev2 mode [transport | tunnel | transport-require]

« BREREI - CERIA) Phe O B s BRI RECRE ESP I A5 4 B0 ik A 4 A Jit
B IP H A (IPHRCRANEHED T Bt 28 s sl AN H ik . BEA 4R 1P B ik s
RN, A E 1P Hs b i 4k
AR AR VR I 28 55 W9 248 152 2% P A TPsec AREH . At A2 UL, B AR QR EHLBAT s . i
H 25 I Rl B PR i TPsec BEIE #4 e o A iEs H 2 2 i 4 TP SO T4 HL A A 21 H A
ARG
BEIE A LA AT A S i R G R AT 3R AT IPsec DL FEIER A T LABS (3
WO AIHRERERLN, Mo N Ren e BRIE A, 10 Gk g T R T A (1 B i T
IEVEMTE AR, Bl BRTE 2 50— R TCVEAf E

o AEHIAR - B BEACR AL R, HT IR SR AN SRR IN (AR BB B AR AL
R, AUINE 1P A, R4S TP 4R IRFAE
PRI A B B B LG I LA 7 0 AR VE A IE I 4% 1 0 e B Bl 0 i e ¢
PERTE bR AR, W LU TP 1S Hh 045 S E Fp ) R 2% b PR R AR BE (4512
QoS> o AR, = 4 RIS BINEE, IZAt B 10 s A

o AL - BRBIACR N AUERRE, A SRRl BB E R

Hor, tunnel 3R BRI, transpor t: R i R AL, I SR A AN S, AT L]
B FIBFER; transport-requir eds Rk = A S it AL H R .

CLI F## 3: Cisco Secure Firewall ASA VPN CLI it 3579, 9.23 .



B ozssnswns

2)

IPsec %1 ISAKMP |

%%&%@ﬁﬁﬁ%%ﬁﬁ%ﬂwmo
i, BB A B
o WSRO Ty PR A i i N A BRI R T B, At AH (DR & IE AR
o WAy AN A AR i W Ny DA A i Y, i N AN 2 (AR SR E AR
o WAy PN A AR I W N O A s B, R N R A0k AT IE R BRI
o [AIRE, SR Ty o e s B AC i N Jy D BETE AR LK, NS REAOE “RATIEFRRRIL o

CRIE) DnSRAREAT o A A oYL, T 0 I RS 2 SA Az A 1.

crypto map map-name seg-numset security-association lifetime { secondsnumber | kilobytes {number
| unlimited}}

Map-name $& 5 I WL SR 24 FR . Seg-num $i8 52 15 4 liR 25 I Wit 4% H )75 o 8] L3 T
V) Bl A i P 0B 5 B P A 2B i I . R, PITAR S Escs 1R 2E i B AGE F 13 05 ) VPN, ANIE
T Y5 8] VPN,

w5

DR BKE I Wi mymap 10 FTHI A= dir AR 42 2700 B2 (45 4380 o & T-90 0 A= v FE 3
A

crypto map mymap 10 set security-association lifetime seconds 2700

CATE) H5 58 40 0 I 25 W s SR I SA I IPsec BEsR 58 4> [ AR 25,  BAE MG 25 AR BRI 1) i
KK PFS:

crypto map map_name seg-numset pfs[groupl4 | groupl5 | groupl6|groupl9 |group20 | group21]
il

IR B SR AE R 5 i mymap 10 B R8T SA I L4 PFS. ASA 7558 SA il | 2048 17
Diffie-Hellman 2= 2504

crypto map mymap 10 set pfs groupl4

Cr ) AR I n 28 i 8 4% B AT A 3 482 3 FH O 1) i FHAE N (RRI)

crypto map map_name seg-num set rever se-route [dynamic]

R AR E AN, W RRIZERC & I 5S4, RN & 5 O oyl b 2 i R e AN AR
ASA T] E BIK i A th A 2 thk b, JEm L8 OSPF 1% FH I 4% Bl i S b 2 1 15 X 4
B anEBATAYE/ H FR (0.0.0.0/0.0.0.0) $85& 2RI L%, 218 RRI, 75 W< 5
BRI O

W R e BhA, AR IhEE ST IPsec %242 Bk (SA) I 6% RRI 76 I B3 IPsec SA Jo I 4% 11
iR

ENA RRIAGEH T2 T IKEv2 A5 N 25w
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eigasmzns [

i

crypto map mymap 10 set reverse-route dynamic

YR 6 R I ST SR N T PEAL IPSec Ui AOFE 1 :
crypto map map-name inter face interface-name

Map-name 5 52 I WUHE K 4K . Interface-name fi i ZEIL i H sk 25 H] ISAKMP IKEv1 HrE [
AN

P
FEARGI . ASA F2 I WS mymap PEAGIEE AN U, i HOZ A5 il 2R

crypto map mymap interface outside

B 22 BN 7SN E AR 5t

BN INEE WS AR T EAT AT S B I W o AW ATV — S SRR, e SR S ek AE
JE R TPsec BT 45 RANASIRI,  LAVCHCN S5 AR o U SR G ARAE I A 0 8 R v Al e o) S5 AT
1P Huhit, ASA K51 h AN s MEX SR B AT REIE . IX PR D0 A A T LR R R 25 A

* HA B A H] 1P bl s 2544
LAN [HJFIZ ALV i) %) 45 A4S il LAASEH] DHCP SRICA HT 1P itk ASA JUSHT b E J5 BB 1E
* A% I 1P Mk frer 2544
T SRZCRE VT ) B PR 0] A5 A4 i HAT Sk 2 LR % FH TP kbG8, LAN [AIF%IE 2 AT Tl 1)
LHIMZAE, TR E A, 2R ] T4 57 IPsec SA.

A A L B A N LS P B Y, S AT REAN AT Bh AR A3 B ) TP Mkl G DHCP s LA /575D , 1
HAETTREA i HoAh & P ity )& FH TP bkl B eI UM 43iL) o VPN %7 il 1 A 1A 1P
Hbs X EE P i B A A WU R SCHE TPsec AT ltur, Skt IKE W a5 U a] m) JRE VPN 2
Uiy o3 P TP Mk, AR5 i 1% 1P Mtk SR P i IPSec SA.

)

AR AU LR transform-set 4.

A INE W T LA TPSec A 'E, FRATEEBCAE F-AE B & BEME TG A 52 X S5 1) 19X 285 o A FH s 2
SR . X TR VPN &0 (Banigsh D RIEREBh A/ BC I 1P shhk (8% th 28, S0 3 &
T WSS

Je

Ron AESASINE WU ok any SCHE T HI T permit 25 HIN, GG IR permit 45 H AL S RO R T g
WA AR R, RIS AN FE K deny 25 HAfiA ACL Hh o 2R ZAT 1~ M Hk
itk LK IPsec AN ARA AL AT HAR IR AT deny 45 H .
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B ozasnznsg

SN I WS 5 TR R R I B (P R S5 AP RS SA . ASA ANFEAT FH 2l 25 2 Wit S [ s R ) 4%
R AL, . A IS WL i, G B v s UCAE ACL A i) permit 2% H I H. M ANA7AE X B K
SA, N ASA ¥EFFZiiE .

Jon s mute S B T DAL HE S0 A A WL o 50 2 T B S B s T 4 Ak S P O 0 e A PR N e B (R
CAINIZEA&EFYS) , PUMEASASCTPL A s w s . A 7EHAD GE A B4 HASILRD
i, B4 SR A A I .

AN m i SR, B AN EE wi b A A RE HLAG AR [R) B A WL S AR BT A sl A It . shas
J75 44 DX 43 sh A I AR v R sh A s mi s o a0 RIS EC B Bh A I W, 1546 permit ACL, A
= ACL briR IPSec X AR BRI . I, ASA K352 S AR T BE bR o

A

ER N TR I R T AL 1 B B A I S SR B ASA B LR R, 200 H A O ER DA £
LR RN IE N BRIEALIR IR, 5 ACL IR MBS AN WS o e & L FE V) il BEE OCHR 1) ACL
I, U ANOPR IR IE S . CAEREIE R 5 AP B i 6 PR N 222 o

T A SR A R Bl 4 H o B80T BLAE /NI s A vh [ I 60 25 i S A 8 2
S IEES

FE1 (W[iE) ¥ ACL /L 3 AN Wb
crypto dynamic-map dynamic-map-name dynamic-seg-num match address access-list-name
SSCKE B AR RIS N (R4 IR LE 7 . Dynamic-map-name 55 51 FH EL A 207745 I3 WL s 4
H 145 Dynamic-seq-num $& & 15 3l 25 I35 Wi 4% H XN R 745
Bl
EAZREIF, ACL 101 A BLL A N Wt dynl. WUl TS24 10,

crypto dynamic-map dynl 10 match address 101

$HIB 2 f5E MBI WL VL IKEv] B E 80 IKEV2 $4i0. fli %y 40 IKEv] #4858 IKEv2 $2
W AL A 751 H 2 AN AR s i (e m i) -

crypto dynamic-map dynamic-map-name dynamic-seg-num set ikev1 transfor m-set transform-set-namel,
(transform-set-name2, ---transform-set-name9;

crypto dynamic-map dynamic-map-name dynamic-seg-num set ikev2 ipsec-proposal proposal-namel
[proposal-name2, -+ proposal-namell]

Dynamic-map-name 5 i€ 5 | 1 T 21125 1185 S (17 0 2% e 46 H IR 44 FK « - Dynamic-seq-num 4552 5 3))
AN WL 4% H O B 175 . transformeset-name & 4 {6 i 518 2T L # B2 1 44 FK - proposal-name
A IKEV2 $i3 5 — A [Psec S 44 FR.

i
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$IE5

agssmzng |

7E IKEv] ARG, JiES ACL 101 UCHCHS, SA v RLHH] mysetl (55— 4c2) i myset2 (55
ARG, HARIGR T WA AR 0 AR 1) A AR UL

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

CAre) AP R AR o5 4 R F ML, T8 W shaA s W 5 H$a 52 SA Azvi Ji 39

crypto dynamic-map dynamic-map-name dynamic-seg-num set security-association lifetime { seconds
number | kilobytes {number | unlimited}}

Dynamic-map-name Fi 72 5 | FH CL AT 3125 I 5 10 0 2 i i 4% H 148K . Dynamic-seg-num 35 52 5 3))
AN Wi 4 5 X5 N 5 Wﬂuﬁﬂfuﬂﬁﬂ&%&mEﬁiﬂz%‘%&ﬁﬂﬁ/\i T, (HE, PriEirdidE
I A i A WIANGE T A ) VPN, A& T F2 15 ) VPN,

w5l
SR BIRE B 2 I WS dyn 10 (I 0HIS A= d JE 46 R 48 2700 B0 (45 208D o FEF IS R] 0 A o 530 AR
B,

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

(ALY 385870 M e Eh 2 0 25 W5 SK 5T 1 SA IS IPsec BEsK PFS, BN 1% 7E M AR 20 (1375 3k
Hi5k PFS:

crypto dynamic-map dynamic-map-name dynamic-seg-numset
pfsigroupl4groupl5groupl6|groupl9|group20|group2l]

Dynamic-map-name 15 & 51 HI CA7 B A s s 1) s 4¢ H K 447K .- Dynamic-seq-num 4552 5 3))
A R 4 HOG Y

B UE
crypto dynamic-map dynl 10 set pfs groupl4

K Bl AN W AV 0 3 i A s Wi Ak v
VB DR 5 | T Sl A5 IR SR 0 0 35 TR S 1 Bk Jn s WS R P DL SE R AR 46 H O )
crypto map map-name seg-numipsec-isakmp dynamic dynamic-map-name

Map-name 5 5& I3 WA 4 7k . Dynamic-map-name $i5 12 5 | I &A1 2785 I3 Wi 11 in 2 s 4% H
IO

TP

crypto map mymap 200 ipsec-isakmp dynamic dynl
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B =eusans

TE{ ﬁll\\lﬂj JlTLl'é-_t

T UG AT s g AN IKEVI XS5, DR CAR . SECE X T34 8] VPN AER A . IKEv2
ASCFF LTI RE

WA ARFEEARRI, ASA K5 T DRI WU SR SR B IE . B kit 2 O
LR R RIR A4, I HAZ SEAARE BRI 30 2844 iﬁiﬂﬁ%%%ASAﬁ LKE A SR
(RIRfEEAK, FLRIPN R RO b BRI ASARFAREE S TR — DX AEAR B o 22 55 03 WS SHR (1 B A 6T
SEAHROIGI, ASA HFIRIRIR A1 ZE — X AEAA

=12 |Psec VPN

&=E IPsec Fit &
{5 T LA B S S TR A A%, LT A% TPSec LB LS .

RIATEE IPSec L BEEH®

show running-configuration crypto BAINERCE, BHG IPsec. INEWLGS. 3)
%\jJLIJ‘ W F ISAKMP

show running-config crypto ipsec BIR5EEEN] TPsec L & o

show running-config crypto isakmp BN SEHE R ISAKMP Bl .

show running-config crypto map b 7R SEHE IR N % WL O

show running-config crypto dynamic-map YRR DA NS W

show all crypto map WORITHBCE S, AR B UME IR LR &

show crypto ikev2 sa detail e et s B WoR Suite B HASCFE.

show crypto ipsec sa TEHUR S 2 I SR U W7 Suite B HVESCRR
F1 ESPv3 IPsec #irth

show ipsec stats TR SR I ST R K IPsec T R4
(15 o TFC Hdi 0, LA A3 A RO I3 ICMP
B R4 R ESPY3 4iitfn B

EHRNRELZLBENEY

T LU HE ASA (A PTHE S 1R E AT &b )m, AR Eh. BOAKE UL S48 IkThae
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e En ma s ten

{1 reload fir & F B 5 ASA. WHRBEE T reload-wait #iy4, WA LU reload quick i 478 i
reload-wait 1'% . reload Fl reload-wait iy 421G FH T4 EXEC B, XA 2 HEA S isakmp

IS

SR AR T A I a2 1l AT LG ASA #1508 R S Dh g, 1B Sl 2 i S U N T BL R
S 1A 55
crypto isakmp reload-wait

i

hostname (config) # crypto isakmp reload-wait

T 3 5 A () 3 SR & R

TR VT I B LAN (8] 23 1 T RE T2 L8l N 2R, . ASA SRR R 3. S il s ORI | il
I R N ) B B D)W

ASA T DL ANA K 045K (78 LAN [MIECE B VPN 27 0D 23 iR R TT o 50380 A4 fr ) 45
B e R NZ R AT, JRR I B R H S e di i b . BOAS UL T 248 Thag .

ks ) i AN A A AL LR I
© DA AVERM 2%
* IBAT 4.0 BOE SRR BAT IR VPN B e T ReED

=

i

HI T 1PSec X SEAA W ITIE AN, 1575 A5 a2 17 58U A eryptoisakmp disconnect-notify

o

> T

AR 2RI

A LU T U A AERA S I SA PR R R A AR W R R LR AR, TS BRI
SA DU O Sl B R @ e . i ASA IEZEALPE TPSec W&, 1 H G M T B ST R
MR 4> SA e o X F R K, 8 ASA IEFEALH /D& IPSec i i, IEHEIRATIE IR IEA
SA E 4 FE IR I [] o

RN TR LAAE R Sl 2 A SR S AN ] BL BR AT ED BT 4R 4L TPsec SA (T4

R 4 EBRFIEF VAL IPSec SARIHS

clear configure crypto TR 28l A4S IPsec SSRGS, Bhasinssme
5 A ISAKMP.
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clear configure crypto catrustpoint MR EE4E 5,

clear configure crypto dynamic-map MBS A Bhas s st o A4S TN BRRE a2 A 2 WLy
R o

clear configure crypto map TR A I 2 W) o B8 T ) SR 5 Tl S 1) O e
Fo

clear configure crypto isakmp W55 384~ ISAKMP B & .

clear configure crypto isakmp policy MR T ISAKMP 550 B 2 SR0%

clear cryptoisakmp sa B2/~ ISAKMP SA $di 2

BRI Z MRS B E

clear configurecrypto #ir & G35 i FH T IR AL E TR NS E, XUl S AT Psec, N3 WL
B INEW . CA G Fra e, iF WU FLE A ISAKMP.

WEE, WA SHN cear configurecrypto it 4, WPEHIIER A IS BCE , AT IR .
HREMGEE, ES 0 (CiscoSecureFirewall ASA &% ir42%) 1] clear configurecryptofir% .
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L2TP over IPsec

RENHUTLE ASA FELE L2TP over [Psec/IKEv] .

* 5T L2TP over IPsec/IKEvl VPN, 41 71
* L2TP over IPsec HI¥F A EEsk , 5 43 7T

* fit & L2TP over IPsec HIRTHESAF , o8 43 T
o WEMIFIRRE] , 26 43 00

* i ffl CLI il & L2TP over Eclipse , 5 45 {

* L2TP over IPsec DJfg 7 sidsx , 25 50 1L

5% F L2TP over IPsec/IKEv1 VPN

2 JZBEIE VMY (L2TP) & AOVFZEFE 2 7 ding 4 FH 2 JL TP 9 2% 22 4 b 55 b 4 FH 9 4% R 45 28 1815 1Y VPN
B%IE P . L2TP ] PPP over UDP (i [ 1701) k3 ik bk i 4 306 B4kt
L2TP WM EE T2 71 i/ IR 2% 2. LThREAE L2TP M4 IR 2% 7% (LNS) A1 L2TP 5 jv] 82 %% (LAC) 2.

(A7) HC . LNS 184 752K AR S W45 W OC 18T, 1 LAC W] LU R 5 454 N IR %5 4% (NAS) B —
YR L2TP %% )7 i 1) i B 4 (W1 Microsoft Windows. Apple iPhone &%, Android)

FERAE YT )5, ] IPsec/IKEv] BLE L2TP () 1 2A0AAE Tefe 1wl Bhadi i A 3% 1P 4%
1] VPN, el M oeel b gk, b bt nl LT POTS MAEMTAL B SCBLEREVT [ 53— ML
RETC T IR VPN ) b A5 AR A AR 2 P S

\}

JEFE L2TP over [Psec TP fX 3 EF IKEvl. AN EF IKEV2,

1§ ] IPsec/IKEv1 A L2TP Bt & s 7 F Tt =85 478k RSA B4 AVERUET, WX HshA (M
SFFEA) IS mut . ARSI B O 4 58 U IKEV] LUK L 3 4 ol RSA S M Bl E o A7 KL &
L% 4H . RSA FIB AW 0 BR, 8 S i IR R B f Th 2R 41 52 “EUCFiE 157
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\)

L2TP over IPsec |

iR

7 ASA |, 1 IPsec () L2TP f.¥F LNS 5 Windows. Mac OS X. Android FIUEE 10S 2544k R4t
AR ACHE VPN & it AT H4E . ASA EAGZEHEH IPsec [ L2TP, ANSCHRHUMAE H A3
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i@ WERTAIEZ N EJSH SSL VPN, A& 15 0 LUK BT i IX 6z 512t VPN A7 3811 2

& HEEE X MEIE I A I TN VPN U4l . XMV T8 CPU 713k, 24
P& 1EMIE CPU _Laha, Hit 2 A8 0 Ei VPN S 6ix M S A2 o 5Pk b

VPN G 8B R B MR R FHITRIEH

& WIS Firepower 1150 [075%, 45684344 100 KTl /* 1) SSL VPN YFATiE. 7
VPN GO, A PR AV 200 A IFAT A TBIE LRV 100 AJFT21E? R
BRI = B f, A A 100 G IVERTIE, BN A8 30 300 AJFF74
7

% A VPN SIS LT, BB A T aRAS, RS AL AT LIS R 0 R & RO
YL B 0 2 TR IR, AL b 300,
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ASA 24E )i F VPN G g 35 i jiAer & /& A A AE e N 3 VP nl e o 2 SR K 2145 %4 ) 3DES 8%
AES VFrliE, ASA 2FH1kAH VPN féidy i, AR VPN S84 2401817 3DES [
Bo'E, BRARVEATIE ARV Al

o B JHE F AT T RE AT RO SR T 2 A VE AT
o REIR BENK T L Z0AT A I 1Y S A 22 A VR AT IE A RERT 5 25K

VPN £ 58 B R 514
IS VPN SO e AR, 3 57 Ui,
* BOAE UL T 45 VPN 8 . it 08 B VPN f it .
© WASERCE AL MDD BRI (PR e AT S 25 AL 44 FK outside Al

inside.
AT LUEH interface Al nameif 4 k1 S84z L1 C & AN R ) 44 5K
o TSRS E L TP bk T 5 A0 HE 10 . 7 418 A R4 1P dhhik . UDP im0 (s 2

F IPsec JLE %4,
o IMINALI T B8 AR AL S [/ — ANMERFRFE A : TP bk, e s & fug 1 .

Bl VPN T 405, it 56481 crypto ikevl enable #ir 478 ] #6542 03 ) IKEvL, [
NG E N, 0, fE2aICE VPN G 20 i35 sy, okl B0 15 L .

o RS 32 F/ 3 PR & MR FE RS 5l VPN Gy i, WIASZREARL CA ThaE. At CA ANEEMNE
TH5— CA; ©HBEHER CA.

VPN 52 &5 14 17 4 ) 70 BR

FEEHNERR

VPN S S8 AR AR LA 2 7 i R R (R R s 3 2K
© QAE P (3.0 BRAS B AR
* ASA 5505 (JUAET 5 VPN %) b )
* Firepower 1010 (FI/EfA %) VPN % 7 i i)

* 7 IKE T E 1] 1#) [0S EZVPN % i 4% (10S 831/871)

& RimEEEm

VPN 18341 v] 5 IPsec %% )7 i Al SSL VPN & J g S UERC AT « BL4E LAN [RIERAE N 16 i fr 3L
fib VPN #2575 (L2TP. PPTP. L2TP/IPsec) ] LUEREF|ZEH G T VPN F13k i) ASA, H
ANBEII VPN 4 2% 417 .
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MEA ASA T ST BT I B Secure Client&E B 53 41 URL B, 40A4E %A ASA 7
BHAT LT A

o fF A VPN 7k 545 fe il (IPv4 F1 IPv6) 4] URL Jo & AFAN e By in) 3 2 0 B S0 f:
o UL AR VPN f 3y o JL b kAT B 41 URL.

R
ASA SCHFREAS VPN S84l a5 10 5 &

(L3¢
LA FREAN AR VPN St

FIPS
FIPS A7 HREERE N

UEF I IE

{#i Fl Secure Client 4 VPN T B M HATIERIAE, I HiZEBaE it 34 1P bk | @ m i, %%
Uit 3 b TP M hEREAT BT I A FRAS A o I O TR A2 1) TP Mk 2 AR E 15 A FH 44 B 3= 4 F 44 Fk
FI e G d TP Mk B AT BAE IR e B, MAZAE Bl A al i .

EPERFC2818 Hhs UIHEN, WRIF B ESH EBEAAR, KNS EBERAMH T4
A, JEAMAHA . R CEIE DR EREZSHEFRT, o ERIHE B IRS 21 1P Mk,
XA ASA, TP HuhE 4 1% ASA HIP. 7E VPN S4B AT, ZHaEE G FUE Bl E . anif
ZAE ] —ANIEF, WHZAE 5 % B A S L 1P HihkF1ZH FQDN [ SAN ¥ &, FFM AL araEAS
ASA K] IP 1 FQDN HIM#E & 4 H AP e R Zal Ml ZAE, WA ASA FIUE BN A
A RERLIP. 41 FQDN f14%- ASA [¥) IP #iuhi A1 FQDN (1) SAN 4" Ji#.

22 VPN fa#hE

752 HHTE 2L DNS fEHT ) VPN g B s b, DA 200 B b8 Anqn] ¢ e AR A7 I 1) (TTL) . Zi
DNS 11 8351 lil & 5 Secure Client JEINBC G, MEE ASA FIBFIETE L, ASA 4P EH
HE S FR A AR A IR  WURAEFANSEUERT, SRk, AEBSER R, AF K IP Hutk
ARSI AT (L o T AR S N SEAIE T, DNS B8 B S AN[FI K] ASA, VPN FEiE £ k3.
VPN [ty 1 35 171 28 5 #7308 3 48 Cisco Global Site Selector (GSS). GSS 14 Ff DNS #EAT /183947, I H.
DNS M AT I A A7 0] (TTL) {EBRIA K 20 B dn S48 4E M GSS i TTL {H, AT DL 2 FRaE B K
LR AT REME . M P N SRR TR SRR I, 80 A S A AT DAk S 0 B R Y B R A AR A 1
I TA]

S I AN FEUE IS TR], a4 n] LA FEAE ] Connect on Start Up.

IKE/IPSec & £ *EX
SERE NS S iE AN [A) 25 3 VPN 53 i g b0 4 b 10 86 T 4o
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BLE VPN a5

WEREEIAT AR G L, AR 200 L PP A A [R] R 2% (1 A B 22 ASACRAE B RE &
T AT DOREX 8 e 2 o B L 1 0038, IEThREAK A VPN M, i il it oE Il &
PEEBARII B, IIMTEDTA B Z R0 FC . VPN SR i nl LS Bot A H R oe i, SR 4L
e R RE M R G T I

LI VPN 78, UEAL IR G B AT B AR

o FESLAE R VPN Sak @4l @ vk LUC E VPN Ak dl . X AR L 1P Hlik. UDP i
CINFEED) Rl IPsec SL =2 4] . BRI & AR SCAN, dIP T 2 5 38 A8 20 H AT AR TR R 2
=

» T F T VPN SO i OB B (L AR A TR A
Bedtro BCLL(D BT 5
73 VPN G185 @EL E » T RED
H VPN SRR AR AL SN AIE (HD B0, iUT LR,

UK

B 1 7E vpn-load-balancing B E B N A\ w7 |bpublic JCEEE ) interface 4, & ASA LRCE AJLHE:
Flo i A IS VPN 38 D e i e 24 33 1 i 44 FRel TP M hik

Tl

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

N
>
N

1t vpn-load-balancing Mt B T AT AT lbprivate S8 1) interface fin %, 1 ASA L E L HI4%
Flo i A I VPN S 88 Dh e dia e L 135 11 (0 44 Bl TP Mk

i

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #

TR 3 BE LA NI B e, VR 1 2110, ZMEHEE7R, B fE R S sy 3 W
R EHBEIN, RO T AR R A KRR WCE RIS (1 10D, R A O AL )
BT REE s o

i
B, i EAEL N A B 6 ARG, R LU T i 2

hostname (config-load-balancing) # priority 6
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hostname (config-load-balancing) #

SR TN I £ N R g bR e, RN nat iy & AN 1% 2 17 NAT srEcHuhl . v BLE X IPv4 il
IPv6 Hihik, W] AR e & 10 M4 .

IR

W, G I 4 IE NAT Hidik 192.168.30.3 1 2001:DB8::1, &4 ALL Fr4:

hostname (config-load-balancing) # nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

B E VPN 1 3B B 1t

o

LI

WE ARG BARCE VPN SIS m T, THHAT LR 5.

7E4 Jay i B A N 4N vpn load-balancing #ii 4, 5 VPN 724

-

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

I 2K E N vpn-load-balancing BB AR, W] DAAE I ip i B AR S a3 I i e 7k

OB e e A T B AL TP shb s se & MR e 44« 1% 2R AR IEA VPN T3y 8741 1) s — 1P Hohik
B FQDN. fEASLFMHLbEYSEIN, SRR T ASA JLZ 1P it . 2AZ0F8 2 IPv4 G
] LLE PR AL TPve Huhk .

w5l
P E L IPv4 AT IPve Sl R LL R a4

hostname (config-load-balancing) # cluster ip address 192.168.10.1 1000::2
hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing

redirect-fgdn enable

cluster key *****

cluster ip address 192.168.10.1 1000::2

cluster encryption

B4 VPN T B L BN & IPve bk, A 5E4T IPv4 Hib e B . AV C ¥ R 42 IPve Mk, T4
BEoRERRE .

hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing
redirect-fgdn enable
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cluster key *****

cluster encryption

participate

hostname (config-load-balancing) # cluster ip address 1000::2
ERROR: Virtual IPv4 address is not set

BB 2l . iAo &2 51 VPN 734145 ¢ UDP i . BRIAER 9023, Wity
— I LA b 11, i NSRS ARE T 344 K UDP H b 115

=1
Blhn, s D W E D 4444, TEANLL R a4

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

(Al3E) b VPN k341 )i i 1Psec In% .

%ﬁi)@&ﬁﬁ%bn* %A ] LA FHEEE H] IPsec N o ﬁn%ﬁaﬁﬁtﬁiﬁﬁ'r-, DA E RS UE L
4], VPN Gty i 20 7 1) ASA TR H IPsec 1) LAN R BEIEBE T A5 o B R AR s % 46 2
WA A R B, WA R .

B VPN a4 n %, 2518 1 crypto ikevl enable #ir 476 A #3211 L ] IKEvL,  [\INHE

SERERE O B, AEZRECE VPN G 4Un s, i B 59 S

WERAERC E A2 3 T IKEv], (HTERCE & M /i O 25 M, WTERI participate iy 4
i, SRR &R, A ZAE TN .
Al

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

WA H AN, @i cluster key i 245 € 1Psec JL =% 4H . 7R3 H IPsec I )5, ZmA e
JE IPsec X SR 2 [A] (L3 B o e e i N B 25 Sl o Ry 1E 28 E’Ji%?ﬁo WU EE A N
M (g, I ﬁL@ﬂEEP/Eﬁ%J) , TEHIN cluster key 8 key 4o

w1l
B, IS E Ol 123456789, A LL R4

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

Hi participate it %, ik AL
il

CLI F## 3: Cisco Secure Firewall ASA VPN CLI it 3579, 9.23 .



sAAMEm |

B cremscreganEsn

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

T—3#ita

MEA ASA T S AT 7 BB B Secure Clienti®E 3 55 54 41 URL B, 84078 %/ ASA
Y PAT PR A

o AN L AT e Ul (IPv4 FTIPv6) (K40 URL B B AN s A7 ) i 3 e B 0
o AT AR VPN A I A Je bl & 240 URL.

{#i ] tunnel-group. general-attributes. group-url #iy &g & iX 452 URL.

BRERTEZREHZEER

Nil

%

BROATEOL T, ASA Hex i VPN G b4 s ) HH (K] TP bk A 45 7 P i o S0 SRAR T PRAIE 5 2 T~ DNS
YRR, USSR L ) 23 B B0 % N AR A TE R

B VPN D5 10 4%, % ASA 7E4 VPN 207 il FE o) 28— AR s e (AL iy 50—
ASA) I, W LU % 17 DNS £ #RAE I 53 B4 10 58 A BGE A (FQDN), i AZ HAME 1P 4
fik.

A vpn load-balancing BExU Jit I ald FALE FH 58 43 B e 8044 O FE 1], 15 A6 4 J C B AU A H]
redirect-fqdn enable fir 4. BRI FEEH ILAT A o

FHIa Z Al
I VPN S Yot LB AN AN A B 24 1, 2L T AR ) TP 4 2 T

i VPN 183515 i H FQDN,
redirect-fqdn {enable| disable}

-

hostname (config) # vpn load-balancing

hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) #

PR ASA AEE: 194 Hils 2] DNS Idsash Can R H b i eiX 264 H D o B4~ ASA 45 TP
HuhE#R N %95 — A5 G DNS 4 0 Fardk. 0T m ardk, thaZiis fixee DNS 4 H .

{# i dnsdomain-lookup inside iy 4 5 245 18 1] DNS Ik 45 2% 194 AT —F# 110, 7F ASA )i H DNS
k.
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$IB 4 7F ASA 5E X DNS fiR%#8 1P #ilik. #14n: dnsname-server 10.2.3.4 (DNS AR45%5 1 1P #ibil) &

VPN £ 3518 EC & 7R f5)

ER VPN 525191 CLIECE

LUF VPN S 33491 iy & ey R il a8 — 4 i Se s ROE A D M K L i %, KA s
S RE D test, AL E L LHRE N foo

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if)# ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if) # ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing)# nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) # cluster port 9023

hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) # participate

EF VPN & ER

VPN AT AL T 7 s WAL BB 6 ASA FBCE I R, JErP 535 8l Secure Client F1JC % 17 it 2%
IR, DR R T 0 BB s/ TR BRI d K S VF & i . Wi R4 K ASA 7R 100% (75
Ci, AT R 88 TCE ) JEHE 1) B 20 (R . 3 ASA AT RE SR N A O, (HAT L8]l fiedd
TARESAERF GRS, K T VFANIERIR SR NS %, 6 ASA #Ge b il B ok
PRSI R B IEUE, ARSI SEUR . 551 ASA fird 2% (1) -sessiondb summary iy
Lo Wt R, AEESSIEASME R T M. EASAKARECH (FilsIREsiam , 4
1 AT S L B A L I RR . ASA WIS, AL T ARE SPIR A S AN TR (2% T S
B, AT SC VRSB R #A0 H HVF AT e

PUR 7R B8 T 100 /> SSL &% (NIEShEiE) F12% 1 SSL f#. XEHE AN & ARG 34k,
Wi, G IEARSTE N VPN Sy i i) 74k .

hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active
Encryption : enabled
Cluster IP : 192.168.1.100
Peers : 1

Load %
Sessions
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Public IP Role Pri Model IPsec
192.168.1.9 Master 7 ASA-5540 4 2 216
192.168.1.19 Backup 9 ASA-5520 0 0 0
“ Vb - NS \
VPN £1 £ 18&89 Thee [ £ic R
Ihiae AR N eEER
i SAML [¥] VPN 471 8% 34 i 9.17(1) ASA BLESZHRAE ] SAML 543 5615 ¥ VPN 41 %
VPN 8 7.2(1) SINT HIhRE.
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JEFLL 25 1) ASA SEli L& AN RETRT L H R A HTh g . AT H I — 2T fg.
o WEMPRIPRA] 25 65 0T
* M IPsec LA%et ACL, % 66 i1
o WL N (Hairpinning) , 5 66 TT
o WE B K055 IPsec B SSL VPN i %, 5 68 1L
o A FH P i BB PRI B TR B2 IR TPsec 25 wf& 1T 9] , 5 68 T
o PN FE TP JERE S NAT 20| TP, 55 70 1L
* B VPN 2GR, 5 72 00
o PRI BT S e . 28 73 T
o BUE IR, ZE 74 L
s MLESESFIEE , 574 0
o Fo B VPN FBiE , 55 75 T
« ArEGS) VPN 245, 5576 1T
* KT ISE W& SEitE , 5 77 5L
* BUE Eg SSL WE , F 82 1L
o TG gy Ie il SSL EH AR , 5 87 1L
* FF4E IPsec PRIE LA , 2% 88 L
o AR A AR AT WO HERR 28 92 T
* fffFH SSL v &% » 5593 L
o WA R 1K) ASP 645 H , 55 94 T
* M\ ASA i5F% WebVPN fit & , 25 95 71T

JE T A PR
LA I AR
R

(7] I S HF AR SR 245 . FEAH R RRAS Y] (ASA B RUERVE CLI AL B AR TE) h, A RAEZ S
AR A 12 DL AR A SERRCAS b BT I P 40 05 B RDBT I RE, 15 1 2 5 Stp e
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. Eo & IPsec LA%Eid ACL

HHMVPN 25 |

B K s =
DR B KA 52 30 . ASCRRIE IR

P 2% 3tb 1E 5 45 (NAT)

B0 NAT Jic & v RS B, 15204 (Cisco Secure Firewall ASA 24155 k8% CLI il B4/ ) (13
FHF VPN [1] NAT #54>

Mt & IPsec L1%5%5 ACL

WEAEAK AR AN H Ar$z I ACL PSS R SR VK B 1Psec BEIE T A B4, 15704 e B A X
N4\ sysopt connection permit-vpn 4.

WA AL T ASA 2 )5 BT VPN 45 28 3F H AR B K IR BE 42 5 ASA PERE, WA RERT Zgenl T
IPsec B M0 ACL. W%, FEATH access-list it 44 /oY IPsec Fdatuff) ACL, FH¥dLmH
T A ACL wT AR e R v ol ASA V)i &

PUR IR BIEARK & ACL M55 T fei4F IPsec Yl ASA:

hostname (config) # sysopt connection permit-vpn

\}

iR

i 7 no sysopt connection permit-vpn I, JUS7ESNEE O AV 4L (T deny ip any any
ACL) , RGANE Rvrk B % i (% HIE

2R 2] no sysopt permit-vpn iy 45 AN B D7 R 15102 (ACL) ok il i sk i 1h)
HOZFEY) ] VPN X SR 8 HEAT (D7 1), DGR s AT 7 ) o

sysopt connection per mit-vpn 714 5 L OCVE U A T InEF MR )4 0 RSt ACL (ONEAIT
), R HARE O H T (out) ACL 2, {HAVMIIE A (in) ACL.

EXMEDLT, ARG R, RGN H ACL, H 53R v] AT SSH % Hz31 ASA.
T P N 2% h =ML 2 ACL IERRHBBH L, {E ) A 35052 11 (R 25 L i e AN 2 e L o

ssh Fl http fiv & 2 A7t ACL B & e . R4 VPN UG 1 45 1) SSH. Telnet 5 ICMP
Wi, ML ssh. telnet filicmp 4.

Hﬂﬂﬂ

S A E - e
s iFE O A= (Hairpinning)
ASA $AE—TThGHE, RVFARZ IPsec TR U & HH N —/ N, IAETS VPN 28 7 i n] LA n) HiAthy
VPN HI /7 R IEX St . %I BEFRA “hairpinning” , A LUK A8 VPN 4245 8% (ASA) %
] VPN 3 C&J 1) o
Halrplnnlngl_—wa[%Fz:)\VPNmL Tk 5 R s AR R A DV E R AR . i, TR

A3 %1 B T8 H 55 2[RI ) VPN RIS B Web [ VPN 25 ik i, I Ihag R4 H .
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TEIERT VPN &6 1 KiX 44 IPsec Miife 4 VPN %735 2, RN IER AR & mE Rix S A
Web AR%5%%

4: & Hairpinning 3% 0 M IN8ERY VPN & s

FPublic wek
server
-'FH-H—FH—F—
] T Client VPN
ecurity — laptop 2
appliance 7~ __:-:'V \ '
192.168.0.0 ol -

rl"' 192.168.0.11

Client VPN

Urencryptad traffic
1 Ipsec/SSL encrypted traffic 192.168.0.10

143170

ERCEILIIRE, 5 R EREL N EH same-security-traffic fiy4 I intra-interface 44
%A IiEL N same-security-traffic permit {inter-interface | intra-interface} .
DA 78] S 7 e 5 R4 11 P e«

hostname (config) # same-security-traffic permit intra-interface
hostname (config) #

)

AR W BAE 1] same-security-traffic iy 4 Al inter-interface 2%, WA fCi4F 20 4 4% HIA A 108 10 2 1A) 334 T
WAF . ZIIREARHRFE T IPsec IER M ThAE. A XTEAMEE, IS MATEMK “BEE NS —
o

FLAJ ] hairpinning, DAZIFE I O LR 1 NAT RS0 ik, X ASA #2100 N H & 4 1 NAT #i
LI

EORGER NAT EEF

BELAf ASA REfE It 14 FHE DR NS TR &, 0N i%3 1S H NAT, DU 23 1 A B H il 2 4
L] 1P Mokl (R dE CAE A HE 1P Hbhil s T4 28 1 TP Hishik) o DA R 7% S [ %5 71 3 TP Y PRI e Y
FH4: 01 PAT $RIN

hostname (config)# ip local pool clientpool 192.168.0.10-192.168.0.100
hostname (config) # object network vpn_nat

hostname (config-network-object)# subnet 192.168.0.0 255.255.255.0
hostname (config-network-object) # nat (outside,outside) interface

CLI F## 3: Cisco Secure Firewall ASA VPN CLI it 3579, 9.23 .



HMVPN 550 |
B 2255555 Psec 5 SSLVPN 235 %

PRI, 24 ASA JELE [ —#2 R IE N VPN S, NAT 2riEr). Lie&{FH NAT, VPN
#] VPN Hairpinning ¥ ] 1E% TAE. ZO0 A& H SR ] NAT, 5L, a4, ZE VPN 2|
VPN V& #% NAT, 158 VPN 2l VPN i & 38l NAT 8 efm4 GRInsI Ll LoRfla 44
il -

hostname (config) # nat (outside,outside) source static vpn_nat vpn_nat destination static
vpn_nat vpn _nat

A% NAT B PEAR 5 6L, TE S RATRR I “ N NAT” —

X B & AKiES IPsec B SSLVPN =15 #]

B0 VPN 21 HR T ASA R VR, 5 E4 R A B N\ vpn-sessiondb 14
vpn-sessiondb {max-anyconnect-premium-or-essential s-limit <number> | max-other-vpn-limit <number>}
max-anyconnect-premium-or-essentials-limit JSHE#5 & Secure Client 5 K23 1%, M 1 BVFATHIE
SVFIIBR T 5

)

ER IEMUERTIR . ZONRH PO B X e iy Aok i 52 . 155 [ Secure Clienti] W5 :

http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf

max-other-vpn-limit S8 7 F T45 € B Secure Client£x i 2 AM I HA VPN [ K4 ih %, oA M
1 BVF A UE RV I K1 5. X A5 BB VPN %3 (IPsec IKEv1) Fll LAN [a] VPN £¥if .

Z IR 2 v A K VPN 58 4 1 638 o L
PUR 78] 7R anAr] W B A 450 B E K Anyconnect VPN 2 1R il :

hostname (config)# vpn-sessiondb max-anyconnect-premium-or-essentials-limit 450
hostname (config) #

£ & Pin B AR RIARI AT =2 1Y IPsec & Fim 21T Al
\)

AR AR EOUER] T IPsec 1E

7 S SEOP D RS A SRR IR B DY RERE A S VPN 2 i T BT VPN B AR

TR P AT R IEAEASH O I (19 VPN 3R AR A 25 P o iRAS . 488 1T LBt IS i H client-update iy 25K
Jet R RE B2 P it G 1T AR TR T g s o BB FH (105 i *Mml WRRAT s $piEn] DL 3R A 5
I URL 8 IP Hiuhik; %11 Windows %% /7 Biig, T LAIE PR Hii &1 7 N 5B VPN &P ighit A o
X+ Windows 2% iy, &R BL H P $RAt— P s SOz B HT ML . a2 0E H T IPsec EFE VT 1M
SRR i
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| #mveNsH

{'__:[:
SH

(B P s EH RS TS Psec R isiEiTR3 ]

BEPAT R it BEOHT, VR R R MG A BR tunnel-group ipsec-attributes Fit B A5 2L N A client-update
e WK i CAAEB T 5 R H A& A, MG SR s AE . & sikis
ARG RARRA, W EAT ST . AR R U B oy AT 5% i 58 «

FEAJRTERAT, A4 LS % i 50

hostname (config) # client-update enable
hostname (config) #

FEA R AT, 1852 O AR e AL 2 7 i N (K 8 i S 2 8. A2 v, 8% i
SRIY . AT R ARECOFT IS ) URL 5 1P bk, DL i I AT BT IO o e T USSR
SEWAMEATIRA S, LOZ 5 736

R 2 P BT A 5 5N R BT RRAS S ULRC,  WANTE 2% . i 2 T4
TN ASA AT 1R E RN 2 S i o 2 ) i SR

AR iR

hostname (config) # client-update type type url url-string rev-nums rev-numbers
hostname (config) #

] IR i 2 S winX (3% Windows 95+ Windows 98 #1 Windows ME &) . winnt (fuFF
Windows NT 4.0. Windows 2000 #1 Windows XP *F-4) . windows (HFEFrA 3T Windows [1°F

AN

8) .

U AR P i A AEIBAT BT S AR TP AL & A RRCAS, WG SR LKA o R P i R AT 81 3R
TP AR RS, RTS8 . de 20 n] DA e 1K e i SEFT 4% H P I =AM H o KRB windows
s T A VR Windows 6. WHERTEE T windows, JIAZESS E 5.1 Windows &/ i A4 .
TR

XEFFTAT 1) Windows 253, A0S I MY http:// BY https:// 414 URL [¥IHT4R »

PLR 7R 01 Ay 26 RE 7 I B 4 0 5 25 ) i SE BT S 8. o BilR 5 T BT IS5 4.6.1 DL TR0 R 558t
#J URL https://support/updates.

hostname (config) # client-update type windows url https://support/updates/ rev-nums 4.6.1
hostname (config) #

B, AT RO AR TE A G B ) o SR, AN AR E R T 2 i B . (G2
A3, )

TR

7 URL A R AL N FH () 44 F)nT LA S B 28 B )R shiz N s it
https://support/updates/vpnclient.exe.

L3 MK ipsec-ra BEIE A & X —H &) it HH S5
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B 500 P s NAT S E A 1P

7E tunnel-group ipsec-attributes BT, Fif g BEIE 2 44 FR S LSS L m] A SR IO T L4 1) URL 8%
IP hhl, AT A S o W 7 i A 1T RO 5 5 AN e BT RO 5 DC S, AN 5 22
FOHT . i, KT Windows 27 5, 1A i 4

hostname (config) # tunnel-group remotegrp type ipsec-ra

hostname (config) # tunnel-group remotegrp ipsec-attributes

hostname (config-tunnel-ipsec)# client-update type windows url https://support/updates/
rev-nums 4.6.1

hostname (config-tunnel-ipsec) #

TRRA (L) [ 2RI N Windows 207 i K135 B P AGEIE AN, 35 H L v il DR 6 IX LA
U ARG RS AR E I, AT DUS S As . T A AE URL 8 € Al mF 34 B K 4K
o BB ME—FTECE RS2 URL.  GEZED R 2 803. ) ARG AL T U i 2
R o T LA BT AT BEIE AL B (K B AT i 3l 2 7 i AR A R, AT DORE AR B g PRI 2H 1
. B, ESEAPTABEEA BRI SE ) u, WAERF A EXEC B M A LA R iy

hostname# client-update all
hostname#

R P 1% P B WA 5 SN E BT AR S VLIS, AN 00 % ) o, JF AN %
NiAY e ST VIS

T—%#Mita

\}

AR MR R i H AL windows (FRE T A FE T Windows P65 AR5 20 Al —SEAR A
win9x 2k winnt )5 g TR, AU T A4 1) no JE AU R windows )7 iR, AR5 A
JHHT 10 ) S BB iy 248 8 B2 7 B 2R 2

3t IP E3E 305w NAT 40 ECRY IP

TERRDHAGOUT BT BEELAE N B 2% LA HT VPN XFEEAR 1) SIZBs TP Mk, T EE S/ FC AR HD 1P 3
ko TEWAEMEH] VPN IS OLR, RS IRAF 0 B A L TP kit AV i) S 2% o (ELIE, AEAT 48
DL B0 2 P P8 06 55 4 RPN 2% 2 4 B T 0 A AR R B0 TP BRI, P B 5 2K Al TP Sk B
BRI R AR K S A 3 g

ASA GINT —HJrik, FTLLRE VPN % S e A F/A2 DR AP I 2% b 23 BE R TP ik e 00 FE 38 (5D
IP it o ZINRESCRFLL R 5 PR % R ) H BRI 55 /iR 55 R 2% 22 4 s SR AT VPN 257
S FR) 2 3605 TP i | FEAE A A ALl P 2% 2 BE Y TP 2B TR .

T LAFEREAN B 20 N2 L O BEA S I T g . 24 VPN 231 OV S sl W T4, sha&vs sk
B % NAT $i) .

DR A 3 ER I R, R AR AN R T b T, 15 I FRAT AN a4 H e D e

. CLI F## 3: Cisco Secure Firewall ASA VPN CLI EZ E$575, 9.23



| EmVpPN 5%
zxvennar i |

« I SZFFIHRR (IKEv1) A1 Secure Client.

o VLI AL TP bbb )k (B0 5 06 2% ] ASA,  DUHEAY H NAT KBS HT VPN SIS .
* ZHF IPv4 (1) C 73 Be kA 22 St .

* ANSCRF NAT/PAT B2 Ji i 2 A 4544

© NSRRI (Bt D .

« NSRRI -
UK

P R ESAT, A tunne general
HE2 GOk S ke

hostname (config-tunnel-general) # nat-assigned-to-public-ip interface
i A B A 2R T BC TP Huhk e 48 A YK 22 38 TP Mk () NAT 560 . interface JI-J-#ffi 2 240 ]
NAT (¥4 .

IR 3 A BLTETI AR A ik e e

hostname (config-tunnel-general) # no nat-assigned-to-public-ip

T2 7~ VPN NAT K RE

HihE % S FH LRSS % NAT HLL R, VPN NAT S04 (7 - 200 S IR0 5 NAT SEmE—FF 5
o WG 95.1.226.4 JHVESBLII TP, ¥ 75.1.224.21 FIVER &4k 1 A 3L TP:

hostname# show nat

Auto NAT Policies (Section 2)

1 (outside) to (inside) source static vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315

prompt# show nat detail

Auto NAT Policies (Section 2)
1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315

Source - Origin: 95.1.226.4/32, Translated: 75.1.224.21/32

Outside /& Secure Client&E ¥ % (14 11, 1 inside /245 2 T- B 4l i .,
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B ==vensiEms

\)

IR [N VPN NAT IG5 &M HASHR BN E o, FTLALE show run %% 1 show run nat 215 77,
VPN NAT %%l NAT 5% 23 fa 5,

BcE VPN 1A R

1A LUZAT 1) IPsec 1 SSL VPN 2G5 1 & Fl ASA VPl SZ R ECE A A . 228 H ASA
FIFalfE S (BFRASEEHD , IHESRIERN M show version 74, FEAE I AT .
PLUR 7R i 7 iz i 2 Az 25 mP v el 5 8 BafiEN, Jodadgm A T HoAth g b 2

hostname (config) # show version

ERIF RIS

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs 500 perpetual
Inside Hosts Unlimited perpetual
Failover Active/Active perpetual
Encryption-DES Enabled perpetual
Encryption-3DES-AES Enabled perpetual
Security Contexts 100 perpetual
Carrier Enabled perpetual
AnyConnect Premium Peers 5000 perpetual
AnyConnect Essentials 5000 perpetual
Other VPN Peers 5000 perpetual
Total VPN Peers 5000 perpetual
AnyConnect for Mobile : Enabled perpetual
AnyConnect for Cisco VPN Phone : Enabled perpetual
Advanced Endpoint Assessment Enabled perpetual
Shared License Disabled perpetual
Total TLS Proxy Sessions 3000 perpetual
Botnet Traffic Filter Disabled perpetual
IPS Module Disabled perpetual
Cluster Enabled perpetual
Cluster Members 2 perpetual

This platform has an ASA

iR 57 B

5555 VPN Premium license.

A8 DR fir 2 s B P «

asa2 (config)# sh resource allocation

Resource Total % of Avail
Conns [rate] 100 (U) 0.00%
Inspects([rate] unlimited
Syslogs[rate] unlimited

Conns unlimited

Hosts unlimited

IPsec unlimited
Mac-addresses unlimited

ASDM 10 5.00%
SSH 10 10.00%
Telnet 10 10.0%
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| w3 VPN 54
sxrmirzaEaE [

Xlates unlimited

AnyConnect 1000 10%
AnyConnectBurst 200 2%
OtherVPN 2000 20%
OtherVPNBurst 1000 10%

RFALESRIR{ERTE

A BL T iy & W B A 15 DL -

)

ER LA LUEH sh resource usage system controller all O @4 o RS 4 SAE FHS o, PR #IA TG B

il

ASA (config-ca-trustpoint) # sh resource usage

Resource Current Peak Limit Denied Context
Conns 1 16 280000 O System
Hosts 2 10 N/A 0 System
AnyConnect 2 25 1000 0 custl
AnyConnectBurst 0 0 200 0 custl
OtherVPN 1 1 2000 0 cust2
OtherVPNBurst 0 0 1000 0 cust2

PR VPN 15

¥ AnyConnect VPN &1 (IPsec/IKEv2 BY, SSL) HBR I KT ASA RFHIME, W] LAFE4 AL B AR
3 M FH vpn-sessiondb max-anyconnect-premium-or-essentials-limit 74 . MR 2 1R E], 154
AT 21K no fiAS .

W ASA VFRJIE L1 500 /4~ SSL VPN 2 if, 1M ARZL AnyConnect VPN 23114 250 4,
THRALL R S

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (config) #

TR TR BRG], A B A4 1 no RiAR -

hostname (config) # no vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (confiqg) #

R S EH

ASA 7F ‘5 Secure Clientl} i IKEv2 F¥iE B 75 248 F B M UE 5. %) T ikev2 i@ U AT A S, 51F
HLLUF 4

crypto ikev2 remote-access trustpoint <name> [line<number>]

13 Ay 2 v BLik Secure Client>z Frf & I HIE R . nf LARINECE - MEEA: P RSA. M
> ECDSA 28—~ ASA 14 a@a,a FIMEAT B8R IR PR it SCRFR S —AME AT . Wik ik
ECDSA, NN 4GHLE ECDSA 51T, FHACE RSA 51T A
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B ==nzsoe

A7k I E ARSHE NG AT AT 5o 0, BRI TAEAI R M A I ) — AT s LT
ﬁﬁ%ﬁkﬁ&ﬁom%%%mﬁ“wA%ﬁﬂ%K%%m%Eﬁo

AR SR N A E SR AL Rl 4040581 . a1 248 HH no cryptoikev2 remote-accesstrustpoint
iy A 1M AN E L WAGEﬁ%M,MA%H%ﬁFEﬁME

BcEINEZ L

A LATERTFR Z Ab B (SMP) -5 b B SO 4% 0o (1) 43 i, LA3E Ry Secure Client TLS/DTLS it fit [F At
T IXEETI KA LN SSL VPN £ di #5645, FEAE Secure Client. £ REREIE Flu 1 3 & 7 L&
AL RESR T LU A0 SR B A T £ B sl 2 47 S o B N Lo

Fi 5 BT 43 P25 T 3k 48 Ak 2 2%«
crypto engine acceler ator-bias
* balanced - *F2 7 BC N LA D5 (Admin/SSL Al IPsec #Z0) o
* ipsec - I A BT T IR 56 40 BC4h IPsec (U4 SRTP N TE St ) .

o s - EAE B YRL I iC %S Admin/SSL. 4E 3 FFFET SSL Y Secure Client ZEFE 5 1) VPN
TR, VS R 2 .

T

hostname (config) # crypto engine accelerator-bias ssl

A BASYRrBEIE, AT DA T RS 5 5L T AL DNS M sh A R EC v 0 HERRBE IE . ML G H e
S PEIR FLAS I B 2L S, m i B 2 A7) H1 s 1

FHiaZ |l

AE LI RE, AAUH# AnyConnect WA 4.5 (BEmifRAS) o ALY, WEHK T
7y FFEIE .
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| #mveNsH

UK

B & & 12 VPN B#iE .

J'jﬂ%’ 1 7]'3 WebVPN I“TSCEPWﬁﬁH U\‘Fﬁ?/‘%ﬁj( E IHEX)%‘V:F anyconnect-custom-attr

IR 2

S

=3

dynamic-split-exclude-domains description dynamic split exclude domains

T SUE P i e LU 1) 1) VPN BEE A1 REAS 2o/ Web %5 1 1F e SUBPEAFR. 1, %51 Google_domains
PAFR7R A 2% Google Web Il 55 1) DNS 344 51 . @ PEAEAL 5 2 VPN BERIE P HEBR I 5113, B
iﬁﬁﬁﬂﬂﬁi%%éfﬁ%ﬂg(KjS\/)ﬁ%ft’ ﬁﬂjtﬁﬁiﬁ: anyconnect-custom-data dynamic-split-exclude-domains
webex.com, webexconnect.com, tags.tigcdn.com

ST CL T i 4R 2 B e SCH I E SCIE R B 205 2 SIS 2, i 2 R4S @ LR SCh T

anyconnect-custom dynamic-split-exclude-domains value webex service domains

T—% it 4

AR G E AR 0 BEIE, AN 2 A /b —> DNS Wi [ TP Hiudik i 45 206 55 W 45 1 — 0 I, 4 25 S
TEEH AR HEER . WERAEAE ] DNS Wi % P Mkt 5 AR [0 6055 P 26 2 R 3T B, ISt sh A 4%
HERRAS T (1, UM ICEC AT DNS WA 1P Huhk ()9 2 A B& e H HERR o

i & &= 1E VPN [%iE

VPN BEIE R R 25 i AR GEAETT R N IER B ANV R 4%, IR T i & 157 T VPN &%
MOl T DO A 2 CEHGE A RIS VPNERR B Ip A PRI ShAT4HN T4
o T B A P AR ) B A R G SR A W] DUt T DI fE .

EELVPNBRIE LN T ) de &R SR B Ik DIEAEBRAS 00 &, AL R AR ) 8 U B A e 52
FUGEM, TR HOE [0 B B VPN BEIE M

R PG FONE, AR E B ENCE A Y. A OCE L VPN BEIE g HAR SRk . A in)
WL PRBIAT S R, 15208 (Cisco Secure %5 )7 Ui 4 5% A PR ) .

Fria Z 8

2L AnyConnect fiUAS 4.7 (BFE SIRRAD

¥ O EAR B E SO (profileMgmit) 48 1 21 B S 28145 BRI 08 128 52 P FH] o 1 2 ) 28 5 s
(MgmtTunGrpPolicy):

PHR/NELE U2 AnyConnect 2 VPN L& SCF, 1 7E anyconnect profiles #ir 4 H1 {1 type
vpn-mgmt. % # AnyConnect VPN e 'E SCAF IRy user.

group-policy MgmtTunGrpPolicy attributes
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HHMVPN 25 |
B zz=9venziz

webvpn
anyconnect profiles value profileMgmt type vpn-mgmt

PR 2 EHl ) BEE IE R A B VPN BCE SO, TR B AR R E ST (profileMgt) s 0 1S 21
W% T8 44 P P B 241 14 2 5k (DFItGrpPolicy):

group-policy DfltGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt

EEH R/ VPN 218

PUN R T & VPN 215 S

1% IP it KBV EF RN Secure Client £1E
B i AT S BB TG B Secure Client 231, H7ERFA EXEC #5230 T4\ show vpn-sessiondb
anyconnect filter p-ipversion g% show vpn-sessiondb anyconnect filter a-ipversion fir4 .

o SRR A SE IPv4 51 IPv6 ik U ) 5 Secure Client 2315 . ALk & th A b /0 fic 45 4%
i (R bk

show vpn-sessiondb anyconnect filter p-ipversion {v4 | v6}

R 2 1) L5 I TPv4 81 IPv6 Hibilk i 9135 8)) Secure Client 231 . CLor il /2 i ASA 73
Fe 45 Secure Clientfrj bk

show vpn-sessiondb anyconnect filter a-ipversion {v4 | v6}

7~{51 Output from show vpn-sessiondb anyconnect filter p-ipversion [v4 | v6] command

hostname (config) # show vpn-sessiondb anyconnect filter p-ipversion v4

Session Type: AnyConnect

Username : userl Index : 40

Assigned IP : 192.168.17.10 Public IP : 198.51.100.1
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHAL
Bytes Tx : 10570 Bytes Rx : 8085

Group Policy : GroupPolicy SSLACCLIENT
Tunnel Group : SSLACCLIENT

Login Time : 15:17:12 UTC Mon Oct 22 2012

Duration : Oh:00m:09s

Inactivity : 0h:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none
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1z IP it KRV E F A ENAY LAN Z LAN VPN

*F ISE K ER

12 IP iR EEN M LAN 2 LAN VPN 2% ]

Output from show vpn-sessiondb anyconnect filter a-ipversion [v4 | v6] command

hostname (config) # show vpn-sessiondb anyconnect filter a-ipversion vé

Session Type: AnyConnect

Username : userl Index : 45
Assigned IP : 192.168.17.10

Public IP : 2001:DB8:8:1:90eb:3fe5:9%eea:fb29

Assigned IPv6: 2001:DB8:9:1::24

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1) SHAL
Bytes Tx : 10662 Bytes Rx : 17248
Group Policy : GroupPolicy SSL IPv6 Tunnel Group : SSL IPv6
Login Time : 17:42:42 UTC Mon Oct 22 2012

Duration : Oh:00m:33s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

T Ay AT A AR

WG % S i SSL VPN

g

L4, TETERA EXEC B FHiN show

vpn-sessiondb 12| filter ipversion iy 4.

Wz A R

/)

AFEHIEZ Ak

show vpn-sessiondb 121 filter ipversion {v4

Ll 2
S it
JORFS 0 Mk 25 51 %8 (ISE) s&—
VPN 3 B2 4 NS RN 2 4 B k45

I Tzé“%m@ﬂ}*?ﬂ SR=E

SHAGEBE A3 TPv4 B8 TPv6 Mk JE )75 3 LAN 3] LAN VPN <.
Fic ¢ 2 v (A bk o

| vé}

Al H LI R i Re . ToLIERA
. JUEHISE ?aﬁﬁ% L5 JUR} TrustSec 45 G4 it 242 NNV

TN SR A W% (BYOD) LJriaU%Di‘iL{Tﬁﬂ%ﬁﬂi%o

ISE A4S T (CoA) ThREFAL—

FBLH,

DAAERE ST AR IGIE . FBANEIK (AAA) 23 SO .

2 AAA I P U P AR SRS R AT, AT UK CoA Bida M ISE H i RILR] ASA, VAFH
WIGAAE B 03 BOAIE Y BT s o AN TS B I 22 AR A St £ (IPEP) VAT 5 ASA 4% #8E57 [HBEA

VPN &1 W FH U [l #2514 (ACL).
TELLN VPN % P 57 8 ISE 3
* [PSec

* Secure Client

* L2TP/IPSec

TR S i -
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\)

AR RGNS LR, B34 ACL (dACL) FlZ441k5id (SGT), A& VLAN 43 Fd fl
1P ik /il 2 ZE 1 SRS TR

RGWEEW T

1 &M R VPN .

2. ASA If] ISE X HI P HEAT S S0 E,  JF HAECR SEAT BRI 2% 15 i iR HT 7 ACL.
3. AL ISE KKk A s B LU &1k

4. AL NAC LA ISE Z [AI3EAT 22 4RVl . i Xt ASA & W

5. ISEifiid CoA “policy push” [1] ASA A% HEME Mo IXAE AT LR it 51 22 194 4% U 1) BB 1) 37
J* ACL.

N

ER RN IIN, TTRESEIT T4 CoA HERIIEAT RS T ASA M 75 3% W 1 JLA SRS VR A

XA LAY 5 4§ RADIUS CoA IR Z Hpsi AN Al W T2/ 046 802.1x S i K i, RADIUS CoA
AR E R SR IR G IGUE, TR IR S IR RS T A JE M, WiDACL.
XFF ASA VPN iy 40P, WA S IR S KiE. B 8 TE#27E RADIUS CoA HiR[Al, VPN
SRR TR SR, TCIETESOHES 7y VPN H % . CoA B80S Ja 1T B Ci (1) ME— 1 4 J 78 i) URL
g ) ACL %nﬁééﬂma (SGT).

71 ISE SR R& Lt Fic & RADIUS AR 55 884H

B3 ] ISE SRS VFAL AL, 5% ISE A4 w3l & RADIUS AAA 45 284 -85 IR 45 % 78 in 31)1%
o &y VPN FCEBFEA N, nLLUIZA ) AAA RS TE S RS 2540 .

$IE1 08 RADIUS AAA JIRS 284 .

aaa-server group_name protocol radius

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) #

FIE2 N AAA 5 2415 H RADIUS 875428 (CoA) %5 .

dynamic-authorization [ port number]

A LRSS e e . BRIAESN 1700, JERH 1024 F 65535,
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$TIE4

18 #ngsiercE raows sz ]

MEAE VPN FEIE PEH RS S5 2410, RADIUS JIR 4528 40K MHZ R CoA 40, FFH. ASA 20t A
F M\ ISE FRHU CoA SIS 5 37 1) i 11

hostname (config-aaa-server-group) # dynamic-authorization

QRS AAELRE ISE FT4280, Wi 4 RADIUS Al 5524 a3 - AU

authorize-only

ERR YIRS AR A TN, RADIUS Vi )i sk S SH 8 “OER” 53K, mAZA
AAA 554 U CC B 3G T n SR radius-common-pw 17424 RADIUS Jliz 55 % it B
VAY IR LRl ioe L2 el N

Blan, WUREAIER T S0 U A2 SRS 2, AT P A AU . A T s e IR 55 2
YL T FBURILE VPN F i Hid ik

hostname (config-aaa-server-group) # authorize-only

Jet ) RADIUS i i 1 i B 78 Sl A o 9042 1o

interim-accounting-update [periodic [hours]]

ISE KL T-H A NAS B4 (1 ASA) W BIHidmkidsk, R Mmshaii Hax. A, Wik ISE
T 5 RBEATHMENZ 1AL TG EPRES BT FR 2 GOk S e 22 2 vPG 2540 2D, Tl
BRI R MBS e MR iZ s 1l sk e o TR I VPN AN R, 1R G & B T
GBS 2T 7] ISE A 34 TE I I 1 ke SE 77 e

* periodic[hours] VT A REN 4 BC B R [a) A 0k 55 2 A1 R6 H U0 Sk 1) VPN 2136 8 S A2 ORI A4
Hak . A LR B RIS TR R LN R A o BRIME R 24 /NI, JuFER 1
£ 120,

o (EZH. ) MR HAM periodic KEEF A4, W ASA {UATEK VPN B¥ I8 E R Ing
TE% 5 VPN 24 I R S I I e T BB S o BB WO, B 2R ek 58T, L3 20 il
) IP Huhilid 4145 RADIUS R4 2% .

hostname (config-aaa-server-group) # interim-accounting-update periodic 12

(ATik. D Krl R ACL 52K I RADIUS #ds i) R AV 4 il 211 ACL #E475 9
merge-dacl {before-avpair | after-avpair }

WIEIAGE -+ VPN &8, X1F VPN )7, ACL B BLZ R AV X ACL. 7] F#; ACL 1
1E ASA EECE M) ACL. Mk E R N3 ACL FIl AV Xt ACL 2 & 2x47f, 3 HAEH T/ ASA
L ECE AT ACL.

BRINEE S nomergedacl, MEETEE ] N ACL A5 EEL AV X ACL A3F. W H B E AV
PR N ACL, WIALSEAEH AV .

before-avpair LR E 1] F 3 ACL 4 H NISCE 2R AV X4 H 2 il .
after-avpair I 1] T3 ACL 4% H NV SCE R BE AV XM & HZ 5.
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B 5o isesmesinmE RADIUS FRSS 5548

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) # merge-dacl before-avpair

FIe (Wik. ) FREAZ N JRITAAT, AT RADIUS 554 A A 1 i K i K # .
max-failed-attempts number
WY 1 &5, BRAMEN 3.

WA AR e (O A5 1)) BeE T [RR U7y, JF HAUh 0 i IR S5 28 #0015k M v,
NS B AN TEMIRN, ERZAaRNR Tk RS SALSAE100 80 CERIMED PWARRRFRIC A
N, DA% BN ol AAA TSRS 2R R Z RS2 4, e ar B IRE Jrids . o e BRI
e N IR, 15 S5 —2 1) reactivation-mode iy 4 o

WEARBA R TE, W ASA R kS F iz 41 i g5 25

hostname (config-aaa-server-group) # max-failed-attempts 2

WIRT (Aik. ) 45 T EFEeS 4 b b e 55 4 16 ik CROBNOG SRI% ) .
reactivation-mode {depletion [ deadtime minutes] | timed}
o

* depletion [deadtime minutes] {X/EZLH (1 T A7 ik 55 45 A AL T AR SRS 5 A4 3BT b ik 55
o KR BONTF I, T LA ST 2 Y d Jm — AN I 55 4 20 B I 308 o D A7 IR 554
PRt G (0 2 1440 232 () o BRIAEN 10 735f.

* timed 7t 30 AP 5 ATLIN 1) i T L 3 R IR 55 4% -
hostname (config-aaa-server-group) # reactivation-mode deadtime 20

P8 (Wik. ) AT RS & AGRACKIE B -
accounting-mode simultaneous

WA AN ) 3G B AR 45 2 R IE I S B BEE, W% accounting-mode single i 4> o

hostname (config-aaa-server-group) # accounting-mode simultaneous

$I2 9 ¥ ISE RADIUS 45288 4 1% 4
aaa-server group_name [(interface_name)] host {server_ip | name} [key]
o
* group_name & RADIUS JIR %% 220 1 44 FK o

* (interface_name) & AT LU I U5 1) IR 25 43 (082 A2 AR . BRIMEDAY (IEBD o A A0 I 45

o

* host {server_ip | name} /& ISE RADIUS JI% 4% #% () 1P Hudik s EH144 .
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ise grgsi o nmiRE [

o key & TINEER AT IE %S, HEN aaa-server-host 1‘;‘%1\): ] LR B2 AA MO key iy 2
ANIEEEH . WRARCEZH, WAXEEINE (30 o EEHE DX KNG PR
TR, R 127 A, LAY RADIUS RS B g 1A

A DA AN 22 ik 5545 o

hostname (config) # aaa-server servergroupl (inside) host 10.1.1.3
hostname (config-aaa-server-host)# key sharedsecret
hostname (config-aaa-server-host) # exit

ISE SRB% L i B R BIBC &

fEF %R ISE 37551358 IEALE VPN i@

PLR 7~ 35 7 i) S B 2P AL (CoA) BB ARE/NI 2 D PR IC 2 ISE idswdl. i ufhfl A ISE
B T 3 AT 114D % 0 ] P

ciscoasa (config) # aaa-server ise protocol radius
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa(config-aaa-server-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa(config-aaa-server-host)# key sharedsecret

ciscoasa (config-aaa-server-host) # exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa (config-tunnel-general) # address-pool vpn

ciscoasa (config-tunnel-general) # authentication-server-group ise
ciscoasa (config-tunnel-general) # accounting-server-group ise
ciscoasa(config-tunnel-general) # exit

§t3F ISE {UZHEBLE VPN [ZiE

PR 205 S 7s AT 4 T ISE Sy A e P56 UE AN AN BC B RS 4 o E0 45 Ik 55 s 4L C B2 P R AU A i 2
PR AN ik S5 4 4T T 5 A Bl

ciscoasa (config) # aaa-server ise protocol radius
ciscoasa(config-aaa-server-group) # authorize-only
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa(config-aaa-server-group) # exit

ciscoasa(config) # aaa-server ise (inside) host 10.1.1.3
ciscoasa (config-aaa-server-host) # key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general) # address-pool vpn
ciscoasa(config-tunnel-general) # authentication certificate
ciscoasa (config-tunnel-general) # authorization-server-group ise
ciscoasa(config-tunnel-general) # accounting-server-group ise
ciscoasa (config-tunnel-general) # exit
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L

8L B HEFR 5 B 5K I
DL i 4 el L
WIEEERER CoA T8l WA LL T4
debug radius dynamic-authorization

N HEER AT ) URL DIfg, M LA T i

debug aaa url-redirect

N URL HE 1) D REXT MY NP 20 2800, G5 A LA dir

show asp table classify domain url-redirect

BLES SSLixE

ASA i il 2 282 (SSL) Wl A4 2 4 45 (TLS) y ASDM. JE%& F'¥ii SSL VPN, VPN FlkE T
WA I 23 T 22 2 DB S R . ASA SCREHI 12T SSL 1) VPN A BRIZE (1) SSLv3. TLSvl.
TLv1.1 TLSv1.2 BAJ TLSv1.3 #hifl. b4k, DTLS i&#k T Cisco Secure & /' ¥i[f] AnyConnect VPN

BLPERE
HFELLTERS (i RRPTR) -
v} TLSv1.1/DTLS |TLSV1.2/DTLSV |TLSv3
Vi 12
TLS AES 128 GCM_SHA256 7 S 2
TLS CHACHA20 POLY1305 SHA256 | 7; R 2
AES256-GCM-SHA384 A 7 &
AES128-GCM-SHA256 1 2 1
AES128-SHA P & 4
AES128-SHA256 4 2 1
AES256-GCM-SHA384 & 2 i
AES256-SHA = & i
AES256-SHA256 Eih & 4
DERS-CBC-SHA &5 5 i
DES-CBC-SHA P & 4
DHE-RSA-AES128-GCM-SHA256 & & i
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mEsassLes ]

o2 T TLSv1.1/DTLS |TLSV1.2/DTLSV |TISvi3
Vi 1.2
DHE-RSA-AES128-SHA H H 7
DHE-RSA-AES128-SHA256 75 i 75
DHE-RSA-AES256-GCM-SHA384 75 1 75
DHE-RSA-AES256-SHA = e 75
ECDHE-ECDSA-AES128-GCM-SHA256 | 75 oA %5
ECDHE-ECDSA-AES128-SHA256 75 7 e
ECDHE-ECDSA-AES256-GCM-SHA384 | 75 oA %5
ECDHE-ECDSA-AES256-SHA384 75 7 7
ECDHE-RSA-AES128-GCM-SHA256 | /- H 7
ECDHE-RSA-AES128-SHA256 75 e 75
ECDHE-RSA-AES256-GCM-SHA384 | 7 H 7
ECDHE-RSA-AES256-SHA384 75 e 75
NULL-SHA % 7 7%
RC4-MD5 7 7 %
RC4-SHA % 7 7%

)

AR OXFTRA9.4(1), P SSLv3 KHE 8 M ASA it & IR, 1 HL SSLv3 S 454 A ASA il
WIS E T SSLv3, iy SSLv3 JET K dr 2K th I | I A% . ASA Bifi J5 K Pk 52 4 BRI
TLSv1.

Citrix Mobile Receiver 1] 6N SCHF TLS 1.1/1.2 Bl HIHANE, 550
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf

PHE € ASA PR SSL/TLS A1 DTLS EE# BARMSURAS, EHAT LA T DI

W BE ASA KPR B I AR P SR
sdl server-version [tlsvl | tlsvl.l | tlsvl.2 | tlsvl.3] [dtlsvl | dtlsvl.2]
o
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* tlsv- K A EE %52 SSLv2 ClientHello Y B JF MRS TLSvI CEEH & A<

o tlsvl.1- f A\ I G 7 32252 SSLv2 ClientHello 3 B0 ET TLSvI.1 (E{EE SR AS)
o tlsv1.2- iy A IS 7 4552 SSLv2 ClientHello 7 S W7 TLSv1.2 (E{H i ffAS )
* tlsv1.3 - i A HE 7 452 SSLv2 ClientHello 34 & JF Wi TLSv1.3 (Bl & A

o dtlsvl- i Atk kR 24252 DTLSv] ClientHello 714 B 5 DTLSv1 (B8 s hi4s)
o dtlsvl.2- f A ek 452 DTLSv1.2 ClientHello 1 8 JF 17§ DTLSv1.2 (%5 mifRA)
e
DTLS HIAC & A HAGE T 88 Secure Client I 215 i) iEFHz
W5 DTLS A A S5 8 S RRAC T TLS, #fiff TLS 2165 DTLS S AFE 22 e mi i 24, BT
B, tlsvl.2 SR IEE dtls1.2 IME—TTHE52 1) TLS MAS; AT TLS WA dils] Fe&4d
Jy HeROA Y %6 F 8% T DTLS 1.0
w5l
N IR

hostname (config) # ssl server-version tlsvl.1l

hostname (config)# ssl server-version tlsvl.2 dtlsvl.2

B ASA E 0 ik 55 2% A ) SSL/TLS B3t i 5 it i AS o
ssl server-max-version [tlsvl | tlsvll | tlsvl.2 | tlsv1.3]
ARG A8 d5 S AL B TLSVL.2, WITGVEH TLSV1.3 Bie &k IR 45 28 HAS o
i€ ASA JUAE% )/ s BT 4S9 SSL/TLS B s hieA .
sdl client-version [tlsvl | tlsvl.l | tlsvl2 | tlsvl.3]
o

o tlsvl - AU CHE F UUEE & ASA 1] DALMY TLSv1 % F i Hello 31 B I E AT TLSv1 (B i
) .

o tlsvl.l- B AN AT 5E ASA W] UL 4 TLSvI.1 % /' Hello 7 & JF W AT TLSvI.1 (BHE &
FRA .

o tlsvl.2 - AU R AT 8 ASA T LUALH TLSv1.2 %% /2 i Hello 314 &L 3F- 90 5 TLSv1.2 (B8 &
FRAD .

o tlsv1.3- By A e - LUFS 5 ASA T UUAE R TLSv1.3 & i Hello ¥4 & 3B TLSv1.3 (B &
WA .
DTLS AA] FT SSL % )i ff 4,

TP
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mEsassLes ]

s

hostname (config)# ssl client-version tlsvl

WIR A f5E ASA 1E %) i FH (1) SSL/TLS sl i 5 i hRAR
sd client-max-version [tlsvl | tlsvl.l | tlsvl.2 | tlsvl.3]

U 7 i de i FROASTRC B 24 TLSV1.2, WITEVRNKS TLSVL.3 L 4 % ) Sifi R AR o
HIE5 452 SSL. DTLS I TLS Bt hn#s ik
sdl cipher version [ level | custom string]
e
* version 24475 SSL. DTLS 8 TLS WSl hiA . SCHFIRRA R4

* default - F T H Sl Rz 1) 2 04K
* dtlsv1 - JT- DTLSv1 A %0 .
* dtlsv1.2 - JHT- DTLSv1.2 A3 ER 65
* tlsvl - FHIF TLSvI A Ez0 %105
* tlsvl.1- AT TLSvI.1 ASiER 20,
* tlsv1.2 - J-F TLSv1.2 N SR [1%h.
* tlsv1.3 - 1T TLSv1.3 AUHIER I #05,

* level 55 e %00 1 5 IF R oR B0 B RGN 05 . AR AP HESD WE
* all - WH T %0,
* low - fLF5 K NULL-SHA LAAME T 2465,

* medium CIXJ&FTE M SURA I ERIAED - W HEFT %50 (NULL-SHA. DES-CBC-SHA.
RC4-MD5. RC4-SHA #il DES-CBC3-SHA &4

* fips - CIG I 474 FIPS %15 (NULL-SHA. DES-CBC-SHA. RC4-MDS5. RC4-SHA #l
DES-CBC3-SHA [#41)

* high (&M TLSvL.2 M TLSvL.3) - fUELHS TLSv1.2 {1/ SHA-2 # (1) AES-256. Frfy
TLSv1.3 55 1) 5 AR &

* Wi R E custom string ZE I, #TT LA OpenSSL 5t 52 S 43 6 A5 A A EAT Ax T 28 il o
HRVELNE B, 15Z 1 https://www.openssl.org/docs/apps/ciphers.html.

HEFF BCE N medium, I H] high vl s RIS . A AL S T LA %65, {8 H] custom AJ fig2s LT
Tifie. BRAIBRIA g S & BRABI ot dde e, B amaetit

ASA FRE T SCRFIE SISy . AREZER, WESHeL2%.

W

CLI F## 3: Cisco Secure Firewall ASA VPN CLI it 3579, 9.23 .


https://www.openssl.org/docs/apps/ciphers.html

HHMVPN 25 |
B ==zassiez

ey A HUR T MRRA 9.3(2) TFU6G 57 I 11 ssl encryption 4> .

Y6 A —MED EAEZAMEE R
sd trust-point name [ [interfacevpnlb-ip] | [domain domain-name]

hostname (config) # ssl trust-point www-cert domain www.example.com

name Z4$7 G AT A FR . interface 24045 e £ 3L L EC B (54T s 098 LA K. vpnlb-ip JSHEY
IER TR, IR ET A 5% 0 ERY VPN 7 4428 1P Hulik5$Ht . domaindomain-name
T - S HOHR 2 5 U7 )% 4% 1 BT FH O s 4844 AH SRR RS AT A

RZ RN ERCE 16 MEtER.
QRN B s, Uiy & A AT A T A A 9 B R A AT A

RN sdl trustpoint ? 1y4, W& BRI Bl EHT A . Wik sd trust-point name? #iy4
(fFlt1, ssl trust-point mysslcert ?) , W4 W R{G AT A SSL UFE KRBT H CU i & 8 1 .

A FH G i 4 I R LA HE
* trustpoint HIE % Zil /& crypto ca trustpoint name fir4 H L E 1 CA 54T S 2 FR .
* interface [1J{ELLA 0 2 T L EL IR 4% 1) nameif 44 7
o MBRASAT st 2 MBS | A5 AT AURAE A ssl trust-point 45 H .
o« AT REANEE LR 22— ssl trust-point 45 H, R LME & — MR e 4 H .
s WL F—EESRESHT2ZM4%H.
s —AMEE T domain B FIEAT AT T 2AME D R THER T D
* &A™ domain-name B G847 —> sdl trust-point.

* WEARAER A DL Jn s LU R

error:0B080074:x509 certificate routines:X509 check private key:key values
mismatch@x509 cmp.c:339

s M R EDBIE S RS TG B IR . o AT HR AT o
* UEAS L LUR e £
 WARIER domain REEFIMILES, WIEIEZIE. (s

tr ust-pointnamedomaindomain-name iy 4 )

o RS RIS AT R ST %R, WZERE vpnlb-ip AE 5. (sdl trust-point name interface
vpnlb-ip #ir4)

« NWEORCEMAET . (sd trust-point name interface iy %)
« REEDOSCHEMERIE T . (sdl trust-point name)
* ASA I H% 4 BAEMIET.
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mamwi ssLzzmzzrs [

ST f5% 5 TLS Fifii ) DHE-RSA 2508 — & fd FH ¥ DH Ff.

ssl dh-group [groupl4 | groupl5]

hostname (config) # ssl dh-group groupl4

groupl4 Fl 15 SSH 7 HLE DH B 14 (2048 AiB%, 224 AL Z 514 .
414 5 Java 7 A . AR Java 8 Hfe. 4 14 f54 FIPS. BRIAMEA ssl dh-group groupl4.

Y5 TLS Frfd () ECDHE-ECDSA 25 il — A FH (i ¥

ssl ecdh-group [groupl9 | group20 | group2l]

hostname (config) # ssl ecdh-group group20

group19 JREEFRLEHE 19 (256 {7 EC) o group20 JKEEFHLEHE 20 (384 £ EC) o group2l JCHET
BCEH#E 21 (521 47 EC) .

ERINE A ssl ecdh-group group19.

ECDSA #1 DHE 18 2 A7 e w564

T—S Mt 4

& AEHI LA R 4ok & F TLS/DTLS BLE -
o WA EERINK TLS/DTLS fiiAs, W% Ashow run ssl .
* QIR JEERIA TLS/DTLS fitAs, W4 Ashow run sd all .

TS 256 IE SSL EIZ B IR R PR

TR O B iE SSL 2 A I P B 4 58 5 Oy S UE I 2 W IR 22 iz . ASA Wl g i B 24
TR R SSL M, IXSLIEF T RE S MY N BE & A A A iy BELIEOB ) SSL % Al e I Bl
BUIF R mITERE .

ASA T DABR X B9 5 45 36 4F SSL MEREM R . PR Bi% % 4 VPN &R PRHIT 3 53 E . thohhg
HINC B A, FFHAL ASA virtual 32FF. 40, %FF ASAv10, VPN EEFREIHN 250, SSL EHLAITH
S BE PR A 3 x 250 = 750,

T, LTS G I U RN, KA S VERTR SSL 3R . (HIX— BRGIANIE ] T4 BEIE
o R4S O IGUER) SSL R HON I, B A RVFHTI SSL &4,

XFER &
* ASAVS
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* ASAv10
* ASAv30
* ASAvV50

* ASAv100

RGEHE

2B BTG 3 Bk SSLIEBAUNI AR BRAFIBEI, BER S EMRARGH & 725025, 5 Kk SSL
AL R GES| EREK 90%) sk GERIERE 70%) I, #WSERIZREHE REHER
MR R BE 10 M D RGEH &

THE=R
SANHTF R R AT I AR BRI TS 7 A SSL IERE 15 -
* SOCK_PRE_AUTH_COUNT_EXCEEDED: ¥4 1 /R [F 3T 75 4 50 1UF SSL iEH 4

It VPN B BT 3 K L ﬁfu SOCK_PRE_AUTH_COUNT -4 0.
* SOCK_COUNT RATE LIMIT: 7~ ASA 7E i 3 R il 5 8 i E 40
* SOCK_PRE_AUTH_COUNT: ATA 45 e B 1] 1R I A& 705 4 B iE i e 40

1§ F show counters iy & A & X S5 15028 1 1045 S o

Debug i %

w11 I et E CPU iﬁﬁ*?ﬁ%ﬁ:ﬁ'ﬁéﬁ, P SR GEA T JA T U AAE S5 SR TAC
bR HE R 2 1 R8T debug i 4.

ST LIS it D Re A FH LA ik 4
* debug menu ctm 1205: 24 H 5l 57 i3 FH 1% D) BE
* debug menu ctm 1206: HE D HEMI AR A .

vASA# debug menu ctm 1205
Disabling SSL pre-auth connection rate monitoring

vASA# debug menu ctm 1206
SSL PRE-AUTH connection rate monitoring is Disabled

:I}%QJ— IPsec B L_uu,i

HEIBATRRAME T 8.0.4 JELIK) ASA BT M4, TPSec b%id F FEi, it i%p%iE IBLAT IPsec LAN i)
SRRV R TCP s Ear . WRZBRIE IS, XS TFHEE. N TIReE BRI 2 A A 5
KA, BLRMGIER A i, TR, RHE M PIXGER 24l ASA BT ;. DL IR
HH I IHM TCP N, B TR & SIS Z b i M oe i 2 rh, EHSENL T, X—47h &
Wk . (ARHAE R, 12 CSCsj40681 Fl CSCsid7630. )
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e ipsec EnE

FFEE IPsec FEIE LR DI e v AR OIZ — . 3 HTBEDIRERS, ASA SR B MK SLIRES (TCP) BEIE Ui
o BRIEZIFENS, Py HARREA S L IE, IF HAAHE R BEIE DL HE A

=
B

%

ER IR AN IZAT 1 IPsec LAN (8] BEIE Rl IPsec ERE Vs ) FEiE . &0 ANSCHF IPSec 5L

AnyConnect/SSL VPN iz fi 15 1) B I8 o

LR 75 ) Sk /s P8 TPsec B&TE U D) RE A A7 5
B 5 PR

ASA BXB Tisigl ASA RTF

o )
B G
I .# -H-'l k&
. & E
A D

FEMEZRGI . BXB A RTP ML Xt 24 Bi ek, 202 42K LAN [A] BRIk . BXB M4
(¥ PC IEZE %2 4xp%iE, XL RTP M2 AR 55 4 00T FTP A, 7Rt stt, RRAE PC %2
MRS aIF ML G, TR, Bl RS RUEBRIE S RO BRI 2 RS B, FTP

A e M. R s EAR R, IR BRSNS SR EHOIT A M. Rim, s Hl
T HFSEIPsec BEIE, — HERIEAE N G AR, Bl ket el B pgiE, Moz aiig s
TR IR P il x CREFEED .

mx
AR 2519 18 W S T8 2% 3 A BRI S IR s i R0, 1 56 Ul AR T 15 482 TPsec BB i D) RE IR (175
ULy SRJE WA XD RE IR O . A7 SOX PR DL T 46 I, 15210 B . 7Rt -
* YilE B-C & FHE ARSI ESP Hid .
* JiE A-D 2T T FTP &%) TCP I Fl it i i B-C 5 XHBEIE. it ik it ki ]
TR TCP/FTP i IPREF B o RS FEE R REE, Al ey, P kEE AW hi%
REFE.

A

AR N R L, RN R R DR

S 2X 54 IPsec B E 2

LAN F| LAN %l E5 1, HiE A-D Al E B-C UL & T e BT a RS DA S, bES,
PRy A, WidE B-C Wi, JIF H AW Ak ek 8% B . H 2 TCP/FTP i A-D H B .
R A5 IR FTP A4+ 21 H 15 4 (e 3 SR OO PIR SR S O mBR, IR B K85 PH 1L AL X [ FTP 4L
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B 5 cuEESS Psec iERE

i, JHEAQIERR A-D. ©ZRUFREK D LICRAPRIL S — BHAAE, B kiR FTP AR5l 2
HEH TCP Bidlatd, IRRILEIE. WONBRAT N

2 B A4 IPsec BRERE

FE A P54 IPsec BRIE VB DI RERIIG DL T, — FLESE A IN N BO N i, i gk sl il
o ASA 3SR AT LLYT [ A-D P PR B

TEJA FZIBERITSE LR, ASA S AR izl . XEWE, Wi B-C & LB E I, HiE
A-D AEHEMIBR . ASA fREE RV EDIRES (TCP) FEEm & . I A m s 5%, JF H 207 e 8 k%
T FEE . XN 59 PRI I 0 e A SRS, RO AERRIE AR SRR, ASA & E SR A-D EHGA
1) T A i

REFFHEIE TCP it I IKEE TCP N A G ER. (HE, Rk R IE RS2 TR, W
wiE SRR, AR TahsGEd ALk (B, Tk B XS TCPRST) W§ER A 1k

{EF CLI Bt EF54E IPsec BR =

T 7

545 IPsec %187k = B FEHERR

45 IPsec %8

-

X FEE IPsec BEIH it A7 A ¥ [ ELEA T ek BRI, show asp table AT show conn i #7047

nENRELERER?

FAE R R E T O S s ThAE, i H show asp table fir & & F 5% b G B VPN 1 5.
show asp table vpn-context iy 2% fEiE 7 f5 4EFRIR SR R ME 5t 7R “+PRESERVE” Frik,
WLLF B ChIrEHEN, Wi TR -

hostname (config) # show asp table vpn-context

VPN CTX=0x0005FF54, Ptr=0x6DE62DA0O, DECR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

VPN CTX=0x0005B234, Ptr=0x6DE635E0, ENCR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

hostname (config) # show asp table vpn-context detail

VPN CTX 0x0005FF54
Peer IP = ASA Private
Pointer = 0x6DE62DA0
State = UP

Flags = DECR+ESP+PRESERVE
SA = 0x001659BF
SPI = 0xB326496C
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI = 0

Spoof =0
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Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

VPN CTX = 0x0005B234
Peer IP = ASA Private
Pointer = 0x6DE635EQ
State = UP

Flags = ENCR+ESP+PRESERVE
SA = 0x0017988D
SPI = 0x9AA50F43
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI = 0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

hostname (config) #

Configuration and Restrictions

This configuration option is subject to the same CLI configuration restrictions as other
sysopt VPN CLI.

IR LAN [R)/M 253 A ACREIE 2257, JF H I Z iR, T REA7AEVF 2 A7 BEE i
XL AN IR BRI A A SR T AR, (EE AR T B A s e B 5. AR X
Ui, WEEH] show conn dir4, AIRARORE TR CHE T s b A0 s P A i H G, a3 n TR AR
E

asa2 (config) # show conn detail

9 in use, 14 most used

Flags: - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- initial SYN from outside, C - CTIQBE media, D - DNS, d - dump,

- outside back connection, F - outside FIN, f - inside FIN,

- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, M - SMTP data, m - SIP media, n - GUP

outbound data, P - inside back connection, p - Phone-proxy TFTP connection,
- SQL*Net data, R - outside acknowledged FIN,

- UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
- awaiting outside SYN, T - SIP, t - SIP transient, U - up,

- VPN orphan, W - WAAS,

- inspected by service module

PAF 79 7 AFAE IRSZIR FE I show conn i@ (s Bl i, AOZIR LA V ARE &R

X< W O HF QMW >
I

hostname# show conn

16 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:21 idle 0:00:00 bytes 1048 flags UOVB
TCP out 192.168.110.251:21137 in 192.168.150.252:21 idle bytes 1048 flags UIOB

TR RS WA e 8 BA LR 3L, K vpn_orphan 3£ i 42 show conn state iy 4, 1
PLR /s s «

hostname# show conn state vpn_orphan
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14 in use, 19 most used
TCP out 192.168.110.251:7393 in 192.168.150.252:5013 idle 0:00:00 bytes 2841019 flags UOVB

(£ A& FHE T B HERR

% F MBS

T 1) A A2 2 o TN A7 R T S B A A R e ) B, A R A SN A SR N 1
S PRGBS RIE N R I LGB B N S 16 B ASA A IRAF TSI R UG
b & (V). XFF SSL Fl IPsec, AT AT A LU F{E A

o X SSL: 4xif SSL A, Y5, HH IP Huhik-Flsg 1 o
o 5T IPsec: IPsec L4 = E.

— NIRRT AN 2000 MDA iS4 H o ASA SSEH P — AN HEIL crypto fr %, JTEAETE N T
ROGHEECES AL o A AR SO IR S B I I 2 SRR RIS H R 51 MRHAHRGIHY XA
e 7258 ) 25 iy & AT R B

I AF A PR RS 3 SORSCPEAN 3 S0 . S mT LLAE ] debug menu ctm 103 iy K — 32t
A

o4 -

ASA# debug menu ctm 103 crypto_eng0_arch 4.bin
[Nitrox V Archive Header v1.0 Info]
ASA Image Version: PIX (9.20) #0: Tue Mar 29 16:20:30 GMT 2022

SE SSL microcode: CNN5x-MC-SE-SSL-0011
AE microcode: CNN5x-MC-AE-MAIN-0002
Crypto Engine 0

Crash type: SE Ring Timeout

Core Soft Resets: 11

Timeout Ring (SE): 12
Timeout Entry: 642

SE TIMEOUT:

Core SE 6 Touts: 2
Core SE 8 Touts: 2
Core SE 12 Touts: 4
Core SE 32 Touts: 2
Core SE 37 Touts: 1
[Timeout Session Info]
Active: TRUE

Sync: FALSE

Callback: TRUE

Saved Callback: FALSE
Commands in progress: 1

Engine : hardware
Device : n5 (Nitrox V)
Session : ssl

Priority: normal

NP VPN context handle : 0x00000000
Flag : O

veid @ 0
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Block size : 2050
async cb ring index: 0
tls offload rsa: FALSE
Session context:

SSL Version : dtlsl.2
SSL Context Type : handshake
Encryption Mode : gcm
Auth Algorithm : null
Hash Algorithm : none
Key Size : 32

SSL V : dtlsl.2

Source IP : 82.1.2.2
Source Port : 51915
Dest IP : 82.29.155.32
Dest Port : 443

FE BB, S R AR SR TN EA L BN R GBI 45 H D M SSL 23 il 5 o

N A SRR E

LU L% Nitrox VIR s o ) 35 46 T SCRFIN A7 14 -
* Cisco Firepower 3105, 3110. 3120. 3130. 3140
* Cisco Firepower 4112, 4115, 4125, 4145

* Cisco Firepower 9300 SM-40. SM-48 Fl1 SM-56

£ A SSL T4

#rl LUt SSL i #ias ok & SSL B 5 B H 5. A ¢ MRS KRR SHUE . HARIRES A
VEANR AT T35 Bt A7

debug sd state My A HEHELL N E B
o FUA ORI TP i R B S R A R 1
* 1T SSL IR AT R I
o FT-B0 UE AR 5 B0 e K R

1§ Fi] show counter st 2 K& F SSL i1 545 . MIRAS9.20.1 J14h, B £ 1) SSLiH 2% n) F Tk,
i :

* CNT_SSL_NP_CP_EVENT NULL
+ CNT_SSL_NP_CP_EVENT ENQUEUE_ERR
« CNT_SSL_NP_CP_EVENT RELEASE
« CNT_SSL_NP_SNP_FLOW_HNDSHK_FAIL
« CNT_SSL_NP_HDL LOCK_RELEASE

* CNT_SSL_NP_VERIFY PADDING
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* CNT_SSL_NP_MAX PAD LEN EXCEEDED
* CNT_SSL_NP _NO_CIPHERS COMPATIBLE

* CNT_SSL_NP_CIPHER_LIC NOT_GOOD

Sn{AT A B A B ASP R 5% B

PERAR 9.19.1 S8 FURA T, U0 SBAFAE R AR ASP N BN, W85 A 20 B 01 JE Bl e #% o ZERRAR 9.20.1
N R A, s aT LLg ] debug menu asp 100 <encrypt_rule id> fir4 A ASP 2 H i B 453 (4
BRI, TS R A Bh k& . i show asp tableclassify domain encrypt #ir 4 254k encrypt_rule id.

AEN

o T AR CPU JERE P AT s o2, AT S ECRGATT . BATEE S AAE L B R
TAC (b HERR 2 1 I 6T debug 4.

o AU ANE AT WR ARG 2 R A RN 2 fir A i MR, U8 95K 2

s w14 ID LIS ASP KA 5LPxR ID 584 VLR

T

CE R REIF, 245 Sk B =) 0x7f039846aaaa I, Jite b EFr, A ik B i H )
Ox7f039846bbbb. & A] LA i HH H A U= i (P RN o 5= R ) i R o E 280 9999, 17 KL 47 K I
Fdr i ECh 0,

1. 1#i] show asp table classify domain encrypt fir 2K 255 ASP ¥,

ASAv (config) # show asp table classify domain encrypt

out 1d=0x7£039846aaaa, priority=70, domain=encrypt, deny=false

hits=9999, user data=0Oxaaaa, cs_id=0x7£03941866e0, reverse, flags=0x0, protocol=0
src ip/id=1.0.0.0, mask=255.0.0.0, port=0, tag=any

dst ip/id=2.0.0.0, mask=255.0.0.0, port=0, tag=any

src nsg id=none, dst nsg id=none

dscp=0x0, input ifc=any, output ifc=outside

out 1d=0x7£039846bbbb, priority=70, domain=encrypt, deny=false //this is a good rule
hits=0, user data=0Oxbbbb, cs i1d=0x7f03941866e0, reverse, flags=0x0, protocol=0
src ip/id=1.0.0.0, mask=255.0.0.0, port=0, tag=any

dst ip/id=2.0.0.0, mask=255.0.0.0, port=0, tag=any

src nsg_id=none, dst nsg_id=none

dscp=0x0, input_ ifc=any, output ifc=outside

2. {1 debug menu asp 100 <encrypt_rule_id> fir4> A ASP & HH I g f55 7 (1) s 0 )

ASAv (config) # debug menu asp 100 id=0x7£039846aaaa
Encrypt rule 0x7£0398469510 was successfully deleted.

3. i show asp table classify domain encrypt iy 2 K5 IE ASA & 75 UM BR {55 1) ASP HEI.
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ASAv (config) # show asp table classify domain encrypt

out 1d=0x7£039846bbbb, priority=70, domain=encrypt, deny=false //now this rule has hits
hits=10, user data=0xbbbb, cs 1d=0x7f03941866e0, reverse, flags=0x0, protocol=0

src ip/id=1.0.0.0, mask=255.0.0.0, port=0, tag=any

dst ip/id=2.0.0.0, mask=255.0.0.0, port=0, tag=any

src nsg_id=none, dst nsg_id=none

dscp=0x0, input ifc=any, output ifc=outside

M ASA ;5% WebVPN EC &

{1 no webvpn F clear configurewebvpn &, AZMIERERIL WebVPN L& . 2{R 7 http_in F1
http_out T1-4#% LRI R 45 G0 1 HE B

T ASA iR WebVPN FR'E, 1EHUT UL FHE2 —:
* A7) 518 H no compression all fir 445 4i 4o 1135 o

* fliH] clear compression all iy 275 MR R4 48 15 Bl $gs .
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HERECE . ARBRFNA P

ARFESGAUATECE VPN JERECE SO (BLrRch “BRE4” ) A AEAE R4
B

o EFERCE SO ASRREFIH] SObE 2 97 1t

o EFERE SO, 2B 98 T

o MCEDERME SO, 5 102 1T

SRNG5S 127 0L

* ffi ] Zone Labs Integrity iz 5545 » i 166 1T
FCEMSEME, 172 70

o OB R 4L VPN 9848 ACL sefEsLEk , 55 180 1T

EERCE . ASREFNA P BLA

R 2 BREAU L IR 48 (VPN) 1) 2 4 DL KC B ASA T TR AORZ O o AT IR 28 T e X
VPN (1 U5 i) KA R @k o 2R A A SR P SR o P A SRS SR IO R 1 384
PO B SCAEAR VU A ERE A AL SRS o W SR BAT [0 ™ 23 P S 2L SRS, DI FHEE B (R BR A L s
BN, G E R E SO I R . SRS, BCE ARG . X LEZH MR R R Bk
AHBCEE. R HECEM ), ATEOANHBREIFZ AN BB R LR AR A 40 EX
LSRR (1 7 A A

)

AR ] tunnel-group iSRG ELERRCE SO EARTE T, RIE “COERRCESCIE AN “BRIEAL” 2
AL .

TR E SR ZE g A] AR AL RS B AR TRIIC BAT 55, ASA $ it LAN 330 & S

(DefaultL2Lgroup). IKEv2 VPN HJERIAZCRE Y i) 1% 400 & S (DefaultRAgroup). Jo%& F' ¥ SSL il

Secure Client SSL JEFZ I ERINIEFLNC & LA (Default WEBVPNgroup) F1ERIAZL 5% (Df1tGrpPolicy).

BRI RO B SO A g S BT V22 HY - mTRE AR R (R BEL . ASIH  INF, AT BLFE g H A S
CURIR” S IXFERR AT LR R KR G E VPN Ui ]
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AR RSE [ T AT VPN 852 AR RIS I e TG SO A s S, {H2 VPN R
MSULZIT T AR flhn, BT fess eVl S5 A Vs 0] L ISR I — &2y, SevFas ) SCRRALVT ) o —

5,

FE AV MIS A1 i) HoAt5 4y . BbAh, £ BEIBE fu i MIS FR e e H - U i) HoAth MIS F - 6

TR RIRGE . JERRICE SO AN SRS P2 L 22 A AT AT 95 1 R 1

\}

P

ASAC B G A KIS, NRAEMSXYIRIESE . W 5A, wRUE SO i 1 &% P25 1K) VPN
Vikle XMRAL ACLANSG, MRS AR ANER I E SRS AR AN NGRS, w5

B H ARG E R R 5 20 B “XR7 .

LEABEA ] LU A Pl RIR R A o e MR LA 2 K S5 A T X 28 J (-
A5 ) W (DAP) i3k

2. Hr4

3. 4HHE

4. TR E SO AL

5. BRGNS

=

Pl JE LR DAP AR EC O 2SR SR O B SO RCEL 1K) DAP (B AT st se 2.

M)A S DAP il sk AN B PERT, ASA 2 HF St i . #illn, 7% dap webvpn P& B
FAEH HTTP AREERS, ASA A&t DA, 44X http-proxy v 2 U no {E, DAP idxH
M ZEE, Nt Zaelas FERH S BH R AAA B, JF AT nE, N2 4 5ns A ik
BN ME. ASA Jo )7 i SSL VPN e A 735l S FF—> http-proxy iy 2 Fl—> https-proxy i
4. E ] ASDM KL E DAP.

R EC B 3

G E ST AU T P T B SR A SR AL R IR AR PO BRI L 1EAT B 0y BRI P
Mg as, VASGERRAR BB RIC KRS 3 (WERAT) o EATERRPUER BN A SN, JFHAS
Fr o€ TORNNERL S A R E S S DR SO REA S AT R e . JERIE A
—ANFEEE, F5 T SO 1) P IR P P 2 s

ASA SR LU N BRUGEERCE S T LAN [AIEH21K) DefaultL2Lgroup. H - IPSEC 4 Vs ) %
) DefaultR Agroup LA S ] T SSL VPN (G301 % 25 1 Secure Client) 3%4% ) DefaultWEBVPNGroup.
A DG BOX SEER B IC B SO, AR OV MR . S v] BLEIEE — AN AMRRE T IR LI
TR E SO RN E SO T ASA T 5 O AHURC & S, I HIGVETAE AN IR 55 4% EE TR E .
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smzanaxtzzsy

\)

ER RUENCE SO (B B 1 IKEVDD R RETGIE I E £ R e B VT A & LAN (] A e ovE i E
BEIEAL, WIERIA N

tunnel-group-map default-group <tunnel-group-name>

(ZRIMH A DefaultRAGroup) -

FEEREE X ERESY
O AT VPN SR . SR,
o AU BB - TS S 41 B S IR B B PE46 VERED FT
AR FI U A BIEAT S O 5, BRSP4 B 5 P S 4 ASA 1020

AR o
o A FHUEASEAT B 3 B0 AIE (K 70 7 S e 42 A e S ) — 8 R A% ik, 1T ASA IEAS 3R A
Mo

o VEREEM - ERRALHE IKEv] RV ). IPsec LAN [A]F1 Anyconnect (SSL/IKEv2). iE4%HCE
SCAE R R — R,
© SOMIAE. FACHNCIK RS 4% - XEES Kb ASA HIT-LAR B BBk 55 2 41 sl 514 -
* P S5k
o SRIUAH S P SBT3 ) 1R IR 55 1A &
R AR SR

25 A ]t — AN ER AN RSS2 2

o SERI BRGS0 - Rt — AL ) P B Ik . BRIAALSRENE & ASA 7 BEiE H - 247 £ 4
T80 UE B2 AN N s HC 8 1 T A R A ) 21 S s
& il oA TV - IO VEAEE ASA TR K T i I — AN A DHCP Ik 45 #s BHb i3 1)
{H.
o AP - IS LS AT P R SR R R R e R E CBRIAREN 14 KD N BN
B, ARG A PRI L T O
FUBR AR BRI, - IXLEZ 5 n) ASA FR/- A PEILBWN T 24177 20 IR H0 00 H T3
(1) user@realm JEX I 4

S @ 5 ST I BT P 44 1 FR (user@abe) . A0 HIBRATIER, ) ASA {44
Ml G AT SR W RRBRAL, W ASALEH P A F4uR (i) T 805
iE.

N\ strip-realm iy 2K 75 B 43 56 AR A (8] W 7 44 A ISR Ai3ak B e 457, T #dr A\ strip-group i 2> 1)
MHERALR e 7o a0 N BR AN B e 75, B IR AUE TR 4. B0, S5 ubk T
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58 ¥4 [) username@realm B username<delimiter> group 745 5o W1 IR 2% 2% VR HT & S5, )
WAZIFRE strip-realm.

BeAh,  CBGE T L2TP/IPsec %)) 2447 5E strip-group it &I, ASA il I\ VPN %/ difi i
PR 2RI A RN T P I PR B SO (BREAD

o SORERL - MWL LS HOTEORAERBUR I A R, Bl G A% ER

* BIBUDN JEPE - S BRE AT SN AL (1 m] 730 Bk 4 P b

IPsec [%iE 20 1E1ES
IPsec ZH 055

o P SR IAIE Ty TR PRI/ EGIE S
TR T RO YN IKE i, X SRR R TR T IA S (RERZ N

128 NMEFF)

* XFEE ID B UEER - S 8 2 1 R S5 A AR PR S E ST 5544 (1 5 477
o WURAR R UE A BRI P S ARG UE TV, W P s 2R A A1 A et AT &

(AL AT

o PRIRA SR )T XAUTH A4 XAUTH.
i AT P A AT ASA SHIOE AT Hifh AR 48 vk (9] 4n RADIUS. TACACS+ 8%

SecurlD) HEATEEFE VPN P S EGUFRT, 1518 isakmp ikev1-user-authentication i 4K 5 i

XAUTH G4 541F

* ISAKMP (IKE) fR¥FIEHIE . Wk bR v il ASA IS Ge FEXT S5 A IR e S 70 R AR I Iy a0t
ARSI B CRITERRAS . WA SRR Tom B, U ASA SR 1ZIEHE . JA ] IKE fR¥5iE
FERT BT 1AE TKE X 85 R 2R S a4l

IKE fRAFIESA B FIE . N EILDIREIE S TAF, ASA NIL@REX SR AR I E
BEDIREE I T LA 0 A4

* Cisco AnyConnect VPN % J i
« JLRL 108 B AF

* Cisco Secure PIX Firewall

AEERE VPN % i AN SRR IKE fREFERE

WRACE e — AR A AR, JF B — 20 55K SOHF TKE PRI H i HoAt 0 854K AN 52
£ IKE fRAFIERE, TS ] IKE (RAFIER . 1ZDIREAN S 5L M AN SRR BE DD RE 045
.

U SRAEIT IKE DRAFIESE, T A o B0 A5 A4 R 1 23 DRSSl IR A H B S HR I b 1,
SR A RN o IS SO RGN, TS R RCE LS, 5 130 UG,
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ssLvpN 2R EctiEEss

A

ER NERDER A, EAEZAE S ISDN 2R B T B AT A %5 ) i
PG L R 28] IKE {45548 . ISDN 8200 3 270 25 WA o0 T W TF e 42,
B )2 IKE R FRERN LB AT b7 1R 25 R, DI 8 G b7 T 3% 4%
WRAEH IKE R FFIER:, W am N AE L IKE 5% IPsec %580 I I 425 Wi
FRERE . R B A2 [R17E B IKE R, i PR S5 fAk
N SC AL DT T P e i
Wi LAN [A) & A A 02 IKE EBEK, T ORI N XS IKE PRFFiE
BERCE AR . AN IR 645 8 ) IKE fRdeidiss, sl )2k 1] IKE
PRFFIERE

© WERAT A ECTAE PR ACE S Bl AT AR 8 FE AR BE AR UEAD B (I 0 S5 A0 S kA5 A0
P RAUES) IR RUE S COFRRUEB HYET AR CA IEF) .

o R LU S el e RRCAR 1) Windows 20 S 0P (K s B2 SR L2 P g, 9wl R AR ALK
BRI C OB 3 ShRAS o AT LAOA BT AT SR E SO s e R R L SO A SO ) i

-
o WERAE AT PRGBS O Bk, AT AR R T AR UEEAGE 1) TKE XS5 AR (A3 A5 A
AR

SSLVPN 1B EIERLE W HEIES

FHHLAE T T SSLVPN (Secure ClientHITE% "2 MEREIUE B SCIF B MERO S . [ T ik
JRAEZ A, 8 BERC TR T IFAT VPN e A 13 MU B S M

\)

ER R RURRRAS T, COHERRRCE SO B CRREA” o EEHRRC B SO T 2T tunnel-group fir 2 AT AL
Ho AEAWAZHAMMRZHAAE.

%< 7: SSLVPN ph iR E X BT

Ige

authentication VB GV AAA BETD .

customization fiff e BN FH 0 AT L B e XA E K. HE RCE A THieE P&
BN BRI E DA .. WTAERS B G 5 SSL VPN i 72 Fhfid &
HE XS5

nbns-server T2 B T CIFS 4 FRAEHT ) NetBIOS 44 R S5 IR 45 %% (nbns-server)
R
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LhkE

group-alias TR WP 55 4 5 | HDESRCE S — AN AR SR,
P IR RS b e 621 4

group-url e — AN URL. WERECE SR IE, V55 5E URL M HE
RN TR

GRS E K 21 URL FH T Secure Clienti® 4z, ZRAERE B ASA
T GBS H] T R AR L 4] URL BLAGE ] T4 75 rU i B 4

JeHb ik 941 URL.
dns-group PRI DNS IR 554821, 1% R55 s 414 5 A T4 ie B SO ) DNS JIR55
a3t DNS k55 as Mk 044 . ARG5S o B IR I
hic-fail-group-policy WAL B2 4 A B354 Group-Based Policy &1 E A “Use

Failure Group-Policy” 8% “Use Success Group-Policy, if criteria match” ,
$55E VPN ZhRE S o

override-svc-download P i MR R 3 AnyConnect VPN 25 i 77 JC B 1K) 28040 S
VAR

radius-reject-message S RAERAR LR, 5 ARG 54 E s RADIUS JE467H &

b B EERL & ]

AR 2 B AR A B i SRS N S G SO (K A R T

)

AR A S RIENGE T AR IKEV2 AT IKEV], 1 AN T Secure Client. J£% /3 SSL VPN, [H
Ji SR VPN % 5. Apple AL VPN % /7. Microsoft AL VPN % /7 i ok IKEv1 IPsec [f) ¢ TCP.

A DME SCBRVGERRIC & SO, IF HURT DK e e B SO IC & = R R A A b, i
ARAEER E SO b SR B A B, % AR DA E R B SO SR IO . BRIAEREIC B 3
PERB ARV ) o G SES BN R TR R SR . TG P B S (LR BRI
B AR E A EARCE, 5 I show running-config all tunnel-group iv4>

B A E R B A
ASA T DL RFIEE IR B S CREIRAD IRAHCRIE— AT A IR R VPN 2188+ 5 18

o S e BRI A AP E A 255 R BUFIH S . “ERROR: The limit of 30 configured tunnel
groups has been reached” .
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BUIA IPsec iTi2 i B ERELE X HEE .

2N IPsec im#2i7 o EEOL B H B E

BRONIZRE VT FE R E S N AT

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key
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peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec BB E B 14
B BURMERS £ ABEM ALK . TPsec TEFEUF I /3 SSL VPN BRI 28 e Bob [ f 3
JEHE. TPsec LAN [BEUH I ECH 3020 . 42607 fr % 524600, 520 (Cisco Secure

Flrewall ASA RA4 5% ) o AVHZIT 30 n] it B 2 B2 U5 1) 3E 20 S SCEAT LAN [R) R &
Ao

e B2 177 o) iE Rl B 3
FE LT I AR 2 7 i b Lol j ASA 2 IAVEESZIERRINS, TR A0 Gz R U7 e 3 0 0 A SO A
o A G Gl SSL BE IPsec/IKEV2 #43%)
* L& i SSL VPN RT3 55 i SSL #:4)
* JUBF ASA 5500 fij 5 VPN #4125 i (Gl [Psec/IKEvI JE4%)
BATESEAE 4l DfitGrpPolicy (K ERINZH SEIE .

NN ARV R B SR, AL E R E A R R, ARERCE RV B, SR
ST

o FRE LRV ME R B SO AR AR, 3 104 UL,

o O R Uy ) R E SO R I, 2 105 T,

* FCEXE SO RAE , 55109 57T

o i B R Uy ) BEC B SCAF IPsec IKEv J& 2, 56 110 UL,

o Jit & IPsec WG i) ERENC B SO PPP @M, 55 113 W
e EIRIZ I 0 EER & )R 2 FRFNZE A
UL

I\ tunnel-groupdn &, BIEIEEACE SO, AR e I BN B DU I A AR AR A
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e b ) U |

XTI YT BEIE, 264 remote-access.

tunnel-group tunnel_group_name type remote-access

il

B, AN 44 4 TunnelGroup [FIZEFE Uy W) Bl & SCAF, EBIALL N f 4

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #

RELRHEEEREXHENREL

N
8

DG L OB G B R UR Y, AR NP R R E S A

TN E B PR, AR P S ok 2 1 B NN tunnel-group general-attributes 145, M EEA
tunnel-group general-attributes FC BB . $E/m 723 B LA UR AR 0K

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

e EEAT I S ITE RS 240 (R AR, TR BTG 8 RSS2 20 W P15 108 T 48 F LOCAL
AR PEHAT S IAE, 7N CkE 7 LOCAL

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

5 Bk R 55 2 4L A PR B K v 16 N4

Al LU R4 2 Ja B B D R A ORI PR FC B R T I SR B0 E . TR e g 4 A &
M4 L A RR AU FE S5 oK. LU a2 4 4 test 145 LI C & 4 2 TH O I Sy IE, 40
servergroupl ¥ 55 28 BEAT & 43 50 0E «

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

e A PR S Bl CNRAD) AT, ROTERAEIN, TP IO AT B M PR
.

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

FAURSS e AL A PR AT 16 A 45 B, DAR fir 245 58 A R BUIR 55 % 4 FinGroup:
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hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

g EAT Gk R g5 el (U sRAD 44K

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

KR S5 A 4L A PRI AT 16 AN AT Biltn, PAR fir 2452 144 0 comptroller FRACIK S5 25
4.

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

i E BRI LS (1 44 P -

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

L HME I A PRI AT 64 AN FAF . LU 7R BiK DfitGrpPolicy ¥ 4 BRIAZH SRR ) 44 7k -

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

¢ DHCP %54 (2 10 G4 M4RRECIP sk, LA DHCP Hihibith (5% 6 ANt (14
FRo BRINIEE N JC DHCP k4528 H e H R . dhep-server fir2 1) F T ASA Bt & 0 78 2218 3L VPN
&P 1) TP Hiuhk I ) 48 2 1) DHCP i 25 % A& HABE I . A S5 B, 12 (Cisco Secure
Firewall /il ASA %4 2%) FRE 1) dhep-server fT %o

hostname (config-tunnel-general) # dhcp-server serverl [...serverlO]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address _pool6]

hostname (config-tunnel-general) #

WERTEE L LV AARR, W24 5 R FLR K
AIEA R E RN ip local pool 4ok Be B kit .
DR SRAE T R 25 HE AT, T TR NAC S IRAEIR S SR 4L A4 AR, 1T AR iR B T R 2 A2l 22 42

ARASIAE (1) B SRR S5 85 4 o 28 D — AN ) P TR 45 2 L B0 SR NAC. i aaa-server iy 4
fir4 ACS . R)5, I nac-authentication-server-group fir4 O IRSS #2048 ] [ — 42 05D«

LA 74K acs-groupl AxiHhZEH] T NAC 22 ARSI UE 1) 54 3 30 Uk R 55 2 41«

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)
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PR 7181 A BRANSZ R 1) 20 2k A B 473 56 U IR 55 4 41 -

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

iR
NAC 7 2 i AL _E 22 RME A .

FREALER M AR IE T AAA RS54 Z 0 PRI BR AL I 2 0. BRIA BB A R AN R B 4 42 AN R B 40
iﬂji:

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

AU . R RIBRAE, W ASAEFH P AR (AT AT SO IRE. W RIRAL, )
ASA I P FATIS, Cin A7) BEIT S IRAE. SN strip-realm iy 45575 B 403 56 UE 31 R U 7 44
eFH B sk B s 755, T strip-group iy 4 WM R AT 73 o n S R HI R PR AN BR e 155, B 3 BIE
BOGETH P 4. B0, SO0k It T 52 21 username@realm 5, username<delimiter> group 744
Ho WHRARSS 28 TCVEMANT & ST, MIZiife € strip-realm.

o, WS4 RADIUS. f#1] NT ff) RADIUS 5k LDAP fii 45 2%, WA LS 4 60 B
pEsy &

WS R LDAP H RS 25347 S0 5604F, Wi L Sun Microsystems JAVA R4 H sk 4545 (LA
HIFK A Sun ONE H skii45%%) F1 Microsoft Active Directory K37 Fra i &7 #1

Sun - /£ ASA _ERCE T U510 Sun H 35543 1) DN s EENS U 1] 2 ik 55 4% 1 A0 BR I35 ) SR
SRV H s RO s RAT H A B BURBR AT 7 4500 DN ] LUKE ACT TN BRI A5 S o

Microsoft - W Z0C & % T+ SSL ) LDAP LAXH Microsoft Active Directory Jii JH %155 #H .

SEShAE CBRUHISE T RS 75 4Bt B B2 P . BRI BTG 14 FIFA ¢
F.

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

WIS a5 & LDAP 453, WInT AR 2IH 2 mrZ /bR (0 2] 180) FFan st H F R 2130

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

pE

1 tunnel-group general-attributes Mit. B 45 2T 4 A I¥] passwor d-management i 4 HUAR T BT 71
tunnel-group ipsec-attributes 2T i A L3+ H Y radius-with-expiry 174>
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fic ‘& It passwor d-management fiv 4, ASA 2 EIEREF ;8 3% i IE 0 L 2 i a5 L BIDR 213 sk 2 3
o BRJ5, ASA WA RIS B W M AT S AR B, PO Z s k.
M RHCE RADIUS 5t LDAP S5 50F, ASA ¥ 20 4.

TVER, XS SRS BRI R, e O ASAFE B 2 Ry 2 /DRI AR A P S i B
FI.

i Fg 2 password-expire-in-days B, LR E KA

FREI A HRBOR E N 0 25 i 4. ASA ANl g P s i R 203, (B2 ) o] DI 6
B 5 B SO

HREMME R, SR E Microsoft Active Directory B E A TSI 1L, 2 123 T,

ASA WA 7.1 K @ A FEAE H LDAP 84 A AT S MS-CHAPv2 [#] RADIUS 8210547 5 43 5 ik
i, W% Y FF AnyConnect VPN %5 /3. SRl IPsec VPN %55, SSL VPN 54k it %5 7 i A1 %%
JURER SR L, AT AD (Windows %6) BE NT 4.0 5, BT X Seid e M A S 35 i 4
H,

HLE S FF MS-CHAP ) RADIUS It 55 & i A SC - MS-CHAPv2. passwor d-management fir4 i %
] MS-CHAPv2, K] i & v 445 (R A6 1 7

RADIUS k%548 (B, RN ACS) mIRESH G 0 ki sk DAREE 7 20Uk 2 2 o) — > S Bk A 5%
8. {H/E, ASA {V5 RADIUS A4S #3515 o

XFF LDAP, 137 EAIFEF LDAP %41 A ML ES5. BT, ASA {6 Microsoft Active
Directory Al Sun LDAP JI 55 7 S it T A7 % i A BR@ 4 . AL LDAP 752 SSLik . 7124347 LDAP
SR P FT, LS F3E T SSL ¥ LDAP. BRI N, LDAP {8 H i 11 636,

TR AE PR A T (0 2 BRI ZEAE T ) — a2 AN m . e)s PR e 228 A0 % DN 7
B R 20 A ALK P 44«

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

B, LR a4 @A CN B YA S B H  44 2

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes 55 C (EFR/MIX) . CN (AFHLH) . DNQ (DN FREFR) - EA (HE
PEHNE) . GENQ (HHRFRERF) « GN (%) . | (HFEH) o L (X)) « N (%) « O (4
41) . OU (AHZUaf) . SER (FFI15) SN (#F) . SP (H/HRX/EEET) « T (WAL . UID
(7 ID) FMUPN (JH B464 0

s R TR AR A SOV AT . AR AR AL

hostname (config-tunnel-general) # authorization-required
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hostname (config-tunnel-general) #

B ENEZHIGIE

UG Gy bt — STk Dh e, %I RE LR A28 S br e A A AL B 6 e S5 E, w2 — A
JUARERD o R LLT fir & KRB 5 A Bk

P 4B S e IR 55 A 4. Ay 4R THIVERIE) AAA RS4RI AAA RSS2 4 .
ERE

B A& AT AnyConnect VPN 4%,
S Bh R 45 BRI 2 SDI R4S 2edl . BRUEDL N, TR HB) S 5AF

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]
{none | LOCAL | groupname [LOCAL]} [use-primary-name]

L 48 ] none BT, T4 B BHAIAE . groupname (15 E AAA IR #8444 . LOCAL 15 E1#
PN RS 285t %, £5 groupname {HAC A FHIY, LOCAL #55¢[HliE.

Bl ln, B0 SR IR IR S5 AR ALV N sdigroup K5 Bl S 40 B0 UIE ik 2548 ZH BN Idap_server, i
PN iRt

hostname (config-tunnel-general)# authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

AR
G SAE H use-primary-name ST, PG ST TEHESUE K — M P 4. 1eAh, WA 2RI A 2
FARS, WA L P AT S A T

WRMAEFSRECRE ] P 44, &%\ secondar y-user name-from-certificate:

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ... | use-script

FEUE P CLHAE R P 441 DN 7B 5 32 2 username-from-cer tificate fir & A ] . 3%,
A LLARSE use-script ST, ZKHEF IR ASA fTH ASDM ZE IR A SCAE

B, wESRE ARSI AE N EER P AFBOHR e CALURA” AEMIRER P A B, 1l
AL R4

hostname (config-tunnel-general)# tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
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hostname (config-tunnel-general) # secondary-username-from-certificate ou

£ tunnel-group webvpn-attributes # 5 1 H secondary-pre-fill-username iy 4>k 52 H U\%F‘ Uiy UE
FEMKCE ] P 44 AR S B b P A o AT SOGB4 i b i 238 HI T 0% ) i JE 46540 7 SSL VPN %
J 3 (AnyConnect) 4%,  DAS R A7 B0 e 24 - KRS U FH P 44 %kkkfﬁﬂ%1:4***ﬁﬁﬁtibﬁbo .
B A SSL 2% g AT [N A7AE,  (HR A ZRAEAN ] iy < HR o0 FLEA T IRC B

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

Bilan, WEEE el pre-fill-username X IEEZHAT T S I UF A B SR I0AUE, TERIALL R dr 4

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

o e B IR 43 56 UE AR 45 2 R IR EGE F T IE R BB M . BRONERE S £ S IIF RS 4. It
A A AN O B B AR A R

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

i, s E A A B S A AR S5 & TR LU Al

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Fo e B SRR S 5L 7 44 (primary 88 secondary) o ZRIAMEN primary. £ )7 HXWE & 47
AR IR, bl Ress X AN - 23T S 50 UE . B HE 20k 2 — AN EAT B BIE
M P23 e Wil P 4. iR 2R K. SR EdR . R g H SRR H St P
ER

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}
B, Wi S ORI S AR GAIE T P A4 A6 200K F B SR BRI S5 4 TN LU Al

hostname (config-tunnel-general)# tunnel-group testl general-attributes
hostname (config-tunnel-general) # authenticated-session-username secondary

e & A2 15 18] E L B ST IPsec IKEv1 B 14

N I RE ) ) R L B SO B IPsec IKEv 1 R YE, T PATEL F2B 8. DU N Ui RS E )it
REVS )RR E S o IR VT R E RO E SO L LAN [EERICE S R 2wt
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R BTy R E x4 Psec KEv Bt ]

PR WEHRE RS ] BRIE AL IPsec JRYE, 1578 B St al 2 i SR M A LU R dr @ 2EA tunnel-group

Nil

8

ipsec-attributes # . FER A4 U AR AR R AR T U

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

A2 3E A tunnel-group ipsec-attributes FUE R, 7RI o] AR Pl Sl 2 A SR il E

remote-access tunnel-group IPsec J& 1k .

B, LLUR fiv A8 %€ J5 1 ) tunnel-group ipsec-attributes 5 iy 415 44 o4 TG1 [FEFER & SR G
TR, RS LR R H i 4b T tunnel-group ipsec-attributes £

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

MR Y], SR TR IKEvI R HHE =Y. filll, BUR a4 Psec IKEv1 L FE V)
e S 1R I SO R TS 3 ] xyzx ORSCRF IKEv 1 4%

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

i 52 AL AT R A5 AR R E 5 SR I S SEAA K £ 3 -

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

AT REM optionfi h req C(AT) + cert( CAIRAZAEPBSZHE) Mlnocheck ( (RKI#Y) o BRIME K reg.
B, LAF a2 e 7 peer-id ik

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

R TR HAEPREM A% . DU dy & AE A& f b A S ARUE B AT S CA I3

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

MR IE T AT IPsec FRIEZH A,
Yo FTARRE A 23 IKE S SR RIE H G T S & FR

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
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hostname (config-tunnel-ipsec) #

LA fir 245 5E mytrustpoint 2 £ A6 5 IKE X 84K FIEFS K44 B -

hostname (config-ipsec)# ikevl trust-point mytrustpoint

$5 € ISAKMP {RF5E 2 BAE A o VR Bl kL

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold S35 & 76 T U R R W 45 2 B SR VF 0 S5 25 PRI D A (10 & 3600) o retry Z L%
AWCEMRRRE RN G IR (2 2 10 ) o BRIANOL N2 )8 H IKE fREFER: . Wngiss
ISAKMP {RFF:%#z, 1% isakmp keepalive disable.

Blhn, LU R4 IKE (REFEZBIMEBCE 15 2, IR Bl iR & 10 #:

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold Z 4 ERIMEXT T @ #2771 24 300, XFF LAN [AER: N 10, 10 retry ZEERMMEN 2.
AR 8 D L (AR 4R B ISAKMP W%, iEMALL Fdrd:

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

1852 ISAKMP B & G 43 363F J7v: (XAUTH iR & XAUTH) .

T A AR T IT ASA S IAE A Hofb AL 45 757k (5141 RADIUS. TACACS+ 5% SecurlD)
HEATIERE VPN I S 56AE I, 3% 48 isakmp ikev1-user-authentication fir 4K 52 i & XAUTH
SO RAE. A XAUTH ¥ IKE (IR B 1 40 WL R IR, G iR A S KL

a) ASA M HIARAE A S LN AR VPN P EAT B B0AIE o 108 S V7 EAT BR 1) B4R B IR ¥ TKE 2242
PRI

b) RJ5, XAUTH AZ#XFE VPN H 3T S 50 0E . b J B 4 50F o] DU A 3L b — sz S0k
(A 28 51 03 BRI 7
P Y 3
IR E G O S UE IS5 o, B UL 2 S IR L B AR AT A, SRS A e S 40 B0 2R 5 A VR

I
o

AJ LA# isakmp ikevl-user-authentication fir4 55 Al 1% [¥] interface 200 & A8 FH K45 7 R e #2 1
MW interface Z N, i A T A, JFHAEKRTR per—mterface I . g
TR E SRR 2 TP isakmp ikevl-user-authentication 4, FF H—M# ] interface
RO 5 —MAMEHESEL, WIFEE interface [ 2% T F e #2111 ﬁﬁ 5.

filtn, LUT a4 444 example-group [0 B SCAAE 4% 1 EJH RS XAUTH:
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hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

AR e EELCE X4 PPP B 1E

YRy S R ) EEEE B SO RO U BSURE, W HATEL T PR PPP B MEAIE ] T IPsec i fd
VI ERRCE SO U BB s 2 A1 IPsec LRV ) R T & S0P

HEN tunnel-group ppp-attributes FC E A, 7RI T vl 3@ 4 A LU R dir 2K AL remote-access
tunnel-group PPP BV, $E/RFF 4 T S AR IRBR R AR T 0K

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

Bhn, LR 46 € J5 T 1 tunnel-group ppp-attributes #3iy 4 544 4 TG1 3B & SCAFA K
EEFR, FORFFA M LR IR HAETAL T tunnel-group ppp-attributes £

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

Fa € SR PPP S HAE FARS i Vh SR e F S 0y B0 UE . B SUAE AT LU PR AR — T3
* pap - X PPP TR T FH 209 4 Bk 03
* chap - % PPP 45 i3 HI STt 48 TS O3 Stk il o
* ms-chap-v1 2§ ms-chap-v2 - %} PPP ¥4 i 1] Microsoft JFi#I48 T & 4 Wil s A 1 siARAS 2.
* cap - XJ PPP 3EH A F T e S 3 BiE p il

ERINIENL N 238 ] CHAP #1 MSCHAPv .
L & IR EEE A

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

TR B VSR B0, 3 Ay 41 no TE A

hostname (config-tunnel-ppp)# no authentication protocol
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hostname (config-tunnel-ppp) #

Wilhn, LU A% PPP %8 5 F PAP hidl:

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

LN 2% PPP 74 J3 | MS-CHAP A 2 i

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

LU R 4% PPP %32/ | EAP-PROXY 1piL:

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

LU v 4 %f PPP JE4%25 ] MS-CHAP JitAs 1 #pil:

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

B & LAN (8] :E A & X

IPsec LAN [A] VPN MRl & SCHE T LAN 7] IPsec % J' i . BURTESECE 4 2 S50 Psec
TCFEVT RE BN B S S EH R, B2 LAN [RIBEIERSHHE >, LU S H Ui & LAN [A]
TEREI B A

* $85E LAN [AERNC & SO AR, 55 115 1T
* B 'E LAN [AERRRC & SO s tE , 28 115 i
W& LAN [A] IPsec IKEv1 JE@ 1 , %5 116 1L

Z0A LAN B EEEEXHEE
BRIN LAN [HIEEC & SO AR

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2
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g AN EEaRE s amnnxs ]

LAN I‘ETJL%F‘EEY#F IS H L R ) JE R IE B SO, JF HILH K2 E S HOo T A4 .
fETRCEIER:, BCARR LA o R BN B R P A S O BRI R C F S 4R A FH

5 7E LAN [8) 4% EC & S Ry 2 FRFNZEEY

TR E L R A FRRIRAY, FEN tunnd-group 4, IR s

hostname (config) # tunnel-group tunnel group name type tunnel type

T LAN [A]B&IE, 28890 ipsec-121; B, WiZig)ad4% % docs () LAN [EHACE SCHF, %A LL
T

hostname (config) # tunnel-group docs type ipsec-121
hostname (confiqg) #

BLE LAN B EZEEEXHEMEM

Nil

B

U B B G B SRR YR, AT IR

TR Pl S ek 2 1 B N R 52 general-attributes S ¥R HE N tunnel-group general-attributes 5

P{T

tunnel-group tunnel-group-name gener al-attributes
EUE
WFF-44 4 docs RN E SCF, TEHIALL Fir 4

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

PORTF TR LR N ILEAL T config-general #E30, 7E AR R AT C B R 16 21 0 Je 1

Tt 8 BRSNS (1) 44 B«
default-group-policy policyname
-
DA i 2915 7 BRULZH SRS (1) 44 K4 MyPolicy:

hostname (config-tunnel-general) # default-group-policy MyPolicy
hostname (config-tunnel-general) #

CLI F## 3: Cisco Secure Firewall ASA VPN CLI it 3579, 9.23 .



EEREXH. BERnAs |
B == o i psec iken Bt

B & LAN |8 IPsec IKEvl &%
A IPsec IKEv] JE, AT LA DR

o
i

PR WERCEBEIE A IPsec IKEv1 J& 1, 15 7E S 52 15 SN N BAT [Psec-attributes I8 (1)
tunnel-group 772 HE A tunnel-group ipsec-attributes B & iz

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

B, LAF Ay HEN config-ipsec B0, DMER A4 0 TG [P B SO & 244

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

RRFFE TR LR RIAEAL T tunnel-group ipsec-attributes i B .

MRAE P9, e T SCRF IKEv ML =3 ]

N
g
N

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

B, LUR A4 LAN [RDERNC & SO Tt 2838 XY ZX RS2 RF IKEv] %4z

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

PIR 3 L A AN SRR S R UE X 354 1 B 0 -

hostname (config-tunnel-ipsec)# peer-id-validate option
hostname (config-tunnel-ipsec) #

AT HETC ) req CAFE) L cert ( CATRRZUF S FF) Flnocheck ( (AR #E) o BRIME A reg. iU,
PL R 2K peer-id-validate ZET0 ¥ & 4 nocheck :

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

TR A FE R SR PR AL . IR EAE AR S A HGIE P AT A CA TIEAS:

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

T LU I A N 21 A7 BRI 2 2 T
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B & LAN 8 IPsec IKevi E1t [

WS FRE T AR IRERE B IKE 4 S TRIE A IRE AT 25 1 44 B

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

filn, CAF i 245 AF LA FRCE A mytrustpoint:

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

T LA I e A N 21 P A BRI 2 22

$8 7€ ISAKMP (IKE) $REFER B 21 B IREL. threshold 22545 & £ TP IR DR FFE R I8 2 |l
FOVPXT SRS R IR AL (10 22 3600) o retry S50 BEA IR PR Frd B ma 1 5 19 FRIkE (2 2210
) o BRINESOL N &8 ) IKE R FFIE8: . B4R IKE fRF7E8:, 1A no EUK isakmp iy

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

B, BUR ar 45 ISAKMP OREFIESBIE B E N 15 80, 4 Fln) b i B4 10 #5:

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

LAN [H] ] threshold ZE BRI A 10, retry ZEERIMELA 2.
WEFRE Ol CERMI) LA 5 5)) ISAKMP %, iHR A LU T dr 4

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

¥aE ISAKMP JE & G4 50AE 77k (XAUTH 8(7E & XAUTH) .
T BEAE FHECAUE AT ASA S I UE I B HAR L 477 (51 RADIUS. TACACS+ &Y SecurID)
HEATRERE VPN 7 B 36 UE I, 3548 isakmp ikeva-user-authentication fiy4 K S2jitiJE & XAUTH
B IAE. VRS XAUTH ¥ IKE I B 1 20 AL AN DR, SRR S S0 0L
a) ASA {EHFRUEA AT EXTERE VPN H 2 3T S 3G UE . 10K 2 S 3b AT 50 ) 5 43 B0IE 1) IKE %2 42
KK o
b) #AJ5, XAUTH &Z#exfzEfE VPN B AT S5k . Sbd e S a0k nf LA e —Fh 52 52k F
(4538 S e g i
ERE
DAIIC B Gy B UE R 45 2%, Al UL A P B S AT A, ARG A ek S B0 ST v TR

I
o

B, LR A5t 44k example-group FZEHEAC & S/ )8 VR & XAUTH:

hostname (config) # tunnel-group example-group type remote-access
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hostname (config) # tunnel-group example-group ipsec-attributes
hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

X TFETFHrERY IKEv2 & Pum A R%iE2E
B 2H 2 7 PR T I B RS I — Al sk . ST DA B B E 4R bR AAA RS 2%, TR iE S 4L,
JoE SCERINALSR NS . ASA 4318 NiBAE it R IE 4
IPsec ZLFE VT ) FIERIABEIE 2 24 DefaultRAGroup. SRIAREE A v MBS, (HAREMIESR .

IKEv2 ftiF43 il F A RIS 2 5 3 56AE CLT e B NS RR S 0 B0 AIE J7 e (BRI, b ke i FH it =
B Y IATE,  AEURE I N 5 A FHAE 15 5 4 B 58 EAP S IE) o BRI, I IKEv2 AT A AS KRR
B IGAUE, bt AMEUEAT BRI, O A ATIE (UL AR EEAP)

1% EAP S 4 5 3F i & DefaultRAGroup, Rl IX L85 1w ZE RSV i) 2R e i 4,  BRAER B
A8 FHE P 5 45 56 UFE A1 4E 1 DN ISR,
HETFHRER IKEv2 B3
ASA FHLUF IKEV2 JEm
 INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS - IPv4 5§ IPv6 ik

Y

EB IKEV2 ANSCHREA L (R4 IPv4 A1 IPv6 Hisih) o 4 SR [A 1R
IPv4 F1 1Pv6 Hihil, JF HiXpikhibil-#8ar Loy B, W) R 43 HC 1Pv4 ik,

« INTERNAL P4 NETMASK - IPv4 425 f il

« INTERNAL P4 DNS/INTERNAL IP6 DNS - = %/4#i ) DNS Mt

« INTERNAL IP4 NBNS - =%/l WINS Mk

« INTERNAL IP4 SUBNET/INTERNAL IP6 SUBNET - 43 #|[%iE 41| %

* APPLICATION_VERSION - 2. 1T 24 i, hyilE ks T ¢ ASA IMRRAE B, A
SXRAEATATR N o AHE, 2P e & SABGE K T RE AR BB Ik, JF HaZ s A/ Bk R T-ASA |
1) vpn - sessiondb iy &4 Hh I R4 H &

DAP 3 #F

BIR A HOE R TIHAT DAP SRRSHCE, W 0% P 52 Y IPsec-IKEv2-Generic-RA X JEi%E
BN R S SRS

. CLI F## 3: Cisco Secure Firewall ASA VPN CLI EZ E$575, 9.23



| EpmEH. BERMEH

A2 VI 18] % P im R R (g 4R ik 5
L T AT I %) i T B AL T 52

mrzipm sz rsmpaats [

RV R | BREAISR |41 URL | E4S DN [LRS NN N
(DefaultRAGroup)
AnyConnect VPN % | f& XRF XFF SCRE ANidE
3
Windows i i o g2 (AT ENL | 37 AN
L2TP/IPsec HEFI D
(F A IKEvD * 5 (ff ] PSK B
FETARER IKEv2 | 77 1 o ge (FAAMIIENL | 2 ANid H]
HEF I S
1ITAF
“ 45 (M EAP B | LA
JERH DefaultRAGroup F# i
2.

ETHR/AERT IKEV2 & Fim B 5 0 30 E 2 FF

R T I T ARAEN IKEV2 %)™ b S SR 10 SR B0 IE T ik 81K -

)

ER SR IOUE VR BRI A g Lz SRR, MIARARE ASA L= SEHEIE . T EAP Jrid
SR BAEA EH ASA 7255 1 355 EAP e 2548 < [MAREE . EAP J5 M SCRER B & ) i AT EAP JIf 45 #8550
EAP J71EM) SCHFIE
% iR R 5415 | EAP-TLS EAP-MSCHAPv2 EAP-MD5 {iE+H PSK
WA %
Linux [ N/A * ISE - & * ISE - & P &S
StrongSwan
* ACS - & * ACS - &
* FreeRadius - /& * FreeRadius - /&

v

FreeRadius [t

AD- &

v

FreeRadius F
AD - &
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EEREXH. BERnAs |

& s S S )0 | EAP-TLS EAP-MSCHAPv2 | EAP-MDS5 GES PSK
W&
Android _|-ff] N/A *ISE - & 17 = ANiE
StrongSwan
* ACS - /&
* FreeRadius - J&
FreeRadius
AD - J&
Windows 7/8/8.1 *ISE - /& *ISE - /& ANiEH AR ANiEH
* ACS - & * ACS - &
* FreeRadius - /& * FreeRadius - /&
o JEid o JEid
FreeRadius [ FreeRadius [
AD - & AD - /&
Windows Phone * ISE - & * ISE - /& ANiEH ANiEH ANiEH
* ACS - & * ACS - &
* FreeRadius - /& * FreeRadius - /&
FreeRadius F FreeRadius F
AD - /& AD - &
Samsung Knox N/A * ISE - & * ISE - & ez RNiEH
* ACS - & * ACS - &
* FreeRadius - & * FreeRadius - &
] ‘mj\\i ] ‘mj\\i
FreeRadius H FreeRadius F
AD - & AD - &
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smzirsannir [l

& P A 5414 | EAP-TLS EAP-MSCHAPv2 EAP-MD5 iEH PSK
W%
i0S 8 * ISE - & * ISE- & ANiEH 2 z
* ACS - J& * ACS - #
* FreeRadius - /& * FreeRadius - /&
- illit - illit
FreeRadius FreeRadius [
AD - /& AD - /&
Android AHLZ " |N/A * ISE - J&: AN3EE H 2 CHF
lLLlJ-l
o * ACS - &
* FreeRadius - /&
FreeRadius f
AD - /&

IR % UEH SR I IE

BATVH RGO T TH R, DME e T 2055 G 0 50RO B A e 1K Lt Th e A T W
Fh o imRA, & Pt ar SSLIERIF AR S GG, REUKE S —/SSLIEH:, ASASK
DR ity it BEEATUE S G 0 B0 AIE I 17 5K 2% it 15

ASA B X e FE V7 i) R FEE 2111 Secure Client EFENCE T S IE . RGEAHINA vk (ol aniE
TR S . 20 URL %5) $ATREE AL, AHERS S5 il B s G 00 B0AIE 7 v 5 2% - i EA T B e o

Gt
tunnel-group <name> webvpn-attributes

authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa | saml] | saml [certificate
| multiple-certificate]}

SO AEETASS: [NAAA. [GET. NZUET . AAAFRET . AAA FIZAET LK SAML.
SAML. SAML FHEH 82 EiE 1 SAML.

ASA (config) # tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
saml Use SAML for authentication

ASA (config-tunnel-webvpn) # authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:
aaa Use username and password for authentication

CLI F## 3: Cisco Secure Firewall ASA VPN CLI it 3579, 9.23 .



EEREXH. BERnAs |
. 1 EAP 310 FELE query-identity IR

saml Use SAML for authentication
<cr>

ASA (config-tunnel-webvpn) # authentication aaa?

tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
<cr>ASA (config-tunnel-webvpn)# authentication aaa?

ASA (config-tunnel-webvpn) # authentication saml?
tunnel-group-webvpn mode commands/options:
certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication
<cr>

71 EAP B3 Z B E query-identity 1715

Microsoft Windows 7 IKEv2 % F ity & 3% — AN 1P Huhb A5 8 FLC B A2 e IKE) G543, ‘& nl Bk AR}
ASA HRSs 84 A Bob A T RE a4 B4k . ASA WAZ04E T EAP 543 56:3IF 1) query-identity eI T
B, ABERVF ASA MIXE w2 24 EPA S+

TR TAE B IS IE, ASA JIRS-2F1 Microsoft Windows 7 2% 7V iiiiE 15 06 45 4 F B4 i 2540
% (EKU) B

o XFTEIET, EKU F-B = % i S A S AEE 15 .
o XFFHRSAET, BKU F-BE = IR552% 5 03 B UEiE 1.

Al LA Microsoft il 15 AR 45 25 B LAt CA AR 4S8 3R IGIE 1S .

St EAP 543 564F, Microsoft Windows 7 IKEv2 % /7 i 75 22560 3] EAP B iR, K5 A fefaik
ATAT HoAth EAP 153K o 1525 U 7E TKEv2 ASA 55 b (1 B% 8 41 Be & S/ AL E query-identity JC8:
7, DM & i &% EAP S0 K.

N

ER IKEv2 328 DHCP #44%, LtV Windows 7 #IBEIE . Bt fie Ul H T 1Pv4 43 EI k% JE v .

UK

W BURIERRE B N IPsec ILFEVT M), 5% tunnel-group @4 . 15724 tunnel-group name type
type, H:H name 2 HCABEIEA LT, type & FFIE AT,

FELUR 7R, IKEv2 Fik 2 8 0 # 8 44kkaol59636jnfx:

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

R
WAL & ikev2 remote-authentication pre-shared-key iy 4 5% ikev2 remote-authentication certificate
17 K58 O BT
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$IE2

it & Microsoft Active Directory i& & LUHITHLEIR .

BRE W RS I UE M (EAP) 1E il i 2 TAsifE 15 — 07 IKEv2 e R Vs 1) % ) i CREF - &4
YSAEI T, 151 ikev2 remote-authentication eap [query-identity] 4>«

pEsk ES

WA T 5 B A M 5 4 36 UE, {4 7T ikev2 local-authentication {certificate trustpoint} 4
EAHY G, RIEABEXERE S KAE A H EAP. B0, S4HE40 EAP S 50IFETE K

FUABCE 2 AR, 35 i e A A FC B AR (HAVR 430D B IEAT IR 5 0 B

X T IKEV2 FEf, 16 20 s o 200 A Wi A6 Bt 3 50 F 770 Vi B S 30U (PSK. UE15F1 EAP)
A B E0AE (PSK FHIETD) , PLAMBAMEAT AU T A SO S0 o 57, o A MG Sl 45
PR B CREFRE TGS SREUT IKE ID T . W BIX AN IE VR L, AR N R B i
S B BRIA G FE VS 1) B 41 DefaultRAGroupo AN 58 Pt S5 AW iod UE 15 04T B 4 BRI, F 5 medft ik
A TG o SRS Fe VIS BN R B E AL SO IE 15 B4 43 56 UF A 0 B BRI 13 h A T B 41 A
o XF EAP Al PSK S43501E, (FH% 7y LI IKE ID (S5REE41 A ARVTHED) i fif A BRI % B A
FTRETE 2 A 4k

X}F EAP S B6E, BRAEZS S i R vVF o il B IKE ID M 144, 46 W Z54d ] DefaultRAGroup f%
A,

LAR 7 9 B 2R 24 1 5 43 B8 IE () EAP 153K «

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa (config-tunnel-ipsec) # ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa (config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

RAF S

hostname (config) # write memory

hostname (config) #

BIGF BRI LTS A B IE IR 84T, i8] show vpn-sessiondb summary 1¥ show crypto ipsec sa fir

%,

fic & Microsoft Active Directory i% & LUH T3 E 1S

SR ] LDAP H R RS2 IAT G 00560E, WIEE Sun Microsystems JAVA R4% H 3 R454% (LA
BIFR A Sun ONE H %JlR45%%) F1 Microsoft Active Directory K3 FF &0 2 ,

* Sun - 7£ ASA _ERCE R TV Sun H &S5 310 DN I Z0RE W U5 [ 2Rk 55 8% L AR 5 5K
o SIS S B DA R EAT S B BAORLBR A 7 0 DNt m] LUKE ACT TN BRIA %Y
S o

* Microsoft - WZ0ML & £+ SSL #J LDAP LLX| Microsoft Active Directory Ji %5158 # .
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B =5 Active Directory 3231 2 76 TR B R E M B

LK W HE 5 Microsoft Active Directory {1 ], A28 ¢ B HELE Active Directory Z4( LA A ASA
GRS B AT/ A5 S A L IR E OCIKIY Active Directory B . X EE UMK O
ASA b B B IO OO N A R A E . A R R AP R 5 ] Windows 2000 R Active
Directory Rifi. ATERBEAMEH] LDAP H 5 o5 4 HEAT 5 43 Bk

{# F3 Active Directory 55| F A £ T )X & R B &L

Famih A T OB SR RSO %0, E/E ASA LAY tunnel-group general-attributes Fitl B S T Fi
& passwor d-management #ir4, JE7E Active Directory FHUT L N

UK

FLB1 KGEFETFFIE (Start) > #2FF (Programs) > &1 T B (Administrative Tools) > Active Directory Fi P
F0i+EH (Active Directory Usersand Computers).

FIR2 A7 s K Gk A & (Username) > @14 (Properties) > A (Account).

$IE3 EPARALAET—RE R ERNZER (User must change password at next logon) & 4E
HEH P RIS, ASA 2 RLLUFHE7R:  “New password required. Password change required. You
must enter a new password with a minimum length n to continue.” #1] LA{E Active Directory Ft & il F£H
WE BN TS K E n (Start > Programs > Administrative Tools > Domain Security Policy > Windows
Settings > Security Settings > Account Policies > Password Policy) . i&#&/NZERIHE (Minimum
password length).

{#£ FH Active Directory 15 & & < 2 A5 £ BR

MR 22 Ak, LR e M E S — o REUG B . SR P S i R e K S IR, 15T
ASA |/ tunnel-group general-attributes it &A% F 45 ¢ password-management @4, J£7E Active
Directory T LT 2D E%:

\)

ER 25 radiuswith-expiry v, Za4 LLATEC S 24 tunnel-group remote-access it & A —3 2> AT
ZHWIFR e . I AR 2 7E tunnel-group general-attributes 12X %1 A I] passwor d-management

PSP
e

R

LB KL R TFA (Start) > F2F (Programs) > &2 T B (Administrative Tools) > 8% £ % (Domain
Security Policy) > Windows & & (Windows Settings) > R£i% & (Security Settings) > M %R B
(Account Policies) > 3%k g (Password Policy).

P2 Wl “CEE R IR .
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{# /A Active Directory 2 &2 /N ALK [E .

PR3 P EX I RMEIZ E (Definethispolicy setting) 52 EHE 7 & 4 SR VR B ICEFRITIBR (LN 547D

{$ /3 Active Directory Sjitf & /N REE[E

BT T ) B /N B, TETE ASA AU tunnel-group general-attributes At &AL N8 E
passwor d-management #ii4, H-7F Active Directory 47 LA 2D 5%:

UK

FIE1 R UGE TR (Start) > 2/ (Programs) > &8 T B (Administrative Tools) > 8% £ % k& (Domain
Security Policy).

LI 2 KIEFEWIndows 18 E (Windows Settings) > &£ E (Security Settings) > Mt A 55 E& (Account
Policies) > Z#03EHE (Password Policy).

T3 Ml NERBKE
PR 4 LD EX MK E (Define thispolicy setting) 5 HE - $i5 e %5 55 06 25040 55 1) B /N T4 4K

{% F3 Active Directory SLjiE 55 & 244

LS A (N, SRS RSN FBE B SRR, i AE ASA LI
tunnel-group general-attributes Fit & #5104 A\ password-management #iy4, Jf-#£ Active Directory

PATCL PR
iz
LB KUGE R TFIA (Start) > F2F (Programs) > &2 T B (Administrative Tools) > 1% £ % (Domain

Security Policy). 1&%i%#F Windowsi& & (Windows Settings) > Z£1& & (Security Settings) > Tk~
% B& (Account Policies) > ZRE %A% (Password Policy).

P2 AGE B R AR DATTF “ 2 A IS B RHEHE .
FIE3 b o KIS E " (Define this policy setting) & i%HE I k£ B A (Enable).

YA SR R I, SRS A S et A s A . {EIC & Enforce password change at next login
1Y Password expires in ndays Z 7. {EE I, H RS ZORMAB S S 5er, I H RGO A

ZE AR,
B B 1L B ST L 35 Secure Clientd RADIUS/SDI & 2

AT AR DAL A P48 FH RSA SecurelD #4414 Fi ) AnyConnect VPN %5 7 i (6 1% 1 fff i Wi ik
RADIUS %545 (fREEZ] SDI MR4548) A& 2% 7 v ) H 8 7R o

CLI F## 3: Cisco Secure Firewall ASA VPN CLI it 3579, 9.23 .



EEREXH. BERnAs |

B === 205005 RADIUS/SDI K 2

\)

AR R CRCEDUE S e D E . WAAE T B R IR S5 4% SR SDI B RiE .

M FEH Filid AnyConnect VPN &7 Ui iE 2 8 ASA JF24A M1 RSA SecurlD 4-fiiE AT & 43 53 11E
I, ASA 5 RADIUS iR BEATIEAS, 53 bkt SDI IR SS#s it5 B Uk BEAT A5

EG M IAF R, RADIUS RS 251 ASA SRy M) vy B . X2 5w B b 40 25k B SDI R
2RI SO N 2 S o ASA H 4255 SDI IR 45 #3815 I 9 8 SCA 53 itk RADIUS AR EIE 45 B 1)
WESCAAE . Blt, 47T W Secure Client 7~ A ANHE SDI k4545, ASA DAZifiEHT K H RADIUS i
AT R

AN, BT SDI Y 7 SDI RS 28 Frl i E, ASA W ESCA LA SDI RS 28 I A (258
) UCH. A0, AR i P s B R AT REANE F T B 30 AIE 1 R BT 75 34 .- Secure
Client A RETCYEMA N, FF H G 0350 E aT GE 2 KW

Wit B 22 4 Ve £ DL FF RADIUS/SDI Ve, » 26 126 70 A 4B anfalic & ASA DU R AE % i 5 SDI ikSs
BRI AT S B

L & % £1% #& LA 37 #5F RADIUS/SDI iE &

Nil

B8

TN E ASA DUERFE T SDI i) RADIUS W2&H EJEHE 7R Secure Client ] P SRATHI N O 84E, 17
PATLLUF B

1 7& tunnel-group webvpn FLE A T4 H proxy-auth sdi fig 2 ¥ 1B 800 B SO (B4l Bl s b

BAUL5 SDI IR S5 BRI 177 35U & RADIUS W Ko 1) SDI IR S5 #3647 S A B Uk i HI ™ 4620
M e R B S A T R
T

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

2 7f tunnel-group webvpn fitt B AL N4 1] proxy-auth_map sdi iy & 'E ASA F ) RADIUS W2 B

A, AT RADIUS Jiz g% a8 AL I B SCAILEL (el .

ASA A FH RN B SCA R R 22 415 1] 45 5 IRk 55 2 (ACS) A8 FH BERUTH B SCA . SR8 T R}
LAACS, HEMHEIAEESCA, WIETLTHEASA FRUEHESCA. B, i#14H proxy-auth_map
sdi iy i PRI B SCA UL .

TR R SRS BUA RADIUS RIS W ESCARMEENE BRI TIRE . BT 28R & AR R ER
oh ) SRR HEAT IR R, 2B DR TV B SO IR A4 E AN A2 Ho At - 75 B )840

B, XtF new-pin-sup Fl next-ccode-and-reauth, “new PIN” $4J /2 BRIATH B SCA i85y A&
¥ new-pin-sup BCE A “new PIN” , JI24%2242 1% 4 A RADIUS JIr 45 #5#i5] “new PIN with the next
card code” I, BRI CAS new-pin-sup {015 (ifif AN J& next-ccode-and-reauth 18f5) JURL.
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SDI £ /EACAS . BRI S SCAFIY S 2hfg

axn [

HEKED

ZXIA RADIUS 7 & 5H 23
x

next-code

Enter Next PASSCODE

LR P LA ANASE PIN [ NEXT A4

new-pin-sup

Please remember your new
PIN

FoR CEMIEH R R 45 PIN I F 7 B/~ 1% PIN,

new-pin-meth

Do you want to enter your
own pin

KB R, SR EAE R IRRORT A PIN J7 i G
Hri¥ PIN.

new-pin-req

Enter your new
Alpha-Numerical PIN

Fon A PIN 138 3R F 7 4 N L PING

new-pin-reenter | Reenter PIN: ENEH ASA FH T 324500 PIN. 2 7 il
PIN i ANEZHIF
new-pin-sys-ok | New PIN Accepted Fon OS2 FH P ERALA PIN,

next-ccode-and-reauth

new PIN with the next card
code

R PIN Heffe, 407 P R R — A4 BAREL I
4 PIN AT F— - BT A REHERT SN0

LEWEBH ASA I TFRm AP B &G4 AT PIN A5

4B SR B

ready-for-sys- ACCEPT A SYSTEM
pin GENERATED PIN W,

PLR 7R 3E N aaa-server-host #5238 Jf 5 2 RADIUS W44 L new-pin-sup [ SCAS:

hostname (config) 4 aaa-server radius sales host 10.10.10.1
hostname (config-aaa-server-host) # proxy-auth map sdi new-pin-sup “This is your
new PIN”

AN A A e K HL G BT 5

NS AR B E LA TT 30 CRMLY AAf# i/ RADIUS JIR45#% b LASMITT sUAE# 1 TPsec 3EHL
— 2T ) L R PR ARG o JEFRINC SO 4 SRS A ST BRI BB T P R A K. B 45
W R R A ST TR s P AL, AN A L R e A R

fr 4 R RC E R R 4 group-policy iy LI P 7 PO 2 SN s CXORs i T (R 4 S

ASA BB AN . BRERIANALSRNS (o] LUBSUEAREMER) LLAh, Bk n] DLAIER & T 51
A EE NSRS .

A DAFC & N BRSNS o N BBZLAE ASA I NSRBI 2 AT S . AN ALAE SN0 5 43 36 UF IR 5%
2% (40 RADIUS) EHMTRECE . 4IHms & LA F @k
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* G4

* RS E X
RN D A
o BEIE PN

* IPsec W&

o B2 i VR

* GRS

o B E A

s EERWE

e BRIALH TR I

ASA RALERNA SRS . S m] LME b BOA LSS, (EORTCvR R HMIER . 44 DfitGrpPolicy [HERIAAL
SKMKIREAFAET ASA £, HIEBRAPK ASA HUE A A SR Sm, AIIEAS AN HlcE Al
SRR, VAT S A AT ] Js 1 A1 BRI ZEL S A A LA

)

AR 7E DfitGrpPolicy LIECHE (SRJG0HCE]) [fSecure Clientlit & S, A4/ 5145 Secure Clientfic
SCAFRAL (B an 4 g 1) BEES . Umbrella 55 ,  FiAEH A 41 5 u& U B ) A DfltGrpPolicy 4k
Ao Wi H 2, FELLHENE F L E R E Secure Clientfil & SCAFR, A 2c4k7& 5 DAltGrpPolicy JCI (1) Secure
Clientit. & 31

AR RN AN, AL iy 4

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

W ERCEBONALHNE, AL 4

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

\)

IR BRALLRIE RN internal. SR Ay 21574 4 hostname(config)# group-policy DfltGrpPolicy {internal |
external}, {H/EIGVZKG LRI TN external.

T BRI ZH SR AR JE 1, 3548 group-policy attributes iy 43k attributes B3, SRS TR E fi
AT MBS I AT =
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hostname (config) # group-policy DfltGrpPolicy attributes

N

AR attributes FEAUE H T A AL S0 .

ASA AL ERIN WS DAItGrpPolicy Wi R«

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes

banner none

wins-server none

dns-server value 10.10.10.1.1

dhcp-network-scope none

vpn-access-hours none

vpn-simultaneous-logins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client

password-storage disable

ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipvé-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none
split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user—-authentication disable
user—-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable

backup-servers keep-client-config
msie-proxy server none

msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none

msie-proxy lockdown enable

vlan none

nac-settings none

address-pools none
ipv6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
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EEREXH. BERnAs |

client-access-rule none
webvpn

url-list none

filter none

homepage none
html-content-filter none

http-proxy disable

anyconnect ssl dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface private none
anyconnect firewall-rule client-interface public none
anyconnect keep-installer installed
anyconnect ssl keepalive 20

anyconnect ssl rekey time none

anyconnect ssl rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ssl compression none
anyconnect dtls compression lzs
anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none

keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647
upload-max-size 2147483647

post-max-size 2147483647

user-storage none

storage-objects value cookies,credentials
storage-key none

hidden-shares none

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable

url-entry enable

deny-message value Login was successful, but because certain criteria have not been met
or due to some specific group policy, you do not have permission to use any of the VPN
features. Contact your IT administrator for more information

anyconnect ssl df-bit-ignore disable
anyconnect routing-filtering-ignore disable

always-on-vpn profile-setting

BT LB GBRA LSRG, ] AR E TR MR 10— s AN 2 SR

AN AT AN AT AR A REIE . AEREA O b, WS a0 XS HL, 2 MGER A2 SR 3k
AL

AT DAL B SR 2 1 SR A I L AT 55
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masmagn [

\)

ER ZESRNGE H Tk A IKEV2 I IKEv], 1 A& H T AnyConnect. JG% /'3 SSL VPN, Apple

AML VPN %3 Microsoft AL VPN %) i al IKEv1 IPsec ] ¢TCP.

fic & SMARLA SR

HMHRAL SRS T SE (RIFM R IR 55 s RO R PR . X TAMERAL S, bR I ASA A i) S 4K AAA
W g5 441, IFREE MR AAA S5 s ALK 2R Ja 1R I 20 F PR i o 4t SRAE T PR AN £ 63 56 T i
g, T HAURAMBAL RN B E 5 TR BEAT B S UE A P A AE T[] — RADIUS JIRg5#s 1, L2
TR —F Z RIBH AR ER .

\)

P

ASA AN 451 H RADIUS JIR45#% LR 4. #a)ifiih, WHe7e ASA LR E NS4 X, W
RADIUS %5 #84 & H P X I S AR R . BRI, A2 ILsE H & RADIUS fi4s 2% LX)
ASA BAR R IR PR . WS AN L 8 v S R T B 00 30A0E 0 H 7 474 T 1Rl — RADIUS JIk

et W ZRARAEMAFRES,

ASA 7EAMH LDAP 5% RADIUS 45 o5 L SZ 8 H P, K5 ASA L& A AMB AR 5545 Z HI, 020
{F I IE A Y ASA FAUE MR AL & 1Z R 45 2%,  FFNILrh—3ar @ e N A 2 FCER B . 1% A
VPN B E AN AAA IS4, 55 279 v i Bl B AT R 45 2% .

LG B MBS, 1 PAT LT 22 BRIFHR 2 4L 1 44 DRI B LA K I 55 4 20 44 A1 B 1 -

hostname (config) # group-policy group policy name type server-group server group name password
server password
hostname (confiqg) #

X FAMBA15ENS, RADIUS JEME— 2R R AAA RS 25280,

filhn, AR 4B 44 4 ExtGroup [FIAMBALHems (14 506 44 4 ExtRAD (1 5h5 RADIUS 5% %%
SRR YL I 45 705 2% 8 1k I 45 FH 1) 1Y %% 655 A newpassword:

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (config) #

pE

A DLRCE 2 AN E THEN I8 PE (VSA), Tk VPN BB A4S AAA RS 2%, % 279 Wik, 1
T RADIUS %5 dS i & iR [0S @ v (#25), W) ASA 1 1% @ YERHH 4 3T 5 9 56AiF . 7F RADIUS
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B oenmazs

g5 os b, izt ik 4k k. OU=groupname, H:# groupname 55 ASA LRCE K414 (Hiln
OU=Finance) FH[l.

1] 22 P ER4E SR
L P AL, AR TR, 1 group-policy fir4- 4L WS 15 44 BN internal

hostname (config) # group-policy group policy name internal
hostname (config) #

Bitn, LUF 46084k GroupPolicy 1 () A 5 2H S -

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #

\)

AR QRIS S, oA SO AR

I RN OB 5 from FFAR e DUAT A (A2 AR, R USRI JUAS CUAT (10 2L SRS ) 00K P 25 P 8 4L SR s 1)
Je:«

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

flan, LAF fin 4l i 2 ] GroupPolicy ())& PEK AN 444 GroupPolicy2 I A 4 S g «

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #

B & N EPA SRR E B 1*

E R
G P BRI SR AL 4R . — ELOURR LN, (RSO AR, AR, i
B P oL SR L 50 132 L.

fic B 4R SR Bg 3 IR 2

Fow B W R AR EAEE B () o BRUATOHMIE . iR & P umiEsent, Fity EaBoRTR
SERITH R . EIRERE, TE7E group-policy AL E ML R banner 4. HECAKEHRZ LI
500 MFF. AN “\n” TR A LU RIS

. CLI F## 3: Cisco Secure Firewall ASA VPN CLI EZ E$575, 9.23



| EpmEH. BERMEH
wrnenasznitt [

{E ASA JRA 9.5.1 A7, BRJE4E VPN IZFE % /7 ufi b Tos AR bR K 2 510 NFEARFHE S 4000
/\:—‘—»k/\-

(S

\}

AR R R AR R AT R IS AT

SR, TR LE A2 00 no B TR, AT no RRCAS 1R i 42 I B 4L S8 (1 i A R I o
NG T DL S — N AR DR A2 A . BT kAR, 1\ none SCBE I AN SEH R e B 4
BIE, W Frs:

hostname (config-group-policy) # banner {value banner string | none}

PR 748 S5 7 4] 4 42 24 FirstGroup P 2H 55 s G A I «

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # banner value Welcome to Cisco Systems ASA 9.0.

16 EIEFE T e E IR R b 1k ith
RIS ORAEREE] ASA I, ASA T LU A et (ALK J % 4L TPv4 5 IPVG
it
T LB 0 A AN A ML 5 T A AL S . N2 T A 0. ASA
RS A AE M 4 TN 9) IS R i e 4

1% 1Pva Sttt 53 B 4a R ERLE SR G

FFa Z Bl
A g IPv4 Huhilith .

FE AL AR B

group-policy value attributes

TP

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

HIE 2 |7 FirstGroup 415 W& 7B 44 4 ipv4-pooll. ipv4-pool2 Fl ipv4pool3 UMbl .  FEVF A 41 SR 4 iC B
% 6 ikt
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| R T

address-pools value pool-namel pool-name2 pool-name6

T

asa4 (config-group-policy) # address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asad (config-group-policy) #

$IE3  (nfiE) f# M no address-pools value pool-name fir 4 M ZH 5 s I B rPoml s kv, 3R [P 3 ki 4%
BIRMNIABIE (45140 DefltGroupPolicy) #kAHbhEAE & o
no address-pools value pool-namel pool-name2 pool-name6

i

hostname (config-group-policy) # no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

P4 (i) address-poolsnone fir 4% 1k M HAh S BE S (51201 DefltGrpPolicy) 4k 7K ikt J& 1«

hostname (config-group-policy) # address—pools none
hostname (config-group-policy) #

PS5 (%) noaddresspoolsnone iy 4 ML SR N ER address-pools none 74>, MYk BRI,
1) AR 1

hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

% 1Pv6 ik ith 53 B 45 I AR 4E SR %

Fri&Z 8
BIEE TPve Hudibith . 35S VPN /) TP Hihk , 28 181 WL,

W BN RS
group-policy value attributes

i

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #
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$IE2

Lo |

[n) FirstGroup 2H S5H& 4} it 44 47 ipv6-pool HIHbHEM . v LA [m) 2H SR HE 20 id B 22 75 ipv6 Hiuhibe .
w5
7R .78 W) FirstGroup 4 50§ 43 ipv6-poolls ipv6-pool2 il ipv6-pool3.

hostname (config-group-policy) # ipv6-address-pools value ipv6-pooll ipv6-pool2 ipv6-pool3
hostname (config-group-policy) #

("[i%) {#H noipve-address-pools value pool-name fir 4 M ZH S I & o R kv, 5% Al i
B BEE R N HABIE ()40 DfitGroupPolicy) 47k HhhikihfE Bl .

no ipv6-address-pools value pool-namel pool-name2 pool-name6

i

hostname (config-group-policy) # no ipvé6-address-pools value ipv6-pooll ipvé6-pool2 ipv6-pool3
hostname (config-group-policy) #

(A1) i/ ipvé-address-pools none fir %45 1E AL SER& U (5141 DfltGrpPolicy) 4% 7K it

hostname (config-group-policy)# ipvé6-address-pools none
hostname (config-group-policy) #

(a[#&)  f#H noipve-address pools none iy 4 MZH i Hi it % ipv6-address-pools none 174, MM
WA BRI, BN Ao VE4kK

hostname (config-group-policy) ¥ no ipvé6-address-pools none
hostname (config-group-policy) #

15 E R R A% BIRZE 1Y

T ILAE group-policy At B AL N4 A vpn-tunnel-protocol { ikev1 | ikev2 | 12tp-ipsec | ssl-client} 742K
i€ BLZH WG ) VPN FRIE A

ERIMEE QR ARE N AL A 1 vk  EEMISATHC B I ER S L, 15 A iy /9 no TE3.
I G IERTROT

e ikevl - FEPANG R R VPN %7 el HoAth 22 4= 58 ) 2 [0 W37 IPsec IKEv1 BEiE . A4
PRGNSR s, BRI A B e 4 K

e ikevl - ZEI D NIAE4E (Secure Clientml HiABh 224 M) 2 [A] ¥ i IPsec IKEV2 PEiE .. 61334 71 &
DHEeAE IR ERE R B 2 A o B

* |2tp-ipsec- W37 L2TP iEH2: ) IPsec P&

* ssl-client - /] TLS 5% DTLS 5 Secure Client/} 7 SSL ik .
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. AITAE 7 )35 E VLAN =X %48 5 B 2 F 48— 177 8 122 )

S DAL E A A EE AL 2D E R E R ] s VPN BB R TE

.

LA 75 s 7 Wil k44 24 FirstGroup 2 SEHSIIC & IPsec IKEv1 FEE R

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-tunnel-protocol ikevl
hostname (config-group-policy) #

A2 [E]46 FE VLAN B3t 2H SR B 7 F 4 — i3 e 4% i 3 )

LRSS RN ZE A, X SER AR st . E 0 i AT B I S S A A S AV AL AR AE 2 T R £
R ASA. FTLION 2 SEMEHRE [Pv4 88 IPv6 Z8— Vs MRS, ol SOV AR A BRI Seng 4 2

'] ACL.
BEFLLFET . — sk hmFRu s 2 0 VLAN (BFh “VLAN B ” ), sk #sw ACL LAt
Ve B

)

IR

A

{11 IPV6 $HAT VLAN WS, X THEA VLAN IS, A CHER)  Hihb b 250 e me— bk,  DLfg
RS RSN . [ HARM L) VLAN AR f 35652 250 [ o

1t group-policy Fr E AR 4 A LA iy 22K oA 43 e 21) 1M 21 5w 5 70 T 21 4 7R o 2 SREmes 1 2H SR s 1)
IEFEYT ] VPN 231458 7€ H 11 VLAN:

[no] vlan {vlan_id |none}

no vian M ZH SIS H iHIBR vian_id. ZH SRS A ER AL S 4k 7K vian {H .

none M 415 H I BR vian_id J4F L2 SRS AE H VLAN W o 415 ms AN 23 AR DA 21 SR s 4k 7K vian
fH.

vian_id J& B4 AC 2 AL S (O FE VT 1) VPN 23151 VLAN e (HERIRE D) o 2440
Fo TR ERE L S e e “TCE VLAN T2 1R 802.1Q 4k ” w1 it WI7E itk ASA FLE
VLAN.

iR

N

SFTIE% i VPN 82, H VLAN ThE8{UE T HTTP Wil

FEALSRMEASE AT vpn-filter iy 4852 2N T VPN 2% (1915 il 42 I (ACL) & FR. nJ
LI vpn-filter #7245 7€ 1Pv4 B IPv6 ACL.

iR

Bt AT ARG R RCE R E, AR O0 T 7 4 R (2
AR SRS A

hostname (config-group-policy)# vpn-filter {value ACL name | none}
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hostname (config-group-policy) #

AR ACL BC B 0 SCVF B BEAT SRS R & AR TR SRS, S vpn-filter i AW FTIX L8
ACL.,

FIMIER ACL, B¥EM i A vpn-filter none iy 2B E, IHALLAT 21 no JExU. no L1 fo
T At 2 555 s 4 A A

— AN DL S — AN RIS AR A% A . EBT I EARAR A, TH A none KBTI A SR E ACL £
Fro none SCHE T RINBAT ACL JF B30, M4k B4 H] ACL.

PLR 7<) S 7 i)k 44 24 FirstGroup 2 SE0E ¥ & I FH 44 04 acl_vpn 1) ACL )il JE s

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter iy &N T2 G i (FELR I RE G R s arima (e NRRERT « A
T vpn-filter Y] ACL B T Vi 4L, 24 vpn-filter fiy4 N T I E AL VT ] VPN 25 7 ity JE £ 1)
AR I, AL 2 7 o0 BE A TP bdik (A2 F ACL 1 src_ip AL &) FIAMMEZ: (AT ACL [
dest_ip {7 &) BlE ACL.

2 vpn-filter iy 4 FH T I55 LAN 2] LAN VPN S AURNER, AT FHZFEM L (2 F ACL 1)
src ip frEH) FIAMMZ (f71 ACL 1) dest_ip A7 & #) & ACL.

}4i% 5 vpn-filter T RERL 7 ¥ ACL I VS . K3 ACL B %18 T % 5t (HiE, ACL BN
AR 7 M e . 6 T CARRIE ) H AR R IN 25 BriAi &, 7E4iE ACL i src_ip F dest_ip {7 B A4S

e,
FIEE R, VPN M yESs & H TG E R e AEH T RN A S M T s Bhi&Essz, Hiltn
SIP @R ES: .

FELUR 7R, vpn-filter I TR0 i) VPN %/ 0o om0 7 i 43 B ¥ 1P Mk Ay
10.10.10.1/24, Jf HAHLRZ% K 192.168.1.0/24.

LR ACE AVFZEAETT R VPN 2 )7 il iz telnet 34452 21 A% 1 ) 4 -

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

PN ACE oA b 2% 383 telnet 32545 20 2V 1) 55 7 Ji «

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255 eq
23 192.168.1.0 255.255.255.0
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B ==ammn vensiam K

\)

% ACE access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255 192.168.1.0
255.255.255.0 eq 23 AVFACHN M &8 AEAT HYsui 1 23 5 G0 R 7EAE & TCP i 1 F A 5 I F2
] % S )% 32 . ACE access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0 AV A& s /e A P 1 23 1S H TR
TCP i 1 F RS 5 Al ) 4% f i %

R AR, vpnfilter - LAN 3] LAN VPN 3%E4%. Rl i R 2% 4 10.0.0.0/24, Jf H.
AHLPIZ% Hg 192.168.1.0/24. LLUN ACE RVFICFE M 4410 telnet 34 F2 21 A b 4 46 :

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

AR ACE SCVFAHI M 2630 i telnet 452 B0 12 194 2% .

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23
192.168.1.0 255.255.255.0

\}

;¥#% ACE access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0
255.255.255.0 eq 23 FuFASHNM &% A0 AT Yt 11 23 OIS O T AEAF & TCP i 1 E R 5 IR M
)%, ACE access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23
192.168.1.0 255.255.255.0 Fui/Fie e M 4s /A U 1 23 (60 FAEAE R TCP i 1 b Ak
A b 0 44 1)

5 E 2B B% BY VPN i3 |8 At 4€

FHiaZ Al
QUSRI EVE 352 5 R A EAe e v A« BB TRV

W BN RS E
group-policy value attributes

i

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #
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e veN mrta R ]

122 0] LUEAE group-policy Bt & A F# ] vpn-access-hours iy 4K B (4 INF 7] 3 Bl 5 s 55 20 S o

Dok B E VPN Ui K. b4 1) 44 4 FirstGroup [F12H 51 73 Bt 4 A business-hours [ VPN j i) i}
ETEREH S

2 S ] LU ER OB 8 () A S dh R i [A) Y FEE . 2EP7 bbbz, 5 7R 2 i none SR
TMASE I A VE FE A AR OB 7Ks VPN U5 1) K 58 9 23, B SR no time-range S o

vpn-access-hour s value{time-range-name | none}
il

hostname (config-group-policy)# vpn-access-hours value business-hours
hostname (config-group-policy) #

& ZELH SR BEHY VPN [E] B SRS

ST LU 4 SR AN e FH P v e R R 2 TR B o BRINEN 3 AR 251 .

R Cqdi 5] FH P & “8r” 45F, 53 Secure Client 2¥i%+ IPsec 2 /7 Ui Wh BTG 2% ) i 4%
T R &Ik matm) R REfr M AE ST EE A o

R AVFRRNSEECE 1, I ER—H P RS &R RIS, W W 2 o i bR 45 12
T BT 0. (HE, WERILA S USRS iG aE T B —H P R og sk (rrgg AR PC)

W2y H N e HR M R 28— N il R S &

R AT R SEECORT 1, WESH P IE R Z s KGR IR 2R OB S, SR8 NI ) K
FISTE. WA Y iEm S NN RRAK, WaESR P2 E. BEIESBRR—NSE R
VR P& %

— HIR BB K TGRS, RE T B —Lenf v A4 GeMIbR S R &6, Pk, Pl ge ok r B sk,

IF BT BE AR T SE R HE B 2 U R ARHE R . WU P & s, Nz A S B

o) B o A8 T LUOKE R GEIC B A AN R I B 58 BTS2 B e Vel P e, AR S8
L BIRIE L]

HI81 | {£ group-policy fic B4 1 vpn-simultaneous-logins integer
vpn-simultaneous-loginsinteger i &35 EXMT | sy 179 3. JEEEAT 0 % 2147483647
PR P G AR AL T LA 55— e

ARAZAE . A 0 WIAE ]G s IR P Ul
o LA N7l s i) oA 4424 FirstGroup 1)
2 S T Fe K ] N6 S B 4

hostname (config) # group-policy FirstGroup
attributes

hostname (config-group-policy) #

vpn-simultaneous-logins 4
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R L b

3
4>

SEIRIE By
pE s
o RVE TR G SR H B RRARROR, E v
2P RN 8T RE S BRAR 2 A 1T
MaTERE -

o IR AN 7] 2 SRS 1) AN [ Bk i 4L
fif,  vpn-simultaneous-logins £l
o, R 25 i 48 AN R i 4155
s o

HW2| (k. ) (HASIFREEIEIN, ¥5% |vpn-smultaneous-login-delete-no-delay
iﬁ;ﬁj’ﬂii%ﬁ Sl AR 12 R R LR I AL T R 2

Tl o
hostname (config) # group-policy FirstGroup
attributes

hostname (config-group-policy) #
vpn-simultaneous-login-delete-no-delay

PR 5l X 43 R 1E 12 Be & SR 7 9]
7t group-policy It Bz F{# F group-lock fiv4-F8 52 /& 75 BRI Fe A P AU 1o 3 2 e & AT U
=T

hostname (config-group-policy)# group-lock {value tunnel-grp-name | none}
hostname (config-group-policy) # no group-lock
hostname (config-group-policy) #

tunnel-grp-name A& fit 6 iz ASA SR T/ X BRI ILAT B SR SR 4. ALBIGEIILRY P VPN
P I3 I B B SCP A SR DRI AR B, ASA 2LIE
HEAFERE . WSORICEALBUE, W ASAZER SIS A REIALI T UL X0 P HET S E . BRIATL
FARMALBE.

LENIBATHCE A ER group-lock J& P, T M@ 1 no /. BRI fL v A A2 SR 4k 7K (L

BARAB0E, TEHN A none X1 group-lock 4. none KHE K group-lock ¥ B A 4,
M FEVF no group-lock PRl 038 AT B 1R MERIA 5 Fi 22 I AL S w4k 7% group-lock {H

1 R RGP BB 1< VPN JE AT 5]
UK

P (W[iE) 7F group-policy At & FH 5L username it & #1: T f# F vpn-session-timeout {minutes iy 4 it
B VPN JEE R I ]

IR R 12380, ST R4 35791394 434t . A BRINE . BEITRIB gh R, ASA MG liEHz.
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Nil

B

wxmgm veN 2Ez=Ran ]

PLR 7R 7R e 44 4 FirstGroup (41 5ME 1) VPN 216 B I &4 180 4344

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

PLR 78] S s WHe] 24 44 28 anyuser [ 55 180 73801 VPN 23 i i«

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

HAth [no] vpn-session-timeout {minutes | none} fir 4 1) HAh 3 4% -
o TN BE SRS IR R PE T VSR, A 6 41 no vpn-session-timeout JE X .
o BLAVFICHEN I, FFRIULBT 14k A I, 17551\ vpn-session-timeout none.
{ 1] vpn-session-timeout alert-interval {minutes| } fir4>, i 7] FH 7 7= 2 1R 2 0 S5 R s )

DRI S5 VR FH P A6 L VPN &4 5 s T IE 8 2 AR 8. LR Bl B el 45 s FH 2 7E
VPN &G &R 2 B 20 4B 2@ &0 . o] PLFg e FIVEH A 1 % 30 4051,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

HAth [no] vpn-session-timeout alert-interval {minutes | none} 4 LA EEE
o M FHZ A 21 no TE AR BRI AL SR 46 K VPN 2 1EHEI alert-interval J& 4 :

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none &7 H JE AN SR

§ELHIREERHY VPN SIE = A8 AT

UK

1E
w

(B2

)

Z3

1

(i) ZEECE VPN NI, 1E7E group-policy Bt E #5505k username B & 45520 Al H
vpn-idle-timeout minutes iy 4 .

0 AR IR R B AE RS, W) ASA KRR . S MER 1 404, SRR 35791394
3T, BRINEN 30 408t

LU N7 B iz el K5 44 4 FirstGroup [R2H SIS 1) VPN S IN B E 0 15 708

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

HoAth [no] vpn-idle-timeout {minutes | none} 4> X HAb £ A1 «
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B o:msesmE wins 70 DNs B2 5

* %\ vpn-idle-timeout none LAZEH] VPN 2% PR i 75 1 4k 7588 I

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

XK 8l Secure Client (SSL A IPsec/IKEV2) FIJC% ) 3 VPN 1 [T} 4 /&) webvpn
default-idle-timeout seconds fE. fE webvpn-config £ N ALty 4, .

hostnamee (config-webvpn) # default-idle-timeout 300, %kbkﬂa;b 1800 ﬂb (30 6}%*) ’ ﬁiﬁﬂ
h 60 4 86400 Fb .

XTI webvon B4, AU RG{E A SIS/ H - 4 @ 1 h % & vpn-idle-timeout none B, 474
SZji default-idle-timeout {H. X T4 Secure Client %32, ASA FF%— AN IEE )2 NHBINHE .

XFFu el (IKEvl. IKEv2) FIKEv1 ZEFEVs i) VPN, FeATTd iU 2E I I fe 1m0 BR il ik 2%
GECE

o AR F A SEmE BT S SRS () S IR I, TSI no vpn-idle-timeout. R G0KE AR AR LA .
* WA EE vpn-idle-timeout, ARG WHAT A AR AR, BRIMEA 30 734t
$£IE2  (W[ik) {1 vpn-idletimeout alert-interval {minutes} fiy4, AJ DGR E F) T 5 oS N

I e RSN LTS
PR A VR P AR VPN 216 UANTE Bl T WS B A AR i 20 il BRIk A —
Bt

PAR 78] St 7 i) A 44 20 anyuser (] B8 3 7081 VPN 2% PRER IR 56413 ] s -

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

HAth [no] vpn-idle-timeout alert-interval {minutes| none} 4 It HAb 34 «
* none IR FRA S REIER .

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

o TR A BT 7 S R AR, TSN no vpn-idle-timeout alert-interval . R GUK kK 1%
.
s WKW EICSEL, WIBREH RIS — %l

AR EEEL E WINS F0 DNS AR 5525

A LR E T EERAE ) WINS g5 451 DNS g5 ds . BEFME DL T FEREY none. N2 g iX 44k
g, WHHRATLL N DR
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s wins mons x5 [

HIB J55E FE D) WINS R %% 28

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

FEEME— IP Hulil 2 =92 WINS RS 25811 IP Hudik, 55 A (ATik) IP Huhik 248 WINS R4 2%
(9 IP Hihil . F57E none Sk M AR IP Hidil 2344 WINS R 4528 14 BN 258, IX0KH2% 148 F WINS Rk 4%
PRIEBH 1 BRI BHE S () 4 55 s 4k AR A

BRI wins-server @4, SEmIARE . Bl WURECE WINS RS2 xxxx, RIGHE

WINS k5548 yy.yy, B4l —4, JFH yyyy ShME— WINS k%S4 X T286

g5 astl i it WIS WINS 5525 i AN oi CLATHC & IR 4528, 1 AER A Bty & I AL il
7 WINS 5wt 1P ik

LU R 7~ S 7= Wil 4y 44 29 FirstGroup 4 SEmS BC & TP Hbtik %y 10.10.10.15 A1 10.10.10.30 FJ WINS iz
555

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

i g LA ) DNS Jieds 25

hostname (config-group-policy)# dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

TREMIEE— 1P Ml JE T2 DNS RSS20 1P Hudiko 55 — AN (7Jik) 1P Huhl /24 B DNS R 45281
IP Huhik. $55E none JCHE 71T AF TP Hihib 25K DNS M55 #s e B 25 H, IXF 25 14l H] DNS 45 %+
Bl 10 BRI B 2 4L SRS AR 2R (. 522 v LAF € DU/ DNS JIRS5# k. 52 4> 1Pv4 HulikFip
A IPv6 Hidik.

RGN dns-server fr &5, SEGIARE. B, 0 AE DNS RS # x.x.x.x, RJEMHCE DNS
MR55%% yyyy, H Sl EGH 4%, JHH yyyy BOUME— DNS IR X125 st
SU I . QLS N DNS R4 8 M0 ANE 55 CARTTC & IS5 4%, VSRR LAy & B L5 T DNS i
254 1) TP Hudik

PLR 7R 3 7 i) 2 44 24 FirstGroup 2 SEME L & 1P #uhik 5 10.10.10.15. 10.10.10.30. 2001:DBS::1
F12001:DB8::2 ) DNS k55 2%

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #
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B c=ramezs

PR3 WIAAE DefaultDNS DNS ik 45 45 41 A i BRINIE AL, W20 fi o BRIN I, A FH kA4 AN T2 4, 44
U1 example.com.

asa4 (config) # group-policy FirstGroup attributes
asa4d (config-group-policy)# default-domain value example.com
asad (config-group-policy) #

P4 (nik. ) FlE DHCP M2

dhcp-network-scope {ip_address| none}

URAEE RO SO O M RC R T DHCP e 554%, DHCP A sk il S - 4 (i s k-t 1
T M. DHCP g5 & ikt s 25k A S HIESAR R R — A7 0 AR RISV 1L $E DHCP JIids
A e SCHF Mok, T ek e 4l .

WA E X2, U DHCP [ g5 a4 42 bk i 0 B0 70 e 1P ik ik A &AMt B3R
ARG HIE A 1T

FREIaE, NS PR TR AR Y ] bk . DHCP R 45284 e I TP 3
HEFT R BT R M AZ R 4 E TP Sl hl

FEVUR AT RERFE A TP Huhk ] T3 th H . i, iyl 10.100.10.2-10.100.10.254, #Z 113kt
10.100.10.1/24, W{# AT 10.100.10.1 1F4 DHCP JulH . & AZAF ML 405 . DHCP X n] T IPv4
Sk W R AR AN R e, T RS Tk T M A A B .

fi& 7€ none W] BH iI- DHCP Hhtik 73 Fic, 31 4 A BRI sk 7K 1 4 SR 3R AT 3 i
A
DL A2 HEN FirstGroup ¥ @ AL B, JFK DHCP JuH % &4 10.100.10.1 #1741 .

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.100.10.1

MR 58 73 FBE TE SN A TPvA e 1A I T P A A U R«
split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no split-tunnel-policy

T I R A 2 B BRI SRS R TPv6 Y i 15 i I I s T A 3% i 1) )
ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no ipv6-split-tunnel-policy

MG I

* tunnelspecified - 1 i FEIE7E R4 25 51 P E 1O R 25 AR A Bl BT it i e AL P Heftu st ik
(I A MBI SCA%RIE I eI R F P (R T3 B2 i o
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S L EN |

X ASA V. 1.4 KB S hRA, FEARE S FIERIN, 3T LA S A T PR FEER A2
CHEER K7 B P R R AN AT BRI A, T IR K R R BEAT FRIE (3% - HEBR SR
IR K AT RRIE A% . AT LME I 45 B HE HEBR SR, T VR H AR E 513K

A

AR R B HEER SR P R AR R S SR T AR 4

« excludespecified - AN7E W45 51 3 Fp 5 0E IR 190 4% 138 i bR AL N B4 it B . 1B By HoAth st bk
(U L B AR 1% . ACHE LAN v LA ffith o, ] D@ R RRR M 4% 0.0.0.0/32 (X IPV6 [f)
:1/128) kKR, It Secure Client 3 & 215 % F i e 25 AH G I SEBR AN M LAN . 28 T St At
LAN BEIEHERR I, B i DA TVR SRS ) VPN 2 i e B SO0 2505 F A LAN 5 i) .
UEIETANE F T Secure Client.

* tunnelall —35E P i EAE T FEIE . SRR AR 70 SIREE . R BERE VT ) Ak 2%, {5
ToVE VT A H R 45 o X ER NI

AR FIRERE R DA B RE M AR R A ThRE . DA SEBlREE R Ak, EBCA R FIRRIE .

il
PLR 7] s WHe[ 24 TPv4 F IPv6 1B — N4 IS g, AUl i BE i f£1% 44 4 FirstGroup
{1 2 SR T i o 199 9% <

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified

1R E 7 BIRRERIM 4851 5=
CESY BRI, P92 B S I B A% I L Seecure Client A48 51% (I ACL) )
g

SE T BB IE R -

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1ist name]

* value access-list name - FRURACZS T 10 1o fg T 4532 5O T0 1 T 4R35 1 PR 4517 ACL. ACL m] PLJ&
£ RN & TPv4 F1 TPv6 Huhik () ACE 148 — ACL.

* none- X R FIREIE B AT M2 413, ASA T FERIEALIA T A i . $7€ none Kt P i 2E
KBCE > FIBEIE L5503, ANITTEE /> FIBEIE . B3l w] B 1E NER DA B4 5 1 20 SEmE 4K A BRIy
HIBEIE M 2541 3K
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B e=samemsrn

BB ML A1, TR AT 210 no Tl BRI 73 BIBRE M 25 513, AT ZEUN no
split-tunnel-network-list fiy%. It 2RI CRCE 28512, AFREFIR Candid A none
R FHAT TR .

BT G I REE P 28 HIR IS, FH R Ak BRI BIHR e 21 SRS Th AR AT R M 2 41 3R . BTk P 4k
ALK ML H R, iR split-tunnel-network-list none i 4.

Gt

DL 7- ) 7 a4y €1 idE 44 4 FirstList () 285113, JE4 SN2 44 4 FirstGroup (20 5 . FistList
T MR g TR 7R — L E K

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

PR RB B an o B 44 4 ve N 48 3113, IF4 ve 43 EIEE SN N1 44 24 GroupPolicy ipv6-ikev2
LU . v6 & — M HEBRFIR AN —AN 8 T HEBR 1R — 0 105 513K

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 anyé
hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipvé-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé6-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy)# ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value v6

gl S =

1217 show runn group-policy attributes iy 4 AIGIERL S . AR 2 /=8 1 63 B A I 13 E 1Pv4 Fl TPv6
94 4% SR s S0 P P sk FH I 48 8138 (45— ACL) FirstLists

hostname (config-group-policy)# show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

Bo & 5 BB E RYIE 1
T LG B 5 B B AT IO BRI s, Bl A2 J 4] DNS.

AnyConnect 3.1 X§ T Windows H! Mac OS X V- & S FF 573 DNS Dijfig. @R 22 eg L4 5ens 3
Mo F-5pEIE, JF HAn RIS € 20 BEIE 21X 1) DNS 445K, W) AnyConnect &1 2315 51X 4844
FRUCHC A ATATT DNS # i #0d ol % i 1% 2] % F] DNS %5 #5 . FL50#] DNS ViU 5 ASA #Eik £
% F i (R UG (1) DNS 8 SR AT BRIE V) o) o IX SIS SRIFARIISCORE . 55— T71i, Wik DNS ik 5
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exetingz |

ASA [a] FHEREHRATES, ) AnyConnect 2318 % /' i 45 AF 22 58 L 1) DNS f#ATT 25 DL SCH2A8 FHL4
SkHEAT DNS #8347 .

\}

ER Y55 DNS CHEPRUEFNEE &5 ) (435 A. AAAA. NS. TXT. MX. SOA. ANY. SRV. PTR #i
CNAME) . S-S5 R B%iE M4 VSR ) PRT £ )l i fF i .

T Mac OS X, X243 /2 L R 4&cF 2 —HF, AnyConnect A REXIHS5€ TP il fd ] 215 #] DNS:

o NYLTRIE R —Fp 1P B (1 IPv4) L 'E 5 %] DNS JFh 55— 1P Bl (B0 IPv6) FLE %
FUmRSATEMYL O G —Fh 1P PRSOREC & ki) .

o PN TP PR lC & 7 25 DNS.

EXEAEZ
ASA R BRINILA, A% 35 2 Secure Cliento 75 /™ S 1 44 RO 21145 s 46 5 B 1) DNS Ao el 44 403 ]
Tl PERE AR IR . BRI IRAA I, AL R AR BRIV S AR A A
BN NS I i BRIAIE 4, 1 AE group-policy FCE A N default-domain v 4. ZEHER
A%, A A4 no B,

hostname (config-group-policy) # default-domain {value domain-name | none}
hostname (config-group-policy)# no default-domain [domain-name]

value domain-name Z A INA IIER IR, o e BOA ERINELY, 5 none SGBEY . By &4l
AR BEE BRI A, TR AR A BR A4 17 11 INER DA B 5 PR 28 SR s 4k 7R BR A4

N A BRI 4, 58 AT S50 nodefault-domain 4. A A MR T CURCE BRI,
%, AFEEAER CnBE A none X4 7 default-domain #y 2 HE4T TEIE) . no AL
VRS R4 .

LA 7 sl 7 wifel k44 24 FirstGroup F4H S0 ¥ 5 BRIA 3K 44 FirstDomain:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

EX 5 EIBFEREIR

BRERIABLASL, i A\ SE3E 5 73 FI B E AT 10813 . £ group-policy Bt BAL I M split-dnsfir 2
LMERZIZR, WA A2 no B,

B RIBETE SN, H K AR ARER L SR A AR (RAR RO R o 2B 1T 4R 285 1)
BRI AIE, IENTH none JXHET split-dns v .

SEMER T 2 FIBRIE RS, THRMAATSHU no split-dns i 4. X2 R BT CBC & ) 20 H1FE
AR, EAEEA A none SKHE T split-dns T & B I 513L
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B 5 Windows XP 75 %157 & DHCP 18

24§ value domain-name 121t ASA i 73 FIREIE AFHT 4R 44 . none SCHE TR BATAERT 73] DNS
FIR . BRI AR BEE 7 #) DNS 13, AR A1 20 %) DNS $13&,  IFB7 ik BRI 7 52 1)
LS AR 7> F DNS B3 Bhm & IR -

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy) # no split-dns [domain-name domain-name2 domain-nameN]

NG LA BRI RN H . S B IEE R A RS, (RS T/F SRR 492 4~
e HBEMHT P REEC A A TR () AT () W RS I BB AR AT BN AL, A 20 AE L 81
o S B A TR

PLR 78] S 7s WHR[ 24 44 28 FirstGroup [14) 28 55l L 230 ok 4 1] % T g AT 1330 Domainl. Domain2.

Domain3 F1 Domain4:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

)

PR

RES, WA ICEIER T, JFHERTRESZR.

HPECE 7> DNS I, i ORTE E 196 I DNS Jik 55 45 55 00 % )7 1 5 BC L (1 DNS IR d5 s A S,

77 Windows XP 14> £ f% & fic & DHCP 1= &}

0 G B BT T AR Ik 255 AN, ) Microsoft XP 42 Feof SEUR A IHR .l b i) 3, ASA
B LR AL R T BRI 27 & 40 4585, IF HLB& B0k 1 1% th 2%

JH ik DHCP #44, Microsoft Windows XP % /7 ity n] ¥ 73 #5518 5 ASA it A5 H . ASA HEEMIE
Microsoft Windows XP %/~ 4fi DHCP Inform ¥ 5., Ai%% P inde ffEf%1E IP Huhki0F MRS . 142 fn
TeREAM . 6T Windows XP Z B ) Windows % /¥, DHCP $2 k2 it 44 A Wi . 3%
FANIE A1 T DHCP R 45 28 B8R 45 T

intercept-dhep i 5 H Bi4A H] DHCP 4 45.

hostname (config-group-policy)# intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask 4% s HE LRI TP HuhE 7 AT . iy 419 no JE 325 ANICE il B DHCP 24k
[no] intercept-dhcp
PL R 759 7R i)k 44 24 FirstGroup [f)2H 5% ¥ & DHCP $2:4%

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable
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mERTarsazpsnkecegs ]

BcE A T @B e & Fin R m IR E

F I LU 20 BRI B 5 s ) AR R 25 9 S K

W 7E group-policy M BB T4 A\ msie-proxy server fir4 e B2 7 Uit 15 6% (00 b 2 A C FI IR 25 o
RIS 1

hostname (config-group-policy) # msie—proxy server (value server[:port] | none}
hostname (config-group-policy) #

BRI 2 none,  IX AR E 25 ) i o5 0 S L FROATAT A IR 5 4 VB . S ATRC B P I Bk i s 2
T a2 10 no JE 3K

hostname (config-group-policy) # NO mMsie-proxy server
hostname (config-group-policy) #

AL ARBENR S5 4% 1P Mk 58 A=A 4 Fl 15 (94T 1K BE 242078 T 100 74
PL R 7~ B 7R i k44 9 FirstGroup FIZH SEmEHs TP Muhik 192.168.10.1 Fc & 4 4 FH i 11 880 frt i U 2%
RIS 35«

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

T ILAE group-policy At B AR N A msie-proxy method iy K g & i 15 2% FC B o Y A B A
CE” ) .
hostname (config-group-policy)# msie-proxy method [auto-detect | no-modify |

Nno—-proxy | use-server]
hostname (config-group-policy) #

ERINMED no-modify. 2B E FMIERIZEYE, TEEH %A1 no B2,

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify |

no-proxy | use-server]
hostname (config-group-policy) #

AR
* auto-detect - 77 /™ i e 4 R0 B3 & PR T B S ACRE R 55 s Al .
* no-modify - X T3 i e 45 OREF DN B % ) HTTP ) S A QB HR 55 2 W AN
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B ==nTaesazmsuonssrmes

* No-proxy—2%& FH 2 i £ 0 S g ) HTTP ACEE B8
* use-server—i5 B 52 K HTTP AC B IR 4% % 4 & LA {8 ] msie-proxy server fir4> o 1c & 18

AL AR IR ST 1P Mk sl L4 Ml 15 AT AR BE A 20N T 100 N4
PUR 78] 5 7R G0 4r)KF: auto-detect BC B 4 42 24 FirstGroup FZH SRS A3 b 28 A C BRI
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy method auto-detect
hostname (config-group-policy) #

PATR 7145 44 2 FirstGroup 09 2H S (1R300 B s A QR g A5 E A T I 9% 2% QAserver Al 11 1001 15
h i v (R IR 55

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# msie-proxy server QAserver:port 1001
(
(

hostname (config-group-policy)# msie-proxy method use-server
hostname (config-group-policy) #

i3 £ group-policy Fit B AT i A\ msie-proxy except-list T4 Kk % 7 sl oL A HI 54T C B
WARACBEEI A IR . IR LE i HE AN Sl AR S5 28 BT VT 1) o A6 Y - Proxy Settings X 1if
HEH ) Exceptions HE .

hostname (config-group-policy) # msie-proxy except-list {value server[:port] | none}
hostname (config-group-policy) #

TENRCE R 1ZE T, 0 A& 0 no T2

hostname (config-group-policy)# NO msie-proxy except-list
hostname (config-group-policy) #

« value server:port - § & MSIE JI2 45 2% i TP Huhik sk 4% FR LR 3E T e 50 i e 4 s 1 o 3 115
17
* none- KR A LA TP Huht/ =142 st O I By (k4 A& 5] 4h 51 3%

BRANIEILT, 225 msie-proxy except-listo
AL EAREEIR S5 25 TP ksl 3= ML A% Aty 5 FAT I E A 20/ F- 100 N5 o

LA 7~ W7 el k44 28 FirstGroup ¥ 2H S v B D W 2 AR BRI AR 213, SLrp Ao 5 1P il ok
192.168.20.1 F# FH ity 1 880 IF AR 4575«

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #
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# Wpsec (IKev)) ZrisEEz2 B ]

I 4 il AE group-policy At B A T % A msie-proxy local-bypass fir 431 Ay % 7 i ¥ 8% o sl 2 3 B 2%

ARILAHZEAT B

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

TENBCE R iZE I, 5] a4 no T3,

hostname (config-group-policy)# no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

BUIELL T, 225 msie-proxy local-bypass.

DL R 78] 2 s W[ 24 44 24 FirstGroup (12 50 Ji 30 SE 2 AR A Hh 2847 -

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy local-bypass enable
hostname (config-group-policy) #

73 IPsec (IKEV1) R FinfL ELZ £ E %

giz

E

mEE AR 2 awE, HHITU TR,

W1 1L group-policy ML E B i FH 47 enable JCBEY (1) password-storage fiv 448 & & 5 RV 7E

i R G ARG OB S i . EAR SR A4, TS A disable BT password-storage iy

%,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

TR, BIAMEO F SRS ATE DA T 2220l b RS 305476
FNIZ AT E P ES password-storage JE T, E AL AT A1 no TR

hostname (config-group-policy) # no password-storage
hostname (config-group-policy) #

7 7€ no T AR VF AR K 447K password-storage [FI1H -
Wiy A AN FH 28 1R 2 7 ity 3 B0 0T SRS P i P R P S BT
PLR 75481 5 7 tidn] S 44 24 FirstGroup 841 S JE FH &5 6 A7 Aifs -
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B o psecaken) BrmRER SR

Nil

B8

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

AT R P 4 BRSO R 25D

R
IPsec IKEV2 ZERANSCFF IP B4 .

hostname (config-group-policy)# ip-comp {enable | disable}
hostname (config-group-policy) #

SR LZS 1P 4, &1L group-policy B &AL N Al 1 enable JCHEF¥ ip-comp T 4. 2245H
IP JE4i, 1A 47 disable J<8 /) ip-comp T4 .

LEMNISATICE P ER ip-comp &M, I ALLAT 21 no JE . X A VE A FADZH HEms 4% 7 AH

hostname (config-group-policy)# no ip-comp
hostname (config-group-policy) #

Je FH B R 4 ] R i bR P 8 AR O 252 1 3 R4 N T 7 IR B AR e =

12

BE I An 2 B IR T P 2R AR ESR AT CPU R, IR RAIG ASA [kt B . At
ZAETSUANOX{ofE P U ) T e B A R P P e R B TR 4 o Wi s T s R s P P A 4 S R4
X FH 46

Tt £E group-policy it & AR 2 {8 F 4745 enable JCHE T re-xauth iy & F8 € 215 2R H 76 IKE
AR R B I T AT B O ST

AR

IKEV2 H AL RF IKE T A R 4

Gn R 3 FAE IKE 505 AR e I S gk AT S0 50 0F, W ASA S 4EWTAGM B 1 IKE B i #A [a] 4271 /A )
N P AR, A IKE A s e R AT P S 50E . FH S 0 S I S AR A
2z 4

AP R R A R P R AR R, T T e R I SRR SR AN . SR G FE AT

BEBGIER, WA R SO U0 E . A A O I BRI B, AR Fi A show erypto
ipsecsa iy A AR Ay BT LA 5oty B 10 22 e ORI i R YT AR AR TKE Jp A
P FOF AT I S A, T disable KRB T BOATOL R, A8 HIAE IKE BB R s PN 5
BrtAT S ik

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #
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# IKEvt Z P isE E IPsec-uDP @1t ]

AR VF AILAB L SEmE Ak ST 175 IKE FO8AE B PN SOI AT S B0 UE 18, T ALt 2 9 no
TEAXMIBAT B H ER re-xauth &1

hostname (config-group-policy) # no re-xauth
hostname (config-group-policy) #

a4
DIRAEEL ) o) — ST AT UHH S 3 6 Uk 2 R

R AT IHHE A AT RS . 76 IPsec Phriit FEH, 5845 ) A DR 26 PRABEAS BT IR0 2 5 51 S AT AT S /i
BHAM R s — NG T A ) — A ALUR IS 4k A e R AT IR 2 M H . BRSO N 2248 H 58 4 M i
R, BHH AR AR, 1L group-policy Al E N H A enable 2EET- A pfs 4.

hostname (config-group-policy) # pfs {enable | disable}
hostname (config-group-policy) #

TR sE AT iR, R disable SCHE T 1 pfs .
FENISATICE AP IR o€ 4 17 T O R MR BI b 4R AR, RS AL A4 10 no JER.

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

A IKEV1 Z RixfEC & IPsec-UDP 14

1) IPsec over UDP (5 I #% Jyilid NAT f#) IPSec) , Hilifh% /il ik UDP & #3247 NAT
ASA. BRIATHM T 2B HAE M . IPsecover UDP A2 HAT 10 AT FH @ vy )&%, IF Hr st
liL'E . ASA ZEPIET SA N 5% P sl el & 240, ] IPsec over UDP HJ Ag 2 BE T PR R4 fE
P H 1Psec over UDP, & 7E group-policy it & #:0 FELE # 3 enable JCHE 1) ipsec-udp 4,
W PrR:

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy) # no ipsec-udp
T ] IPsec over UDP, 201 E ipsec-udp-port @4, WA Tk,

FAEH [Psec over UDP, i&#ii A disable Jo %, 2 MIz4THC & IR IPsec over UDP JE& 4, 1EHIA
A no B, X SOV N IEARZH S 4% 4K IPsec over UDP FA1H.

PLR 7451 5 7 aifa] 24 44 24 FirstGroup )4 SR ¥ & IPsec over UDP:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable
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5 225 [ IPsec over UDP, Wik 4404 group-policy o B2 FACE ipsec-udp-port 4. b4
% & IPsec over UDP [f] UDP Ui 05 . £F IPsec Wi FEF, ASA il fic & i um O IF 86 K iZim E 1)
UDP it i, BFHAbRt &M Z 57 UDP Ji b antb. ot 5 (05 nT LA 4001 %2 49151, BRA
ik 10000

FIAEH] UDP i 11, IEHIA L@ 21 no B3, 1X i NILA 4L SR g 4k 2K TPsec over UDP )3 1 {E o
hostname (config-group-policy) # ipsec-udp-port port
PLR 78] S 7- W[ 24 44 24 FirstGroup (141 50K IPsec UDP iy 113 5 24 % 1 4025:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# ipsec-udp-port 4025

AcE VPN 4= P im R R 1®

PR (AR ATHLUT dr &0 & M 24 A
[no] nem [enable | disable]
W24 AR R LB P i dd i VPN BRI D s B H I 28 S ik ot — . T EH IR I 2% . PAT ANid
. Kk, Easy VPN 45415 Ja ()6 % m] DAIE sk e i H A §eai 1ok B 1 B #2177 1] Easy VPN Remote
BIEML M IR Res, RZIRR . B 7 i b Z0UR shBEE, PR ARSI PRIE Y J5, ATl
AR R EH AT .
P
PL R 7R o i) 24 44 4 FirstGroup 21 S 135 NEM:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# nem enable

LAAH NEM, ¥ disable JCBE . SEAIZATRCE PR NEM J& 1, i#H AL dr 21 no JEA.
WA T A0 VR MG A 2 SR s 2k AR

FE2 Ak AR A W E 2 A W B O Sk -
[no] secure-unit-authentication [enable | disable ]

B AR S YRS L SR VPN AR50 7 i £ 5 i R SRR IR A P 7 A4 A B R AT B 4 6
RSB Atk R EDRE R, BEPF% i A A R T P RS (2R EREED .
BRSO N 28 2 Bl B I

LAV SR YO UE SR O R E 2 P i A P AR R T B SO G E S  I LE R g5 A . R AR EAE T
ASA FHHT 2B SR RAIE, TS AE T Ik 55 s AR BEAT RO E .

a4
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nEveNEgzrnnEt: ]

FER DI RERIE LT, AR 3l VPN BEIE, 250 H kA A ] 44 R i o

IR
LAR 78] St 7 AR A 44 24 FirstGroup (4 2H SEM JA 2242 B 4% S iy i«

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy)# secure-unit-authentication enable

BN 22w A& S RAE, A disable CHE Y. IS ATRCE PR 22t S it m ik, i
B AT 2 no JEaU. BB FovVF AR A S Ak 7K 22 42 Ve ot B 43 Bk AR A1«

CRArae) A LA fir & Be & S A it -

[no] user-authentication [enable| disable]

JEJE, R B B R AEE 2 P s 5 A N P BEAT B Bk, DASREUGHE L BETE V7 17 W 45 1)
BCBR o AN NI 4 S 03 30 0 IR 55 i RO B U 64T S 3 B0 ik o BRSO N 28T 7 S Bk
WR T AT ASA FHHTHI S B B0AIE, 18 55 L AE T &0 i s5 4 AR IHTICE

-

PA R 7% S 7R WiAe] A 44 2 FirstGroup (R4S WS I FH FH P B4 40 360 <

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable

LA P S EUE, 1E N disable KB . EENIZATECE MBS S R B e, TR A
A1 no JBae LRI ATV A A 4 SEmE Ak K T 7 5 0 56 UE R 4H

A5 F BATE i Ay ik S 4y Bk (19 AN AT 808 s R A I

[no] user-authentication-idle-timeout minutes| none |

minutes 2445 7€ 7 RIS SN IR 20 BB . B MECR 1 3Bt BROVE DS 30 b, B RAE R 35791394 43
B

T SRA 2 PR R N ST PR A B A2 o 15 0 O] A 385 W B, W ASA &b B P s s ) . it
A Z8 1R il ok VPN BRIEBEAT U7 1), T ARZ8 1k VPN BRIE A

EUE

DL 7- 48] i 7= i) 4 44 4 FirstGroup 4 SENE B 45 43 Bk 2 R IN A -

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

B2 B IE, TEEA LA no . LRI oV A HAd 2 S 4k A 25 R I . BB 14k
AR NBINL, EMATTE none ST user-authentication-idle-timeout 4. I 4 14 FH null
TER VB A NI, KA 112 PR R IS 11577 11 BRI BXHE 5 1 2L SRS 6 A FH 7 -S4 03 5600 2 PR R P {1 o
iR

Wi 3. show uauth 2 BT 7~ 1 25 R B I 4R 202 JBRHT &) VPN I F2 3 4% LI TREE G 0 R H
(1422 PR P A o
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SRS LU T i QM E 1P AUih%EeT

ip-phone-bypass enable

Wik 1P AR SRAT, PR i J5 0 1P FEE w] LLAE AN AT H P S 0 B R i 1 0 AT I
BN OL 225 1P FLIESeAT . IR I 4 3 FH TUA I Y H o

TR

TEIL DA R o FICE MAC HhEFA Sk i fo i 62 7 v (1) B4 473 S0

BRI IP IR SAT, WA disable KHE Y . ZIMSATHCE D MER IP FEIRSAT IR YE, WA a4
(1) no JEe e il fo Vi A HADRZH SIS AR 7K TP FETESAT IR 1E

I BLF A A L& LEAP 2847

leap-bypass enable

LEAP 84744 24 3 Fi] user-authentication I8 . Bhdir 4 0] BALER B AR 5 % #4511 LEAP %

PN LEAP SR I0AIE, ARJGAEREK P B AR B0AE I BRI T S I0AE . BRIIE O T 225 LEAP
LT,
i F 2 P ) 1) LEAP F P s — MG RS ALY LEAP S I0AE, UOMARATT Gk
B PEE R B SR FEIE A2 B ol s 451 S5 ) RADIUS 4528 o Ml Ar ] e vl i b i i A2
R REAAT T M AR AE TC R W48 Fh AT Sy I IE . WA vk il 8T, LEAP %6471l LEAP it (R H
PR LEAP Hdls60) ZFidb%iE, 76N AN AT S 50 UE 2 /T, 1) RADIUS 45 #s 3T L iEH: S
IGUE. ARJE, H P akgzdt T A N P S A 5
LELL RS OL N, LEAP 24470 LLIERRIZAT

* secure-unit-authentication 2545 H . Wi\ H T H A& & S5k, W2l —53F LEAP

() WA P i T S5 E, SR)5 LEAP W& A4 Re Al iZ s AT & # .
- user-authentication &2 H. FMI, oM LEAP 2447,

* BEIAE T TLARN L AUE IS AT R MY (CDP) B8 EE Aironet TB&AZA . PC K
2 I 7T LR A L

A
PL R 75 S 7 ] A 44 4 FirstGroup F2H S5 5 LEAP 5847

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy)# leap-bypass enable

L] LEAP 2847, 1A disable X 7. M ATHCE T IMER LEAP ek, il AL ar 2 i1
no JE. BLIET e vF AILAB AL SENg 4k K LEAP S847 (18 -
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73 Secure ClientiEZEC B KM E 14 .

77 Secure ClientiEZAC EHRIKE 1%

$IE3

PIE4

$IE5

% AnyConnect VPN 2 ) il 4 , 56 225 vi irids 5 FH Secure Clienti&#2)5, AT LA A el sk 21 3
W 1) Secure Client Jifig. 7E45%ME webvpn BL BB T 12 LU A0 BRUEA T 44 -

HENZH S0 webvpn B B AR . 40

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

SR AR 2 v AL LK A %222 Secure Client, 15114747 none JC 8“7 1] anyconnect keep-installer
. il

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

BRI B M A T2 P (R R A 2235 . #F Secure Client 2 1545 I, %0 P it AT 22 38 4E £ |
WA 4 SR 1 Secure Client SSL 4% 1 HTTP ##i j5 H <4, 5%\ anyconnect ssl compression
e BRIMEOLT, W45 E N none (ZEH]D o EHHIE4E, E{EH deflate BT .

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

PO BN SRR R . 5 240 T

AT RSO B AR, AR AR [ KBS B NAT 1545 1¥] Secure Client S H R 54T
TRRAS, BB BRI 1R T Ak 175 PRPIR AR 1R I [ 1 2 Gtk : -+ anyconnect ssl keepalive command:

anyconnect sd keepalive {none | seconds}

PR FFIE RO T R S FE ] P R B ahis T3 FER N (61U Microsoft Outlook % Microsoft
Internet Explorer) I}, Secure Client/N4x Wi JFi%E #29 HriE %

PLUR 7R BC & 2 42 152 4% LA Secure ClientfERS LL 300 Fb (5 4381 (AR Ak RFrdE (R B

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

WY Secure ClientREfE X SSL UG PAT T AL B 84 4E, 1511 H anyconnect ssl rekey 74

anyconnect ssl rekey {method {sdl | new-tunnel} | time minutes| none} }

BOATFOL T, BRI EOR A e ] o
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. 71 Secure Clienti% 1 B4 5 B /8 1t

¥ 71548 % M new-tunnel R4 5E Secure Client?E SSL B HT A= sl & A TRl dt v ki . W 7482 N
none 225 FURT AR R H . K 5 iEFR 2 A ssl RIFE @ 78 B 07 28 i B30 ) b 47 SSL FBth i . mI LA
FREM 12 10080 (1 ) M) CRIAM UG TF 46 B3 S0 A 1 I B gD, AR 07 k.
LU R 7- 81K Secure Clientfit & oA 48 B8 A i A3 18] 5 SSL S 3 v, 108 B 0 A2 s EAIC & A
2GR )G 30 bk A

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

Wi % P Im e T L IR, P LLRCE Secure Client 768V, 1% 2 AT IPv6 Wi N 4Nl & BE IPv4 i te, B
LEN 1% RAG 1Pv4 i anfe] &5 BE IPv6 it .

24 Secure Client ASA HE4T VPN EFER, ASA 0] LUK i 0 lid—A IPv4. IPv6 8% IPv4 Fl IPv6
PR, 403 ASA Xt Secure Client ZEFEAL 4L —A IPv4 Hohksk—> IPve Huhk, D& AT DARC & %
Fr 55 BN DL 35 ASA AR AC TP Huhk i &8 ie, s AU VFIZI S geit ASA FE MR/ 5 LA I
Bl WSO Rik.

i, % ASA B IPv4 il 43 it 2] Secure Client 343, H 2w XA . ‘&g
i) IPve Mk i, WiRAR 2 P o5 M, WS EFIPve i HIE, WA & b 57 B i,
W25 M ity LA SCHE 3R 3% TPV6 it i

USRS IPsec B (I ANE SSLIER , WIAZEAN ASA SR AER i LA T IPve, PRItk ASA
QR AR 2 ) S 55 B DML o

i [ client-bypass-protocol iy 4 3 FHEAE & P i G4 T WM SR . LT At iy 218k
client-bypass-protocol {enable | disable}

PAR 7 e Y %% 7 S e A T i3

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

LU R R BIZE 2 7 S AT s

hostname (config-group-policy)# client-bypass-protocol disable
hostname (config-group-policy) #

PAR 7= N 53 B 45 T I 2 7 S e A T Bl i

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

R O ASA Z IR BECE AR HT, TR € ASA ) FQDN, DU#HTH T 38 @57 VPN 2151 ASA
IP Hihil o BV E X TS EAN A P U (0 IPv4 3 TPv6) [ I 4% 2 0] [ 5% 1 i v e 1 o G gk
eI 2 )5, R IeikAE A Secure Client FCE U1 ASA FQDN SK3RIEX ASA TP #hihik. 75 5 2341
Yyserh, HHERTRES IEMI W& (52 @ BBiE W &) AL,
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W AR 25 FQDN #3250 v, W2 g4 22 Bnde 42 21 s 1 AR @ AR = P ik, A T
SCREANF TP B (AN TPV4 B IPv6) IR 2% 2 [H] (11, Secure Client WAZIAE 12V 2 Jr #4715 % FQDN
HIZFRAENT, DT A B0 ar PR A 2 1 F AN ASAMhE . EWIEEERT, 27 vl F L0 & oA
T ASAFQDN. WURATH], fE)5 S il By, & B th ASA #EX OOF th i Bl b AE
HIAHE L ED Ak % FQDN. W AALE FQDN, M ASA M Device Setup > Device Name/Password
and Domain Name I ¥ & BT & N BIRA % 4 FQDN GREB LR IZRIE F i) .

W ASA KX B FQDN, & P i £ AN ] TP B3I X 4% 2 1) 837 Ji ToVk FE BT 7. VPN 23 i
i ] gateway-fqdn fir 2 HC & ASA ) FQDN. DL T & fir 187
gateway-fqdn { value FQDN_Name | none} &% no gateway-fqdn
LLF 7K ASA (1) FQDN & XA ASAName.example.cisco.com

hostname (config-group-policy) # gateway-fqdn value ASAName.example.cisco.com
hostname (config-group-policy) #

PUF 7] AAH SEEms R ASA 1) FQDN. 4R, 41 Skms MER A2 S s 4k 2K 1%

hostname (config-group-policy) # no gateway-fqdn
hostname (config-group-policy) #

PLUR 7R B FQDN 32 CH A H . Wik nT i, #4i Hil ik hostname FiI domain-name iy 2 it & 142 J)
FQDN.

hostname (config-group-policy) # gateway-fqdn none
hostname (config-group-policy) #

REENRSHREL
SRR A MRS 28, WA SGRATACEL . LI TPsec 03 BR4F A8, VPN %P1 TT{E 1 ASA R
FURTHEBERI UL . FEFL A GO B80T, ASA 2T AL IPsec BRIV SG 38 2L 3%/ i
SRR P ASA FRRTE A 0RO . R 0SS 05
fE PSR ASA LTRLE SIS R, WA ASA LRCE A GRS RS, & RA A RS B R
REBIALPI0% P, TR P13 - I 05 90 (R ERETD

\)

AR W NS, B eS H] DNS R WINS i 25+ 5 T 1% DNS Fil WINS R 4525 AN 7] 1) 9 4%
0, W RAE R T IS 5 7 i L DHCP M2 7 i 3K B DNS AT WINS {5 5, 5 FRS
PEMERE RS, I HAA RS 8% HAT A ) DNS AT WINS 158, W% /i 48 DHCP AL 213 2 1
TOIESE . A, WA L4 B DNS IR aI ], W] G H IR 3 IR .

FIRLE S RS 45, 15 1E group-policy FL'E B N\ backup-servers fiy4:
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hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

TR 20 IS5 28, I AETR E 2 I IS 25 UG DL NN G A 219 no B IS AT e & i B
backup-servers J& P 3 17 N IL A A KW 4k 72K backup-servers [F{E, 1T AAN T ZEU1I A2 1) no JE
s

hostname (config-group-policy) # no backup-servers [serverl server2... serverlQ |
clear-client-config | keep-client-config]

clear-client-config JKHF455E % /7 i AME #0545 . ASA FHEIR T IR G52 0114
keep-client-config JKCHE 7417 € ASA KA I 55 205 AL 2% P iy o 27 i AT 1 1% FH IS5
WmyIF RCRE) o XEERIME.

serverl server 2.... server 1024414 /& VPN & P {E 35 ASA AN HIINEAT I IR 25 28 416, LAtk
SBEIFIEAL AT . A CL TP Huhk Bl E LA R AR IR IR S5 48 o FIRKCBE W R 500 AN 74F, JF Honl
D& HRE 10 1M4H.

PLR 79 S 7= Wifel 4y 44 4 FirstGroup FUZH SEMSIC & TP Hutik >4 10.10.10.1 F1 192.168.10.14 155 H IRk 45
A

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup—servers 10.10.10.1 192.168.10.14

Bo & W2 ENZH S

AT K] group-policy NAC fir & 4 Ei#AT BRI . BRARAT 78 70 AV B o6 AT O, IS 32X
2 5 U 'NIN (=R

ASA £ it UDP § I3 5 4336 4F 11X (EAP) (EAPoUDP) 114 S A% 33 36 IE 1 A2 ML 2240k 2
ARSI UE AL HELE S L X 48 U7 ) Sl 2 ATAS A e FE EH LR B G e Aok, A& bilE

NAC ZHI,  WZ0CA P25 N8 Tl BC 2 U 1) 50 R 2548

U7 IR S wks 2 AR FRIE. (WE ACS FECE M5 B CARZERF ) B 2w & kI R4
W #AE . A H AR WP ARSHRICIER . KA, B, BORERA . R Atk
AUWAFEIC R i B IR ST, ACS 218 10V ) SRmE T 38 20 4 e 4

Ty BRI S A FH AL SRS 1 P E N, AT DL IR

CRIE)  MCEARZS AW TE 8% 1o 22 i s A RRUCRE DN 1) 22 DR S 56 UEATUIR 2% A0 0 i 2 i 3R
ASEWTH 5. ST SRS AR F ENL R ARSI &, FROIRES &AW A VEEIE 30
1800 AP EL. BRINBCE N 300.
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Nil

B

CEL TN T |

YR 52 MU N2 2 1l BRI 1) 22 AR IAE S R — IR M L2 AR 25 50 e A vy 2 ) F) ) B »
Wi {E group-policy AL E#:= T ff Hl nac-sg-period iy 4:

hostname (config-group-policy) # nac-sg-period seconds
hostname (config-group-policy) #

0B BRI TS DR ACIRAS BT TH I 3% I, 15 U5 1) B2 R R AR AR 1 25 F AL S, AR5 40 it
A no JER::

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy

PATR 75 01K bRAS A ) 1 IS 25 (48 5 250k 1800 F0-

hostname (config-group-policy) # nac-sq-period 1800
hostname (config-group-policy) #

PR 7181 DA BR VA ZH S A8 FCTR 25 A D T I 288 PR«

hostname (config-group-policy)# no nac-sq-period
hostname (config-group-policy) #

(AJE)  FUE NAC TR o 22 WA A0 RO () 22 ARSI 5 JE B BB e ik vH I 2%
BT I 28 BA S ik N — IR TC A 22 ARSI o 2 AW A% 76 THT 0 1E 300 1) 4 3 22 AR AR B0AIE
LT 1) 58 1 IR 55 B AT AR I IE B BT S0 UE A RN AT, DRI AL SRms & 2R3 T NIRRT
22 ARSI Z TR TRIBE CLARD i) o a4 300 2] 86400, ERIAE A 36000,

PUEIS e ﬂ%@Ah%zﬁ¢tﬂﬁwmﬁéﬁu%EZE%W%,ﬁﬁymmmWMEﬁﬁTﬁ
F nac-reval-period i :

hostname (config-group-policy) # nac-reval-period seconds
hostname (config-group-policy) #

G0 B BRI ZH S Sk K TR SO UE vH IS I, 1 U 1) BRI R R AR 1 2 AL, SRS A iy
A no JER

hostname (config-group-policy) # NO nac-reval-period [seconds]
hostname (config-group-policy) #

PATR 7 4 T 06 UE v I 25 58 250k 86400 4

hostname (config-group-policy) # nac-reval-period 86400
hostname (config-group-policy)

AR 75 181 A BRON 2 SR 248 7 T 0 E v I b PO«

hostname (config-group-policy) # no nac-reval-period
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hostname (config-group-policy) #

(H[i%) e E NAC IERIN ACL. WSR2 4RSI, 24V 4505 N T 5 BTtk ACL SR B f1) 224
. 55 nonemi £ ACL. ZRIAKE 4 none. W E 4 none I H 22 A IRASIIE I, 24
ol I H BRIA LSS

UNELTE B FAE 22 AR I0AE I MU P 48 v AN Tl & 1E FIERIA ACL, 15 7E group-policy BLE AT
1 H] nac-default-acl iy % :

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

U ERIAZH g 4k 7k ACL, 18 U7 ) BN h 4k i% ACL F 45 HIZH Sk, AR 5 4 F by 2 1) no J&
oW

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

P 2 ITCER IR

* acl-name - 35 21 aaa-server host iy A 7F ASA LB (K22 2 RS KAF RS 2 LM 44 TR . %4
FRbZi 5%y A 8 € 1) server-tag A & JLAL .

* none - 25 MER N AL SRIE k7K ACL, Jf HAKT LA RASKIE R NAC 215N ACL.

T BRSO R 2328 NAC, Atk Jf) ASA [#) VPN Fife AN52 NAC BRil ACL BRI, E 35 H NAC
ik

PURZRBIKS acl-1 ki ok 22 4IRS 50 0E 26 MO 22 B i) ACL:

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

PAR 7 8 AN BRIAZH s 4% 7k ACL:

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #

PUR 7925 F BRIN AL S 2k 2k ACL, Jf HAXT 22 4RSI AIF I ) NAC £5if N ACL:

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

BLE VPN [ NAC # %6, BRUEOL T, TR s o iEa8 @ R ERAEA none. RN 22 UL HC
PLER Gzt B2 EAL 22 ARSI UL I BEE RS (F1 ACL) i A\ X vpn-nac-exempt %% .

B R e ARSI UE M FE T SR AR s i 4 B, 15 7E group-policy B & B M H

vpn-nac-exempt 4 :

hostname (config-group-policy)# vpn-nac-exempt os "os name" [filter {acl-name | none}]
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CEL TN T |

[disable]
hostname (config-group-policy) #

QAR F 4k R JE 4 € T A ENVARE T 2 R A& KALE, TE7E vpn-nac-exempt 2 i B HI# F none ¢
B

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

WnENE AR MIER A H . WA A4 1 no TR 44 MR A% 4 HH IERIE R S CRN
ACL) :

hostname (config-group-policy) # NO vpn-nac-exempt [os "os name"] [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

BN P2 SR OCIBR ) G S P R DT AT 4% F R BRIV SRS kK% 8138, WS AEH] ir 4 (1 no
FEA AR E HoAb S 7

hostname (config-group-policy) # NO vpn-nac-exempt
hostname (config-group-policy) #

Sy 2 IEEICER W b

* acl-name - ASA Bc & ' CATH) ACL HJ4F5.

* disable - Z5 I #A G 512 1K) 4% H T AR L A3 b g

s filter- CAIE) HITAETHENL S B R G PRULEC RIS 20 T MY ACL 3 i i i o g s

* none - KHAE vpn-nac-exempt Z JE AN, HEOCHE PR FH Ak AR 2 T A BN LT e AR
DY . BEAL filter ZJFHIAN, MG T RIR %% H AT E ACL.

* OS- ¥RV RGN LR
» osname- BE ARG AR PCUARRE SR A TFES S (Bl “Windows XP” ) &
DL 79 28 F 4k 7k £ 45 52 T AT M LER B T 2 4IRS AL »

hostname (config-group-policy) # no vpn-nac-exempt none
hostname (config-group-policy)

LR 7B R S 52 MM R BIAT 4% H -

hostname (config-group-policy)# no vpn-nac-exempt
hostname (config-group-policy)

SN CLT a2 A sl 2E Y 28 v N #5381«

hostname (config-group-policy)# nac {enable | disable}
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hostname (config-group-policy) #

L BRI ZH SRS Ak 7K NAC BEE, 5 U7 ) B 4k 7k % NAC B8 14 T 415w, AR5 48T e dir &
i no

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

BRNIEIL T, S25H NAC. i3 H NAC ZRXF IRV BT 22 4R S AE .t Sz B v SEp L i 56
UEARL A, ) ACS MRS a2 FaEUr Il Sems it ASA s, BRIATE DL F 25 H NAC,

W28 1 A AEAE DT i) 328 IR 55 2 o

PLR 781 4y 2 S0 it B NAC:

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

Bt & VPN X i B A I SR A

L’ﬁki@kkﬁﬁt/\mﬁutljm;fﬁz%ﬁ/amﬁmfm,ﬁ\k B7 KB ST 2L F SRR v L EL M

BB I T IR W R AP R R LR T BIBRE, W7 KB R RS ) e e . AR L
T BRI RS, AT 3 B A b 0o 24 R AR E i BB Y B P A L LAN JEAT IR
{FH VPN % i 2 21 ASA HI 2 F 7 mT LUZEREAH Y (19 95 K b 16 10

7E group-policy B B0 i client-firewall fiv4-, W IKE FEIE B 5 I ASA #E%F] VPN %
Uity (P NP5 KB e o EEMIBR BT KBS SR ms, Wi AN b dr 21 no JEK.

BN BTG BT KBS, AN S50 no client-firewall 4. AT IR T A O BCE (KB K
RN, BRSNS (T AT AT none JCEESA [T client- ﬁrewall AT T A

A 7 KBS A, P R gk AR BRI B At 21 SRS TP AT AR S o B 1k P Ak A R 2R K B SR
W&, IEHI A none JCEEFM client-firewall 74 .

ik Client Firewall ZETR L1 “Us ek gm iR 41 Smg 7 NHEHE, wTLLA VPN 27 i 1E 7R I sk % 2
(1) 2 SR T B s A 1A

)

AR JUHI21T Microsoft Windows [¥] VPN % /by A REAE X S8 KB D Be . X L8 ThRe S0 TR fF2
g B A (I Windows) A% i AN ml H

e N, WAL PC L2ede T NP k. VPN 5 Sy Sl /0 A H 97 K 85 F g S Bl
KBNS, JF MR PT KB D R H A2 AT . GRS KBS 384T, U VPN % P i 23 T T 5 ASA
R, Ry KBS S HLEIRR A Are You There [AYT], [Hh VPN %5 /it il i 72 81 1 B ik 3%
“are you there?” ¥ EX HHEAT A WIREA WA, W VPN 27 Sk By Km G I 2k H
ASA WIER) o MEEER ] DL BHIE B X 2 PC Bk R%, (2B RA T, SA Al
PLHEX B E .

. CLI F## 3: Cisco Secure Firewall ASA VPN CLI EZ E$575, 9.23



| EpmEH. BERMEH

fic & Secure Client [ A IS REL .

FEEE —ANserh, ROTREE L VPN %) 3 PC BN N By KRG St £ o 5By ORGSR o 4 DL 51
TR A > BRI L IR AR A BN IZRE PC. AE SRS REE RIS OL T, kAT LR
PC, TS Wy HCasili fAIRAEISR A ELIC R HINAR o 1B K A SRR O IS SR 5 rf L fRAP 5 (CPP).
15 ASA - GIEEAE VPN 27 g b S 00 B B UIAR, R S0 S g AR ORI, AR K i
DERSTEE A BT K EGSNG . ASA K BLHENS () THEIL S VPN 20w . SRJ5, VPN 20 i K UCHs Sk %
3 BUA B B5 K e, H I SI i L SRS

fi & Secure Client B N 3ESRER

Secure Client FIB; k85BN AT LLEE & IPv4 A1 IPv6 Hbiik.

FHia Z |l
B EAIEFRE 1Pve Mk ZE— V) i) KL o

HEA webvpn 41 RIS At B AR
webvpn

i

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy) # webvpn

2 L Ym0 2 R P 7 T 4 R o e P 190 20 KD 2 % 77 - 49 VPN REAULIE Pl 5 % )
PR

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

W AR g 1 LA L SRS () webvpn S s 1 -

show runn group-policy [value]

i

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

ML FH T 258 L) i i 2 ) S 917 < s A o
no anyconnect firewall-rule client-interface private value [RuleName]

T
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hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value
hostname (config-group-webvpn) #

{& A Zone Labs Integrity Bi 5% 28

AT 4 Zone Labs Integrity fk55#% (tLFKA Check Point Integrity A 55%5) » FHH&4EH 1K ASA fic

B N FF Zone Labs Integrity A 55 2% 78 BIFET . Integrity ARSS 8% /& T-4EIEFE PC e B RN S i 2

ARSI R S L . GRS FE PC AFF A Integrity R4S 28 HE 22 56ms, WA 2 3iifi vy in) 52 2]

Integrity 55 %5 F1 ASA L1471 & FH M 45 .

VPN % J i AR Integrity 265 iy SAFAEZCRE PC _EJEA7 . LUR AP A THEFE PCy ASA il Integrity

55 A3 AE PC 54l L W9 25 2 0] 37 o 1l ok B v i A

1. VPN %/ it (5 Integrity % /7 dii P4 B AEAH I AOIZRE PC 1D JE4EE] ASA JF75 %11 ASA JL
b7 KRR P o 2R A

2. & ASA HUHER P umly KBRS, ASA K Integrity k45 s Hubi A S A% M1 2] Integrity 75 7 ¥ o

3. 7E ASA FERFAIFM T, Integrity &/ i 5 Integrity JR45 283 2 RIEFE . 2 RIEFRANAE
Integrity 2% /' ufi 55 Integrity IR 55 %% 2 [A]

4. Integrity k4545 1C Integrity 2 7 Ui /& 15 175 FE ) LA MG . WIR Integrity 2 P ui A5 6 22 A2 5K
W&, W Integrity Hi45 2 S FE78 ASA FTIFIEHIF N Integrity )/ bt B FEAN(E S

5. fEIZfEPC b, VPN & /ol iE Bt (s B %14 2 Integrity % i, I3 B SREME St B 37 BT 46
H. Integrity %% )7 ¥ n] AREA % FH W 2%

6. ## VPN EH )G, Integrity JIk 55248 H & 7 v AT 5 7 B4R S 42 Integrity &7 i RS o
S
IR ASA MY TATIAR BRI A SZ R —A Integrity IRS#%, B P 8210 3 FF 208 HAS Integrity A 2575 (1AL

Bk, WG B Integrity R4S 28 K A #hbsE, 157 ASA LECE % — & Integrity JR457%, ARG HE
BT VPN & i 4 i

WAL E Integrity 4545, IHAT LA NP ER:

1 {4 P bk 10.0.0.5 B & Integrity AR45 7% .

zonelabs-Integrity server-address {hostnamel | ip-addressl}

T

hostname (config) # zonelabs-Integrity server-address 10.0.0.5
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1 3 Zone Labs Integrity AR 5523 .

U2 F5EN 300 CBRIAI 1k 5054) .

Sk

8

zonelabs-integrity port port-number

T
hostname (config) # zonelabs-integrity port 300

15 15 Integrity k55 #5304 T T0AS A9 A FBFE .
zonelabs-integrity interface interface

Tl

hostname (config) # zonelabs-integrity interface inside

i’ ASA 1F 75 1] Integrity 45 o & AU ¢ 1] VPN 2 imiE e 2 1, 2355 12 B i sh ks H
Integrity A45 #3050

paib 4

Wk ASA 5 Integrity M55 s Z (B IREER R, WIERAEBL T VPN % P B br 4TI, DA Ak
VPN A Integrity 45 % i b iy 187, {Hi&, 1% Zone Labs Integrity J& 55w & AE Wk, MU A] f2E¢
i VPN %%,

zonelabs-integrity fail-timeout timeout

i

hostname (config) # zonelabs-integrity fail-timeout 12

Bl ASA, LUMELE ASA 5 Zone Labs Integrity I 45 &% < [ 132 MO ¢ A1 5 VPN & 7 i F1 1 42

zonelabs-integrity fail-close

i

hostname (config) # zonelabs-integrity fail-close

B UL EL ) VPN 2 b3 1 R CIR A 2 A BROMELIF B DR 5 7 S dE SR AR BT T

zonelabs-integrity fail-open

Tl

hostname (config) # zonelabs-integrity fail-open

F8 € Integrity AR 45 254851 ASA L% 1 300 CERIAME Mo 1 80) LI SRARSS 2% SSL iF+.

zonelabs-integrity ssl-certificate-port cert-port-number

i

hostname (config) # zonelabs-integrity ssl-certificate-port 300

JUE IR AN IRSS 4% SSLAUE AT SR B0AE, (HI2h 445 e X Integrity AR 5545 197 /7 iy SSL IE 5t
AT S B AIE

zonelabs-integrity ssl-client-authentication {enable | disable}
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Tl

hostname (config) # zonelabs-integrity ssl-client-authentication enable

/~

ERE A IE = Rim L BYiG E 5 Zone Labs

-

L EIRIE H#

HEA | WER B KBS % i 8 AW B Ol Zone Labs | client-firewall {opt | req} zonelabs-integrity
Integrity 5, iEHIALL Fir 4
P

hostname (config)# client-firewall req
zonelabs-integrity

T—F Mt 4

ARVEAE R, WS PIRCE VPN 2 i KA s, 26 164 1. 2B khade M) zonelabs-integrity
I, AR E By KBS SRS ) i 240, KO Integrity [ 5% e 23 i 2 1KLL SR .

‘n 1 il st 4 3k
T EE PimbrNIESE
HrNCLU R ir A ABEE AN 2 ai by KRS8 HRERCE RN 21— AN s2 . T EAE R, I
ZACE VPN 27wl kB 5emg , 55 164 T,
o JHRME KB K R

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

MR A

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent
* b K

hostname (config-group-policy) # client-firewall none
© HE Bk

hostname (config-group-policy) # client-firewall {opt | req} custom vendor-id num product-id
num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

* Zone Labs [57 k3%
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hostname (config-group-policy)# client-firewall {opt | req} zonelabs-integrity

A

AR 4B kBTN zondabs-integrity I, iEANEAL S S5, Zone Labs Integrity
AR5 A% 2 1 7 RS

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | CPP acl-in
ACL acl-out ACL}

Sygate ™ A\ BJj ki

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | req} sygate-personal-pro
hostname (config-group-policy) # client-firewall {opt | req} sygate-security-agent

* Network Ice Black Ice BJj k55

hostname (config-group-policy)# client-firewall {opt | reg} networkice-blackice

& 8 client-firewall 455 X EFIT S

ZH Wi

acl-in ACL FRAE ity o N 3t A of 10 S s

acl-out ACL PRALE P w0 H b e 5 A P 11 SR

AYT fi 7€ 2% ) i PC B k58 N F P2 917 KA SR o ASA 2 e 2 AT fR By
KA IEAEIZAT. ¥il: “Are You There?” WUREAMIN, ASA
KRR IE .

cisco-integr ated 8 5E Cisco Integrated [Jj K K27,

cisco-security-agent 8 7E Cisco Intrusion Prevention Security Agent [jj k5527,

CPP fi& 7€ Policy Pushed 1£4 VPN &) iy b7 K 4% S 5 o

custom 7€ Custom P KIHRAL,

description string DA R kB ,

networ kice-blackice f55& Network ICE Black ICE Fjj k527,
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none RORTCR S by KB SR o AT S A BB KBRS, AT A% AT
JH7 K SR o 75 1 AR DA i 7 P4 SR 2K 7 7 K 38 SR

opt FOR AL 7 KB,

product-id PRV K577

req TR AT KB,

sygate-per sonal 8 7E Sygate Personal Bjj K 5525,

sygate-per sonal-pro &€ Sygate Personal Pro [Jj k1527,

sygate-security-agent 7€ Sygate Security Agent i KB5S,

vendor-id NP E IV

zonelabs-integrity ¥8 %€ Zone Labs Integrity IR 55 %% b K2,

zonelabs-zonealarm }8 %€ Zone Labs Zone Alarm [J5 K B2,

zonelabs-zonealarmorpropolicy | #5 5 Zone Labs Zone Alarm 85, Pro [95 k5555,

zonelabs-zonealarmpro policy | 455 Zone Labs Zone Alarm Pro [95 k55255,

PLR 78] S 7 W) 24 44 24 FirstGroup Ff4H 5 1 75 %2 Cisco Intrusion Prevention Security Agent )%
7 5 B K B8 SRS

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-firewall req cisco-security-agent

hostname (config-group-policy) #

Ao B & P im i a) #L 0
7 group-policy AL E A N EH client-access-rule iy 2 ilik ASA ML & vl i 1Psec 2 (I FE VT i)
75 1 S SRR RRCAS TR RTINS o R LA 4 DSk ) 5 R DU =
« WRASE ST, ASA ¥ e vF pr A iE e AL,

o WSRO S P AL, ASACRHEAEIER: . W e SEELN, W 255E SC
BV BN, ASA KRBT .

o X TR AMELEE P o, RASARRCAS A 2505 FLAE show vpn-sessiondb remote 275 HF KA 5E 42
VLAC.

o PERPREECAT, W LAEREAHIN R Z N . #illn, client-accessrule 3deny type* version 3.
SOV 3 R YT RN, LT IS A TR 3.x BRI T i

o R LU R LS fe 2 # s 25 AR
o XTRELUIN BRI 255 A P4
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o WP TANRIR R S i SRR/ R (K 7 7 S v USRI /e
TEIBRA], AR 21 no B0 o4 5 LA TR 4454

hostname (config-group-policy) # client-access-rule 1 deny type "Cisco VPN Client" version
4.0

BB A BRI, 5 AN 22501 no client-access-rulecommand. X 23 T B0 E K],
ALFE SR Cln i 4 A\ A none SCHEEY client-accessrule iy 2 REAT TAIED
BSOS, JoUi . 248 2 i U A MU, R P 5 4k 7 BRAN ZH S AT A B )
S5 1 S kR T U, 3TN none JEEEIK) client-access-rule iy 4. A4
JIE T % P i R AR AAS A AT LAEAT 1 4%

hostname (config-group-policy) # client-access rule priority {permit | deny} type

type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny; type
type version version]

RV T I S S H N 3

% 9: client-access rule f5 % X EFMSH

SH i5t AR

deny 2 2 TR B A B 46 R

none RVFTER 3T . ¥ client-access-rule B¢ E 23, AT R
il 7 b NERIA IR R 11 20 S 4k AR AR

permit FOVFHRF & SN/ B RRAS B £ ()3 4%

priority T E RIS g . FAT e MBI N B AT B U SE 2. Al %

S SRR/ B A DG FC (1) FAT S/ N BB R RO N (R R o 2R — A
BARMRAEH RN S 2 05, ASA 2 BIEE .

type type AT BB AT B AR IR A A . A H b 4 5 HAE show
vpn-sessiondb remote . 7s H SN SE R IEHES, R A DU * A5 AE il
BeAF o

version version WA R AR B R B IR, #lln7.00 F4F H 26200 5 HAT show
vpn-sessiondb remote %7 RSN E VLS, (H AT DN * AAFAE Rl
FLAT o

LAR 79 2 i {n 24 44 24 FirstGroup P2 S G 20 7 S g i) BRI o XL Se VRIS AT B AEROA 4.x
FRE VPN 207 0, [ I EZE TS Windows NT 7% )™ b :
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hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-access-rule 1 deny type WinNT version *

hostname (config-group-policy)# client-access-rule 2 permit “Cisco VPN Client”
version 4.%*

)

AR N FBOE AVHMEREMERIE TR, AR AL I 5 7 i A2 I I A B ASA TR
fEVEAC.

RRERARPREME
AR P R R L T

BRI OLR I A BE R 2L SR AR B A L s e . ASA IR SEVRAET P 403 7 BC S b v, AT
A N TAZ P AL SR R IR Bltn, P LARE — AL A 7 452 90 23 8] (R i A
B, AHETHEE I 24 /N7 TR AR o

EERRAREE

BROAAHPF AR E, B3N R APEOAME, 1A all 255 Ll & show running-config
username 14, WK s:

hostname# show running-config all username
hostname#

R R T R it TR 44, MOAREE R i s i Ak Ao . i SR s all G i
o MBI P AR BAECE . L R7nBIh 4404 testuser (1] )7 iz i 4 (10t «

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BEETARREMN

WAl B e R, W LUMER username fir4d GIE username #20)  [n) 7 R EAE (aRIEEAE)
FJgEPE. BB e e AT B HR 4k A& B 2H 5 ms

DA B A3 S 5 15 A username dr 2 AR 7. login i &4 e B s PEEA T B4 5
WE. B H P AINE] ASA B lE, WHESRE EH N username 4. BRI,

M4 CGEAEMERM A %) 1) no hiiAs. EMIBRET A H P 44, 114 clear configure username
A A I P 44
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wamrzmnrgs [

W E R P Z BRI R 5

RERFREM

i\ username fiv 4 A 7 Bl S AL ] . W] LT\ nopassword ST DLFE e ML AN
SR, RS 2 TS, ] PLFE E e T AN TE A G 1% 0

T ATIE Y privilege BT n BB UL P IR0 » e IOITERN 0 (BAIK) 2215, REH
B O AT B R A . BN 2.
hostname (config) # username name {nopassword | password password [encrypted]}

[privilege priv_levell}

hostname (config) # NO username [name]

MRV T A A OB T AN AR )

username {2 I HE T AL &

KEF/TE aX

encrypted FTORER TN .
name RO 2R
nopassword FORICH G % .

password password | I P ET R Z .

privilege priv_level | Bt MU P UK . TEFEL 0 % 15, MRAEAOECTAE ] A AT
ASATURE BN . KRN 2. FRACEF B 5 SR LR 15.

BRONTE LR, AT A 2 WS I VPN P AT J& Pk sl SFems OCIE . b 25 b NG & T 18
PLR 7461 S 7 AR5 FH 35 55 6 pw 12345678 FIHFALZR ) 12 KL & 4 4 anyuser )1 /7

hostname (config) # username anyuser password pw_12345678 encrypted privilege
12

hostname (config) #

FCE RS CUnsRAD AR e, R B o XS P n AR RN . EEMER A
JEYEAER, TR AT 4 no JE .

N attributes S ¥ username 7y 2t N\ username X ;

hostname (config) # username name attributes
hostname (config-username) #

PR o LR R BE AN BTRE. DLAE T AN & 1k
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BEEVPN AFREM

BC & 4R K

BC & i3 8] B

B E & ARRERE

VPN M/ @ PR E R € T VPN EHME, L R &b ik .

AT LALE P D2 S s 4 7 i A AE FH P 4 RO L B () SR B . 3 e e FH P A HP 4 7 J P 1 4 S s 1)
2R, I vpn-group-policy 4. BRIAEUL T, VPN H %A group-policy F<Hk:

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

X T username R AT B, AT LA 7E username R BC B 128 1 ORAT o5 65 2 1T B4 55
W e AL

PLR 78] S 7= WHRf i & 44 24 anyuser IR P H 444 FirstGroup Ff2H B o 1) & -

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

I R A ) I ] e ] SR (10 42 B OR ORIER SRV V5 ) R e PR K

TS E P HERE T, ER AL A no B, EIETR AT A2 SR w4 AR B [0S AR . 22
B 14k &A1, %N vpn-access-hours none T4 . BRIE A AN 32 BRI 17 ) o

hostname (config-username) # vpn-access-hours value {time-range | none}

hostname (config-username) # vpn-access-hours value none
hostname (confiqg) #

LAR 7R s an i) 44 anyuser [/ 715544 04 824 1R I ] 3 Bl S G TEK -

hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-access-hours 824
hostname (config-username) #

Fa g AL SRV S K RIS o B Y 0 31 2147483647, BRI 3 MR k. EAIEAT
P R I, T A AT ) no JEE. FA O IIEE T G sk I B U

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # NO vpn—simultaneous—logins
hostname (config-username) # vpn-session-timeout alert-interval none
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ma=nzn [

%‘

AR VE RN S S EIRART R, B RVFZ AT RN R ] Re s BRI et It St ge .

PLR 780 5 7 tAn] S 44 04 anyuser [ 7 8 B f5e K] i8Sk B 4

hostname (config) # username anyuser attributes
hostname (config-username) # vpn—-simultaneous-logins 4
hostname (config-username) #

o & = A B AT

UK

P (k) ZRCE VPN BRI, 1% 7% group-policy Fr B B username e B AR Al

vpn-idle-timeout minutes iy 4 .

WRAEEI B B AE TS, W) ASA K2 i . M 1 434, HRAE o 35791394
a3, BREDN 30 434

PLR 759 J& 7R Rl Ks 44 0 FirstGroup 2 S50 1) VPN 4% RIS 8¢ Bl 15 234

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

HoAth [no] vpn-idle-timeout {minutes | none} 4> it Ho At £ 4 «
* %\ vpn-idle-timeout none EAZEH] VPN 2% PR i 75 1 4k 7588 INHE

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout none
hostname (config-group-policy) #

XK 35 4# Secure Client (SSL Fll IPsec/IKEv2) FIJG% i VPN A H 42 ") webvpn
default-idle-timeout seconds fE. fE webvpn-config £ N ALty 4, .

hostnamee (config-webvpn) # default-idle-timeout 300o %kbkﬂa;b 1800 ﬂb (30 6}%*) s ﬁiﬁﬂ
A 60 % 86400 b,

X1 T webvon 14, AU RGAE AR mE/H P 4 8 M i vpn-idle-timeout none i, A4 4%
S default-idle-timeout {H. X T4 Secure Client %32, ASA FF%H— A EE M) NHBINHE .

XEFu i a] (IKEvl. IKEv2) A IKEv1 ZEFEVs i) VPN, FeATTEi3U2E I I fe 1200 BR il ity =%
GECR

o BRI A SRS SR SR S G, %I no vpn-idle-timeout. RS0 Ak K IZAE
o W ARWE vpn-idle-timeout, W4 RETCe W4k K %AH, BROIAE N 30 404,

$£I®2 (k) A vpn-idle-timeout alert-interval {minutes} fir4-, W LAEFEEHEC B F] ] )0 B on A R
N2 T SR ]
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e B SRR (]

UK

LB

EEREXH. BERnAs |

SRR B 2 VR AESE VPN 23 18 DRANTT Sl T W T34 2 B 1 0 Bl BRON AR AT R A — 2>
B
LUR 7R s i 44 2 anyuser [ 7 B8 3 73 BITR VPN 25 PRI IR 25412 [0] B

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

HAth [no] vpn-idle-timeout alert-interval {minutes| none} #ir 4>t HAth 44 :
* none ZHR IR AN S B E R

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

o IR AL B 7 SR (R )RS, T TN no vpn-idle-timeout alert-interval . R EUEF 4k K 1%
fH.
s WKW EILSE, BN EAR G K — 5.

("J3E)  7E group-policy e B A B username Pt E A T {# 1] vpn-session-timeout {minutes iy 2t
B VPN & K]
IR )R 1430, KT R4 35791394 4340, AT BRI . BRI TR B 4h oIy, ASA MG £ 1li% e,
PLR 7451 5 s ] 5 44 24 FirstGroup 41 SEIE ) VPN 2@ I % &l 180 431

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

PAF 78 27 anAe] 2y 44 2 anyuser FOH] P 308 180 238K VPN 231l B I -
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

It [no] vpn-session-timeout {minutes | none} fir4> (1) At 454 -
o ZEM LSS B 8 1 I SaVrAkAR,  E N A4 1) no vpn-session-timeout JE 2.
« BLAVECIRER, JERIIERT (E 4k & IE, 1551 vpn-session-timeout none.
1 H vpn-session-timeout alert-interval {minutes| } fir4, Fc & 7] FH 7 57~ 25 1 HE i 2R 8 PR s Ta)

SRR S VR R VPN 2 1l B ShWTFERCZ BRI AR (0 Bt DL 7- B s i g4 5 J - e
JC VPN iR TR Z AT 20 2P EE . ol DARE VB 1 2 30 704l

. CLI F## 3: Cisco Secure Firewall ASA VPN CLI EZ E$575, 9.23



| EmmEss.
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e B

LARREANA A

mmacLiEs |

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

HAth [no] vpn-session-timeout alert-interval {minutes | none} iy I H A 14 -
Al FHZ A 21 no TR R BRI AL SR IE 4k 7K VPN 21l HE I alert-interval J& 1k :

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none #7x S K A S 2114 4R

i e EEHIAE VPN R JE S 1O LARTRC L 00 FH PR € ACL 448K S48 B8 H] ACL JFB)j 11 A 4H S 4k
7 ACL, Wi A4 none JXHET[1) vpn-filter A7 4. ZMIER ACL, I % H vpn-filter none iy
ARV, IERA LA AT no B . no LI i/ A SIS Ak 2k . i 2 AT BT A BUE

AR ACL it & 4 e VF el di et F 7 S Fh A it . WVE RS, VPN M UE S OGE F TG &Rz .
EANIE TR N RS A B VR T T T A4l Bhided2, i dn SIP @i iki&Efz. #R)5, AR vpn-filter iy 4 LAN.
FIXLE ACL.

hostname (config-username) # vpn—-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

\)

AR L% )i SSL VPN AMEH vpn-filter fiy4H 52 X I¥ ACL.

PLR 78] i 7s We) 24 44 28 anyuser () 2 BCE W 4408 acl_vpn 1] ACL [ 985«

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

15 7E IPv4 ik F0 X 45 4855

T8 EOy W2 2 JU P (1) TP Mk A R 2 4 fh . SR XP Muhik, i A b4 1 no JE =

hostname (config-username) # vpn-framed-ip-address {ip address}
hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

PLR 7R SR Wil 24 4% 2k anyuser (9 P 385 TP hlik 10.92.166.7:

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)
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EEREXH. BERnAs |

B == o iesmsm

i

5

ey E—2H e i 1P bk Re A4 M M g Hehd . w4 H T novpn-framed-ip-address i 4,
WEFR WA HEND . MR 7 N FERY, 1AL 21 no B, B ERIAT M EUE.

hostname (config-username) # vpn-framed-ip-netmask (netmask}

hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

PLR /- S5 7 wifel kg 44 0k anyuser 89 7 357 I HERY 255.255.255.254:

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

7E IPv6 ik FN X 4% 5D

iE

3]

Fe € B IR R 2 F 7 1K) TPve bl Al 45 Feit . BEMHIRR TP bk, &% A Ay 21 no JE (.

hostname (config-username) # vpn-framed-ipvé-address {ip address}

hostname (config-username) # no vpn-framed-ipvé6-address
hostname (config-username)

PLR 7R 7 Widi] 24 44 24 anyuser 6 ¥ & TP Huhik AT £8 4565 2001::3000:1000:2000:1/64 . i
LRATSAE N 2001:0000:0000:0000, %11 ID 24 3000:1000:2000: 1 .

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé6-address 2001::3000:1000:2000:1/64
hostname (config-username)

E 1Y

fE B T BLE TR VPN BRIESERE (IPsec B JE% )™ ¥ SSL VPND o BRIMEZREK H BRIAZL S,
FERME N TPsec. EEMNIATHCE HIHERJEE, A a1 no B3,

hostname (config-username) # vpn-tunnel-protocol {webvpn | IPsec}

hostname (config-username) # no vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

L SIS HUE DT
* |Psec—{EM AN AR (e fe iy ) % - o B A 22 A P OG22 [RIP R IPsec B&iE . A B 5 4
BOUES I bR R A B ) e A Rk
* webvpn—ifiid 5 F HTTPS (1) Web 3 045 [ap e f2 H P 42 6% /9 SSL VPN V1n), Jf HJG
% Ui
A A DU E — AN B AR 200 S — BRI i VPN RIS HEA T IE
.
PLR 78] S 7 WHR[ 24 44 28 anyuser [ B & G % P i SSL VPN F IPsec F i A5«
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BRI FZF P i)

malzieisisE

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-tunnel-protocol webvpn

(
(
hostname (config-username) # vpn—-tunnel-protocol IPsec
hostname (config-username)

i value JC8#E 7L 'E group-lock J& P LA Hllze B H P A I R AR B A 1 F5 2 7 Bl & S0 T 5
W] o B B A A 7E VPN R i G B 45 ) 43 e IR B SO A A R R BRI e
BA—FE, ASA SBHIEH P AT ER . WRARELSC, W ASA £ B AL 60X
P 34T S S6IE

BNISATRCE MR group-lock JEME, EIA AT A1) no B, IRV WAL SRS 4k ARl . %2
25 group-lock - tE M BRI B F5 52 41 SR mE 4k 74 group-lock H, TE %A none JCBE- 1
group-lock T4 .

hostname (config-username) # group-lock {value tunnel-grp-name | nonej}

hostname (config-username) # no group-lock
hostname (config-username)

PA R 79 7 iAoy 2y 44 2 anyuser [ H P50 2H B -

hostname (config) # username anyuser attributes

hostname (config-username) # group-lock wvalue tunnel-group-name
hostname (config-username)

ABMEPIRA P BRAEEEE

R ARVFH P ER 7 i R AP G S . BOAEOL T 2S04 . INAEC A T %

VTR RS LG S A . BRI AE A, IE N disable SCBET Y passwor d-stor age
e . BNIBITHCE P IER password-storage JEM:, TEHIA AT H no . IX FVF LS IE 4k 7K

password-storage f{I{i .

hostname (config-username) # password-storage {enable | disable}
hostname (config-username) # No password-storage
hostname (config-username)

B 2 5 A8 B R 7 ity 5 43 50 UE SR ity AN N P B A B ALE TG K o
PUR 78] B 7R 4 el 344 24 anyuser B8 F G F D 47t -

hostname (config) # username anyuser attributes
hostname (config-username) # password-storage enable
hostname (config-username)
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B == ven s acL s esn

BcE N8 % VPN 1J /885 ACL RS X35k
AR TR RO 5, BERTILAT VPN S0 B ACL I SR (0 308

E#I A VPN iJjE2E ACL

MR ASA % BNV vpn-filter ACL I, 4047 BA F A2 E%:
1. ERG EAIEHY vpn-filter ACL (/R%1: new_acl.txt) .

2. B FECSETH vpn-filter ACL (/Rf: old_acl.txt)

3. 4 ACL & i st B«

* Add update in-progress to ACL remark
echo ?access-list <name> line 1 ACL update in-progress? > push.txt
* Delete old rules
sed ?s/"/no /g? old.acl >> push.txt
* Add new rules
cat new.acl >> push.txt
* Remove update in-progress to ACL remark
echo ?no access-list <name> ACL update in-progress? >> push.txt

4. %% push.txt AL F] B4

{3 F#THY VPN i3 2% ACL #5315 89 VPN 5T iEss ACL

R CLU T PR 4 ASA e BN I vpn-filter ACL:

1. FRRERHIA vpn-filter ACL W # 2> ) —ANHr ) vpn-filter ACL.
2. {iiJ vpn-filter ACL KB 415 .

3. MiIpgv & BN IH vpn-filter ACL
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VPN Y IP it

o BCE TP HhhE oy BOSRmE , 25 181 1T
o o B AL 1P kb, 2 183 T
o fil'E AAA TFhE, 55185 T

* BCE DHCP SHhk, 25 186 1t

=] Y o
e E IP #bii 5 Fe S5 BE
ASA A[A§ FH LN —FpEk 22 30 5 3ok 1P Huhik 2) Bo g v FE U 7] % 7 i« U0 S0 B 22 Ptk 20 e 7 v, )
ASA B RSG—NET, BHBEB] A 1P hk Ak, BB, IiEER SR .

* aaa NAMBSRIGIE. PP RSS2 A P R 28 1P Mk R CRC & 1P btk i 5 473
WrE g s, ABUERIE T k. tEIVEE T 1Pv4 F1 IPV6 73 e SR .

* dhep M\ DHCP JIR45-#8 3K HC IP Mkt . 4084 H] DHCP, WNJAZIAC'E DHCP k4545 . B 20 X
DHCP fil 5545 nlAF A I IP thlikya [ o 77708 T IPv4 43 Bl SR .

* local Py SIC & bk it 2 73 P I HE 3t DAREAT IC & ) B B B 7056 o I R H% local, I 2548 ]
ip-local-pool iy 72 SCEAE ¥ TP bk [l S5 ¥43E H T TPv4 A1 TPV 73 BC SIS

o AV IR M — BN )2 J5 0 SR 1 - 76 1P M S i 2 5, SEIR — B
TATTCFAE . SOAEIE AT 57 11 bt/ e T 5L TP M B B B . BROAY
BT ASA RLHREHITAEL , BERLE G 2B T 1Pv4 440

S ik — SR P MO TR % P 3 7k
BCE IPv4 Bk 53 BC
o

JA Lt ASA 704 1Pv4 HLhEZr ey VPN IR T st b 22 B0 AT I35 2 N AAA IS5
#% DHCP JIx 45 i slA iy bk vt 3R R TP Mk BRI OL T, XA E .
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VPN # 1P 3t |
B o= rewusm

vpn-addr-assign {aaa | dhcp | local [reuse-delay minutes]}
il
B, AT LR TP SR T8 5 EOR T AR 4 F A IR TR E &R 0 42 480 Z3 4t

hostname (config) #vpn-addr-assign aaa
hostname (config) #vpn-addr-assign local reuse-delay 180

DA 7 B FH iy 214 no B 248 FH ik 4 e 2.

hostname (config) # no vpn-addr-assign dhcp

BCE IPv6 Mk 43 AL
iz

JA FHEE ASA 045 TPv6 HLhE/r B2y VPN JESIN AL (Kb ik /) HC 5 3% AT 5952 N AAA TS5
s EAS U HEV SR TP k. BOATEOL T, XA R .

ipv6-vpn-addr-assign {aaa | local}
il

hostname (config) # ipvé-vpn-addr-assign aaa

PAF 754 H i 4 1) no JE XA I IE 23 iC U7 1%

hostname (config) # no ipvé6-vpn-addr-assign local

BRSBTS
iz

L R J7iE2 — B ASA FECE )bk 23 it 773
o BFE IPv4 Hulik 4
WoR CRCE L k. CRCE bl 4> iC v AT B4 aaa. dhep X local.

show running-config all vpn-addr-assign
vpn-addr-assign aaa

vpn-addr-assign dhcp

vpn-addr-assign local

o & F IPv6 Hutl 4L
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| veNesIP st
CEPSTETT T |

PR ORCE R Tk . CECE Rl 7r B 7572 0] B aaa 5L local.

show running-config all ipv6-vpn-addr-assign
ipv6-vpn-addr-assign aaa
ipv6-vpn-addr-assign local reuse-delay 0

BoE 7S 1Pt ik it

LNCE T VPN RV ) BEIE 1 IPv4 bk, 355754 RRc B A ip local pool it B
TR sk, S I A2 no TEA

LRCE T VPN LY ] BEIE (1) TIPve Hubibith, 57542 BE R R A ipv6local pool fir %o 1%
PRI bk, S S A LA [ no B

ASA MRYHIERL N E SO F B RE 4SRN A8 I bkt o bbbt 3 P AR T2 I RO JE R
SCAFERAA A E T 2 ik, ) ASA K425 7] ASA VN Tty hbt (0 )51 1 Y k3

R ARA 7 B 2y ettt FRAT TGS A 7 W I F (bt AT AT SE A AN I X £ Y 2%
% H o

)

AR B CUE I REE A D AT R B sk CRI, i TG I, B S S
AT G IFaf DR 2 AR 450

R ETER .
o Hhlyis BRI AL P IBR, SRR T EREA T
WA, BRSBTS A I BB TE AL T .

BERAN LI A7 B ik, 0 AT g2 350 ASA 94T A —EL.

Bc & 7 th IPv4 itk it
\)

AR WEREHE CLI LB SR sh B 41 b 2 i AR B ikt R B 28 P P80 IR
FE SRS I R AT IR S O NSRRI, IBRTE AL P IR bk, RIS T AT B, Rn
HOPrAS N BIBEEAL T o WERA DX R 7 SGE k. WA AES T2 ASA 1T A,
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B ==t s

LI K 1P bbb ECE Ay Rk B V. HASECA local [F) vpn-addr-assign v 4.
Tl

hostname (config) # vpn-addr-assign local

FCE Mk . Hdr & A bk dr 44, JFFRE 1Pv4 SudikYa R~ R 6

ip local poolpoolnamefirst_address-last_addressmaskmask

il

IR BIELE 44 0 firstpool (1) 1P Huhilbith . #2aihdloh 10.20.30.40, 25l 2l 10.20.30.50. M 2% HEhd
M 255.255.255.0.

hostname (config) # ip local pool firstpool 10.20.30.40-10.20.30.50 mask 255.255.255.0

N
8
N

IR B INER 44 A firstpool 1) TP Hbikith .

hostname (config) # no ip local pool firstpool

BC B A<t IPv6 il it

SRR 1P bbb E O by BT, A ZEON local 1 ipv6e-vpn-addr-assign i 4.
Tl

hostname (config) # ipvé-vpn-addr-assign local

FER2 BUEMNEL. Sear bl ar A, RS TPve Uik TSRS (RTKD RTELAEAR Y ik v
rhAL T R b H

ipv6 local pool pool_name starting_address prefix_length number_of addresses
Bl

LR BIBCE 44 K ipvepool (1] TP bbb, #dfiht >y 2001:DB8::1, AFZEK 4 32 A, EEAEHhEb A
A5 (A ik %k 100,

hostname (config)# ipvé local pool ipvépool 2001:DB8::1/32 100

o 444k ipvepool ) TP Mkt .
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CEFYTETTN |

hostname (config) # no ipv6é local pool ipvépool

fc & AAA St

Nil

AT AAA 5535 VPN IR Vs ) % ) 3 4 Fo bk, 6200 SETC B AAA JIRS5 4 Bl 45 2 4
W% 42 % P11 aaa-server protocol 4

UEAh, M 2RI A RADIUS S 43 50k e w8 )3 e e B 5o

LUR 7B e B ey 44 2 firstgroup IBEIE415E X440 RAD2 ) AAA 55 # 4. Ll Bt ff—A>
WAHATHIZ YR, (PR, 0T R L4 N BB fir 44 0 CBRIEAIRAY . 2P BRAE LU R 7= il h
SR B, PR AT B B A, SRR A TR ) JA £k tunnel-group i %

XL G A BC ERER U R

hostname (config) # vpn-addr-assign aaa

hostname (config) # tunnel-group firstgroup type ipsec-ra
hostname (config) # tunnel-group firstgroup general-attributes
hostname (config) # authentication-server-group RAD2

WEEECE T IP R AAA, TEAT LU DB

B AAA BCE S HUIESEE TV, TEIASECN aaa I vpn-addr-assign 174

hostname (config) # vpn-addr-assign aaa
hostname (config) #

GnE N AR R UT 0 44 4 firstgroup I FEIEZH 5L LAN [ FEIELH , 155 A8 74 type i
tunnel-group fir % LU R 7l lc B e fE U o) BEE 4

hostname (config) # tunnel-group firstgroup type ipsec-ra
hostname (config) #

G G R PR B AR, AR A R R 440k firstgroup IREIEZL 2 X AAA RS 2841, iEHA
ZHk general-attributes [¥] tunnel-group 4.

hostname (config) # tunnel-group firstgroup general-attributes
hostname (config-general) #

e e T S0 AR AAA IS4 4l, 1#%i\ authentication-server-group 4.

hostname (config-general) # authentication-server-group RAD2
hostname (config-general) #

CLI F## 3: Cisco Secure Firewall ASA VPN CLI it 3579, 9.23 .



- e

VPN # 1P 3t |

T—%#ita
ar LW E NS HI B P SEE L . RN, WEHGLS%.

fic & DHCP ik

A DHCP 24 VPN % P sy ficht, 24201 GHc & DHCP k45 %31 DHCP JR 45 &% vl 4 F i) 1P
HohEY . AR5 AR 4 I Bl SO 2 L DHCP fR%5-#% . 503, WMATE S BN E SCAs HH 7 44 500k
[0 g g S DHCP M 28 Y6 i .

CLR 72 44 24 firstgroup (PEEZRC S SO R 172.33.44.19 (1) DHCP JIjR55#% . iZonBilic g 4 h
remotegroup [M41 5 DHCP M43 & X4 10.100.10.1. (444 remotegroup [IZLHIE 5 44 4
firstgroup MEREIL S SCAF ORI o WA E UMERTE ], ) DHCP fIRk 55 # K Fac b bkt C Uy 43I 1P
ko EORFRS A AN, BB IR S EE A 1k

FiaZ |l

5 U GEAT ] TPv4 Mk b R B 20 e 25 P i M ik () DHCP JIRSS 2% . b4h, DHCP &AL R4 7,
AT 23 sk o i

4 1P M hh e A bk 3 B

vpn-addr-assign dhcp

LN firstgroup R FERC S SCAE e fE Uy il JEFE AT S S0
tunnel-group firstgroup type remote-access

BRI E SO 138 B G B A, DA S DHCP IR 454
tunnel-group firstgroup general-attributes

iz IPv4 ke X DHCP k55, AR IR H BEE 21 i B A
dhcp-server  |Pv4_address of DHCP_server

ANBEH] IPv6 Ml i L DHCP 5% . v N0 B SO 2 21 DHCP 45 #vkitik. %\ dhep-server
e AL by A% ASA B E N AE LA VPN %7 big [ TP kit ) 7] 48 2 (¥ DHCP R 55 #%
RIE M INIE T

w15

DL /REIREE 1P Huhik 2 172.33.44.19 [ DHCP 434, RJ5, BHBREAR B,

hostname (config-general) # dhcp-server 172.33.44.19
hostname (config-general) # exit
hostname (config) #

SEBS WHAZH MAAAE, 1HEIE—AN4 4 remotegroup 1N B4 SR 1 o
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hostname (config) # group-policy remotegroup internal

(A%, ) HEA group-policy attributes Fit B A5 20 2 X DHCP BIZ5EH
dhcp-network-scope ip_address

U RAEIE R B SO R I BC 7 DHCP I 95-4% .  DHCP A1 IS o b URUE ] T L4 fg bt k3t 1
T M. DHCP g5 & H ikt 25k A s AR R 1R — A7 R AR R S VR8I #E DHCP Ik ds
a1 E SCH Py Mk, TRy e 4

AR TS [, U DHCP [k 55 a4 J ik i e B0 70 B TP bk R & A it, LA
R HCHI A 1k

pE

THRE L RS PTR AL T 7 PR ANE N AT Rl . DHCP 5% 2352 L 1P 3
Sk Je 1) 5 9 9 AN i B 23] TP MLk

VU AT RERFE T TP Mo T i H . B, iyl 10.100.10.2-10.100.10.254, 2 bl
10.100.10.1/24, W 10.100.10.1 {£ % DHCP Ju . A 24 H M 454905 . DHCP {XA] 4T~ IPv4
b AR A R R, T RS T A 0 R M b O A S .

w5l
LA Z#EA remotegroup W@ HERC B, I DHCP Yulfi% %4 10.100.10.1 [1)7~ %61

hostname (config) # group-policy remotegroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.100.10.1

Gt

XL 1 At P A R

hostname (config) # vpn-addr-assign dhcp

hostname (config) # tunnel-group firstgroup type remote-access
hostname (config) # tunnel-group firstgroup general-attributes
hostname (config-general) # dhcp-server 172.33.44.19

hostname (config-general) # exit

hostname (config) # group-policy remotegroup internal

hostname (config) # group-policy remotegroup attributes
hostname (config-group-policy)# dhcp-network-scope 10.100.10.1
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.7

1og

i Ei7 18] IPsec VPN

* YT E] IPsec VPN MEA , 25 189 1T

* Cisco Secure % /%t [] AnyConnect VPN FiEL[1Frf 5k , 25 191 7T

o EFEYT ) IPsec VPN PRI, 45 191 7T

o B EREFE VT ) IPsec VPN, 25 191 1T

« TG T IELE AT VPN S0 500F , 25 198 1L

o BCETTFURIE , 55203 5T

* ZEFEVT ) IPsec VPN Be & -4 , 25 204 171

o 25T L T RRUER) IPSec IKEV2 W8 fE 7 ] VPN R E ] , %5 205 1
o ZIE SR T Secure Client IPSec IKEvV2 G215 1] VPN L E R~ , 55 206 TL
« ZHEVT IR VPN FIZhAEEDT itk , 5 207 1T

3215 19] IPsec VPN #fA4
EREYT ] VPN A 7 vl LLIE ) 224 ) TCP/IP W48 & 5 bk )i AR E . HL BRI 22 4 S e Fl 35 4H

B CCFA IKE) &P bhill, iR PC L1 IPsec &/ g Al ASA ] LA RS Qi fn] #4) 4
IPSec 4= KMk, BEAS ISAKMP Wi 23 A AN 4, 0 R B B 1 I B 2.

BYBE 1 B EE—4cbEiE, FTARYBE)S M ISAKMP Dhidgdis 8. BB 2 Qi (¥R A TRyl i e 4
AL R

B E ISAKMP Whii gk, Al LAGz: ISAKMP 56l . ISAKMP SEBEALFE LR &5 4):
o BIGAE L, TR AR T B0 o
s Tk, TR A AR B FA .

* B RS RAEAUS (HMAC) J5%, M T8 R AGETT 543, LRI ORI RAE AR 72 R
KBS

* Diffie-Hellman #f, T3 & INZEZHK K.
o ASA TE 5 i m A w0 T A A% 0 5 BH A I R PR
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L2 IPsec VPN |
B =7 Mobike Fnizizisial VPN

KLY AE T N3 T R S I T R4 . 765 ISAKMP HE4T IPsec Z¢4> CBEM i ), 0) 2544 R &5
A5 P 5 T B SR AR R i BRI o XS T I A R AR A A 7]

AR ST H I B Wi 46 H 48 52 1 ACL I . AT LAZE ASA s Al s b, ARG
LEIN B WL 4 H s sl A IS el 4 H s e i 2 11 NEEAE . 5000 SRS E (LRG0 e
IPER G YGAE 50 , ES AR ) IKEV] i fEnk IKEv2 $23% , 5 194 T,
TWIE7E ASA ANz Ny S il Bkt 1A ASA AR A EC B ik, S ET LUK ASA Bl
A 1Al Secure Client4> ic 1Pv4 Hulik F/8% 1Pv6 Hhilik.

Lty A CAE AR RGP SRR M, A RS BLAS B APt bt . 78 IR R Seh, W
R IPv6 ki {E5g 1Pv4 Mk vl B, sl ¥ 1Pv4 bkt (BAG IPve Mk vl FH, &k iriEss.
I, A%, Kk, &SP RMHIEH ASA HEA R T HEaE .

SSL PSS 1) % 7 bt 43 i IPv6 ik

X 7F Mobike FAizi217 5] VPN

#3)) IKEv2 (mobike) ¥4 & ASA RA VPN DL FrRE 8l #1877 . S RFRMRE 23] 1 % IKE/IPSEC
AT (SA) 1) 2% ity TP Mok 76 1205 £ ML 2 A 342y B 2 TAth 3% 52 2 e mT S 3 g A 2 R e
ERIATE LR, Mobike AIFE ASA WA 9.8(1) AR FE S RRA R, X IEFE Mobike “URZ A H” .
SR Pt il H ASA #2252 Mobike I, A TTEEX 454 SA JH H Mobike. BEHRE/E N IKE_AUTH
) 35T LARAT

16 245 J3 FH mobike SCRFIOE L T @7 SA 5, 2/ i vl LAR IS 5 i ek, 48 INFORMATIONAL
THW AN ASA, UL UPDATE SA ADDRESS #i#dR7ofiHitil. ASA ¥ACFLME B, AR5 BT
% ;i 1P MUk 5E 3T SA

\)

:EE%% ﬁ‘xﬂﬁ’fi}ﬂ show crypto ikev2 sa detail ﬁéﬁ%ﬂf%éffXﬁi—/lﬁﬁmﬁ SA EH%T mobike.

4T Mobike SHiAE LA 7 IS HE
* AP 1Pv4 Hihl:
* NAT W5 s
o PEARIEHRRAT I, W T I 3R B B e AR ) R AR T
o T/ Wb 7
* VPN 22

A SRR [ T RE R A (RRC) DIBEC A, WIRGEAE B SA Z A, 1M 8)% ) i & ik RRC M &L
AHTI TP Mtk
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| sE#2i5id IPsec VPN
Cisco Secure Z F i A9 AnyConnect VPN & 3R A1 AT 3k .

Cisco Secure % P ixAY AnyConnect VPN 45 3 B4 14 AT 220K
A\

AR WIIREAE N TR BN E R

M Cisco Secure Firewall ASA Fi¥ii % Cisco Secure %%/ "4 ({4 AnyConnect) Fffi ] VPN
A1 Cisco Secure Firewall Posture B¢ HostScan B, JH5 4L Advantage B¢ Premier V[ UE. e ftilHVF
A[iE. 152 (Cisco Secure &/ Uil AR FE) « A RN RVS KM, 1HSIHIEE ASA 2513
REVF AT IE

3215 19) IPsec VPN B9 PR &l
o 55 KBRS HE I - AR 1% BT KB 32 S . AN SCFRIE AR

o B RS HE I - AN AE 2 /2 F O R E P S TPsec VPN 23 ife ANSCRE 32 /B T HOBE 6 7%
e

* 7E HA [FB I, MO S e iRk o R P AR b e g o, B ks 1) DACL A %
PATRES R SER HA [RIP e, I RIVAT e 8 %

« WIS =5 R R IEAS SR, ASA AREZIEFEVT IR VPN &

o XN B 2 A FEARAL I TP Mok (484l F 5¢ 4B 2 k44 (FQDN) v i) #5513 (ACL), 252
ZCREVT ] VPN 3559 DHCP Mk bt . WiRECE T 4ME DHCP B 454531 8 T M &8 bt #%
e (NAT) F4-48E48, W] RSy LIk )t

o AU R R A S VAN BEAT 2 i 22 A VPA T RE S AR K SSL B R G HEWH R, JFH A&ty VPN ¥
SKETEA AR

o T ASA REK AT EAP J7v2:, DRI TGV HEAT A Hs 5 47 56 41E

ASA {72 EF EAP 1E AL, FEERXT VPN 2 i EATAIE 15 5 40 30AIE LLSEA T & 7 3t 1) EAP & 477
AF . ¥ EAP FCE R fE 5 4 50 0F vk IsE, IR VPN & Sl EE 1 S A 5 aE . BIE R
ML E T EAP. PSK BiiF BN TR G 0IE vk, e Bonitiz.

fic & #2175 o] IPsec VPN
A A ] i FE U7 R VPN,
meEEO

— N ASABDF WAL, FEATR B ENTRR S DO R o TR, AN R
FUAICHIRI, PR R 3 L I M 2% HA RS2 AL )
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L2 IPsec VPN |

. 7ESMERIE O LB B ISAKMP 5BEF0 /5 F ISAKMP

ot

FTIE4

HOG, WHEASA ERCEIFR ML )5, AR RCAFR. IPHUIER 7 R #ERD . B, 7R
AR ERCE A 0N R T 44

M4 SR B N T AR
interface {interface}

i

hostname (config) # interface ethernetO
hostname (config-if) #

VB A TP btk A X R -
ip addressip_address [mask] [standby ip_address]
aUE

hostname (config) # interface ethernet0
hostname (config-if)# ip address 10.10.4.200 255.255.0.0

KO E A (REZES 8 NFER)  WEIAHE, ANEeX AT M.
nameif name

T

hostname (config-if) # nameif outside
hostname (config-if) #

JFHEE D BOAEDLR, DA T AR

Tl

hostname (config-if)# no shutdown
hostname (config-if) #

ESMERIEO AL E ISAKMP 35 BEF0 /2 FH ISAKMP

RS

T

7€ B IKBv1 g il R P A 1) S AR B 5 VA — A S 4

Priority ME—FR R RN 2 A 4 (IKE) SRS I 1% ks et e e WA — T 1 £ 65,534 2
(PR AEA, 1 Ronmmiied, 65534 KommffiLstd.

RS BT, BATRAREH B E N 1.
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$IE2

[=—w kil

CETTE N |

1358 BEAE IKE S0 A8 (R n 85 5 5 -

crypto ikevl policy priority encryption {aes-192 | aes-256 | | }
il

o IKE g€ B A R HMAC 244D -
cryptoikevl policy priority hash { | sha}

TP

hostname (config) # crypto ikevl policy 1 hash sha
hostname (config) #

4y IKE 5 W& 45 52 Diffie-Hellman Bf - S2EF IPsec %% i 5 ASA @ sz s 8K hn s ipisl .

cryptoikevl policy priority group {141||19]20|21}

i
hostname (config) #crypto ikevl policy 1 group 14
hostname (config) #

Fi g e R A A R - A 22 4 SRIBRAE B i NAAE IS, DURD O A
crypto ikevl policy priority lifetime {seconds}
A IR A N 120 21 2147483647 ¥ EV B MR dr BN, WA 0 B,

Tl

hostname (config) # crypto ikevl policy 1 lifetime 43200
hostname (confiqg) #

{E4 3 outside FO4% 0 L JH ] ISAKMP:

crypto ikevl enable interface-name

-
hostname (config) # crypto ikevl enable outside
hostname (config) #

DRAT X P L P B

write memory

ASA FHEA T 0 40 1P Mk 75 AR LM hk i 4 441
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i — 250 1P HhhkG gtk ASA 2 M iZHuhk-h i) 75 7 o 40 P bk o
ip local pool poolname first-address—last-address [ mask mask]

HHEHERD 2 AT E Y (EE, QR 1P HhhE A BCSh 8 T ARARHE 45 ¥ VPN & g, UL 25 3R AL HE RS
B0 QR A ERAHERY,  Hd i th T RE 2 AR . IXRME L — N SR ) 12 A H TP Hhhilyth 75
10.10.10.0/255.255.255.0 Hiuhl:, POMBRIAIE L NIXGE A KM, 2 VPN % P i g 230 AN [ 422 11
] 10 ML AR TR R, AT RE2 S 350 1)

i

hostname (config) # ip local pool testpool 192.168.0.10-192.168.0.15
hostname (config) #

ORI R B AR PR 2 )«

username name {nopassword | passwor d password [mschap | encrypted | nt-encrypted]} [ privilege
priv_level]

T

Hostname (config) # username testuser password 12345678

#1312 IKEv1 353 &£ 5% IKEv2 $2iY

UK

A A T i B 3 AR (K Ev D) BRI (IKEV2) CEHINSS 77 VEFN S A BeAiE )7 20 )
PUR R B os Wi G 4 IKEv1 AT IKEv2 $213,

S NCE IKBv] F¥dE, H T8 e Wi R 5 5¢ BvE my 2248 FH 1K) IPsec IKEv1 % FI 5%

crypto ipsec ikevl transform-set transform-set-name encryption-method [authentication]

X} encryption A H LA Ho—AME:
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N
8
N

* esp-aes fii [T 5 128 A7 %K) AES.
* esp-aes-192 {7 192 7% 411K AES.
* esp-aes-256 1 iy 256 A7 % P AES.
* esp-null AN FH % .
%I authentication fiff f LA F i —AMH -
* esp-md5-hmac 1 il MD5/HMAC-128 1 4 A 51
* esp-sha-hmac i JT] SHA/HMAC-160 11 4 51 53 .
* esp-none A HMAC G4 5iF
Bl
S AES il E IKEv] F s

hostname (config) # crypto ipsec transform set FirstSet esp-aes esp-sha-hmac

P& IKEv2 $08,  H T e S48 I 1 IPsec IKEv2 Pl s fl s e 5.
esp 7T %82 4> 6135 (ESP) IPsec Bl C H A — S HF) IPsec D) -
crypto ipsec ikev2 ipsec-proposal proposal_name
protocol {esp} {encryption {||aes|aes-192|aes-256 | } | integrity { | sha-1}
%} encryption A H EL R Hh— M :

« aes - X ESP 454+l AES CERIN) Hl 128 f 41

* aes-192 - Xt ESP 45511/ AES A1 192 A7 9105 .

* aes-256 - X} ESP &5 &4 H AES A 256 A& N% .

X integrity fff I AR JErp M

* sha-1 CERIAD &y ESP Se#EIE ORI 45 5 56 W G BACBEFRUE (FIPS) Hh S A Ik
(SHA) SHA-1.

WIERCE IKEV2 $213, 1E M DL R4

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure_proposal

hostname (config-ipsec-proposal) # protocol esp encryption aes intergrity sha-1

B T 4 s — A PR IR TR . ST DA P E AR PRI AAA AR SS53%, TREIERSHL, DL LBRA
MG . ASA STEN TGRS IE ] .
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TE X gL
ASA RGN ERIAREIEAL: DefaultRAGroup F1 DefaultL2Lgroup, HI# A& ERIA M ZEFE U in] B i
H, JFHEBIALAN MRS . ] DA SOX L], (AR ILM R . W R AE bR E v i R h Ay
FRiRr e FETE AL, ASA K25 AT H X /> B 1 21 >k PG Bz P 7 vl 3 4R LA [A) % 3 41 1 KA B T
HiE

IR A [Psec RG] BETE 20 (CXRRAERRCE S -
tunnel-group name type type

i

hostname (config) # tunnel-group testgroup type ipsec-ra
hostname (config) #

N
g
N

BEBEE A H RS PR (AN TN S I 0 UE T
tunnel-group name gener al-attributes

IR

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #

PR3 fE L T REE A ke -
address-poal [(interface name)] address_pool1l [...address pool6]

TP

hostname (config-general) # address-pool testpool

PR A HEABZRIEA 1Psec JE MR (FEIZBR R A T IKEv] 4K IPsec F72 BYE) -
tunnel-group name ipsec-attributes

i

hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-tunnel-ipsec) #

PES (ME) FEEWIEHH QUEMT IKEvD o ST LR 1 #1128 N ERFI BT 4%
Hio

FH T B3IV 22 4 e A 7 i ) 85 A0 Z5URH [R) o 2 SR LA AN [R) S0 = B /N JERE VPN 25 P i %
WIERE, RF ekl A IRIE E, RGN X SR HEAT £ 0 S
ikevl pre-shared-key key

EUE
hostname (config-tunnel-ipsec)# pre-shared-key 44kkaol59636jnfx
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e |

B 22 B 7SN H AR 5

BN I W T S SRS BT R B & T H S 40 IXFE, ASA BT LAESZ K B 1P MU bR S ng 4644
O FE G ) 2 ) I

BN W46 AR T IERE R et . b nT LUR I S m) 4, ik ASA o] DASR R TR 25 ) vt
K {5 S, JHEnt RIP &k OSPF i_ﬁixif:bﬁ,m .

LB QRIS W I o0 i H5 2 IKEv] HF#ef2 5 IKEv2 $21%:
o X F IKEvl, 1EFHLL T4

crypto dynamic-map dynamic-map-name seg-num set ikevl transfor m-set transform-set-name

o XJF IKEv2, G LL R s
crypto dynamic-map dynamic-map-name seg-num set ikev2 ipsec-proposal proposal-name

T
hostname (config) # crypto dynamic-map dynl 1 set ikevl transform-set FirstSet
hostname (config) #

hostname (config) # crypto dynamic-map dynl 1 set ikev2 ipsec-proposal secure_proposal
hostname (config) #

P2 Ak M N W 4 B AT AT IR S T S 1) 6 VRN
crypto dynamic-map dynamic-map-name dynamic-seg-num set rever se-route

il
hostname (config) # crypto dynamic-map dynl 1 set reverse route
hostname (config) #

B 22 10 &= R 5 5% B LUE A 3h 725 0 25 R &

QIR & H, 0k ASA REWS AT Bh AN a WM KL IPsec 42 SRIRINZ AL

FELLT 2 7n il , I W i 44 R 0E mymap, 502 1, ShASINE G A ARE dynl OCEAERIE
A INE WG AT AR .

PR QAL B A I WL i n 25 s 4% H -
crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name
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. L IEEEA TEE IPSec IKEv2 ITF235 5] VPN

Tl
hostname (config) # crypto map mymap 1 ipsec-isakmp dynamic dynl

IR 2 K IR N T T4
crypto map map-name inter face interface-name

i

hostname (config) # crypto map mymap interface outside

HUR 3 ORAFRTECE T L

write memory

ELIERER TEE IPSec IKEv2 iTi2if (5] VPN
A RILHEV) 0] TPsec VPN B & TEAIME S, TS HILL T &1
s FUEEED, 191 0T
s BCEHLHE , 5 193 1L
IS, B 194 1T
* B IKEv] 3 4E 80 IKEV2 #2130, 5 194 1
o BEELL, B 195 T
s GBI INE W, 55197 0T
o BN W46 H BME I sh A& & Wy, 28 197 )T

ERREFMEZEHAEIT VPN S0 500

] S s ] (a8 1P 808 (PPK)) AITiSL 52554 (PSK) it & IKEvV2, AR 242 % ) i
1 ASA 2 [8]ff) IPsec 315 052 1 T AL BT« 805504 25 7 i A1 ASA i & VUL ) PPK A1 PSK.,
PLSEZHR 22 4511 IPsec 2. 224255 P i Al ASA A H PPK FT PSK 3R H P 254 7t 5 10 0 2 R fife 2 55 EH o

PPK DL BEIE A 2k . % ASA flg & P uhlic s, AU 3k PPK #3h 256 47 64 4
FRF SR A

FEHE=FMEZE%A#FH1T VPN B4 IERY AR 5514
o VFnJiE: ASA 2R SR AV Al L .
o CREIIRRAS
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| sE#2i5id IPsec VPN
# VPN SRR EFRaEnanenars ]

* ASA 9.18.1 KM A
© ARG 5.1.8 KO FARAR .
* 7 ASA BRCE IR VT ] IPsec/IKEv2 VPN 1 i3 HAl S 4, Atk IKEv2 42 30N 2
L o
* Al 3k PPK.
o K¢ R PPR Al 256 47 64 AN ERF I NBERI R

o AR VLY Windows SRR HL 2 (WCM) /o4 2242 % 1 i it & PPK A A PSK. 1521
7t Windows FEUFE BEAS FNCE 5 57 L =80 PR 228, 28 200 1L,

o JELAK U VPN BB SCAFH R E PPK EME. WS H G & F it sl BN A 2K
Frumft B VPN B & SO, 56 201 T,

o Bl ASA Fl2t 4% 7 i i) PPK AT PPK ID {EAH [

ES}

7£ VPN B4 18 F # {5F A 5 = F T 3£ 5= %5 $A RO 4 T 0 R 1

AEN
* R DL DR PPKOAT PSK (KA R 5t LUK [ A2 g 0 95 ) 93 o

R i
* A FFHAT PSK A1 PPK (1) IKEV2,
A SR Windows.
o P i A BEAE WCM Tk —A> ASA fAi# ek

1§FH = i /\35‘:%}% # T VPN q_LTIEH,]IﬁEI}IL*EE
* 10: R E R FRAZHHET VPN BIE R TIERE
T 1R1E ELER
1 AR 3k PPR ORI A H N 256 A7 64 4> |-

TR N 74T

2 7E Windows fEIFEF ELAE (WCM) HAC'E PPK | /£ Windows FEIEF BE#Y [ E
H1 PSK. Jr BT O S A AN PO S
, 5200 5T
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B = windows Sirges HREREFRLSEHNALEEH

TR BRIE BEER
3 i 1] PPK S0 B 2242 %5 )7 3 VPN B & S |4 5 & T I s g @ e o 42
Ga A PRI E VPN BLE S
0201
4 JiC & ASA B¥iE4l. {5 &1 L s % 0 7E ASA
FRCE VPN S 56AF , 2 201
b
5 FH P8 S22 475 P LLIEFE ASA. -
6 LA Pl ] VPN G E S PPKID |-
M WCM $HL PPK F1% 4™ PSK.
7 AR VAT ] ASA B IE 20 25 IE WCM | -
] PPK fll PSK 3.
8 LB 2245 7 A1 ASA 1) PPK FITPSK VLD, |-
W) 224272 P43 5 ASA 35T VPN %% .
% PPK F1 PSK ANUCHE, W5 ASA ) VPN
SUR PN

£ Windows FiF £ LR ERETHMAZERMMLZEH
17500 PPK. AHb PSK A2 PSK e & s b it AL IE 4% H o

FrIa Z Al
MR EE A& RO EPI3EAT VPN S RAEI AT, 55 198 7T M £E VPN B 4356 E
AR R PO S s PR AE N R, 28 199 BT,

UK

HIB1 /F Windows 2 i B a5, MKIKESHEHEIEAR (Control Panel) > F Ak (User Accounts) > EiEE
I2 2% (Credential Manager).

FHIE 2 il Windows &3E (Windows Credentials) i1+ .
HIE3 Ll iRnE@E R EiE (Add a Generic Credential).
$IB 4 75 Internet S M4 HE (Internet or network address) 7B, $HELL FEHZ
« XfF PPK, WiH5{ETRE A AC/IPPK/<HostAddress : J& L%, B/ WCM HA7- it h 64
ASENBERI A, R ik L R, SRS TE IKEV2 [N RAg 2 3 SR A h A B i
o

o X AHL PSK, HEHETE & AC/IPSK _Local/<HostAddressid 37 %5 )7 5 () PSK it & .
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ERARETHLEEARE R ErnEE vwNEExH [

o XFFREfE PSK, iEH¥HETR € AC/IPSK_Remote/<HostAddress, L&/~ ASA (1] PSK il & .

FRS (LA PR (User name) 7BF, TPRHETRENRER, W@ in AMERZE.
P 6 (%A (Password) 7B, $REMMEZ

* X[ T PPK, iF4RE 256 fi 64 AT FNHERI T4 H

X TAHUANZERE PSK, UERE AT R RIRE BRIE AL 4

PIRT rh#E (OK).

LA P A VPN S SCE ) PPK_ID )N WCM 3RE PPK P> PSK. 4% i fifi L3k
PPK 1 PSK 18, ¥ PPK #45k — ik, 4 PPK A1 PSK {H 5 ASA I EAHULHL, FH4T VPN S35
UE. #ENL VPN ERAT EHALS, KX = AN 5 0 50E 2 UE

FRREFMAZEEARMENIREE Pinkc & VPN BCE XX
VPN ¢ ST ) HostEntry ZHUHATLL R # B TS 2 42% ) i if) PPK 244
* IKEldentity - & & FH TAR U 5K ASA FI 578 o 17 8 b2 ASA A B&E 41 44 FRUCHC -
* PPK_ID - 47 7€ FH T-A5 R PPK IFIME— 47 ef o Z{H L2 ASA 1) PPK ID — 5.

* PPK_mandatory - #15f PPK X} F VPN i&EH ki, WPKETR 2N true. WHRANECEZAE, W
PPK PC & A& r] k1 o

Gt
LUR45H T VPN S & SC/F Y HostEntry (7341

<HostEntry>
<HostName> ASAv PPK</HostName>
<HostAddress>192.168.1.2</HostAddress>
<UserGroup>IPSec Profile</UserGroup>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true</StandardAuthenticationOnly>
<IKEIdentity>secure_ client PPK</IKEIdentity>
<PPK_ID>PPKID test</PPK ID>
</PrimaryProtocol>
</HostEntry>

~

FERERETFMHEZEA7E ASA LECE VPN Efﬁ:‘?’uﬁ

ASA THIREE A H T AR VPN L R SEME . #8 0] DUBC & RS I 2H 26w, {8 F PPK A1 PSK Ji FH| VPN
G BAIE
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L2 IPsec VPN |
B =aEETmit=m57 ASA LEE VPN SHRIT

FHia Z |l

RS AR G IO YT VPN SRR TS 40, 56 198 U0 A 4E VPN S35k
s LA 7 PO S B R ME AR ], 58 199 T,

P EBRIELL IPsec B,

tunnel-group name ipsec-attributes

TP

hostname (config) # tunnel-group secure client PPK ipsec-attributes
hostname (config-tunnel-ipsec) #

FER2 BLE R i) PSK.
ikev2 remote-authentication pre-shared-key key
il
hostname (config-tunnel-ipsec) #ikev2 remote-authentication pre-shared-key ****x
$IE3 il ASA [ PSK.
ikev2 local-authentication pre-shared-key key
il
hostname (config-tunnel-ipsec) #ikev2 local-authentication pre-shared-key ****x*
LI 4 BCE R 51 PPK.
ikev2 remote-authentication post-quantum-key key identifier id mandatory
* key: fRE PPK 4.
* ID: F5E M TH5 IR PPK IFME—F i o BBAE 6205 2242 % P i (1) VPN I SCAH ) PPKID UL
fic.
» mandatory: 5 PPK % VPN ¥ B2 A5 bl i SASR & b giibl, 0 PPK LT AT i

i

hostname (config-tunnel-ipsec) #ikev2 remote-authentication post-quantum-key *****
identifier PPKID test mandatory

PUF 7RIS~ T ASA 18 F PPK I PSK 3E4T i 48 e & 1) 1 Bk

Gt

tunnel-group secure client PPK ipsec-attributes
ikev2 remote-authentication pre-shared-key ****x*
ikev2 local-authentication pre-shared-key *****
ikev2 remote-authentication post-quantum-key ***** identity PPKID test mandatory
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| sE#2i5id IPsec VPN
CETREtASPT |

TR LR,

o PEIEAI A PR 20 VPN JEE SCAF ) IKEIdentity 745 5 UL .

o PRIEZHICE Y PPK ID 47015 VPN fic & SO PPKID AHUCHC
HibSEER

* RFC 8784

* Cisco Secure % /ity (fUfh AnyConnect) & fiferd, 5K

FCE )P ge) &
] DA & 4 R 625 ) i SSL VPN U 1) 5l , M4 HTTP bacsk b i 8 foireldti 4 6 % ) i SSL
VPN 2% ASA TESE N 2 BT 2 VEAS % U5 7] SREmE . i ASA AR P57 In) SRME HE 40 JC %% 7 iy SSL
VPN &1, g2 37 Bl ity R R AR A R
Fi&Z mi
B ASA FFHEAN 4 R B AR .

UK

TR IR ar L BEA TS i SSL VPN B
webvpn

IR 2 A HTTP H A ACHE HTTP ke 74, S AR iy & S VR4 T % /" 3t SSL VPN £
portal-access-rule priority {permit | deny [code code]} {any | user-agent match string}

3R 11: portal-access-rule 5 S X EFFELE

o i8R

priority e BN AL

permit MR B AAVF I % i SSL VPN 4

deny MR B B AR 244 T0 % 7 3 SSL VPN HE4%

code code fe € HTTP i B A6 . JEHIA 200 £ 599,

user-agent match string FrE — SRR, TR SR ARER A
FEP . BRAE RS BLR R RIRSA .
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L2 IPsec VPN |
B =09 Psec ven & =)

o BRE TR, AT AT () TR A SR R R . R ECSRE, B AT BEASUC AT Al
FREER L VCHC I 77 B B m i & T 1. #1140, *Thunderbird*.

© BHREW R TAT R, AR R EOTT LA G RATADEICAT (%), ARG AETTSRANEE R N 5]
( “7 )° E%:/l\%ﬁquﬂ, my agent %?f@%o

IR

hostname (config-webvpn) # portal-access-rule 1 deny code 403 user-agent match *Thunderbird*
hostname (config-webvpn) # portal-access-rule 1 deny code 403 user-agent match “*my agent*”

1325 a] IPsec VPN &L & =151
DL 748 k7= el 1 e R 15 1) TPsec/IKEv] VPN

hostname (config) # crypto ikevl policy 10

hostname (config-ikevl-policy) # authentication pre-share
hostname (config-ikevl-policy)# encryption aes-256

hostname (config-ikevl-policy) # hash sha

hostname (config-ikevl-policy) # group 2

hostname (config) # crypto ikevl enable outside

hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikevl transform set AES256-SHA
esp-aes-256 esp-sha-hmac

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-ipsec) # ikevl pre-shared-key ravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikevl
transform-set AES256-SHA

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

PR 748 57 an 4] id & 3ZE FE 5 1) IPsec/IKEvV2 VPN:

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# group 2

hostname (config-ikev2-policy)# integrity sha512

hostname (config-ikev2-policy)# prf sha512

hostname (config) # crypto ikev2 enable outside

hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikev2 ipsec-proposal AES256-SHA512
hostname (config-ipsec-proposal) # protocol esp encryption aes-256
hostname (config-ipsec-proposal) # protocol esp integrity sha-512
hostname (config) # tunnel-group RAVPN type remote-access

hostname (config) # tunnel-group RAVPN general-attributes
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S ERAER TET 80 IPSec IKEv2 7257 5 VPN mEE w5 I}

hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-tunnel-ipsec) # ikev2 local-authentication
pre-shared-key localravpnkey

hostname (config-tunnel-ipsec) # ikev2 remote-authentication
pre-shared-key remoteravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikev2
ipsec-proposal AES256-SHA512

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

ZIESEAX T E TR IPSec IKEv2 iT#2i5 8) VPN Y L &

L]l

PLR 7R850 3 7 ] Ay 22485 e R 38 T AR iR FE 7 i) IPsec/IKEv2 VPN it # ASA. 7l il $ it
1R RGN Sl B A s S E s A

T RGN S E

class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX2

hostname (config-ctx) #member default ===============> License allotment for contexts using
class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) fconfig-url disk0:/CTX2.cfg

X G S

hostname/CTX2 (config) #ip local pool CTX2-pool 1.1.2.1-1.1.2.250 mask 255.255.255.0
hostname/CTX2 (config) #aaa-server ISE protocol radius
hostname/CTX2 (config) faaa-server ISE (inside) host 10.10.190.100

hostname/CTX2 (config-aaa-server-host) fkey *****

hostname/CTX2 (config-aaa-server-host) #fexit

hostname/CTX2 (config) #

hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 internal
hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 attributes
hostname/CTX2 (config-group-policy) #vpn-tunnel-protocol ikev2
hostname/CTX2 (config-group-policy) #exit

hostname/CTX2 (config) #

hostname/CTX2 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES
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. % 1521 T Secure Client IPSec IKEv2 iE#2 35 1a] VPN B9 E B =451

hostname/CTX2 (config) #crypto map outside map 65535 ipsec-isakmp dynamic
SYSTEM DEFAULT CRYPTO_MAP
hostname/CTX2 (config) #crypto map outside map interface outside

BRINTEDL R, MIETARvER % 5 () TPSec/IKEV2 JEFE T i) 3E B2y T p¥iE 41 DefaultRAGroup .

hostname/CTX2 (config) #tunnel-group DefaultRAGroup type remote-access
hostname/CTX2 (config) #tunnel-group DefaultRAGroup general-attributes
hostname/CTX2 (config-tunnel-general) #default-group-policy GroupPolicy CTX2-IKEv2
hostname/CTX2 (config-tunnel-general) #address-pool CTX2-pool

hostname/CTX2 (config-tunnel-general) #authentication-server-group ISE
hostname/CTX2 (config-tunnel-general) #exit
hostname/CTX2 (config) #

hostname/CTX2 (config) #tunnel-group DefaultRAGroup ipsec-attributes

hostname/CTX2 (config-tunnel-ipsec) #ikev2 remote-authentication eap query-identity
hostname/CTX2 (config-tunnel-ipsec) #ikev2 local-authentication certificate ASDM TrustPoint0
hostname/CTX2 (config-tunnel-ipsec) #exit

hostname/CTX2 (config) #

Z 1E =X T Secure Client IPSec IKEv2 ;T2 (3] VPN B4 L

Bl

PUR 2”0 B o~ BTk 2475 A% 2 Secure Client iZ#21/713] IPsec/IKEvV2 VPN [t & ASA. 743 il
B I RGOS R B AT R R E S R

X RGN S E

class default
limit-resource All 0
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX3

hostname (config-ctx) #member default ===============> License allotment for contexts using
class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url disk0:/CTX3.cfg

BRI SR AU SO R @A ST Secure Client S, i UG RIC B SCA

hostname (config-ctx) #storage-url shared diskO:/shared disk0
X SR

hostname/CTX3 (config) #ip local pool ctx3-pool 1.1.3.1-1.1.3.250 mask 255.255.255.0
hostname/CTX3 (config) #webvpn

hostname/CTX3 (config-webvpn) fenable outside

hostname/CTX3 (config-webvpn) # anyconnect image
disk0O:/anyconnect-win-4.6.00010-webdeploy-k9.pkg 1
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srzigia veN s aemseies I}

hostname/CTX3 (config-webvpn) #anyconnect profiles IKEv2-ctxl diskO0:/ikev2-ctxl.xml
hostname/CTX3 (config-webvpn) #anyconnect enable
hostname/CTX3 (config-webvpn) #tunnel-group-list enable

hostname/CTX3 (config) #username cisco password *****

hostname/CTX3 (config) #ssl trust-point ASDM TrustPoint0 outside
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 internal
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 attributes

hostname/CTX3 (config-group-policy) #vpn-tunnel-protocol ikev2 ssl-client
hostname/CTX3 (config-group-policy) #dns-server value 10.3.5.6

hostname/CTX3 (config-group-policy) #wins-server none

hostname/CTX3 (config-group-policy) #default-domain none

hostname/CTX3 (config-group-policy) #webvpn

hostname/CTX3 (config-group-webvpn) #anyconnect profiles value IKEv2-ctxl type user

LR, % s ik Ss, i 4H] crypto ikev2 enable outside client-services fir 4

% P R S5 AR 45 2 H ik HTTPS (SSL) Vi, LASSUF 242 P i B 3R - B At T2 . i B SC A
AHACATE & RS CSD. SCEP BAR & 7 g I 5 I A SO/ N 8. an Sk Fesbik o, &R e &
Uit R 25 0t 1 o W SRAN I & i IR 25 R 45 2%, FH P W Ioik N8 e &% 7 it ] Be 5 B AT ) SO

\}

ER T U SRR — 345 _BIZ4T 1) SSL VPN AH [ s 11 . B E 7 SSL VPN, #&0 Z5k £6 b ik
i, DM@ SSL 4 IPsec-IKEV2 %~ i )2 FH S0 T %

hostname/CTX3 (config) #crypto ikev2 enable outside client-services port 443
hostname/CTX3 (config) #crypto ikev2 remote-access trustpoint ASDM TrustPoint0
hostname/CTX3 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX3 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX3 (config) #crypto map outside map interface outside

hostname/CTX3
hostname/CTX3
hostname/CTX3
hostname/CTX3
hostname/CTX3
hostname/CTX3

config) #tunnel-group CTX3-IKEv2 type remote-access

config) #tunnel-group CTX3-IKEv2 general-attributes
config-tunnel-general) #default-group-policy GroupPolicy CTX3-IKEv2
config-tunnel-general) #address-pool ctx3-pool

config) #tunnel-group CTX3-IKEv2 webvpn-attributes
config-tunnel-webvpn) #group-alias CTX3-IKEv2 enable

L2377 18] VPN BT RE A iR

IhRE TR W MEEER
T IPsec IKEv1 FiI SSL (AR5 7] VPN, 7.0 TCREVF A VPN A 2 i) DUl ik 22 42 1% TCP/IP W 4% 345

CHBELIIN D 4 3 p it 5
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B zevavenomensies

L2 IPsec VPN |

%I IKEv1 [ DH 41 14 37

INEEAFR TE:N gEER

JHTF IPsec IKEvV2 B FE V) 1) VPN, 8.4(1) I T %) Secure Client [f] IPsec IKEv2 Y %F.

JEFEVT ] VPN [1) mobike [F8)32F. 9.8(1) ISINT 1Psec IKEv2 RA VPN [#1#%54)) IKE (mobike) 32 £ .
Mobike 42 H A
;‘?ﬁj]ﬂ T ikev2 mobike rrc 'n%/‘\/\ u?:r: IKEv2 RA VPN E?ﬁﬁl‘]
mobike i {55 A Jit FH IR [91 % £h fig T4 7 o

L2 E ST IPsec IKEv2 (IILFEV) B] VPN 19.9(2) W ERCE ASA, LA Secure Client FIE TARAEI S =5
IPSec IKEv2 VPN & /7 b i vz 215 ] VPN & if, 1583
PLZ A 5o A 21T 1) ASA.
wWNT ikev2 rsa-sig-hash shal a2, DUMEXT B A5
MBIHAITEL .

i SHA-1 By 510 RSA, H TR 46 19.12(1) LEAE FH 55 = 7 55 TFRUE(K) IPSec IKEv2 VPN % /7 i 5 ASA

RN 324 FENLZEFE YT R VPN 231G, SZREE SHA-1 #8857k
XS A Bk 1 2 A T2 4

31 H IKE/IPsec N F15¢ #£ME/PRF %45 9.13(1) PUR N2 /5¢ #0E/PRE B8 E 57, FHAE J5 SEhiA -

9.14(1) " il :
* 3DES %
* DES Jji
* MD5 5E80E

ST X IKEv] ¥ DH 41 14 (ERIA) SZFF. group 2
group 5 i LI A, FHRAE S EEhA 9.14(1) TR IIER o
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i

.8

1og

LAN 8] IPsec VPN

LAN [i1] VPN ] JEFEAN R ML PR B HT R 45

] LA 5 R AR LS 55 BT A SRR MERR 58 = J7 X451 LAN 0] IPsec 4% . X 48X 4544
] LURF A ESAI A il ([ IPv4 A1 IPv6 3EhE) MRl E.

ASA AN RVFl L VPN BEE &5 ping LAAMRA YR 5
AREAH AR LAN 7] VPN 8,

s MOEHHE, 2209 0T

o ARG NECE B S VPN, 5 210 71T

s MeEED, 210

o EAMBE O _EBLE ISAKMP SRS AS FH ISAKMP , 28 211 1T
Q% IKEv] #HedE , 26 218 1L

* Q% IKEV2 $233L, 25 219 1T

s MUE ACL, %5220 7L

o JENBEIEAL , 5 220 1T

o QDDA WL R LN I TR, 58 222 T

AVPRPA T 76 LAN [HECE R e 5% 1 4R A0 20 3]

hostname (config) # interface ethernet0/0

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) # nameif outside

hostname (config-if) # no shutdown

hostname (config) # crypto ikevl policy 1

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes

hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy)# group 2

hostname (config-ikevl-policy)# lifetime 43200

hostname (config) # crypto ikevl enable outside

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# # encryption aes
hostname (config-ikev2-policy) # group 2
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B =zrsetTEENSE VPN

hostname (config-ikevl2-policy)# prf sha

hostname (config-ikev2-policy)# lifetime 43200
hostname (config) # crypto ikev2 enable outside
hostname (config)# crypto ipsec ikevl transform-set FirstSet esp-aes esp-sha-hmac

hostname (config-ipsec-proposal) # protocol esp encryption aes
hostname (config-ipsec-proposal) # protocol esp integrity sha-1

(
(
(
(
hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
(
(
(

LAN 4] IPsec VPN |

hostname (config) # access-1list 121 list extended permit ip 192.168.0.0 255.255.0.0 150.150.0.0

255.255.0.0

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl pre-shared-key 44kkaol59636jnfx
1 match address 121 list

(
(
(
hostname (config) # crypto map
hostname (config crypto map
hostname (config

(

(

(

)

) #

) # crypto map
hostname (config)

)

)

#

# crypto map
hostname (config) # crypto map
#

hostname (config

abcmap
abcmap
abcmap
abcmap
abcmap

write memory

1 set peer 10.10.4

.108

1 set ikevl transform-set FirstSet
1 set ikev2 ipsec-proposal secure

interface outside

EEFEREN TERE A8 VPN

LML P IRAE 20 SRS SR VF sl IR SCHF . I AT IX

TR MBS SEEGUTRE VPN,

class ctxl

ﬂ‘k‘ﬂ:}‘ﬁ ’

ATULT gt e il o

TEACE BHIRSE, ARIFIEFE VPN VFAUEME A SO VR BRI — 80
CRBHIE BIRCE R ALK LRCE D R U R B

limit-resource VPN Burst Other 100
limit-resource VPN Other 1000

P2 BB SOOI RN CRCE R AVE VPN VFRERZR IR0 . BUT ol e

context contextl
member ctxl

allocate-interface GigabitEthernet3/0.2
allocate-interface GigabitEthernet3/1.2
allocate-interface Management0/0
config-url disk0O:/sm s2s ikl ip4 no webvpn.txt

join-failover—-group 1

PR3 MEERLECE SO SRS A AE

AN ASA BB, FEATE B EATRR S B D R .

» TO[RIRS A FH o A TH) VPN R B 5= VPN LB B TALE —HF .

BINICHIRR, R FOERR R L ] 4 BARZ 2385 .
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wohanizn LEE 1sakmp essss A sakvp ]

HOG, WHEASA ERCEIFR ML . )5, AR RCAFR. IPHUIERT 7R #ERD . B, 7R
AR ERCE A L 0N R T 44

\}

ER ASA (IS O HuEE GER T IPv4/IPv6) ASfE 55 H i bl 25 (A T8

N
8
N

$IE6

EREANEOECERL, WA R ER RS ST L BRI interface iy 4. 7ELA
T, %3024 ethernet0.

hostname (config) # interface ethernet0/0
hostname (config-if) #

BEBEE L ) TP HubE R0 HERY, &% ip address v 4. 75 LA Foanfld, TP k> 10.10.4.100,
T MHERD A 255.255.0.0,

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) #

B, iR namef M4, R 48 M. WEILAIG, ANREXM LI THE S ELLVFR
#il71, ethernetO #2114 XA outside.

hostname (config-if) # nameif outside
hostname (config-if) ##

RN, %I shutdown T4 (1 no AR . BRAIEUL T, AL TAERPIRES .

hostname (config-if) # no shutdown
hostname (config-if) #

BRAFE K, THHI write memory T4

hostname (config-if) # write memory
hostname (config-if) #

UL AR O, A R AR R T

FESMERFEO L ECE ISAKMP SEESF0 /3 A ISAKMP

ISAKMP SZ AP & T ML 32 W FI3EE TPsec 242 KHK (SA) INPR RPN e8] T-/isE SA IR L
U AR . XA G X SER R SA, ASAB il Bk SA. ISAKMP HTJJF? PR B
BrEc T BT E 2. BrBe 1 Qe Ak kEE, R ORI BEA (1 ISAKMP ity B BB 2 Gt Ry 4L
¥ (b E
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B 5 evi sEszm s ISAKMP s

IKE ffi ] ISAKMP 3 %45 FI (¥) IPsec $8'E SA. IKE €& T 0534 T 5 43 36 10E (10 0 25 55 4 .
ASA SCH R IR VPN % S 348 1 IKEv], 332 #5 4 AnyConnect VPN %5 /734 ] IKEv2.
FURCE ISAKMP PR 4530 1 81 IKE 56ng, JLh @ U N

* IKEv1 APEEAR0 75 1 S 0 B0 uF 8 s A HTE F5 1) RSA 44 s fil L 524 (PSK).

s nEITE, H TR EEE I R

* BN BB BUEARES (HMAC) 79, H TR T G0y, DL ORI e AR B oo

RABE

* Diffie-Hellman #f, A T-#i encryption-key-determination 50 . ASA 1 F LLFVRIR2E I
BRI 2

* YT IKEv2, AfH SR Oy BEALRR 2L (PRF) /M IRAE TIKEV2 BEIE 125 255K ¥ % B ) 22 LA
BRI,

o FE SN A I, ASA R 2 0 A AR I 1) B

Wit IKEv] 5, W LUAANSERE —ME. 5T IKEv2, %aT LY AN SIS I & 2 N s fl 5
DI RIY DL e ZAN e HEME R TL o ASA K42 JR 22 AP AN iy B (10 036 e AT HE 7 A FH
FP S AR AT U i . IR IX R, 80T LU IS AR BURAE IR TG R VP4, i E 751500
IKEvl —FERIEREA RVTFINAL G-

PLUF & $ /e 1 A% IKEv] A IKEv2 508 310 35 e 50 1R .
o J IKEv] M ISAKMP 56l% , %5 212 51

o N IKEv2 M E ISAKMP SEIg , %5 213 7T

A IKEv1 E12ECE ISAKMP R ER

B4 IKEv] #2050 & ISAKMP 5%, 158 crypto ikevl policy fir 23N IKEv] SEm&HC ERI, 7
PR A DU E IKEv 40,

R

SIE1 HE IPsec IKEv] SEMSHD B A, #l%0:

hostname (config) # crypto ikevl policy 1
hostname (config-ikevl-policy) #

TB2 WES ORI, LU RGN E L

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy) #
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2 kev2 izm & sakmp i [l

PE3 WENFE L. URRFIRcE -

hostname (config-ikevl-policy) # encryption aes
hostname (config-ikevl-policy) #

$IB 4 K'H HMAC J5i. LUF7RpIRlE SHA-1:

hostname (config-ikevl-policy) # hash sha
hostname (config-ikevl-policy) #

$£1B 5 % F Diffie-Hellman #f. DL R/~ E4 14:

hostname (config-ikevl-policy)# group 14
hostname (config-ikevl-policy) #

L6 WEMNEEHE M. DUNREIRCE 43,200 F6 (12 /N -

hostname (config-ikevl-policy)# lifetime 43200
hostname (config-ikevl-policy) #

TR PSS SRR T4 0 outside (K145 1 _E AT IKEvI:

hostname (config) # crypto ikevl enable outside
hostname (config) #

B8 WERAFH I, WEHIA write memory iy 4

hostname (config) # write memory
hostname (confiqg) #

71 IKEv2 &2 Fc & ISAKMP 5B

B IKEv2 SRR S ISAKMP S50, 1548 H cryptoikev2 policy fir 2 HEA IKEv2 Mg HC B R, 7
PR AT DAL R IKEV2 4.

$I21 JEA IPsec IKEv2 Sl BRI, 5tm.

hostname (config) # crypto ikev2 policy 1
hostname (config-ikev2-policy) #
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L2

LAN 4] IPsec VPN |

BEEME T UM ZRE AES 1Rl

hostname (config-ikev2-policy) # encryption aes
hostname (config-ikev2-policy) #

1% & Diffie-Hellman #f. A N2 E 4 15 K]

hostname (config-ikev2-policy)# group 15
hostname (config-ikev2-policy) #

W IR AE TKEV2 BRI N a8 FT 22 5K 1) 5 N 25 AR ST 0 S92 i O BEH LR 8 (PRF) . LA 7345
fii® SHA-1 (HMAC 2%44%)

hostname (config-ikevl2-policy)# prf sha
hostname (config-ikev2-policy) #

BEE N A I, LURRBIBCE 43,200 2 (12 /N -

hostname (config-ikev2-policy)# lifetime seconds 43200
hostname (config-ikev2-policy) #

1E44 4 outside 4% 11 )5 H IKEv2:

hostname (config) # crypto ikev2 enable outside
hostname (config) #

WA, TE TN write memory i 4

hostname (config) # write memory
hostname (config) #

IKEv2 } %5 25 0 32

IKEv2 1 Ff| Diffie-Hellman (DH) 417 A&t 77 R R 7 2 (A e 37 He 22808 . IKEv2 SCRFRIAME 528
e, DARY IPsec A5 452 T IF NGB . A HAES S ATHANF ) DH 41, SA W E THH
(s s ] 2 AR IRAS HOR A T AT S5 I 404 . TKE SA J&7F IKE X 44K 2 [A) AT #e AN S5 4] I o7
o

ASA X 22 B AT AT FH -C AT (¥ e e Y
* BUANEEHACH 1 (IANA 1H 6)
* BUANEEHACH 2 (TANA {H 7)
* WUNEPIACH 3 (TANA {H 8)
WM 4 (JANA{H 9)

WA EEHATH 5 (IANA {H 10)

o FANEEA I 6 (IANA {H 11)
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Ikev2 5w imanenaRs ]

o MANEAHAT HE 7 (TANA {H 12)

T2 ] UL S BN 2 B HA e . XTI E SN A, 157045 ¢ DH 4. ASA fEH M
SETTAT IR A (R 50 Sk o ) S5 AR AS ek AT s . n 5 o A 7 R 3 5 ) 2544 K sk DH 438 1 — 3%,
IR M, FF2s i R T K% NO_PROPOSAL CHOSEN A il % . 1834 i) LUK 5 3 e B Ay
none. WIHRIEPRE none, NIALHEATEEHAT e,
XFFRAL T, W BN e n g % A 7 AL E 4 none:

o W5 AT LK AA R S AT e n 1 FE none 1E SRS H T Vs

WINPT ik .

SER B R D, RT3 R IR T A e e 250 Wi [ 75 P ) e AT UL
FEVL I R T 7 il v -

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 5
key-exchange-method none

Wi [ J5 D645 A additional-key-exchange 5 A4 AEVGACHE I
NSO SR SR B e, WIS R AR DL R A
© WA T Sy — AN W 7 BEBLULAC Y IKEv2 3210, W27 IKEv2 SA.
o WPAEMAORE IKE_SA_INIT ACHe v 5 A AT ] B4 28 BH A 0 e 4 R RO AR e 4o 28 0, ki i
LRI PR RN JF RS T R 1% NO_PROPOSAL_CHOSEN #5748 411 »

HRHIIREM TS B, 12 RFC 9242,

IKEv2 %5 % $F 38 #4 B9 74 01 70 BR 1

s BEE T UH LA ZHEHL .
o WSTCUAE o e BlAc i b A AR R 1) DH 4.
XFTUbThAE, ASA AR
* IKEv1
o AL GBI TS i N A AL
« VTN VPN, HA R VPN SCRF IKEv2 2 2048 .
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73 IKEv2 B & % % $A 32
BERCE TG, WIS LR IPsec SAF oS BT SEMLECE, AT LT BLRE

FHIEZ Al
* BRMENFBRE. ACTFAME R, WS HIKE2 2% HA B uE RIS, 285 215 5L,

o BOE TKEV2 SRS RN 5030 BOh0 5. B B0k J7 vk SA B . ACE4IE R, 1HS
R IKEv] A IKEvV2 5EHE , 45 7 171,

UK

I A IKEv2 $HIg.
crypto ikev2 policy policy_index
PLRTFH s IKEv2 S e A = o
w5
hostname (config) # crypto ikev2 policy 1
FIR2 N IKEV2 Fl L E AN AR e ¥
additional-key-exchange <1-7>
FERFFR 2R IKEV2 SIS AN 2 A M lC B — AN SRS R 2 v] UG & LA S A e 4
ENGE
hostname (config-ikev2-policy)# additional-key-exchange 1
WIR 3 MWL AN PA e o LA DH kI & B A # T
key-exchange-method <DH_group>
¥ DH 45564 14 15, 16+ 19, 20, 21 8¢ 31, A0 LUK 40 & 4 none. TR +% none, )
ANSSHATH AT He
5

hostname (config-ikev2-policy-ake) # key-exchange-method 21 31

SIE4 FHSE 2 M3, K IKEv2 5FEISHLE 2 NS AR .

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# additional-key-exchange 1
hostname (config-ikev2-policy-ake) # key-exchange-method 21 31
hostname (config-ikev2-policy)# additional-key-exchange 2
hostname (config-ikev2-policy-ake) # key-exchange-method 20 21
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wik ke s EAxREE ]

hostname (config-ikev2-policy) # additional-key-exchange 3
hostname (config-ikev2-policy-ake) # key-exchange-method 19 20 none

i (A
IABLE . A XTE S B, S RKIE IKEV2 2340 HmE , o 217 1.

B03E IKEv2 % 3 $A AR ECE
B AT S i & R AT B TKEN2 % 3 HIAC S

= show running-config crypto ikev2

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 1
key-exchange-method 21 31
additional-key-exchange 2
key-exchange-method 20 21

show crypto ikev2 sa detail

IKEv2 SAs:

Session-id:4, Status:UP-ACTIVE, IKE count:1, CHILD count:1l
Tunnel-id Local Remote fvrf/ivrf Status Role

41567725 192.168.15.1/500 192.168.15.2/500 READY INITIATOR

Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Additional Key Exchange Group: AKEl: 31 AKE2: 21 AKE3: 20 AKE4: 19 AKE5: 16 AKE6: 15
AKE7: 14

Life/Active Time: 120/5 sec

Session-id: 4

Status Description: Negotiation done

Local spi: 6BB6B7BFAOBAADF4 Remote spi: 7030C7xxx xxxxxxEIDBDE77EB
Local id: 192.168.15.1

Remote id: 192.168.15.2

Local req mess id: 9 Remote req mess id: 0

Local next mess id: 9 Remote next mess id: 0

Local req queued: 9 Remote req queued: 0

Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

IKEv2 Fragmentation Configured MTU: 576 bytes, Overhead: 28 bytes, Effective MTU: 548
bytes

Parent SA Extended Status:

Delete in progress: FALSE

Marked for delete: FALSE

Child sa: local selector 20.0.0.0/0 - 20.0.0.255/65535

remote selector 30.0.0.0/0 - 30.0.0.255/65535

ESP spi in/out: 0x4a7d5da2/0x56a28fa8

AH spi in/out: 0x0/0x0

CPI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 128, esp hmac: SHA96

ah hmac: None, comp: IPCOMP NONE, mode tunnel
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Il 32 IKEv1 4538

i

Nil

B

IKEV1 et N & JiE M S RAE T A . (£ ISAKMP JEAT 1Psec 22 4Gk R IHIA], 4%
RTS8 B e SRR AR Pk 5 B o T RS T A S5 A4 A [+ o

A AR ST F N B B 46 H 48 52 1 ACL I . AT LATE ASA Bt A e #6 udE, ARG
FEIN 2 WL 4% H ash 3 s Wes 4 B rfa e e 2 11 AMeinde .

RPN T AN AN B G B 5

® 12 AYHIINEMSRIIES %

BYMERZE BHEHEIES %

esp-sha-hmac (ERiL)

esp-aes (128 A%  (ERYO

esp-aes-192

esp-aes-256

esp-null

FEBEATAE L (B AL BRI P ASA 2 [A], 85 R RS A5t IPsec. BEid

FEAE BRI, BRI E .
UG B AR, U AE A S 1 SR AT B o R A S5

AR BB, HiA cryptoipsecikevltransform-set fiv4 . LN 7n{il{fi il 4 Fx FirstSet. esp-aes
fin F1 esp-sha-hmac & 3 46 UERBL B #3045 . TEVRANT

esp-sha-hmac (ERIA)

crypto ipsec ikevl transfor m-set transfor m-set-nameencryption-method authenti cation-method

hostname (config) #
crypto ipsec transform-set FirstSet esp-aes esp-sha-hmac
hostname (config) #

RAF R

hostname (config) # write memory
hostname (config) #
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132 IKEv2 1233

KT IKEV2, RE0] DOk FAS SRS B 22N 0 A B A S e 2RI DL e 2/ e HE P 0 . ASA R I 22
Sk A BRI B B AT HE Y, IR ZIY 5 0 S AR AT i o AR R, fm UK
B A FEUVORAL I AT SRV, TR B IKEvD —FEAIE RS SRVFINAL & o

NRHN T AR IKEV2 D085 F0 B 43 B 5 15

F 13: B IKEv2 i Fne i A%

BRNEFZ* B REBMAE
sha (ERIAD

aes (ERIN) - A1) 128 Fr 9
AES.

aes-192

aes-256

U IKEV2 483, AR L S 1 SR R AT L AR 55

$IE1 {E4ai SR, 14/ cryptoipsecikev2ipsec-proposal fir i ipsec $il L BRI, 7F IR
RO BRE 2 A N A e R, LRI, secure R A4 FK:

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
hostname (config-ipsec-proposal) #

T2 R, HAVMAINE R . ESP s ME—SCRFAI PN Bl

hostname (config-ipsec-proposal) # protocol esp encryption aes

hostname (config-ipsec-proposal) #

FER3 FA SRR il

hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config-ipsec-proposal) #

SRR PRAFE
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Nil

LAN 4] IPsec VPN |

ASA ERIG AR RIS AR RI T . BRSO T, HEN 2R B AT e . S sncE
SVFIREN ACL. A7 RTEAIME S, THZS I AR E TG f T (0 AT SR M HIIRME R .

Syt LAN [8] VPN #3E Ba0 B 19 ACL 3E1-J8 IP Hohb R et H bR IP b LA & (RI¥E) 0. Mg
AT L Y A BRI ACL.

VPN i 5 () ACL i HI#e 3 (it

\}

8

iR

AT VPN I JEARACE ACL IFEANE R, TSI NI FEv; M F5 2 VLAN 06 2L 5mE N FH 48— V5
PR, 28 136 1.
&y N\ access-list extended i 4.

access-list listname extended permit ip source-ipaddress source-netmask destination-ipaddress
destination-netmask

PLR 75l & 44 4 121 list [f) ACL, fCVFK H 192.168.0.0 4% A1 TP Huhik 137 84432 5] 150.150.0.0 M
%,

hostname (config) # access-1list 121 list extended permit ip 192.168.0.0 255.255.0.0 150.150.0.0
255.255.0.0
hostname (config) #

LEEREN S — U ASA it ®—/ ACL, %1% ACL #AT%8i1% .
s s FR ) ACL 8RB I 21 7] — hn s i TP AN AR I8 ACL A5 X FRANS ES .
FELUTF 7Rl rf, G AR 32 7R 75 4 hostname2.

hostname2 (config) # access-list 121 list extended permit ip 150.150.0.0 255.255.0.0 192.168.0.0
255.255.0.0
hostname (config) #

B T A A0 35 PR R R SR () — Al . 60T ARC B B IELURFR IR AAA RS54, R B 5S4, LA
L€ SCERINALSRNE o ASA 25 (E N AR TE 41
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Nil

B
N

exmad [

ASA A PANERINBEIES]: DefaultRAGroup F1 DefaultL2Lgroup, Fi# /& ERIA M IPsec L1 ) b i
H, JaH LBRIAN IPsec LAN [RIBEIE4]. o DMESOXSEpsIE 2, HAGER LR .

IKE RiAS 1A 2 22 (8] i 32 B 22 A0 T VR SR iE 77 i IKEv] £E VPN Pl SevF—FPR LY
SO (B, POt HEGET) o (1, IKEv2 SVF4 il AL AN 72 5 4y 46 UE CLI Bc B AN
ARG ARIAE i (R, A 7 A PO 3 ] B O S0 i, (EDGS i 5 A FHIE S SR B8R
Bt R IKEv2 AL FIASI R SR IR, Herb g AMEUEREAT B U0 e, 53— I A HL A SRk
(UL EEESS) .

AL AT RSB QI N AR 4 . WORAERSIE V) pl R b SO AR VR E BEIE 2, ASA Kt
ST X P AN BE TG A IC B A2 VS ] BRI 21 A0 LAN [ B30 2H ) BRI BE T 240

TN IR LAN (AR, DN REEH R E A BN
o B IERSAEE A IPsec LAN [8],

o BE 1P Huhb il G033 e J7 vk CREH T IKEv] Al IKEv2 I FL =24

TR R B E Ol TPsec LAN [i], &I tunnel-group 4.

V24 tunnel-group nametypetype, FLH name 2L BEE A I A FK, type /EREIE IR, 7F CLI
HRE N BEE ST«

* remote-access (IPsec. SSL FIJG% % SSL ZEFE VT A])

s ipsec-12l  (IPsec LAN [f])
LELL Rosfairh, BEIEAL 2752 LAN [8) X525 4R 1K) TP #uhik 10.10.4.108.

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121
hostname (config) #

a4
A2 B B 7 55 UE 7 9 DA B0 M/ o0t A5 AAE Bk A P BRI, A R A T A4 KA TP i hik i
LAN [AJf#iE 2 .

B G ALy R B A O], 1R ipsec-attributes BT, SRS ikevlpre-shared-key
A A LA L 28 i . T Ak LAN [RIERE A ASA IS A [F]— Pk 22 .
W 12 128 N PRI R AR

FELL N7, IKEv] Fidk 528581 & 44kkaol59636jnfx:

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl-pre-shared-key 44kkaol59636jnfx

T3 PRAF
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hostname (config) # write memory

hostname (config) #

BB IE PR IE A R ST IE 81T, 18 H show vpn-sessiondb summary.  show vpn-sessiondb detail
121 8%, show crypto ipsec sa i 4.

Bl RN BR G F 4G H B A T O

INEE WL 4 H 416 IPsec LA KBRS FICHR, AL N ITE:

* IPsec ARSI E (7 ACL i S0

* ¥4 IPsec RYR R AIE BN E GE PRI S .

o XU I TPsec 24tk CHEHSETR ) .

* IPsec VAR AS bl R gk o4 11 0 P I 25 S S AT A D
AAHE TPsec By, AN AR 4 0620000 £ FAT A IC B RIS WS 4% H o S ATPIAS a8 sy 4% H 3
2%, EATA A DR DU A

o IR WL 4 H AL AR INES ACL (Fltn, Bif% ACL) o T Sk I (1) % A5 444 FH 3 & In 2%
WLSFE, USSR s ACL 4AZ00 “ R VF” ASA % ACL #1114 H .

o a4 H A0 B FRIR 53— AT AEAR CERARXS I DR S5 A T Sh A& s s )

o INEWLN 4 H A0 A AN LR R e sk
WG ER I QIR Z D INEYN & H, WA H IS (seq-num) K HHEA : seq-num
%, DUoEgollis . (EBCEA INE PO O E, ASA Jede AR e S8 m WU 45 H PP R i

PR 5 ) B AN (RRI) BT TN B st WIS 0 T ASA E i — AN LA U E— ). T
HL [ E W ANERN T T 2 AR . AR AN s B S T2 AR N, WA R IE
BT BRI T o R 2 AN 0 I T, D 5%y IS0 A P ME 52 SLIRTRAR

WERAFAE LU AR RSO, T2 E 1 DRI 2 A s it 4 H -
o ANTRIS SR A BEAN TR B U

R AU AN ) TPSec 22 4N T T ANFISRBY i i ) A ) SN TR RO S 44) 5 ol dn fs i B2
X217 W 2 E) IR AT SR BRI, T g — 45 P TRV e R I R4 T B R B R AT I
FEMRFOLT, UEAEP A AR ACL mhE SCANRIREL AR, JF R Ins ACL At Sty
EUS TS

XA EO LN AR

XPFRUISP, AT UK a5 whaph . H T ASA ERGAMAE: ORI g4 1 o ARl UL BC B I, DO &
AT Y. an R AU, WL 2044 ] Virtual Tunnel Interface (VTI).
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i
g
N

sgmzmsreEamaTEn

FEZANEE I 1A P Jon 28 St 1
o RN it DR H R
o iff DR e St A5 P % e B AL
o SEAZRUN ) —AN I B RS LR B 2 N 11, TR ASA ROVFR B AT RUIR sk % e 1R 42 1 L1y
$uy b IPN (U

U S e JR OB AR T G A I AR PR JER T AR 1, S AE A S e SRR AT AR

AR

FUK ACL /7 BCE et 4 H, %\ crypto map match address iy 4.
V2l crypto map map-name seq-num match addressaclname. £ LL R, Wi 4% FR ok abemap,
P51, ACL 454 121_list.

hostname (config) # crypto map abcmap 1 match address 121 list
hostname (confiqg) #

SRR IPsec NS4, 1EHIA crypto map set peer T4
WA crypto map map-name seq-num set peer {ip_address1 | hostnamel}[...ip_address10 | hostname10].
FELUR7RBI, SRR 2 FK N 10.10.4.108.

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) #

BN WL 4 H € IKEv] #6488, 5%\ crypto map ikevl set transform-set iy4> .
B15 4 crypto map map-name seq-num ikevl set transfor m-set transform-set-name. £ELL R, #
AL FEA FirstSeto

hostname (config) # crypto map abcmap 1 set transform-set FirstSet
hostname (config) #

Sy I Wi 4% B $852 IKEv2 $213, %A crypto map ikev2 set ipsec-proposal iy 4>

VM crypto map map-name seq-num set ikev2 ipsec-proposal proposal-name. &L F7filH, 2%
RN secure.

M cryptomap fir %, B LU AR R T 4R E 24 Psec #2100, EIXIGOLT, ALY
IR AR 2] TKEv2 XA, I BRI Fh A 21 D370 N Wesss 4% H HEF I A e

pEY 22

W TPsec 3L P AEAEAH S HE R (AES-GCM/GMAC) I A T, I fr HiAh 28 Bk, ik

AMRBCIIE IR AR AEBLIE DL T AURA AP EEN, — ] ?éﬂAﬁﬂﬁ% T
A
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hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname (config) #

FInERET N B FiEO
T2 TPsec Yt fe 483 R BEANEE TN Y I3 WL 46 o ASA TET A 2 1 _EE8SCFF IPsec. 42 W H
TN WS G iy 2 ASA $% IRUZ N B WL SE VP4l BT 42 1, AR B el 22 4 I P s 3 1) 43 FH 4
5E (1) SRS
I WL 4 5 24 IR S VIS AT IR B 454, 2 4 SR EE e 22 AN 22 4 SR Bl e . A )
DIATAR] 77 20U SO 5 WSt i), ASA #42s B alpls o8 N F T2 ATICE . e Wi T A &+, H4E
IS FF 3B 4D T 258 WS s B A X S
WK G 0 s WL T AN O, T RAT LR DR

i
i

$HIE1 i\ crypto map interface fir4 . 15754 crypto map map-name interface interface-name.

hostname (config) # crypto map abcmap interface outside
hostname (config) #

T2 PRAFE

hostname (config) # write memory
hostname (config) #
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S
=
fo

e
i
Wk

AnyConnect VPN %

AN HAUHATECE AnyConnect VPN &P Ui iE 2 o
» 5T Secure Client VPN & Pl , 25 225 T
* Secure Client{J ¥ ZoRK , 28 226 7T
* Jit & Secure Client #%4% , % 226 1L
* SAML 2.0, (244 7T
o W54 Secure Client 4% , 5 254 71
* 741 AnyConnect VPN 2 , f 255 1L
* Secure Client ZEHZ W DR sLidsk , 56 256 UL

JF Secure Client VPN % Fif

Secure Client e P44 T 5 ASA 1224 SSL Fl IPsec/IKEV2 YE4% . 702 T A 2% P i (415
BUR, EREF P AT AEARATT A0 58 25 S AT B 8 252 SSL 8k IPsec/IKEv2 VPN JEFZE I 11 1P 3
HEo BRAE ASA CURCE AKF http:// 5K E 2 7 ) https://, 75 P 545 LA https:/<address> JE A
URL.

B URL Ja, JEaEREREN, JRERSbifm. QAR S iR EK, JFH
ASA K i Al 2% v, B2 P IE R HNL AR R L% . NG, &)
AT 2B AATICE, @024 SSL 8L IPsec/IKEV2 &4, HEEZILN, &/ uma R s A7
HE (BRTRCED

WIS BT 2% i, A P T S E R, ASA KA B 2 5 BT AR IR0 D S5 L R F+
) ity o

M it ASA P SSL VPN &R, SZhr Lo A& Z 24 (TLS) Al (Rl FdRikiEi =
‘%4> (DTLS) BE T34 R . DTLS Al ik 40 15 50t SSL 3% h2 SCIBE I S SR R A1 5 i) 75, AT 3 iy i T8 1
FESE AU PRS2 I I P 1k A o

Secure Client"] A ASA T2, T ULH ARG EH AR PC_ LFah el ., HRTFa) R i)
{5 8, SN RAR (R AnyConnect %4 B EHHH) ©
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AnyConnect VPN % FisiEsE |
. Secure ClientfiF A &K

ASA FETEEST ST LSS SO ) 4w T3 . 0T DAKE ASA FEEDY A B R 3R )
S, AT DUR ARG E PR R o i N e 0 TR BRSO, R AN, T Bl
K ASA BCE A N YT PR &5 A5 B 280 i, B s ok U

Zk Secure Client
A 84T Secure Client/) 2 i v LI EESK, 1S MHNARAR) (JEFF AnyConnect %248 B AN 1
WY o
JEM FNPR %] Secure Client
* ASA ANEKUFZEFE HTTPS iE 5.

o FRE S A SR AE2 M SRR, RV IR VPN 7 2E AnyConnect Apex VFAJIE. &
& ASA AWIHHIA ] AnyConnect Apex VFR[E, {H'E SEHE Apex VFAUERIREE, #0376 R
HIVF A1) AnyConnect =122/ Secure Client #2R 1&H T JE VPN HL1E 1) Secure Client Fl i
K& u A . RAEALFFILEVFA] . AnyConnect JEAlifR . #UE RS VF AT IE 28 A DL K Flex/3& T i
(B PRSP R I

ANEB L HN RA VPN R & a4 (Bl curl ), 3F BT eA S = prd g 8. filhn, i
s AN R HTTP HEAD 13K .

AE4E VPN G (B R 88xx £:41) i ] Secure Client I, /A5G 7 DTLS JFECE T %t
SEARIEVTAS I (DPD), AH&AI 1 ] g 2 P id B

© R IERL R Secure Client I, XERLHT G 70 /7 i ) TP HUhE2y S50, ASA SCRFIEAT .

Secure ClientfyiF a] Z 3k
A\

AR WOIREAE TR EINE R

VPN Vi iE 75 % AnyConnect Plus 8%, Apex VI o] iE, ] FpE K, A3 RN 1 KAH, 1520
Bt ASA RIDIHEVF AT IE.

AR A BN TC % P 3 SSL VPN 231, ARJ5 17 JH 3l Secure Client 251, WL IL2ATH] 1 A2 H
&, WERSEIA BN Secure Client (B, JERLBSLE o) , SRS KIC% 7 i SSL VPN 1), M2
fiH] 2 Dol

fic & Secure Client &£

AN ASA il & K #:5% AnyConnect VPN 2 i i B2 I T HE 4« BRABIAIPEIATE 5 o
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I AnyConnect VPN % &%

wAsAEEA L Web s EELH ]

% ASA BLE 7 L Web TN EBE & Fin

UK

KA ASA BLE R L Web J5 203538 Secure Clientff]2D 5,

FHiaZ |l
A TFTP sAt 5 45 5 i R (L ) 2] ASA.

\}

ER WM ASA FAEH TOEE S i VPN ThRE, 4 H Web 3 %25 Ui 1) AnyConnect webdeploy
(https://x.x.x.Xx<ASA IP address> I}, ASA L[] VPN &1 S E L& F i a1 o

S K IAE ISR Secure Clientfl 30

ASA TEGAF T FETF IO, DME R e PCo USRI 2% ) o, VAT order 28045 % )™ i Wk
By BT -

ASA VUEHRE RIWUY F BN i A7, RIS IZRE PC I EAE R G MIL L. ik, ¥
2 B WL AR A R AT A5 0 S d /R B A

anyconnect image filename order

TP

hostname (config-webvpn) # anyconnect image
anyconnect-win-2.3.0254-k9.pkg 1

hostname (config-webvpn) # anyconnect image
anyconnect-macosx-i386-2.3.0254-k9.pkg 2
hostname (config-webvpn) # anyconnect image
anyconnect-linux-2.3.0254-k9.pkg 3

{1/ anyconnect image fir 2L & Secure Client B 5, 250K H anyconnect enable fir 4. U1 %A
J& FH Secure Client, U HASNS AT HIM#4E, I H. show webvpn anyconnect 225 SSL VPN % 7 5iii ¥
HARFH, AR O %221 Secure Client £ .

22 fEREI BJA ) SSL, DMEREAT G F ik Secure Client SSL 3% #z

enable interface

TP

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

B3 A RO T, Secure Client A PAT HUHEAE, 1M H. show webvpn anyconnect iy 4

2%kl “SSL VPN is not enabled” , T AZF1H £ %% ) Secure Client {1
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AnyConnect VPN % FisiEsE |
B s asamznu wen rmEE P

anyconnect enable
PIEA (k) GUdkbhibih . nT DU oAl k4B U7V, DHCP F/aH 2 3 Be i <33k
ip local pool poolname startaddr-endaddr mask mask

T

hostname (config) # ip local pool vpn_users 209.165.200.225-209.165.200.254
mask 255.255.255.224

LIRS Rrhhki o i R PR E A
address-pool poolname

T

hostname (config) # tunnel-group telecommuters general-attributes
hostname (config-tunnel-general) # address-pool vpn_users

IR 6 R BRIAZH Sim 73 i = PR IE 2 .
default-group-policy name

Nil

hostname (config-tunnel-general) # default-group-policy sales

N
g
~

Ja FHAE T ity |1 7 Al Secure Client GUI 8 UL THI o nBRiE 41514 . 1% 44 514 i group-aliasname
enable iy 2 5E L.
group-alias name enable

T

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias sales_department enable

IR 8 F Secure Client 4175 A4 ZH 5 H P (1) VR (1) VPN B&IE il
tunnel-group-list enable
B LE

hostname (config) # webvpn
hostname (config-webvpn) # tunnel-group-list enable

IR K SSL 5 A AL B 7 1 SCVFI VPN BRIE M. B4 nT LR HAR P . AR TENE R, 12
fir 422 T[] vpn-tunnel-protocol i 4.
vpn-tunnel-protocol
Pl
hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # vpn-tunnel-protocol
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I AnyConnect VPN % &%

pRxanzrazs

T—5Hita
AP SRR AVIS VAN B WS008 6 T8 “NOEER B SCPF . 1RO P

FERAAMEPinki

Bc & DTLS

Jet K AR 2 P s 22 8k o3 25 % P i (1) B Zh D e . %% P i) e e e et S b LIEAT J5 48
TR, N0 4E R R R R ]

SRR A K AR P e, ] DR Sng 5 1 44 webvpn BT, 8
anyconnect keep-installer 174 :

BRNTCE A ST A P i I K APE e o B P iR o 1l 45 RN AT) 22 e e vk 5L o BUR 7= R B
A SR sales Bt Bk 7 23 1 45 A PO R v SEHL BN B P i

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-policy)# anyconnect keep-installer installed none

BIEIRAL 2 % 4% (DTLS) U Secure Clientd 3. SSL VPN #:4#%,  DUE AL AN 47 P 1% - SSL b it
HIDTLS B&iE. /] DTLS nli# 55 SSL aEH IR REIR AT B8 0], I AR o0t T B 0 2E 8 i
JERTR) I IR IS PR 1

FHiaZ |l

55 o w2 SSL W E , 5 82 T E ik Ll E DTLS Ml A ¥ DTLS MRA .

QA DTLS Refig [PIIE 52 TLS 34z, 203 XS A i kil (DPD). 41 %47 )5 I DPD, )24 DTLS
VERER R ) I, RS IEASZE TR 2 TLS. 4 5¢ DPD [WFE4I 5 &, 15 S 00 e B0 AR 1 K
o, 55240 7,

& Secure Client VPN i%E$:45 %€ DTLS &I«
a) 7 webvpn #izUF, 7EH:0 LJEH SSL A1 DTLS.
BRSO, 78200 FJS A SSL VPN vy i, W4s 3 B DTLS.

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

1E webvpn it E#i0 T, {# ] enableinterfacetls-only #ir4 4 FTH Secure Client /] ' 254 DTLS.
WARAEH DTLS, W SSL VPN 4% H 45 5 SSL VPN F¥iE &

hostname (config) # webvpn
hostname (config-webvpn) # enable outside tls-only
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AnyConnect VPN % FisiEsE |
B =raeme

b) i port F1 dtlsport #iy4FL'E SSL 1 DTLS 3 11,

hostname (config) # webvpn

hostname (config-webvpn) # enable outside
hostname (config-webvpn) # port 555
hostname (config-webvpn) # dtls port 556

T2 ke 45 R DTLS BLJ.
a) {E415ENE webvpn BT 7 44 webvpn L E AR, 1] anyconnect ssl dtls iy 4 445 i 415 5
H DTLS.

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl dtls enable

b) W FHE, {FH anyconnect dtls compression fir4 )il DTLS JE4 .

hostname (config-group-webvpn) # anyconnect dtls compression lzs

REiEAR
i

TS AT LAAEAL S webvpn 51 7 44 webvpn BUE T, ] anyconnect ask T4k fo ¥ ASA i
EFE SSL VPN 2 F i FH P % ) i
[no] anyconnect ask {none| enable [default {webvpn |} timeout value]}

* anyconnect enable $& 7RI H 7 3% 7w a2 0% w1 L, HOJG BRIHAE AR L
Mo

« anyconnect ask enable default 3781~ 25.% /¥t o
« anyconnect ask enable default webvpn 7 B[1#E 2317 7 5T i .

+ anyconnect ask enabledefault timeout value $& /R 2 FH J1 R 205 7 v 5l 22 0% 7 g ] 7 DUIH]
I HAERIPERIAERAE CRFEE i) AR KR value [ — B fa] o

« anyconnect ask enable default clientless timeout value $&7~ZEFE ] F* R 4% 7 i ol e 28 0 2%/ i
F1 o, I HAERBUERIAERAE (oo 1) Ui &R 0 value ) B i) .

BN E default anyconnect timeout value Bk default webvpn timeout value i [a) iz 72 F /7 7R )
£
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I AnyConnect VPN % &%
2 F Secure Clientf & 3014 T £ .

6: EEFEA P RTRTE, RTHETH SSLVPN & i

; AnyConnect will startin 112
& seconds.

100 Y O

o Start now

« Cancel

181312

gLl
LUR 7R BiKs ASA TE B A $eas L R B 7 i sl 20 % /7 [ 1) 0L, O HLAE R 380%™ g
HITAEAE 10 B0 LU 44 H i «

hostname (config-group-webvpn) # anyconnect ask enable default anyconnect timeout
10

J& A3 Secure Clientft & XX 4T %

#0] LLE Secure Client it & S04 J& H Secure Client ZhfE, IXUCECE /2 XML C4E, AEZO0%
Jrut 2 HG VPN ZhgE DLR T3 28 i A bR R L BB . ASA 23 1E Secure Client Y ‘22 2% A1 5T 3 18] 365
fic & SCE . F P oy B e B S k.

TN i SO RS U R . <profile_name>.xml.

T LA Secure Client FC & SC {42 4 0GB SCAFREATRC S, 1948 & — X )\ ASDM &4 ISE /&
BT GUI R E T H . & T Windows [f] Secure Client 244t T iZgmii g, 7Tk
S 13k 3 %L in#& AnyConnect £ -4 Hi 458 € 0 Secure ClientW G, 124 45 #% 2 i

IRATE A T E SO S 3% T Windows (OB RAS, AT LLE T E 5 ASDM B8 ISE
RIS 28 A A IR i 8 o SRAB e 8 2% g, AT DU FH O B SO R e
1A A B RSB BT E AL VPN IR S5 AL A AR e ) e e B S

H % Secure Client S HoACE AR 45 VEANE B, TGS BRAHN A (JEEH AnyConnect %44 5))
BLEFRrE D o

)

FR Secure Client M ERIN & B A SSL. T3 [ IPsec IKEvV2, HIUAZH7E ASA FRLE IKEv2 W&, FHHIE
AR A A S R IKEV2 BR &N E M. 250K IKEv2enabled Bt B SC 156 45 &1 ML,
TR a2 22 SSL BEATi%EH2

UK

LB i H ASDM/ISE A [P HC B ST G 7 BT JC B S G 2 R B st fic ' S Ao
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http://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/tsd-products-support-configure.html
http://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/tsd-products-support-configure.html

AnyConnect VPN % FisiEsE |

. /& F Secure Client &R 4%

P2 G TFTP sl H Al T VAR RC & SO ASA LA
I3 7 webvpn fit G R, 18] anyconnect profiles 444 SO i b B INAR 55 G2 A (1 55 7 S i

s
5l
PLR 7R 165 SO sales_hosts.xml Al engineering hosts.xml $i 52 4 & 14

asal (config-webvpn) # anyconnect profiles sales
disk0:/sales_hosts.xml

asal (config-webvpn) # anyconnect profiles engineering
disk0:/engineering_hosts.xml

BN, X LB SO ] A S A
Al LML dir cache:ste/profiles fiy & A5 CAEGA7 N8 e & S A

hostname (config-webvpn) # dir cache:/stc/profiles
Directory of cache:stc/profiles/

0 --=-= 774 11:54:41 Nov 22 2006 engineering.xml
0 --—= 774 11:54:29 Nov 22 2006 sales.xml

2428928 bytes total (18219008 bytes free)
hostname (config-webvpn) #

e 5% webvpn FCE R, 148 anyconnect profiles it 4 20 S I& 48 5 % 2 Ui i B S A«
GNP
1&n] LU N 5 1A AT 7] 5 19 profiles value 74> (?), LME A ] HIEC & SO 450 4n

asal (config-group-webvpn) # anyconnect profiles value ?

config-group-webvpn mode commands/options:
Available configured profile packages: engineering sales

I A L SRS G AR i i SO vpn (G B sales:

asal (config-group-webvpn) # anyconnect profiles value sales type vpn
asal (config-group-webvpn) #

/& B Secure Client &R H4

SEIR T+ 1 Secure Client FH ' 2EIR & P g FH ) R 3. 4% 7 i 58 0T vl FHIF,  Secure Client 2341 FF
—ANGHEHE, A PR AR T, AR IR T2 . BRAERS ©FE Secure Client it & SCf %
BHK “B3%H” (AutoUpdate) % & K 25 (Enabled), 75U RFEAN S BoRIETHE R TEHE.

MR F e S PERA R iy A4 BV TN A ASA,  ARJE AR 2 SRS v 5| TR B S v, T BUR I SER
T+
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I AnyConnect VPN % &%
A secure Client LEHE [

LAR B € SO SCRFIEIR T2 -

R4 ERTEERALNBEXREM

BEXRBIHEE BYE EAME &ix

DeferredUpdateAllowed true false False True 7] AR HIEIR ST A R AT R B8 e A5
(false), LB S 1l 26

DeferredUpdateMinimum Version X.y.Z 0.0.0 ST B 397 A) 43R BT 45 R 22 R (1) B I Secure
Client fRAS

S IR RRCA S, 03 T Sk B s Y e A A B
W AE AT B (U4 VPND SR 3E80A
PEE BARIRAS R, WA A SE IR SR 4%
G

WERARARE IS IE, TERAE 2 b2 A
i, RgHar (SAZIKHD ERIR.
DeferredUpdateDismissTimeout 0-300 (F») & (BEEHD IEIRTHRARNAE H )06 P 2 1T s IR A, X
BN SEIR SO S IN A N R A e PREAY
BRACRAENED -

RS EPESR, WA A3 oCH Thae, Xih
S —HER ANFED , HEM RN,
Rt m P E %, W SC VAR LU 5ol
BEAT HENIEIR BT«

o U AR A
DeferredUpdateMinimumVersion [{J{i .

* DeferredUpdateDismissResponse HI{H o

DeferredUpdateDismissResponse SR G & DeferredUpdateDismiss Timeout By IR 5
ks
UK

$£I21 7F webvpn fic B ] anyconnnect-custom-attr iy 46 B & X & 2.
[no] anyconnect-custom-attr attr-type [description description ]
-
PLUR 7R i s e s n B w2 g PE2R Y DeferredUpdate Allowed 1 DeferredUpdateDismissTimeout:

hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateAllowed
description Indicates if the deferred update feature is enabled or not
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AnyConnect VPN % FisiEsE |

hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateDismissTimeout

fE4 JR i BN, i A anyconnect-custom-data fir 4k 52 OB PR INAr 440 0 THRALE M,
AL A H DURVFER . A, ERSESRERAREL T, REASER “EIEE
B OEHE, JOF HH P ANREEIRTH ) MR, Rk A3 T

[no] anyconnect-custom-data attr-type attr-name attr-value
-

PLR 7~ Eos i) o 1 52 X 1257 DeferredUpdateDismiss Timeout A1) i ) DeferredUpdateAllowed
UNIETEZ(E

hostname (config) # anyconnect-custom-data DeferredUpdateDismissTimeout
def-timeout 150

hostname (config) # anyconnect-custom-data DeferredUpdateAllowed
def-allowed true

i ] anyconnect-custom iy & 7E 41 IS H s s sR B e SO iy 44 4 -
* anyconnect-custom attr-type value attr-name
° anyconnect-custom attr-type none
* no anyconnect-custom attr-type

i
LAR 7 st gn] Sy 4404 sales FRZE SN J FAEIE S8, IR IR I (] BE Dl 150 A

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# anyconnect-custom DeferredUpdateAllowed

value def-allowed

hostname (config-group-policy)# anyconnect-custom DeferredUpdateDismissTimeout
value def-timeout

J& F3 DSCP 1 28

i

LB A FE s, AT DTLS JE A% 6] Windows 2 OS X ¥ L2270 ik 55 A5 ki
(DSCP). it et/ DSCP iRy, Beak il LM SCAL PRACIR AR i i o o s e 7% R 17 WO G 0T,
I BARIC RS e IR0 i LA ey ol 4

$HIB1 7 webvpn it & #12 F 8 ] anyconnect-custom-attr iy 612 H & @ PSR

[no] anyconnect-custom-attr DSCPPreservationAllowed description Set to control Differentiated Services
Code Point (DSCP) on Windows or OS X platformsfor DTL S connections only.
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I AnyConnect VPN % &%

J& FIE At Secure Client L& .

$IE2 4 mic BN, 48] anyconnect-custom-data fir4 b 1 5 X PR N Ay 44 -

[no] anyconnect-custom-data DSCPPreservationAllowed true

TR

ERIMESL T, Secure Client 2330 4T DSCP Tl (true). ZREHAEH], H7E Skl e SUBME R E N
false, 2R )5 )0 8hiEHz .

2 A E ftt Secure Client I gE

Un i KPR BEGi R T & 18], 207 i v DA SR R 3 O ASA BUISE) AT A OB . Bl
IIRE R Secure Clientf IR, #5875 B P RE 2 o,  DAMTILRES 1 HIX LL T fE

A HBIhRE, BLZAE 4L 5 IS webvpn BYH F 44 webvpn FL B0, {# ] anyconnect modules fir
AR ) 2 FK

[noJanyconnect modules {none| value string}

(U EREAS VN T E AN G

BEREXEIFia

®2
=3

El

BT FAR (SBL) S il H T %2247 Windows PC _IF) Secure Client/?) B HIA . 102207, K5 2%
W4, %5 T SBL, A ARYF ASA R h Secure Client/d Fi K TEAR RIS 43 BIE (GINA) [
Yoo LUNREF SR i3 A SBL:

TEZH 0% webvpn B F' 44 webvpn BUE AR U, il H anyconnect modules vpngina i % S0V ASA ¢
HT VPN IE#E GINA i N e 4EH .

w5

LELUR 7Rl rf,  FH 7 5E R N2 5m telecommuters (14 S 8 PR, AR 5 HE N 41 5K webvpn Bt &
B, IR AR vpngina:

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy) # webvpn
hostame (config-group-webvpn) #anyconnect modules value vpngina

KR 2 P i fic B S0+ (AnyConnectProfile.tmpl) [ E A4S o
G HBCE SO, MR A A SBL. LA R/ 2 s L B SCAF (AnyConnectProfile.tmpl) Hd T
Windows [FJAH 53 :

<Configuration>
<ClientInitialization>
<UseStartBeforeLogon>false</UseStartBeforeLogon>
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AnyConnect VPN % FisiEsE |

. #:3¥5 Secure Client Fi FSEEHES

</ClientInitialization>

<UseStartBeforeLogon> #ric iff & & ) iy 15 T SBL. W4T SBL, 5 H] true &4k false. LA F7R
B 2.7~ F] FF SBL [fIksic:

<ClientInitialization>
<UseStartBeforeLogon>true</UseStartBeforeLogon>
</ClientInitialization>

7t webvpn BLE LA R, A profile iy 4 fRA7X AnyConnectProfile.tmpl [P35, Jf4 ASA LRI4l
SR P SR A SO

asal (config-webvpn) #anyconnect profiles sales disk0:/sales_hosts.xml

%% Secure Client Fl FiE 2 MBS

TR R

k2 e

ASA RALE T IIRE, MRS H T AR T A8 6% P i SSLVPN I8 H P T R
BT F %S, LA Cisco AnyConnect VPN %% 5t FH F* BT i 7~ O ST .

AT WAATECE ASA LIXFIX LS H] i Bk AT 1 & e ffe

) zE R 2o 1 D A DX A R I B Nl . 7F Cisco AnyConnect VPN 2 v [ S 1] L 5k
N T W BT T Secure Client 84,

ASA PR IAG AL &4 H T Secure Client 35 (1 86 4 8B . #80] LS BLBERR , IX S TEIS$EIL
URL B AR A — XML CfF. b SC A fig BB = 18T UAgniEng St SR, Al
A7 F A7 A BB e X 5

BT LS LA ek . IR XML SO Bon 8 2 s dma iy B B S AN A HIRE S 4
FRIG I XML SCAKE 8 — AN B R R e ke i 4, R I 78 5 AT IRTH B o % Secure Client 35 1) % 4
BB e 7 B ) Secure ClientH S B8 o

PUF R iR ] 61 2 Secure Client 3 1155 1 3% «

TERHL EXEC B R, 1§ export webvpn translation-table iy 4 ¥ 4 L ik 5 L B H L
LA R s, show import webvpn translation-table iy 4tk 7 i FH (K56 e 6 BRI % B 36

hostname# show import webvpn translation-table
Translation Tables' Templates:

customization

AnyConnect
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I AnyConnect VPN % &%

R

aznz

PortForwarder
url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:

e, Ml LLS H Secure Client #3184 . A1 XML SCAFIISCAE4 A client, 1301
AN S TE

hostname# export webvpn translation-table AnyConnect
template tftp://209.165.200.225/client

EF—ofld, HP SR h s, 125 S e il B 5 N ¥. zh /& Microsoft Internet
Explorer XJ LIS

hostname# export webvpn translation-table customization
language zh tftp://209.165.200.225/chinese_client

YA IR XML . LA R /s 2718 Secure Client SRR (1357 P9 2% I v (1R 2 9 754 J&. Connected
19 & 1D 7B (msgid) A7 BV 57 B 7B (msgstr), 14 B2 1ER 7 i i 57 VPN IEFE I /R 7E Secure
Client GUI I, SRR, 514 2 1 S 7 B

# SOME DESCRIPTIVE TITLE.

# Copyright (C) YEAR THE PACKAGE'S COPYRIGHT HOLDER

# This file is distributed under the same license as the PACKAGE package.
# FIRST AUTHOR <EMAILQ@ADDRESS>, YEAR.

#

#, fuzzy

msgid ""

msgstr ""

"Project-Id-Version: PACKAGE VERSION\n"
"Report-Msgid-Bugs-To: \n"

"POT-Creation-Date: 2006-11-01 16:39-0700\n"
"PO-Revision-Date: YEAR-MO-DA HO:MI+ZONE\n"
"Last-Translator: FULL NAME <EMAILQ@ADDRESS>\n"
"Language-Team: LANGUAGE <LL@li.org>\n"
"MIME-Version: 1.0\n"

"Content-Type: text/plain; charset=CHARSET\n"
"Content-Transfer-Encoding: 8bit\n"

:\cygwin\home\<user>\cvc\main\Api\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\check\AgentIfc.cpp:22
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp:23
\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp~:20
:\cygwin\home\<user>\cvc\main\Api\save\older\AgentIfc.cpp:22
msgld "Connected"

msgstr ""

C
C
C
C:

:tt::ﬁ::ﬁ::ﬁ::ﬁ:

(')
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e

AnyConnect VPN % FisiEsE |

msgid WE BN . msgid 251 msgstr $EALFHe . B, IHTE msgstr FRFH G5 A
BINIARI SCAS . lan, S VG R T e R I S “ Connected” , &R |5 AR A TG HE
VRIS N

msgid "Connected"
msgstr "Conectado"

T 95 L PR AT SO o

T EXEC #5838 F, 8] import webvpn trandlation-table fir4 ANk . il ] 5 30
A AMEANTE S 465 K38 B iR M A K.

LRI, 5T XML 3 AF es-us- Microsoft Internet Explorer X} 5% [ BT Al F (41 W5 B 415 (1455

hostname# import webvpn translation-table AnyConnect
language es-us tftp://209.165.200.225/client
hostname# !!!DIDitirirrrrrrrrrrrrrrrrrrrrrent
hostname# show import webvpn translation-table
Translation Tables' Templates:

AnyConnect

PortForwarder

customization
keepout

url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:
es-us AnyConnect

URAS P B, AT LUK JEMHBS o

F B ek

7ELLR7Rfirh,  showimport webvpn transation-table iy 4 7 o] FH (54 He LR Rk . &Pk
Yo SFRAGE (). HiE Ga) ARTE (ru) FRAS.

hostname# show import webvpn translation-table
Translation Tables' Templates:

AnyConnect

PortForwarder

banners

csd
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I AnyConnect VPN % &%
Bt & = 4% Secure Client SSL I8¢ .

customization
url-list
webvpn

Translation Tables:
fr PortForwarder
fr AnyConnect
fr customization
fr webvpn
ja PortForwarder
ja AnyConnect
Jja customization
ja webvpn
ru PortForwarder
ru customization
ru webvpn

TR 2 MERATT MR

revert webvpn translation-table trandationdomain language language

Hrpr, trandationdomain i Bk HE SR A ML H I, language KiE T 40K, KRN 2 MF4F.
WABEAN MR BEAN AR . TCEAE ] — A S IR 45 5 1R 5 A I A ek

B, EMIBR Secure Client H7E TR AL 3K «

ciscoasa# revert webvpn translation-table anyconnect language fr
ciscoasa#

BL & = 2% Secure Client SSL I gE

VAT k40 4% Secure Client SSL VPN 3200 = 2 Thfie

B R E 4 BUE

ASA 5 Secure Client/t SSL VPN &8 L E B AL BB AN, eI 1S T H b i in s = H M) dh 4k m) &,
T R R 1 22 4

BARVFR P lﬂﬁjjt%%ﬂ'_féﬁjz}ﬂ)jf SSL VPN 8 B HF B AL s 8, TR RS S P 44 webvpn £
T ] anyconnect sl rekey T4 .

[noJanyconnect ssl rekey {method {new-tunnel | none| ssl} | time minutes}

* method new-tunnel $i7 72 & 7 Sy 71 53T A2 1 EH 100k 7 Hh s 37 9 (1) B i
» method ssl #5537 i £F 2501 A2 8 6 A ok AR rb 28 57 1 O B IE
* method none 2% H 550587 A2 il 351

* timeminutes ] T4 7€ M2 1F T iR 85— VR E0 B AR s B 21 51053 A= il s A BT s e 1 4 B B
HUEYaEh 1210080 (1 &) &
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\)

AnyConnect VPN % FisiEsE |

iR

HHHT R U P17 I B ssl Bl new-tunnel, TR 2 ) £ TR AR A B R AR rh SR Y
BEIE, AN AL OB A A P I e P BEAT SSLEBT PR . 475K anyconnect sl rekey T4 1)) S il

XK, WBHmLE%.

FELL o, T IUAT 413 sales R, e ) s i A 0 £ OB A e § ) ik RErh A SSIL 2t
ATEFTON A, EOBT A G PIE S U TT AR 30 23 BE HEAT .

hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30

B & 3 F R R AR

X EEAAAEIE R (DPD) AT iR ASA (ROC) B8 = i T DAPR AR I 38 0 45 A4 T i[9 HL %42 0 2RI 1)
e B8 T SR AER R I (DPD) ¥ & Secure Clientil, ASA M 5CH4T DPD A, AT
Y

FFi6 Z A

 JLIDREBUE I T ASA %15 Secure Client SSL VPN % P13 2 MIE . & AIEM T Psec,
% DPD 3 R A VB M 2.

o WA DTLS, WS F X AR5 A0 (DPD). DPD f¥F O R IMUK) DTLS 2 [0E &
TLS. 0, Z&EZS%I k.

* 7£ ASA [J5H DPD ItF, A LAd B 4E MTU (OMTU) T fig A #6257 3 7] LLR D455 DTLS $d)s
A0 1) B R Z i MTU . 38 [m) 5K MTU &OZIE 78 1K) DPD 8 R 500 OMTU. Qi 5 M Sk 42
W) B B R, EERZ MTU Kb I, K9z MTU PR ISR, B RE R ML
AR RN MTU K1k

3| I it R 2 SR
AN FERE B 1 44 webvpn FEaL:

hostname (config) # group-policy group-policy-name attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) #

%,
hostname# username username attributes

hostname (config-username) # webvpn
hostname (config-username-webvpn #

FYR2 BE M O .

f#H] [no] anyconnect dpd-interval {[gateway {seconds| none}] 74 .
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B R RFFEZ

prrszz |

W CIE R ASA. i H DPD FEHF ASA S8R5 7 vy £ AL 1R s ) [R) B o o AN 30 #5 CERILD 22 3600
o CL/hED fa . @IS HAE 3000 A SRR 8] 1] B N AR Bl €L, ) ASA KAEAH )
RIS TE TR oy 9 AT =2 DPD e A ASA RWCEI%e /- s (WA Y, W25 T T TLS/DTLS Ffi .
pask Es

/32 none & 25 ASA #0471 DPD i, 1 ] no anyconnect dpd-interval MAC'E 1% 4 .
F55€ none £ 2% 11 ASA $14T 1 DPD ik . 14 i} noanyconnect dpd-interval mJ A & FP IR It fir 2
T i Ar il o

{# F] [no] anyconnect dpd-interval {[client {seconds| none}]} T4 -

% ;i 4 Secure Client. Jii ] DPD IR 25 ) i AT DPD M A5 € 4 A 30 B (BRIA) 22
3600 5 (1 /NEE) Mys . @URE R 30 75,

¥85€ client none &2 H & P ufithATHI DPD. {# M no anyconnect dpd-interval =] MFC & - #H 0t dir

/?\O

gl
DA 78 4 AT 21 s 85 85 K ASA AT (¥ DPD AR B 30 B, K& 7 34 AT ¥ DPD
MBI BEE N 10 F5:

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn

hostname (config-group-webvpn) # anyconnect dpd-interval gateway 30
hostname (config-group-webvpn) # anyconnect dpd-interval client 10

ST DO AR R B, DA ORZ AREE . Bl KBS B NAT #4511 SSL VPN IEF LR FFFT I
ARAS, RIS A BRI T 2 ) Ak 2% PREARES PR I TRt i Gkt o U 30140 W] DA R 25 1 i /e 7
FRE FEa TR TERTFHMNA (4 Microsoft Outlook BY, Microsoft Internet Explorer) B N2 JT
IFEEE

FRINTE O N5 ORI h e . WERAE IR R IIfE, KB MRS FAES, SSL VPN %) i 2
APV 5 H %

TERCE IR FRERN BRI, 54 50 webvpn 5 H F7 44 webvpn BUE R Rl keepalivefir 4
TENBC B R e iy T AL AT 2Dk AR, T e i 9 no JESK:

[no] anyconnect ssl keepalive {none | seconds}
* none & FH 2 7 B (R FFEFL I . -
* seconds {1 %% /i 1] LLACIE PREFIEFEI IR, I8 SORT BRI, BUEEH Y 15 4 600 7.

FELLTR 7R B, X THA 450 sales, ASA HEBCE %0/ s vl L 300 72 (5 208D f9
HRIB RPN B«
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hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl keepalive 300

£ FE48

AR TR, i nl DL/ ZEAR S (0 Es A R/, AT iy ASA 52 i 2 1) (R LA 1R FE
RGO N, A5 ASA Eoh ARG AL s e 2H sl - AT SSL VPN 3828 4«

)

pEd

FEFE I IR AN, B AU R R A OB T Jo X — s, X MIERBOA T OL 5
A S R R 4 25

T SE A4 SR A (8 compression iy A4 SR PE LT T IR 4R, AR5 AE4LSRIE A P 44 webvpn
BT, S E el 7, {E anyconnect ssl compression i 4 B 4

LR E o E SR
T A R R, IEAE ARG E R R anyconnect ssl compression iy4: EE B E SR

sedir 4, U A2 no JE A

TELA R oRfl, %FBTA SSL VPN 454 Ja M A R T a4«

hostname (config) # no compression

BRI PR ESE
U S SORE E A T A, AR AL SRR T P 44 webvpn AU 48 H] anyconnect ssl compression
[l

[no] anyconnect ssl compression {deflate | none}

BROAEOL R, X TAURA S, SSL B4tk i 'E A deflate U HD .

ZEAFELE R anyconnect ssl compression T4, HAF I A5 i E A B4k, AT ka4
% no JE =

FELUR 7RI R, XA SN sales Z5H] T s -

hostname (config) # group-policy sales attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # no anyconnect ssl compression none

A% MTU K/)

AT LLAEZH S webvpn BUH] 7 44 webvpn BC BT, i H anyconnect mtu iy 4 i #2757 1)
SSL VPN &E#H:) MTU K/ (A 576 & 1406 A7) -

[no] anyconnect mtu size

A A2 Secure Client. [HJREE} SSL VPN 2 )i () NEETHI AR A MTU K/h. FIRF, %

A B AE SSL H 7 15 P o i 2 LA ) AE SSL il ik DTLS 37 115 7 g i 2

HI
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S Secure Client BR15 .

TEERINA G b, %A 2R AT B 4 no anyconnect mtu. MTU K/ T3 4248 (194% 1 () MTU
JkZ IP/UDP/DTLS JT44 B shil T3,

i, IZ4T ISE %4 R4 AnyConnect BEERIN, BRI RESL B — W, AR “ N4 R IE )
MTU Ft & AN o fn % X\ anyconnect mtu 1200 £l anyconnect sdl df-bit-ignoredisable, ) n] DLk
Ho I RG AR

~f
PL R 7~ 1)K 2H S telecommuters [ MTU K/NECE Ky 1200 5715

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # anyconnect mtu 1200

5 37 Secure Client B/
o LA T B R L B T ASA b (07 B,

\}

ER T SEIL VPN B e A tE . VERERI AT FEME,  FRATT R DU i 3T 7 Ak e A g e B
Secure Client W5, (AR T T A, LART IR E 5

UK

SR AR EXEC B ME copy A4 B A I AR i, R8T A% - i AR il 22 ASA.

TR 2 WA R GO CINMB I ST H RSO 44, 15 BB TS 2 H 1) anyconnect image
4 WHSH 2 AR, AL [noJanyconnect imageimage fir 4 EIH SO, 4K 5] anyconnect
image fir & A MR P BCY,  FHAE ASA IACHT IR .

/2 F3 IPv6 VPN if51a]

WAL A TPv6 U7 i), WUAZSUE F fir AT FFIT . 9.0(x) WA ) ASA Jy JLA# /i SSL AT IKEv2/IPsec
PR A VAN T IPv6 VPN 38

765 F] SSL VPN &R Kk b,  #nS LI ipv6 enable fiv4 3 ] IPV6 Vil o LAR 28 0 78 Al 4
A )5 1IPv6 §) IPve &~ :

hostname (config) # interface GigabitEthernet0/0
hostname (config-if) # ipv6é enable

YL 3 IPV6 SSL VPN, 54T Ll 31
1. fEAMEE: O BT IPv6.
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B savLzo

SAML 2.0

AnyConnect VPN % FisiEsE |

2. FEWNFEREE IO L3 H 1Pve A1 IPv6 Mtk
3. N R TP Huhkfid & TPve bk A< Ml
4. Tit'E IPv6 BEIE BRI M 2,

Wik qEE

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 192.168.0.1 255.255.255.0

ipv6é enable ; Needed for IPvé6.
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.0.1 255.255.0.0

ipv6 address 2001:DB8::1/32 ; Needed for IPvé6.
ipv6é enable ; Needed for IPvé6.

it “ipv6 local pool” (T IPv6 Hilib /3 Hc) -

ipv6é local pool ipvépool 2001:DB8:1:1::5/32 100 ; Use your IPv6 prefix here

ER
Wit e ASA _EOEE N b, st ) ASA _ERASHL e L B, AT LK ASA Bl E
A 1A Secure ClientZ) it IPv4 Huhil-f1/8% IPve Hudil .

K TPvo Huhb i AN 2 KB IE 21 Sems (B -

tunnel-group YourTunGrpl general-attributes ipvé6-address-pool ipvépool

TSI ML AR L & TPv4 Mkt (fFH “address-pool” T %)

fid B IPv6 B IE BRI W 5

ipv6é route inside ::/0 X:X:X:X::X tunneled

ASA 7FF SAML 2.0, Kb VPN 4 H P E L HIMZ SN SAAS N 2 P, HEek AN —Ix
ERTI
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I AnyConnect VPN % &%
sam20 i

i, AN 25 Pingldentity £ 0 3 SAML S 433 4R (1dP) 3F HHA E /5 T SAML 2.0
SSO fJ Rally. Salesforce. Oracle OEM. Microsoft ADFS. onelogin &% Dropbox /™. 45K ASA
B N SR SAML 2.0 SSO 1E 0 IR 45 $E (1R (SP) I, & H F REME Bk —IKk,  IFA BT M BT X
OIS .

IEAN, B8N T AnyConnect SAML Y £, [Hitt AnyConnect 4.4 %5 7 3t a] LU ] SAML 2.0 5 o) 3T
SAAS N . AnyConnect 4.6 51 T — N5 5 BRI B 2810 SAML 6k, DU DU hicA
PEAHL COMES) DA EE k. B AT RN G Vs R A 3 i hROAS R T2 31 AnyConnect 4.6 (54,
HERRA) F1 ASA 9.7.1.24 (EEERARA) | 9.8.2.28 (HHEFAA) 879.9.2.1 (HHE A .

ASA A 9.17.1/ASDM A 7.17.1 5| N T %t AnyConnect 4.10.04065 (5% 5 FifiliA) ) AnyConnect

VPN SAML AN a8 132 5 %44 ] SAML 1Eh AnyConnect VPN 4 [0 B SCAF 1 3 5 43 B IE
JTHERE, AT LLIEPEAE AT Web F473 56 3E 1l Secure Client i FH ASHu ] U5 25 1M AN J& Secure Client kA
A Re . fEBIIIRE, Secure Client 1J 2 #F WebAuthN AT HAhFE T SAML ] Web & 47356 %
T, s g s AR S 4 B E BN 2] BT AR AN AT F I SA G 5 7. KT SAML A
YAk, EUHAT AL TR E . Ty SAML S B AF L E BRI R G0 as . 5 251 T,

2 SAML BUE A PEIE AL ERIABETE 41 5T Ao oAt 10 H 1 S0 50 E 7 v, ASA K5 H SP . VPN A
FHm Vs ) e F ) ASA 8% SAML IdP K5 sh ¥ i 8ok . R A T k&R 5.

SAML SP % #2HY SSO

M & IV ) ASA R ADE S, B RAT AR W R TR

1. 34 VPN H i) s £ O 5 I SAML RS IEZH I, &M 7S94 SAML 1dP 3H7 & 1y
IAE. BRI R, BRAEA P HEevi 4l URL, 7EARME O T 32 LR .

ASA B4 SAML B IFiEsK, Bl 29K 1% 5k 3 % 1 2 SAML IdP.
2. 1dP [ &R P BRAEE, ARG PSS IR DA Z50 2 1P 5 4 TR L B K
3. 1dP Wi 4 3% [T W 8 R AT B ASA Bk URL. ASA WS iF i 87 DL 52 il 2 55

SAML IdP % 2] SSL
RV ) 1P KA SRKIN, AT N K R R s

1. HZ&M P Uiin) IdP. 1P M4 1dP (5 0 B0 E I & ) S 2 7 B AEIE o B 7 3RS SEUE A2
* 1dP.

2. —IEBEW T, EHAFSIHRE 1dP 2ECE RS SAML RS 5138 . & H 1 iEF: ASA.
3. SAML Wi N 4 & 32 [F] 30 U 28 ) R AT 1) ASA &35 URL. ASA BFmi Ry L5 58 5% .

E1EE
ASA 5 SAML SR 3R 2 18] (K5 AT 50 ARl 1 e B RIEHS 57 CASA (AR D o
A5 SAML Gy 3R (HEFE 7 2 0] (AR R T 1dP B 10 5 S5 s 7
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B savizo sognisnms)

SAML &R

SAML Wi = 145 11 K NotBefore Fl NotOnOrAfter: <saml:Conditions NotBefore="2015-03-10T19:47:41Z"
NotOnOrA fter="2015-03-10T20:47:41Z">

sk NotBefore 5 ASA FHCE ) SAML I 2 FIELT- NotOnOrAfter, W SAML & IN¥4-75
NotOnOrAfter. %1% NotBefore + #2IHiT NotOnOrAfter, ) NotOnOrAfter #5454 .

RN ZAE T R, DABGER FEE NS . N T4 SAML Ihgg, DU AT ASA PRI ] )
W (NTP) 45485 1dP NTP Ik 45 #5620 .

T AM% s H

e M2 b SRR T SAML 2.0 R IR 542 64E 7 1dP. EAAH =58 SAML IdP Itf, ASA 1At
F SAML (IR S5 Ab T X507 B, I HARE L ML . i ASA 150 P 5k 2 M, ]
FIFH 52 BRIV EE 44 webvpn 23 1F R ACEE IdP _F WS SGUE, FF4E IdP S Z M s . M-
B, ASA SAd AN (68 MEAE DO SAm ARk 1P 251 SRJE, 8T LU 4 P R0 2% v 10 AR 454
PR 1T TG 75 PR N AR

SAML I1dP Namel D J&PEAfE HI T I 44, JF I T4 AdikAn VPN 23 Bl e

)

AR OANRELE T TSR A S R 26 2 [RIAS 3 S AR IO IE (S R o A RCREAR ] 6 TdP RIS P A A iR 55
FMERERS, 2 AT SRR A ES AP JEVE ] TAM R S% . ALANEE 1P Tovh T T % Ik 44

IR S5 P R

SAML 2.0 B4 E N F0BR #

* ASA HLLF SAML S BiF2544
 f1% RSA Fl HMAC [ SHA1

12 RSA Fl HMAC ] SHA2

* ASA ¥ SAML 2.0 F5E [1]-POST 485%, Fr 5 SAML IdP 13 £k ohfig.
* ASA 1A SAML SP. 78 W ke mon S N, EANBEHIAE S SRR e
o It SAML SSO SP Ihfit & T RIS BAE 7. EARES AAA FHEB-—A 4 H .

o REHFEETH P 441500 5 50AE . E 5 4 KCD IThRE. B, JH )™ 4 /2 i i 76 1
fe. ETRBF AR FETEHHP E 385, KCD SSO %%,

* ASA 37 FH# H AnyConnect SAML & 1/} 46 UE ) VPN F1 2538167 .
* {fi ] Safari 17 SAML G435 UER, 1EHfORIE 225 T Safari B8 14.1.2 B mhiA

o ASA I BT EIE ASA 5 SAML IAP 2 [A) RIS [m) 25, AT 1 A AL 38 53 403 B8 11F 0 55 J R A 1F
TR AT H

* ASA TP 5 SUTAE ASA Fl IdP L4\ B LZUET, HEELIFRE:
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m & samL20 gz ) ]

* £ ASA [t & IdP K, AZHCE 1dP 254Uk 15,
* ASA A2 M TAP B2 44 UE B AAT A A A o

* SAML W & H' 47 NotBefore 1 NotOnOrAfter 514- ASA SAML e E ¥ B AT 5 IX N 4 A A8

H:
* 415 NotBefore 5 #IN 2 Il EL-T NotOnOrAfter, WFEH ¥4 55 NotOnOrAfter.
* U5 NotBefore + I T NotOnOrAfter, NI NotOnOrAfter 2E%% .

o TR ALELE NotBefore JEME, ASA BHE40% 353K . WHEEARLELE NotOnOrAfter & 1t B A ¥
B SAML 8, ASA BiE4 s ik,

o ASA ANidi FH T H N 3 SAML H3538 4 ) Duo, B T-7E XU R 2 S IIE (s, fCRD. 254)

SR/ N 35 1) & 4 FQDN TR, IxX 2 amilil 28 P i fCEL AT ASA 3H4T 5 40 360k .
o TERA T 28 RS VAN SZAZ AT IR IR GG 2830F 5

* CLI 8 SBL !5 R ASZREIR A A B 4% SAML 4E .

o 7E W 2530 B 2% ST 1 SAML B3 KAIEA 25 AnyConnect JL5%, [ 2 JRR,

 WRPERARBCE, AR S SRR B A N, SR T, B, R

AnyConnect FH LT IPv6 34 550 IPv4 288, (H R A U B 2% 7] 58 B0 38K IPv6, B Z IR
SR [FIRE, E2REIAIEI RIS, AnyConnect RJ g 23 [RIE 2 BAT ARHLIRAS, ik A X v
A A1 AR IS B RIS P e 25 b i

o Jy T SAML Thig, @584 1) ASA M Z&IN TA] Y (NTP) Ak45 28 5 1dP NTP R %5 sl 25 .
* ASDM _Eff) VPN i3 H T A S Ff SAML Bt & .

o A AP BRSO GV N L SSO (KA AR 55 2% .

* SAML IdP NamelD J&E:ffi & FH B F 44, IF BT8R dkAT VPN 216 Hofi 12 .

* ZAE SIS R SAML.

o A FRHET SAML Wi 5 B2 AN B

* Chromebook AN SZ FFAf FH AN Y25 B 43 BAIE 1) 2242 %% 1 il SAML,

* Hof4 1dP ££ SAML Wi - AL & A SAML iRk i it h 4k & S 50

fic & SAML 2.0 R {HFEF (IdP)

FHIa Z Al

FREL SAML (IdP) $2 {1 FE Fp (1K) 8 s FIVE: 41 URLe S8 0] LA SRAE R 1 R i SR EUX % URL, B0, ]
A R AE OB U R R ZAE S .
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B == savzo0 seziizs adp)

%
8
N

71 webvpn FCE B T 4 SAML 5 3 2 LR JFi3E A\ webvpn B (1) saml-idp .
[no] saml idp idp-entitylD
idp-entitylD - SAML IdP SEA ID 2420617 4 B 128 NEFF.
TEMIFR SAML 1dP, 5 {4 H b iy 2 1) no JE .
Jic & 1dP URL.
url [sign-in | sign-out] value
value - 1X 2 H 16 5% 1dP 1) URL 244 1dP I FH - F05€ [ () URL. sign-in URL 4L 4HT0, sign-out
URL Ali%. URL {H2Z045 4 3] 500 NF4F.
(M[i%)  ACE % v VPN A URL.
base-url URL
)35 =07 1dP #&4ikk URL, HIT¥Kd5 2 H 7 5 ) 1] ASA.

WREE T base-url, NP EFIE show saml metadata | AssertionConsumerService Fi!
SingleLogoutService J& {13 4X URL .

SR base-url, W H1 ASA [f] hostname Fl domain-name ¥ 5%€ URL. #l&n, ¥4 A ssl-vpn
H3 4K cisco.comitf, FA MM https://ssl-vpn.cisco.com.

4 Rk N\ show saml metadata i BE A fic & base-url tH A HC & hostname/domain-name, N<: HHELES 5%,
BL'E 1dP 55 SP (ASA) Z [ AT sk

trustpoint idp trustpoint-namel [trustpoint-name2]

trustpoint sp trustpoint-namel

idp- e S it ASA T4 UE SAML Wi 5 (1) 1dP -5 45 4T A5

MAE, BATLLo e B SAML 1dP B & W /ME AT . SEIRE SC VR TR 35 2057 (1) & 4 S b RE
J¥ (IdP) UE1S, WA IE AT IR S5k o S8 TETa 1 TRy 2 1 R [R50 BT ASA R A [AJAIE
P 1dP. 24 IdP J& FHT IdP A, &4 AR BHE 1. e G, 100 nT DL2 4 il 5 R
URIEAT R o

sp - FRE AL IdP HI T30 UF ASA 28 A B0 N% SAML Wi 5 1] ASA (SP) iF 15 A5 AE 5.
trustpoint-name - A2 & LA FIT L & AR AT A4

(Alik) PUE AHIEA URL.,
local base-url URL

7% DNS Fa Sl i, 975 ASA FFECE SAML SR I0 IR, SmT LASR @ M — i b 24 v T C 5 1
BEAHIHEA URL,

(A[#E) Mi'E SAML &I .
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i

NN

Qe aE

g g

g

& samL20 Sz 1ap) ]

timeout assertion timeout-in-seconds

AR e, WIE NotBefore FIEEIN RO 42 Fl1 LT NotOnOrAfter 1L 1, AL E 237 i NotOnOrA fter.
WRAYEE, WK H 1 NotBefore Fl NotOnOrA fter H-T-ffi 2 43 2%

Pk

XTTRE THA SAML IdP [B5IE4L, 7€ webvpn R Xt saml idp CLI FAT ] 5 (503 AE %45 e B i 4.

FB A H SAML I A2 W T izbxiE A . W& TN G, HAEREIEZA webvpn J& I o 5 & H saml
identity-provider CLI J&i, S5 MBI A 2434

(A[i%)  7E SAML Kk i FHEAE R CBRAIRED 84,
signature <value>
AR
T2 3] SSO 2.5.1 Ji, BRINE X TN SHAL Bk SHA256, i Hil ik 4 A value rsa-shal .
rsa-sha256. rsa-sha384 ¥ rsa-sha512, i&A] DABCE B L4 J5vk,

(Ali) BERCEE 1dP AR IARE, HH] internal dr4. RJF, ASA KL AT
TAF.
] show webvpn saml idp A& Hid & .

{ii Fi] for cere-authentication 1 & 3 42 (L FE e AE L 31 SAML £ 43 56 F 17 SR i) H B2EAT B 3 5031 1 AN
B ULRr 2 et 5. Wi E A, Hik, ZEEZEA, W44 no forcere-authentication.

15l
PR 7R C & 44 0 salesforce idp [ IdP 44 FH TAC & (A5 4T 5 :

ciscoasa(config) # webvpn
ciscoasa(config-webvpn) #saml idp salesforce idp

ciscoasa(config-webvpn-saml-idp) #url sign-in
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
ciscoasa (config-webvpn-saml-idp) #url sign-out
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect

ciscoasa(config-webvpn-saml-idp) #trustpoint idp salesforce trustpoint salesforce trustpoint2
ciscoasa(config-webvpn-saml-idp) #trustpoint sp asa_ trustpoint

ciscoasa (config) #show webvpn saml idp

saml idp salesforce idp

url sign-in https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
url sign-out https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
trustpoint idp salesforce trustpoint salesforce trustpoint2

trustpoint sp asa trustpoint

PAF M G027 T 4naf 3k 3 Onelogin ) URL (#7541
https://onelogin.zendesk.com/hc/en-us/articles/202767260-Configuring-SAML-for-Clarizen
A 5 5 S AT 41 75 . OneLogin #53k URL [0

http://onlinehelp.tableau.com/current/online/en-us/saml config_onelogin.htm
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AnyConnect VPN % FisiEsE |

B 5 AsamE s sAML20 B B3R 1472 (SP)

T—%#ita

Wk ASA it'E A SAML 2.0 RS HEERET (SP) , 26 250 Wih ik, #f SAML B4y 6 4iE v FH T iEFE R
B

1% ASA FC & 5 SAML 2.0 AR 1272 (SP)

FiaZ /i
IdP B FECH E. WS E SAML 2.0 S 4L 7 (1dP) , 4 247 i,

7E tunnel-group webvpn FAEIL N, {#H] saml identity-provider 443 fic IdP.
saml identity-provider idp-entitylD

idp-entityl D - 4200 DAL E FIILAH 1dP 22—

LA SAML SP, i Al bt i 2 /) no JEA.

JA M SAML B4 46k J5 95 o

authentication saml
(AR hBEiE 4100 E SAML 1dP f54F £
saml idp-trustpoint trustpoint-name [trustpoint-name2]

WA 1P (Fll1 Azure IdP) A 2NN LY, (AILZAMFE SAML 54K ID,  H AR H AR 746
HHOMUET . 0T DMl A 55 R AH DG i 4y 4>k 78 15 32 webvpn saml L' .

1l

ciscoasa (config) # webvpn

ciscoasa (config-webvpn) # tunnel-group-list enable

ciscoasa(config)# tunnel-group cloud idp onelogin type remote-access
ciscoasa(config)# tunnel-group cloud idp onelogin webvpn-attributes
ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn)# group-alias cloud idp enable

ciscoasa (config-tunnel-webvpn) # saml identity-provider
https://app.onelogin.com/saml/metadata/462950

Sy B IE A E AP 54T A

ciscoasa(config) # webvpn

ciscoasa (config-webvpn) # tunnel-group-list enable

ciscoasa(config) # tunnel-group partner-saml type remote-access

ciscoasa(config)# tunnel-group partner-saml webvpn-attributes

ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn) # saml identity-provider https://sts.windows.net/123-3456-7890/

ciscoasa (config-tunnel-webvpn) # saml idp-trustpoint azure-partner-idp-tp
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# saML s irm B gz s [

71 SAML S3 565 E B & BOARIE R e va 27

87 AnyConnect NAH 1 5 FIARIH Y ds GRAERGMIBIANYERS) , &2 AnyConnect 1k
AR ZR AL B SSO By B0 iF ik 7

Y N AnyConnect AR Y B AL (B, external-sso-4.10.04065-webdeploy-k9.pkg) 4+
LR ASA. AR5, ATLUESE SAML &5 7515 (AnyConnect FUHRA A W45 sl B F 2R 5 1 R
N BEES) #E4T SAML %m“ﬁ ARG A0 —ANEIAS,  foiF VPN %73 8 5 B IA R VE R 45 Web
DA T B AE, SEERS. WVSSA VPN B imhiA TG, N R iZIhAE, VPN &/
i S A R A1 8 50 0 2 A A S Al AN 5 R DL

TEPEBRINERE RGNS 28 nTAE S 1) VPN S 473 56 UE AN HeAth Ak 8 5% 2 1) J5 PR 8058 (SS0). I A&
MBLSZRFICVEAE VPN & i (RN U300 BE 2% rh AT (1) Web SR SIE J7 v (o 2B R AiE B4 47 56
W) 5 WNTERE SRR . AEIEPEERAE R I WA 2 /T, A AL TR U A IS AT R,
LU T Web B3 5630E

7t webvpn T#3 K, {i ] anyconnect external-browser-pkg fiv 41l i 1 28 458 1 BRI 50 2% e
AnyConnect SAML 5 {3 5 1E

anyconnect exter nal-browser-pkg path

PR HRAE REE M EIA T 3T SAML S50, 1541 Ay 411 no JE (.

7t tunnel-group webvpn F#3 R, ] external-browser iy 41l i e F R S0 BRI Y 2% )5
AnyConnect SAML & 43 5641F

external-browser enable idp-entitylD

BAA AT R EIA N T 2T SAML S50, 154811tk 411 no JE (.

Gt

PE7RBIZEFE AnyConnect Hh 83 L85 AT LI/ AR, JF 0 SAML B 43 BE f3 FI A1 &30 2 23
(RAERZEMBOARE) .

asa (config-webvpn) # anyconnect external-browser-pkg flashshow :
asa(config)# tunnel-group SAML webvpn-attributes
asa(config-tunnel-webvpn) # external-browser enable

asa (config-tunnel-webvpn) #
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AnyConnect VPN % FisiEsE |

B =zismsam spniz

fic & UEP F0 SAML 517 35

Nil

TR LA SET SAML R HERC & SO BC EAIE 5 R SAML Sy Sl DA S6 UE 7 A7 (1 9% 7 11 G 7
TR E SO B B . HE T SAML 195 3 3k v] LLERE 21 b= B A/ Rl o #50T LUK
BAMER L Z MIET 5 SAML BL& 1 T 5 4 Jik.

24 Secure Client & AEERZN, ASA B FTD JEAEPIT SAML B4 56 UE 2 5 N 2 bty i sk 56 1E— A4~ 8k
ZAEF

SAML S EAE5E S, SAML AHIE 15 )7 4 mf LA

SAML S I0AESE G, AT AZESE AU BEZ BT EL 3 SAML FHE H 44

FiaZ ai
TR ERC B E 5 SAML 5 43 56 AIE 2 B & AT 75 1 SAML B

* JREL SAML (1dP) $& R 7 1) 5 i MIVE4Y URL. 8] DU RS (¥ s SR X 46 URL, 803,
ATTR] e 2> R T S h 3R A% AR .

* FCE SAML B4R R P MEAL B E . 120 BCEUE 1M SAML S350k , 45 252 1t

BNLEAE A SAML Sy 56iE, 15 A LL T v 2 E A tunnel-group webvpn-attributes B . $ER o
B LA s U A B

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-webvpn) #

LR MU I S BT, AN LU R fir %

hostname (config-tunnel-webvpn) #authentication authentication method

@lhn, LAR i [ o SAML NHIESS B 3 B -

hostname (config-tunnel-webvpn) #authentication saml certificate

LR 4 AR VFIE B AT SAML 5 43 56 1F -

hostname (config-tunnel-webvpn) #authentication certificate saml

LA fiir 2 [Al I FoVF 22 UE 15 R0 SAML 5 47 56 11E -
hostname (config-tunnel-webvpn) #authentication multiple-certificate saml

NN e AR R RC O, IR B HEEAR (Basic) MR E I B M BREE .
LHREUETIH SAML 5 (3 90k (9 S PG E 7%, 35 AN N s & bk £ SAML MHIEFS sl 2 AMIEF5 A
SAML.
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I AnyConnect VPN % &%
1L SAML 2.0 %1 Onelogin 4 {3115 BA .

A5l

DL &4 sales_group JEFEMAC B SCAFRC S 2 AMIE TS A SAML S 473 B AIE () 7 1] <

ciscoasa (config)# tunnel-group sales group webvpn
ciscoasa (config-tunnel-webvpn) #authentication multiple-certificate saml

L SAML 2.0 #1 Onelogin {5115 AR
F oS, AR5 =77 SAML 2.0 IdP f0F Onelogin 15 BRI fir 4
] (B ] ] 20

ciscoasa(config) # ntp server 209.244.0.4
2. FHIENE =07 1dP SRR P I 1dP 3REL 1dP SAML Jo¥idi .
3. IdP B ZIET S MG

ciscoasa(config)# crypto ca trustpoint onelogin
ciscoasa (config-ca-trustpoint)# enrollment terminal
ciscoasa (config-ca-trustpoint) # no ca-check

ciscoasa (config-ca-trustpoint)# crypto ca authenticate onelogin
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

quit

INFO: Certificate has the following attributes:
Fingerprint: 85de3781 07388f5b d92d9d14 le22a549
Do you accept this certificate? [yes/nol: yes
Trustpoint CA certificate accepted.

o

% Certificate successfully imported

1. wWHE IdP 5 ASA (SP)

4. ¥ SP (ASA) %4 PKCS12 FAfET 4

ciscoasa(config)# crypto ca import asa saml sp pkcsl2 password
Enter the base 64 encoded pkcsl2.
End with the word "quit" on a line by itself:
quit
INFO: Import PKCS12 operation completed successfully
5. ¥ SAML IdP:

ciscoasa (config-webvpn)# saml idp https://app.onelogin.com/saml/metadata/462950
6. ft saml-idp FAEA T AL E 8 1
fic & IdP %3¢ URL A 44 URL:

ciscoasa (config-webvpn-saml-idp) # url sign-in
https://ross.onelogin.com/trust/saml2/http-post/sso/462950
ciscoasa (config-webvpn-saml-idp) # url sign-out
https://ross.onelogin.com/trust/saml2/http-redirect/slo/462950

fid & IdP {54T s Al SP 54T /4

ciscoasa (config-webvpn-saml-idp)# trustpoint idp onelogin
ciscoasa (config-webvpn-saml-idp) # trustpoint sp asa saml sp

FL B L% 7 VPN 354K URL. SAML iR 254 1 SAML Wi = i H
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AnyConnect VPN % i iEHE |
B e sam20 52

ciscoasa (config-webvpn-saml-idp) # base-url https://172.23.34.222
ciscoasa (config-webvpn-saml-idp) # signature
ciscoasa (config-webvpn-saml-idp) # timeout assertion 7200

7. AbEEAIALE IdP 5153 ] SAML & 4y 560

config) # webvpn

config-webvpn) # tunnel-group-list enable

config) # tunnel-group cloud idp onelogin type remote-access
config) # tunnel-group cloud idp onelogin webvpn-attributes
ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn)# group-alias cloud idp enable
ciscoasa (config-tunnel-webvpn) # saml identity-provider
https://app.onelogin.com/saml/metadata/462950

ciscoasa
ciscoasa
ciscoasa
ciscoasa

8. 7/~ ASA [ SAML SP Ju#i#iE

UM https://172.23.34.222/saml/sp/metadata/cloud _idp onelogin 3KHX
ASA 1] SAML SP Jo#ii#fi. 72 URL ', cloud idp onelogin fERFIEZ A FR.

9. FMIBAISE = 1dP R4t FE P AE B 028 =7 IdP i & SAML SP.

HEBR SAML 2.0 #B=
i ] debug webvpn samivalue i SAML 2.0 170, R4 value, RZK W/~ SAML 71 B
© 8- HhR
* 16 - EEH M IR

128 ¥ 255 - IR, 4L R R

=472 Secure Client 1E1E
WEAFA RGN EEE, &M show vpn-sessiondb iy

ws B9

show vpn-sessiondb BRA KIES SN E B

vpn-sessiondb logoff A VPN 231,

show vpn-sessiondb anyconnect $78 VPN 216 %, LUEIR OSPFV3 £ifif5 .

show vpn-sessiondb ratio encryption WORPEE A= Suite B 5% (W1 AES-GCM-128, AES-GCM
AES-GCM-256. AES-GMAC-128 %) [ 4Lt

. CLI F## 3: Cisco Secure Firewall ASA VPN CLI EZ E$575, 9.23



I AnyConnect VPN % &%
;£44 AnyConnect VPN &1 .

A\

E®  AnyConnect RB%iE
AnyConnect S B I8 A 73 B ) 1P Mk
TCEAE PR AR G 1R A2 il FH T 150 D] ) 28 2 [ R sl AR RS 1 75 22 EE T e e R 25 1 A e AR
EFEHLH], Cisco Adaptive Security Appliance (ASA) #2155 4 Jo & Sty GEILI] /) WebLaunch)
AT (57 AnyConnect) o
AnyConnect 3L IR /R 5 /7 i A FAER R 231 S2Br b, B CAERBERALT Cookie, KA B2
ASA FIR FIR FURF 2 2% ) i R B Ak H o R ) o ARHRAR IR, WIBEIE  (IPsec/ HLIBE M
WA IKE)AR i J2 24 (TLS)/ i Ak fn 2 24 (DTLS) MhisO) F bR, (HAQTo R B, FH 3
PR U I B RN (A AE . 3K SRV P B R T G R AT B O Bk

~f

Inactivity 7Bt 278 H Secure Client 2335 Wi TP R LR P 25 (IR 1R] o R 25 1l Ak TiE iR
A, B IR 00:00m:00s.

hostname# show vpn-sessiondb

Session Type: SSL VPN Client

Username : lee

Index 1 IP Addr : 209.165.200.232
Protocol : SSL VPN Client Encryption : 3DES

Hashing : SHAL Auth Mode : userPassword
TCP Dst Port : 443 TCP Src Port : 54230

Bytes Tx : 20178 Bytes Rx : 8662

Pkts Tx 27 Pkts Rx : 19

Client Ver : Cisco STC 1.1.0.117

Client Type : Internet Explorer

Group : DfltGrpPolicy

Login Time : 14:32:03 UTC Wed Mar 20 2007

Duration : Oh:00m:04s

Inactivity : Oh:00m:04s

Filter Name

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type "" logged off : 1

hostname# vpn-sessiondb logoff name tester
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name "tester" logged off : 1

ST Al AL

;¥ % AnyConnect VPN 1%
WIS T 1) VPN 206, T E4 il B B0 i vpn-sessiondb logoff iy 4> :
PLUF /R BIvESRS T A0 VPN & 1:
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AnyConnect VPN % FisiEsE |
. Secure Client ZE3EATIhEE R £i0%

hostname# vpn-sessiondb logoff

“@»

INFO: Number of sessions of type logged off : 1

& 0] LME ) name Z40EL index Z403 85 .4~

vpn-sessiondb logoff name name
vpn-sessiondb logoff index index

A TARIE SRS IN (1) B K B S b il SN OF B3, XHEESIA SRRV IEA &=, 1M
B AT O S R SR, e RIS B 810 I R

”‘THE show vpn-sessiondb anyconnect 74 [f)%i H B P A IR 5 1S e i A5 0 I
ALY o LURNTRBI IR 44 lee FIZR 515 1o
hostname# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : lee Index : 1
Assigned IP : 192.168.246.1 Public IP : 10.139.1.2
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : RC4 AES128 Hashing : SHAL
Bytes Tx : 11079 Bytes Rx : 4942
Group Policy : EngPolicy Tunnel Group : EngGroup
Login Time : 15:25:13 EST Fri Jan 28 2011

Duration : 0h:00m:15s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

LT 754148 1] vpn-session-db logoff 4[] name ZEIR 4 F43 1 -

hostname# vpn-sessiondb logoff name lee
Do you want to logoff the VPN session(s)? [confirm]

INFO: Number of sessions with name “lee” logged off : 1

hostname#

Secure Client E1ZITHEEA £18R

TRV T BEDIRERIRRAS g Sl %

3% 15: Secure Client E3EHITNRER £iCF

THRERFR R hEEfR R
Secure Client %% 7.2(1) SINBAEM T LA FAiv4:  authentication eap-proxy. authentication ms-

authentication ms-chap-v2. authentication pap. 12tp tunnel hello.
vpn-tunnel-protocol 12tp-ipsec.

[Psec IKEv2 8.4(1) WINT IKEv2, LL4EH T Secure Client F1 LAN [A] f¥] IPsec IKEv

. CLI F## 3: Cisco Secure Firewall ASA VPN CLI EZ E$575, 9.23



« 10 =

Secure Client HostScan

AnyConnect 3 % 4 P AREN Secure Client$& fHFR I EHL L 2R INERAE RS, PR B AP K
BB AT RRETT . HostScan NS SCRILAR Bl o 83522 A RS PG ZR AT T ML 1223 HostScans

* HostScan/Cisco Secure Firewall Posture [ RTHE451F , 24 257 T

* HostScan [FJVFH] , 58 257 7T

* HostScan 27 , % 258 1L

o %50 T+ 2% HostScan/Cisco Secure Firewall Posture , % 258 11

* Jo F ek %% HostScan , #f 259 1T

* 1% ASA ) 1) HostScan/Cisco Secure Firewall Posture [ A< , 3 260 7T
* 11Z% HostScan/Cisco Secure Firewall Posture , i 260 7T

* }& Secure Client ) HefEEH 7 BC 220 5KlE , 5 261 UL

* HostScan/Cisco Secure Firewall Posture #1230 , &5 262 L

HostScan/Cisco Secure Firewall Posture BYRi2 &4

HE.H Cisco Secure Firewall Posture/HostScan ] Secure Client% /> 7 Z LN ASA 41
* ASA 84

* ASDM 6.4

DA ‘223 Cisco Secure Firewall Posture/HostScan 4 Bef# [l SCEP & {3 36F T fE

2% Cisco Secure Firewall Posture/HostScan 2235 Fi#E RS, 1S S F7 8 VPN E 4, BER
ASA R,

HostScan HYifF ]

PAF 42 HostScan 1) Secure Client ¥ 1] 223K .
* AnyConnect Apex

* AnyConnect 1 VPN
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. HostScan 127 &

Secure Client HostScan |

HostScan 12/ &

180T LUK HostScan 27 G0/ A A7 iR P A0 In# 22 ASA:  hostscan-version.pkg. I 3CAF£1 45 HostScan
A, LLK HostScan FEFN S FFEIF .

23 H 2% HostScan/Cisco Secure Firewall Posture

1 ASA AT 4, T2 LU N R 23 5 2 HostScan ¥, Cisco Secure Firewall Posture 2 /341,
Jt )5 H HostScan.

FHia Z |l

\)

AR 2R HostScan 4.3.x iR EARARASTH22 51 4.6.x MR m A, T4 2w S ile i i i
47 AV/AS/FW DAP 5% Fl LUA JHIA 55 HostScan 4.6.x W% B i AN ASFEZS, I LAASE I B4 1S
M

J0N o

BDINTE R — A — IR IR P RIS I & . WUFE 7 75 B R A TG B 2 A 25 T X TR AE 20
#7555 HostScan 4.4.x FEARIME . A RVEAM Y, EHT 1L T3S0 (Secure Client HostScan
43x Fl46xITHIRMD) o MMEZ, TR LN M S ASDM DAP S0 UK & Jf
TF-ENMBRA N AV/AS/FW @1, ARG ES LUA JiA.

* ok ASA JFHE AN R ER. 2RI ERT, ASAK /RN FHERTT: hostname(config)#

* ¥ secure-firewall-posture-version-k9.pkg 1% 5] ASA. 14448 ] ) /& HostScan 4.x fiiAS, TR
4% hostscan_version-k9.pkg (1.

HIE1 Ut webvpn it B AR

i

hostname (config) # webvpn

%2 4]JF ASDM Jiik#£E & ( Configuration) > iE#2i/7[8 VPN (Remote Access VPN) > &K (3F

Cisco SecureFirewall) (Posture[for Secure Firewall]) > & £ 1K 7B 1% (Posture Image). 144 i H
ff)& HostScan 4.x JiiA, 424 HBLE (Configuration) > i&#2iia VPN (Remote Access VPN) > %
S RMEIPEE (Secure Desktop Manager) > E #1338 & (Host Scan Image).

3 525 % N HostScan/Cisco Secure Firewall Posture B4 (1 FE P AL I 42 . 80T DLFG @ AT SR A0 B

Secure Client #4444,
hostscan image path
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| Secure Client HostScan

/2 52 F HostScan .

w5l
A S A4 17 /2 HostScan 4.x A,

ASAName (webvpn) #hostscan image disk0:/hostscan_4.10.06081.pkg

1 R4 FH B9 Cisco Secure Firewall Posture 5.x iU,

ASAName (webvpn) #thostscan image disk0:/secure-firewall-posture5.0.00556.pkg

SE4 )BHAAE P igE R HostScan/Cisco Secure Firewall Posture B4 .

T

ASAName (webvpn) #hostscan enable

SRS RHIEATBCE R BINAE o B HCRE B O B DR A7 B R e, RCRPCEIE B [OK

i

hostname (webvpn) # write memory

B HzZ=FH HostScan

X ey A ASA 6247 S JE FH B 2E ) ) 2225511 HostScan B .

FIRZ B
ok ASA I AN RRCERI. fERRICERAT, ASA KW /REU M /R%T: hostname(config)#

HIE1 Ut webvpn i B AR
P

webvpn
I8 2 J5 ALY HostScan MG Cln 5w A K: FE AN ASA 1D

hostscan enable
SIE 3 NFrE O HostScan 27125 HostScan.

R
2 3 ) HostScan WG 2 1, 2005648 LT fiv 425 1] HostScan.
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. #E ASA /5 #7 HostScan/Cisco Secure Firewall Posture 2

no hostscan enable

Secure Client HostScan |

&F ASA 5B HostScan/Cisco Secure Firewall Posture

R

13 ASA Py 4T 5, MR LU FEF € )5 1 HostScan/Cisco Secure Firewall Posture it

FHIa Z Al

B35 ASA FEEE A EXEC #i3t. 7EH EXEC A0, ASA ¥ B bl FH#E754F: hostname#

B~ ASA B H Y HostScan/Cisco Secure Firewall Posture it A<

show webvpn hostscan

il % HostScan/Cisco Secure Firewall Posture

112X HostScan/Cisco Secure Firewall Posture 723 245 . )\ ASDM Fi 11 ()40 Bl & B JEB77 11 ASA 6
HizEra, EEA T e Eatt. % HostScan/Cisco Secure Firewall Posture /4543 M A A7 3K 1) 2%

SR I[EREHA GO

FiaZ |l

ok ASA JFHEA R R ER . fEmlc BN, ASA K WoR LN /R%T: hostname(config)#.

FHIE1 JE webvpn Bt E AR
webvpn
$IE 2 A4 B I HostScan/Cisco Secure Firewall Posture {5 .

no hostscanenable

S 3 ¥5 & B HostScan/Cisco Secure Firewall Posture B4 (#4145
HostScan/Cisco Secure Firewall Posture 271
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| Secure Client HostScan

1% secure Client W aig s s maagn

no hostscan image path
il
n FLEEAE ] 1) J& HostScan 4.x FRAS,

ASAName (webvpn) #hostscan image disk0O:/hostscan 4.10.06081-k9.pkg

WA H )2 Cisco Secure Firewall Posture 5.x iRAS,

ASAName (webvpn) #hostscan image diskO:/secure-firewall-posture-5.0.00556-k9.pkg
KB R RATBINAE T M BT (A7 B A7 R, 5 B [OK .

write memory

1% Secure Client ThgEtR R 4 BC £ 2A TR A%

Nil

8

UEFE K Secure Client Zh REMI R 15 20 He g OCHK . 78 VPN SR8 ASA I, ASA 31X 4% Secure
Client ZHRERL IR IL 20 2 2 m v 5mL F

FrIAZ Al

Fog ASA JFHE AN RECER . E2RICER T, ASA KR/ LU FHRFT: hostname(config)#

hy W %75 ) i g I VS 00 A IS 4 SR

group-policy name internal

il

hostname (config) # group-policy PostureModuleGroup internal

SRR S . AN a2 a, B S I AR 5E7R 4 hostname(config-group-policy #.
group-policy name attributes

<l
hostname (config) # group-policy PostureModuleGroup attributes

HENZLHEME webvpn BUEMIA . AN ZAT2 5, ASA KRRk [ LA R HE7- 1y
hostname(config-group-webvpn)#

webvpn
TC B 20 S LASE A 4 i) T A LR 3 Secure Client D RERLHR.

anyconnect modules value Cisco Secure Firewall 1 Name

anyconnect B Ay & E AT AECL S MO EREAMIE. 3R 2B, 5 SR X LR T -
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Secure Client HostScan |
. HostScan/Cisco Secure Firewall Posture #8324

E Cisco Secure Firewall #E1/T 58 & 7R

dart A i DART G2 Wik d: THD

vpngina LA P SBL CESERTFFAR)

posture Cisco Secure Firewall Posture/HostScan

nam TR i 2% U 1) i LR

none SIS AT 2L S IR DT AnyConnect FEDR .
profileMgmt LA i BRREE VPN

il

hostname (config-group-webvpn) # anyconnect modules value websecurity, telemetry,posture

SR, W ERA A, RS EOR B MR, B, DR dr KR websecurity 4
Y

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

SRS KIS T E R AR N A .
SRR BT EARAEBINAF T, BN RN R [OK], JFH ASA BR[| DL N FF

hostname(config-group-webvpn)#

write memory

HostScan/Cisco Secure Firewall Posture #8332 #4
1F HostScan/Cisco Secure Firewall Posture M £ tH H NS 22 RS EIE G, 5 T N & sh A&V
i) SRS RN ] LUA FRaA 2R A M 845 38

DU SCRY TR 4 T e . RIS N e 2 B AR ETR M) - RiEsH ARk
P (445 AnyConnect) & 5iFRWI Y , PASRHEAT O¢ HostScan/Cisco Secure Firewall Posture U111 5
Secure Clientfit & TAEMITEA(E o
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1og

Virtual Tunnel Interface

A HUTHCE VTI FEIE

 J&°7F Virtual Tunnel Interface , 2% 263 T

* Virtual Tunnel Interface #EN , 25 264 TU

* B VTIBEIE , % 267 0T

* Virtual Tunnel Interface [ RN Ll , 2 276 UL

% F Virtual Tunnel Interface

ASA SCRFFRA Virtual Tunnel Interface (VTI) (@542 H . A4 50% 8 VPN (AR 5, 180T AR
VTI B A54A 2 A1 VPN FEiE . VTI nf il ¥ IPSec BC B SCAFIE 3 30 BN B ¥ o i, AT
VPN i e b 5. 0T DU FH 2D B B8 th o VT 1 H i B 20 I Aot o0 5544, T O
(1] SA £xfif % VTI I3 s .

5T VT K AN 75 S50 B A 0 5 WS U7 I 51 3 T E i B0 11 o AN 75 2 R B I A e 1 A

JEA I e I W T S, T LG 1 LA VT2 A5 h DS T
G VPN, 36 A5 A R Z I 2 B K

RS VT

ST UG P A VTG BT 3 5 I B, e A 20 2 OB SR AR (o X TS VTT B
s SRAZIURE ) B 1 5 SO BB YR . AN B R 2 AT LLOCIE 1024 4 VT, ZEQIEEHA VTIHH,
WS VI, %5270 11,

7S VT

BN VTI Jyuli g 8] VPN S it 8 24 ATy KRR . 2ha& VTI il 7R RE Al O i 70
WX AN E . FAAEhAS VTT A DU b BRI 2 AN ERES VITRCE . B80T LOREHT ) 70 SCasn 21 v
Ly, AT ESCHOBCE . 3028 VTS IS W A 7 s (i ahas e s 205 . A
B, B VTSR D E s R 4h

ENA VT 2l ESBOR AT TPsec #2 LSS SEHIAL AV B, R AUARAR 2 W REA VPN il 8has
AR RS % e B3 VTISCRFZ A TPsec LA KM, TR0 LRI Z A TPsec i
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Virtual Tunnel Interface |

. Virtual Tunnel Interface |

Fegs. g VII WS Fr8)ZS (DHCP) 4330, EAIVEZIZE VTI 1, iESRNINEIE VITE:10, 5
273 T,

ASA WA h VPN S SIZE7S VTI BEiE

1

76 ASA LA U (interface virtual-Template template_number type tunnel).
BT LU LB T- 24 VPN i

He UL I BIBETE A . 1) UK R SUBGE : 3) 2 /> bR 1

I3 ) R BEE I K

Lt 7 SCHEAT B O B E

ASA i I RERIBEROR A 5 55 321 VPN 23136 82 B gt e 48 v il 2 11

HL el R N 1 5 00 SCRESE B A VTIBRIE

BLE IKEvV2 B 44, DUIE4S VTI3: 00 1P over IKEv2 A2, MIETHATZE VI 0 2 [6) J3
FHERE ATV A M, DU BGP BER 42 W2 i PRl 1847 o

5 VPN LS5 A5, BRIERWOITERL, ORI BRAH B K R A A

Virtual Tunnel Interface /NI

TERR AR

o SRR AR
* ASCHFEERE

B A SEHR
AR A 2 S

BGP IPv4 %0 IPv6 315
Y VTI L[ IPv4 Fil IPv6 BGP B4 H .

EIGRP 3 #%
Y VTI _E[#) IPv4 F IPv6 EIGRP B i .

OSPF IPv4 %01 IPv6 X #
Y VTI L1 1Pv4 FIl IPv6 OSPF B4 Hi .

IPv6 S35

o A LAMCE IPv6 F-hE1Y VTI.

. CLI F## 3: Cisco Secure Firewall ASA VPN CLI EZ E$575, 9.23



| Virtual Tunnel Interface

Virtual Tunnel Interface | .

* VTI (BEIE 5% TE H AR# ] LAAT 1Pve Hidik.
« ZEFLUR VTIIP (SR ERMES TP BRA) 54 TP BRI A
* IPv6 over IPv6
« J£T- IPV6 [1) TPv4
* IPv4 over IPv4
« J£F IPv4 1] IPv6

 DCSCRPREERAS TPv6 HuhE A B I AN H gl o
o BEIEYREE LA LA — AN TPve Hulik,  Jf FL AT DUR bk i o AR IE K b . WRANRE, SR
TSR — A IPv6 42 Jri L hl 2 ER A A B 38 28 s

o AT LUK B E R R e N IPv6. WNE R e, MIIPve mE R LURA R VTI I TR E L. B,
N VTI BB IEAE L AT LU IPv4 8E IPv6.

EAEEEN

o WISAE LAN 2| VPN VPN 2025 a8 we i fah 2 VT, WS HBLEhZs VTIBSIE .. Itk
) R R A, s SR RN S VTT #2RAl F BRI B iE 41 .

BAT B E I R AEZ
« ¥ LAN [1] VPN T8 23h4& VIL
o PR IS b & H H 2B IE 4

* VTI R 7E IPsec #ial FA AL E o ANSCHFLE ASA 211 GRE f%iE .
o WAL A . BGP. OSPF & EIGRP 1Pv4 % 1 F T4 F 3 b bk e % 10 ()
o STTERAMBIZA VTL G RARAE R 1P 322 0 HA/ETAT VT 42 D (B E IR 1P Huhik.

* VTI () MTU BARIHE )2 Hi b O A sh & . (H2, WRER M VT G e #iEz 0 MTU, I
W D525 ) 35 8 ) VTL A Re Al T If MTU &

o ST EhA VT BRI ANFE 4 I E B IEJ5 3 L 46K MTU. WERANR e E ez f, il
PN L0 R E 14k 7k MTU, 1] ASA 23 M iZ4% 14552 VPN 231515k .

o WL AT LIE— S B4 FICE 1024 A VT, 7E1HE VTSN, 5% 8 DL 20
* B45 nameif TH21, DMEAHPER & LECER VTI 240,

o SEANREALE ity FUEIE (B R 1 FCE nameif. PRIt RO V50O S B S BR 2 EE HE )
R D, T AN 2 BT RS B3 1 A b

o BEFE 2 FRE 1024 M0, VIR %76 Ll & /) VLAN $oe . 04, 4o
WA S8R 5510 VLAN, UBEIE TR 500 92510 & ) B4 140
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* XFEhAR VTL Sha QIR I AU AR RSO BER T LU 1024 5P 6 (106882 LR, DL
A

o VTI % HF IKE AS v1 f v2, FEA8H IPsec 76 R%IE s bk 5 B fHuhE 2 Ak S .
o MR DAZIN T NAT, T IKE F1 ESP #4555 7 UDP #3k.

* JoiBREIE P AR R LT, TKE A IPsec 424 RIKHRS AN BP B s . IXmT#f R VTI B2
BIRAAE T ERGS

o PRI ZH 44 R A 2005 0 AR S TKEV] 81 IKEvV2 54y A3 (1 Y AH T

o XF Tk AR BEE ZH K IKEV L, A 4R 5 43 B0 0E T v A B0 E T R /a5 A A o R
i, A GEAEH AR IP Hubik 44 F% o

Eﬂnz Al Bf P PN AR B S VTT ROBEIE B AOHhEARS [/, VT A s mebs) e & il vl ALE
— PR EILAE

o AT LAAE VT 210 b FH 7 i) Ok sk VT 3 &
* VTI #2211 2 [/ 32 F ICMP ping.

« W TKEV2 3 1) VPN BEIE R0 51 4 A& 3% TKEV2 FiR Bl R 138, W ASA Toik 5% % & i or
IKEV2 B¥iE . B0 Z0AE X S5 % L 245 ] config-exchange 175K, ASA 7 fig 5 625 45 45 & V7. VPN
[E3ER

* B VTI 3257 HA 1 IKEv2.

AR E
o BOAME T, B VTI B TE R E AR L e,
 BRNEUR, VT L2 g 0N 0. LR E 22 d00 .

VT £ 0R%)
ASA 2E VT8 237 % 2 ALBRSE (SGT) WA 0.
A VTL AL

* ECMP 1 VRF

SR

* IKEv1

* QoS

SFTENAS VT, WER AR e EIR, IKEV2 BER &I ER A, &L M DR s %
B OMEAb.
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£ 2 VTI %3

FERLE VTI FRE, 150048 Psec $4iX CE#4E) o BETAIE S| % IPsec $EiX 1) IPsec Fit & A,
SRJE AL % IPsec BC'E SCAFEIE VT He o Al F AR A IPsec $IUHT IPsec Bt & SCAF 2 40 B e FE X 45
k. SA P rT e T b IE S 400 B 58 5 TH G

\}

AR TS T A VPN VTLEJE L8R O _EA7FE BGP Al & 1) ASA:

D FHE AR DU A i i AR SO, AR GUR MR B8 1 (i o, L2 S B (K s S5 4R
P r BGP AR R ARG T VTLIZHR .

AICAYE VT 2 10 E N Vs il g sk il el VTT it it . an 22 fe A A s R H b5d 1 (1) ACL
(RS DL N FVEoR H IPsec BEIE 1) T A 0, 16722 RECERA U sysopt connection permit-vpn

FET U LU R fr A EAL 2 ACL 1550 T futF IPsec it it idid ASA:
hostname(config)# sysopt connection per mit-vpn

AN N VT 22400008 0 I, WRAEAE VT3 1 BN T ACL, Jf HoRECE
same-security-traffic, W ASrHiziE,

TCE BEIhRE, 1EAE AR BN R ] same-security-traffic fir4 & 3L intra-interface 241,
HREAME R, WES MO AR E (Hairpinning) , 5 66 T,

LB NN IPsec $218 (FE#LE)
$I8 2 I IPsec it & S
WIR3 UNIN VTI FEiE.

70 IPsec $2iY (GE3REE)

AT ORYT VTI BRIE T (i, T A e . BEaERAT 0 TPsec MOE SCAFIN— B, K24
PRSOMNSEAIN S S, RS VPN PR .

FiaZ |l

o 0] DU P S S BE 6 S VTT CBE TKE 2153 T S 5E . TKEvV2 FSoVF i AN G &
Py B VA& ] . % F IKEv] A1 IKEv2, W Z400¢E T VTI (KRR 2 i & ot =24 .
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B ampseciziy s

o XA IKEvL B2 TR S a0 UE, o 204R 8 SR R T A S Rl X TmapyJy, 2
ZNAE tunnel-group iy 2 HEC AR AT o KT IKEv2, A2 [R] I 7E AR 5 AR Y. 7 1] tunnel-group
i A N ECEH T S I UE AR A R

IRhN IKEv] #4542 58 IKEv2 IPsec $EIX LAEE T 224 21k,
FENIN IKEv] ##dE, WML N4

cryptoipsec ikevl transform-set {transform-set-name | encryption | authentication}

i

ciscoasa(config) fcrypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac
Encryption 45 & 8T FHWEAN &5 J7 VA CR Y IPsec £l it «

* esp-aes — fiff FH 417 128 (L% 4011 AES.

* esp-aes-192 — i A4l 192 A2 Z5 41K AES.

* esp-aes-256 - fli 17 256 A% 1) AES.

* esp-null — AN,

Authentication $i5 & fill WA N5 75 20847 IPsec Hdli it «
* esp-md5-hmac — {i il MD5/HMAC-128 1§ 4 #4153
* esp-sha-hmac — {1 [l SHA/HMAC-160 1 A 541 5%
* esp-none — AT HMAC S50 10

RN IKEv2 IPsec $13 .

P

X1 10S 5, I5/E IKEv2 Bt & SCHEC E R N H no config-exchange request fiv & K24 F IC B A4S
LI . A RIS R, 152 http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/
sec-cr-c2.html#wp3456426280.

* 7€ IPsec $2IL A F5:
cryptoipsecikev2 ipsec-proposal |Psec proposal name
il
ciscoasa(config) #crypto ipsec ikev2 ipsec-proposal SET1

* 7 crypto IPsec ikev2 ipsec-proposal fit & #i 2, 48 5& % 4S5

protocol esp {encryption {aes| aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null} |
integrity {sha-1 | sha-256 | sha-384 | sha-512 | null}
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wmipsec @Ect ]

Tl

ciscoasa(config-ipsec-proposal) #protocol esp encryption aes aes-192

S0 IPsec fit & SC4

IPsec it B SO L5 Y TPsec $ BB 4 P Tl R 22 A WM ORISR o I RES I £ P >k 1 )
VIT VPN W S5 2 A4 75 2 42 I IS BRI A e A2

LB WERCE SR
crypto ipsec profile name
P

ciscoasa (config) #crypto ipsec profile PROFILE1

P2 WHE IKEv] BIKEv2 $¢ill. 7] LU IKEv] Fe#ifliok IKEV2 IPsec $21.
a) WH IKEvl ¥#E,
« B E IKEv] $81%, IE7E crypto ipsec profile iy & F AL FHI A LL N4
set ikevl transform set set_name
FEATRBI, SET1 Je S5 G i IKEvI $2i%4.
ciscoasa (config-ipsec-profile) #set ikevl transform-set SET1
b) W E IKEV2 #¢il.
o BEE IKEV2 $21%, T 7E crypto ipsec profile iy & F A F 4 A LA N fir 4
set ikev2 ipsec-proposal 1Psec_proposal_name
FEAIRGI, SET1 s SGHT B ) IKEv2 IPsec $21% .

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1

FII (Wh) F7E ZA R ELI )«
set security-association lifetime { seconds number | kilobytes {number | unlimited} }

i

ciscoasa (config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000

P'A  (wIk) K VTIBEIE b s AC & A Y 7 -
responder-only
o A LCKE VT BRI I — S C B AT A i 7 o AN R 77 s A 2 A e Bt A B 7 A4 pl 35
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B snvmzn

o TSR A0 TKEV2, T e A YT i FEL RS ), ALY A T ke 773 ) TPsec B
SCARHRI ML, 35 T A T e T B, s R (R 2 R o
« WHAEI R IKEV], 108 RG24 T-AURNT B, 5 RIEH 108 RS HRELEmIERL. ASA

A4 1H 2 B T

o U SRR T i 14 FEH A RS BHC AR N VM S 8 RS LU X ) S SAL - BRI N Ty
Ui TG PR TPsec A= iy J JUIEL LA RS 151401

YIS (W[E) 45T PFS Ao SEEATINIRE (PFS) M REA I AS e 4 pleME— 231 %58 o ME— 2515 % nT
TR AL TG % . BIBCHE PFS, AZIUEREAEAE B PFS 431 %5 P I 2248 HI 1) Diffie-Hellman %
I AL . T R A R IPsec 2242 CHE (SA) %8 . R HA AR BEAREL . B
K, e thtm, HEFEERAAFRTRE . P NREEE K Diffie-Hellman 2H 2420 VLI .

set pfs { groupl4 }
Pl
ciscoasa (config-ipsec-profile) # set pfs groupl4d
PI6  (Ak) it T URGE VT BETE N A ] B UE S (5 AT s
set trustpoint name

Tl

ciscoasa (config-ipsec-profile) #set trustpoint TPVTI
P'T  (WIE) AUt IPsec FCE SOOI B ) % FHIE N (RRI),  JK S n) 6 H BB A 34
set reverse-route [ dynamic]

T

ciscoasa (config-ipsec-profile) #set reverse-route dynamic

AIVTIED
S5 QAT VT CFAESE VT, T8,
\Y

ER UM IPSLA, ORI SBEIE TR AT, BEIEJMRERESIRS . TES I (ASA HHERAE
B EFRFE) (http://www.cisco.com/go/asa-config) FF ) “Pc & B A R .

R

SR QPR IER O

interface tunnel tunnel_interface_number
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wmvnizn ]

$55E 0 3 10413 JEFE N HIF%IE ID. 2w FF 10413 A VTI 1.
w15l
ciscoasa(config) #interface tunnel 100
$IE2 N VT B4 FR
7t interface tunnel 4 THI0 FHIALL R 4
nameif interface name
w5l
ciscoasa(config-if) #nameif vti
HIB3 H N\ VT 2001 1P M.
ip address | P addressmask
w15l
ciscoasa(config-if)#ip address 192.168.1.10 255.255.255.254
SIB 4 Fy N BRI 4k K 113 1 1) 1Pv4 B IPve ikt

Sb ] DLk F R O s A LGS IR IR L 10 o MBS AR  i F) T A 1 48475 1) 42 1 #0044 A1
[m] (7 1P Hhudk .

ip unnumbered interface-name

ipv6 unnumbered interface-name

il

ciscoasa(config-if)#ip unnumbered loopbackl
PES fEbRIERZ .

tunnel sourceinterface interface_name

J5Ez VAT DU 1 BRI

-

ciscoasa(config-if) #tunnel source interface outside
PR 6 JREREIE H AR IP Ml
tunnel destination ip_address
il
ciscoasa(config-if) #tunnel destination 10.1.1.1
i FHBEE A TPsec IPv4 it EBEiE .

tunnel modeipsecipv4

N
g
~

Tl

ciscoasa(config-if) #tunnel mode ipsec ipv4

SIE 8 F IPsec Hi & U4 Bl 45 i .
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tunnel protection ipsec IPsec profile

T

ciscoasa (config-if) #tunnel protection ipsec Profilel

N VITHZ N e ML R ds
tunnel protection policy acl_name

ViR BT DA S A s DM IR IS . WARABCE A4, B VTR FR BOA U AT
PUERERSS .

i

ciscoasa (config)# access-1list Spoke-to-Hub extended permit ip 209.165.200.225 255.255.255.224
any
ciscoasa(config-if)# tunnel protection ipsec policy Spoke-to-Hub

Gt

ASA 5 10S W42 [0 VTI i CRHA IKEv2) it & 7 -

ASAD

crypto ikev2 policy 1

encryption aes-gcm-256

integrity null

021

prfsha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]
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10SD

!
crypto ikev2 proposal asa-vti

encryption aes-gem-256

prf sha512

021

!
crypto ikev2 policy asa-vti

match address local [router-ip-address]
proposal asa-vti

!
crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request

!
crypto ipsec transform-set gcm256 esp-gecm 256
!
crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

!
interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!

ARANENZS VT $0
S VTR BRI, T T HefE
A\

AR S IPSLA, ORGSR PR 2 A TN, BRI REFESIRES . S0 CASA B ERAE
BUEFRRE ) HY “ECE S ERER” . HhlEJE: http://www.cisco.com/go/asa-config.

Fi&Z wi
AR CRC & IPsec it & SCHERT IP Kdm 510,

SR QIR R AU
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interface virtual-Template template_number type tunnel
template_number & i SRR 1 ME— 25 . JE[HEY 1 3 10413,
B CURBTOANSAE TR PR AS o DU 2 REAUASEAR (1) 6 S 4

* BAAFK

* %I IPsec £\,

* [ TPsec Jit & S
-
ciscoasa (config) #interface virtual-Template 101 type tunnel
e BhA VT REAURIREL LT 44 PR
1t interface fit BRI FHIALL N i
nameif interface_name

ASA £EAGIEE RIS 82 104 <Mirtual_Template name> va<n>. 1, 05 BERUSR (1K) 44 5Kk
dVTII01, WEERIG )4 6k dVTIN01 val. dVTIIO0L va2, LAUREHE. R 2 o U, 2
Z04E FH shutdown iy 2>k G P RE FURSEAR

il

ciscoasa(config-if) #nameif dVTI101

T B R LB 2 A R 42 111 TPv4 BY TPv6 Hidik,
ip unnumbered interface-name

ipv6 unnumbered interface-name

FEPAASEAR P AR 7R R % b B PR A 32 10 ) TP bk SR [l o MR SOURSER oot I 1 BT A R A0
I 42 1 AR AT A R G TP ik

ELE

ciscoasa(config-if) #ip unnumbered loopbackl
CATIE) i€ BEE s L 1

tunnel source interface interface_name

e A M YOy P A M N [EIE s S

ASA {NFE57 K A0 E B E T TP Huhk (32 ) VPN 25155k . SR A 5 E %30, ASA K%
MATAT 422 10 1) VPN 2B K o R4 In) 4 11 2 AAC & () B e Ui 11 kK MTU . 0 SR 9% 4 S
T, U7 A9 L0 N EE L1467k MTU, 11 ASA 23 %32 113552 VPN 2 ifigsk .

IR

ciscoasa(config-if) #tunnel source interface outsidel

K BERIE R B TR E A TPv4 B IPV6.
tunnel mode ipsec {ipv4 | ipv6}
il
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ciscoasa(config-if) #tunnel mode ipsec ipv4

¥ IPsec WCE AT M4 BEIE -

tunnel protection ipsec profileipsec_profile

Ut TPsec Mo ESCAF2XIE L P i ACH T 1) IPSec/IKE 244

il

ciscoasa(config-if) #tunnel protection ipsec profile Profilel
K R ADUSEAR B on 2 B 2

tunnel-group tunnel_group name type type

tunnel-group tunnel_group name ipsec-attributes

virtual-template template_number

TEr] L[] — R SUOE 36 2 2 N BETE AL . ASA 2 i HT RESUSARCK A A4~ VPN 2 1 7t B i R
VG %

-

ciscoasa (config) #tunnel-group DVTI_spokel type ipsec-121

ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #virtual-template 101

N BEIEA R B2
tunnel-group tunnel_group_name ipsec-attributes
ikev2 route accept any

ikev2 route set interface

ikev2 route accept any fird foVF ASA 32 7F IKEvV2 A #e i [ 2 AT 5B 1 1P Mk, BRIAT
LT, MREAL T S AR

ikev2 route set interface iv4 f01F ASA 7F IKEv2 A #edl ) & o6k 0 1P bk,  pEIEINA]7E VTI
Oz aa ke vy, DME BGP 1l pEiE 24T .

il BGP/OSPF/EIGRP A fixiE 41 5 FH BN o AERCE B FURIAR 5, 20 e i ph SR, DA
i VTI BB SR ik & 2 A BN VT e . B0 D0 e B 1 o] #2280 00 LA Ao 20 25 ik &
w15l

ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #ikev2 route set interface
ciscoasa(config-tunnel-ipsec) #ikev2 route accept any
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. Virtual Tunnel Interface HITIBEF 2103

Virtual Tunnel Interface BYTH e[ F it F

TIRE &R

R

=|
o

Dised

IIIIP

54 Virtual Tunnel
Interface 3 #F

9.19(1) | #

] DB S 2% VTS F e AE Hh O 55 70 0 0 R 3 T B Hh 93 05 8] VPN 3125 VT
Al T RIS Al rp Ui S5 289 3 B AR SR T B . BN B A VT a] DL b0 b 24N i
A VIIEE . Gr LB S n g ey, e 8 s Ol &

BrEAE M A4 interface virtual-Template, ip unnumbered, ipv6 unnumbered, tunnel
protection ipsec policy

OSPF IPv4 fll IPv6 3245 | 9-19(1) | 345 VTI L/ OSPF IPv4 Fl IPv6 % M.
EIGRP 3Cff 9.19(1) | % #F VTI L{¥) EIGRP IPv4 Al IPV6 4 1%
BRASABhAS VTR | 9.19(0) | Bide, S8a] OB BRI L BEE S VT UL . B0 T SCRELUMERE]2 114K 7K TP M
ANk S HE, ﬁﬁT SEFRASHCE M IP Huht o IRIBIEE IAT Bh T oo IR AR ket . SR 10 R 2l e, %
] DLl A Ao 25 BR Rl D TP Huhb kvl prE #2 0.
s dr4: tunnel sourceinterface. ip unnumbered. ipv6 unnumbered
AHuPFIE 1D S 9.17(1) | ASA S HmE— A HuB%IE ID, ‘& o ASA 75 NAT G 1HA 24 IPsec fFiE, UMEER:S]
Cisco Umbrella %4> HIE M M ¢ (SIG). A B 43 T4 54N IKEV2 Bz i e & fE— & 4,
AN A T AT BRI L AN 4R S
BRI 4:  local-identity-from-cryptomap .
EERA VTI _ES2 4% 1Pv6 [ 9-16 | ASA 7 Virtual Tunnel Interface (VTI) fit & o 52 4% IPve6 Hudil.
T g 11 T B AT TP Mk, T B S o P R, SR B Vi 1
A IPv6 ik, 0] LSS i BEAE I ki, 75 BRI FH 21 h (5 —AS TPve &)
Huil- o
R A AT LLJE 1Pv4 BR IPv6, {HAZ05 VTI FRCE K IP Ml 2R AAH R, PR A fesb T
WEPIRAS . IPve il TT LA Tidgs VTI A i B R B b i H b .
HrmAs M a4 tunne sourceinterface. tunnel destination. tunnel mode
YRS 1024 A4 1916 | RS FRCE R ORVTIECE SN 100 8903 1024,
1
VI O W &t 1024 BT, VISR T 07 & - TR I VLAN SR ik,
ASA 5510 3 #F 100 INVLAN, FEETHECk 100 k25 10 & 0 B 15
MBS A T
VTI L) DHCP 4k fiiz | 9-14(1) | ASA FeVFKs VTI 42 AT & o DHCP th 4k IR 45 28 & a4 1 o
25 B Hy

BT LL R4 dheprelay server ip_addressvti_ifc_name.
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Virtual Tunnel Interface B9Th8E A 12 F* .

(VTI) ¥

IhRE & TR FRA | ThEEER
VTI H37 45 IKEv2. % [9.8.(1) | Virtual Tunnel Interface (VTI) BIAE S EF BGP (¥ VTD) o BUAE nf £E M7 Fl s ) A
TUEAS 1 B 43 Bk A A IKEvV2, 0] LU I 7E IPsec P S ¥ AT AT mUR A FH 25 TR 10 5 7 36k
ACL A LIE ] access-group fiv4, #F VT L1 1) 5126 N FH -3 g 3k 18 i

7t IPsec MC B CAFC BRI T HIA T LR fin4: set trustpoint.
Virtual Tunnel Interface |9.7.(1) | i Fl #7112 458210 (FR4 Virtual Tunnel Interface (VTI)) #4858 ASA, %% 10 m) %)

SRR IR VPN BEIE . XAl Il 0Kf 1PSec e & SO R 2 B8 B, A%ET VPN 1)
PR ST R . AT VTR AS T 55 S B A 0 8 B 1 1) 271 26 D6 L s 314z 11

SINT LU R4 : cryptoipsec profile. interfacetunnel. responder-only. setikevl
transform-set. set pfs. set security-association lifetime. tunnel destination. tunnel mode
ipsec. tunnel protection ipsec profile. tunnel sourceinterface.
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77 VPN fic & 7] &R AAA AR 5535

3
1og

o KTFHNE AAA 553, 3279 1T

* SN AAA JIRSS AT HAEN , 55 280 KL

s MUEZ U S IIE . 25 280 1L

« 4 VPN i & LDAP %4 , % 281 1L

* Active Directory/LDAP VPN 215 W #ZBURB . 2 296 1T

XF5MER AAA PR 5528

It ASA TICE A8 468 LDAP. RADIUS 8 TACACS+ RS #5 3k 0 EF ASA [FIIAE. BRI i
(AAA). AN AAA M55 2% 4 SEEIC & AR A YE o K ASA Tie & W AF AN IR 55 28 2 iy, L Zifid
FHIEHA) ASA FZBUSPERTC B AN AAA RS54, F NI —343 Jd v i AN A 7 2 e e SRR

TR AE 14 B SR R SE e

ASA SCRPRHI P SBUEE (AR P 3B BR D BT 21 VPN E3Z ) 22 FhJ5 ik . S8R LIt ASA
P B A T LA M AR R AL A AR BUT

* ASA BT I 5ENg (DAP)

* #hH RADIUS 8 LDAP G 4356 UE A/ s AU 25 35

* ASA R4S ng
AR ASAWCEIR A A SRR JE L, B xX @ PRI T IS . A0, IRV A 2 ok .
RIEtk 2 MG h5E, DAP B,
ASA i HEULR MR S Jag P -

1. ASA L[f) DAP J& ¥k - 7£ 8.02) WA I N, IX L@ PEAR G F s HoAb it @ vk . W R 7E DAP
W URL #1136, T 27 i 41 5Rms b % B 1545k URL 513 .

2. AAA IG5 BRI @ - A2 55 4840 T S S0 e R s OSSR [P IX L g . 55 AN 2R
XL TEL ASA At AAA Kl e rh O BN CASDM T K™ ) BEE I R PR TR
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71 VPN EZE SR AAA PRS2 |
B i ana s s mmEn

3. 1E ASA LRCE M41TENE - Wil RADIUS %545 A H 7 iR [H] RADIUS CLASS J& £ IETF-Class-25
(OU=group-policy) 16, ASA 2K H FlfE A FRAH R AL S ms o, I St 24 S ms iz i 45 4 R
RPN T JEE .

T LDAP 45 8%, LA @t FRAn T3 S iR AL 5 . 187 ASA LRCE ) LDAP J&E
Wit 2% LDAP J& M i 2 R E I IETF-Radius-Class.

4. EFERCESCM (£ CLIFPRRONBEIELL) 7y BCHI AL 50 - JERNC B S R ZE I s, &
FELEBEAT SOy S0 TR TN T B BN SN o SR ASA (RFTAT HI - eI 1 b4, 3]
LASR At DAP. J g5 a2 0] P Ja 1k 2y e 4 HH P RO 2 Sms b sl 2R R B AT s A

5. ASA ZrCHIBRIAALIE IS (DfltGrpPolicy) - RAEINEMESLAL DAP. H Bk 41 B Bl &
S R BT E

5IMEB AAA Rk 55 25 {5 RN

ASA M & P44 Bk AN 2 HU{H 1D K 5Lt LDAP & 1. RADIUS J& P 4% %50 1D i AN 4 Bk S

it .
%7 ASDM 7.0 A, LDAP J& L7 cVPN3000 Hi%. X1 T ASDM 7.1 MiA S mhRA, Wirgic
Bk,

LDAP J& )t C A Radius %17 51 1) Radius J&PER) 4.

oca A b 3 A A Y
Bo & % i S ik
BUAE, 20T LU Secure Client SSL A1 IKEv2 2/ dii MG AE SRS 2 1E 0 2 FAE . Biltn,  mr LU
DR SR AR A4 FRULICHS R (1 CA, DRIk, B A Rl A A KB

M 2 AEAS I, R DA R R E A AU HEATUE S B O RiE . W SR AT ek I, R g
M Z —PATIEB S 8 AE, (HANRE & M.

\}

IR T ZUE B S RAIERE AN E AN PR AR, BRIEAREAEH Secure
Client ¥ 3% 1ij 5 8)) (SBL) YJfE.

S A H P 44 B ATEMEIT S A (P UER T BOPK U T AAAFIES S 43 50 Uk
B IEEE AAA SR IAE. IR A% sl B0 EE A TP e 3 1 AR B T 44 T
Teo

M9.14(1) THR, ASA RRVFEAERCE ZUEB S I UEIFAE ] “ S sl “HRA” BTN 4
eI 3 € P A ANGHB 7 42 ek BEME . ARG R, ESHEREZIER 4, 9 281
g

A8

T ZAE 1 G O B P ANIE BT S I0AE: M A& e B 5 A (HPD UE BT pre-fill
FI1 username-from-certificate 3= A 7 4 .
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| b VPN EZE 5NED AAA PR S35

mEsiEsArg

fas b ] DAL E @ I SAML #4722 0F 15 B 36 31F
BB S I UE webvpn J&PE, DIALE ZAEAS 5 4 B iE 2L -

tunnel-group <name> webvpn-attributes
authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa | saml]
| saml [certificate | multiple-certificate]}

W 2B SRR, P AR IE S Bl SRS, %k P T iZ0d e SR T B eIk
YEAE Z2AUE 15 B 3 56k 39 1] A& s S0 380 1 L A HSERLE 15 02881 DAP, - LA ER e S AR B UF 157 B
P S o B Bh A7 [ S (DAP) IS N2 AE T S 30AE, LAY B AP sl as i E e 2 ),
W2 ) DAP U INZE 1 S B0 UE— T AH AR A ) (ASA VPN ASDM L E TR ) -

BEEZUERTHPE

ASA 9.14(1) FEINT —ANFran 4, Al TECE ASA W20 FIAE 5 45 56 UE oA (1) 3= SR04k B D 44
AET5 . AT LAFR & S A ] SSL 8k IKE H RS HITHENIE T (GE—AMET) ik A% i -
R CGEAMER) RIS AR SE. LSRR WM (aaa. EBXEIER) ,

KRl g ATAT BEE 2 B R T, FE, SRR EA ZUE B S0 IE (BIEBEL aaa BIEH) A

MRLIE TR T 2 0EB S IR, BRSO 248 FH 28 —AMIEF R EAT B3 50 UF B AL .

TR AR — MIEAS IR S A ME R B 44

user name-from-certificate-choice {fir st-certificate | second-certificate}

Fia e AT HI S — M UEASIE & 26 AN RSB 44
secondary-user name-from-certificate-choice {fir st-certificate | second-certificate}

TP

tunnel-group tgl webvpn-attributes

authentication aaa multiple-certificate

pre-fill-username client

secondary-pre-fill-username client

tunnel-group tgl type remote-access

tunnel-group tgl general-attributes
secondary-authentication-server-group LOCAL
username-from-certificate-choice first-certificate
secondary-username-from-certificate-choice first-certificate

73 VPN fig & LDAP #%#X

£E VPN 15 1) /) LDAP G473 56iF B 5, ASA KTl LDAP k4545, X< iR[M| LDAP Jg . IXL)q
P38 AL FE N B VPN 26 IR RO
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% VPN B & MR AAA FRS 52 |
B ven s ar Ein

REATRERT 2R LDAP H SR IRSS AR IR0, ILRBCEAMAL I B S A NURIAN T o Biltn, 24
A SDI BIEAS AR 55 a4 B I E, R ALUEMTHRBUG R o X TS O0 R K 528,
TERTAE S Oy I ) ) ) LDAP H 5%, 73 20 56 e 3 i A AL

WIEEAE ] LDAP %5 VPN AL, iEHAT LR A3,

S A AAA 4 #4841,
aaa-server server_group protocol {ldap | nt | radius| sdi | tacacs+}

i

hostname (config) # aaa-server servergroupl protocol ldap
hostname (config-aaa-server-group)

N
g
N

BN 44 4 remotegrp 1) IPsec ZEFE Uy Ml B 4 .
tunnel-group groupname

T

hostname (config) # tunnel-group remotegrp

7 RIS R SRS
tunnel-group groupname gener al-attributes

-
hostname (config) # tunnel-group remotegrp general-attributes

SRR A FOFPEIEA D BCRC AT A AAA 55 S BEAT IR AL

authorization-server-group group-tag

-

hostname (config-general) # authorization-server-group ldap dir 1

Gt

PAR 79 7 5 LDAP Y BB fir %o AR U5, o Bl B — > 44 4 RAVPN K] IPsec
WREVT I BEIE AL, KRB B 241 ) U2 S T €U ) LDAP AAA w55 8 21 HEAT HAL -

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
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| b VPN EZE 5NED AAA PR S35
=y asaar s i

hostname (config-general) # authorization-server-group (inside) LDAP
hostname (config-general) #

FESERRILICE TAF e, B T LU A L Ny, BCE AR LDAP 2RS4, W H
SR 1R H SRS RO H SRR AV -

hostname (config) # aaa-server LDAP protocol ldap

hostname (config-aaa-server-group) # aaa-server LDAP (inside) host 10.0.2.128
hostname (config-aaa-server-host)# ldap-base-dn DC=AD,DC=LAB,DC=COM

hostname (config-aaa-server-host)# ldap-group-base-dn DC=AD,DC=LAB,DC=COM
hostname (config-aaa-server-host) # ldap-scope subtree

hostname (config-aaa-server-host) # ldap-login-dn AD\cisco

hostname (config-aaa-server-host) # ldap-login-password ciscol23

hostname (config-aaa-server-host) # ldap-over-ssl enable

hostname (config-aaa-server-host)# server-type microsoft

ZEX ASA LDAP fii &
AT € L LDAP AV 0 g P, Hh s LR E R
* LDAP SBCCHF R, 55 283 1T
o URL AV X JE TS, 5 294 TT

« HRL AV 5 ACL 7”0 , 55295 1L

)

FR ASA SRR B L BRI AS ZHE 1D Skl LDAP J@ k. % —J5T, RADIUS @ k2s %8 ID A

FRUEARPAT PR BB PE IR FE . LDAP AR 55 s 92 SO S TAN B 2508 P PR 53 473 06 E B2 B 55 4%
(el E) .

%FF ASA 7.0 A, LDAP JBMH L5 cVPN3000 Bigi. XT84 7.1 MFEERA, TS Essk.

LDAP I BRIE S

AFRAE ASA 5500, VPN 3000 ZEH 281 PIX 500 %1 ASA e )gty® GES) . iZE&aFH
VPN 3000 £ 2581 PIX 500 £ 41 ASA g2 HE R, DA BER & XLk S HE.

% 16: ASA S #EHER] LDAPIRIE 4

BlEain VPN 3000 | ASA PIX JBEIREY HBESSE | FTEERE
Access-Hours HE HE S HE TR A T Y L ) 44

(Bian, TAERFE]D
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B worriEnzsnEmEs

2 VPN BB AA RS |

BHERFR VPN 3000 | ASA PIX TEIEIFEE BESZE | FTRERIE

A%V;-Ndw-ﬁm SCHF SCHF SCHF At /R AH LR(E] 0= %k

M

o 1= LR

Authenticated-User-Idle- | 37 4 SCHF SR kS LR 1 -35791394 435k

Timeout

Authorization-Required | 37 LS LR () 0="1
1=

Authorization-Type | 37 B A 0=7
1 =RADIUS
2 =LDAP

Bannerl SCHF SCHF SR FAFH LR Je% 7 o A1 7 3 SSL VPN EL K IPsec
b iU AN S s

Banner2 SR SCHF SCHF A LERIEN Jos ) s Mg ) 5 SSL VPN BA K IPsec
P (R bRV A

Cisco-AV-Pair SR SR SCHF T H EZIEN DA A% U\ AL 2 745 5
[Prefix] [Action] [Protocol] [Source]
[ Source Wildcard Mask] [ Destination]
[ Destination Wil dcard Mask]
[ Established] [Log] [Operator] [Port]
ARVEAER, HZH “HEE AV X
JEPETERE” WAy

CiscoPPhone-Bypass | %4 | & $f SO A LT 0= CLAEH
1=ciEH

Cisco-LEAP-Bypass | %4 | %4 Eaci 2 L) 0= El4k
1=0aH

Client-Intercept-DHCP- | 37 S SCHF A /R1E LERIE) 0= 2EH

Configure-Msg
1=CHH

Cliert Fype- Vs imiing | 7 SCHF SCHF AT LR IPsec VPN % i fi A 543 £

Confidence-Interval | 3745 | S0kf SR Ay AR 10 - 300 5

DHCP-Network-Scope | 3 SCHF SCHF AT FA 1P Hh itk

DN-Field SCHF SCHF SCHF AT LRIz AfEMI(E: UID. OU. O. CN. L.

SP. C. EA. T. N. GN., SN, I
GENQ. DNQ. SER Fluse-entire-name
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| b VPN EZE 5NED AAA PR S35

wap gt zmErEs i

B VPN 3000 | ASA PIX Epe Bl B{ESZE | ATRERVE
Firewall-ACL-In BER S TR B Vil 413 1D
Firewall-ACL-Out XHE SCHF FRFH e fE) Vil 5k 1D
Group-Policy BER S TR HAH S EFEVT 1) VPN 21 9 2 e . Xt
T 8.2 WA KL RA, 15
PEIMT-IE IETF-Radius-Class. 5 7J LA
UL =P 20—
o ZH NS A FR
* OU= 4| ZEmg 4 Fx
* OU= 41 TEM& 24 7K -
IE-Proxy-Bypass-Local i IR E FAH 0= 2%
1=t )aH
IE-Proxy-Exception-List FRFH HAE DNS #8513 . 4 H U0 LUH AT 745
JF41 (\n) 53 b o
IE-Proxy-Method | 57 £ XHE B ELS A 1 = MR EE % &
2 = AMEHIAEE
3= Hak
4=1fi] ASA K&
IE-Proxy-Server | 3 XHE SR BHL ALY IP Hbik
IETF-Radius-Class | 57 £ XHE SR FE K IEFE T ] VPN 2318 3 & 415 . )
T 8.2 WA K mhiAs, iU ItE
P JE IETF-Radius-Class. % 7] LA
FHELR = Az —:
o RS A4 FK
* OU= 415K 44 F1
* OU= 41 KM 44 F5%
IETF-Radius-Filter-Id | 37 BER S TR FAE TEASA e LI Js i H R A FR . 1%
BIEMT VPN i F2 1) ) IPsec A1 SSL
VPN % F it o
ElFRadiskanatPAdes | <7 HE S FRFH B IP Mtk %3 & & H T VPN I fE i 1]

IPsec F1 SSL VPN % /7 it
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B worriEnzsnEmEs

2 VPN BB AA RS |

B VPN 3000 | ASA PIX JBIEIZEE BENZE | ATREHNE
ETFRad shemedPNarek | 7§ W SCHF FAF H e[z IP M hEED . 258 B 3G H T VPN f
7 15] IPsec F1 SSL VPN % /7 ¥t
IETF-Radisdde Timeout | 57 £ RF BER BHL LERfE] G
IETFRadusSaviee Type | 57 £ RF BER BHL LERfE] 1=%x
2 =
5= eV )
6="53
7 =NAS #EREF
[ETFRadusSesn Tment | 57 K RS BERS B e G
IKE-Keep-Alives | 57 £ RS BERS A SR e 0= Z25H
1=taH
IPsoc-AllowPasswekStore | 37 £f: W SCHF A SR e[z 0= 25
1=taH
[Psec-Authentication | =7 R S B Hr =R [E) 0=7
1 = RADIUS
2=LDAP ({UPR#ZH
3=NT I
4 =SDI (RSA)
5=
6 = HAH%0H RADIUS
7 = Active Directory
IPsec-Auth-On-Rekey | 57 £ RS BERS A SR e 0= 2%
1=taH
IPsec-Backup-Server-List | 57 £ W SCHF FAF Ff S5 gkl (LA A& AR
IPsec-Backup-Servers | 57 £ RS RS T E e fE) 1= & g B (1) 71 3
2 = O HERR & T i 51 2R
3 = A0 IR 55 2 51 3%
Ewﬁﬁ%wﬁ%=§% T A T8 5 BEAE g B K B TR HE 6 24 % P g
ame

{hpuR) SR ER
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| b VPN EZE 5NED AAA PR S35

wap gt zmErEs i

BHEER VPN 3000 | ASA PIX e i) BESZE | ATEERIE
IPsecClientFrewalkFiller- | 57 ff | 326F S EL2 FRAE 0=k
Optional R,
IPsec-Default-Domain | 37 ff | 3HF SR FAFHR FRLAH o TR IL TN i ) F AN BRI 4
(1 3] 255 M4 .
RecbxndrAhOnRdey S SR FAF R PR FAF
PsecIKEPeerDCheck | 57 K | S04 SR Ay FRLAE 1=
2 = RS SRR P S HF
3= Ak
IPsec-IP-Compression | 57 ff | 3 HF SR b2 FE 0= CUEH
=UHH
IPsec-Mode-Config | 57 fF | #F S Al R ME PAAE 0= CUA%H
1=t
[Psec-Over-UDP | Sk | 30 SR A R ME HE 0=CU4EH
1= 8
IPsec-Over-UDP-Port | 37 xS B B FAE 4001 - 49151; ERINME A 10000,
PeRapdbfondCptly | SR | S08F SCHF A HE 0=
1 = iR k5% Are-You-There (AYT)
5T LI
2 = JEgHEX ) CPP
4 = K A 45 25 1) s
IPsec-Sec-Association | 37 f TR Fff LA IR I 44 B
IPsec-SplitDNS-Names | 57 ff | S SCHF TR Fff T8 BLRR BB i (R4 B 1 44 51 4%
(1 #1255 NMEFF)
TPseoSpli TonelingPolicy | 37 | S0 S EL2 FALAE 0 = A ¥RkEE L
1 =73 HIFEIE
2= fLVFAHL LAN
[Pscc-Split-Tunnek-List | 37 ff | 3 SR FAFH FRLAE PR TR 43 B 55 51 2 1 1A

2 B i R IR I A B
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71 VPN BB S0 ARA BRS 55 |
B worriEnzsnEmEs

BHERFR VPN 3000 | ASA PIX e i) BESZE | ATEERIE
[Psec-Tunnel-Type | 37 ff | 3CHF SCHF A LAY 1 =LAN %} LAN

2 =)
L2TP-Encryption | 7 4 B i 7] :

1 = 2R N

2=40 i

4=128 fir

8 = JTLIRA K

15 = 40/128 A7 3% /ISR K
L2TPMPPCCanmpression | 7 :f A AR 0= CUA%H

1=CJaH
MS-Client-Subnet-Mask | 37 £ | 32HF SCHF TR FAH IP Huhik:
PFS-Required SCRF | SR SCHF A RME AR 0="7

1=
PortForwarding-Name | 37 ff | 3 HF T HAE ZRRTAE R (i,

“Corporate-Apps” )
PPTP-Encryption | 7 B LR (E) ASE

1 = ZR N %

2=40 fir

4=128 fir

8 = IRETEK

N E

15 = 40/128 A7 B I TIR AT K
PPTPMVPPCConpression | 37 45 Ay CRiEl 0= 2k

1= EH
Primary-DNS SCHE | S CHF FAF HLAH IP ik
Primary-WINS | Srkf | 30HF SCHF AT LAY IP Hihi:
Privilege-Level BH FLE TR 4, 0-15
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| b VPN EZE 5NED AAA PR S35

wap gt zmErEs i

BHERFR VPN 3000 | ASA PIX TBIEIFEE BENZE | TRERE
Required-Client- | 57 §F SCHF XFF B FE 1=BRRGE AR Gl RHE s /-
Firewall-Vendor-Code b
2 =Zone Labs
3 = NetworkICE
4 = Sygate
5=RBRHRGAT GHFBRIA BB
EXAGL)
Required-Client-Firewal- | 7 FF FF THEH FE —
Description
Required-Client-Firewall- | 7 £f: SCRE SR B LR JRFRGE A5 i
Product-Cod
e 1= AR5 4 (R R
% P (CIC)
Zone Labs 7% i :
1 = Zone Alarm
2 = Zone AlarmPro
3 = Zone Labs Integrity
NetworkICE 7= i :
1 = Blacklce Defender/f {2
Sygate /' i :
IESNIP &
2= NP kil hi
3 =248
Roquire HW-Cliert-Auth | <7 SCHF XFF AR AE FE 0=0C%H
1=0aH
RaguedndvideUseAuh | <7 4 SRR XRF B LX) 0= A
1=t gl
Secondary-DNS | 3§ SCHF S TR H LRI IP Mk
Secondary-WINS | 37 £ SCHF RF FAT R FH IP ikl
SEP-Card-Assignment Bk B A H
Simultaneous-Logins | %4 | 345 X R ) 0-2147483647
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B worriEnzsnEmEs

2 VPN BB AA RS |

BIEAR VPN 3000 | ASA PIX TBIEIZEE BENSE | TRENE
Strip-Realm RF IRF XFF AR A 0= 244 H

1=ciaH
TACACS-Authtype | 57 #F SRR X B i —
TACACS Priviegedevel | 37 £ FF XFF B A —
Tunnel-Group-Lock SRR X FITH i B&E 41 A FREL “none”
Tunneling-Protocols | 37 R W B A 1 =PPTP

2=L2TP

4 =1PSec (IKEv1)

8 = L2TP/IPSec

16 = WebVPN

32=8VC

64 = IPsec (IKEv2)

8 Fl 4 M HHEJF

(HEEAEH 0-111 1627, 32-43, LU

N 48-59 ) .
Use-Client-Address | 37 # A /R1H FAE 0=C45H

1=
User-Auth-Server-Name | 57 FAF R i 1P Hbtik sk ML 44
User-Auth-Server-Port | 57 XFF XHF A FLAE IR 55 L) i 1
User-Auth-Server-Secret | 57 FAF R FE IR 25 2% 2 7
WebVPN-ACL-Filters SN FAF R FLAE Webtype 15 1] 513 4 Fx
WOVINAIAL R | 7 R XFF B i 0= H

1=CiH

T 8.0 K mhiA, )@t IHAE
WOVINGireSppathiet | 7k FF A L 0=[\2%

1=c2iH

X 8.0 MW mhiAS, BCJE kIR

T o
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| b VPN EZE 5NED AAA PR S35

wap gt zmErEs i

BHEZR VPN 3000 | ASA PIX EIEIAE BENEE | FTEEME

WebVPNHnableinctions R LX) AAEHT - 25 H]

WVPNEdngeSava- TR H LX) AAEHT - 25 H]

Address

WebVPNExdhngeSaner: AT HR LX) AAEH] - &5 H

NETBIOS-Name

WebVPNFoAcssFrebke | 7 f:f SCHF LE A 0=C2EH
1=cHH

WoVENHSraBorsphinte | <7 4 SCHF LISV LRI 0= 25
1=t/

WebVPNFieSaverkirtry- | 7 SCHF B LEE (N 0= %k

Enable
1=t A

WebVPNFawarkdPats SCHF FAFH LR i 11 RN R A4

WebVPN-Homepage | 57 £ XFF FAF R A URL, #1%1 http://www.example.com

WHVINMioSibiintdel | 57 4 SCHF FAFH LR B, ST LU URL B (SSL
VPN HE 45/ -
http://www.cisco.com/en/US/docs/
security/asa/asa80/asdm60/ssl_vpn
deployment_guide/deploy.html

VHVINMoSbHA | 7 §f SCFF TAT R A flhn, WZHEAL T LR URL 1 (SSL
VPN HZ545/) -
http://www.cisco.com/en/US/docs/
security/asa/asa80/asdm60/ssl_vpn
deployment_guide/deploy.html

WebVPNPotFawarding: | < 47 SCHF At JRAH L 0= 2%

Auto-Download-Enable
1=cEH

WebVPNPatFowading: | <7 SCHF A /R1E A 0=C2EH

Enable
1=cHH

WebVPNPartFowading: | <7 SCHF Al JRAH LRI 0=C4%EH

Exc -Proxy-Enable

funeetrosy 1= B

WbVPNPatFawadng | 37§ SCHF A /R1E LX) 0=k

HTTP-Proxy-Enable
1=t A
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71 VPN BB S0 ARA BRS 55 |
B e smssnenEn

B VPN 3000 | ASA PIX Epe Bl B{ESZ{E | FTRERYE
WebVPNSindeSignOn- | <7 BER i IR E HAH 0= 2]
Server-Name

1=t8/aH
WHVINSVCCntDPD | 37 ¢ BER i /R1H B 0= 2%

1=a/H
WOVINSVCConmessin | 7 HE i JRME B 0= 2&H]

1=t)5 8
WebVPN-SVC-Enable | 57 £§: HE i /R1H A 0= 2]

1=)8MH
WHVINSVCGswayDID | 7 5 HE B <R 5} 0= U2k

n = KRBT AR NE, CAFD A A

(30 - 3600)
WebVPNSVCKeepelive | 37 4 BER ELS FAE 0= 2&H]

n={RERERAE, LR AT (15-600)
WOVINSVCKepheE | 37 FF XHE B FAH 0= 2%

1=t )aH
WHVINSVCRdeMid | 7 5 HE B HAE 0="7K

1=SSL

2 = HrhriE

3=ATE (AN SSL)
WHVPNSVCRdePand | 7 4 HE ELS A 0= 2]

n =TI R, Lo Bk s

(4 - 10080)
WOVINSVCRepiedbietE | 7 XHE B <R 5} 0= U2k

1= A
WHVINURLFyetE | 7 45 BER ELSA HAE 0= 25

1=8/xH
WebVPN-URL-List Y TAFH FAE URL 3R 447
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| b VPN EZE 5NED AAA PR S35

ACL % #F#9 URL 22

act ey urL 2 ]

URL #TLLZ 82> URL, 55 ik 55 & (030 O AT B 35 i 1 o

SCRFLAN URL 287!,
{T4] URL https:// post:// ssh://
cifs:// ica:// rdp:// telnet://
citrix:/ imap4:// rdp2:// vnc://
citrixs:// ftp:// smart-tunnel://
http:/ pop3:/ smtp://

£ /2% AV X (ACL) BY AN

« fF AT ip:inacl# FUZR IR AV X 4% H kX2 FE IPsec Fl SSL VPN & /it (SVC) b iiE SEjiti Vs

7] 514 o

o fifi 547 webvpn:inacl# B 2% 1 ERE AV X 4% H Sk%F SSL VPN % ) b

iR 52 .

BT EE) pRiE

* XJ- Webtype ACL, #AHTEEN, KA ASA 2.

R 17: ASA LML

<he EBEFER WLER

ip:inacl# Num= AEH] bRl L Num 2 HE— S, D RBITT AV D7 sl & . 0
5 & IPsec Al SSL VPN (SVC) Pt Szt 15 1n) 41 %

webvpn:inacl# Num= AEH] (BRiR L Num 2 HE— 8%, D RBhIT o2 i SSL AV 0 1 ] 48
i) B XL G AR B Sty 1) 113K

deny HAF LB, (BRI

permit 23 RVFERAE

icmp Y PR S PR (ICMP)

1 L LI P42 19 S B (ICMP)

IP Bix Internet /3% (IP)

0 HY Internet B} (IP)

TCP B feda YL (TCP)

6 L gz P (TCP)
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B =xavnmmEs

2 VPN BB AA RS |

£ h# EBEFER WEAR

UDP il I Bl i il (UDP)

17 X JP Bt ARk ¥ (UDP)

any FH4 FRE AT ML

host THLA TR BN AL R A R

log ik RAEZFAN, RGP IER HEMNR. (5 permit Al log 5
deny Al log AHF. )

It BHAT NTHHE

gt BEAT KTE

eq 5L ETE

neq BETF ANETH

range BHAT AE . MR EAME.

lu\f*l’ AV RTE |EE1|:| /%

& 18: AV B IHEEZ RN

BENEMAE (AV) X (ID %i*5 26/9/1) W H+ M RADIUS k%54 (Blan DR ACS) il

PERRET N LDAP AR 4528 >k S i) 5136
4> Cisco-AV-Pair FI fTEEA1H

[Prefix] [Action] [Protocol] [ Source] [ Source Wi dcard Mask] [ Destination] [ Destination W idcard Mask]
[ Established] [Log] [Operator] [Port]

I LDAP J&

FE 15 FH
23 (B T B4 £ B ST VR VL C N ZEPRAT (145
BRI PR AL I 28 B L. g dRE o TP bk, EHLAE any GBS, W RAE

PP Mk, U)o 200 R {5 T AT HE RS o

H b it M7 HE A

T H T H bk (8 AT A

wx

ARG g A H SR . b ZIAE T e S B AR T EEAE SN 9 AT

@ﬁ{f‘zj‘ Eiﬁ@ﬁ?ﬁ:: j(ﬂ:\ /J‘ﬂ:\ /—T—"fﬂ:\ Z_\‘%ﬂ:o
AN TCP &%, UDP % 15, JEHIH 0- 65535,
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| b VPN EZE 5NED AAA PR S35

gxaviacL =6l ]

FE 15 Bf

GIES AV X HIME—FR RS (I : ip:inacl#l= K RFrUED] ] 515K BL webvpn:inacl# = J&
% )3 SSL VPN U5 3 o I JER1ER AV X K& A 2 Bos i B

P IP PR A4 PR B 5 o 0-255 Y0 il N BB DA T R B2 —: icmp. igmp.
ip. tcp. udpo

b RILHARA N L B HA5E A P Hihk. EHLA L any SCHEF . WAl
FH TP Mkl T DA 2508 Y5 FC AT HERS o 1 BOANTE FH T JE % 7 i SSL VPN,
H ASA HATYRERACHE A 15

Y5 B AT HE R & H TR R RO AT AR . b BEANE H T % i SSL VPN, A2 ASA B
AP EACEE A

BFE AV Xf ACL 7451

AT AL AV X 7RG, I T S0 SV EEE LAt

\}

R inacl# TR ACL # DIEME—10. (B, ENIATERESN (Hlin, 1. 2. 3. 4) . HEie
P, EANITTRER 5. 45, 135,

= 19: BR AV RE S 1T B L R 1E R A

BEL AV 3 R4

RAVFSIELEIRIE

ip:inacl#l=deny ip 10.155.10.0
0.0.0.255 10.159.2.0 0.0.0.255 log

ST SRR R IPsec BY SSL VPN %% P i iR & =ML TR 1P 34 o

ip:inacl#2=permit TCP any host
10.160.0.1 eqg 80 log

AN Fo Vi 5¢ 42058 TPsec BY SSL VPN %% )7 il TCP 7 & M i 111 80 541 214 12
EHo

webvpn:inacl#l=permit url
http://www.example.comwebvpn: inacl#2=deny|
url
smtp://serverwebvpn:inacl#3=permit
url cifs://server/share

YRS 2 URL MG /7 5 SSL VPN i,  FR4a50 )4 a2 IR 2522 () SMTP
T, VR AR E R SS AR I SIS T ) (CIFS).

webvpn:inacl#l=permit tcp 10.86.1.2
eq 2222 logwebvpn:inacl#2=deny tcp
10.86.1.2 eq 2323 log

044 Telnet Vi 8] 3 fe 1200 I AE AFBRIA S 1 2323 1 2222 E#HEAT SSH V510, Bi At
VRS FH e ety 110 HoAd N A 3547 6% ) it SSL VPN 5 ) .

webvpn:inacl#l=permit url
ssh://10.86.1.2webvpn:inacl#35=permit|
tcp 10.86.1.5 eqg 22
logwebvpn:inacl#48=deny url
telnet://10.86.1.2webvpn:inacl#100=deny]
tcp 10.86.1.6 eq 23

A3 FEVERT BRI 11 22 HE4TIE% M 3 SSL VPN SSH V7 lal,  JfHE4ant i 11 23 i3
4T Telnet Vi) o /R BIIR & %4l FH 1) 2 X 86 ACL Si2iti (Y] Telnet 5% SSH Java i
(G
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71 VPN EZE SR AAA PRS2 |
[ Active Directory/LDAP VPN iz 8138 4% )

Active Directory/LDAP VPN 32 77 ja] 4% 4 7= 151
AAHRAEAE ASA EAFFH Microsoft Active Directory il 55 %+ L B £ 43 2 UE ML 1 7~ IR )7 o A0 4& LA
ESE
o ST R PR JE PR SRS S, 5 296 T
* 4 Secure Client B&IE SE g A 1P Hihil/2Hd , 28 297 0T
© SR RVFEIRL i, 5B 299 T
o St 6 S IR TR, 56 302 1T
Cisco.com FEAE [ HoAb L B s A48 LR A B .
* ASA/PIX: il LDAP FCE R VPN 27 b i 45 VPN 21 SR (1) 7~
* PIX/ASA 8.0: Ei i ] LDAP £ 43 Bk >k 7 B 20 e g

ET R PR 48 SR BS ik

SR ) P S s — AT R RS B, U B W DEA T EPRUE LDAP J& 1 W 22— AN U L 5 7
FoE Bk (VSA), s — a4~ LDAP &MU 2 — A2 AN U LDAP @k, osFlEH T
R, 445 IPSec VPN % /i fil Secure Client.

W12y AD LDAP JIa g% & F & A A ™ SERE R SR 0 5, 7661 General ZEI0-I HH ) Office 7Bt
By A B . B H 44 0 physicalDeliveryOfficeName [ Jg 1. 7& ASA 1, GJd:¥
physicalDeliveryOfficeName Wiff 42 R P Banner! (1)) P

EFHIAE R, ASA MRS 25K 2% physicalDeliveryOfficeName [P, %18 WL 45 R E 1
Bannerl, #RJ5 i Biz0cailifs B

S ARG AATTF “JRPE” (Properties) XEHE, SRJ5 i EM (General) LWk, & “Ip4
%7 (Office) 7Bt AXI(E BICA, 7B fiiHl AD/LDAP J&1E physicalDeliveryOfficeName.
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| 5 VPN B2ESNER AAA BR S 5

71 Secure Client [#& X% IP ik 53 L .

Userl Properties llﬂ

R— TerminalServicss Profle | ©OM+ | Exchange Ganeral
e T
|<p Ble Adion  Miew Window Hel MerberOF | Diskn | Erwiorvent | Sessiors | Femole contiod
=T { e 7 o .

e (@@ e[ XE ﬁ»ﬁ_@l@l“ﬂﬂih? Genersl | Addecs | Account | Fiofle | Telephones | Diganization
& Ative Directoey Lisees and Computer [Users 31 objects ﬁ g
-] Saved Gueries e G =
= iﬁ demo, cisco.com Evnﬂ_pdahepr... Security Grou "

+. 5.—’?"““ i Domain &dmins  Security Grou Bt i'-' 3 i I

-] Compukers ﬁonmain{:um... Securiby Grou L il nf

-l i Conlzolers m[)nmain Cont... Securiby Grou

B[] ForeignSecurityPrindpals Last narme:
- o bHope %Dnmain Guests  Security Grou I

b

- Domain Users  Security Grow Diigplay name: EUs!r'I
Enterprise ... Security Grou i
€0 changs Do, Securby Gy DSsErElion |

mExchangs En... Security Groug o
Offige: ‘edcome to LDAP .*_
gl;ra.p Paolicy ... Seourity Grou . I L 1

Guest User
HelpServices.,.  Security Grou §
s wes o Qther..
£ 1=r_poC User E-alt [
€ IWaAM_PDC  User
Marketing Security Grou | sh pans: | Dithes..,
gms and 145 .., Security Grow
Sales Security 5rou
€5 schema fdmns  Security Grou
€ SUPPORT_38... User [ ok | concel | ooy | el |
mTulnutChnls Security & Ol - T
7 Usert User
4 ] | li ﬁwms Lisess Security Group .., Members who have visw- ... =

330370

FIR2 /5 ASA LA > LDAP J& PEMLGT
B gLl Banner, 4% AD/LDAP J& 't physicalDeliveryOfficeName M5 %% & B} & ' Bannerl :

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

$IE 3 ¥ LDAP JE MWL G R AAA MRS %5 .

HEN AAA Hl45-2240 MS_LDAP H 1AL 10.1.1.2 i AAA ARZS28 LA EAR R, AR5 I Se T 61
ZEA JE PEWLST Banner:

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map Banner

P4 B B S .

/7 Secure Client Bx 18 X527 IP ik 4 B

Pz Bl o8 axbgia e ) o, A0 IPsec %7 S Al SSL VPN %/ i o
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71 VPN EZE SR AAA PRS2 |
B 5 sccure Client b5 suiEs 75 1P st 5 B2

NS A Secure Client i Ax IP 70 HE, 54 Secure Client/T] /7 Webl1 Mo & 52504 IP bk, 7
AD LDAP JI# %% #% E i) Dialin #£35+ f) Assign Static IP Address “F-E P Al Q7 Bt H
msRADIUSFramedIPAddress JE1:) , R J5 Qg — > nlks 128 P 22 JRHE 1
IETF-Radius-Framed-IP-Address [ & Ik 5

ESHIAEL R, ASA MRS #5462 msRADIUSFramedIPAddress E, EHZ A WS 2 ERHE M
IETF-Radius-Framed-I1P-Address, J:[7] Userl $&ftEr &t .

S A 23T “JEPE” (Properties) XHGHE, SRJ5 fMii#& A (Dial-in) 0K, %P9 ECERS IP
Hehk (Assign Static |P Address) & EEHEF 4N TP Hikik 10.1.1.2.

[ s 2
ﬂ &dmaniskrator User - -
mCa’t Publichiers o Ten_!md Services Profle I COM+ I Exchange General
!ﬁDHCF Administrators Secu E-mail Addresses [ Eschange Features l Exchange Advanced
DHCP Usars cecy General | Address | Accourt | Profile | Telephones | Organization |
gDmmins secy  MemberDf  Diskin | Enviorment | Sessions | Remote contiol
EDnsUpdatePraxy SECU —Remote Access Pemission ([Diakin o VPN]
mDumain Bdriiins Secul
gbmm Computers Secul © Allow access
Domain Contraliers Secul " Deny access
EfDomain Guests e % IContiol access thiough Remote Access Policy
EDmﬂain Lsers Secul : :
Enterprise Admins Secul
mExch.ange Domnain Servers Secul L Yerky Caller-ID: I
mExdlange Enterprise Servers secu | Callback Options
gqu: Policy Creatar Owners Secul * NoCalback
!ﬁgx; ::EUI (" Sat by Cale: [Routing and Remole Access Service ari)
R Guest User " Always Callback to: |
gHebservlcasGro-.p SECUl
I15_WPG Secu W Assign a Stalic IP Addiess [T
7 wsk_Poc Lser ;
3 1wam_poC User |1 Appb Static Foutes
EMMHW Secu | Define routes to enable for this Diakin
RAS and 1AS Servers Secul connection.
[ﬁSdﬁs Secul
ESthema Adrnins Secul
SLPPOR.T_EBBNS«!D User ITI B Anply Help |
mTei'letChents Secul
ﬂ Useri User
VPN _LUser _Group Liser ‘Welcome LDAP WPH_Liser, ..
£ web1 User )
mWM Usiers Security Group ... Members who have view-... g
m

PR 2 IR LDAP FCE QI — AN @ P .

# Static Address “FB Al 1) AD J&E msRADIUSFramedIPAddress WS 22 JURHE
IETF-Radius-Framed-IP-Address:

hostname (config) # ldap attribute-map static_address
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| b VPN EZE 5NED AAA PR S35

s A nirsiaenE [

hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
IETF-Radius-Framed-IP-Address

¥ LDAP J& iy e AAA BRE3% .

HEXN AAA JIl55 4 40 MS_LDAP ML 10.1.1.2 Y AAA 45 2% EHUEC BRI, AR5 S st )
) JE L static address:

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

WA E I RCE, $IE 2T OlCE vpn-address-assignment i 43K 45 E AAA:

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

i Secure Clientf# 37 5 ASA W1EH: . Mg e BN BIZE AR 55 4% L lC & i 42 ASA 19 1P skt

%6 {{i/1] show vpn-sessiondb svc i 4 K AH UG TEANE S, H50UE2fic ik

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index : 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

SRR N SLIFEFE 48 177 1)

AT R E P VIO REIE ) LDAP J& PR o 0T ELKF Dialin ZEI-R Hr (1) SovF Vs vl F4E
a7 0] v B L 32 8RS P Tunneling-Protocol, 1% )& 1 S0 RF LA BRESE :

& SRy

1 PPTP

2 L2TP

4 IPsec (IKEv1)
8 L2TP/IPsec
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71 VPN BB S0 ARA BRS 55 |
B e nirsiseisa

& (S RIS

16 o7 F 1 SSL

32 SSL % /"4 - Secure Client 5% SSL VPN % /™ i
64 IPsec (IKEv2)

' (1) RAE RIS E TPsec Al L2TP over IPsec. [k, {H 4 il 8 Jfg ik .
2 Q) ISR 1.

A FH s R B PSR Se U5 1] (TRUE) 8GR 267 1) (FALSE) 4504, IS0t fa i HI ™ U5 1) (8 755
AR SR AN SCVFTT ) sAE 2807 () K AR, TS LU R BOR U] ASA/PIX: T LDAP BC

s VPN 27 S WL 28 VPN 2 S0 (1) 7 41 o

R

S A AT “JEME” (Properties) XFUEHE, 2R sk (Dial-in) £, B “ RvF;
] ” (Allow Access) HLik 44
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| b VPN EZE 5NED AAA PR S35

Nil

B

Userl Properties ¥

Terminal Services Profile I COM+ l Exchange General
E-malAddiesses | Eschange Features |  Exchange Advanced
General | Address | Account E Profile | Telephones | Organization
Member Of  Diakin | Environment | Sessions | Remote control |

- Remote Access Permission [Diakin or WYPHN]

s A nirsiaenE [

21

* Allow access

f" Control access through Remate Access Policy

[~ Vefy CallerD:

— Callback Options

' No Callback
" Set by Caller [Routing and Remote Access Service only)

" Always Callback to: I

I~ Assign a Static IP Address I

1~ Apply Static Routes

Define routes to enable for this Dialin
connection.

atatic = |,'|:h.=:\

330376

R
I e R ) S (Remote Access Policy) ZEIIEFESE VT ), WIHRSS #e AN SR [EE, 1
St AR BR DU AR 4 ASA P A ¥ 4 SR 8% 5 1T o o

Al

a)

b)

B gL} tunneling_protocols:

—AN S0 IPsec Al Secure Client i&E$:, (H & 48 44 T5 %5 7 iy

SSL &) e PEL

hostname (config) # ldap attribute-map tunneling protocols

¥ Allow Access BB ¥ AD J& £ msNPAllowDialin Bif 48 BLEHE P4 Tunneling-Protocols:

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

IS TEIER

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

HIE 3 ¥ LDAP JE WU OCHLE] AAA %545 o
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2 VPN B2 5NER AAA AR S5 38 |

| B L

a) HEAN AAA 452841 MS_LDAP I FEHL 10.1.1.2 ) AAA JIR55#% LA B AR -

hostname (config) # aaa-server MS_LDAP host 10.1.1.2

b) RSB JEEMUT tunneling protocols:
hostname (config-aaa-server-host) # ldap-attribute-map tunneling protocols

TR A KULJE VEW R LI E T AR

FRMEH R i SSL IESE, 7 A BT AN, 35 R 2 BB FEHL R 3 1 R M) st A
IPSec 7/ B i iT LIS, DA ARHE IS PR, TPsec 52 SR VR BEIE P

S S AR [

DA 7390 JE 7 T i T R S e F VPG %% 7 oty SSLH S (Bl 45 S AEAK A1) U i) 9 2 fr B

7t AD %545 b, AH Office FBU NG AFAK LI A HK, %5 BUEH physicalDeliveryOfficeName J&
o ARJGEATTTE ASA LA —/N iz e v i 22 JERHE M Access-Hours [ & PR o 78 5 40 50 E
IFEF, ASA &1 physicalDeliveryOfficeName F{E, FH#5 MG 4= Access-Hours.

S P, AT E M (Properties), RJGITITHE I (General) HEIHF:

e e . e
.,,‘ #Active Directory Users and Computers ll_.)g :J.QIE]
<P B petion  Wew Window Heb | | | I =l
= - | Member Of Dialin Envilonment Sezzionz | Femabe control : |
- =+ - 7 {2
Ef;llml & B X F El@ Emh? Taminal Sarvices Proble | COM+ Exchangs Ganeral
< ictree Dinectory Lsers snd Canputer | Users 33 cbjects E-mai Addieszes Exchange Features Exchange Advanced
-0 Seved Queries Nsme Genersl | Addess | Account | Profle | Telephones | Diganization B
= m’i:atm Domniin Adming
# ;
B3 Computers Ocrnn!n Computers g gzl
- : Domain Controlers
(2] Domein Cantroliers B B
[#- (L1 Foreigns scurityPrincipals ;
= Users onain Usarg Eirst name: [Usen I [
Entwriscﬂ.d'rins
Exl:hunuc Coman Servers Last name: |
€T Excharge Entarprise Sarvers
Gru.p Policy Creator Cwners Digplay name: ]UH”
Guest Desipt
HedpSardcesGroup |
s ves Oifice: [Famer
£ w=r_poc
£ twam_poC
€IRAS and 145 Servers Telephone rumber. | theet,
ﬂs-:hema Adiring
SUPPORT_385345a E-mai: |Useri@demo cisca,com
TenerClents
User] Yleb page: | LI
n wgers
ﬁ WPN_User _Group
£ st
. sl B wins users ok | Canesl toply ] A | - e
] i =
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| 5 VPN ERESNER AAA RS 28
i karaan [

WIR2 A E R
B JE kT access_hours, J44 Office B¢ fi H ¥ AD JE1E physicalDeliveryOfficeName B i 43
FHEME Access-Hours.

hostname (config) # ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

$IE 3 ¥ LDAP JE MWL OCHER] AAA %545 .

HEN AAA Hli55 4541 MS_LDAP H (L 10.1.1.2 1 AAA RS2 FHUBCEA N, AR5 RIS A1
JEPEWL) access_hours:

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map access_hours

SR A 4IRS s L ACVERO R RC BN )
R B AT R I RC B J — 2 A T B 9 )BTR A 5 5

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00
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| B L
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