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router ospf process _id
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ciscoasa (config)# router ospf 2

process_id Z: e M FBERE IR AT F B IRAT, T DURAEFIERESL . it ID A HAR T oAl e &
¥ ID IRT: eAE R o SR 2 v DA P AR
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5E X OSPF iz 47 FT£E 1) TP Bk FZ 4% 11 X 35, 1D

network ip_address mask area area id

i

ciscoasa(config) # router ospf 2
ciscoasa(config-rtr)# network 10.0.0.0 255.0.0.0 area O
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bfd all-interfaces

TP

ciscoasa (config) # router ospf 2
ciscoasa(config-rtr)# bfd all-interfaces

B SR OSPEV2 (e # 1 E A H BFD, 154 AT LT #24%

bfd interface interface

TP

ciscoasa (config) # router ospf 2
ciscoasa(config-rtr)# bfd interface inside
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key chainkey-chain-name
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ciscoasa(config)# key chain CHAINI
ciscoasa (config-keychain) #
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keykey-id
YL ID AW AT 0 3 255 2 (A ANAERBILRCE PN AL HIE 0.

TP

ciscoasa (config-keychain) # key 1
ciscoasa (config-keychain-key) #

e P D 1) o ] B )«
key-string [0 | 8 ] key-string-text

* WoRBI 7R, ATH] O R AN ()%

o A8 ] 8 o B A I 2 i o

o )BT 80 AN FAT .

o HHANBEA BB B LB AR T ko B0, “0pass” = “17 NIRRCE.
il

ciscoasa(config-keychain-key)# key-string O CHAIN1KEY1STRING
ciscoasa (config-keychain-key) #

TC B BB 1) on 2 Bk
cryptographic-algorithmmd5
TEF BRI S YRR . BAR G SCFF SHAL Al MDS, {HH A7 MDS5 SCHFPEF R FEL.

TP

ciscoasa (config-keychain-key)# cryptographic-algorithm md5
ciscoasa (config-keychain-key) #

CATIE ) THC ' R 1 A i o D 1A
accept-lifetime[local | start-time] [ duration duration value | infinite | end-time ]
send-lifetime [ocal | start-time] [ duration duration value | infinite | end-time ]
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ciscoasa (config-keychain-key) # accept-lifetime 11:22:33 1 SEP 2018 infinite
ciscoasa (config-keychain-key) #

AT LA show key chain iy & A & 1103 sh % 4 8ERL % s show run key chain 4 H
T A AT B LIS AT I B

ciscoasa# show key chain
Key-chain CHAINZ2:

key 1 -- text "KEY1CHAIN2"
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
* key 2 -- text " (unset)"
accept lifetime (11:00:12 UTC Sep 1 2018) - (11:12:12 UTC Sep 1 2018)
send lifetime (always valid) - (always valid) [valid now]
Key-chain CHAINL:
key 1 -- text "CHAIN1IKEY1STRING"
accept lifetime (11:22:33 UTC Sep 1 2018) - (-1 seconds)
send lifetime (always valid) - (always valid) [valid now]
ciscoasa#

ciscoasa# sh run key chain
key chain CHAIN2
key 1
key-string KEY1CHAIN2
cryptographic-algorithm md5
key 2
accept-lifetime 11:00:12 Sep 1 2018 11:12:12 Sep 1 2018
cryptographic-algorithm md5
key chain CHAIN1
key 1
key-string CHAINIKEY1STRING
accept-lifetime 11:22:33 Sep 1 2018 duration -1
cryptographic-algorithm md5
ciscoasa# sh run key chain CHAIN1
key chain CHAIN1
key 1
key-string CHAINIKEY1STRING
accept-lifetime 11:22:33 Sep 1 2018 duration -1
cryptographic-algorithm md5
ciscoasa#
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* fid'® OSPFV2 #1154, % 16 1L

fic & OSPFv2 & H =3 ID

OSPF Router-ID H 5 OSPF $di & (1945 € 15 %5« 7 OSPF KRG, LA AN 28 AN AE R
5 4117 ) router-id.
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U AKAE OSPF % thHEFE F F- 2 & router-id, ¥ i #%KF H Zhc B A 3= H#2 O F 5 B 1P Hhhbsf e
[ router-id. 7EMC & router-id B, KEANS B RCHTARIE, B2t as UM R ) OSPF HERE CL 8 bR
JFHEEH AN ER R

FHECE OSPF (RHEEID

AT HUTAE ASA EFEIALE OSPFv2 HEFEH 1) router-id.
UL

W T e % th2% 1D, 1A router-id dr 4.
router-id ip-address

TP

ciscoasa (config-router)# router-id 193.168.3.3

PR 2 BRKE B LI OSPF ¥t ID 1724, 15 H norouter-id iy 4.
no router-id ip-address

T

ciscoasa (config-router)# no router-id 193.168.3.3

TR BYERAEID 1TH
FEMN— ASA CEEQT ASA 1) [ 5 —/> ASA (1 ASA 2) ITB G2 /e Bl s (OSPF
Bo'ED B, T DAEE R LU i 2% id 84T 4 -

1 4R O # AL TR, ASA 2 AKATA TP Huhl T OSPF router-id. 4145 2 A # AL T
CEPOCH]” RSB AR, B router-id W] AE L BLAITE AL AR

* W ASA 2 Z B BABLE LT router-id, B A B LRI -
SOSPF: MH#sdifE 1 REELT, HELE 1 router-id
TEE—MNEOEM G, ASA 2 20882 T TP Ml A ok 2% i 2% ids

o W1 ASA 2 Z HI L & router-id, FFHETEEOEKH “norouter-id” a2 I #RAL T “45 81
K7 RS, 4 ASA 2 KA I 8 ide RIS S 8 0 B TP Mk & A T S8 ke,
ASA 2 A IHI S 8% id, HAE K “clear ospf process” T4 M1l
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2. W ASA 2 Z i AL E router-id, JFHAEKH “norouter-id” iy &I &/ — MO KM T “F
OGP ARABOCHR, W) ASA 2 A8 FUBr )6 e ido BT AL T “OCHI/OCH” R,
ASA 2 B2 B IR Hez 1111 TP Mk VR 8 1) 2% HH 2% id.

B & OSPF [Ri&E M A &1z €

AT WAL E OSPF R I K4 40,

P WERE

interface port-channel number

-
ciscoasa(config)# interface port-channel 10
number 2 £k i I IE B 5 .

P2 BCEAL I RN R D — AN PR EL, 77 2R 0 R A S P D ) s «
ospf dead-interval minimal hello-multiplier no.of times

T

ciscoasa(config-if)# ospf dead-interval minimal hellO-multiplier 5
ciscoasa

no. of times Z 4R /R REAS AL AP I Sl (L i B . AR A1 3 A1 20 22 1]

EAZRBIH, 8IS iR E minimal CEE T LA hello-multiplier JS8E 7 HUE S T OSPF SRR I Y %
ferhae. m T aRBscEN 5, IR AL AP I R A .

B E X 0SPFv2

AT U] 5 52 L OSPFv2 HEFE .

FESHEH 7 % F| 0SPFv2

ASA T] DL 2% th4E OSPFv2 8% thiEFE 2 TRl (R T B 45 R o
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\)

i M%ﬁﬁLEXﬁﬁ@%E%%%mwumwﬂ%ﬁﬁﬁ“ﬁﬁEﬁ%ﬁﬁﬁ*%iﬁﬁ L
WA BN RS 1o TS PR B RSB 1, AR MR S S R WS i SCi AR

PO . COER . RIP 2% (hsl OSPFV2 I I EH 73 K B OSPFv2 BEREH, iHHATEL T8
¥R

$IB1 64 OSPF I HHEF:

router ospf process _id

il

ciscoasa(config)# router ospf 2

process_id 2 M H3ERE IR I AE F B IRAT, T DURAEFIERESL . itk ID A AR Al e &
L ID IRAT: eAE R o SR 2 ] DT P AR

R CIE % 1 FOBT 20 A 1 OSPF ittt fi v -

redistribute connected [[metric metric-value] [metric-type {type-1 | type-2}] [tag tag_value] [subnets]
[route-map map_name]

-

i
g
N

ciscoasa(config)# redistribute connected 5 type-1 route-map-practice

PR3 KA hHH 70 & £ OSPF Bl it
redistribute static [subnets] [route-map map_name]

T

ciscoasa(config)# redistribute static subnets

b & 2ok BT A 6 A i th AR 21 OSPF . BT /0 MU P PE i A 11, 15 A R A P 2 Bt ey B D7 )
FUAE, SRIE A AL B e B e S R

T

ciscoasa(config)# ip access-list extended R1 Loopback
ciscoasa (config-ext-nacl) #permit ip host 1.1.1.1 any
ciscoasa(config-ext-nacl) #exit

ciscoasa(config) #route-map Permit to Distribute

ciscoasa(config-route-map) #match ip address R1 Loopback
ciscoasa (config-route-map) #exit

OSPF
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OSPF |

B seoEss %2 0spr2

LEQIEE R WU e, K A S AL redistribute @741, Q1R Fs:

T

ciscoasa (config) #router ospf 2
ciscoasa (config-router) #redistribute static subnets route-map Permit to Distribute

4 4% A —~ OSPF ¥ et f2 8530 70 & 21 55— OSPF 4% it R

redistribute ospf pid [match {internal | external [1]| 2] | nssa-external [1 | 2]}] [metric metric-value]
[metric-type {type-1|type-2}] [tag tag value] [subnets] [route-map map_name]

i

ciscoasa(config)# route-map l-to-2 permit
ciscoasa(config-route-map)# match metric 1
ciscoasa(config-route-map)# set metric 5
ciscoasa(config-route-map) # set metric-type type-1
ciscoasa (config-route-map)# router ospf 2
ciscoasa(config-rtr)# redistribute ospf 1 route-map 1l-to-2

& nT LAAE iy & A% FH match JE TR ITECRT 1 B 96 vk, AR o] DU FH % fh s . subnets & 10 4E
route-map fir & HF A SR, IR ALE redistribute 4> H (AT FH % H LS A mateh T, U3
VLA o

AN LR el AR T 1 R ARAH L ACOK S AN OSPF HEFE 1 2 OSPF #ER% 2 1 )ik th FEHT 70 K
ASA REIZ L iV AR VDT AT 20 e, e dEARoh 5, FEARSRRNRMY 1.

Fe ittt M —A> RIP % d 2t FEFO8 70 A 8] 55— A OSPF B thi ke -

redistributerip [metric metric-value] [metric-type {type-1|type-2}] [tagtag value] [subnets] [route-map
_hame]

i

ciscoasa(config)# redistribute rip 5

ciscoasa (config-route-map) # match metric 1

ciscoasa (config-route-map)# set metric 5
ciscoasa(config-route-map) # set metric-type type-1
ciscoasa(config-rtr)# redistribute ospf 1 route-map 1l-to-2

K i A~ EIGRP ¢ tBERE HLH7 70 & 31 53> OSPF % b fE -

redistribute eigrp as-num [metric metric-value] [metric-type {type-1| type-2}] [tag tag_value] [subnets]
[route-map map_name]

Tl

ciscoasa(config)# redistribute eigrp 2
ciscoasa(config-route-map)# match metric 1
ciscoasa(config-route-map)# set metric 5

ciscoasa (config-route-map) # set metric-type type-1
ciscoasa (config-rtr)# redistribute ospf 1 route-map 1l-to-2

| OsPF
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mEGKEEN %5 osPre mzreC e |

Bc B IR EF 57 & F OSPFv2 FTEVESR IS

Pk B AR % B FE 40 & B OSPF iy, CKEAEART LSA A sl 15 /N . AN, mr B
ASA P E 0 0T84tk AT HERD B B 0 BT A T A Bl s K . PEIEC E nT Yk OSPF
B R A E s E ) KN

A LA 55 95 2 TP kAR XS AR DU AR i o AR ARD AT P P 0 e i e A 2 0 S 20 A (R 4R

AN NS R IC S ek

SE AN R e RS T O R St AR L R BT R 2 AR e R Y, TS RAT
LAUR 2D ER:

f1%E OSPF & hiE e

router ospf process id

il

ciscoasa(config)# router ospf 1

process_id Z i itk HBERE I Y AL T AR IRAT, T LURATATIE R4 . 0 ID A be B AT A oAt B £
L ID DUAC; EAE N A . S 2 W LA I A R

TR A

summary-address ip_address mask [not-advertise] [tag tag]

TP

ciscoasa (config) # router ospf 1
ciscoasa(config-rtr)# summary-address 10.1.0.0 255.255.0.0

LEATREI R, WAk 10.1.0.0 U8 Hikk 10.1.1.04 10.1.2.05 10.1.3.0, ARULEHE. EAMTEEBRORS
10 45 TPV GE 5 #e ik 10.1.0.0.

B & OSPFv2 [Xim <z (BB HRC &

RV SR A T U A o IR RS SO DRl S e s 1) A DI 7 AN S B . AE
OSPF 1, DX Il 5 i b g —> DI 1) R 30 15 1) 5 — A g o 2 SR RS 7 500 e X ek
2% 5 RAE IS, U T DIORE X e 57 M0 S 30 T B o, RS X P J g Y 0 A
M 25

S SIS e L, AT LU PR

osrF
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B ==zospreznsy

Nil

B

@ OSPF i it A T HE Nt OSPF BERE [ it 1h i c B A% X

router ospf process _id

i

ciscoasa(config)# router ospf 1

process_id ZHUE Lt dRERE A A A T AORR IRAT o BT DURAEATIEBEEL. 0 ID AN AR AR B
# L ID DUPCs e AT o St 2 T LM A A R

W E R
area area-id range ip-address mask [advertise | not-advertise]

IR

ciscoasa(config-rtr)# area 17 range 12.1.0.0 255.255.0.0

FEARGI T, HihEy F ¥ B AE OSPF X182 [A].

fii & OSPFv2 iE 5%

WA, ] DU O S i T U OSPRV2 8. s Wt M B4, HEU MO
BOAEE LI 2% T (1 B 4% s 22 [A] A 25— 3%:  ospf hello-interval . ospf dead-interval Fll ospf
authentication-key. WAL E AT S, MR R 4% L HTA 28 iR B A LA A

EHCE OSPFV2 #H: S 4, WEHUTLA T DR,

£%d OSPF it HERE :

router ospfprocess-id

i

ciscoasa (config) # router ospf 2

process_id ZHUE A BB EHA B e BEREAE AT AR IRTS, W DURAEATIEBEAL. 0t ID AN AT H AR B
# LI ID DUPE; e AL o e nl M AN ERE

5 X OSPF iZ4T FT7E 1 TP Mol FLZ4 11 X 35 1D

| OsPF
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networ kip-address maskar eaarea-id

T

ciscoasa (config) # router ospf 2
ciscoasa (config-rtr)# network 10.0.0.0 255.0.0.0 area O

PR3 AL AR

inter faceinterface-name

T

ciscoasa(config)# interface my interface

S4B O B bfd, TERAT LR R
ospf bfd

i

ciscoasa (config-interface)# ospf bfd

PIRS  fEEO M S RIEER.
ospf authentication [key-chain key-chain-name | message-digest | null]
RABCE N R PIFEL IR A RIERPHERGEE, WS IE S RTS8, 25 8 it

T

ciscoasa(config-interface)# ospf authentication message-digest

HIE6 AR OSPF B i #% £E 4l OSPF fa] 25 i £ 473 5011k 1 W4 Bt LA FH 1) 20«
ospf authentication-key %4/

i

ciscoasa(config-interface)# ospf authentication-key cisco

key ZHT LR KSR E N 8 AT AR FELLE 74T i

2 ASA AT A b SRR RN, i & G 1R B T A BTN 21 OSPF bk I . I LA
AR DV 2R B i o [R]— 2% R T A 4R % e s 80 20 BAT /) — B i 4 REAT

#: OSPF fii .

BT WIHIFREAE OSPF #2101 R G K Ao 1 FF8Y :
ospf cost A
il

OSPF
I 7
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i osP

ciscoasa(config-interface)# ospf cost 20

cost JE M 1 & 65535 R4,
EARFIR, cost WE N 20,

BEE B AL ARSI bl A1 75 W4T i OSPF it e 4% 5% AL | e A0S5S4 PR D 4

ospf dead-interval

IR

ciscoasa(config-interface)# ospf dead-interval 40

AN T4 L (KB 10 AR
He5E ASA F OSPF 45 11 5 6 I et 1B 9 6] 4
ospf hello-interval ¥

IR

ciscoasa(config-interface)# ospf hello-interval 10

A ZION T W 2 KBTS R A
J&i F OSPF MDS5 5 4 B iF «
ospf message-digest-keykey-idmdSkey

il

ciscoasa (config-interface)# ospf message-digest-key 1 md5 cisco
ATLARCE L S8

key_id - Y IHI7E 1 22 255 W IFRIRFT .

key - i % 0 16 71 [ 7 REC 7 # 1

OSPF |

HH, RN DAL AN PR AL AR AN 2E B 0 B AR S A B EA T S A I . 4D

Je e e b AR ] — S AR TR s 20U AT AT ] 2 A

AN EREN R IR 2 AN RERESIEr s P, IR TH 8 B LAR A R Se 4k 8 5 %nid 1H

FHIE R RGIATIAS o« MR TH 3 D138 298 VR 50 S8 0 18] (R T4 o
BB LS LA B 5 W45 1K) OSPF $i5 7€ 1A% 1 25«

ospf priority number-value

T

ciscoasa (config-interface)# ospf priority 20

F



| ospF

mgospr2iz0ss [

number_value Z 3154 0 %2 255,

FEZ BT, XTI N, TR 0 U IR Bt AN O TR g B s . OSPFV2 SEBII oS 3t
R ST AT R R

i€ JB T OSPF 2 1 IATHR (1 LSA HBr %4 1) b #0 4L -

ospf retransmit-inter valnumber-value

T

ciscoasa(config-interface)# ospf retransmit-interval seconds

seconds B AL UK T-IEH2 (1 2% EAT R PN B i 4 T I PUIAE IR AE IR o YE AN 1 31 8192 7
ERINE N 5 75

WEAE OSPF #2111 F RSB B RS BB B0 A I s i Ak o D 2
ospf transmit-delay#»

Tl

ciscoasa (config-interface)# ospf transmit-delay 5

seconds B R 1 42 8192 #b. BRINEN 1 b
BCEAE 1R A RIE I P L 5 df L ) Bt
ospf dead-interval minimal hello-interval multiplier #%§

i

ciscoasa(config-if)# ospf dead-interval minimal hello-multiplier 6

ARBAESEANT 3 0120 Z ) HEE
SR ARE Y ESEP DS | S

ospf network point-to-point non-broadcast

T

ciscoasa(config-interface)# ospf network point-to-point non-broadcast

B3 R My et SRR RBINE, BT L OSPF AR & TV St lsh ALRJE K. A iEty,
S WE A OSPEV2 AF e, 55 23 . sk, BIAeAE %0 Fg X4 OSPF 4l .

osrF
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B s osrre sy

BLE OSPFv2 XiZ 5%

A LIBCE 21> OSPF XIS H. KX SH (WonfELL MMESSPIRT) Wi ES MRIE. &
SORATIX 8 LA K 1) BRAAVC S H 43 BORF S FFAS o 5 0 50 TR SAM L 5 A 1) DX Sl AR 2 AL U 1] B 7

AR DA 1 A R R B X 3. AR, ABRAERL T 2 AV RGN HARIIA T X
SRR I ERIA AP RS 1o BRI OSPF AR XIS R, A ZRAEAR T DXtk P AE ATER A e o 220t 2D
&E%ﬁ*%gﬁ*mmAﬁi,@ﬂ%&ﬂmhﬁ%waammmﬂMmemw%%%,U
B IEFERAI BB TS (3 R LSA) AR FNZA T XA .

Q% OSPF i phE
router ospf process id

TP

ciscoasa(config)# router ospf 2

process_id ZHUE Bttt d b RE 1) A AL IORR DA, AT DUZATATIERE K. 6 1D ASab 55 AR oA 0 4%
B ID DURC; e AHE AR o R 2 T LU P A R

23 OSPF X354 FH 5 473 501 =

area area-id authentication

-
ciscoasa(config-rtr)# area 0 authentication

23 OSPF X 18,3 F] MDS5 & {356 11F :

area area-id authentication message-digest

T

ciscoasa(config-rtr)# area 0 authentication message-digest

B & O0SPFv2 5 jE 28 1

I AU R FPn] 1 9 OSPF S8 7 rh # i ol e i 110 i oy sl 9 2%

| OsPF
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& osprznssa [

UK

FIR1 JA T OSPF % it L IHHE A th A e B A X
router ospf process id
il
ciscoasa (config)# router ospf 2

HIE2 WU N\ OSPF HUBTH 2 % Hi OSPF S nh I 1 A it o i[9 2% «
distribute-list acl-number in [interface ifname]
distribute-list acl-number out [protocol process-number | connected | static]
24 acl-number $i75E 1P V5 R S35 o I In) 813 2 SCEEAE % H B8 i F2 M0 ) 0 246 A0 240 P P9 5%
SO LIRS TAENEERT, RE ine ] DLIG RS e BN B2 R BRI T8 0 BB
SEOFTH I YE A o
To apply the filter to outbound updates, specify out. & n LUl #ERE S CAEHE RIP) EFEMEHFE w —
AL (bgp. eigrp. ospfakrip) LA N4 KA1 Bk n] DU %o 4544 T 4% /& 1 it connected
b2 static i AR AN BEAT I 38
il
ciscoasa(config-rtr)# distribute-list ExampleAcl in interface inside

B & OSPFv2 NSSA

NSSA [f] OSPEv2 SEZjiZ5 Ll T- OSPFv2 KA X, NSSA ANk 5 2K4ME LSA MAZ iz it 38 3% X 35k
R, B ATAER R Y DL BRI 7V SN H VR RGN

NSSA i FHi 70 K 7E NSSA XY H T 7K B RFEIMBEEH . 1XLE 7 LSA 1 NSSA ABR #4#
HLEREAN Btk by HE ) 5 2K LSA . FEF Mt B b SR MR I

T A ST L TURAT ] OSPEV2 i FhCadili s ZE 2 2167 NSSA A8 FH oAt % b sl i 3z F sty 7 ISP i Y
SEHLOY, AT AR AL B,

7E NSSA SEEHT, At m5ids A b 28 Rz B th 2% 22 18] (3 BEANBE/E 4 OSPRV2 R 5 X Iz 1T,
PR Ay 28 R 3ty A 110 4% R TG FE 0 0 e BIR Y X dak, I HL 75 AR FE P AP I R Do JE S s AT TR Bl
W RIP) I H AR T 20 &% 7048 H NSSA (IFESLT, %8 A] DL b A % o8 Fl i i
% 2% 2 TR P X 48 XA NSSA Kol OSPFV2 ¥ 78 s it FE iz

I D BEZ i, THRENE LA T AE .

osrF



OSPF |

B oeeims e vt (0SPR2 70 0SPR3)

Nil

B

o AT LU E T REAME HARN 7 2REA M . BoE N, B 5 NSSA o NSSA X
D AR 7 BB

o [ DX A FROEEA B i A0 20 R X0 NSSA; A0, % i s e i A ELI A

Bl OSPF B e :

router ospf process _id

il

ciscoasa(config)# router ospf 2

process_id Z: %0 M H B RE IR YA FH BRIRAT o e T DURAR AT IE 2440, itk ID AN b S5 AR e oA R
# LR ID ULRAC: eAHE BT o s 2 ] DU T A ERE o

5E X NSSA [X 5 :

area area-id nssa [no-redistribution] [default-infor mation-originate]

Tl

ciscoasa(config-rtr)# area 0 nssa

BRI Mk S 3 Wi/ R R
summary-address ip_address mask [not-advertise] [tag tag]

IR

ciscoasa(config-rtr)# summary-address 10.1.0.0 255.255.0.0

X OSPF A 1 st iy 443 5 20 OSPF ASBR KM 138 i A i Mk 2 o (14 I A7 58T 20 A 1A % i 14

X
Ko

TEA R g, 0 MHHE 10.1.0.0 f & Hikk 10.1.1.00 10.1.2.0. 10.1.3.0, KH2EHE. EAMBEERIRGS
T 5 H G 5 Huhk 10.1.0.0.

iR

OSPF ASZHRIC Kk 0.0.0.0 0.0.0.0.

A ERECE IP ottt (OSPFv2 70 OSPFv3)

SR AEHT 2 AN VAR, IUR] DU % e 4 1D S4B 7 BC TPv4 Mty [

| OsPF



| ospF

ey ospr2 42 I

322y OSPFv2 1 OSPF3 (g 8NP LU BE 0 (1 4 1D AR BFILAYIC IPv4 MUk, 4R LA R iy

8 PN VAR TV 2% th 2 1D BRI
router-id cluster-pool hostname | A.B.C.D ip_pool

TP

hostname (config) # ip local pool rpool 1.1.1.1-1.1.1.4
hostname (config) # router ospf 1

hostname (config-rtr)# router-id cluster-pool rpool
hostname (config-rtr)# network 17.5.0.0 255.255.0.0 area 1
hostname (config-rtr)# log-adj-changes

TERCE T EANE LR, cluster-pool X823 o HI 1P #idibi ¥ Bic & . hostname| A.B.C.D. K+
&2 It OSPF #EFLMY) OSPF % 148 ID. ip_pool Z%45 & 1P kit i 44 FK

et

RAE R, WE TR % 2% ID 19 IP duhbit . WU RECE 1P Huhibib, W) ASA fliH [ 3)
A2 BT A% 1D

ENXER7S OSPFv2 53 &

1T B e U AS OSPEV2 A Jm Kl il sk s AE ) #8 W 45l 7 OSPFv2 i HH . it sbohfg, #&nf LS
B VPN &8 #& OSPFv2 il f, ANk 15 3354 GRE P .

THEZ T, G R OSPFv2 4B & AR . A CEIAEFAR HTEAGER, HSHIEHS
Hh .

A OSPFV2 B FH it FE:

router ospf process id

T

ciscoasa(config)# router ospf 2

process_id Z¥UE BLit tdbRE i) A ERAL T AORR VAT, T DURATATIERE S . 6 1D ASab 55 AT oA e 4%
EID VLRE; A AR ] St 2 T LU T AN IR .

osrF
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B essoitgiters

OSPF |

I 2 & L OSPFv2 AT [X 45 :

neighbor addr [interface if name]

TP

ciscoasa(config-rtr)# neighbor 255.255.0.0 [interface my interface]

addr Z47E OSPFv2 4B J& (K] TP Huhik. if_name 240 T 5 40 m A8 A5 1045 1. Wik OSPFv2 48
Ja S AT HRGERR AR DOAER M2 L, WA 2R 1 .

BB HITH TR 25

UK

T8 AT LA & OSPFv2 HcH b 5 ey 55 F0 R ) SPF TSIk 2 [R) R A SR B[] o A5 mT DA 5 7 o 45
SPF T4 Z [A] Y PR K IR TA] o

S 1 Ald OSPFv2 B it

Nil

B

router ospf process _id

IR

ciscoasa (config)# router ospf 2

process_id ZH& I HHBERE A AT AORRURRT, AT LURAEAT IEHE4. 6 ID ANb S ATAT Hofth e 4
LF ID VERC: AN HE A ERAE o AR 2 n LA AR

P B B EH U SN TR

timers throttle spf spf-start spf-hold spf-maximum

T

ciscoasa(config-router)# timers throttle spf 500 500 600

spf-start Z % /& OSPF 20 b T8 o A1 H 5 5 SPF LIS 22 (R U SEIR I 1) CLAZZRR A BAhr) o )
LT 0 11 600000 22 [8] fr %55

spf-hold ZH0J& P IRIZELE SPF T ALRIRE S T8 (LR R AL o e n] BLEAT 0 F1 600000 2
GIGUE <288

spf-maximum 2 ¥ P GESE SPF 115 8] BE i e K] (A= R 7)o &Rl U 0 31 600000 2
B A EE L

| OsPF
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REDSTEETSN |

IERABE RN

EINE W R, 7€ OSPFvV2 4BJ& B ahai Rk I & A i 2 40 H & B .

W ZAEATT I debug ospf adjacency v 2 I HL T T il OSPFv2 4B Ja & i Bk & % i, 1 I &
log-adj-changes 4. log-adj-changes i3 F 55 /0 (R4 A A0 S5 0 R M s ] . i R B FH
BRI B, ERE log-adj-changes detail 4.

B OSPFV2 B FH i FE:

router ospf process _id

-

ciscoasa(config)# router ospf 2

process_id ZHUL Lt dRERE A A AL T AORR IRAT, ATRUR AR IERE S BE ID ASs 5 AR AT o e 2
LF ID IURC; AN AT o SR 2 T LA T A A R

N R Bl s AR AT e e H Al ok
log-adj-changes [detail]

B E SR IIEFT AR iA%E

N T SESRA EE 22 R, AR AT LA TGP WSS HEAT B I AR IR e B 41 o e s g T B
AEATFTE R A A DUT T ch DS R IR R B B, AT DR AP W45, J8E Gt 15 % ) e £ R R |1
Vit SIS U T PR Pl A B R RS o 7ERC B S OB DIBE I b R isU) £ 43 BE I
TR I B SN A XA BT Bk b T DI S A I R PR A
R PIEAA N ZIY HOR R ENE B % 9], W OSPF 28 f5eJmi — M1 2803 DR YE 50 A5 442 R 48
KRR

AU Fy OSPE K25 4K B O B0 F A i % g B . il B e % )5, 8] LUR L T X
FHREFLEERE (1) OSPFV2 SR B UE o X SR F AR [H] 1 S SR (MIDS B 885 ) 8 1D,
LT RINAR e R R o B T MR W] A2 1 LS BRE, 1550 B OSPFv2 #2124, i 16
s

A

TR PIEE, W PITLLU N PR,

SR A AL B D

osrF
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B e=soniarmuzas

key chainkey-chain-name

T

ciscoasa (config)# key chain CHAINI
ciscoasa (config-keychain) #

TRHUAE T GRS 8 SO PIBE I SRS 5
PR 2 FE A PIFE bR LT
keykey-id
YL ID AR AT 0 2 255 Z [ ANAERBITERCE PN AL HIE 0.

TP

ciscoasa (config-keychain) # key 1
ciscoasa (config-keychain-key) #

PR3 O A PR R U
key-string [0 | 8 ] key-string-text
s WGz, AT O R AR N ()%
o A8 8 Ao B A s 2 i o
o ) B SEW]  80 A4 .
o HHANBEA A BT BB AR ST ko B0, “0pass” B “17 WIRRCE.
il

ciscoasa(config-keychain-key)# key-string O CHAIN1KEY1STRING
ciscoasa (config-keychain-key) #

IR 4 TCE B PHRE 00 Sk
cryptographic-algorithmmd5
TEF BRI F YRR . BAR G 3CFF SHAL Al MDS5, {H A7 MDS5 SCHFEF R HIL.

TP

ciscoasa (config-keychain-key)# cryptographic-algorithm md5
ciscoasa (config-keychain-key) #

WIRS  (Ah) MCE 2 P RE I AR i S S A
accept-lifetime[local | start-time] [ duration duration value | infinite | end-time ]
send-lifetime [ocal | start-time] [ duration duration value | infinite | end-time ]

TEnT LU R B £ B HA Ve o A4 3 P U0 ) 42 52 32 T D I ) ) B o 5 SIS ] R DAy i 458 I 1) g 4
XS], B2 R A i e S 5 RN A A 0 I ], ) PSR AN EI 3]

LR D T AR (B AN 45 AR AR A B0 R R

| OsPF
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 FEARE T @RAAF I, THAAEAAIA W 22 M.
o P2 BURGR AR T U A A7 I UL T S5 R AEAF Y o
i

ciscoasa (config-keychain-key)# accept-lifetime 11:22:33 1 SEP 2018 infinite
ciscoasa (config-keychain-key) #

T LA show key chain #r &2 W & EIFJE 2 % 8 BERLE s show run key chain 74 H
TAEFE MR ST I RS .

ciscoasa# show key chain
Key-chain CHAINZ2:

key 1 -- text "KEY1CHAIN2"
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
* key 2 -- text " (unset)"
accept lifetime (11:00:12 UTC Sep 1 2018) - (11:12:12 UTC Sep 1 2018)
send lifetime (always valid) - (always valid) [valid now]
Key-chain CHAINI1:
key 1 -- text "CHAINIKEY1STRING"
accept lifetime (11:22:33 UTC Sep 1 2018) - (-1 seconds)
send lifetime (always valid) - (always valid) [valid now]
ciscoasa#

ciscoasa# sh run key chain
key chain CHAIN2
key 1
key-string KEY1CHAINZ2
cryptographic-algorithm md5
key 2
accept-lifetime 11:00:12 Sep 1 2018 11:12:12 Sep 1 2018
cryptographic-algorithm md5
key chain CHAINI
key 1
key-string CHAINLIKEY1STRING
accept-lifetime 11:22:33 Sep 1 2018 duration -1
cryptographic-algorithm md5
ciscoasa# sh run key chain CHAINI1
key chain CHAINI
key 1
key-string CHAIN1IKEY1STRING
accept-lifetime 11:22:33 Sep 1 2018 duration -1
cryptographic-algorithm md5
ciscoasa#

T—5Hit4
IRAE, ST DU FH G & 1) 3 g ok e L2 1 (1) OSPFV2 43 56IE
* Bd® OSPEV2 #: L1 Z%1, % 16 1L

OSPF
I 2
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B == osers

fic & OSPFv3

AN HEE OSPEV3 B b FEFTES A AESS

/2 F OSPFv3

95 ) OSPFV3, #3502k OSPFv3 W4 FHUERE, 1% OSPEV3 (X 5k, i3l OSPFV3 (001, A5
B 4%t FHT 0 & 2 H AR OSPRV3 i bt R .

$IB1 64 OSPFV3 %tk i

ipv6 router ospf process-id

-

ciscoasa (config)# ipvé6 router ospf 10

process id Z 4 bk I RERE K A AR AORRAS, W LURATATIESE 4. IARZEA D B AT HAB B % 1
MIFRAEILEC; eI BT . s 2 T DU I A R

P2

interface interface_name

-
ciscoasa(config)# interface Gigabitethernet0/0
P33 QI A HRE IR ID ) OSPFV3 % i EFRALE A fi7 & X 45 ID 1) OSPFv3 X35,

ipv6 ospf process-id area area _id

i

ciscoasa (config)# ipvé ospf 200 area 100

B2 & OSPFv3 IEO5 %
R, ] DU e g TR O OSPEV3 2488, LEHE LT S%, HEUTEDS

FAE FERE I 2% T (K BT AT B8 252 TR 42— 2 hello-interval #1 dead-interval. 405l & H T4 =
B, TERIOR M EE LT A B b g RS A A R
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i
S
N

igospranss [

5 OSPFV3 % rhdk s

ipv6 router ospf process-id

i

ciscoasa(config-if)# ipv6 router ospf 10

process_id Z K bt R A A SR T ARAS, AT LIORAEAT RS 5. BbR2E A AR LAt e |
FIARRELHC: BB NI . 2w LUE T AN R

T O R ] bfd, IEBAT LR
ipv6 ospf bfd

i

ciscoasa(config-if)# ipvé ospf bfd

f% OSPFv3 [XI5:
ipv6 ospf area [area-num] [instance]

i

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200

area-num 240 B0 TR S I U X, - AT DO+ HERME 2 1P bl instance S 7 72 47>
e 8z D DXk sE 6] ID. #2100 HAE — 4~ OSPFv3 X4, & n] LAAEZ AN 0 A F— X 3, JfH.
AN VAT LU AN A7) X 52 451 1D

5 € 75 OSPF 42 1R IR HH A0 R H4S -

ipv6 ospf cost interface-cost

i

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200
nameif outside
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i

-

Z3

g

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200

interface-cost 2 47 5& &7 A BEBCIRAS IR AR O JCAT 5 B8, HAE VBRI T LAY 1 2 65535, BRIATT
BT 98

fiiide 1] OSPFv3 4 1 f{4% H LSA:
ipv6 ospf database-filter all out

Tl

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf database-filter all out

BOATEOL T, Pl i LSA #z it iz 11

TCELAE AR5 A W % 8 5 P 2 B AN A A I U 5 0 R I ) B CRARB A B
ipv6 ospf dead-interval seconds

Tl

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf dead-interval 60

VZAE I T [R]— 2% L i A 1 s AR 1), JF HYSE I R 1 & 65535, BRIA(H 2 ipv6 ospf
hello-interval fiv4 1 & 1Y 18] BE A P9 4%

T FE DN s 28 2 .
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ipv6 ospf encryption {ipsec spi spi esp encryption-algorithm [[key-encryption-type] key]
authentication-algorithm [[key-encryption-type] key | null}

i

ciscoasa(config-if)# interface GigabitEthernet3/2.200

vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200

ipv6 ospf encryption ipsec spi 1001 esp null shal 123456789A123456789B123456789C123456789D

ipsec KHEE 4R IP il spi spi KEEFSH R e Z 2 KIE RG], EUALETEH 256 &
42949667295 P I LA-HHEHIE AN

esp KR B e A 518 encryption-algorithm 57k 2 £ ds e 22 5 BSP AL & i s B0k .
Gy CIEREERT

* aes-cdc - 3l AES-CDC %% .
* 3des - Jo F 3DES %,
* des - JA /] DES hn%,
* null - $§E AN 1 ESP.
key-encryption-type Z %1 L& DL R PIAMEZ —:
* 0 - FHHA M.
7 - EPIEINE.
key Z40 48w 1 B LV A BT o 2 BCA R 32 AN PONHERIECY (16 1) o BEIRIR

AN TSR B s S e BRI (B AES-CDC) 1] LB R I RN
authentication-algorithm 2 %47 & L8 1] (I3 5y 3k 5%, WL BIRZ

* md5 - i HH B2 5 (MD5).
* shal - J&i /| SHA-1.

null G872 o DXCAon %

RO LA T OSPFV3 N HARJEAL T-HALK L (Flan, Xk o) b, JFHEAE ASA HiZ%
XITE AR, M2 i ASA FIXIK. ¥ ASA FIXIEHE S 0 2 )5, 78 OSPEV3 4RI K
2RI AP ZEIR .

5 IR0 B ) LSA vzt
ipv6 ospf flood-reduction
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TP

ciscoasa (config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200

ipv6 ospf flood reduction

FB  fEE I EAOR I s 0 (R R IR RS CLLRD 4 A7)
ipv6 ospf hello-interval seconds

T

ciscoasa (config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200
ipv6 ospf hello-interval 15

WA AL ZIUR TR 2 2% BRI BT s B AR ], JF VS FRITT LU 1 2 65535, BRATRIBE XS T LK R %
F29 10 #, XFFAE 4k 004 30 #5.

$IE10 F 3 DBD il /5, AEH OSPF MTU ANULACAS -
ipv6 ospf mtu-ignore

Tl

ciscoasa (config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200
ipv6 ospf mtu-ignore

BRINTE DL R, OSPF MTU ANVLACKL I U JH H
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TR K OSPF LRI B E N BRERINLAAMA AR, AR gk T 45 ST

ipv6 ospf network {broadcast | point-to-point non-broadcast }

TP

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6é enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf network point-to-point non-broadcast

igospranss [

point-to-point non-broadcast B I 19 4 A AL ¥ B A mON R IE) T #E . broadcast S8 IR M 4

RMBE )

BRI AL, IXA BT WA 5 45 E (1% s -
ipv6 ospf priority number-value

T

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf priority 4

HRAETEHE A 0 3 255,
o 'E 54 #E 2% 1) OSPFv3 1% 2% HLi% -

ipv6 ospf neighbor ipv6-address [priority number] [poll-interval seconds] [cost number] [database-filter

all out]

i

ciscoasa(config-if)# interface GigabitEthernet3/2.200

vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

osrF
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ipv6 ospf cost 100
ipv6 ospf 100 area 10 instance 200
ipv6 ospf neighbor FE80::A8BB:CCFF:FE00:CO1

R4 $5EJE THE AR LSA FOB AL 4 (1) (] B Ik a] CRARD 4 547D
ipv6 ospf retransmit-interval seconds

IR

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf retransmit-interval 8

I T A Z0UK T3 R 1) W 2% EAT R P B s Z TR R POUIAE IR AEIR o A7 R T Bl 1 21 65535 75
BROAE N 5 7.

PERS WEAER O BRI B B WP (A T IR E) CRURR D B0

ipv6 ospf transmit-delay seconds

i

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200
ipvé ospf retransmit-delay 3

HRAENTEE A 1 3] 65535 Fb. BRUEN 1 7
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BLE OSPFV3 RIS

J& B OSPFv3 % H1 iR

ipv6 router ospf process-id

TP

ciscoasa (config)# ipv6 router ospf 10

process-id Z 42 Phitk thBERE K A B AL (AR VAT, AEASHIEEAT 73 IE, ATRIGZR A 1 28 65535 IAEAT IE
A L ID b B AR Al B I ID VLRC; e BN R B fdm 2 nT DUE T AN 25

it 'E OSPFv3 X1k 24
HREE X

Tl

ciscoasa(config-rtr)# area 10

SCFINSEAFE N 0 2 4294967295 11T 3EHHETE A K X Ik ID A1 1P b4 = A.B.C.D X1 ID,

i 2B A FEERAE
default

P

ciscoasa(config-rtr)# default originate

originate Z 443 Kk BRI H
FEHIBR NG B4 K

default-information

RIS % 258 52 X OSPFV3 B H A HL I 55

distance

-
ciscoasa(config-rtr)# distance 200

SCRFINZEARAE ) 1 28 254 11 BLER 2 A1 OSPFv3 B (1) ospf.

% 2RI 6 22 3 OSPF (MOSPF) idi 0 i B IR AR T8 25 (LSA) i, kAl 1sa 50K 1% &
ZHEMHE:

osrF
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ignore

T

ciscoasa(config-rtr)# ignore lsa

e it S INC BN 7E OSPFV3 &8 Ji JA 8 B I I8 R 48 H A H R

log-adjacency-changes

i

ciscoasa(config-rtr)# log-adjacency-changes detail

i detail 240, K&l K PTAIRE .
FHILERE 1 RIE AR e S

passive-inter face [interface_name]

i

ciscoasa(config-rtr)# passive-interface inside

interface_name £ %135 & OSPFv3 BEFHIS AT T (K42 LI IR 44 K .
C BB B A R T 20 A B 5 — i e
redistribute {connected | ospf | static}
Hrpe

* connected - §if & CIEFLH H .

* ospf - 455 OSPFv3 # (.

* dtatic - FRE RS
IR

ciscoasa(config-rtr)# redistribute ospf

AR E HERE G L[] E 6 1 4% 1D

router-id {A.B.C.D | cluster-pool | static}

Hore

AB.C.D - L IP HilikA% XH & OSPF % H14% ID.

OSPF |

cluster-pool - 7EC 'S T 52 AR RERTC & TP skt . A5 SCSERER A 1 TP Mol O PR B, 3

xR AR E TP Huhibis (OSPFv2 F1 OSPFv3) , &5 22 T,

Tl
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ciscoasa(config-rtr)# router-id 10.1.1.1

HEBN REAMALN 0 5 128 [ IPv6 HihkI &
summary-prefix X: X: X: X:: X/

IR

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config-if)# ipv6 router ospf 1
config-router)# router-id 192.168.3.3
config-router)# summary-prefix FECO::/24
config-router)# redistribute static

XXX X X 43R € 1Pv6 Hi% o

SIE12 VRS U RS

timers
B TE I g S5 R

* |sa- 55 OSPFv3 LSA %5,

* nsf - 455 OSPFv3 NSF 254511 I % .

* pacing - 75 & OSPFv3 Ui 3¢ & i 28

* throttle- 355 OSPFv3 ] i) £,
w5l

ciscoasa(config)# ipv6 router ospf 10
ciscoasa(config-rtr)# timers throttle spf 6000 12000 14000

fii & 0SPFv3 Xid 5%
PUK i

$£IB1 3 OSPFv3 % ki

ipv6 router ospf process-id

i

ciscoasa(config)# ipv6 router ospf 1

g ospra s [

process-id 240 Itk tBERE K A S T AR URAT, FEASHLEEAT 730, ATRLZ A 1 2 65535 (AR IE

LS

osrF
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It ID ANl SATT HAh e & 16 1D URRC; EAXHR NS BAT ] o f8 a2 n] DA FH AN e RE
W2 WE NSSA DX IHE AT Xk WS BRI T4
area area-id default-cost cost

IR

ciscoasa(config-rtr)# area 1 default-cost nssa

PR3 DU S0 5 b 2 A AR UG C PR 2% o -

area area-id range ipv6-prefix/ prefix-length [advertise | not advertise] [cost cost]

IR

ciscoasa(config-rtr)# area 1 range FEOl:1::1/64

* area-id ZHbR IR B JLIC RS B A DXk T LR & Tk HhIER IPve HT4 .
* ipv6-prefix S5 & IPv6 . prefix-length 85 E 4K .

+ advertise JCHE R IR G FPIRZS ¥ B o Tl 5 IR AR A 3 SR8 LSA.

* not-advertise JCBE TR Hu bV EPIRAS 5 E 4 DoNotAdvertise.

o JT) 3 ZEICA LSA,  JF LR ) oA 194 2% Bt 4L A1 9 45

* cost cost K /S HUN R E I i H1 T AR EOT4Y, E4E OSPF SPF VISl v Y - 52 21135
bR 0 B L B A

s HRUEIEHE N 0 2 16777215,
$IE 4 57€ NSSA X1

area area-id nssa

P
ciscoasa(config-rtr)# area 1 nssa
FIS JRE AR

area area-id stub

Tl

ciscoasa(config-rtr)# area 1 stub

FR6 E RGEE KIS AL

area area-id virtual-link router-id [hello-interval seconds] [retransmit-interval seconds] [transmit-delay
seconds] [dead-interval seconds] [ttl-security hops hop-count]

| OsPF



| osPF
i & ospra ianiEn [

TP

ciscoasa(config-rtr)# area 1 virtual-link 192.168.255.1 hello-interval 5

« area-id ZHbR B HIL S i X 8. virtual link SCBE TR € 6@ RELEE M A1 o
* router-id Z:5¥ 1 5 PLEE 40 J STV % 4% 1D
* % N\ show ospf &k show ipv6 ospf iy 4> LA /s i FH#% ID. BT BRI .

* hello-interval SB35 A8 82 11 RIS I ny i 60 1 (AT B IS 1] CLARD Ry ) o IRy B f
V) B A2 A A0 MU B 0, P 5 T TG 5 3 8. TR 31 8 FH 2% (R0 T AT 1% b 28 T N IR S 2%
{EDAZIAR TR . A REVEE A 1 31 8192, ERIMEAN 10.

* retransmit-interval seconds J¢ 87/ S A0 T 78 T8 T3 1 AR EL 1) LSA F0Br AL 4 v (Rl Bg i 1) (LA
RO R BT o TR R B B I M 4% AT R AN th 2% 2 ) PO A IR AE IR o IZ K
THURAA IR AR, JFHIEE TN 1 % 8192, ERIEA 5.

* transmit-delay seconds J& 8 /2 HOM i e 704z 111 A2 S B TR A BB B 60 5 75 O Ak 11 B[]
CARP B o BRI AUR T2 . BRI AL P 1) LSA e 2wl s b e s i e g &
PR (EMTERIT LM 1 42 8192, BRIMER 1,

* dead-interval seconds K §H /2 BN i 5 A RIS i A Wik Hh 25 9% A2 B AN 2 P U K 4 Y I 1)
CLARD N AT o A5t a] B A2 JEAT 5 4 5. BROAELRE PP Y [ B K DU (sl40 D) o X 34451
2 FZR R B AT Bt A AR AR 55 3%, (R SRR R) o AT 8BV N 1 31 8192,

* ttl-security hops J<i 7 7r e fLBE G Ll B AE A7 0] (TTL) 2¢4%. hop-count Z 3L H AT LK 1
3 254,

B & OSPFv3 #zhi%x O
iz

$E1 5 OSPFv3 B it

ipv6 router ospf process_id

IR

ciscoasa(config-if)# ipvé router ospf 1

process_id Z 4 st it bR K A A AR RAT, AEASHIIEAT 70 E, AT LU AN 1 42 65535 (AR IE
B I ID b B AR Al Ve EIK ID ULED; EABE A B Rt 2 il DU T AN 2R

PR 2 IR OB ARIE K S

OSPF
I T
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fic & OSPFv3

it &5 OSPFv3

OSPF |

passive-interface [interface_name]

T

ciscoasa (config-rtr)# passive-interface inside

interface_name Z4( 4 & OSPFv3 MR AT L 4 FR . W RARE T nointerface_name 244,
] OSPFv3 3% process id ¥ £z LA A shiz 1

=IBRPE S

Jii F OSPFv3 B HE e

ipv6 router ospf process id

T

ciscoasa(config-if)# ipv6 router ospf 1

process id 2 I i dERE (1 N B AE T AORRIRAT, FEAHBREAT 70 id, T RUE AN 1 42 65535 AL IE
A I ID Ab BT Al B IR ID DLAC; EAPE AR BT S 2 nT DU A 27

WE OSPFV3 i HH 1) HL i -
distance [ospf {external | inter-area|intra-area}] distance

TP

ciscoasa(config-rtr)# distance ospf external 200

ospf Ik 745 7€ OSPFv3 1. external JCE -8 2 OSPFv3 4N 5 M1 7 KM 1. inter-area %
IR 2 OSPVV3 [ X3 [H] % . intra-area K45 & OSPFv3 (X3 N % . distance %5 &
EHEER, B 10 254 [EHL

RS
&R LIy OSPFV3 ¥ LSA BIIATHI S LSA 25 B E 1IN 25 AR I 25

| OsPF



| ospF

Nil

B

iE ospr3itiiz ]

J3 ] OSPFV3 B ik

ipv6 router ospf process-id

i

ciscoasa(config-if)# ipv6 router ospf I

process-id Z 4 IL i HHERE (KA AL AORRIRAT, FEABIEAT 73, PTRAE AN 1 28 65535 IRAEAT IE
HEH U0 ID A AR IR YA 10 ID UUPC; e AP IR B o SR 2 T LU T P A R

BE ASA #5525k H OSPF 4B & [ — LSA 1A 7] b :
timerslsa arrival milliseconds

-

ciscoasa(config-rtr)# timers lsa arrival 2000

milliseconds Z 4 fi i 017 J5 P8 X352 AR Ji BIA (1) [R]— LSA Z (R0 25 i B /M IR (LA FP A 1R
£ o JEFEJEM 0 3 6,000,000 Z=F5. ERIME A 1000 =55,

BiE LSA Z it Bds b s s

timer s pacing flood milliseconds

-

ciscoasa(config-rtr)# timers lsa flood 20

milliseconds 2 4§45 & 75117 J5 P X B 2 (A1 3 BAF Hp (1) LSA B A5 IR TRl IR TR) CDLZE R0 R 547D o
AIPCE VG M S ) 100 =58, BRIME DR 33 =55,

S H OSPFv3 LSA WCAR B2 b f il T« A0 A sl = 44 1) 1] B «

timer s pacing Isa-group seconds

T

ciscoasa(config-rtr)# timers pacing lsa-group 300

seconds ZH 45 K LSA 7041 WlHr. AWM CEA i mBaF %, JuFFE &M 10 ) 1800 F2. BRIAME
g 240 F5.,

BC'E LSA FgrfLimsis tu b -

timers pacing retransmission milliseconds

TP

osrF



OSPF |
B s ospra sz

ciscoasa(config-rtr)# timers pacing retransmission 100
milliseconds 447 & BT AL HTBA S T 1K) LSA BB D P TR B if 1) (LA R0 R o n] e 2
M5 E] 200 =8P, ERINE N 66 =F).
HIE6 i E OSPFv3 LSA Jii#:
timersthrottle Isa millisecondsl milliseconds2 milliseconds3
P
ciscoasa(config-rtr)# timers throttle lsa 500 6000 8000
* millisecondsl Zx44i5 5 £ i LSA 36— X LT I AR (LR FA7) o milliseconds2 2

ik RO LSA Pris e KIEIR (LAZR 4 41D o milliseconds3 244 € AL [ — LSA
Pt (R MEIR CERZ R0 24 A7)

* X T LSA I, R A el AN TR) /N T2 — I BLAOMEL, W) OSPEV3 2x A8 B IE D 5 IR
BUREL. [FIRE, A RAR R i s KRR/ T B/ NEIR, U OSPFV3 2 H 2l 5 1E A fr/NEIRAH -

* X} T millisecondsl, ERIME K 0 ZFD.

T milliseconds2 1 milliseconds3, ZRIA{EH A 5000 ZFb.

$£18 7 i ® OSPFv3 SPF i
timersthrottle spf millisecondsl milliseconds2 milliseconds3
w5l
ciscoasa(config-rtr)# timers throttle spf 5000 12000 16000
* millisecondsl 4 $i & B0 SPF V5T 1 B8 0T 3 I AE IR (RA= R0 547D o milliseconds2 244

FaE S — RS UK SPF I 2 M FEIR (LL=ZF0 4 %47) . milliseconds3 2445 72 SPF i 5.
(R KRR IN A CLLZRD g FAT)

o 5T SPF i3, 4R milliseconds2 &% milliseconds3 /)T millisecondsl, i OSPFv3 < HZh# IF
3 millisecondsl {ti. [FIFE, &1 milliseconds3 /T milliseconds2, il OSPFv3 £x HEhH 1F K
milliseconds2 {8 »

 %FT millisecondsl, SPF 43 [FIERIAME A 5000 ZFb.,
* %T milliseconds2 I milliseconds3, SPF i&3d [t 2R IA{E A 10000 ZFb.

ENE27S OSPFV3 41 =

T B S AS OSPFV3 AR JE R I wxt i AR HE M 4600 75 OSPF il L Ubohfie, &l Llgs il
A VPN &%) #F OSPFv3 il 7, ALK I 1 5 e /E GRE FEIE

| OsPF
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=& 0SPFv3

£ ospra ziinss ]

THIGZ AT, LI S] OSPFV3 4B Jm B A B o A7 KBRS VRIS B, WS DI B RS
B

JE F OSPFV3 it R IFHE N 1Pv6 % 4R HC BB .

ipv6 router ospf process-id

i

ciscoasa (config)# ipv6 router ospf 1

process-id 242 PLik dy HERE (KA AL AORR AT, FEASBIEAT 70, TRAREAN 1 28 65535 [RAEAT IE
A L ID b B AR Al YA B ID ULED; EABE NI B ] fdm 2 nTDUE T AN 20

B e S5 #E M 2% 1) OSPFv3 1% 2% H.i%

ipv6 ospf neighbor ipv6-address [priority number] [poll-interval seconds] [cost number] [database-filter
all out]

IR

ciscoasa(config-if)# interface ethernet0/0 ipv6 ospf neighbor FE80::A8BB:CCFF:FE00:CO1

FIASH

O OSPFv3 Z 80 Js  HBRME, 15 HAT LT D 8R:

J5 F OSPFV3 % H1 iR

ipv6 router ospf process-id

TP

ciscoasa(config-if)# ipv6 router ospf 1

process_id Z- 4 it thBERR (K P AR (AR DA, AEASHIEEAT 70 C, AT LI AN 1 %2 65535 [RAEAT IE
A L ID b B AR Al B A ID ULEC; EABE AR B . R 2 nT DUE AT AN 25

PR 2 R RS HOL N LB :

osrF


asa-923-general-config_chapter28.pdf#nameddest=unique_1213
asa-923-general-config_chapter28.pdf#nameddest=unique_1213

OSPF |
| I

default [area | auto-cost | default-infor mation | default-metric | discard-route | discar d-route | distance
| distribute-list | ignore | log-adjacency-changes | maximum-paths | passive-interface | redistribute|
router-id | summary-prefix | timersj

IR

ciscoasa(config-rtr)# default metric 5

* area KHE TR E OSPFV3 XU Z 4. auto-cost JKHE 7 HI 17 %6 i & OSPFV3 £ 11 JF 4.

* default-information <B4 R BRI B . default-metric SCHE T F5 2 T840 K& 1B HH IR FEAx o
* discard-route S8 7RI i HIEAEH] 2 57 2226 il . distance SGHE 74 72 i BT

* distribute-list S 7 1 i 12 i 1 50HT IR RO 2%

* ignore S 7 H] 2 E ST . 1og-adjacency-changes ¢4 7 ] e S AR A T AT 5%
* maximum-paths J& 7 n i 2 AN B AR i R B s A

* passive-inter face S8 7 AT 7EFE 1 IS 1 5T

* redistribute SC8ET AT HLHT > Aok A HADRES 1 LK) IPv6 HTZR .

* router-id JHE iR E IR E B I ERE A% 4% 1D

* summary-prefix K745 E IPv6 I T4

* timers JCHE 7R E OSPFV3 il i .

RERGHEHR

He e F AR G BN E OSPFV3 AJ Ji JH Bl o P IR i A 48 H G R .

S 1 2 H OSPFv3 % k.

ipv6 router ospf process-id

i

ciscoasa(config-if)# ipv6é router ospf 1

process-id 2402 It b BERE K A B AL AR URAT,  AEASHLBEAT 70 IE —I quM 1 % 65535 (AEATIE
B I ID b B AR Al YA A ID ULEC; EABE NI B ] fdm 2 nTDUE T AN 25

PR 2 R B AR L E N AE OSPFY3 4B )% i Sl sl ok I A ik R 4¢ H G R -

| OsPF
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mazgasns |

log-adjacency-changes [detail]
il

ciscoasa(config-rtr)# log-adjacency-changes detail

detail R HHNMRESRIZRGHENE, 1MA R EZE OSPFV3 A dhakx M A4 k1% &4 H &N
=]

/Bho

M RFEHEHER

-L-|_§;EII_.\EI:I

R

AT B R AR OS2 SCHRE Y LSA 6 252 5k OSPF (MOSPF) £ (i il A ik R H AW R, 1 HAT
LAUR 2B IR

JoiF OSPFv2 % HHHEFE

router ospf process _id

Tl

ciscoasa(config-if)# router ospf 1

process_id ZHu sttt bR K A A AR RAT, AEASHIBEAT 70 E, AT LI AN 1 4 65535 (RAEAT IE
B I ID b B AR Al Ve LA ID ULHC; EABE NS A ] . fdm 2 nT DU AT AN 2R

245 BRI AN S S BRI LSA 6 25 MOSPF 33 Ay, 40k & 3% 24 H by KL

ignore lsa mospf

T

ciscoasa(config-rtr)# ignore lsa mospf

FH AL AR

P TR RFC 1583 TR R I TP AN 1 7V
compatible rfc1583

osrF



OSPF |
B =520 osPrua et e syt A S B RE B

Tl

ciscoasa (config-rtr)# compatible rfcl583

4 X 2 OSPFv3 2% FH 13 A A9 BXIA SN ERER H
iz

$E1 5 H OSPFV3 % rhdkfa:

ipv6 router ospf process-id

Tl

ciscoasa(config-if) # ipvé router ospf 1

process-id 2402 It i BERE K A B AR AT, AEASHLBEAT 73, ATRLZ AN 1 2 65535 (AR IE

R I ID AL AT A Ve g EA ID DURC, e AR A A FAE I . AR T LU T A R
FIR2 LN E] OSPFV3 B Hdsl A ERIA S i o -

default-information originate [always]metric metric-value [metric-typetype-valug] [route-map map-name]

i

ciscoasa(config-rtr)# default-information originate always metric 3 metric-type 2

« always St 7 S IAK T CLIRBRINE R B AEA4E) .
* metric metric-value S 7 /S HONTE & T4 BRI IR i 136 H5 o
o WEAAE ] default - metric fr A48, TIERME T 100 A2 -3 L 0 31 16777214,

« metric-type type-value S8 /2 U0 538 15 51 OSPFV3 B s 9 BRI B e SCIBE O A1 e
BRI, AR T LU DL R I

1 -1 RAME
© 2-2 AN
BRINA 2 FAM G e
* route-map map-name J< B/ ZHON R 18 LEIH L % HH BR[0T 0 T A JseBR A B 1R % R R R

| OsPF
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BCE IPv6 iC

oIy |

n»

=BT 8%

J& B OSPFv3 % H1 iR

ipv6 router ospf process-id

TP

ciscoasa(config-if)# ipv6 router ospf 1

process_id Z- 4 it thBERE (K N AR (AR URA, AEAHBEEAT 70 BC, AT LGN 1 52 65535 IAEAT IE
A L ID b B AR Al B I ID VLRC; e BN R B fdm 2 nT DUE T AN 25

Jic & IPv6 VI SV ATZ :
summary-prefix prefix [not-advertise | tag tag-value]

i

ciscoasa(config-if)# ipv6 router ospf 1
ciscoasa (config-rtr)# router-id 192.168.3.3
ciscoasa(config-rtr)# summary-prefix FECO::/24
ciscoasa(config-rtr)# redistribute static

prefix Z & HFRIK IPv6 #% A4 . not-adver tise <8 I 5 43 5 RS/ VL RC ) 1l o R
B UG T OSPFV3. tagtag-value JCHE v/ 2 KO Hi s il AR 8L I 5% by RS 472 7 S 20 ) DL PR
MIbRZEME . HOCHE 7UE M T OSPFV3.

B9 % IPv6 B

oL

$IB1 3 H OSPFv3 % gk i

ipv6 router ospf process-id

Tl

ciscoasa(config-if)# ipv6 router ospf 1

process-id Z 4 BL ik HHERE (K A B AR IRAT, FEAMBIEAT 70, PTRUR A 1 28 65535 AR IE
B B ID ANb BT A v LK ID DLAC; eIt AR A S 2 nT DU AN 2R

osrF
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B =5s%remn

HI2 2 ¥ IPv6 i A~ OSPFv3 MEFEELHT 70 & £ Y 4> OSPFv3 HEFEH

redistribute source-protocol [process-id] [include-connected {[level-1 | level-2}] [as-number] [metric
[metric-value | transparent}] [metric-type type-value] [match {external [1]2] | internal | nssa-external
[1]2]}] [tag tag-value] [route-map map-tag]

IR

ciscoasa(config-rtr)# redistribute connected 5 type-1

* source-protocol Z4ifi & MW FF 73 K %t IS L, mT BLA statics connected B OSPFv3.
* process-id ZHUEAE S T OSPEv3 14t FE i LU 37 RN E I3
* include-connected JC8E - SV H bR B BT 43 A Ut I UHR N 1K) 8 Hh DA S P S AT P £ 1) 42 1

IR
* level-1 G4 e T i R R Gt i &R 40 (IS-1S), 1 it F ST T8 43 K B30t TP 2% e Bl
F

o level-1-2 KB IR w0 T IS-IS, 1 240 2 2% ¥ 88 40 R 2 oAt 1P 1% it ist .
o level-2 KHE 748 E X (IS-IS), 2 it ch b sy =3 70 & 2 Hodl 1P % b Bl b

* Xt T metric metric-value SCHE 7S HO, AR [R] i b A B A OSPFV3 BERE LB /) K
B3> OSPFv3 BERENT, WUERAFGETEARL, WS RHRIR N DRI 20— Etfe. K
A BERE J007 70 A F) OSPEV3 BERE, WIAURIRESRIME, MERIAEARY 200

* metric transparent JCH - 5 50 RIP A4 FH F087 43 ()6 1 1) B & F5 45 RIP $5 45 .

* metric-type type-value i 7/ 2 $On i 52 L3l 15 5 OSPEV3 4 s b 1 BR UL B b1 AR 41 30
B, AT AT LR DU R 0 1 (FER 1 MR D 502 (R 2 B D .
BT metric-type TR AT, W) ASA R 2 FAMIBEs . AT IS-IS, AT
BURLL R H—I0: 9 GEAF/NT 63 (1 1S-IS #5b5) skshil GEFIF AT 64 HANF 128 11
IS-IS $845) o BRIN AR,

* match S8R i JH o A B ILAR RS plrh IF 5 DL R o —/NME DAL A8 . external [1)2],
TR BB RGNS, (HaER 1 28 2 KAMEBEE S A OSPFV3 5 internal, FRonkr
JE AR RGN H; nssa-external [12], #on AIE R MIAMNBEEH, {HTE IPv6 [f] NSSA
HR A 1 2Kak 2 KA S N3 OSPFv3 1,

* tag tag-value J< 8 7/ 2 BOM i e JE 82 BN AN % e i 32 A H3EHIE, & T HT/E ASBR 211
kB B . B ARTE M N Z, WXk 3 BGP il EGP 1% i G e 18 2% %9 . T
AT, BSEHE. ARUEIEE A 0 3] 4294967295,

* route-map S TR AE RIS SACAG A0S MRS Fh P SCER 21 i i e A ESLERD B e )-SR N R D A
WUERARSRE IR B, WISTER I RITAH . WR CIRE IR, (ER VB AR,
WA Zs EAATATES 1. map-tag 2 80bn P LG & 1R S

| OsPF



| osPk
mextiEs [

BCEXPHIER

ASA TR I B|— L TR R 00, I SO WA 17 L AN N5 i 5 A8 41 5 i I I B B . AN TR) T e
K (NSF) ThHE A VFAE MK S 1% i B 300 S 14D ] A 8 260 % ph 4k 2 e Al

e Al PR, 2 P B8 O AR T B4 HLA 4 ik 07 16 2 ¥ #6 1F, OSPE #ERE & 3
J3l. [FRE, EARBEETT, 3l 4 ARTE SR AS HLEH 15 2 4 38 A8 )45 il i 45 1, OSPF
MRESEF ). 2K OSPF Fdfid BEvb KAH MK REIR . #&nT LARC & NSF LUk 9 7E OSPF ZEFEIR
AH U E R AR T W T, NSF DhgetAEE A H .

f£ OSPFv2 fl OSPFv3 3437 F PR . il NSF Cisco (RFC 4811 Fll RFC 4812) 1k NSF
IETF (RFC 3623), #&nLL{E OSPFv2 FRCEVFAEEH . ol LUEH] graceful-restart (RFC 5187) 7&
OSPFv3 LAl E At )S .

Fit & NSF “FAE B IR KA R, BB T REFDE % 44 0 B S FF NSF DhAEE NSF &5, 78
NSF IhREM % % nl LA A0 R AL 5 R 3G 8, 11 SZRF NSF BN ¥ & nT LATE Bh =081 A 2418
Ji o

MRYERELL S, T LR e #6 0 BN S NSF D RE AR 76 B NSF /RN R 1 4«
* el LARC B O NSF BN, - LTk e e

* B L ZAE T Failover 5% Spanned Etherchannel (L2) 2 HER 0T A BERL & 4 S #F NSF ZhHEM %
Ko

O SCRE NSF Ihfg ok NSF B0, N H S & A BES AR I 75 2 AL BEANE WA BE R A T8
(LSAY/AHAE A5 4 (LLS) B,

\)

AR AUl OSPEv2 FUE T BRI RENY ,  DNIAE T2 IR a6 F0BT N4k HoAe T e AR IS AN R A PR . X
e PRI A S €6 B LSO o R I 0 2o P 5 P £ 0 ) G

e & T g
JORENSF ~PASTE JAALHIE T LLS Thag, R4S 4 A2 5 Py Eodis b 1 RS A7 LLS Bk
LNT NGBl IETF NSF HLHIEG T ARIE LSA Thag, KESKLEAIBEN 925 LSA KK /RNE G
WE. ERCEIAE, WERALL R A
UK

HER1 QU OSPF i i BE R 410 BEHHT 70 A& 1) OSPF MEFERE A B rhr e e B AR

router ospf process id

TP

OSPF
I a0
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B »osrremaxtrER

ciscoasa(config)# router ospf 2

process_id ZHE I ER 6T e p HEREAS FH IOARIRAF, T DO AT B35, ik ID AN S5 AT HiAth i3
% B ID VLR e ERA . a2 o] A P N A

$IB2 THEAEH LLS b s AN iE I LSA >k JA H NSF:

capability {lls|opaque}
ls 7 I3 24 AR NSF PR s HLL S T LLS Dhfig.
opaque JHET-FH T4 IETF NSF VA2 Ja HLHa FHAEH LSA Thik.

71 OSPRV2 ECE ST H T E R

XFF OSPFv2. JHFLNSF fIIETF NSF, fAAEAFARE B L. — X ILREN ospf S e & I —Fh
TARE AL SZFE NSF BN % 4 BE v DARC & 4 BB NSF B F, ] ARC &l IETF NSF B F,
{2 — U e R NSF 8 IETF NSF #5X 1 4 ospf S0 L & S ¢ NSF DI RE 15245 o

77 OSPFv2 Bt & 2%} NSF T H i E /R

24 OSPFv2 Bt & JBAF NFS T E 7 (GEH 308 NSF DyRer i % 84 NSF ARz &) .

71 3CFF NSF g e b s AR NSF:
nsf cisco [enforce global]

T

ciscoasa(config-router)# nsf cisco

I 2 J5 720 NSF B4R JE BRI, enforce global SCBE 7K 23 U NSF HJH .

CAIE) 7ESZRF NSF A% 1R AR NSF B TR,
capability {lls|opaque}

Tl

ciscoasa (config-router)# capability 1lls

BOAEOL N 2R b & o AT A& (1 no TR 45 i &

| OsPF



| osPF
7 osprv2 & IETENSE EehirEr ]

27 0SPFv2 2 & IETF NSF T th i & /2

29 OSPFv2 fit & A} IETF NSF VR )3 (SZFF NSF LRSI 13 7% 8Y NSF AN 45 «
UK

PR (ESCHF NSF Uie ) ¥t LA i) IETF NSF:
nsf ietf [restart-interval seconds]

Tl

ciscoasa(config-router)# nsf ietf restart-interval 80

A LAR e AT IR A (LA B o A8 1 21 1800 F2 . BRIME R 120 75

TR VAL B RO/ TSR A B RBT A I, VR R W R 226k B, (R T 308 0T
RAIRB RS2 S

IR 2 ESCRF NSF A8 A Y IETF NSF ) T4
nsf ietf helper [strict-Isa-checking]

i

ciscoasa (config-router)# nsf ietf helper

strict-LSA-checking S8 74575 W1 AR B T i & 75 LU R 1 D0 T K 28 1R H08 5 2hits 85 b fe e Aeril
Bl AL TR 2 1 s I LSA KA e, B8 W 2R AE R P AR R i R IEAE T8 /A 30
i e 45 ) FOBT A i 81 R AT LS ) LSA.

BOATOL o 8 k%o A8 fir 2 1) no BT 2T % a4

77 OSPRv3 EL B TR T E 7

A OSPFv3 fi & NSF PR d R Thiess i /N 38 W — DRI E N L FE NSF Ihfig, Rk —4
WAL B N SCRF NSF G,

SRR E A 5 IPve Hibik (19 10 b IPve Ab3.

interface physical_interface ipv6 enable

T

OSPF
I | 51|
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B 5 osereErrmEsRHSEitHSE

Nil

B

ciscoasa(config)# interface ethernet 0/0
ciscoasa(config-if)# ipvé enable

physical_interface 2451125 OSPFv3 NSF 1421,
7ESCFF NSF Difign ik 2 4 OSPFv3 Ji H graceful-restart:
graceful-restart [restart interval seconds]

B UE

ciscoasa (config-router)# graceful-restart restart interval 80

restart interval seconds fi§ &2 AR H T (B B A B CLARD R BRAr) o AREN 1 5 1800 Fb. ERINE N
120 #.

A /N T4 02 IR B B R IR TR R (R B B TR AT BRI, AT 2 PR R . i, ASZRHIET 30
P R H R TR

FESZRFE NSF BN % % 4 OSPFV3 Jii ] graceful-restart:
graceful-restart helper [strict-Isa-checking]

T

ciscoasa (config-router)# graceful-restart helper strict-lsa-checking

strict-LSA-checking S 747~ W AR B T+ th & A6 LU 00 I Re 28 0 H08 5 2l i s I /e el
BT A AL TR A 2 1 s K LSA A AE S E, B8 W ARAE IR 3 A R i R AR S8 A 3)
(10 65 £y 8 1) SEOFT A 21 3 Hh AT 2 S UK LSA

FRINTEOL T 22 08 P AR s ) T K

71 OSPF B & T P T E # /5 s E it BT =8

S OSPF i s A AIE BT A A0 s R S s b a e, IF H I8 S sl thas 75 2R B A HOC &,
{H BT EIE B3 Hello 45 EL1 EO WP & RS {HJE, RSAVHEARERE L RouterDeadInterval £
Bk, I timersnsf wait 7iy4-, LUEEIEIY AL a 62 HH 1) RS 47 1% & /T RouterDeadlInterval #2 . NSF
ST AR ERAE R 20 Fb

FiaZ /i
* Z3 OSPF fit & A&} NSF &EF5R) 8], 4% 22052 3 NSF 8, NSF Ijg.

| OsPF
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mirz osprz s ]

o
i

HIE1 ik OSPF i a3 B A
il
ciscoasa (config) # router ospf
FIE2 AT 28148 € nsfs

TP

ciscoasa (config-router)# timers?
router mode commands/options:

lsa OSPF LSA timers
nsf OSPF NSF timer
pacing OSPF pacing timers

throttle OSPF throttle timers
ciscoasa (config-router)# timers nsf ?

PR3 AR SRR . SLE DY 1 3] 65535,

Tl

ciscoasa(config-router)# timers nsf wait 200

AL AL P VA S A A TR, R AR O S5 AR ) e AN e S £ ot ) o

fiF& OSPFv2 FL &

M OSPFv2 B .

o
i

MER B2 H 11324~ OSPFv2 Bl .

clear configure router ospf pid

TP

ciscoasa(config)# clear configure router ospf 1000

THERBCE S, 2 H router ospf fir 4 HHTHC E OSPF.

it k% OSPFv3 BL &

% OSPFv3 Bl & .

OSPF
I |5 |



B osPr2 wo

JHIER © 55 HI 584> OSPFV3 BCE .

clear configureipv6 router ospf process-id

i

ciscoasa(config)# clear configure ipv6 router ospf 1000

THIRECE G, EAL4UEH] ipv6 router ospf fiv4 FEHIAC & OSPFV3.

0SPFv2 7= 51

DL 745 3 7~ G ] 45 FE 45 b v e A ) N BC S OSPFV2:
1. ZE] OSPFv2, il ALL T ard:

ciscoasa (config) # router ospf 2
ciscoasa(config-rtr) # network 10.0.0.0 255.0.0.0 area 0

OSPF |

2. (AT EEREEE > OSPFv2 BEREHLHT 70 & £ 53—~ OSPFv2 #ER%, 1EHIALL T 2

ciscoasa (config) # route-map 1l-to-2 permit

ciscoasa (config-route-map) # match metric 1
ciscoasa (config-route-map)# set metric 5

ciscoasa (config-route-map) # set metric-type type-1
ciscoasa (config-route-map) # router ospf 2

(

ciscoasa(config-rtr)# redistribute ospf 1 route-map 1l-to-2

3. (Wik) ZNE OSPFV2 IS4, WMIALL N i

ciscoasa(config) # router ospf 2

ciscoasa(config-rtr)# network 10.0.0.0 255.0.0.0 area O
ciscoasa(config-rtr)# interface inside
ciscoasa(config-interface)# ospf cost 20
ciscoasa(config-interface) # ospf retransmit-interval 15
ciscoasa(config-interface)# ospf transmit-delay 10
ciscoasa(config-interface)# ospf priority 20
ciscoasa(config-interface) # ospf hello-interval 10
ciscoasa(config-interface)# ospf dead-interval 40
ciscoasa(config-interface)# ospf authentication-key cisco

( # ospf message-digest-key 1 md5 cisco
( # ospf authentication message-digest

ciscoasa(config-interface
ciscoasa(config-interface

)
)
)
)
)
)
)
)

4, (A[iE) FEECE OSPFV2 XIZSH, iHMALL s

| OsPF
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ciscoasa(config)# router ospf 2
ciscoasa(config-rtr)# area 0 authentication
ciscoasa(config-rtr)# area 0 authentication message-digest
(
(

)
ciscoasa (config-rtr)
ciscoasa (config-rtr)

# area 17 stub
#

area 17 default-cost 20

ospr3 =1 [

5. (WIik) BEPRCE B AN GO E R AL R A SO H SR, WA LU T i

ciscoasa(config-rtr)# timers spf 10 120

ciscoasa(config-rtr)# log-adj-changes

[detail]

6. (A[iE) TLEIRMFT OSPFV2 FLE W E, WA show ospf #ir 4.
PL R 42 show ospf i i H 7 «

ciscoasa(config)# show ospf

Routing Process
Supports only single TOS (TOSO0)

“ospf 2”7

Supports opaque LSA

SPF schedule delay 5 secs,
Minimum LSA interval 5 secs.
of external LSA 5.
of opaque AS LSA 0.

Number
Number
Number
Number
Number

7. BEiEER OSPFV2 B E, EHIALL N4

with ID 10.1.89.2 and Domain ID 0.0.0.2
routes

Hold time between two SPFs 10 secs
Minimum LSA arrival 1 secs
Checksum Sum 0x 26da6
Checksum Sum 0x 0

of DCbitless external and opaque AS LSA 0
of DoNotAge external and opaque AS LSA 0
of areas in this router is 1.
External flood list length O
Area BACKBONE (0)

Number of interfaces in this area is 1
Area has no authentication
SPF algorithm executed 2 times
Area ranges are
LSA 5. Checksum Sum 0Ox 209a3

Number
Number
Number
Number
Number

of
of
of
of
of

opaque link LSA 0.
DCbitless LSA 0
indication LSA 0
DoNotAge LSA 0O

Flood list length O

1 normal 0 stub 0 nssa

Checksum Sum 0x 0

ciscoasa(config) # clear configure router ospf pid

OSPFv3 71151

PR 78] 57 Gn a6 432 11 2859 )3 RS & OSPFv3:

ciscoasa
ciscoasa
ciscoasa

(config) # interface GigabitEthernet3/1
(config-if)# ipv6 enable

(config-if)# ipv6é ospf 1 area 1

osrF



B sizoser

s OSPF

OSPF |

PLF 423k [ show running-config ipv6 fir 4 FrIFEA it «

ciscoasa (config)# show running-config ipvé
ipvé router ospf 1
log-adjacency-changes

LR 422k B show running-config inter face iy & [ FEA S H «

ciscoasa (config-if)# show running-config interface GigabitEthernet3/1
interface GigabitEthernet3/1

nameif fda

security-level 100

ip address 1.1.11.1 255.255.255.0 standby 1.1.11.2

ipvé address 9098::10/64 standby 9098::11

ipvé enable

ipvé ospf 1 area 1

PUR 78] 7~ an ] Fid B 52 T OSPFV3 A4 1.

ciscoasa (config)# interface GigabitEthernet3/1

ciscoasa (config-if)# nameif fda

ciscoasa (config-if security-level 100

ciscoasa (config-if ip address 10.1.11.1 255.255.255.0 standby 10.1.11.2
ciscoasa (config-if ipv6é address 9098::10/64 standby 9098::11

ciscoasa (config-if ipv6é enable

(
(
( ) #
( ) #
( ) #
( ) #
ciscoasa (config-if)# ipvé ospf cost 900
(config-if) #
( ) #
( ) #
( ) #
( ) #
( ) #

ciscoasa ipv6é ospf hello-interval 20
ciscoasa (config-if ipv6é ospf network broadcast
ciscoasa (config-if ipv6é ospf database-filter all out
ciscoasa (config-if ipv6é ospf flood-reduction
ciscoasa (config-if ipv6é ospf mtu-ignore

ciscoasa (config-if ipv6é ospf 1 area 1 instance 100

ciscoasa (config-if)# ipvé ospf encryption ipsec spi 890 esp null md5
12345678901234567890123456789012

ciscoasa (config
config

( )# ipv6 router ospf 1
ciscoasa ( ) # area 1 nssa
ciscoasa (config)# distance ospf intra-area 190 inter-area 100 external 100
ciscoasa (config)# timers lsa arrival 900
ciscoasa (config)# timers pacing flood 100
ciscoasa (config)# timers throttle 1lsa 900 900 900

(config) # passive-interface fda

(config) # log-adjacency-changes

(config) # redistribute connected metric 100 metric-type 1 tag 700

ciscoasa
ciscoasa
ciscoasa

AR MRS OSPFV3 REAIERE 7R, 1§ ZPILL T URL:
http://www.cisco.com/en/US/tech/tk365/technologies configuration example09186a0080b8fd06.shtml

LR e AR B, B TP Bk i SeAr R 22 . S T DU H] 4R g i 45 Bl o
GV P AR AN e A 206 ) o 85t ) LU ST AT aB PR ROAS O A I BE 26 Bl A A 5 9 25 iR
PR e A2

| OsPF


http://www.cisco.com/en/US/tech/tk365/technologies_configuration_example09186a0080b8fd06.shtml
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show ospf [process-id [area-id]]
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show ospf border-routers
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show ospf [process-id [area-id]] database
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show ospf flood-list if-name
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show ospf interface [if_name]

o8 OSPFv2 MR8 5 B

show ospf neighbor [interface-name] [neighbor-id]
[detail]
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show ospf request-list neighbor if_name
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show ospf retransmission-list neighbor if_name
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show ospf [process-id] summary-address
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show ospf [process-id] traffic
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show ospf [process-id] virtual-links
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show route cluster
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show ipv6 ospf [process-id [area-id]]
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show ipv6 ospf [process-id] border-routers
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show ipv6 ospf [process-id [area-id]] database
[external | inter-area prefix | inter-area-router |
network | nssa-external | router | area| as| ref-lsa
| [destination-router-id] [prefix ipv6-prefix]
[link-state-id]] [link [interface interface-name]
[adv-router router-id] | self-originate] [internal]
[database-summary]
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show ipv6 ospf [process-id [area-id]] events
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ospf [process-id] [area-id] flood-list interface-type
interface-number
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show ipv6 ospf [process-id] [area-id] interface[type
number] [brief]
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show ipv6 ospf neighbor [process-id] [area-id]
[interface-type interface-number] [neighbor-id]
[detail]
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show ipv6 ospf [process-id] [area-id] request-list
[neighbor] [interface] [interface-neighbor]
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show ipv6 ospf [process-id] [area-id]
retransmission-list [neighbor] [interface]
[interface-neighbor ]
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show ipv6 ospf statistic [process-id] [detail ]

R &P OSPFV3 ZiilfE L.

show ipv6 ospf [process-id] summary-prefix
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show ipv6 ospf [process-id] timers[lsa-group |
rate-limit]
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show ipv6 ospf [process-id] traffic [interface_name]
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show ipv6 ospf virtual-links
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show ipv6 route cluster [failover] [cluster]
[interface] [ospf] [summary]
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FINTLLFHr4: route ospf
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R 9.0(1) XJ T OSPFv2 H1 OSPFvV3, (EAEREFREE T SCRFtba R0 | % o [m] 20 RS 194 2%
EtherChannel 12331 .
SIANSES T LU Fi4: showroutecluster . showipv6routecluster. debug
route cluster . router-id cluster-pool .
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OSPFv3 3 fF IPv6

9.0(1)

IPv6 S £F OSPFv3 %11,

SINEME S T LA Fiv4: ipv6ospf. ipv6ospf area. ipv6ospf cost. ipv6 ospf
database-filter all out. ipv6 ospf dead-interval. ipv6 ospf encryption. ipv6
ospf hello-interval . ipv6 ospf mtu-ignore. ipv6 ospf neighbor . ipv6 ospf
network . ipv6 ospf flood-reduction. ipv6 ospf priority. ipv6 ospf
retransmit-interval. ipv6 ospf transmit-delay. ipv6 router ospf. ipv6 router
ospf area. ipv6 router ospf default. ipv6 router ospf default-infor mation.
ipv6 router ospf distance. ipv6router ospf exit. ipv6router ospfignore. ipv6
router ospf log-adjacency-changes. ipv6 router ospf no. ipv6 router ospf
passive-interface. ipv6 router ospf redistribute. ipv6 router ospf router-id.
ipv6 router ospf summary-prefix. ipv6router ospf timers. areaencryption,
arearange. areastub. areanssa. areavirtual-link. default.
default-information originate. distance. ignorelsa mospf.
log-adjacency-changes. redistribute. router-id, summary-prefix. timerslsa
arrival. timerspacing flood. timerspacinglsa-group. timerspacing
retransmission. timersthrottle. show ipv6 ospf. show ipv6 ospf
border-routers. show ipv6 ospf database. show ipv6 ospf events. show ipv6
ospf flood-list. show ipv6 ospf graceful-restart. show ipv6 ospf interface.
show ipv6 ospf neighbor . show ipv6 ospf request-list. show ipv6 ospf
retransmission-list. show ipv6 ospf statistic. show ipv6 ospf summary-prefix.
show ipv6 ospf timers. show ipv6 ospf traffic. show ipv6 ospf virtual-links.
show ospf. show running-configipv6router. clear ipv6 ospf. clear configure
ipv6 router . debug ospfv3. ipv6 ospf neighbor .
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BT LR fir4: ospf dead-interval
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9.2(1)

#SIN T OB OSPF it 4 5 T 1H OSPF i &% .
SIANT LU R4 : timers Isa arrival. timers pacing. timers throttle

MEET LA N4 : Timers spf.y timers lsa-grouping-pacing
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PIAE SZFRA8 T ACL i 1% i o
FINT LU T4 distribute-list
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9.2(1)

WIN T HAth OSPF Mi#5fs .

Bl T LU M A4 show ospfevents, show ospfrib, show ospf statistics, show ospf
border-routers [detail], show ospf interface brief
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ASINT OSPF F oy ke Dk
SN T LU A4 redistribute bgp
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WINT LA R4 capability. nsfcisco. nsf cisco helper. nsfietf, nsfietf
helper. nsfietfhelper strict-Isa-checking. graceful-restart. graceful-restart helper.
graceful-restart helper strict-lsa-checking
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timers nsf wait<seconds>
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