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-LIMIT-MIB) clogOriginIDType. clogOriginID | fil. clogOriginID % AL HE M BHE T (5 544 7R .
coldStart - fil & SNMP Ji5, SNMP {3 i3 Bt & A 1

coldStart [&Rf. MARHAE RS E)S G a3, B
2 LB B o

R

XTI HA Y A, EHJE, W% D E S
[H R S 208 (P BIfED » FEBFst sl E 7.
AR HA Y S 3 PG, A A b BT
SN ARIE .

snmp-server enable traps snmp coldstart 74> ]
T P RIS FH 3 6 O 1 A% i o

oo
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s cam

FERHFD MIB 22 %57

Varbind %13

152 AR

cpmCPURisingThreshold
(CISCO-PROCESS-MIB)

cpmCPURisingThreshold Value.
cpmCPUTotalMonlInterval Value
cpmCPUInterruptMonInterval Value
cpmCPURisingThresholdPeriod.

cpmProcessTimeCreated.
cpmProcExtUtil5SecRev

snmp-server enable traps cpu threshold rising i
4T 2 F CPU threshold rising I8 %1 4% i o
cpmCPURisingThresholdPeriod %} % 155 HoAt %) 42—

cufwClusterStateChanged

status

snmp-server enabletraps cluster-state 1y 4 H T

mteHotOID. mteHotValue.
ifHCInOctets. ifHCOutOctets.
ifHighSpeed. entPhysicalName

(CISCO-UNIFIED-FIREWALL-MIB) Je SRR B ek
entConfigChange - snmp-server enabletraps entity config-change
(ENTITY-MIB) fru-insert fru-remove x4 1 15 JH Be @ 4l .
pE 3
SCH AR EIER T2zt snt, AaU 2RI
AL I T
linkDown ifindex. ifAdminStatus. 2 FTHBE RS 5C A KB
ifOperStatu:
(IF-MIB) i perstatus snmp-server enabletraps snmp linkdown 4
T 5 FH R FH K 26 B 1 A T
linkUp ifindex. ifAdminStatus. VI EE RS T J5 B BIF
ifOperStatu
(IF-MIB) Hoperstatus snmp-server enable traps snmp linkup iy T
Jit RN FH 3K 26 B B (A i
mteTriggerFired mteHotTrigger- snmp-server enabletraps memory-threshold fiy 4
(DISMAN-EVENT-MIB) mteHotTargetName. M A N AFBIEE % . mteHotOID ¥ & 4
mteHotContextName. cempMemPoolHCUsed. cempMemPoolName F/!
mteHotOID. mteHotValue. cempMemPoolHCUsed % % 5 HAthx G —fe Kk
cempMemPoolName,
cempMemPoolHCUsed
mteTriggerFired mteHotTrigger snmp-server enabletrapsinterface-threshold 4>
(DISMAN-EVENT-MIB) mteHotTargetName. FF 3 A D B {EIE %0 . entPhysicalName X} %5
mteHotContextName- HH A%k RIE.

natPacketDiscard

(NAT-MIB)

ifIndex

snmp-server enabletrapsnat packet-discard 4>
HITJ5 H) NAT #dfs 6 25 A . il a2 3
I 5 7Bt it BRG], I HJ27E TP Hodl fu Al
WS 23 [ AN BT FH T 9 NAT Z 580 F 2R
ifindex 2 AL L1 1D

e
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B zoxzar

FEBHFD MIB 2 F/R Varbind %1/ 3% 15t AR
ospfNbrStateChange ospfRouterld, ospfNbrIpAddr, | snmp-server enabletraps peer-flap fir 4 F-1 1 Hi
ospfNbrAddressLessIndex, S R B A

ospfNbrRtrld, ospfNbrState
TR

Xt ASAS5585 A1, SNMP 5| % LU Bk i H
netsnmp 5.8 Ji4, PFEFARMELLIT OID:

* ospflfStateChange 1.3.6.1.2.1.14.16.2.16
* ospfVirtlfStateChange 1.3.6.1.2.1.14.16.2.1

* ospfVirtNbrStateChange 1.3.6.1.2.1.14.16.2.3

warmStart - SNMP QI & I JH I H 1) warmStart BB
(SNMPv2-MIB) AACHIAE SNMP BLE S UG TR A shiy, T

SNMP EHLEC B PAER, IFEHET SNMP
FoE, X2 BB P

snmp-server enabletrapssnmp warmstart i 4 H

TR FIANAE AT L8 B A4 Hr o

EORBFNRA
ek SNMP RS LB LI L5
AL - AP IREE RCEGE ( E RIERGE BL T

« VB - AR OREN R PR I ST B BRI B e 1 AT — AL HORI A I A B 4
THEE . MR O RE A 2 A 5 HOCHL VLAN 2 1. VLAN 4% R A2 G0HE
o

N

B T EREEZAEHSCH VLAN S DR 0, EA &, ifinOctets OID
Fll ifOutoctets OID ] SNMP 114525 2 5124 BLF: L (P 2R U s v B AH UL
fic.

* VLAN %] - SNMP 14 /] iflnOctets F1 ifOutOctets [F38 45 11Z & o
TR R s SNMP RS G B i ZE R . Rl 1 S sk show inter face iy 4 FiT show traffic

mAMEYHSZEMBSE T ERBTHESR. R~H 2 B R-4F show interface #iy4H1 show traffic fi
A5 VLAN & O 5 S5 B BRI S5 BL T4 showtr affic iy & s il H

oo
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F 6: YO VIAN OB SNMP RE2FRITHER

snmp 2 3 kgigtiz ]

w1

w52

ciscoasa# show interface GigabitEthernet3/2
interface GigabitEthernet3/2

description fullt-mgmt

nameif mgmt

security-level 10

ip address 10.7.14.201 255.255.255.0
management-only

ciscoasa# show traffic
(Condensed output)

Physical Statistics
GigabitEthernet3/2:

received (in 121.760 secs)
36 packets 3428 bytes
0 pkts/sec 28 bytes/sec

Logical Statistics

mgmt :

received (in 117.780 secs)
36 packets 2780 bytes
0 pkts/sec 23 bytes/sec

DA 749 S 7 A B VRN B 117K SNMIP 4 HH e 117 L« ifInOctets #1011~ show
traffic dy-&4 o o B STTHE B, (HARGE T grHE Rt .

B ) iflndex:

IF MIB::ifDescr.6 = Adaptive Security Appliance ‘mgmt’ interface

XN FYFEE O il f5 B ifInOctets:

IF-MIB: :ifInOctets.6 = Counter32:3246

ciscoasa# show interface GigabitEthernet
interface GigabitEthernet0/0.100

vlan 100

nameif inside

security-level 100

ip address 10.7.1.101 255.255.255.0 stan

ciscoasa# show traffic

inside

received (in 9921.450 secs)
1977 packets 126528 bytes

0 pkts/sec 12 bytes/sec
transmitted (in 9921.450 secs)
1978 packets 126556 bytes
0 pkts/sec 12 bytes/sec

VLAN P11 ifindex:

IF-MIB::ifDescr.9 = Adaptive Security Arp
IF-MIB: :ifInOctets.9 = Counter32: 126318

SNMP = 3 hR#itid

grde X it

SNMP 55 3 W2 L5 1 AREER 2¢ fRTECH 122 1458 Th A . SNMP 55 1 KURIER 2¢ LA SO 7
SNMP Il 4525 F1 SNMP A3 2 [ A& 5t . SNMP 55 3 Ji i) 22 2 WU Ve thgs in 7 5 40 50 1 A A
W, BbAh, BERRASTE R EE T 2 A s (USMY) A TR B U T 2 A 28 (VACMY) #2846l %6
SNMP I MIB X % 175 )« ASA (S REAIEE SNMP 1R 7, BLECK 224> SNMP T8 {75 )0 4%
A4 A 0 UE R0 2% T 5 1 L

HHHATECE, SIS UE R AL eI A JC R A i e il . e RN T P, e AR
vyt

e
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B swwea
* NoAuthPriv - LG IGUE HCFRFA, B AR SN %2k E .
* AuthNoPriv - § G IFHTLE, ZWEN BT H D KAF .
* AuthPriv - 5 S 0AE G B, BRE I B ST 500 5ar )t s .
SNMP 2H
SNMP 412 ] LUK P8 i 6 U 1) 2 6 Sms . A4S SNMP 41iCE 241, JF5 SNMP AL ¢
k. SNMP 2 [ 2 SNMP 2 1) 22 4 i QUL . IX S 805 52 SNMP 41 P4 1) 7 438 1 &
WYIEFI A FAZKET . 45/ SNMP 41 42 Fi/ 2 A pi X6 A 2t —
SNMP
SNMP H P HAfREMH P 4. HPFTERAE .. GO uEsis. s sat, DL EAE 5400 50 E
Fahnss . GOy IIE Bk I 3, SHA-1. SHA-224. SHA-256 HMAC 1 SHA-384. J#5 kit
15}y 3DES Fl AES (7 128 192 Fi1 256 fR-PAT ) o @I A, 2620 5 SNMP ZHAH ik .
RIG, H PR Ak Az AL 1) 2 .
Y
IR CE SNMP v3 H KN, AR S0 0 UE S A K B A T B T s A K .
SNMP E£#)

SNMP T H1J& SNMP 3l Z1FN BT A& 26 2 1) TP Huhik . ZERC & SNMP 28 3 fin EAL A H bk 1P il 26
MBCE 4, OB XS CRCE I . SNMP H b5 IP kAT H bR S84 FRAE ASA _Fis
ZME— . BN SNMP EHLHBERA — NS HOCHH - 44 . ZEH6C SNMP FABIE, 157578 I snmp-server
host v % 5, Hifrts NMS B H A FRUERCE A 5 ASA IR UEAH UL AL .

\}

FR O OEZATLLNIN 8192 & M. HiE, Hrpi 128 & H T 4.

ASA FnE#} 10S Bz BRI E M E R
ASA 1y SNMP 55 3 Wit St /E AR 75 T AN ] T 2R} 108 i) SNMP 2 3 i Sk i
o AHLG BRI RES 9 ID Y AR E . AHLS 9 1D ZAE ASA Ji B sl G g 1 1% S A B
o ANSCRPAE TR U7 ) 4], 3350 MIB 3 Y A2 B .
« ZEFFR LA R MIB: USM. VACM. FRAMEWORK 1 TARGET .
o TR ZIUE FH IEA 1 22 AR e P R AL
o TRAZRZ TE A BT IR P . 2R AL
* {ii ] snmp - server host iy &I ASA FUIU LA fo 74 X SNMP i &

oo
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snmp g Bsnakis [

SNMP ‘?éﬁ E IL.\I% ll_,\'ﬁ%l_

SNMP A= B 5 R 212nnn (IHEN R85 H AW R . R 88 H W B3R & 2 0 _ B4R E EHLE Y] SNMP
ik, SNMP [#BF. SNMP {58 F15K H ASA 5 ASASM ) SNMP Hi 3 (RS

ARAGHEH BN FEE, SRS HSH .

\}

ER W SNMP R4 H G U B E R (£ 4000 45/88) , I SNMP #8145 I8

By —
MARSFE=ATEH
A% SNMP SCHFFIfE ., 1S LA T URL:
http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd_technology support_sub-protocol home.html

A5 A 5 =77 T HAL T SNMP %5 3 ik MIB {5 5., &ML URL:

http://www.cisco.com/en/US/docs/security/asa/asa83/snmp/snmpv3_tools.html

SNMP &£
A5 AT SNMP 2 i 2575 3 AL

W PR AL FEFNES R

* Kt SNMPv3 H TAERF BB e R I, W SRAE W AR ST F0 5 VAN T P B8 T AL % B B 4 W e 2 5
W%, WISNMPv3 H A I BRI 6% . 200K SNMPv3 I BB I 24 61/ 3 FH 545
DA P S B0 e et s B8, W] AR B s B 7 (SNMPv3 H 2 Fldl & 6k
FEARTE B B 4 3 N i A I U R A1) E%ﬁﬁﬂﬁ’i/\ﬂ%ﬁ TR FE e
%\ snmp-server user usernamegroup-namev3 iy 4, B LI AR N % 7B 3K priv-password
HEIGURI auth-password 126 T5 2 2 21 i b/ 46 FH 4

IPv6 M (FrE ASAEIS)
] LUl IPve &4k Ed E SNMP, LUME IPv6 T HLAEWS AT SNMP &), - Miz4T IPve #RAF IR 4%
B SNMP i 5. SNMP AREEFAAH ) MIB CLiEATH 5%, PASCERE IPve -ik.
H b AN
o FEBEA ISR IBAT I R G A S K HL YRR B

TR ABIUR Y Firepower 2100, JGiEFWELF S AR5, Jf HAE ASA TS ik s8¢
A DA RPEPE . I, 15 AE FXOS s UM PEES L HCE SNMP LU I HLAR & 2 TP 17 A2 ASA
S EFRHE

| e


http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd_technology_support_sub-protocol_home.html
http://www.cisco.com/en/US/docs/security/asa/asa83/snmp/snmpv3_tools.html

B suwe e

oo
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2 HAT Cisco Works for Windows B HAt 575 SNMP MIB-IT A5 fE #7301 Yo 25 4 fig H2 i SNMP

B ik Bt 55 MIB.

* SNMP A3z fFilid VPN BB T4 P15 1 (management-access ii4) - X T-3ET VPN

SNMP, AT AER | F S H SNMP. & IEH 8 H & BT 18] Shhg B AT 76 30 al422 1 1A 1
SNMP. ¥ [8l#: 0 Wi&E H T SSH.

AR TR U7 41, HJE VACM MIB A 30 B LU 2 BRARL I

* ENTITY-MIB AR #E serh A v H o 7R AR B S o TF-MIB T 2.
* ENTITY-MIB X} Firepower 930041 . AH )%, i CISCO-FIREPOWER-EQUIPMENT-MIB

F1 CISCO-FIREPOWER-SM-MIB.,

R & b, WEEH] snmpwalk % b 3 1 (ifDeser) Wi 78 B8R ) 5 R AEAE L. ASA i
F—Fh ST KA 52 SNMP 25711 ifindex %o 24 ASA JABNIN, 42 11085 ASA S2HRAEC & I N2
W8 2 ifindex 4. AINE] ASA [HTZ 02 N2 ifindex £ I051%K . BEERZ K
a0, MIBREE Gy 4, T AE S N TR B R R

1t snmpwalk fir % 144t OID I, snmpwalk L H23 20 7 € OID KA AL & Jf o
HAt. Dk, ZEF & LN M4Ammh, W§HireE ssmpwalk fiy 4 1 ft OID.

% T AP SSM B¢ AIP SSC A SZFF SNMP 2 3 hilto
A3z Hr SNMP i

RZHF ARP (5 HER .

ANSZHF SNMP SET 4.

{# | NET-SNMP i 5.4.2.1 FRINF, 1024 AES128 INZ8 vk RA . AN AES256 8% AES192 /i
o RGN N

WRES R FHSNMP A FA—EeRAs, W20 BT e B BT 5 2.

XHF SNMP 55 3 [, AL FIRPHHMTRCE : 4. . B

%}F- Cisco Secure Firewall #%, snmpwalk i 210 M 5 B 5481 FXOS mib.
TEMIBRALZ B, S50 2000 DR ok 55 i 2 SRR T L

LEMIBR L P 21, S R A IC B 5 1% ) 44 DRI ML

W R EAE AR g A OR T BC BN e TR e AL, IF LR AL 1 2 e O34T T 5 ek, )
WA BRI PRAT LA e«

o ML IHBR T -
© A LG
s W e TR AL

NSRBI € LR BRI MIB X 574210 D il o
T AT B3 KA B BF L BEAEERIA K] Read/Notify View H3RI .
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snwp e [

Emfﬁf St F 42 connection-limit-reached B lF o A L FERIE,  f85 DA Z0AE LIk 211 22 BR ) 1
FURE L E E DA SNMP 4548 E L.

i 2 0 AR 4000 & EHL. (B, HAY 128 A H TR,

o SCRFIIE AT H AR B EON 128,

{5 LR 2 D 2406 55 BHE S B A S HLALOA H 1.
AT LUK S AN 5B LG

T AZEAF] 1) host-group fir & R E BB LR S a1 EHLALTRE I E 20 A [ 1
RSB A T PR S AR

o WERMER R LA B Sl ALV B N, R SEa (0 DT ic & 1 LA R CR € e R

WETHL.
EHERE B T T2 e 2 1R 2 51 .
SNMP KIS RN E A 1472 5275

ASA AN S0 SNMP R 45 23 B BE EALECA Z BRI . show snmp-server host 744 A &
N IELERS T ASA TGRS AL, DL BRI & 1 EAL.

BB HERR IR R

3

ERRAOK B NMS 4 AKE t0 i) SNMP BERE, 5 A LT drd

ciscoasa(config)# show process | grep snmp

ZHIPOK B SNMP (KR ZEH S BIFR LB R fE ASA 516 L, WAL R i d

ciscoasa(config)# logging list snmp message 212001-212015
ciscoasa(config)# logging console snmp

LR SNMP JEFL IEAE AR MR R, R LL R i 2

ciscoasa(config)# clear snmp-server statistics
ciscoasa(config) # show snmp-server statistics

LT SNMPv2-MIB (1] SNMP 4.
TR SNMP £l fLili ik ASA JF45 ) SNMP #hRE, iEHALL Fin 4

ciscoasa(config)# clear asp drop
ciscoasa(config) # show asp drop

W NMS TCik i shid R G ol R IEMALEER B ASA IR NFABE, 1E 5 H B 6 3 3 o i)
W, AR AL A

e
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ciscoasa (config
ciscoasa (config
ciscoasa (config

# access-list snmp permit udp any eq snmptrap any

# access-list snmp permit udp any any eq snmp

# capture snmp type raw-data access-list snmp interface mgmt
#

)
)
)
)# copy /pcap capture:snmp tftp://192.0.2.5/exampledir/snmp.pcap

ciscoasa (config
AR ASA AEHUYIHRAT, T PAT BLR BRAERIR A 5% 19 25 H0 4 AN B AR 4 L
T NMS B, WHIRLL TS R
CERVE
AT
514 1D 47
AT AR T 44 R0 i
* KLU i
show block
show interface
show process
show cpu

show vm

R AR A, IR B DA, TR 1 SR show tech-support iy 4 4 3% 3
R TAC,

GRS Y SNMP il i ASA 20, # 0] feid 75 Z4 A icmp per mit iy 2 o VK HiZfE SNMP
AR %5 25 1) ICMP & .

WAL snmp-server enableoid FLE T 44, {EHAT SNMP I3 AERT, ASA #£rif]
MEMPOOL _DMA il MEMPOOL _Global SHARED jthH [ A 7745 B . X Al it 4 3205 SNMPA]
KEJCPUMFE FE AL, BELEAR ML), 11538 % ff F nosnmp-server enableoid fiy 2561543 )5
FLEMAHOC) OID. AR, A7 OID iR 1] 0 “F75 .

MR —ANE K TP B SNMPGET %) K& OID #7481 ASP EFETHE I, T EE 1 ASP
EFH s, MXSSEE SN CPU b IR Rk, BT e e 20 2 m 2 5as, It
FERE TS BT SNMPGET SKIRPUXEEAE,  LA/DXT CPU Y52

MAIEZ N B ASA FIZAME HE P L S SNMP I, 5320546 1% 5t 37448 1] SNMPBULKGET 1fij A
J& snmpwalk, LUEW/D 56 HIEREE . MR RS S, 5758 5 SNMP ZER
ol

o I SNMP SRER I S . (5l SNMPBULKGET) Wi SNMP 4 11), ASA 42— B A

3 (DF) AL, A B2 SR A X 2% 1% 428 28 /D SR AR G 1) e K AR A7 (MTU) ASA. i FEAE M
R FRCE TR MTU, A & T RES AL E R 43 B it B 3 9 S Pl (ICMP) %
Pefl. H)E, T DFf & E, it ASA ANEWAKEI LS F, AT SE ASA /b
Mo
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CER |

B ), A5 A] DUE E ASA RIS LR AR R I MTU, 4 ] 2 AN 3REGE K AN &
SNMPBULKGET, B{# 7%/ SNMPBULKGET &3k 5 (it k7N o

* HRHELZ MR R, S LI URL:
hitp:/Avww.cisco.comv/c/enfus/support/docs/security/asa-5500-x-series-next-generation-firewalls/ 116423-troubleshoot-asa-snmp html

fic & SNMP

AATAH U E SNMP.
UK

L1 JHH SNMP BRI SNMP Iz 45 % o
$£1E2 Kl E SNMP .
$£IB3 Nl'E SNMP 56 1 MU 2¢ IS8k SNMP 4 3 RS,

/2 A SNMP {XIEF0 SNMP PR 5528

i SNMP RHEEAT SNMP iR 55 4%, AT LA T 0%

7E ASA )5 H SNMP fREEAT SNMP e %545 . BRINTEHL R, SNMP les#% Ca o

snmp-server enable

T

ciscoasa(config)# snmp-server enable

it & SNMP BB
TEFE 7€ SNMP A A= sl 46 g B DA K i An B FOR AR HE R 4 B NMS, i HUTLL R0

| e


http://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/116423-troubleshoot-asa-snmp.html

SNMP |
- RN

\)

AR R SNMP SR SE H G BN, SNMP BERE AT e AEACEIA M 2 rh i) 2 9205, S EUR G0
e WERBRILAGIEIR . RIEEMTERECE, ATLLERER ] SNMP AR g8 H G P i,
T ABkad 5 B AR g8 H B B L0 .

o
it

B BABEBE . FEBEE S 20T A B BE A% ) NMS.

snmp-server enabletraps[all | syslog| snmp [authentication | linkup | linkdown | coldstart | war mstart]
| config | entity [config-change| fru-insert | fru-remove| fan-failure| cpu-temperature| chassis-fan-failure
| power-supply] | chassis-temperature | power-supply-presence | power-supply-temperature
[1-bypass-status] | ikev2 [start | stop] | cluster-state | failover-state | peer-flap | ipsec [start | stop] |
remote-access [session-threshold-exceeded] | connection-limit-reached | cpu threshold rising |
interface-threshold | memory-threshold | nat [packet-discard]

i

ciscoasa (config) # snmp-server enable traps snmp authentication
linkup linkdown coldstart warmstart

I A AT LK R 48 H S EE N MR BINMS . BRARCE O3 FH BT A SNMP FRUERERE, R
BT BEASF IR SEREEE, 1548 F no snmp-server enabletraps snmp 4.

WA S AN E FEBEE AL, BRI syslog BBk BRIMEDL R, 2 H syslog BBk ERIA
SNMP Kbt & 48 B & M BFAREE R T .

143 155 55 W] I i ' logging history iy 4 1 the snmp-server enabletrapssyslog iy 4 4 fE M & 48 H & MIB

A B B o
P SE SNMP FaRERIBR NS, 3548 1] clear configure snmp-server fir4 . BRINIE WL T S 28HI T
HoAb BB

AAEAE BESG S5t bl T AR BE )«

* connection-limit-reached
* entity

* memory-threshold

A Ik A HEA N R G S ) B () 1 AR B B B <
* interface-threshold

FER BT, AT SAG B B A2 B SR P PR35 A eT

config [R5 ] ciscoConfigManEvent il %41 F1 ccmCLIRunningConfigChanged B %11, 7EiE Hific B4
Ji o A BRI S SE T

oo |
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CEDILTET T |

WS CPU i R KT Friic & IS F BT C & I, MR G2 2E 1k cpu threshold rising FaRiF.

HUH RGN AP L B R GENAF T 80% N, R G W PG 5th 42 )i memory-threshold B BF .
PR AR P S, AR T S S NAFE B RS AEIN 80% I A2 b e Bt

FELC R AN IE ] T IR LB Y o A 2 AR BB OB R A s MR LE B B Rl T e & o il
* Firepower 1000 R4 (U FELL TSR ME: chassistemperature. config-change Fl1

cpu-temperature.

P
SNMP A i 2 L He A1 8t

BoE CPU EHXEE

LG E CPU MR B, 1 HAT L D 8R:

b iy CPU (A ) i 47 ST
snmp cpu threshold rising threshold value monitoring_period

IR

ciscoasa(config)# snmp cpu threshold rising 75% 30 minutes

FE B B A CPU A F SR W A Ta], 548 b a2 1) no 0. R K Ad & snmp cpu threshold

rising fir4, T AR 50 AR BRI R B 70%, 1 S B 80 PR R 3L 95% . BRI W 2 10

WE N1 5.

155 CPU B ) Uh ZARFFAE 95%, ToVkRLE . 1 CPU BIE A SURETEH A 10% 2] 94%. Wias
WA UETE R 1 3] 60 34,

e E¥IEEORE

SRR PR OB, AT U R

fic & SNMP #EL% O 1Y iR

e
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B s snmp i 1 stk 2c 054

snmp interface threshold threshold_value
il

ciscoasa(config)# snmp interface threshold 75%

L5 SNMP W BB IR A, 54 a2 10 no JEaC. BRI & XA T 56 R R SR 0 2 B .
R AETE A 30% 3] 99%. BRIMEAN 70%.

snmp interface threshold iy & {) /£ 5 B St AT

P BERE VG IS DUAE PR 2 B R 2 B, RGeSt i W B L i [ B o 4 B Sk E . (X
B O T S AT O

B E SNMP kR 7K 1 Bk 7N 2¢ Y5 4]

LINCE SNMP 25 1 el 2¢ W 240, AT LN PR
UK

LB $5€ SNMP AN, Fan ML RIZERABEROEE D, IR T LUER: S ASA 1) NMS B, SNMP &
FEES A FRAD TP ik .

{interface hostname | ip_address} [| ] [community-string] [ {44 }] [%i 9] snmp-server host
trappollcommunity version1 2cudp-port

IR

ciscoasa(config)# snmp-server host mgmt 10.7.14.90 version 2c
ciscoasa(config)# snmp-server host corp 172.18.154.159 community public

ciscoasa(config)# snmp-server host mgmt 12:ab:56:ce::11 version 2c

trap JCBET AR NMS BRI AR EBE . poll SSBE -k NMS BRI AU IS TER (Feif)) o BRIA
TEOUR, SNMP B . BRIMESL T, UDP i 24 162, #EX FRFH & ASA 5 NMS 2 Al 3

EE, FHE AN KNG, KERZ N RATRET T/ . AR BRiAX

FHFE A publice ASA 8 I BB 2 A8 NI SNMP i85 3K & 547 % hn, 7 a] DU FH 34 X 2 4%
HORFR Rl A, ARIE R A — ?ﬁ%@aﬁ ASA FUEHLS: . ASA TR MR, JFHAS
TR R B s SR A i R . HE, QR SNMP W a2l i A R VA S i W O, e
W ASA BHIFAEX 45 B R A BEAT 5 NE)EHJJH AL X AR, W TA R4 (il CLI
ASDM. CSM %) (N Ennss e BISCEREANT] Do s ik X AR B iR 2 i ASA Bl 18
BN — e SOE .

REETHREH T HEBEANE R (D FISNMPRRAS . version A SEVF{# I P ik R AR 15 ik 55 2 38 155

FAEYN N snmp-server host fir 4 RGBS H DR ASA E G A FEIEAH [R] A FEIE K AL B NMS
Ealiu) DR

oo
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$IE2

& SNMP =

mE snp 23 tnss [

BB AL SNMP 55 1 Rl 2 MG & T AL X A 77 i

snmp-server community community-string

i

ciscoasa(config) # snmp-server community onceuponatime

a4

Wﬂi@%%ﬁfﬁ%%%ﬁ ' @ #,8, %" &, * ) AEALXC A A T, A AR RS 2D

RE DR B AOAE AT 0k 747 1T RE2 @E&%ﬁl\ o B, SRt () BRI SUTAE, ANAEAE X T
R e AR

BCE SNMP Il 55 # A7 B s = A5 B
snmp-server [contact | location] text

IR

ciscoasa(config)# snmp-server location building 42
ciscoasa(config) # snmp-server contact EmployeeA

text ZHFEICR N B ASA R H KA FR. MFIRX KNS, mEATHE 127 PR Wad
B, HEBANERCR A A

BCE SNMP 15 K K0T i 1
snmp-server listen-port Iport

T

ciscoasa (config)# snmp-server lport 192

Iport Z & B2 A6 Nl K 103 11 . BRI 114 161. snmp-server listen-port i 2R 8 BRI 5+
hETH, RGN S A T W SR S R g RS E snmp-server listen-port 74, R4
ST VN WS

The UDP port port is in use by another feature. SNMP requests to the device
will fail until the snmp-server listen-port command is configured to use a different port.

BUAT SNMP Zefe e Fpalfe iy (i 60 00, EE AT, s LAEAE T h, 2k R
4 H & %ASA-1-212001.

£ 3 hREIS AN

HECE SNMP 25 3 fRINSHL, THHATLL T DR

e
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B ==swezsmusy

T

$IR2

et S SNMP 55 3 R &1 F 1357 SNMP 41,

snmp-server group group-name v3 [auth | noauth | priv]

T

ciscoasa(config)# snmp-server group testgroupl v3 auth

FCEALX PR RS, R B EREA S PR B AL AR TSN — D RIRH 1
R A, —ANRIREE 2 R A, auth JCHE 7] 8 B A 5 0 50 1E . noauth SCHE73&
IR ARAE AT e L 5 e BN & . priv SCHE T Al R A S M S 6IE . auth B priv CHE T
AAFAEERIME

AL SNMP 55 3 JC & 3 H (¥ SNMP 2L e B8 L

snmp-server user usernamegroup_namev3 [enginel D enginel D] [encrypted] [auth {sha| sha224 | sha256
| sha384} auth _password [priv {3des| aes {128 | 192 | 256} } priv_password]]

i

ciscoasa(config)# snmp-server user testuserl testgroupl v3 auth md5 testpassword
aes 128 mypassword

ciscoasa(config)# snmp-server user testuserl public v3 encrypted auth md5
00:11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF

username S3E JE T SNMP B BN L P LK. P A EREZHA 32 NERF. BDLATILLY
B3k BUERFBIEARE. 2. CRRIZR) . (B8« @ (FERTS) - GEFR)

group-name ZHUE H P @A I A FR . v3 KRB € MAT A SNMP 2 3 il L0 e vl
encrypted. privAl auth S8 . enginel D GBS A2 FTILI, 4R E H T AL F P (1) 5 4 B0 A A
N {5 S K ASA 1 enginelD. enginelD ZH0hJi$5 2 H % H ASA enginelD.

o AR TN BERITRE 2

o DL B 8 ANFRE, BE 80 AT

o DAL FBE HEAFILL R 8 ~ 1 @% &)+ {3 [\ "<~/
s AMFOELUR S § (GRISHS) 2 (s #i= (5 .
WAL 52 S AR T4

AL LR R TR i, TR “123457 QETMICETA, T
“ZYXW” 6 SAMER T . IR RS G EARAT GRHAKT 4 5 645
# ) I RAER D £

pEkcd

oo
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mE snp 23 tnss [

FEAT (AR 1838 B R A B T 2 BN, RGNS T B S I sl b il 7 Fr v h 4. i,
abcd&!121 H B SIS AT W, {H abed&!125 A5,

auth JCfE 735 NAE FH S 36 UF 4 5] ( (sha. sha224. sha256 B sha384) . priv S 745 &
. AAELE auth BE priv S8 7 B BRI SCHE 7 I BRI -

XTI EE, 1T LAERE 3des Bl aes S8l 7. I ] LAFR & AT HI I AES N kAR : 128, 192
8y 256. auth-password 445 € S i %505 . priv-password Zx5fi e I FH P 26 5 o

WERSIC S, WV, BAEHRCE A o Bl LR e 2l SCAR B sl A AL 2. A
A B hy T P I BRI B 36 40 (SHA. SHA-224. SHA-256 5{ SHA-384) AHUGHC. 4/7]
FRCE WoRE Sl G FEUE AR (i, EANECE ) I, GG IR A AL B 43 B0 E A R A
WM ARSI (B ARED o BB 1| NPT (B2, HTese
JRIA, FRATE U 2> 8 N R TR

¥ SNMPv3 H TAR BB e AL I, an SRAEHI AR S A TV 1805 VA i (R B T e 46 B0 o g i e % 14
%, W SNMPv3 H P A S IR . A0k SNMPv3 H P SHs B 45 i)/ 3 &, DA
P B e 4 B, W] DLEEAEH & LA (SNMPv3 I A 2 Jeii e SR AL
P A AL E A A RO A o FOFRCEREAN T, r iRl 2 A i Ausername
group-namefiv 4, BYFH AR/ 4 F 2% L% A priv-passwordik JiUFlauth-password B 50 (A i T
i) . snmp-server user v3

USRAEFE )/ 3 e % AR encrypted SRBETHIARI Y, RGUR Bos — AR R, R SNMPv3
P i AR o BAT IR B AR BN AN ERDUAT SNMPv3 I A4 2

ol A A A B N IR i I )/ 2 3l %

ciscoasa(config)# snmp-server user defe abc v3 encrypted auth sha
c0:e7:08:50:47:eb:2e:e4:3f:a3:bc:45:£6:dd:c3:46:25:a0:22:9a

priv aes 256 cf:ad:85:5b:e9:14:26:ae:8£:92:51:12:91:16:a3:ed:de:91:6b:£f7:
£6:86:cf:18:c0:£0:47:d6:94:e5:da:01

ERROR: This command cannot be replicated because it contains localized keys.

i, AESERESTHRIITIA] s ve s b (IAERC B P A#/E snmp-server user it & IO OL T A4 2 27%) -

ciscoasa (cfg-cluster) #

Detected Cluster Master.

Beginning configuration replication from Master.

WARNING: existing snmp-server user CLI will not be cleared.

F8E SNMP AT o From ML RS BFI#: 1 . i n] LLEHE 2] ASA 1) NMS 2k SNMP 5 2
R4 FF D TP Huhl

snmp-server host interface {hostname | ip_address} [trap| poll] [community community-string] [version
{1] 2c| 3 username} ] [udp-port port]

i

ciscoasa(config)# snmp-server host mgmt 10.7.14.90 version 3 testuserl
ciscoasa(config)# snmp-server host mgmt 10.7.26.5 version 3 testuser?2
ciscoasa(config)# snmp-server host mgmt 12:ab:56:ce::11 version 3 testuser3

e
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A =w D]

SNMP |

trap SCHEE T Al NMS BRI A G BE . poll et 7 rl ¥ NMS BRI AU EE R (i) .« BRiA
AR, SNMP FEHEFE G . BRIAEN T, UDP %04 162, X P55 1E ASA 5 NMS 2 ja] [t
TR, R AN KNG, 2 RADTF R TR AR . BRI R
&0 publice ASA 1 FH LS5 5 &A% N ) SNMP 153K & 7547 %% ildn, 448 ] LI FH S X 3 43 5 ke
FROEu A, ARG A — - B LS ASA FII NMS. ASA 48 7555, I HAS a8 T3k
A1 DX R T SR AE RN . AEEH I AL X 2R R, XHETHE R4 (Bl CLI. ASDM. CSM
) AU IR WSO W I AL E AT R AR 28t ASA AR 1 I8N 1 — i 2 W]
XK.

KB TR E T REPERTE K (560D [ISNMPRAS . version 1 Se Vi FTid A 55 i 45 230 155

fE ASA FJCE SNMP 5 3 FRCENLIN, JH 20 % 1 HLCHK

PLLEN IN snmp-server host iy & G H WA BE, 150 AR A ASA - BC R AR IR AR [R] iR AL UE R IE 2 NMS
LRI

WE SNMP A5 # 7 BB IR NG B o

snmp-server [contact | location] text

i

ciscoasa(config)# snmp-server location building 42
ciscoasa(config) # snmp-server contact EmployeeA

text ZHIRE IR NEL ASA RAEH R MATR. LMX A KNG, REATAE 127 MR WEH
Phg, HZNBHIGH T — DT hg .

WE SNMP 15 K T W o 11

snmp-server listen-port Iport

i

ciscoasa (config)# snmp-server lport 192

Iport Z UL B2 AL N SR K5 11 . BBV SR 114 161. snmp-server listen-port iy & {2 BT 5t
PRTH, RGN SCPA AT . AR MmO ERCE snmp-server listen-port 14, R4¢
*%'EKZT—\‘W\—F?HAE\!

The UDP port port is in use by another feature. SNMP requests to the device
will fail until the snmp-server listen-port command is configured to use a different port.

AT SNMP £ FE & Fraie ) (5 60 #b—%) , BEFum Il [, wfg D 7efdi il d, W&k &R
4 H & %ASA-1-212001,

LRCE IS AT AR I SNMP H 403, THHATBL R 25K

oo
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sapsmengsn ]

it & SNMP H /7 31% .

snmp-server user-list list_name username user_name

i

ciscoasa(config)# snmp-server user-list engineering username userl

listname 243 & 7 SIR A4 FK, KEZRT Ui 33 /N34T, usernameuser_name JCHE 7/ 2 400
feoe e A& P T ARG E (W 7o {8 snmp-server userusername it AL E FH A& B R
AEAEHT /2 SNMP 25 3 iS00 T ixdr & A4 T . HIP SRR Z A7, JF Higls THLA
B TP ik FE ORI

R P S M5 K

SR I IR AR R SR HT P T AL R AT ORI, TP T AR 2D R

B F P B B AN P B P 2L 200 BAR I

snmp-server host-group net_obj_name [trap| poll] [community community-string] [version {1|2c| 3
{username | user-list list_name}] [udp-port port]

il

ciscoasa(config)# snmp-server host-group inside netl trap community public version 1
ciscoasa(config)# snmp-server host-group inside netl trap community public version 2c
ciscoasa(config)# snmp-server host-group inside netl trap version 3 userl
ciscoasa(config) # snmp-server host-group inside netl trap version 3 user-list engineering

net_obj_name 2 fit € Ml /™ BT 7 415 2 SRR 4 1 U E 0 R A4 TR

trap AR LAEREREPE, JF A RVFNEIEENL B o« BTSN, SNMP FEBFE 15
RS

poll SCHEFFi E AAVFI B =ML CRevhDD , (HABEARIE P

community ST E K B NMS I8 K 75 ZAEBOA A, B0 2R 0% 22 NMS (1 BABIF I 75 22
JEBRINTRF R . AR I OCHE 7 H T SNMP 55 1 FRERES 2¢ iR, community-string 2 %45 2 J3 L%
PR A e, P R B A AR B AE NMS & R rp R 2. HK P R i 2 ] L

32 AR

e
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version JeE % SNMP Il A1 FRAS U B A 1. 2¢ 8% 3 DL TR FaME 3215 sk (), BRiA
WA 1o

username Z- 4045 7€ A AE T SNMP A 3 1 HI 7 44 95
user-list list_name G887/ 2400 1 1 SR I 445K o

udp-port port %%ﬁ?/ﬁiﬂﬂb%féﬂﬁh SNMP FBIF A 326 B AEER 56 1 _E 1 NMS ML 3 B 1% NMS
ALK UDP % %5 . RN UDP i 124 162

542 SNMP

T2 LAR T B 4% SNMP 1) iy 4

* show running-config snmp-server [default]
a2 BRI H SNMP R4 25 AL E (S S

* show running-config snmp-server group
Iy 4] Bk SNMP 410 1

* show running-config snmp-server host
I 2] s A SNMP T4 il 306 0 5ze 2 AL A v SR T8 2R 100 T A A

* show running-config snmp-server host-group
iy 41T 7R SNMP EHLALRCE .

* show running-config snmp-server user
M4 Box SNMP 36T H - RS W .

* show running-config snmp-server user-list
Uiy 4 1] 7R SNMP I/ 81 R it

* show snmp-server engineid
e A AT R TG E ) SNMP 51311 1D,

* show snmp-server group

A n Bos CRECE I SNMP A4 FR. 15 S i B4 X R R, BRSO R A 4
BoRPIANEAMNOLL . AT AR IE

* show snmp-server statistics

B2 n R EEC B 1 SNMP RS 2R E . B0 FT T SNMP tH5ss T E 0%, 15 clear
snmp-server StatIStICS (i3] 7

* show snmp-server user

Sl AT s UG B O R AE

oo
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A5l

PAR 7 358 W ] Stz SNMIP iR 95 4 e 115 &L«

ciscoasa(config) # show snmp-server statistics
0 SNMP packets input
0 Bad SNMP version errors
Unknown community name
Illegal operation for community name supplied
Encoding errors
Number of requested variables
Number of altered variables
Get-request PDUs
Get-next PDUs
Get-bulk PDUs
0 Set-request PDUs (Not supported)
0 SNMP packets output
0 Too big errors (Maximum packet size 512)
No such name errors
Bad values errors
General errors
Response PDUs
Trap PDUs

O O OO oo oo

O O O o o

DL 7 6 AT {7 SNMP il 45 2838 AT 0

ciscoasa(config) # show running-config snmp-server

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

SNMP 7= {5l

RO TR AERT SNMP A 2% 17l .

SNMP 25 1 kg 058 2¢ FR

NIRRT ASA W P L E ML 192.0.2.5 20 SNMP 5Kk, (H SUAS A 4R E ML LA
SNMP &4 H ik

ciscoasa(config) # snmp-server host 192.0.2.5
ciscoasa(config) # snmp-server location building 42
ciscoasa(config) # snmp-server contact EmployeeA

( ) #

ciscoasa(config snmp-server community ohwhatakeyisthee

SNMP 2£ 3 fi

TR T ASA WA A SNMP A 3 22 BRI SNMP i8R, 1B SR C B I8 401 5 15t
e o4l J3r. EAL:

| e
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ciscoasa(config) # snmp-server group v3 vpn-group priv
ciscoasa(config)# snmp-server user admin vpn group v3 auth sha letmein priv 3des ciscol23
ciscoasa(config) # snmp-server host mgmt 10.0.0.1 version 3 priv admin

SNMP B9/ 212 %

< 7: SNMP By [ 212 3%

INREBFR FRA | i%PA

SNMP 5 1 RIS 2¢ fi 7.0(1) | JE Rk B SCRE X F AT L E SNMP JIRSS 8% 55 SNMP AR 2 8] 4% S i ds ke it
At ASA PIZ% I K s B

SNMP 55 3 hit 8.2(1) | Azt TN A2 2 Fr 2 it SNMP 5 3 hitdfit 3DES 5k AES N

Sz HE . A USM,  BRRRAS Fedr e B0 7 . AR ML L 5 6y i
FRAE. BEAN, BEIRASIE SR VRS A MIB X St AT o7 ¥k, JF HA s
oAl MIB S2F§.

FIANBAE N T LA N4 show snmp-server engineid. show snmp-server
group. Show SNMp-Server user. SNMp-Server group. SNMp-Server user .
snmp-server host.

A I 8.3(1) | SHFm i e .

B T LN 4 : snmp-server community 1 snmp-server host.

SNMP AT MIB 8.4(1) | I HFLL FH AL SCHE . connection-limit-reached. cpu thresholdrising.
entity cpu-temperature. entity fan-failure. entity power-supply. ikev2
stop | start. interface-threshold. memory-threshold. nat
packet-discard. warmstart.

entPhysicalTable & A% Bds XU HUSERAHSCALF 4 H .

HHFLL N HoAl MIB: CISCO-ENTITY-SENSOR-EXT-MIB.
CISCO-ENTITY-FRU-CONTROL-MIB. CISCO-PROCESS-MIB.
CISCO-ENHANCED-MEMPOOL-MIB,
CISCO-LAL7MODULE-RESOURCE-LIMIT-MIB. DISMAN-EVENT-MIB.
DISMAN-EXPRESSION-MIB. ENTITY-SENSOR-MIB. NAT-MIB.

SCEFLLF HAt B BE:  ceSensorExtThresholdNotification
clrResourceLimitReached. cpmCPURisingThreshold. mteTriggerFired.
natPacketDiscard. warmStart.

SIANBEMN T LU Fr4: snmp cpu threshold rising. snmp interface
threshold. snmp-server enabletraps.

[F-MIB ifAlias OID 37 #F 8.2(5)/ | ASA ¥M{E % HF ifAlias OID. W% IF-MIB I, ifAlias OID ¥ & N EK
8.42) | 3z 1 Y ¥

oo
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TIREAFR

(TS

152 AR

ASA fIRZ5HEHL (ASASM)

8.5(1)

ASASM 3ZHF 8.4(1) HHEL AT AT MIB FIFERE, (HLLRN I H R4k
8.5(1) AL FFIF) MIB:

* CISCO-ENTITY-SENSOR-EXT-MIB ({¥ 37} entPhySensorTable £
THIXSD .

* ENTITY-SENSOR-MIB ({37 F entPhySensorTable 21 I %) o
* DISMAN-EXPRESSION-MIB ({{ 3 #F expExpressionTable+
expObjectTable 1 expValueTable 241 15§ 4) .
8.5(1) A SLRFIM B«

* ceSensorExtThresholdNotification
(CISCO-ENTITY-SENSOR-EXT-MIB). IR F o, K
J B A CPU 6 i

* InterfacesBandwidthUtilization.

SNMP [P

8.6(1)

T HF ASA 5512-X. 5515-X. 5525-X. 5545-X Fl 5555-X LA R HiAd ¢
B entity power-supply-presence. entity power-supply-failure. entity
chassistemperature. entity chassisfan-failure. entity
power-supply-temperature.

BM T LA R4 : snmp-server enabletraps.

VPN 2% MIB

9.0(1)

L SE it 5B A AR (1) CISCO-TPSEC-FLOW-MONITOR-MIB.my MIB K %
Sl A A | B
.4 ASASM J3 FH LR MIB:

* ALTIGA-GLOBAL-REG.my

* ALTIGA-LBSSF-STATS-MIB.my

* ALTIGA-MIB.my

* ALTIGA-SSL-STATS-MIB.my

* CISCO-IPSEC-FLOW-MONITOR-MIB.my

* CISCO-REMOTE-ACCESS-MONITOR-MIB.my

Cisco TrustSec MIB

9.0(1)

T X LU MIB HISZ#: CISCO-TRUSTSEC-SXP-MIB.

SNMP OID

9.1(1)

SIS K] SNMP W EALN TR OID SR SCHF ASA 5512-X.
5515-X. 5525-X. 5545-X 1 5555-X.

e
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SNMP |

TIREAFR

(TS

152 AR

NAT MIB

9.1(2)

ST cnatAddrBindNumberOfEntries £l cnatAddrBindSessionCount OID
K FF xlate_count Il max_xlate_count & H, #1245 fui4-{# 1] show xlate
count A HEATE .

SNMP EHL. ENAFH 53R

9.1(5)

IR Z ] AN 4000 & EHL. SCHRFRITEShEE ) H ARECE O 128. AT LIR
TE M Z R G LSRR SR I LA B ERL. TR 2 AN 5 —
EE PN 7

FINEENS T LL N fiv4: snmp-server host-group.  snmp-server user-list.
show running-config snmp-server . clear configure snmp-server .

SNMP ¥ 5K/

9.2(1)

SNMP A 3% )3 SR/ BRI UK 1472 575

SNMP OID #1 MIB

9.2(1)

ASA I{E 37 FF cpmCPUTotal5minRev OID.

ASA Virtual CAE R s 2] SNMP sysObjectID OID Fil
entPhysicalVendorType OID .

CISCO-PRODUCTS-MIB #! CISCO-ENTITY-VENDORTYPE-OID-MIB
EUEE B b SZ R ASA Virtual ‘F & .

CLS I T i VN S VTP 0357 SNMP MIB.

SNMP OID #1 MIB

9.3(1)

£\ ASASM ¥§ il CISCO-REMOTE-ACCESS-MONITOR-MIB (OID
1.3.6.1.4.1.9.9.392) S §.

SNMP MIB Fi1[g

9.3(2)

CISCO-PRODUCTS-MIB FI CISCO-ENTITY-VENDORTY PE-OID-MIB
YWETH, LSRR ASA 5506-X.

ASA 5506-X LA A58 A il 2 SNMP sysObjectID OID Al
entPhysical VendorType OID &,

ASA L7E % FF CISCO-CONFIG-MAN-MIB, "Bl & AEW AT DL R 4%
o TIRCAREERCER T4 .
* (EISATHC B R A B SUS B AT NMS.
© PRERS b U R AFAA T I B AR G (1 I )3
© RERAT A I ARTE S, B, SOlTELNE BTG YR

BT AR a4 snmp-server enabletraps.

SNMP MIB Ffg R

9.4(1)

ASA 5506W-X. ASA 5506H-X. ASA 5508-X F ASA 5516-X C/E N
= i N £ SNMP sysObjectID OID 4 entPhysical VendorType OID &1,

oo
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TIREAFR

(TS

15t AR

MMESTH SNMP IR 5545 BB =LA
ﬁBE%J

9.4(1)

ASA X FAREAME SRR IC BRI SNMP iR 45 5 BBk =ML show
snmp-server host iy 2 A WS IETERC 1) ASA IRESh 0L, LA
Pic B 1) Lo

BT LL R4 : show snmp-server host.

WRINT 6 ISA 3000 115K

94(1225)

UAE, SNMP S5 ISA 3000 /™ dh R 51 . BAThMF S E N T8 OID.
snmp-server enabletraps entity @4 CAS O B AR B
|1-bypass-status. X FFHE S HFAEAF 55 BRAS T

B T LA R fir4: snmp-server enable traps entity.

¥ CISCO-ENHANCED-MEMPOOL-MIB
M1 37 $F cempMemPoolTable

9.6(1)

UAESZFF CISCO-ENHANCED-MEMPOOL-MIB ] cempMemPoolTable .
KRN NAFIE, N2 ARG LI BSR4 H

PR3

CISCO-ENHANCED-MEMPOOL-MIB i ] 64 {7 71508, I H 3 Rpfs
RAM it 4GB IF°F- & B A AE.

xRS I ) B (PTP) SCHF E2E B W
i 2 MIB

9.7(1)

HAE Y Fr 5 E2E 3 W I A =6 W [ MIB .

R
N % #F SNMP get. bulkget. getnext Fl walk ##:1F .

LT TPV6 ) SNMP

9.92)

ASA LAESZHEEE T IPV6 [F) SNMP, 4518 IPv6 5 SNMP IR S5 2518
{5, SOWFEE IPve PUAT EMIAIFERE, DL RRILE MIB {# H IPv6 Hi
ko AT T LR B SNMP IPv6 MIB %1%, 41 RFC 8096 H1 ik .

« ipv6InterfaceTable (OID: 1.3.6.1.2.1.4.30) - £, & 54N 1 IPv6 5 5E (1)
{%‘1%\0

* ipAddressPrefixTable (OID:1.3.6.1.2.1.4.32) - 445t SRS AN K BT
ELIEE

* ipAddressTable (OID: 1.3.6.1.2.1.4.34) - {5 55 Sk LA < 1 -1k

.
=Y

* ipNetToPhysicalTable (OID: 1.3.6.1.2.1.4.35) - £ % ) TP Huhit 314y
peith| eI
B s MUy 4 snmp-server host

PR
snmp-server host-group i 4 A2 £ IPv6.

SCRFAE SNMP 5 A% 35848 11 18] i3 H AN A%
AT N AERTE ] AR ST B 45 R

9.10(1)

Jy il CPU YR 5 ), 4450 LU AN ZE Tl ik SNMP i A% #54E
AR AT W AE R Wﬁéﬁﬁriﬂ}%ﬂﬁ xR

B4 : snmp-server enable oid

e



B swewmseicz
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IhRE & TR FRA | iR
YRFAE SNMP 85 k% $E 0910) Ji AR A | 9-12(1) | by CPU AR & ), 48wl LUs FANZE ]Gl ik SNMP #5 A% 54
A NAE R N RGeS B 45 3 WA AT P9 A7 R0 L N AE e v Bl T 2 i
RGBT 4.
SNMPv3 543 53iF 9.14(1) | Bir, #nLIE ] SHA-256 HMAC %64iF 1 7 S5 .
BrEAE )T 4 snmp-server user
XFF9.14 (1) +rh ikl st e ik,  |9.14(1) | ASA Fi5 H AR = SNMP % /7 it 5 | 55045
ASAAFE5 TR AE RS = SNMP L i
ElE-SEioR
TRk 2R VPN #5417 SNMP 46 ) 9.14(2) | }F-IE L3k 25 18] VPN HE4T 224 SNMP #6#1, 5K oM 101 1P k£
BN R ) 5152 A28 VPN L —3104)
WE PO 9.15(1) | 5T FH 64 7 1150 2s I R4, L3 H CISCO-MEMORY-POOL-MIB OID
CISCO-MEMORY-POOL-MIB OID 37 (ciscoMemoryPoolUsed. ciscoMemoryPoolFree)
i CISCO-ENHANCED-MEMPOOL-MIB [f] cempMemPoolTable 4 i fi] 64
R RGN fEb s 5 B .
SNMPv3 & 43 §1iF 9.16 | #IAE W] LU ] SHA-224 1 SHA-384 34T 11 SR I . EASREFAE
(1) | jl MD5 #4717 S A B6AE .
TS ANREF£ ] DES #3847 0% .
BB E ) iy 4. snmp-server user
JEF IPV6 (1) SNMP 9.17(1) | snmp-server host-group fir 2 ILLESZHF IPve ML, J5 AT RIR % .
FR[AIE 113+ SNMP 9.18(2) | #& IRAE 1T LA IR B4 L1 SNMP:
Wb /E T4 interface loopback. snmp-server host
SNMP MIB F1 [ Bt 9.20(1) | Cisco Secure Firewall 4200 %4 5 # # (FPR4215. FPR4225 F1 FPR4245)

CUAE B 7= s %1 SNMP sysObjectID OID A1 entPhysical VendorType
OID FH, AN T HHXLE Cisco Secure Firewall 4200 F 511 7% i %4~ EPM
£ (4X200G F12X100G) [] SNMP 7§,

oo
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