ERNIT

AFEANHUUTIF AR ASA.

s Uil ar AT A ERIG , 1)
o NCE ASDM 5], #5510

* % ASDM , 5 8 L

o HBRARCE 5 5 10 TT

o QOPRPCE , 225 UL

o FTCE S OV T EEE , B30 1T
o FHINEL ASA, 31

e A SITHREREH A

XNFHIGRECE, WENEE G 0 BV CLL. 25, &0 LURHE & 25 n)# F Telnet 5% SSH AL &
TRV . R ARG O T 258, s 66 im0 2K 851 S 2 R g Hur 2.
0 R AE R RN G o 0 ISV R R A, TR YR . WURIER, R A R R
FH— G WA Z BRI RS IR, TR T B Byt & AR . i e s

fih TAF v AR TiE Rz
~
ER

% ASA Virtual #H| G VM), 1EZ0 ( ASA Virtual PN I .

A WY A

7 i3] ISA 3000 =& &

LU DB M B

32

SRR AT PR & AP RN R i 1, R BB 9600 Bk 8 NEUEAL
T AN W E TR VAN oV s o P G AN ST R St e =
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. if5ia] Firepower 100070 Cisco Secure Firewall 1200/3100/4200 15| &

ES 0 ASA WA RN, TR OCEE T & A eI E B,
2 ¥ Enter 8 E B UL N ERTT:

%

ciscoasa>

I SRORTFRMIIEAL T 7 EXEC #8517 EXEC B EIRIBUE A i &

B3 Ui FFA EXEC #ix,

enable
U enable iy A1, RGP T MU
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*x*

Repeat Password: ***#*#*x*

ciscoasa#

FERFRCEXEC B, FATARRCE Ar BT o 3] RFAL EXEC FEaCHEA i B

TR AU, M disable. exit B quit @4 .
SR A Uil 4R E R
configureterminal

TP

ciscoasa# configure terminal
ciscoasa(confiqg) #

AN RBC BT ARG A ASA. ZHR e RRCEAL, 1R exit. quit 2 end 4

if7i2] Firepower 100070 Cisco Secure Firewall 1200/3100/4200 = &

FERAAT |

Firepower 1000 Al Cisco Secure Firewall 3100 1200/3100/4200 1l & ¥t I il B 4534 81 ASA CLL, &

J&, AT LILZE ASA CLI F148 ] Telnet 34323 FXOS CLI #E4T #fEHER -

UK

TR K EA SN UER RIS a1 . SRR RGCL AT Z ) R AT OB R A DL S AT

=721

H.:

* 9600 JHFH

B &R
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i3] Firepower 1000%0 Cisco Secure Firewall 1200/3100/4200 #% 4] & .

* 8 MAL
* AR
* 1AMEIEA
HEHER] ASA CLL. BROAHLL T, Ui 2 & AT 25401 7 FE k.

i 45 EXEC 5,

enable
BN enable i &1, RPN IE T SUEE .
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x¥x*

Repeat Password: *****x*

ciscoasa#

WA ASA Tk g, JF HAEEAN FXOS sk Ry B, WEAE ASA EBCE K H I # it 2E FXOS
EIBRH A,

FERFAC EXEC B3t , P AR E far S w o i8] WL EXEC A a(HE A Bl B AR .

SHE R EXEC B3, 1A disable. exit 5 quit 74«

U 1) 4 R e A

configureterminal

i

ciscoasa# configure terminal
ciscoasa(confiqg) #

o] AR ER A TR E ASA. BEEH AR/ ERA, EA exit. quit 8 end @14
(3% %3] FXOS CLI.

connect fxos [admin]
* admin- $ A S MU AR o WRANIZERRIR T, KA s Ui AR . i, [
fEAEE P T, A TR E AT H
RGNS FOREBIRMEH IR, a0 ASA I 2 KL 545 FXO0S, o HAth ok . 243k [M] 5] ASA
CLI, iE%iA exit BN Ctrl-Shift-6. X.
7E FXOS 1, ] LUl scope security/show audit-logs iy 4 &6 1 7 1% 5 .

Tl

ciscoasa# connect fxos admin

i :PNEI |
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. i71a] Firepower 4100/9300 #.55_E &9 ASA 12§11 &

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

if7 i3] Firepower 4100/9300 #1785 £ &Y ASA 14| &

Nil

B

SHFWIAAECE, VI K UOE B2 F) Firepower 4100/9300 MU #5145 (et il & vy 1 54l Telnet
Bl SSH AT RIEEE) N ASA ARV ] iy 24T FLIH «

%3] Firepower 4100/9300 HUAREY HL5 %5 CLI (#5#I4 8 SSH) , ARG K if %5 ASA:
connect moduledot {console | telnet}

f# 1] Telnet SEBE I AE T, (T LRI RHBEERIT B 2 AN 18, I FLERHE P

TR RIS, S D7) FXOS BB CLI. AR5 L AUERES] ASA N HI

connect asa

Tl

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

ViR EXEC #85X,  iaUHA fm BUR 2«

enable
F—UEN enable i 21, RGP T SUE
w5l

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*x*

Repeat Password: ***#*#*x*

asa#

FERFRCEXEC B, FHATAFECE Ar BT o 36T RFAL EXEC FEaCHEA i B
ZLRPRRUREA, T disable. exit 2 quit fir 4

B &R
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FE3 SEARJRRCE FA

configure terminal

TP

asa# configure terminal
asa (config) #

FHR AR ERS, A disable. exit B¢ quit fir4
SIE 4 fii A\ Ctrl-a, d {ff N H AR 756 6 3R 7] F) FXOS #iEk CLI
TSRS H K, % R] REARAL ) FXOS #5tk CLI
5 k[0 FXOS CLI [ F 5| %2,
RHEHIA:
a) A~
T F IR 3 Telnet NV FH .
b) ZLE MW Telnet N, A :
telnet>quit
BH Telnet £1F:
a) KA Ctrl-],.

. & ASDM i (4]

A AT I BN EC B V5 7] ASDM, B RAE A BROAKC B S 00 T ey e 5 D7 17

SEREH ,JUAEEELJT ASDM if ja]

REHTEGARCE, CRMIERIA SR B BN ASDM JEREAT T TR

6T LA 432 119 4 BB R 5] ASDM:
- R T R AR

* Firepower 1010 Cisco Secure Firewall 1210/1220—Management 1/1 (192.168.45.1), BN EBLL
KM 1/2 %2 1/8 (1010 A11210) 8% 1/10(1220)(192.168.1.1). F B FEHLIREI A 192.168.45.0/24
P2, PR ENLBREIN 192.168.1.0/24 P45 .

| i :PNEI |



FERAAT |
B =xxasomisis

* %R R Firepower 1100, Cisco Secure Firewall 1230/1240/1250. 3100, 4200 - A #5LA
KM 1/2 (192.168.1.1) 5% Management 1/1 (O H DHCP) . WFBENLBRHIN 192.168.1.0/24
W2, BB HL ARV R BT 4% .

* Firepower 4100/9300 - 825 i i S BRI EZ LRI EFE M) 1P Motk B FHLARVER B
FEAAT 9 25

* ASA Virtual- Managemetn 0/0 (YEFZE MBS o B B MR T 57 B 45
* ISA 3000 - Management 1/1 (192.168.1.1). &0 1-HL52 B T192.168.1.0/24 %%,

a4
IR O 20 SR, TR A 19 2 5 AN B SEU7 1) ASDM.

HXERM
) ERGARCE , 3 10 0T
Jii FHEAE FH 2214 ook
Ja5) ASDM , 8 T

B X ASDM if7 4]
W — A EEA LU R &AM, WA AT
« WA BRI E
o AREEETOE PR P ik
o RS SOh B W K B A
o RHZEEE SOk 245 S
ST, O T SIS A 1 ASDM Vi 1), BATTEEBUS A T BA L B, (H Al

WAL IP Mkt HASARRT R (BCEBE Y s 6 50 olif #5200k B 0 S Ad e &
I, A NAE AT T e o

\}

AR X T ASAv, AJDMERRE R RCEIEWIR, B AR e S BRSBTS BR G

faray =28
BT

UK

SEN LEFEHI G5V CLL
SW2 (T FHEIP KR
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gz asom i I}

AT R G .

firewall transparent
PR3 BCE RN,

interface interface id
nameif name
security-level level
no shutdown
ip address ip address mask

i

ciscoasa(config)# interface management 0/0
ciscoasa(config-if) # nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

security-level J2/ T 1 3] 100 Z [ 5T, Hob 100 e 2400

SEL4 I TEESHEND NP ML E DHCP #i:

dhcpd address ip address-ip address interface name
dhcpd enable interface name

i

ciscoasa (config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa (config)# dhcpd enable management

PR Y B Y A G It

PEBS O TN ML 5
route management_ifc management_host_ip mask gateway _ip 1

TP

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

$I26 ) ASDM J5 H HTTP R4 2%:

http server enable

PIT AVFEEL LTI ASDM:
http ip_address mask interface_name

T

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

| i :PNEI |
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B =3 asom

PIR8 IRAFACHE:
write memory

PO (L) Reine a2
mode multiple

BRI, TR A EOR DA BC B O A PG 5. SRS REURR A E0R N2 ASA.

Gt
PR BC ERE BT KSR e e A I IR, C . Management 0/0 #2111, Jf 445 B AR H
ASDM:

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

HXER
PRE ) BRI E . 11 T
BEE BT KB

i H] ISA 3000 #6146 , 2/ 1 7L
JaZ) ASDM , 58 T

2z ASDM
1§ F| ASDM-IDM J5 Zh2)7 )5 1) ASDM. A Bla% 5 F 48 vl DAUE R H HIE 2 2T & ASA TP itk 1
Web W45 M ASA FERI— W H o W BER: 2 A ASA, LHFEH N ZH %8
7E ASDM W, W RLES A ASA TP Hihk /T4 BE,
AT AU ERE ASDM, LUK An a4 i 3 30855 )2 5)) ASDM .

ASDM $ SUAFAFE A AE A \Users\<user_id>\.asdm H & (GUFFZEAE. HAEMEIESD FEn g ()
5 Secure Client fit. & 1) o

B &R


asa-923-general-config_chapter6.pdf#nameddest=unique_42

| EAAIT

m#asom
gz
PR {EHRE N ASDM & ) vHEAL L, fi A LU T URL:
https.//asa_ip_address/admin
R
HiRde e https://, TiEER & http:// S F5 5 TP Ml (BRI HTTP) 5 ASA A2 Hah¥ HTTP ik
k¥ K #| HTTPS.

REHE 8 ASDM JH 2l 5L i A1 LT $4 -
L% ASDM Z#1#2FF (Install ASDM Launcher)
P2 ENERIT I ASDM, HRAT LA M R4
a) miifikid ASDM BE#iEfF (Install ASDM Launcher).
& 1: %235 ASDM SN2 F

Cisco

€1, cisco ASDM 7.20(2) Al

Cisco ASDM 7.20(2) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advantages:

* You can invoke ASDM from a desktop shortcut. No browser is required.
+ One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher

Copyright ©® 2006-2022 Cisco Systems, Inc. All rights reserved.

b) K AN B CEM T 2% , K5 AElE (0K).

WNSORBCE HTTPS SR RHIE, W LAEBAT I 44 A enable #568 (BRIA 02D (500 R Jefson

ASDM (U5 AR . B IRAE CLI 4 A enable iy &I, RSB HC#Y; Sk ASDM I
A BFIATRAT o R SUS F Y, ABFEREFE FPIRE: 20 BE A

40 KR AN Telnet #55. SER: WIAREHH T HTTPS B4k, W A B 44 k%
RIR o RIEANE ] B0, W RS SRR A B ATEERS CuASER L A )

ASDM B 2 A B4 126 rp oG A5 2 7547 DL LT

o) R BRE P RAF BTSN, RIn Rl ey . whesé ), K HEI4TIT ASDM-IDM Jii 8lfE
e

i :PNEI |
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FERAAT |
B :zums

d) HAERLIP Huhk, WP ARER GBS , AR5 REERE (0OK).

I EOAECE

) BRI EE B B RERERTIR) ASA N HT (T BC L

* Firepower 1010 - ) BRI E JE T BETE P 5B/ 4RI E . 45 ] UM A B2 11l A #0588 e s 11
1/l ASDM 3 ASA.

* Firepower 1100 - Hi)  ERIAECE S D REME Y0 /A M EC B A ] LU/ B 42 11 B iy s 2 T A8
ASDM B ASA.

* Secure Firewall 1210/1220 - H) BOABCE )R FHIIREVE A /AN & . 8807 DU B4 1 i Ny 58
ML 48 ] ASDM 4 # ASA.

* Cisco Secure Firewall 1230/1240/1250 - i) ERIAECE 55 H DI RENE /AN TBCE o 48 n] DA EF B
e OB L ASDM 458 ASA.

* Cisco Secure Firewall 3100 - H | BRIABCE J FH D REME N 5B//MSEC & . R DO HE 1/1 #2118k
N EEE 8 ASDM 9B ASA.

* Cisco Secure Firewall 4200 - H | BRIABCE S FH ZhREVE N 5B//EC & . AT UL 1/1 #2101 8k
B i ASDM 9 HE ASA.

* Firepower 4100/9300 HLAR - 76558 A7 ASA Bk ASA FEFERT, HY) BROAFC & n fic B B g 11,
DA R DS H] ASDM 5304, SR i e 58 il i

* ASA Virtual- {4 RSN U ISR FE, AERRE D, FERCE (WIAA MBS B veE) Il E A AT
0, LMERTELER] ASDM BT, AR5 IHRL S e I RC B . I n] ARG B e 78 1P Hihit.
EATNEH] BRI R (IR FTED .

* ISA3000- ) ERINBCE A2 J LT 58 B I B KRR &, T A A A B4 1 L T ] — 44
gerh SRR LAE ] ASDM 45 145 B 1 R v B I 25 1) 1P btk oI I .

XA, BRI B AT i i B KRR R A 5B, BR T ISA 3000, JEEIH B
N EANAE B A P i . % ASA Virtual Al Firepower 4100/9300 HLAE, 7] LAZE #5381k £
R B B

\}

ER BRUGSCER (BRI BROARCE AN, DU ORISR N AR AR HERC . log/« crypto_archive/
Hl coredumpinfo/coredump.cfg. X8 A I IR 8 5 N AE T BSOS HHAN LS . IR 2850
By P AE RO R s BRI R CUR AR R
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mELT BIARE

BVINBUT R E B BOIABCE . ST ASA Virtual, %557 0] BRI B E 0% ASA 5525-X W
fﬁkiﬂ:ﬂdfi:

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
|
asdm logging informational
asdm history enable
|
http server enable
http 192.168.1.0 255.255.255.0 management
|

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

)

ERE 1F Firepower 4100/9300 I, P H)  BRANCE S EERRACE ; TEME BOABCE, D0 L5 | 48
#E ASA.

FHia Z |l

M BEAN AR B H o K SRR T, B ISA 3000 [4:4h, ISA 3000 (N AEE I N it 4. It
Hh, BT TR AR OSBRI E 0 ASA AT AR 5 SIS el Al T Th BE A shk T
Ml .

T KT BOAICE
configure factory-default [ip_address [mask]]

i
ciscoasa (config)# configure factory-default 10.1.1.1 255.255.255.0
W e E ip_address, IR 3 45 245 B0 ) SR BB 1) 1P Mk, AR BRI TP bk, A7 O%
H1 ip_address ME IR 142 11, i 208 LU R 85 e«
* Firepower 1010 - 35 & 3 JL1H 1P Hudik,
* Firepower 1100-1% & A B4 L IPHbdL .
* Cisco Secure Firewall 1210/1220-1% & &2 #:11 [P Hihik.

* Cisco Secure Firewall 1230/1240/1250—i% & R ZR+2 11 1P Hudil:,

| i :PNEI |
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FERAAT |

* Cisco Secure Firewall 3100 - 13 & FOEREL [ TPHLE
* Cisco Secure Firewall 4200 - % & P ERFZ L1 TIPHuL
* Firepower 4100/9300-JC 51 .

* ASA Virtual—#¢ E B3 1 1P Hihik.

* ISA 3000 - ¥ B &EIEH M IP k.

http #ir A 82 1M . [FRE, dhepd address 436 B4 2 LU ARTS 52 1 TP bk 58 v 1 B o)
k. #lan, W€ 10.5.6.78, FMHENDS 4255.255.255.0, NDHCPHuhEVEH
10.5.6.79-10.5.6.254.

%} T Firepower 1000 #1Cisco Secure Firewall 1200, 3100. 4200: M.ir4453i5 K boot system 4 (4l
A LA E ARy o HCE T SO 225 W0 JE S (R BB ARS8 R i i g

XF R AR . Ay 2] BR boot system fin % (WAL FIHABECE . Z a2 SRV 2
W% 35l . boot system NIRAEVRE H ) HCE 5 FH N2 ASA W, E0 M IR A7 1 28— N A% )
g WR NN TS, ASA ¥ G B .

Tl

docs-bxb-asa3 (config)# configure factory-default 10.86.203.151 255.255.254.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

WARNING: The new maximum-session limit will take effect after the running-config is saved
and the system boots next time. Command accepted

WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.
Executing command: interface management0/0

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.

Executing command: ip address 10.86.203.151 255.255.254.0

Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.86.202.0 255.255.254.0 management

Executing command: dhcpd address 10.86.203.152-10.86.203.254 management

Executing command: dhcpd enable management

Executing command: logging asdm informational

Factory-default configuration is completed

ciscoasa(config) #

R NN N e DAREE

write memory

B &R
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e AsA vinual 5E28E ]

A BIE A TR B PR A B 5 S E BRI B, B LAY 20K boot config iy &t &k B E ) — ML
BB BCENEERA, IR ORI ER

k& ASA Virtual ZREBLE

A B U ASA Virtual 32 (550 K) E.
JUE

TR N TRATHEERAS, R B

HoBi g s A R B, AU ILOCHT . AR THTIPIRAS, A3 B 3 T i A B &
BRSO BBt ORI BT e BUPOINAO T FLE A b 4 42 B i O 2 Ja,  IHACE
e NH L B [, I HLRRR Il 2K L

PW2 wPNEG, WEEEIE . b T HAT RS, W B LA LN A%
write erase
pE i
ASA Virtual 23 Z) S HTIZAT G, Bk, AW 3 saniashm . S e R shig, w2
% boot image @74 .
H I RAF LI .
SIE3 FHINEK ASA Virtual, I E LS :
reload
TR N THAT RS, IR & B
FHIRATERHNESE, THaa s . BN ER D H v

Firepower 1010 ZIAFC &
Firepower 1010 (i) ERIARC B ALE DL FBLE
s BRI - LKW 1/2 2 1/8 J& T VLAN 1
© MER—SMERIAL R - ORI 1/1 (O , VLAND (P30
© BT -EELG I /1 GEED , TP ik 192.168.45.1
* SMER IP Hbik >k 1 DHCP, MIEB IP Hbik—192.168.1.1
© WL B EE D Y DHCP BR%5 28

| i :PNEI |



. Firepower 1010 ZIAFLE

* K 4N DHCP ({1 2KiIABE B

* ASDM Vj il - SRV BEAN N A8 L. A B EHLR N 192.168.45.0/24 k%45,
192.168.1.0/24 M %

* NAT - MNP RI AN BT L 1982 11 PAT .
* DNS JI#%5 %% - OpenDNS JIi 4% #% C. 1ific & .

P BL T iy 4 ks

interface Vlanl
nameif inside
security-level 100

ip address 192.168.1.1 255.255.255.0

no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown
security-level 100

ip address 192.168.45.1 255.255.255.0

interface Ethernetl/1
nameif outside

ip address dhcp setroute

no shutdown

|

interface Ethernetl/2
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/3
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/4
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/5
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/6
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/7
no shutdown

switchport

B &R
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Firepower 1100 ZXAFL & .

switchport mode access
switchport access vlan 1
|
interface Ethernetl/8
no shutdown
switchport
switchport mode access
switchport access vlan 1
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd address 192.168.45.10-192.168.45.12 management
dhcpd enable inside
dhcpd enable management
|

http server enable

http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 1100 Z{IAFC &

Firepower 1100 [¥7HH ] BRIABC & AL 75 DU e
© NER—IMERIE - ORI 1/1 (AR, BLKIM 172 ()
* SMNER I P thiib >k [ DHCP, MIER 1P Hitik—192.168.1.1
< BEEE 11 GEED , TP Hiiibk H DHCP
* DHCP RSZ 2N ML 1 L
* ZRINBSER oK 4N DHCP, 453 DHCP
* ASDM Vi) - FRVFEF BRI ERL. B ENLBR I 192.168.1.0/24 k4.
* NAT - I\ BRI SR T A it i iK% 1 PAT
* DNS JI%5 %% - OpenDNS JIR 25 2% CLFific & .

P E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

BRI
|
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. Cisco Secure Firewall 1210/1220 E}ABL &

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown

|

interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown

|

object network obj any
subnet 0.0.0.0 0.0.0.0

nat (any,outside) dynamic interface
|

http server enable

http 0.0.0.0 0.0.0.0 management

http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Cisco Secure Firewall 1210/1220 ZXIABC &
Cisco Secure Firewall 1210/1220 ({BRIA H ) TC B H TS AR 4 25
o FEMERZHRAN - LK 1/2 3 1/8 (1210) BLLAKM 1/2 5 1/10 (1220) J& T VLAN 1
« MEB—SMERLE - UK 1/1 (UMD, VLANT ()
< B - EHENG I 11 GEHED , TP Mk 192.168.45.1
* SMER I P thiib >k 1 DHCP, MIER 1P H#itt—192.168.1.1
o WL S EEE I LY DHCP BR%5 88
« K 458 DHCP IZkIARE R

* ASDM Vjj i) - FOVFEF RIS EML. B EE B HLRHI A 192.168.45.0/24 MI%%, LA &N
192.168.1.0/24 4% .

* NAT - NI AT AT L 82 11 PAT .
* DNS fR45-#% - OpenDNS fil 25-%% £ il & .

P E i1 BL T iy 4k

interface Vlanl
nameif inside
security-level 100

B &R
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ip address 192.168.1.1 255.255.255.0
no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown

security-level 100

ip address 192.168.45.1 255.255.255.0
|

interface Ethernetl/1
nameif outside

ip address dhcp setroute
no shutdown

|

interface Ethernetl/2

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/3

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/4

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/5

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/6

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/7

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/8

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

11220

interface Ethernetl/9

no shutdown

switchport

switchport mode access

switchport access vlan 1
|

Cisco Secure Firewall 1210/1220 ZXiABL & .
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11220
interface Ethernetl/10
no shutdown
switchport
switchport mode access
switchport access vlan 1
|
object network obj_ any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd address 192.168.45.10-192.168.45.12 management
dhcpd enable inside
dhcpd enable management
|

http server enable
http 192.168.45.0 255.255.255.0 management

http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Cisco Secure Firewall 1230/1240/1250 EX A B &
Cisco Secure Firewall 1230/1240/1250 [fJBRIAH ) FC S FH A E LA T Y2
* REB—SMERFE - LK 1/1 (AR, LUK 172 CA#)
« SMER IP Hbhit >k H DHCP, MEB IP tbiib—192.168.1.1
< EEEE 11 GEFHD , P Hililbk § DHCP
* DHCP RRSS &L N HH 1 L
* BRIABRER oK [ M6 DHCP, 45! DHCP
* ASDM Vjjln] - SRVFE BRI L. B EHLRR S 192.168.1.0/24 M4
* NAT - A PIFBEI SR T AT i i 1042 ) PAT .
* DNS JI#%5 %% - OpenDNS JIR 25 2% C. il & .

P E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

|

interface Ethernetl/1
nameif outside

B &R
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security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Cisco Secure Firewall 3100 Z{IA B &

Cisco Secure Firewall 3100 [FERIA )0 & H T 0 & LR A 25
* REB—SMERE - LLKIM 1/1 (M) 5 LUK 172 CA#)
« SMER IP Hbhib >k H DHCP, MEB IP Hbiib—192.168.1.1
< EEEE 11 GEFHED , P Hilikbk § DHCP
* DHCP RRSS &L N HH 1 L
* BRIABRER oK [ M6 DHCP, 45! DHCP
* ASDM Vjjln] - SRVFE BRI L. B EHLRR S 192.168.1.0/24 M4
* NAT - A PIFBEI SR T A i i 10 H2 ) PAT .
* DNS JI#%5 %% - OpenDNS JIR 25 2% CL il & .

B E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

|

interface Ethernetl/1

BRI
|
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nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Cisco Secure Firewall 4200Z A\ Bic &
Cisco Secure Firewall 4200 [FERIA )P0 & H T 0 & LR A 25
* REB—SMERE - LLKIM 1/1 (M), LUK 172 CA#)
« SMER IP Hbhib >k H DHCP, MEB IP tbiib—192.168.1.1
< EEEE 11 GEFHED , P Hilibk § DHCP
* DHCP RRSS &L N H 1 L
* BRIABRER K [ 4hEE DHCP, 45! DHCP
* ASDM Vjjln] - SRVFE BRI L. AR EHLRR S 192.168.1.0/24 M 4%
* NAT - A PIFBEI S BT AT i i 1042 ) PAT .
* DNS JI#%5 %% - OpenDNS JIR 25 2% CLFific & .

P E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute

no shutdown
|

B &R
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Firepower 4100/9300 #55 ZXiABL & .

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 4100/9300 #1785 ZLIABL &

1 Firepower 4100/9300 #L4H I #2#& ASA I, W HBCE VF 2 Al L4 Il ASDM %42 3 Management 0/0
LOHZH. R AR LL R I E

* %?iﬂi%[ﬂ:
AR 1) BRS A 392 1 CUFF Firepower 4100/9300 HLAR &7 3 54 |2 X

* %4 “management”
TR FEIY TP Huhik
ZARLINA 0
L H

o I PR S 1 K BRI
* ASDM Vil - RVFATA ML,
PRST BA HIC E AR LA v 2o A IERF R AT HAALE , S0 ASA 45,

interface <management ifc>
management-only
ip address <ip_ address> <mask>
ipv6 address <ipv6 address>

i :PNEI |
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ipv6 enable
nameif management
security-level O

no shutdown
|

http server enable
http 0.0.0.0 0.0.0.0 management

http ::/0 management
|

route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipv6>

ISA 3000 ZOABCE

ISA 3000 BRI BLE W R

< BIARAIEER - IEWIPT KRS 2 BRI K, s R IB KR B BT K, I
FANG A P JE42 0 4% 1) it 2 R e

s LANMFERIED - T O B AL TRl — M & (P it R kR E; LAHITIREUS
1AM 4EHEICED) . GigabitEthernet 1/1 (outsidel). GigabitEthernet 1/2 (insidel). GigabitEthernet
1/3 (outside2). GigabitEthernet 1/4 (inside2)

* A PIERFASINERHE 1138 W] ELAH A

« B U1$EO - 192.168.1.1/24 1T ASDM il .

* T8 E% 7 5 ) DHCP.

* ASDM Vi) - fFRVFE B L.

s NUUNEOX R TREMESERE . GigabitEthernet 1/1 1 1/2; GigabitEthernet 1/3 1 1/4

N

ER S MISA3000 Wi I EEE NGRS R AR N, A FIREE X RERS IS insidel
F1 inside2 LA X outsidel Al outside2 ¥ AN FFREMAR - X %6452 O 2 8] A TART IR
AW T . ZEMKE AL G, BB ASA B8 i kAR R8T 4
il

e DL T iy 4 ks

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0O
no shutdown

interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown

B &R
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interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level O
no shutdown
interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVIL
no ip address

access-list allowAll extended permit ip any any
access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management

ASA Virtual 3R E B E

i ASA Virtual i, AT V2 n] LB H ASDM i%:#: 3| Management 0/0 #2115 4, MLl
BT RE:

o % H 7 W B R

* Management 0/0 %1
* fir4 4 “management”
* IP JhtEY, DHCP
« LRLHH 0

EHL L IP M (Bt Cn RIS O T M D
A F AR HTTP 25543
EHENL TP bk () HTTP il
(Wi%) GigabitEthernet 0/8 FfIi b A 55 % 1P Ml Al Management0/0 £ H IP Mk

.
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ASA Virtual R BE &

DNS 55 %%
FHEVFAT ID 2 Jé
BREVF T L B KPR SEAl ThREE

* B HEfEHr URL (https://smartreceiver.cisco.com/licservice/license) Fll¥ [ 80,

e (n[#%) Smart Transport {CH URL i -]
(Afi%) SSH & HLH :

* & i 1P Mkl

« AHLH] A4 D

o A3 A M A PEEAT SSH T 75 1) B 43 B i

.

(k) JA I EZE A REST API

\)

ERE T AR AT R AN B EE N ASA Virtual, ASA Virtual 52595 W I EEM . #8825, Al RERE 2k
A7 HANAC S, DUSEZI BB 1) RS T A AT .

A RIS BER, WS LA N BCER Bl

interface Management0/0
nameif management
security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent

\}

AR LRV ATIE 2R “ARIE” VFRTIE.

A R RE R 1) L, WS P LU R R Bl

B &R |
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nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable
http managemment host IP mask management
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source TP address mask management
rest-api image boot:/path
rest-api agent
failover
failover lan unit primary
failover lan interface fover gigabitethernet0/8
failover link fover gigabitethernet0/8
failover interface ip fover primary ip mask standby standby ip

IR AL E

AT . WRAESATBA, AC P BUE T A A 2 A
AT REHEEMEITRE

=l W=

MASA BN, B NIRRT (R RBIECED INEEE . BOATFOLT, & SCPRE ) B e
FAEA BRI A7 o R, RT DU R RSO R S8R IR R B L 5 AR SO o A B dr &k
BT I JA B

boot config {disk0:/ | disk1:/} [path/]filename
TRAF B AL -
write memory

(KR

ciscoasa (config)# boot config disk0:/startup.cfg
ciscoasa (config)# write memory

ERAXEESE
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Bk ¥ 3 2 H sk 2 i I WAL E AR K (elhn, kT 16 MB) , IS AR TLIE IR A2 JA BT

B EIXFPEILT, %24 H boot config i 4K I B L E R AF B AT RSO R GE . fln, Rk

j(’*”ﬁﬂﬁﬂﬂ%@ﬁﬁﬁ?\]ﬁqjﬁ RORAT, WA writememory I HACE K, B HRILLT
R R

SR H N. nvram:/startup-config (K& REARKDN)

FERXFIIE LN, O ORAE TR INZ ASA 2 FiRRea AT lC & HOB DR A7 BB I SO B . 150, ASA 7T
RETCTL N5 E B L

BITERE

BNy, AU AR I AT B E AT . IR AT I E T Bl DR AT B R B, AE N
Ba AU IHAT

REFEEEN

AN AT RAF LA

AERBERRATEREREEN

SORB T E R B SR, AT LU R

KA TRC B R R B E
write memory

TR
copy running-config startup-config i

k

SE[AT write memory T4 .

EZFREATHREFREEY

AP IRAFREN T 5 (RS WE, B, WATRIN R PT A I StICE .

SAREFEENMERMAR

U R PP R A R G S

MG FERGE Y, st B IR 2R S -

write memory

B &R
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FIRRIFAABIE

mnreraEeEs

X T2 5, W sUa SBCE v DL B RSN IR S5 35 o AEIXPIIGOLY, ASA S4B & B IR 2
1 7E15 5 URL AR IR RS 2%, {2 HTTP 5{ HTTPS URL 4%, ‘EATIA SOV e B AR A7 2 IR 55
Ao
pait 4
copy running-config startup-config i

A‘

25 [\ T write memory i 4.

=EBE

TR LU N B BRI N DRAF T AT R S B DL R

MARGEIAT 0], R A7 G B DR AT B B A i 5 K 3 sl G A AR S

write memory all [/noconfirm]

W R AN Inoconfirm SCET:, WIHSE BILL R 4275

Are you sure [Y/N]:

TERINY J5, ASA SIRAF RS Bl B MAENME Ste 15 500 Dt & vl 3 B AEAMT RS 4 Lo (EIX PG
DU, ASA &G B ORAE ] 8 4E 1% 5 URL ARiRI RS %%, {5 HTTP & HTTPS URL [&4h, ‘EA]
AN SVF IO B B AR AT B RSS2

1E ASA (REFEANMESUR, RGO ERLUTHE:

‘Saving context ‘b’ ... ( 1/3 contexts saved ) ’

AN, SRR T ARG WHS LR A S B
 XTFRINAEASC TR TRAF T 5t RV s LU R

The context 'context a' could not be saved due to Unavailability of resources

o X PICVERIEIERE B AR AR GRAF I 5%, RGO R IR R
The context 'context a' could not be saved due to non-reachability of destination
o 0T RIS SBUE M CIE R 5 RG0K Bor LR HE

Unable to save the configuration for the following contexts as these contexts are locked.

context ‘a’ , context ‘x’ , context ‘z’

AR © AEORAAIE B BOEAE MRS S, A4 2 BUE s 5t

i :PNEI |
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o 05T PRUR S RC B R SRR E T AN RECRAF IO 5 (B0, #E HTTP 554 b AERTA HAtE R
IR K s B ¥ Sl ot

Unable to save the configuration for the following contexts as these contexts have

read-only config-urls:

0 «

context ‘a’ , context ‘b’ , context ‘c

o X T DA Bt DR DR TR ORAF IR 5, R GURE s LR

The context 'context a' could not be saved due to Unknown errors

P

BEMNEEEH R EITRE
fEHILL R dr &2 —, Kl a sl i &2 H 2s 4 il & -
* copy startup-config running-config
BRI E BT E S I SIFREICE TR B LU Eis T E . W RECE A
[, WIAS R AATA S 2 A R i ph R sy & S 55 iIs AT, WA IR IR T2
AlRes RAERNGE, W REH LRSS R .
* reload
FHINE ASA, RUINEUA SR E I Z I8 E
* clear configureall, #XJ5 copy startup-config running-config

IR S E I EFIBT IR, EHRERINE.

EERE
DA i & A A R 18 AT 0 BN A S & -
* show running-config
BREIZATHLE .
* show running-config command
BERE AT ST RO E .
* show startup-config

TEASIE.

B &R
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mpnmpnszs

AR FRECE IR E

TR BCE, WAL T

* clear configure configurationcommand [level 2configurationcommand]

TR E A T T A LS o QA AR B RO A A G, AT N
level 2configurationcommand i -

fln, SEEERITAT aaa ar S HIACE, THMALL N i
ciscoasa(config) # clear configure aaa

AT 4 aaa authentication iy 4 MECE, EHIALL N

ciscoasa(config) # clear configure aaa authentication

no configurationcommand [level 2configurationcommand] qualifier
AR A 2 R E S HEGET . AEIXFME LR, A no A IR qualifier TR 4T 5 FU .

B, ZEMEREFE access - list T4, THHA LN fir XS HAEATME—ARiR: W] RELL AU AN HEA 1y

%

ciscoasa(config) # no access-list abc extended permit icmp any any object-group obj_icmp 1

* writeerase

BEER A S E .

N

iR

X T ASA Virtual, oy AR/ HHT NS OB E . BEE A EERRAC
&, iE Ml clear configureall fiy4 .

* clear configureall

BERISITRCE .

A

iR

LR RHAT, WRMNRGE S cear configureall, ¥ IMER T
TSI EANE IS8T . Sl E SO AR BRI B e R AR T
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A

R XF T Firepower 1000 FlCisco Secure Firewall 1200, 3100, 4200: lfir42>
i FR boot system x4 (W) LLALBLE B HARM . IHELE A SR
Wi J3 Sl I R A AR B4 T 2 i it i £

XTI AR AL S & AT R boot system fir4 (HRAEAE) MIFLA:
ML E . boot system fiy 1T UMK 2 W% E)R 2, BIRANEINAE R L1
Wf%o TURECHIINE ASA I, e RN 28— g a3, ik
WHBINAEH TS, ) ASA KA RS

Bt EXAEREXH

AAR R HIMATER] CLIFCE ASA; fRAFATI, ek 5 AT, (HAZE, WRAMER] CLL
WO AT DL AE VSN L G R SCAS SO, 4 0 2 58 B s AR G A L B AR S iy AT R A - B
B WAPRE ORI R 30E ASA BRI AT R WIHRRE G E SO R ASA IR IR, THZ AT
L E

ERZHUGOUT, AFREE IR 2 2 i CLIFE R LU R/l F$E~h “ciscoasa(config)#” :

ciscoasa(config) # context a

FESCABE A, REATRERA L, PR IR

context a

AT RAF AR AL 5 0R, THS 0 A AT i

1S BC & B A TR
S )RR, T TE RO T T e A S o B R o8 A e S I L )
Sl . JSERL IR show iy &4 Y S WS L, AERCLERE D N A A AR DG T ISR I A -

Bilan, R EENE D IER QoS service-policy, R JEE BN IME A, ] show service-policy 4
AN k7% 55 DG E T AR 5 SR FRU BT S B SR IR MK QoS THELas s IH SFEmi i IIAT 3 2 AN T S s o iy 2 o
CER

S ORPITATIE AL DR S , 5 ST A s, DAREILAL L g spridi 4.
BWOTER, AL T2

* clear conn [all] [protocol {tcp | udp}] [addresssrc_ip [-src_ip] [netmask mask]] [port src_port
[-src_port]] [address dest_ip [-dest_ip] [netmask mask]] [port dest_port [-dest_port]]

2 W AEAEDRAS TP & RIS . SAF P MENER, 125 show conn iy

B &R
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sxmasa

WMRAHTSH, %A SRR 5 ) b 1 . SO R AN IE R (EH AR B
W, EMEH] all SSHE T EARYEUR IP Mkt F bR 1P Mhk S R/ B BGE BR E E, ATEL
0L P it JE T o

B Hin#E; ASA

SR INE ASA, L T RAED IR,
reload & Ao B BHC 1 s LUREA T AR, AN A 2 45 A/ B i e A T OB R RS
FEZ G SRR, AT R GEAT 2 [ FE T I3k

HHNE ASA.
reload
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