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Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)
Bound Interface is Ethernetl/10

Port description is server 1/1, VNIC ext-mgmt-nic5
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scope eth-uplink

scopefabrica

Ja .

enter interfaceinterface id

enable
w15l

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

TR

ANBE S ME SOV DAy i 1130 T B DA A3 11 o A SRS DAy g 11 SEE 8 5 PR 11 B A ] enter interface
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set debounce-time 5000 {Enter a value between 0-15000 milli-seconds}

Tl

Firepower /eth-uplink/fabric/interface # set debounce-time 5000
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set port-type {data| mgmt | cluster}

i

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data B 7 N BRARAY . 152014 cluster KB BRIANEDLR, ARGt Aot IliE 48 LAl
SR Bk

PR A HEEEN B (WRERHE DS
set auto-negotiation {on | off}

T

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off
PIR6 BCEIE L.

set admin-speed {1gbps| 10gbps | 40gbps| 100gbps}

B UE

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps
FIRT BCE LA,

set admin-duplex {fullduplex |halfduplex}

-
Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex
PR WURE AR T B SURAEBING, W OV TR W ARG TR g, T N T .

set flow-control-policy name

T

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

TR RALE.
commit-buffer

i
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Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #
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P11 A O
scope eth-uplink
scopefabrica

PIR2 QI A
create port-channel id

enable

T3 SRR
create member-port interface id
55 22 AT LLAS INAH [R] A1 28 BRI 6 1) 16 AN Jl D34 1 o B 03 26 1E1  Z00 0 5k AH ) PR BRI XCL, - I
H 235 s Sy b i 11 38 P ) X T AHDUL G . A B A0 mT B2 RI-45 81 SFP; mJ LUR &1 H
ANRIZEAL CHRBEFDGET) (1) SFP. ANRET I A KA e B B BRI S e LA i (431
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i

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1l
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

TER4 k) WEBNRA.
set port-type {data| mgmt | cluster}

RtIR
Firepower /eth-uplink/fabric/port-channel # set port-type data
data B 7 N BRI . 1520164 cluster SRHE Y, BRARZORE b W08 A AR R R, T AN
NN
WIRS i U IE R0 B T R PR .
set speed {10mbps| 100mbps| 1gbps| 10gbps | 40gbps | 100gbps}
RS INAIE S5 2 L R A 7% 11, 45 FUREGVE G N N g 1 E . BRI A 10gbps.

T
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Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

CRTIE) Ay S 11U PR s B 88 B P i (R X
set duplex {fullduplex | halfduplex}

mazEes [

BRI LA X IC B R 5 % 1, 43 PR VR s in A s 338 . BRIEY fullduplex.

IR

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

JAHEAEH B R Cn RS B3 D SR
set auto-negotiation {on | off}

Tl

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

B KRR 11 LACP sty @ iR
MRS N, BUR 2R IR
set port-channel-mode {active | on}

il
Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on
WA g T ECA RIS, W OV H T WU A TR, S

set flow-control-policy name

Tl

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

AT -
commit-buffer

BB BN

£ Firepower 4100/9300 HLAH L8 I 7 3@ 45 15 £ 5l vy Al FHPEXT
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* ¢ TP Hihl:

TR BN LS.

scope ssa

T

Firepower# scope ssa
Firepower /ssa #

IR 2 UCE N S WAR AR .
a) AE A G, EE R AR AT A
show app
A5

Firepower /ssa # show app
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b)

<)

d)

oz asa |

Name Version Author Supported Deploy Types CSP Type Is Default
App

asa 9.9.1 cisco Native Application No

asa 9.10.1 cisco Native Application Yes

ftd 6.2.3 cisco Native Application Yes

0 R o 5 A B A
scope dot slot_id
#T Firepower 4100, slot_id4i% )y 1; %4 T* Firepower 9300, W& 1, 2 53,

T

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

O 7t S 52451
enter app-instance asa device_name
device_name nJ /1T 1 %2 64 ANFARFLZ A LEXT IS G R B B4 N, SO FH I 0% 2 R

5

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

BB ASA MR IRAS .

set startup-version version

i

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
B AR AR

exit

5l

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

B H 3 ssa B,
exit
w15

Firepower /ssa/slot* # exit
Firepower /ssa* #
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TP

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

PIE3 AR,
enter logical-device device_name asa dot_id standalone
AN 5 465 2 WIS 0 AT HH S48 #H [R] 1 device_name.

i

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

PR R I PSR T X SR O IP IR
create external-port-link name interface id asa
set description description
exit
* name - 1 Firepower 4100/9300 HLAFE #5244 H] s & ARTE ASA BL & A (42 1 24 FR
* description - 755 A7 2 FURITE PIINAE T 515 (")

EIE O S HUARE B AR MG F A ASA B TR B R O, S RE 1P ik,

TP

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

FES WEE L SREFER.
a) AT TR S

create mgmt-bootstrap asa

5

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #
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swminz AsA [

b) FRERTKER b EGE ] .
create bootstrap-key FIREWALL_MODE
set value {routed [transparent}
exit
PR A, BA AR A 0 % o (1) B E 2 R e A LT B v PR A B 3 AN 8] ) 1 1Y
Lo STy, BB KR AN 2 R K, S YA R B BRI KR A
AR I 30 P i 3 B0 1 % e A R R
RGAAEANIRTR B I B E BT K W RS EH N 5 SR P aCE, WA E .
il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

o) FREE B ORI E .
create bootstrap-key-secret PASSWORD
set value
PN R S
N R
exit
Rfl:
TONC 1Y) ASA B HE DR RN R B AR T 3 A S N AR R A s A FXOS 17 I BURR
FERR T B O ORI, AT UK R
A5

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) FCE IPv4 5 BLE AL
createipv4 slot_id default
set ip ip_address mask network mask
set gateway gateway address
exit
i

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) MLHE IPv6 &R IWE .
createipv6 dot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit
RtIE
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

) BHEHG FREFEA.
exit
w5

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

TERE PRAFILE.

commit-buffer

PR I 3R 8 A RCAS I8 5 |\ R P O R B 1 W IR 2 I H S B oK 88 e v 4 o
fiiH] show app-instance fir & fr A ERA . MBS N EBA HIBITRES N ELN, N9 IE
fEiaAT HoarfAdi A .

i

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None
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Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

A NS AT A TR

ASA A FPE CRBRY s Rs ) JeAEN IS, AR AE FXOS HRCE . (Ho4 T ik MBI fit
T MCE T PR HE R, S LU PR

FHia Z |l
THZ R R ER,

SERA CRKAF I D eSS NI B .
N R AR AR S BE R 20 T 1 e 2 Bl 1

3
g
N
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ISR LT A e 2 WU 2 1) 10 e ] PRV B FRATTE WU > 10 GB df e 1 I 14145 (i
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W . ANBEREE BSR4 1 T W 22 RS B o BA TR BUEAENUAE Z TR AL H] At
Bl IFHAKE R B i AR st 851 b i s e i 4 1

I3 RN LR Tk . S P I b e RS S )

SR A WEREAA R R A SRR SR L, AR B BT L e FHE BB BT
e
TR

BT ASA, WHRAE FXOS B BR— N0 (i, WG M gsitk, 2k EtherChannel, BOKf
FANBE I E B0 lic 1) EtherChannel) , W) ASA Fit & &R B IR UG w4, DU o] AHEAT AR AT 06 ZE 1 4
" MWECE PR R L2 AR I . AT LLZE ASA OS SRR IH I L e & .

B ASA Zigig & LHiEO

AT LAZE ASA B A LA Ie . BOH /B2 i B4 1 . ASDM 2 H 8l AU 1
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A, DR o] DAEATAT AT 25 2 1R 38 . #50] LAFE ASA OS W F-ah B b IH 4 LI

\}

UK

IR AL O BRI EtherChannel [R5,  MTAS I R 45 .

FriaZ /i
o FRARECE MBI, 55 7 TIANAR NN EtherChannel (i [EIE) , 45 9 GURCE L, IR
N4/l EtherChannel,

o Gn A EDE 2 Be 93 R N3 EtherChannel (140, BRINTE I N ¥ TE B D0 BC 8528, W)
T N B IO A R 11, AR5 PR 1% S N2 EtherChannel. X131 (1) EtherChannel,
0] LLRE J5 % EtherChannel 7)o 211 %5 .

o X TARRF SRR RS, ORI I BB BRI AT B BN . A TR AR & T e B
SR, SRJE PR et B O OB DR BRSPS A, e, e
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Firepower# scope ssa

ETEESCR i

Firepower /ssa # scope |ogical-device device_name

PR3 NI VAN 2 R
Firepower /ssa/logical-device # delete external-port-link name
i X\ show external-port-link fiv4 A& B 4% 45K .

BRI, MR TR L, SRR RS IET R B 1 22, ] commit-buffer iy &l
o

TR A KPR O RS B A

Firepower /ssa/logical-device* # create external-port-link name interface_id asa

N
g
N

LIES PEAHE
commit-buffer

ARG EALS -

EREI M R &

U R PR 2 N A 6
iz

PR ARG R Telnet HEHORER: 2L CLL.
connect module slot_number {console| telnet}
PR RA SR LA LRI B 245 1%, W 145 dot_number .
{fH Telnet FE#EIIL LT, 180T LRI RS e 2 A5 1, I HOGEHad FE PR

Tl

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>
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SR 2 JERLFNHIEHRIE
connect asa name
WAF LB, HMAANET BRI

TP

Firepower-modulel> connect asa asal
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[...]

asa>

HIE 3 BN H & 21 FXOS Bik CLI,
* ASA - i\ Ctrl-a, d

I 4 &[0 FXOS CLI (45 F 5 |,
BREHEHE:
a) AN~
KR 2 Telnet N .
b) ZLE Y Telnet N A, %I

telnet>quit

IR Telnet &1iF:
a) A Ctrl-],.

Gt

PUR /R plE R S 22k 1 1) ASA, SRJ5iB[A13] FXOS CLI & 542,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#
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% Version |ifspz8a

FHF Firepower 4112 () |9-14(1) | FA'1HEH T Firepower 4112,
ASA .
TR

i 2 FXOS 2.8.1.

Firepower 9300 SM-56 37 | 9.12.2 BATHEH T SM-56 At
==t
* iR

52 FXO0S 2.6.1.157,

iEH T Firepower 4115, |9.12(1) | FRAIHEH T Firepower 4115, 4125 Fl 4145,

4125 F1 4145 (] ASA i

T3 FXO0S 2.6.1.

Firepower 9300 SM-40 f1 | 9.12.1 BATBINT SM-40 Fl SM-48 2 At

SM-48 7 ¥ R

229 FXOS 2.6.1.

SCREAE R Firepower |9.12.1 TEINAE W] LATE [R]—~> Firepower 9300 - [R] I 5555 ASA Fl 85 K355 B 875 160 12 45152 45
9300 _EAE FHAALE) ASA

ER
5 S A oA

£ FXOS 2.6.1.

Firepower 4100/9300 [#j4£ | 9.10.1 BRSO N, SRR ] 127.2.0.0/16 M%%. BLAE, T LUAE FXOS Fp 3B AR BN ¥4 3

TR ] H 2 TP W2 . HUARARAE LA 1D FIHERE 1D [ 2 A2 plods A 2% (1 SR8 T B i B2 11 1P Mk
Huik 127.2.chassis id.slot_id. {H/Z, FLERIZKHIZEARVF 127.2.0.0/16 L. Kk, R

PLA FXOS H AR B G Be E— F e SLH /16 0 (BR[R] (127.0.0.0/8) FTZH 4% (224.0.0.0/-
HuhEBRAN) o

FEB FX0S 2.4.1,

SR FXOS fir4-: set cluster-control-link network

SRR s (9-10.1 WLAE AT LUK B0 s AN #4352 Etherchannel W N “ M7 LACP BB “fR¥r” ik, HAb2
Etherchannel # Etherchannel {X32FF “F 7 B

FEB FX0S 2.4.1,

BB FXOS #ir4 . set port-channel-mode
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% Version |i$E82
Firepower 4100/9300 L4 | 9-7(1) AR, Ta0] LLEE TR 22 ASA EBEIT K45 Firepower 4100/9300 HLAR D & ol s ID.  LAHT, #5550
IR ASA sk s AERE 76 ASA N YPECE S A IDs BT DI RERIAL T ERAIME . R, AR ASA FLE
ik WEIG A ID. AL, 4 TSI S uk SRR A S fE e A, FRATEL U T E] ASA 9.7(1) A
FXOS 2.1.1, FRZ AL 3 AR PRIV g 1) 22 30 e idt: o
BT L R4 Sitedid
¥ Firepower 4100 %71 | 9.6(1) ffifl FXOS 1.1.4, ASA fE Firepower 4100 Z 51 b S FFHUA A1 4ERE .
RAESUTAT iy 2
6 MEERIGHLAS IIAERE, |95(2.1) | BIAEE AR FXOS 1.1.3 A HNUAA N AERE, JEP T Zuh ARt . E® 6 MU Tl
LK Firepower 9300 ASA DA 6 MR
W fank &5 [RAE
A b L LR RAEAE T4
Firepower 9300 L4 Py | 9-4(1.150)

ASA R

1 % WX Firepower 9300 HLAT A IR 3 A4S e b d ST AR . HIUAF HH 10 DT AT BB A6 20 i T 1% 4
T

SINT LU R4 cluster replication delay. debug service-module. management-only
individual. show cluster chassis
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