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1000. XFFLL “k9” 45 IVERIEA S (B, F 80k 250 808 2 VFRTUE) , TLS AR HERBR
B TRCE, S T B . K8 A KO A& 45Vl UE 2 54 PR K8 ASRZ BRI, K932 BR .

W RTERRECE (B n{d ] clear configureall #54) , TLS ACEE PRI ¥ & AL ER NG G0 SLBR
IMEA TV aIERR S, & WR—4& iR R, &8 H tls-proxy maximum-sessionstiy 4 FF K3 1%
BRI (4F ASDM H1, i TLSProxy %) o WERAEH MR LM write standby iy 4, o
7 ASDM 1, {EE 4 LAl File> Save Running Configuration to Standby Unit ﬂéf‘iﬁihﬁﬁﬁag
A5, WS{EsBh % % I A 504k clear configureall #iv4>, [Mitt, ﬁ%%ﬁiﬂiﬂbu%iﬁﬂ
HE. HTECE RS WE A F & FIRCER TLS ﬁiﬁﬁﬁr&ﬁJ ILH:TU//JH&Z =

Rt BN IERAL T SRTP I 2 i -

o %7 K8 W[, SRTP & 1i# R HIh 250,

o XFF KO VERIHE, AT AT Bl

VA S S AR AT 0 28 A 5 (P P 253 N SRTP PR un Sk ) 15 2 A P =X, Bl a4y A
SRTP, XL Y ANV N FR

SFTAHRHE VLAN RIS 0, a0 20 ) 243 Be VLAN. {5l

interface gigabitethernet 0/0.100
vlan 100

'rLS TE}EE -ﬁglL)ﬁﬂ
Y
Pk
A\
iR
B K VLAN £ =
[EF M%7

it 2R VR AN E
TN BB, LA (3DES/AES) Vi

W SeEmer e |
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st AsA 2L [

HIREFE F5 o ASA & BFIF AIIE
ASAv MBS R AT

e B 285 TR AH R B 5 (VR A

Firepower 1010 B9 # FE 35 #51F AT iE

BRI EIE R B AN R

PI 13 Firepower 1010 ¢85 20 i) 4 BE B F BLES s REBR 1y PRLER AU 55 i Mo 7 15 BEA5 9
LRGSR FHIFERIF rE A 2 2 INVF e, AR5 4 R B Wi 7% .

W, WM ATEELE ASA TE RIS (3DES/AES) INHEVFAIIE, B LEEM &N, WE kS
HRN FRAF DR IN A o AT VEME AR, PR 6 2% 00 250 AT AR TR 1K) 0 25 2 )

U SR IR BRIK 7 AR SRAF AR N 25 F2L,  (H Cisco TUAfiiE SR VAT A A28, 48 mT LA Bl s n 251/
FUEAS IR A o AERXAMEOL T, AR R R Je AE R B LR e . I B R
P, AN S ASMAZRCE; R RIHESEAPRE . R BB 5 2R 55 2K
VAR VFRERS SR &0 — A A R BV rlIE, e o 30, JF IR S VFrIEIE
R RAFAE S B b, DB B R R O BB A o AEMBR R )i, i 32 e s R 4k
BT FISR G VR AT UE . e A P AV P IE P L 1) IR 55 2 OB ISR IR A TH 0 32 e A 0 26 i
FHEPOIMANZI I, CR R ATV R 5% B B AT A AT, WK™ o B8 m I VFR]
E,  JUSET B VAT T Al T AN G HUIRES . B e R I R S VFPTE IR 2 30K, Ak
PR RS XL S8 R R AN, LA AT s s, URRE G idoxt i 225 i (3DES/AES)
HREVFRTIE R DI REREA T B S G S WERAEA 32 2500 o 1 T M B BB 350 50— AR BAL
BAR, HRVFRNES IO E. WA B SRR AR X, I B R AR, IF L& et
SRV ICE R RS APIRAS . EEPOE VR, HERE RGBS EIORCE, RS ETE .

KAVFAIET B
X RAVFATIETRY , A 20 i B M e A% 2 b Bk 6 LA S SRl e S F A T

Firepower 1100 A9 #( FZ 45 #2515 Al iE

BRI EIE 38 B AN A R

SUA 2 T B T R IR 55 45 5 SRVF RIIE o VP T UESR & D B e A 0 SE 2 R PR B e BV mTIE o
BB AL BN RAS o

R RS o s e i e, HReAE B e ERCE AR BBV AT o X3/ AT 12,
HBEAESR A AL 1 0 BB R E R RV Al X B p B2 e, HA MBS AL
EHRZBCE : R RFEZPRE . BV IER S HB& b, DB &R ol &
B I H]
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. Firepower 1100 &) # FE 5% %514 AT HE

\)

AR RS ASA LT IR R 0 N e AT AR IR RIS VEATE . 5 ASA VMBIV REVF AT IS5 A I, 24
N IEME A M, ARGt HE ARG AR R s s VF k. il Tk, A R AT
B RS D RE A 9l N5 2 RS, S8 PR VR FTIE %«

© fE A H RS 2 0T, TERB NS WA B BRI T IR A . EIXAMELL T, WERSHEES
SR IhRE . ARG, FEJA RS G, ARl W& BRCE VI TIERI AL Wk e AL
BEMK A A, RS {EH AES/3DES RN

o LERF M B Re VT RS 2R 200, WA R . X FMESL T, SRR A R
AT . ARG, BCEVF AT UFRAER 32 H s d M B R REVF T IR S5 485 O 65 B H0KE 2R
AVFATIE RSN o W, WS R EJR TN, REEH DES (59
T, DRI A e A 2 A TR A SR A SN S 2 RS o ST IR 5 1%, AR
TEREM FAEH AES/3DES. WU EF gk — &G, WZR &KX AES/3DES, M Jith
WA WA DES, XK SEHMN G R &L NTERE WD .

B AEAEVFANIESR R 4% LU J5 U T B

o JEAI— BRI T IR 5 2 ) I 2% A SR IR VR RIHIE,  (HERIATE 00 T & Fl vk Cn T T At v
FIUE; B AT ) R S5 A RAL T E

o o - HAA B A R IL VTR, A, BRI O0 R IRV IR RS 2 MR, JFAFAE
T ERE L. BG B MRV IR S e BRI S RIE R & I 208 6 IR
ﬁ%” o 1§IJ§” :

© B SRR VRRTIERAS 2 M S 4TS FirePower 1120 ¥4,  IXEEVFRTIER T
& 4R BT R T BBk RCE 3 MERIVFNIE. Bk, RA iR
BVFRAIEES 7 MG 5. AL, TG w &GRSy 5, REIFF R 2 e
VES AMES. AEEOL T, AR E IS SV E Dy 1M S

o B/ AL VFITIEAEE 2 AN S AT AN Firepower 1140 4, X E6VFnlE HH 4
Fo 4 A5 AR R/ R Ew g ERCE 4 MG SRR, Bk, RE R
VFAJUEEL G 8 M &e. fltn, —HWR&TLUMEN 5 AME 5, s — & & UAEH 3 M
S s ARAERNONE], — & ERAHITE 8 M. BT BRI TEIREIY
10, UG IFVFIERZ AVF 10 M5t 8 MG SE PR HE FE W o

* BRI (3DES/AES) - {1 A& R BEMK 7 AR 3RAF 58 N3 424X, {H Cisco Ui & LG4 H 58 N 2%,
P 0] LLT 36 5 i s Vv SRR I BRI . 1 WA T B SR Ve, Bl T
WERE, PEeR&H S,

EHREAL IS, BT B R AR SRS VR UE . ek H A7 VF R UE G EE 55 25 ST R
AL A TH I B8 A1 b 3 FIBER B I AAZR I, ER R ATV ATE R A o #5462 AT AL
AT, R BT VR ATIE,  WUDE B IV RTIE AT EAL T A RRIRES . AR X A
P VFRTIE R R Z 30K, Wi R B A2 X 58 PRGNS AN R, IR e i BRI AT IE
fZhie (o, aSm—ANBONORE R SATRCEE NG SIERAEA S Z 2. B E B & R 35
PO RIE BRI EELR, HEIVFRE SO 1. QRO SRR A XS, 3 B8R A A

B L Eaeiebir |
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Cisco Secure Firewall 1210/1220 & FE 45 71 T E .

BB IFHN B RESRVPT IR R GRS . HEBHOR VI, frEbiRe s s LR E,
ARJE PTG A

K AVERETR &8
BT IR AVFAIE TR, A Z0E O & S 7% 2 17 8 B 5 FUAR SR SEF m] E 53 H «

Cisco Secure Firewall 1210/1220 &4 & FE4E 215 0] 3iF

BRI EIE 3R B AR AN AR

6 B A BEERIVFITE CIROARTFD) AR DS VFFTE . BT B 7 O R 2 1
VIR AT 5 AT VFTT, LB S VTR IURE B, DL P VTR H B b
HEBS B I

oy vt BN SVFATIE A S RO o

YN HEM AR, RS AR E A A BRI & VETE . X7 ASARC E s -
SR N % (3DES/AES) HHAEVFATAE, TS K 3,

fE ASA VFAIIERC B, BOATEOLT, PI6 v LI JEal VRl g 2 4b TR AR . S 1/ il
BB o M e A% Jn, UREAE T e LICE R REVF AT 0 T LAY/ e ¥, I REAE b
B 1 B et LR E R RV XRCER R B B B, ER R A E

ERIRFFIEGAPIRG . REVFANIER SRS B b, DB LB R R O 32 B I

B AAAEVFATIESR R 4% LU J5 CEAT 3 B
o Bt — R G B AR IS5 SR UT R NIRRT AT IE .

o o - HAA B s f SR ILVF e, A, BRI OU R IEREVE IR RS 2 MR, JFAFAE
BB Lo 86 B AIERTVF AR RO (8 5 5 B LRI SR AR B A I FZ A 5 R
e it

* FH/AH: ﬁﬁtﬁ VEA IR 2 ME 5 ST FirePower 1210 4%, IX Y8V R[E ST
F6 4 MG S AR R/ A g R A ERCE S AME SRV E. PRI, SRA W
BRSO ME . A, BT —6&&IEEIREY 5, BIEIFVFTiER 2R
VFSAME St EIEIESLR, HEER B S nT e &N 1AM 5

s EH/AH: ;zzw VERIE S 2 M 5 4P FirePower 1220 4%, X SSVF Al IF & 14
F5 4 MG 5t B R/ PR s ERCE S AME SV ATIE. Bk, RE RS
VFATUEREE 9 M st. B, —Hw& T LA 5 MG S, i — & s LU 4 M
s (HAE AR, ~/Am%4ﬂiﬂ§¢+ﬁ9/\r it HT —H6&ANFERECY 10, Ktk
GHVFIER 2 RVF 10 M st 9 MEsE R EREE N .

* JEANE (3DES/AES) - QR A& A BENK S AR SRAF SN 3AL  H Cisco T SLVFREAL TSN,
Rn] LLF-SleRs om s Ve RS N B B~ o A B 5 2 SR VP T, JfF b o]
RS, WE BRI E.

FEMHERS o, BT B B K AR ST T SR AV IE o E0RHAH T G2 A7 VF I IRC 385 100 ik 55 4% BT 4 oK

B 2 IH A AR A 8 B TR IMAAZN I, e R A VAT IR AL o 7546 B8 B AT AL
LT, AR B VR ATIE, DT B IOV RTIE R REAL TS IRRES . SRR AT
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VFATE: Saemuira |
. Cisco Secure Firewall 1230/1240/1250 8% (& 5% ¥ 1F AT E

FIZRG VAL R 30 K, U SRAZ e e A 6 7 T8 BRI S AT AN S B, DR JCi2o0) 5 S5 R VF R HIE
MIZhREVEATHC B S MR AN 2 2 252 ﬁiﬁu%t%%ﬂkﬁ IBURIZALELLI 55K

FEVFRES RO b I AR Bz SR e R 0, U R B A A A AL, IF L& s 2 VPl i
BEREAZAPRE . EEFHOEVET, HEEREE RS LK E, RaHERiE .

KAVFATIE T &
XTI AVERIETE 20 e B e e B 2 k4 65 LA SR SEF P I

Cisco Secure Firewall 1230/1240/1250 5% & f& 4% 75 1F B] IiF
R ETEES E M RAN A b kR

B B T BRIV ATIE. CERIR A RAR R I VT e . BTt U AE Ja OB e 4% 2 i i )
VFAT R 55 2 X BF 5 B A HEAT VAT, DARBE S VR R AN E ) 7, AR A AP s 8/ R I P S O )t e
PRSI s 1) L

W RS DI REA S AN EAT VR ATE . Bl Bl as LIRS SV rEA 7 AR A A o

YN HEM AR, RGES ASANREE A R RIS VP iE . X7 ASAFCE H E I
A& N (3DES/AES) IREVFATIE, 1HZ W K .

fE ASA VFAIIERC B, BOATEOLR, PI 6 e LI JEal VR uEan 24 TR APIRZs . S 3 0/48 Al
BEEE R o M e A% I, UREAE T T et ERCE R REVF R o 0 T /U e ¥, I REAE mitb
M1 BRI s ERCERREVFT . IR U R A B, HA AR A TN E
ERRIFEGAORE . BREVFNER RS AE S B b, DUEAEIZBEE KR8 I B A

BNV AIESRROR 2 DL 5 sk A T 2
o St — R G B AR S IR S5 BT RN IERR VAT IE .

o o - HA B e fa R ILVFRTIE . Aad, BRI OU R IRV IR RS 2 MR, JFAFAE
THE A L. BGBA MRV IERE S s BRI SR IR & I 2086 IR
‘L:EU o W'Jﬁﬂ :

o BT BEAl VFRTERLSE 2 M B X TP FirePower 1230 B4, IXSEVFATIEE U
4 AN BE TR P B BEE ERCE 25 MR SIIVFTIE. L, SRa s
R VFIEEAS 29 MiS. A, hiF— Gl e R 25, LG IFr iR 2
SAVF 25 M. RO N, AER BRI VP AT IE e Bl 21 M5t

« FHI/AH: ﬁ%ﬁTﬁ@%zArm.ﬁ%ﬁAM@wmuw&% IXSEVERIE ST
TG4 A5 BAETEH/ X % & BRCE 10 MG SWERTIE. Bk, RE PR
BUFEAHE 14 ME . filn, —awR&TUEH 9 MESR, misn—a k& LUEH 5 A
e, Bl RFERMUAN, —&6R&FAHITE 145 BT —a W& E6 RS
25, LA IR 2 OV 25 MG 56 14 M SEIZ R A .

* 9B (SDES/AES) - QR 13 RENK - ARIRAF 9 AN &AL, {H Cisco CLAA5E SCVFEAE AT s N

] LTSk o s v A N BB ™ o HA BB 5 20 SR Ie v ng e, JfF B ]
R G, PIEBRHANE.
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Cisco Secure Firewall 3100 B9 #p& 55 #515F AIIE .

TEMRE R I, B0 PR A AR B R B VP v UE o e T A7V P IE I ) A 25 2% 87 oK
PR 241 B BE A A 4% T e BT INAAZ T I Bof R A VF AT AL o A8 46 BE 4% R A AL
0, WS S AT AT F VRT3 R A IV TR R R AL AN IR . MO RS
RAVEUE AR 30 %, W i MO i A 6 76 58 R IS AN B, DK TG 75 B RV ik
hfe (Bl Am—NEANAONE 5D BHTICE H G AUEREASZ R . B 32 H B & 5% 35
FPRAE AU RIZAN L Z035K, ELBIVF TR ARy 1o i RAR SO s R Rt 0 5 FH 5 4% R A
B FEHME RS SBVF T ICER AR . BEEFESVT, HEERT GRS RIALE,
R 5 T E
K AVF A IETR B

X AR AV RIETIE 20 A R e B 22 i b 5 15 LA SR SEF RTIE I A

Cisco Secure Firewall 3100 B9 & FE 55 38 14F A] IiF

B R E TR 38 B AR FN A 2 hR

FE WA T EIRAVEATIE CBRIAE D R R AN 2 VE e o JRAT T U AE i P e 4 B 2 i 1o
VER] R4S g 65 5 W5 HEAT VR AT, DAIRE G VF v ANUCIC ) 5, LR A A8 FH 53 o 26 1/ vl I s H B ) i s
ST e 1% T 1)

WS DI REA 5 AT EAEMTVF e, Bl ieas BRSSOV rEA S A MRA .

SR R, RGex Bl ARG A PRI R SNV TR X T-E ASA L s T 1Y
AT LS N (3DES/AES) ThFEVFATUE, 1550 F 3.

7 ASA VFAIIERC &, BOATEOLT, PI 6 B LI JEAl VRl IR 2 4b TR APIRZS . O 32 1/4 Al
RS Jo FI e A2 Jn, RUREAE T e BB REVF AT X T E /s ety R REAE b
%zza 1o E B ERCER BEVFAT . %I BRI 2 e, (L P B A S A I
CRIRFEGATIRE . REVFANIER S ZAE R B b, DR B R RO T2 B AT -

ATV TR ALK DL F 727 50
© MRl — T R A A IR 25 B R A AL RR VAT

o S - HA B e B SR ILVF AR, AN, BRI OO R IEREVF T IE RS 2 M 5, IR AE
TG b BEG B MRV IERE S e BRI RIERE & I Z A8 6 IR
e it

« BT BEAL VFRE RS 2 M S TP FirePower 3130 B, XSSV IE & TH
14 MG S BT/ A T s LECE 100 MG S VFATIE. BRI, SRaibs
HRVFITIEESE 104 M. AL, mT—HR&EHFEWREDy 100, PILEIFVFER
ZASVF 100 MES . EMRELL T, HAek EHIN SR &y 95 MR,

o LA/ %ﬁﬁ VERTIEAL s 2 MG 5, ST FirePower 3130 4%, XSSV A iF M4

4 Mbse. & EE@E%%*%I&%LMEMA¢RMWTE DRI, SR W e
BUFE s 14 ME S fln, —H W& TUEH 9 AME s, 1 G LM 54
e, Bl ABFERMUHNE, — SRS AHITA 14 M85t BT — 8 R&AHES IREY
100, PHBEA IR Z FUVF 100 ME 5 14 AME SEIZ R E N .

ik gaesiry



VFATE: Saemuira |
. Cisco Secure Firewall 4200 B9 f& 555515 AT L

* S ANE (3DES/AES) - WIR A (1A BENK S AR SRAF SN A AL, H Cisco CLffE SLVFRAE T s n
Rn] LLF-Blei s i s Ve e U In 2Bk o A BB W 243 Rk VP g e, Jf b T¥Fm]
UERAT, ME BRI E.

FERERS e, BT 2 T B R AR S T SR GV RTIE o R A G AV RIS 5 10 MR 55 2% BT i oK
BB IHR 3 B A A1 b 38 I BE & OB IAAZXT IR, e A AV RTIERR A o A58 e 25 R A AL
T, R R B T B VR RTIE,  DUDET T B AV RTIE AT REAL T A S RRES . MR AL
FIZREVFRE R 30 K%, U RAZ e e B 0 £ S8 BRIYI TR T3 AN T, UK JE 00 5 SR IRV RTIE
MiZhie (o, aSm—AEENOR R BATRCEE NG SEAEASZ 2. B B ARl 35
WO RIE—MRIASELT R, ELRIVFIE SO 1. QRO SRR 0T, I 3 e 8K Al
TR IFHN B RE SRV E R AEZAPRE . EEBEOG VI, FEERE 6 g LN E,
IR EOR I A

KAHATERE
PR AVFRTETU A5 A RS 2  5 £2 BUR WA S5 VPP A

Cisco Secure Firewall 4200 B9 FE4E 7215 A
HRE B TR E M AR AR A AR

B et i EIERVEATIE CERIR AT RAR a8 Ve . BT U AE JR P 4% 2 it
VFA] R S5 o0 B 5 B A BEAT VAT, DARBE S VR R ANV IC ), DU A A P i 8V ] R IR HE B0 P i e
RS BN 7] L

WAL DI REA 5 AT EARMTVFANIE. Bl beas BRSSOV rEA 2 A R A .

%@&%E%éww,%%%E%ﬁﬁé%ﬁ%%ﬁﬁ%ﬁM%ﬁﬂﬁoN?EM%ME¢E%%
kRN % (3DES/AES) HifeVFrliE, T2k 3.
76 ASA WFITIERCE HF, BRIATSOL T, PG W& B LRl VAT iEaR & AT i AR . 5/ T i
BRELRS Jo M e e, HAEE LS ERCE R e . T B/ R R, R R s
B W FEAR RS LRERGE . LR ERE R RS E, H&HRSAS A IZRE;
U R EEAIRE . BATFIFES ARSI RS L, MEEZ R AR R 3 B &l .
ANV AR R A 42 LRy AR T4 B

o FLA - B B MRS B K — DN HERE ATHIE

o Mo - R EH W& T EER I TIE. Ak, BOATO R ISR IE RS 2 ME 5, JEFAE
TG . B G WA RFERE A IF 0 5 2 84 B RE S vl UE E & 5 F 2 1 E S B

e Wit
o T/ %mﬁm&@%zAra,M%WAMwmm@wﬁ%,ﬁ%ﬁwﬁﬁﬁ@
FE 4 M. A E /A A I 3 A BECE 250 AME S VERTIE. R, SR A

VP IEEES 254 ME5t. A, BT —6®&FEE RGN 250, LA ATk
ZALSF 250 ME 5. AESLIEDL T, HESR £ SOl IERC S ol 246 M 5.

s /4 %ﬁﬁTﬂ@%2ATR,ﬁ?ﬁ“ﬁﬁwmﬂﬁﬁ%,ﬁ%ﬁTﬁﬁﬁ@
54 A A R/ E A LRCE 10 AMESVFATIE. R, RO b
BVFTIEERS 14 MG 5. B, —& &M 9 M5, s — & w & LUEH 54
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&R T Firepower 4100/9300 it aTiE ]

a5t Blns HAERMOWE, — SRR 1455 T GBI G IREy
250, DL IFVFRIIER 2 SLVF 250 M5 14 D SAEIZIRBIEE N .

* SRAN% (3DES/AES) - Ul R R e 7 ARG 9N B AL, {H Cisco LU E A VFIEAT R 22,
& n] LTS s i & Vr nl g i B 0K o R R R TR L SRV E, I H i TR
-L‘F/KEI ’ é&%’i@ﬂ,ﬁiﬁﬁﬁo

TEMERLRE Ja, B R SR GRS SR GV al e . ek A SR A7/ vl Ik C ) ik 25 BB i =K
BB IHP) T A 4 FH B & RN ZXT I, ER RATVF n UL 7 5% FH B4 RATIZAL
ZHT, R TR A AT VR RTUE, T A A I VE AT UE AT REAL TN A RDIRAS o MR R A
RAVFATIER IR L 30K, W iR 4% A 070 5 BRSNS R, DUDRE 200 5 B4R RV T IE
ThRE (il Rn— AR SHTRCE E G B EA S Z R . B R RERE 35
FO R IE—MARIZ L LYK, HEWVFIES RN b RO s 5, ) 3w &k kA
R I HP GRSV I E R R R APIRE . EEFBE VI, TEERE GRS RECE,
ARG T T E

KAVFAIET B
X RAVFATIETRE , 620 e B M e A% 2 b Bk 6 BUAR S SRl e S F A T

i& Fl F Firepower 4100/9300 A4 #{ %45 #2515 AT iE

BRI EIE 38 B AN A HE R

TN E a3 5 2 1T, A Firepower 4100/9300 7l DAZ0 ] 2 BE AR AE 5 FH 4 B2 BE A0 1F 25 H 2 A b IR
G BN o B AN TR AR BN EA

YN A, TR SRR P, R4 AFh A RS F k. 48 A e, SN
FE A EAT AR A B N B VF TR . X T-4E ASA FC & i FH i el 2855 N % (3DES/AES) BhAe v alilE, i
i o

A T/ R b e ¥ )8 Wb e ¥ 5, A ReAE BT %LME%?I@%@&&%VMMMHT
UERC BB REVF W] o X T B/ b B, I REAE R A 1 O BRI Bk RRCE R VR .

P B R R R 5 T e, (& AR, e RIFEZIFRE. ﬁzmké%%
] [ 9% i SR VF AT IE . VERTUERS SR & 0 — A I SO e R VPl E, iz o0 Jh =2, Jf Hitk
REVFANIER A7 e 8L b DUMEAEZ AR RO B B I A ] o B MR ATIESR R 4%
PR 5 AT B

o JEAMl— BRI T IR T S ) R 25 A SR ULV RTIE, (HERIATS 00 T & F et a1 At vF
FIUE; BTG A R SS A ORAL T E

fm WA FE W& T EE Rl iE . A, BRIATE O B v RS 10 AME 5, JRAPAE
B L. BEE BRIV AL RS R LR SV el ME & 0 F 2 RS 4 B
ﬂowm:

o B/ S VPR EAEE 10 ME S 0T 2 Ik, REVFRIEA N Y 20 MG

Bto WAE /A R R S R A EICE 250 AME S AT UE . R, BRA W R T
WEALHE 270 MEst. Ak, T —H®R& ARG 250, KA HVFrES 2 R1F
250 MMEst. FEUEIEOLR, HERR G SO PTUERC B 230 AN 5.

ik gaesiry



VFATE: Saemuira |
. Cisco Secure Firewall 3100 &9 ASA B & 15 A]iE

© BH/EM: R VFRIERAE 10 MES: T2 B, RLEEVFRIEAIZ AN 20 M
Ste BAE TR T BB ERCE 10 MG SIIVFATIE. I, SRS MR B VF Tk
A5 30 MES. B, —GBesa UMER] 17 ME S, 10— & e DUEH] 13 ME 5,
Blhn; AHLERMANIE, — & R&RKAEITA 30 MEs. BT —GB&ira Ry 250,
LA I FVPF AT IR SR 22 SR VF 250 M5 30 NI S IZ R BIVEE A -

- IR - U R B LRIV ATE, O FLR FUPTIER G, A B

* RN (3DES) - WA R RENK ) R SRAT ORI AL, {H Cisco i€ AVFRMEI BRI, &
A LTl a0 s VF el s n SR o A 32 e wE B SR ILVERTIE, O H i T RTHIE
Re, MAREBIEHE,

FERRERS e, BT 5 T B R AR S T SR GV RTIE o "R A G AV RIS 5 170 MR 55 2% BT i oK
BB 2 IH A B o #6 IBC& SOBT I AZXS I, BB A VE AT IR AN o A4 B8 AT AL
T, AR R B T B VR RTIE,  DUDET S B AV RTIE AT REAL T A S RRES . MR X AL
FIZREVFRAE R 30 K%, U RAZ e e e B 0 £ S8 BRIYI TR T3 AN T, UK JE 00 7 R IRV RTIE
MITHREREATIE B G WA A2 B0 OB 1 T B RERR 35 A ik — MR A B 217K
HEVFAUES RO b I R AR B SR R 0, T R B i A A AL, JIF H B I i vl i
BEREAEZACRGS . EEPEIGVI], 256 3% ENRCE, R ERicEE

KAVFAIET B
X RAVFATIETRY , 6201 i B M e A% 2 b Bk 6 LA S S VRl e F R T

Cisco Secure Firewall 3100 £ ASA B¥ &1 0] F
R ETEEE B MR AN A 1t ki
B E WA T BRIV IR CBRINB D A RIF IS nT Uk FeAr T 50O 8 F AR 1 2 w3 4R ] il
SRR B BTV R], W IV R AN UG EC ) o) B, I3 A smoin S5 n) iE i Y IR TR I
B i)
ERETNREAR G AT EATA A A E . B4 LS S T IEAR S P2 A BN A
MIEN AR, RS2 B RS 4R F B SR 4 nl ik . X376 ASA T & 3 H
kSR N % (3DES/AES) DRV rliE, W21 3.

&MMWTEME¢ BRUIEOLR, SR B % L8 FISERIF ATl . #8 HLRE AP th i il
BREVFT] . AL E ST HI B R, (HR S AEAME A E s eI TR, a
WA SR VPR XSV AT UERs 3R & il — A AR I S = ARV AT E, IR S VP TIE &
AT B by DB R T MR B2 A 3 i B A o A ANV TIE R AR 4% DL o7 Uik
1T B
o LAl — R G WA EA IR SS A SR — NSRRI TR

o s - FUAT R s IR G5 3 SRS SV rTE . BRSO 1, SERVFARE s 2 M, IR A
BT PR G F o B 65 B IEEREVF v E (BN 70 e b A SRV T IREIS R
TREERVFIET R 6 W -

o AEERETP A 6 ™ Cisco Secure Firewall 3100. %6%%7&@% 2 MER RN 6 61
%, DI SV a JE I ok B L HE 12 M5t EESHs % LS E — A@amA

W SeEmer e



| WALE: Beem A

Cisco Secure Firewall 4200 £ ASA Bf & 15 A]iE .

TESIVFANIE. DL, SRRV e 32 Mg 5t — BTG BRI 100,
I%AﬁﬁTﬁW?ﬁﬁumAfa,QATRTW@%ﬂ@W PRIk, fam] A st
# ERCE R 32 MR BEE Bl Rl i E S IR 32 M S

o WAEHERETFAT 3 4 Cisco Secure Firewall 3100, JEAHVFATIEHE 2 ME R AH 3 6%

o PR ELVE AT UE I R SIS 6 MG 5. B oML E — M E 100
TS VFATUE. L, RA AR IR 106 ME S, BT — G &HFE RSN

100, RS FFVFAIERZ FLVF 100 M 5 106 MG 508 H RGIVEE . Kk, 8400 BAE
PRl d s BECE R 2 100 MG 5 A 6 Euh A E il B R 100 ME S . 7Rk
THOUT, HEER I HIR &1 SV nTIERC E A 94 M 5.

* SN (3DES) - WA IR RENK ) RIRAF SN BAL (A Cisco CUAfE SR VFREAE T s, f&
A LA s n s VF el IS I BB M o A Pl e w EAE SR UL VF RTIE, O HL i TR RTIE
RE, WHEBREHE.

WS TR R A, B R S AR AT R S VP TR . ek o AT 22 A7 BV T Uk M 1
DO SRRV . Y IH IR AV D B B s R INEERE IS, & B I 45 VF T iE
TR AR A RETBOZVF AT UEZ /Y, a0 bk P b 8w I VFRTIE, WU 1 4% () VF T Uk ] e A
TN ES PR . PR FVF AT UE A R0 30 %, (H R e A I 58 BRI 5 00 4b T-HE & BRIR A
T TCIEN T R RV IR DY BEEAT L & S 4 A R A2 m . B E & SB35k
E— UM SR PR L LKk, BHEIVFAES RN 1k XV AT UETE SR BT 5C B AR BE 2 /T, 3 fo 1F
ATHCE B, WAL & B IR AR, 2R A7 (4 I B R B M ok 1 e e 2% AT (PR BORS 25 PR B o

U, T EAE AR & L E 0 SR S Tk

KAVFRIETR B
XTI AVERTETE 20U B AR A T b A LA S S VF PR IR T

Cisco Secure Firewall 4200 19 ASA E£E& 15 7]

B G E 1S E MR FAA i b

TR WA T AP UE CERR D FAR R I 2 VR ok o AT T ULE 3 AR B 2w A 7 vl il
A RS WA ATV ], R S R IV Al A UC R i) 8, AP 98 I8 Tk I R S A A 4 )
R0 ) S

LR REA G ANTFEATMVF AT UE . B s s FIE SO T UEA & 7= AR BA A

YN HEM AR, RS AR E A ) BRI E VETIE . X7 ASARC E s -
SR 1% (3DES/AES) HHAEVFATAE, 1S K 3,

TEASAVFRUERCE H, BRINMEOF, AATEHTA e g B nE . S e el e s B &
BREVFAT . %G B BB B, (HI SRV T IEAME T I b%i?%ﬁ%u7mﬁh%
BERG A UTRVF TR . IXLEVF T UERE SR A A AR B S E S ARV P E, RS VPRt 2
GATAER R Ve b, DU I e % A P B s AT o A ANV TSR AR 4% LUy Xk
TR

o Bt — R G B AR IS5 SR UT RN EERR VAT IE .

ik gaesiry



VFALE: EaEarisa |
B asaveasa emirmic

o - AR IB R MR S5 ARG VP RlE. BOAREOL T, ZERVFrIERSE 2 ME s, JFH
RET AR e B BEAE AOFERVF AT A fEIN bzl et BRI SRl e (8 L R TR 1k
TREERVFAHET RS R -

o BSAESEREP AT 6 4 Cisco Secure Firewall 4200. ﬁﬁLHItF—ILIE@J% 24ME R NN 6 ik

Fro PIIZ LSV AIIE AR B 12 M. & ETI%JW%J:%JH%M — M 20 4
THSIVFRTIE. Ak, SRE IR PR RS 32 M 5. A*MQE’J¥ABE%'J%J 250,

P& HF VAT IR 2 SV 250 M5t 32 /\FE/JE\ (Ei% KE%J/B@ Wo B, @] DLERE R
# ERCE I 32 MR BEG BoE B i i e R IR 32 M S

o IRAELEREP A 3 /) Cisco Secure Firewall 4200, ﬁﬁtﬂﬁTﬁ@% 2GR R HE 3 6%
2%, FIBIX A e i ok S AR 6 M 5. IBEE IR & LASMLE — M 250 4
T RVEATIE. B, RBEWBHEF T IEERS 256 ME . HT— A W& & RSN
250, WA JGMVFRIER 2 ol 250 M st 256 ME s H T UeR Sl Bk, &4 LL
RS EICE R 2 250 M st A6 BdE vl i i E 2 RSN 250 M st 1B
IETE LS, HRER 5 il e A5 1 S VP nT IR & o 244 M .

* BRI (3DES) - WA 1R GENK T AR SRAT I E AL, {H Cisco M€ SEVFEME AT, &
R LA Sl a0 s VE el eSS I o AT Pl el B SR UL VF RIE, I HL i YRR
R, WEBRESEATE.

WAL FE TIPS, OB I B A AR ISR A I VF TR . R 2 8 A7 IOV PT UEE
USRI R VF AT . 2 [H AP e 2 A1 0 e e s BB ISR I R, e ﬁﬂfﬁﬁ%ﬁwﬁ
BB AR B AR OZ VP IR B, W SR P A AT Al RV R, U 088 5% O VF R UE R
?*4#éﬂﬁ§oﬁ%%ﬁﬂmmﬁﬁ%%wi,ﬁ@%bfﬂi@%ﬁﬁ%%?#éﬂﬁﬁ,
RS O T BERF PRV W IE A D BEREAT LB S O S ERAEAS A2 s8ma . O E B S BERR 35 10k
T A BRAN L L K, EHEIVF RS N 1o FEXTVF A IETE SKIEAT o M (R b B8 2 T, T3k o ok
ATHCE S WAL G BB AR, AT AP MINC B P ER, 12 B AT BB & IR
JEHIE, ST BAEAR SRR B & OB SR S AT

KAVFAIETR &
XAV RIETIE - 20 e AR A T b B LA S S VF mTIE IR /R I

ASAv fY ASA SEBEIF ATHIE
B A IR B AR A AR

KRG B T B[R] R A I B VF TIEATAT [ RN 8 VF I o FRATTRE A Jm P S 2 A 3/ 7T R 55 4%
XFRE G WA BEATVF RS, 884 tH VR w ANUC I R e (8L, A P 500 85V mI kIS HH SR AR TR 42 1 B2
) L

ML BEA 5 AT ZAEATVF AT IIE .

N HE M, RE S B ATTA SR R SN SE YE e . X T7E ASATRE s FH
AR N (3DES/AES) TJREVFRIE, 1SR K .

FEASAVFANIERCE A, HAEAESR TR % ERCE R BEVFaT . 2N B RIS B %, (EILFRTE
AMEFNZACE; eV TR, RATHEBIB & A SRVFANIE. XV R G hsk

W SeEmer e



| WALE: Beem A

Firepower 4100/9300 f4 ASA $E8%iF AT i .

RSP IbE S AT BT %%ﬁﬁﬂﬁ&A%ﬁEﬁ%&%L,u@%%%¢%%&%%%%%
BER AL o AP AR AORE 42 LA Oy U474 B

o FEA - AR WSS AT RIERIVERTUE, JF HL TR, By e #iln] LU HIAR
HEVFATIE .
o i - RS BRRA  IRSS SERIL A AR B VAT E .

'ﬁm%emmym%@mﬁ%WFﬁﬁ%ﬁMYWﬂ,MCmoB%Eﬁﬁ“ﬁﬁﬁmm,@
A LTSl a0 S VE e U I SR R o A PR e i A SR IR VF AE,  JF HL i TR RIE
Re, MAR&EBEHE.

K AVFRTIE T B

XTI AVERIETIE - 20 L B AR AR T b 3 65 B SN SIS VF mTIE IR T

Firepower 4100/9300 &9 ASA & E#iF A iE

BRI E IR B A AN R

RN R AR G AT EATATVE AT UE o BLAE I 5 0 2 F LA T Vi RTUE, %8 Firepower 4100/9300 HLAF
S ZTLE A B VE AT UE AT A A LR B REFA A B 2% T RUSORI A SR o B8 B 8 AN 7= R AAUAR

N A R, X TRFE SRR, RS Asha s Ve it AR, &AL
FEAA MR RN VEaIE . X T4 ASA it B 8 F R A% 53 %8 (3DES/AES) Dhfe vl il, iF
SR 3

FEASAVFANIERCE H, HAEER TR ERCE R BEVFT . 2N B BB IR B %, (B ATE
AMEFZICE; eV TEAPIRE, RATEBIB & A S RVFANIE. RSV R G hsk
FEBLAE ISRV IE, RS VF ARt 2 S AR B e b, DUERRERIEA I s st 422 7
BERR A o AN VFATIESR AR 42 LUR Oy s A7 2

o JEAl - AR R WSS ST SRIERIVERTE, JF H i PV HEN S, PSSR #nT LU HIAR
HEVFATAIE
o 5 - HA EHIBEE MRS 251 RS S VFATIE . BRIANHOL, BT iE e ds 10 MR, JFH

REF P SRR Lo B 6 B0 AR VF P IE ORI _E2 i e o B A5 VR AT UE AROELE ) B
TREERVFAET TG R B

« 2B 6 > Firepower 9300 Fibt, FEREVFANIEAS 10 M5 W 6 G, Xeeipn]
ﬁﬁMzﬁﬁ60“hmoﬁ&#%m%i@%ma—A@Aam“rRMﬁTﬁ A,
RA ARl IR HS 80 Mg 5. —ANBEHLT G BRI 250, MR AR IOV RTIE
m%ﬁﬁmoAra,mATm&ﬁtLﬂw% PR, A m] ARSI B4 G S B % 80
AN S A5G B T G A BB AT 80 M St

« SEBEP AT 3 5 Firepower 4112 % o JERBVFATIERHE 10 M5 XT3 W, KT

WEARINZ A 30 ME . IR HI & ERIMILE — M 250 MESMVFATHIE. B,
AWMLV IEHE 280 M st T S &AHEEBREIY 250, WA G HKVERTIE
2 OV 250 ME s 280 MESUEH T RLRE]. Rk, O IR Sl s FRE R 2
250 M st BE G HOE v T I S R AT 250 M St FRIREOL T, KRR
A SV AT UERC B0 220 MG 5
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* IBHET - A AR VPN T o SRV R Z B BT R 6 B MIRSS SRioR 3L A 2
VFAIE.

* SN (3DES) - Xf T 2.3.0 i Cisco Software Manager ASHu#82E ;B A8 (K & REIK 7 R 3R A5 iR
IEEFZAL, A Cisco TUfE SR VPRI SR, 180T ATF- Sl s in 2 V8 nl ub s n 2 & ik - o
WEVF AT UEFZ B REATHRAL, B 6 B RS54 18 K H 1 SV AT e

IR T BRI A, BRI BB AR R VR RTE . 3 2oL OV P LB 7
Y REE I A VPO, 591 IORSRI A A B B TR AR SRR B8 6 VPP i
BB, AR B ARV FTE 20T S o BT PRIV T, R0 B O P T
T AR A RBIOVEITUERIA AN 30 K, L R A ROV (5 T £ bR,
A TN T ARV TR D) A TR RS MR A A, R0 1 B 12N
B URURHBAR SR, LBV ATEA B Ao ZERT VPRI UE PR T 5 SRR T2, i S
(PRI, MR VA SR, SEAERORS I BN T4 B T RSB 2R
TR, ST A e L TR B SV T

KAV AER

R TR AV OTUET 05 AR AR 2 A DA IV 0TI

BRI ATRYATER 551
B SRR MM AR AR S

Firepower 4100/9300
TEBCE ASA VERAT 2R B, 1 7E Firepower 4100/9300 HLAR e & %25 RS 8 VF vT BEfil 3 i .

FREHME S
o TRk B B L T 1)« HTTP AQEE U 1) slAS i 45 2% U7 ) _E 0 B ok s
* MCUE DNS k5588, LU 3% RERS MR HT 2 RE A4S B AR IR A4 PR
 BCE BRI B
o TR B e A B s Bk
https://software.cisco.com/#module/SmartLicensing

R BGRAATIK U Rl R DABCEFT K o Tl ISR REPH A BEES , T LN 426
eI T

K AVFAETR B AT 5%

o FEIARVE RERCIHE Bl s B OIEE 1K

https://software.cisco.com/#module/SmartLicensing

B L Eaeiebir


https://software.cisco.com/#module/SmartLicensing
http://www.cisco.com/web/ordering/smart-software-manager/index.html
https://software.cisco.com/#module/SmartLicensing

| miE: Beemuire
agmarmen [

R BOR AR, U R R AR IR o Gl IR REIH A S, T LON A2 —
AR o BIAE AS A S i T W B BEVE AT iR 55 A AREA T AR AV RIE TR, (HA AKX
PHE BT T B IR K AV RTHIE

o SRAFVF AT PHBA AR AVF ATIE TR SCRF o BRI AE FH A AVE PIUE TR (1 2 B o S SR A
R P ARIRAFHEAE, TSI SN AR AVFATE o

o WSRFIRICK AVFATIE. GEZS 3 A5 I VFRTIE PID , 26 83 T1) o W MK~ 3% IE
FRVERTE, W42 ASA FARBIVFUER, B/ BT LU R WAE R . “7F
APUETCVATR R, DR A AR A R 8 ()B4 LR K AV ATHIE: 1-Firepower 4100 ASA PERM
UNIV GKA) o “

o RAVFRIUEEFE BT vl FHIDRE, GHESIn%s (3DES/AES) VFnliE (Cun Sk &7 &5 400D -
Secure Client Dy e tH 2341 & M S ds R0 J HY, - HARER Y T- 1808 32 1) Secure Client V5 AJHIE
T HABUEH Secure Client (152 [ Secure Client Advantage. Secure Client Premierfll {3 [}
Secure Client VPN #HJUE , 25 9 T1) &

* ASA Virtual: Azure AN TR A SRR AR AV AT UETIEY

0O&abth : SH
& Re 1 AT EN
o DCEFF R RERRAFVFAT o XS T ASA Virtual b4 Bk, Wi T4 PAK VF AT 1) ASA Virtual,,

W LSO S 0 0, {E 2 (RBTAE e b WTSEKE ASA Virtual B2, UHHRST BT
1.

o X FIRAVFAIETI R, SR AAE A RIS Z BB PHZ VAT IE . W R AN IE S GR [FRZVFATHIE, 1% 7F
ES R R O R, BTGB M TRk & .

o W ERME S R SCAE A A G L E S DACRS AR S, DIEAERE ASA 551%™ il — e i F I
TCVEAE ] HTTPS . Sab 2506 JIRHE fy 9 5S4 Fl HTTP.

o &b +A A} Al S ML=
B HIT AT EOAIRE
Smart Transport
BRUNEOUT, AT B4 78 54048 F] Smart Transport MEAT 4 e -V nIUFE S, JHEH LR URL:

https://smartreceiver.cisco.com/licservice/license

X} Firepower 4100/9300, 5250 AEHLAR ) et A g A Vi AT IESEA

ASA Virtual

* {EHEFE ASA Virtualltf, B BB D fe R A R0 . S JERE 200 T X TR AVERT
UETHE, AT BB IS R HR AV IE TR I, T2 2K ATE B G

| ik gaesiry


https://software.cisco.com/smartaccounts/setup#accountcreation-account

VFRE: Beemeira |
B savinua: BB s s T

A

I8 Essentials VF W UE AR W FRUEVFATUE, CLIAMEH “PrdE” Rik,

license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G | 20G | unlimited}

N

AR WEEAE VMware 8L KVM AT 32 B 64 %05, WITE throughput
level fir2H HAEAS A unlimited 3£,

ASA Virtual: fic & & g5 15 7]

ARG ASA Virtual B & 8GRV 1T

ASA Virtual: BcE F M E sedR il

FEH 8 ASA Virtual B, #80] DLFUECE & HEAL S — MM R, DAL 1) 3 BE AR A4 BRARTE M I
FHERE AV AT o G IS TG 20 O HTTP AREE AR S5 4%« VP IESAN, BT ASA Virtual (B2, 4
B RAE Day0 FCE P AE ID AMD |, iEHAT TS .

\)

AR RO AT B ASA Virtual i FIECE T HTTP ACHEAR 45 8 FIVF af UEFEAL o 1538 AT RE AL 555
ASA Vmualﬁff /E DayO o & S TR, R Rk, AN 75 A0 A e 0B

FE CERM BRI ) b, BN LB I 2 Bt Rk F 45 SRk — AN O Sl A b
a) )ﬁ%;ai(lnventory)o
B 1:558

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) {EFEM (General) LM~ L, riili#ii2 Sk (New Token).

W SeEmer e


https://software.cisco.com/#module/SmartLicensing

| WALE: Beem A
ASA Virtual: BL & %S GEARFIFAT .

2R

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0of 10

c) 7r Create Registration Token XJiHEH, A LLF#E, #R)5 sithi Create Token:
* 1R
* Expire After - ARHE BLZIN RN 30 K.
* RAERRE
* Allow export-controlled functionaility on the productsregistered with thistoken - j5 HH S HH &
FrEdr.

3: BIEIE A<

Create Registration Token o

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

ARG A A I BN

d) sk R 0 0 35 Sk B R P AT OT Token XHIAE,  RT LA HURE 43 ID SR AHIBIBIGIR . 249 2E
W ASA I, TEAER AR, DAAE ISR i i AR o T

| ik gaesiry
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ASA Virtual: B2E & M g8 415 AT

E4EESHE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed
B 5: £ <hE
Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky

NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cirl + ¢ to copy selected text to clipboard.

P2 (i) 7F ASA Virtual I, $57Z Smart Transport [ HTTP /{#! URL.
license smart

transport proxy proxy_server_ip port port
P ] Smart Call Home 1 AN# ] Smart Transport, &2 {05 4, %5 30 Ui

ERE
o RZFFAUEHTTPACEL,

* BCEACHRSS %% URL I, 52048 5E Whisle

T

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic)# transport proxy 10.1.1.1 port 10101

i

ciscoasa(config)# license smart
ciscoasa(config-smart-1lic)# transport proxy proxy.esl.cisco.com port 80

PR3 HCE VAT UERRAL
a) HEAVFATUER AERC B R

B L Eaeiebir
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b)

c)

d)

ASA Virtual: BB &S GEREFIF AT .

license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

BB e
featuretier standard

Wb GEA) JZ0TH, (8T EALERCE PR R o JERERROZE AT UE BARTAR R bR vE R AT E
7€ CLI HAFR Ky “hRUERR” «

BB AR, AR5 D R B S B R VT
HIHE%K 5 {100M | 1G | 2G | 10G | 20G | FePR#ll}
iR
IR I 32 Ak 64 B A0, S T ORI AT
BT 7BV

* 100M—ASAv5

* IG—ASAv10

* 2G—ASAv30

* 10G—ASAv50

* 20G—ASAv100

* ToBRH - ASAVU
w45

ciscoasa(config-smart-lic)# throughput level 2G

CATRE) A F e R s s i, IBARE AL <.

feature strong-encryption

T SRS I BE A P B N % A R, TN TR BV TR . AR, S RS R REIIK T R 3R AT
SRINEFAL, {H Cisco LA E SLVFRAL 2RI 2SS nT LA Bl smin 35V rl s in 20 p ik =
S E R WA S SR VFATIE, JF B TUFT iR &, MG s il e

Pk o

WAL AT S, BRG] SN VFAIE R 2w T o B, BRARERIK " h B
VFATIE, AR R A G M. i A A a8 & N AN 2 VFTTE, DRI T RE = A
fiimk T ANERE,  JF B AR A4k

i
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B savina. mESRSEGREET

ciscoasa(config-smart-lic)# feature strong-encryption

IR VR AR R REAR A DAY B

exit

fEid kDU 77 2R VR eI R R AL E BN 0T, SO A S AR IR A Cexit 2%
end) , A AL HE N SLARAR A AT Ay 2 o

-

ciscoasa(config-smart-lic)# exit
ciscoasa (config) #

WA (i) ffH Smart Call Home 1A /& 2RI\ Smart Transport >k -5 %8 VT 1] k4545 HEATIHAF

an s e 248 Smart Call Home 1A~ J& Smart Transport, 5588 LL N2, A0, AT HI BRI )
Smart Transport.

a)

b)

P A2 Y B 4 Smart Call Homes
license smart

transport type callhome
e B AL HE— 440 License 1) Smart Call Home FC& SCfF, HrbdgE T8 a4 A BEAS (1) URL.

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

i

ciscoasa(config)# license smart
ciscoasa(config-smart-lic) #transport type callhome

(A[3E) F&E HTTP {2 URL.
call-home
http-proxy ip_address port port
TR
ASCFRFAUEFTHTTPACHE
A5

ciscoasa (config) # call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

S5 F ASA Virtual VU5 B -5 7 25

B L Eaeiebir
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I

7K

ASA Virtual: BB &S GEREFIF AT .

license smart register idtoken id_token [force]
ASA Virtual 2212 [n) 8 58 40 AR N T3 SO0 CURC B VP T ESEAUEAT R AL

YEME ASA Virtuallf, 2R 1 45254 ASA Virtual FE GEIAE B 2% 2 (8] (R385 & 1D iE$5 .
'BIEL K ASA Virtual 2B B BRI o JEE TR, RS — s, H)E, Wi ID
UED i T4 Gl A i) 0025 J IR i 309, DA ) o) e 2 B0 HTE T ASA Virtual.

Ay SR SR DL M O M T BE S R R R BE A AN RP ) ASA Virtual o 1, Wi RE
WA T A R AMINER T ASA Virtual, 518 1] force.

i

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUxLTEOMTQS5NDAY$0AODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NnMD0%$3D%S0A

K A VF R .
show license statusaishow running-config license

IR R R A AR A5 R, VSR AU AT IC . T DNS Je g% as LA AT ) [ 5% & HA I A i
FE

TP

asavl# show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Smart
URL: https://smartreceiver.cisco.com/licservice/license
Proxy:
Not Supported
VRE':
Not Supported

Registration:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Controlled Functionality: NOT ALLOWED
Initial Registration: FAILED on Feb 27 2024 06:34:02 UTC
Failure reason: {"token":["The token 'sgdgdsdg' is not valid."]}

License Authorization:
Status: No Licenses in Use

Export Authorization Key:

Features Authorized:
<none>
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B Asavinal TR EREEREEES

ASA Virtual:

o
i

S %
5

B

N -

Miscellaneous:
Custom Id: <empty>

Device Telemetry Report Summary:

Data Channel: NOT AVAILABLE
Reports on disk: 0

TP

ciscoasa(config)# show running-config license
license smart

feature tier standard

throughput level 1G

transport proxy proxy.esl.cisco.com port 80

AW ABECER M E e EIE R

LR PP T A5 P A I RE SR PR 1) ASA Virtual o

FHIa Z Bl

VFALE: EaEarisa |

* M Cisco.com N RE M HE2S AL OVA S, HH-7E VMwareESXi AR 55 4% [ 223 FIRC & kS

fF. HREZHER, SR RS B A 5™ i T

© 5 7.0 b, ASHB AR BRI BRSPS N T Smart Transport o A1 SRGAT I IRRRCAS, 1542

MR LE ASA Virtual )5l Smart Call Home.

© AR B E TR R AT, T MO CA FE. G R

W 2% rhn] g2 il )

S HBN L HASK

crypto catrustpool import url http://lwww.cisco.com/security/pki/trs/ios core.p7b

FE BT B AR AL 135 SRVE 2 b

(n[i%) {F ASA Virtual 12, & Smart Transport 455 HTTP 1CH URL.

license smart

transport proxy proxy_server_ip port port

FEAf 1] Smart Call Home 1 AM# ] Smart Transport, &S {0 5, %6 34 Ui

P 23
AZFFAUEFHTTPACEE,

TP

ciscoasa(config)# license smart

W SeEmer e


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/smart-software-manager-satellite/datasheet-c78-734539.html

| miE: Beemuire
Asavimal: »mEEsesenreEs [

ciscoasa(config-smart-lic)# transport proxy 10.1.1.1 port 10101

SR 3 T HOFAIFARSS 2% URL DUEE 218 BE A48 BB A b
license smart

transport url https://on-Prem_ip_address/SmartTransport
P4 H Smart Call Home 1AM Smart Transport, &2 0% 5, 2 34 1.

Tl

ciscoasa(config)# license smart
ciscoasa(config-smart-1lic)# transport url https://10.1.5.5/SmartTransport

SIE 4 VA .
a) HEAVFUER fEf B
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

b) WHEIIRE)Z:
featuretier standard

SAHRE GEAD JRATH, (AR R SAERC E R R T o JERBARVF ATk AT AR 9 AR ARV AT IE,
75 CLI SRR “HRAERR” -

o) BWEAMEGON, LMEME A BERATE B K KV ATE
HM 25 {100M | 1G | 2G | 10G | 20G | FFR#HI}
R
NS 32 %k 64 AZE, WA FeBRBIIE IS ] .
T2 LA N B R VAT IE R
* 100M—ASAV5
* IG—ASAV10
* 2G—ASAV30
* 10G—ASAV50
* 20G—ASAvV100

* JoBRH| - ASAVU

i

| ik gaesiry



VFALE: EaEarisa |

B Asavinal TR EREEREEES

d)

e)

ciscoasa (config-smart-lic)# throughput level 2G

CRI3e) e U . R BN & S, EARE ALk 2.

feature strong-encryption

T SRS N BE A PG R N 5 A h, IUANTR SRV RTIE . AR, S SR A REIIK T R 3R A
SRINE AL, {H Cisco LU E SCVFRAL A2 nas, S mT LA Bl s in 85V rl e i 204 i ik =
S ERwea s SR VEANE, JF B TUFT iR, W e i i e

Pk s

WA AT S, B BRI VF e (B2 W R s o KL, BRAREmK - T B
VPAJIE, R RIK A G i T SR 25 4 BN AN TR 2LV aT R, BRI T B 2 S
fiimk AL, I B AR A At

A5l

ciscoasa(config-smart-lic)# feature strong-encryption
AR HHVF AT UE R REAR 2 LU, F B

exit

FEIERE AR U5 R VT UE R REMC B2 0T, ek AN SRR BT o Cexit 51
end) , ol A AL R A TLARBLC AT i 2

i

ciscoasa (config-smart-1lic)# exit
ciscoasa (confiqg) #

IS (ik) ffH Smart Call Home 1M A2 BRI\ Smart Transport oK 5 2 GV ] k55 #5 HEATH0AF

i A48 5E F4d ] Smart Call Home 1M AN /& Smart Transport, 15588 LA N, G0, NAdFERIA K
Smart Transport.

a)

P AR ¥ ) Smart Call Homes
license smart

transport type callhome
e B AL — 444 License i) Smart Call Home B & 3CfF, JLrhdiasE 18RRI E BEAR 1) URL.

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

i

ciscoasa(config)# license smart

B L Eaeiebir
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ASAVirtual: A A B A GEAHF 1R 58 .

ciscoasa(config-smart-lic) #transport type callhome

b) (R[EE) F5E HTTP ALEE URL.
call-home
http-proxy ip_address port port
P
ANSCRFINUEJHTTPACER

i

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

©) HVFANIEARSS %% URL DLRE B8 GER /R4 BRAR A Hh «
call-home
profile License

destination address http
https://on-Prem _ip_address/Transpor tgateway/ser vices/DeviceRequestHandler

5

ciscoasa(config)# call-home

ciscoasa(cfg-call-home)# profile License
ciscoasa(cfg-call-home-profile) #destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

BYR6 ML 1 DU R B ASA:

license smart register idtoken id_token

ASA [ AR BERAFE BRI, R HOEECE VAT AL A SR Mk e ir, DU R R A
PR HIE 4 N 5 N % (3DES/AES) VFAJHIE

M ASA Virtualfif, 1 BEFAFE AR 25 ASA Virtual AR BEFAE HI 38 A M 5 228 2 [8) (R3804 A
IDAEFS . EIL2Hs ASA Virtual 7} L EAHN A REIIK o TEREOUT, BORRFP R — sl (HE,
U 2R TD AE S Hy R AR A e AU S DA T R4, IR S R RE R B )T ASA Virtual

EUE

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4

LWJIhODItNzBhMGQ5NGR1YJUXLTEOMTQ5NDAY$0A0DQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NNMDO%$3D%0A

KA VF Al IRR S

show license status

RSB R AT BRSPS RN, TER B S TG E T DNS RS5#s LA RT Ui 1] ik 254 14 1E A i
H .

ik gaesiry



ASA Virtual:

ASA Virtual: B ESFT2/F (MSLA) & GBS AT

TP

asavl# show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Smart
URL: https://10.1.5.5/SmartTransport
Proxy:
Not Supported
VRE':
Not Supported

Registration:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Controlled Functionality: NOT ALLOWED
Initial Registration: FAILED on Feb 27 2024 06:34:02 UTC

Failure reason: {"token":["The token 'sgdgdsdg' is not valid."]}

License Authorization:
Status: No Licenses in Use

Export Authorization Key:
Features Authorized:

<none>

Miscellaneous:
Custom Id: <empty>

Device Telemetry Report Summary:

Data Channel: NOT AVAILABLE
Reports on disk: O

BLESXF 2R (MSLA) & se 8R4 Al

VFALE: EaEarisa |

T FCE MRS VF AT EY (MSLA) FSE RV AT, 80T LAV T I (0 458 FH R TR0k AH 2, AN B A i
AIUEVT FHER AV RS2 A — RS o ZESE RV ol AR, ASA Virtual 23 PR [A] 24 547 (15
SEPIEIRED SRERERVF TR IS Ol . ASA Virtual 2 GEAREEREPUAS /NI 1) B BEFAPF A5 BE AR RIX VP PTIE
ERE DRSS (B RUM )5 o SRJG, MRS OUIR SRl i e B0 2 IR 552 A6 s AR 7
VFATH}, Smart Call Home A2 HIVEVE AT B A4 . 31 S0k 508 £ F 2 Be A% i il HTTP/HTTPS

H#ERIE

B L Eaeiebir
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AsA Virtual: EEAREF (MsLA) Baeatir ]

FHia Z |l

T U A 3 GEHCE A B AR M Cisco.com "N 3R AEPIF A B AR AL OVA SCIF, JFAE VMware
ESXi g% as b 2B E T AREZE L, THS DR REPIHE PLE A A 2 i T

P ER B AE CRRH AR BEER) D0k b B 43 In 21 3L i oLk /i sk — AN
A WIS HRZ A M
a) AiliEE (Inventory).
[ 65558

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) fEEM (General) LIk |, L #ELHE (New Token).
B 7 #iz S he

Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Uses

Mik1OWYyMiltMzEWMS00... B 2024-Mar-30 05:14:09 (in 30 days) 0of1

c¢) 1r Create Registration Token Xfi&HEH, A LI F#'E, 4R)5 riidi Create Token:
* it AR
* Expire After - JUBHEUGZIN A 30 K.
« RAEERRE - MR BT .

| ik gaesiry


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/smart-software-manager-satellite/datasheet-c78-734539.html
https://software.cisco.com/#module/SmartLicensing

VFALE: EaEarisa |

B Asavirual. RES: AR (MSLA) & a8 HE T

A RRAE 2399 3 st A U 2139
& 8 SIZiE ML

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 30 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses s reached

RGURE A A I BN IR

d) sl A A O R Sk BB R AFT T Token XFGAE, ] LU AR ID S B3I . 45 2%

W ASA I, TR LF AR, AAEIZRE Y 5 T
E 9 EESHE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

New Token...
Token Expiration Date Uses Description Created By
Mjk1OWYyMjltMzEwMS00.. . 2024-Mar-30 05:14:09 (in 30 days) 0of1 test

B 10: S L1

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

$I8E 2 {F ASA Virtual |, BCEBREVFAI ST,
a) BEAVFRUER RERC B R .

Actions

Actions ~

B L Eaeiebir
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b)

d)

e)

AsA Virtual: EEAREF (MsLA) Baeatir ]

license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

Je A e A i o
transport type smart
SRR P VR AT 5 246 ] Smart Transport 1 A& Smart Call Home.

-

ciscoasa(config-smart-lic)# transport type smart

(ATIE)  Fi8 7 B e AT BEAS B ML BRACH S 221 URL. 80, R8nT DU VFRTUEAS S B A 15 45
TE Ak H AR,
transport url {transport_url | utility utility url | default }

USRORBEE URL, E0RE [A) 6 A8 RE A S A /F TR 1 DU 74 A default, R
https://smartreceiver.cisco.com/licservice/license,

i

ciscoasa (config-smart-lic)# transport url http://server99.cisco.com/SmartTransport
ciscoasa(config-smart-lic)# transport url utility
http://server-utility.cisco.com/SmartTransport

CATIE) i SRAE IR W 25 A8 F HTTP ARHUEAT TR R Vg ), 1 I B A QR
transport proxy proxy-url port proxy-port-number

Pk

ASCRFAUERHTTPACEE

i

ciscoasa(config-smart-lic)# transport proxy 10.1.1.1 port 443

FEVF AT R BEGEVF T8 LA s REACBE A 5
privacy {all | hosthame| version}

il
ciscoasa (config-smart-lic)# privacy all

BRI

featuretier standard

ik gaesiry



VFALE: EaEarisa |

B Asavirual. RESFREF (MSLA) B 8 LEE T

2

h)

)

SATHRE GEAD JRAT T, (AR SR NG B R SR T o JERBARVF ATk AT AR 9 AR ARV AT IE,
75 CLI ' JIFR A “HRAERR” -

BB RO, AR e A BE SR B SRV R E
HFHELF {100M | 1G | 2G | 10G | 20G | FchR &}
pEk e
NS 32 %k 64 A% S, WA FeBRBIIE IS H .
T LR iV i E G R

* 100M—ASAV5

* IG—ASAVI10

* 2G—ASAV30

* 10G—ASAV50

* 20G—ASAvV100

* ToBRHH - ASAVU
w15

ciscoasa(config-smart-lic)# throughput level 2G

CATEE) A s
feature strong-encryption

DR R I RERAT A BEERCRRIN 25  h, WANTG ZEIE VAT E . SRTTT, RIS RENK ™ R R4
SRANEE AL, {H Cisco CLASE SCVFRAE I BRINES , 0T AT SlKe oim s Vi s In 2 R gk
A B BRI VRN, JF Hof TYFRIER S, W B i .

i

ciscoasa(config-smart-lic)# feature strong-encryption

IR H VR ] IR R AR o DAY B

exit

fEid st PUR 7 2R VR el RE L BB 2 BT, SO A SRR IR iz Cexit B
end) , B AEEHE N LA AT ATy 4 .

i

ciscoasa (config-smart-1lic)# exit
ciscoasa (config) #

PR3 E SR PR

B L Eaeiebir



| WALE: Beem A
AsA Virtual: EEAREF (MsLA) Baeatir ]

a) WEASEHR PR B AL,
utility

i

ciscoasa(config-smart-lic)# utility
ciscoasa (config-smart-lic-util) #

b) AUEME—E P AR AT AR TR & e SRR P VR A A DU S T B
custom-id custom-identifier

A5
ciscoasa(config-smart-lic-util)# custom-id MyCustomID

c) QUEEME 7 BCESCIF . AR S S ARSI PP VR AT A A D o
customer-info {city | country | id | name| postalcode | state |street} value

5l

ciscoasa (config-smart-lic-util
ciscoasa (config-smart-lic-util customer-info country MyCountry
ciscoasa (config-smart-lic-util customer-info id MyID

( )# customer-info city MyCity
( ) #
( ) #
ciscoasa(config-smart-lic-util) # customer-info name MyName
( ) #
( ) #
( ) #

ciscoasa (config-smart-lic-util customer-info postalcode MyPostalCode
ciscoasa (config-smart-lic-util customer-info state MyState
ciscoasa (config-smart-lic-util customer-info street MyStreet

d) SRR

mode standard

-

ciscoasa(config-smart-lic-util) # mode standard

PR A ATHEAE 1 8R4 M ASA:
license smart register idtoken id_token

TP

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUxLTEOMTQS5NDAY$0A0ODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wSs0AC2NnMD0%$3D%S0A

FRS WEVF IR,

show license status

| ik gaesiry



B Asavirual. REXAFTIERE

IR R RS B A5 R, s R A
Hio
P

asavl# show license status
Smart Licensing is ENABLED

Utility:
Status: ENABLED
Utility report:
Last success: May 14 2018 21:37:25 UTC
Last attempt:
Next attempt: May 15 2018 01:37:24 UTC

Customer Information:
Id: MyID
Name: MyName
Street: MyStreet
City: MyCity
State: MyState
Country: MyCountry
Postal Code: MyPostalCode

Data Privacy:
Sending Hostname: no
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: ENABLED
Version privacy: ENABLED

Transport:
Type: Smart

VFALE: EaEarisa |

TTHCE T DNS Jeds ds LUK AT ) 55 & 0 TE A %

SUCCEEDED on May 14 2018 21:37:24 UTC

Registration URL: http://server99.cisco.com/SmartTransport
Utility URL: http://server-utility.cisco.com/SmartTransport

Registration:
Status: REGISTERED
Export-Controlled Functionality: Allowed

Initial Registration:
Last Renewal Attempt:
Next Renewal Attempt:
Registration Expires:

License Authorization:

SUCCEEDED on May 14 2018 21:37:20 UTC
None

Sep 13 2018 13:34:40 UTC

May 14 2019 21:29:20 UTC

Status: AUTHORIZED on May 14 2018 21:37:22 UTC

Last Communication Attempt: NOT STARTED
Failure reason:

Next Communication Attempt: None

Communication Deadline: Aug 12 2018 21:37:24 UTC

ASA Virtual: BCE 5k AiFAJIET B8

A LA ASA Virtual 73 it —
SR B oa ey Rra e T o /(T3S (5] A =1 17

B L Eaeiebir

ANIRAVFANIE . A S 43HE

Device in Thirdparty Utility Mode

#45E H ASA Virtual I, B0 7E B R 2



| miE: Beemuire
235 ASA Virtual kA AE I}

UK

$HIE1 2 ASA Virtual K AVFATHE , 5543 7L
$IE2  (Wik) IRIE ASA Virtual K AFAE , 4547 7L

4= ASA Virtual 7k A 15 AJ i

WFFTCiE Vs W) B I ASA Virtual, 8 7] DL B 68 P BRES 1 SR AK AVFATIE. 4595 ASA Virtual
IR AVF AT UE RS R VEAN (= &, 152 ) ASA Virtual K AVFR[UETIEE , 25 3 1L,

\}

R X TRAVFITIETR, AERE T ASA Virtual 2 fif 38 [FIZFATE . QH%T EGB[EZVF AT
e, ZHF RS RS ARA, BIGEERIHT 810 ASA Virtual. 1655 (A1) RIiE ASA
Virtual 7K AVFRJE , 26 47 7,

o WRAE K AVF A E oG R G & (Bl ] writeerase) , W) R S8 FHANTHARATT 2 301 license
smart reservation iy B A K A RETRE (AP 1 Frs) 3 AT E S LR P Ao 3
AT

FiaZ |l

. )r"]}ﬂ(ﬁ\lfFTIE, DMEHAE R R R AR B ol F o AR A K 8t Lo A FH R AVF T UE T
o BRI EILIIREZ BT, TR 23R4 Cisco fLf.

* f£ ASA Virtual A2 Ji7, REAUERIKAVFAIIE; BEARELE 2 0K We & 1 1R] 22k K AVF AT

$1 (U ASAv5, FERTEVFAT) 4 DRAM K 2GB (9.13 M 5 A R 2k ) F, sl
ASAVS FK AVFANIE

license smart set_plr5

B2 (k) BT TEIEE K AVFAETR, 5 RAM M vCPU LK CRIG K A VE AT E T A AR
O .
license smart flex-model {asavb plr | asavl0 plr | asav30_plr | asav50 plr | asav100 _plr |
asavu_plr}
pE

% ASA Virtual [(IvCPU i 16 4, % HAERCE ASAVU CTEFRED ¥ ATiE.

ik gaesiry



VFALE: EaEarisa |

B = asavimal kasrmic

AR R IE K AVF A UETEE , 154518 1 no license smart reservation fiy4-24 11 7Kk AV n] Ik 1 B A
J&, A4 no B

FE R R AVF A TUA R, v LLAE Je FVE AT UE TR 2 11 22 S SR B ot SR 24 Ji VP m
T o S OB PR, 2R R R AVERTUETIEE , BT BB G A AR5 e PV Rl e TR

B, i ASA Virtual HAT ASAv30 FZAU HLA T3 K AV AT IEFU -

asavl# license smart flex-model asav30_plr
asavl# license smart reservation

BAE, AR IR B SO ASAVS0, mlh2s LA 5%

asavl# license smart flex-model asav50 plr
ERROR: Flexible PLR CLI is disabled when license reservation is enabled

L0 ASAVS0 IIFRAL,  WAZRHAT EAF el

asavl# no license smart reservation
asavl# license smart flex-model asav50 plr
asavl# license smart reservation

£F ASA Virtual CLI 1, Jg FIK AV TR «

license smart reservation

i

ciscoasa (config)# license smart reservation
ciscoasa (config)#

T WU REVERT, A A 41 no TE.
TSR AL REBR AT S FELAS rh A A\ A VF AT IEA A «

license smart reservation request univer sal

Tl

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
ABP:ASAv, S:9AUSET6UQHD{A8ug5/1jRDaSp3w8uGlfeQ{53C13E

ciscoasa#

AEMRIFIFAT: 0T LAE SO BCSS ASA Virtual [N AAFT vCPU, 1 G 75 S8 SO 57 AT iE

SFIERFFR: MR E SN AL vCPU, WAZGE M iV vl e, FF HE BT 285 20 (R B 4R AT e
5 SR BIVF T UE A 20 5 2 0 N AR AT vCPU AHDLUER . 45 9% ASA Virtual 7K AV AT ETRES () vCPU FTN £
FIVFATIEAEBE (P45 B, S ASA Virtual /K AVFAIFTRE . 45 3 71,

T KA ASA Virtual (A S, ERERIWLIRERETF T, ATRIE M vCPU I DRAM % & LLUCHD
PR S HSR, X, 20 ASA Virtual TRIEAN 13 BAE Y HITS, T show
vm % .

R AL A, WS B E-—ARRY, BIAEE TR NG gt o SR i AR SEAR RS Fr N
PREAFE RS, I LA I ZIE K, WA

license smart reservation cancel

B L Eaeiebir
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235 ASA Virtual kA AE I}

WHRAR K AVFRTUETIRE, WA e A B SR S g G . n A& E#‘%i‘zﬁﬁ%ﬁ)\ A RE A RS,
A2 5E B RE 7 A BERF % VP T UE N H T ASA Virtual, 285 nl AR B T 2R [FHZ VPl UE . 152 W)
(AJ3E) JRIE ASA Virtual /K AFATIE , 55 47 1L,

Vila] “ R RERAFE FRESIE .7 (Smart Software Manager Inventory) %%, s5dii%F AJIE (Licenses) ¥
+.

https://software.cisco.com/#SmartLicensing-Inventory

Licenses 1 2 7= 55 Sk ARSI BT B VF e Rl AIK A .

MIdTFRNETE (License Reservation), #A)5 717 815 KX f5 (Reservation Request Code) - Bt
A ASA Virtual 005,

Rt T—%.

YO UFZLF1 B8 B AT HE (Licensesto Reserve) I [H1 {2 s /K AVE T TR B PR AN o 1A B 2002 RS A0 2D 3R
2 HC AL

Mt T—% (Next).
AR, ARJE nili % RS (Generate Authorization Code).

BT BLA R A U o SR DU B0 B B JL R BRI BTISA . HRAE R eI B S
VPATIEEL C AR T HPIRZS o

skl (Close).
M ASA Virtual CLI 3247 PA T #i4 FE 5 A2 AU .

license smart reservation install code

IR

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwWS
INFO: ASAv platform license state is Licensed.
ciscoasa#

ASA Virtual IL7E 58 &3R5,

BAT A 2 SIS AT L E AT 2R SRS, S e R R B RAE T
write memory
B UEVE AT URIR AT AR

* show license all

asavl# show license all

Smart Licensing Status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:

Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: ALLOWED

ik gaesiry


https://software.cisco.com/#SmartLicensing-Inventory

B = asavimal kasrmic

B s

Initial Registration: SUCCEEDED on Nov 12 2024 06:40:36 UTC

License Authorization:
Status: AUTHORIZED - RESERVED on Nov 12 2024 06:27:23 UTC

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Smart
URL: https://smartreceiver.cisco.com/licservice/license
Proxy:
Not Supported
VRE':
Not Supported

Miscellaneous:
Custom Id: <empty>

License Usage

No licenses in use

Product Information

UDI: PID:ASAv,SN:9A9PJLLB849

Agent Version

Smart Agent for Licensing: 5.7.25 asav/5

Reservation Info

License reservation: ENABLED

Overall status:
Active: PID:ASAv,SN:9A9PJLLB849

VFALE: EaEarisa |

Reservation status: UNIVERSAL INSTALLED on Nov 12 2024 06:27:23 UTC

show license features

asavl# show license features
Serial Number: 9AEJMLUP4D4
Export Compliant: YES

License mode: Smart Licensing

License reservation: Enabled

ASAv Platform License State: Licensed

Active entitlement: ASAv50 PLR, enforce mode: Authorized
Firewall throughput limited to 10 Gbps

Licensed features for this platform:

Maximum VLANs : 50

o
oy
oK
&
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Inside Hosts : Unlimited
Failover : Active/Standby
Encryption-DES : Enabled
Encryption-3DES-AES : Enabled
Security Contexts : 0

Carrier : Enabled
AnyConnect Premium Peers : 250
AnyConnect Essentials : Disabled
Other VPN Peers : 250

Total VPN Peers : 250
AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled
Total TLS Proxy Sessions : 500
Botnet Traffic Filter : Enabled
Cluster : Enabled

(A[3%) 1RiE ASA Virtual 7k A 15 7] iE

R

W RSB TFEIRAVFAIE (Bdn, 18345 B ASA Virtual 5{ 5 24

(aTitt) i55% ASA Virtual X A TiE ]

HAS GG e 2V aliE)
ANFEIRPTAT D BRERAE, M VF AT IE

ARG MR 7 K VP IR IE SRS 45 B RE A BELGS  2R
iR PRFFAEADPIRZS, JF HICVREAA RO T oAl iy

M ASA Virtual CLI A= iR 48 :

license smart reservation return

i

ciscoasa(config)# license smart reservation return
WARNING: ASAv platform license state is Limited functionality.

Enter this return code in Cisco Smart Software Manager portal:

UDI: PID:ASAv,SN:9A6STI9AXQ24
Return code: DrTlpZ-8cRT2N-xxxxx-64ABCD-xXYZeM-gDl

AT AR IRFET (UDD), DUMELER GEHCPHE PG h R B L AS A Virtual SE451 :
Vi AR R LA 1 “I5 927 (Inventory) bE%e, SRJ5 miidi F=aa3Efl (Product Instances) £ :
https://software.cisco.com/#SmartLicensing-Inventory

Product Instances %IR8 1 UDI &7 I $RAF 1] 17 o

HEVEREDGH VT () ASA Virtual, KIKIERIRIE > MR, AJGAETRBIRERS FE A ASA
Virtual

T AV ATIERER 14 2 7] it o

AR 788 (Remove Reservation).

ik gaesiry


https://software.cisco.com/#SmartLicensing-Inventory

VFALE: EaEarisa |

B 2= PR R RE R5E PLRER

a)

b)

c)
TIE1

PE6 LEIDKAVFUETUR , W AT L #4F:

AR K AVFA[IETRRE, & PAT DL A5

no license smart reservation

AR R R AVFRTUETIE , AT LN A
nolicensesmart flex-model {asav5 plr | asav10 plr | asav30 plr | asav_50 plr | asav100 plr |
asavu_plr}

A8 F LR Ay & A4 v i SO TE

show license features

(i} 7§ﬁJHjJ_IAT No active entitlemento

BAT I AP IS AT IC B R B A S, AT R B RAE T

write memory

MIAERE PLR #2113 2] R iE PLR 123

UK

TR MH
a)

b)

d)
e)

PRENK B AR R K AVE AT UE TR VF RTIE.
M ASA Virtual CLI A= R 1065 :

license smart reservation return

T

ciscoasa(config)# license smart reservation return
WARNING: ASAv platform license state is Limited functionality.

Enter this return code in Cisco Smart Software Manager portal:
UDI: PID:ASAv,SN:9A6STI9AXQ24
Return code: DrTlpZ-8cRT2N-xxxxx-64ABCD-xXYZeM-gD1l

TF 0 H W AR IRST (UDL),  DMELER RE3AH 34s T #R 21t ASA Virtual SE41 -
Vi B BE A BRAS 1) “T5 57 (Inventory) BR%s, 4R S P @3 (Product | nstances) £ 15
+

https://software.cisco.com/#SmartLicensing-Inventory

Product I nstances &84 UDI 578 BT A3 3RSV 1 1977 4

e AR A UDI BUE VW] 1) ASA Virtual o
BN ALBIE AT 1) ASA Virtual, fKRUGEPHRIE > MIBR, RIGATIBIREIRS FBUHEAN .
riili MER TR R

TR AVE AR IR 14 21w FH 3t

W SeEmer e


https://software.cisco.com/#SmartLicensing-Inventory

| miE: Beemuire

MR5E PR R iea kR E PR g ]

AR AV RJIETIRE . ASA Virtual
a) FAERIKAVFUETRE, 1HHIT DT EAE:
no license smart reservation

B RiE K AVFRJIE TS VR R IEA: IFASA Virtual. 5 CHENE B, 155 %0 %% ASA Virtual 7K AV
AIE, 543 1,

MR & PLR &R )% 2 IE R 7E PLR 425

UK

LI

T2 %k

R BE I T v W 2R 3% i AV AT UE T BE R AT IE
a) M ASA Virtual CLI 4= iR AR «

license smart reservation return

5

ciscoasa(config)# license smart reservation return
WARNING: ASAv platform license state is Limited functionality.

Enter this return code in Cisco Smart Software Manager portal:

UDI: PID:ASAv,SN:9A6STOAXQ24
Return code: DrTlpZ-8cRT2N-xxxxx-64ABCD-xXYZeM-gD1l

b) A ASA Virtual 3 J & & bR (UDD), DMEAE RGeS BE 2% b 3k 1)t sz«
c) ViR REAFE BESS VR (Inventory) BE4e, AR i3 (Product I nstances) 121
+:

https://software.cisco.com/#SmartLicensing-Inventory

Product I nstances ¥ETi 418 i3 UDI B T $RA84 7] f 7 o

d) FEBVEAEAEH UDI B 1F 0] 1) ASA Virtual .
e) FREVEAEION VW] ) ASA Virtual, MRKIXIEFEIRIE (Actions) > Bk (Remove), AJ5{ETERIR
3 (Reservation Return Code) “FB AN .

f) AR TR ER
TR AT UE R IR 3 2 A FH e
FHMASA Virtual 7K A VF A IE TR
a) BAAHIK AVFRUERRE, i HIT DL B
no license smart reservation

b) ARG 1K AVE ATIE SR o

ik gaesiry
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VFALE: EaEarisa |
B ) mossim AsA Vinual (B @A)

nolicensesmart flex-model {asav5 plr | asav10 plr | asav30 _plr | asav_50 plr | asav100 plr |
asavu_plr}

HIE 3 1 ASA Virtual VM EAJE R IE K AVFRIUETURA VFATUER o ARG R, S0 %35 ASA Virtual
KAFE , 4543 T,

(Al3k) BRGH LA ASA Virtual O #FAZA )

% ASA Virtual BUH T M2 BK S eP il ASA Virtual. 22523 ASA Virtual 5 8T VF A IEFZAL
FHIE . 0] B 75 BN K A7 ASA Virtual BB F A FE . 5038, o n] DU Be ik 44 3 s il
% ASA Virtual.

\}

ER WARBOETIN ASA Virtual, JUTEEHTINEL ASA Virtualf5, BRI B AR 1R IR EDIRAS .

O ASA Virtual:
license smart deregister

SRJ5 ASA Virtual 23 T N4

(ATI%) 245249 ASA Virtual ID iEE SIFAIEIRI CE#HFIAH)

BOAEOLT, IDUES R 6N BB SR, VF T UESR U 30 R AR A A ) ELIC I (R I o) A B
B AR BERCT A B A TP b AT T AR VR R] S AR AT, W] REZE X LT H FBh ST M

FE LW ID IR

license smart renew id

P2 FOHVE A UERRAL

license smart renew auth

B L Eaeiebir



| WALE: Beem A
1000/1200/3100/4200: B2 & %5 4R 141 AT .

1000/1200/3100/4200: FC & & G &R 441 AT

AFA-H AT 5 1000/1200/3100/4200 Fe B A BEBAF AT o SEFELLF ik —:
* 1000/1200/3100/4200: [t & A BE A4 AT, 55 51 T

AR DL CATak) BUMTEMN 1000/1200/3100/4200 CRARFIAHD) , 55 65 TEE (AJik) 4:4)
1000/1200/3100/4200 ID UEPS s VF AT UEFZAL Ciy ARARTACHL) 26 65 WL,

* 1000/1200/3100/4200: [t 5 & GEARAEAR R AT, 5 56 TT

AR DL CATak) BUMTEMN 1000/1200/3100/4200 CRARFIAHD) , 55 65 TEE (AJik) 4:4)
1000/1200/3100/4200 ID UEPaVF AT UEFZAL Ciy ARARTACHL) 26 65 WL,

* 1000/1200/3100/4200: it & 7K AVF AT UETIEE , 5 61 7T

1000/1200/3100/4200: B & = ¥ & e EX i /]
CRR Py 3 FH A e PR B2 1) ASA.

iE

HIE 1 7E Cisco Smart Software Manager H', A BRI £ I8 N2 14 KB FOUMK 738 SK O & v 2 1t
a) KA E (Inventory).

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) 7 General LI~ I, siili New Token.

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0of 10

c) fE CreateRegistration Token X iFHEH, AL N, )5 siidi Create Token:

| ik gaesiry


https://software.cisco.com/#module/SmartLicensing

VFATE: Saemuira |
B ooonz0031000200. B EHmE s sk

Create Registration Token ©

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description

* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* 157 AR
* Expire After - JUBHEUGZIN R 30 K.
c RAERARY
* Allow export-controlled functionaility on the productsregistered with thistoken - j3 3 H &
s .
RGK S I B T

d) e RAT O R 3 Sk AR T AT T Token XFRHE, T LA HURE4hi 1D SR BINGRR . 5 205
WEASAIR, UEHER L I, DAZEIZAR P Ja 1 R B
B 1 EELHE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0of 10 Allowed

B L Eaeiebir
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W2

$IE3

1000/1200/3100/4200: B7 & & M5 REAR 1 AT .

12: IS8

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

(ATiE)
(n[3%) 7 ASA 1, & Smart Transport &€ HTTP 1CH URL.
license smart

transport proxy proxy_server_ip port port

FAfi ] Smart Call Home [ A~ /& Smart Transport, i5ZRPEPE S, 45 55 .

o ANEFFMEMHTTPACH.

* BCEACEIRSS2F URL B, 5209058 Whille

Tl

ciscoasa(config)# license smart

ciscoasa(config-smart-lic)# transport proxy 10.1.1.1 port 10101

T

ciscoasa(config)# license smart

ciscoasa (config-smart-1lic)# transport proxy proxy.esl.cisco.com port 80

7E ASA LA RVFATUESRZ AL
a) HEAVFRTIERT RERC B A
license smart

51

ciscoasa(config)# license smart
ciscoasa(config-smart-1lic)#

b)  (Firepower 1000) %' IhfE)E:

featuretier standard

HAbHE GEA BErTH, EEFEAREKBILEH; BEVFalub 2 A Dy e v ol ik fmrde
b o FERB IR AT E ARTRR A FRAERCAF WTAE,  7E CLIFHFR N “AaERR” o Cisco Secure Firewall

B () BEm VFESR AL TR RS, TEVEEEHT

ik gaesiry
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c) iRz A EVEAE.
feature context 45

iR
Firepower 1010 AN SZHF AT IE.

ERATHOL T, ASA SCHRF2 AN 55, DRI JR I 1207 SR 0 15 55 50 Ay 0 S R i 0 25 2 M BRI
T3 B KR R T A T 25

* Firepower 1120 - 5 i 5

* Firepower 1140 - 10 Fi 5%

* Firepower 1150 - 25 Ffi 5%

* Cisco Secure Firewall 1210 - 5 Fjf# 5¢

* Cisco Secure Firewall 1220 - 10 Fi & 5

* Cisco Secure Firewall 1230 - 25 Fii& 5
* Cisco Secure Firewall 1240 - 25 Fii& 5

* Cisco Secure Firewall 1250 - 25 {5 5
* Cisco Secure Firewall 3100 - 100 {5 5
* Cisco Secure Firewall 4200 - 250 Fvi# 5t

#l4n, XFT Firepower 1150 15, BT AN - 25 B 5%, i AT B 23, HLAH 52k
B 2 AH .

A5
ciscoasa (config-smart-lic)# feature context 18
d) (WJiE) (Firepower 1010) i =K 5 Y 22 AV v UE DL s #4645

feature security-plus

5

ciscoasa(config-smart-lic)# feature security-plus

e) (H[i#) (Cisco Secure Firewall 3100/4200) i3k Diameter. GTP/GPRS. SCTP il {111z & i VF vl
ko

featurecarrier

i

ciscoasa (config-smart-1lic)# feature carrier

B L Eaeiebir
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f)

1000/1200/3100/4200: BL & & M1 LR AFIF AT .

CRAI) A PR o aRcR s n s &, EARE WAL 2.

feature strong-encryption

I SR A N BE A PGS S 0 3 A ht, DA SRV RTIE . AR, S R RENIK ) R IR AT
SRR, {H Cisco CLfE SOVFEAE ISR A, 4T AT Sk sim s VF r e In 2SS gk
S FHIBA T S0 SR VFRTIE, JF Hl TVFTIER &, e e i & .

P

WA AT S, B BRI B VF A E G2 B a ) o Bk, BRARE Kk h B
VAR, AR R AN G e d T N 35 4 BN AN 2L VE TR, BRI AT BE 2 A
fiimk AN, IF HBAAR A Ak

oRE

ciscoasa (config-smart-lic)# feature strong-encryption

WS (WiE) lH Smart Call Home 1fii AJE BRI Smart Transport 2K -5 % GEVF ] i 55 28 2EA T3 15

T FL A o€ Z A8 Smart Call Home 11 /N2 Smart Transport, 1558 EA 58, 1500, A% FER A Y
Smart Transport.

a)

b)

AL A ¥ & 4 Smart Call Home.
license smart

transport type callhome
Bie B AL HE—~ 440 License 1) Smart Call Home FC'& SCfF, rhdge T8 G4 BEAR (1) URL.

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

T

ciscoasa(config)# license smart
ciscoasa (config-smart-lic) #transport type callhome

(Ai%) &% HTTP 483 URL.
call-home

http-proxy ip_address port port
P

AN SCFFAUE I HTTPACHE

i

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

ik gaesiry
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PR6 ATHEAE 1 8 S04 ME T ASA:
license smart register idtoken id_token

TP

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0A0ODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZ1INTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NnMD0%$3D%S0A

ASA [1) B RERAE PR ST, JF BRI B OV AT IR AL AR K A, T RE AR PR B IR
2 58 N5 (3DES/AES) ¥F Al iE. 1#ifi] show license summary &% show running-config license iy 4
LA VF AT UEPR ARSI A 200 o

i

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:

License Entitlement tag Count Status
regid.2014-08.com.ci... (FP1010-ASA-Std) 1 AUTHORIZED
GLE

ciscoasa(config)# show running-config license
license smart

feature tier standard

throughput level 1G

transport proxy proxy.esl.cisco.com port 80

1000/1200/3100/4200: FfC & & sear A i 7]
SRR 3 T T FH A b 22 e A8 B 2R 1) ASA.
FresZ Hi

* M Cisco.com | BERAFE BLES AL OVA 3C, ITAE VMwareESXi IR 45 #% I 2 B Fic ' I 3L
o ARELZER, ESH R RS PLES AT 5 T o

B L Eaeiebir


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/smart-software-manager-satellite/datasheet-c78-734539.html

| miE: Beemuire

UK

T

$IR2

1000/1200/3100/4200: B¢ B %5 RE 5K 44 A b i AT .

o fE 7.0 i, AHWEBERAFE B YSINT Smart Transport « SRR R IHRAS, iHH M
W AE ASA )5 Smart Call Home.

* TR A E TS 21T, W NEOINE CA G, G MIEE S A M, AR
W 2% rh ] g e il

crypto catrustpool import url http://www.cisco.com/security/pki/trs/ios_core.p7b

TER REBAT A BLAR A IR 55 2% EAE SR 2
(nf#k) 7 ASA I, JJy Smart Transport 45 5& HTTP {CHE URL.
license smart
transport proxy proxy_server_ip port port
Zff A Smart Call Home [ A~ /& Smart Transport, 152 PP S, 5 59 Ui,
ph 2
AHFAEFHTTPACEE .
-

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)# transport proxy 10.1.1.1 port 10101

SH VP AT IE I 25 A% URL DAFE 208 e R R4 B A8 A Hh
license smart

transport url https://on-Prem_ip_address/SmartTransport
FAf ] Smart Call Home [ A~ /& Smart Transport, 5SS, 545 59 ji.

T

ciscoasa(config)# license smart
ciscoasa(config-smart-1lic)# transport url https://10.1.5.5/SmartTransport

7E ASA B RVFATUESZ AL .
a) HEAVFUER Rl B
license smart

i

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)#

b)  (Firepower 1000) % 'E Ihfig)2:

ik gaesiry
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d)

featuretier standard

SArRE A R, (AR EAERCE R SUR T R VP2 AR DD REVF AT e K T 5
Ao BERBRVF AT UE ARTRR AR AERRVF ATHIE, 75 CLIh IR A “As#ERi” - Cisco Secure Firewall
BER Y BEh VFRIESR AL T8 FRES, TEVEEEHT

(k) ik et st
feature context %5

pEk e
Firepower 1010 1 Cisco Secure Firewall 1210/1220 AN ¢ F¢ L AT HIE

BRATEOUT, ASASCHF2AME S, TRIHR I 12003 SK 17 S5t b 7 2 A B0 g 26 2 A BRI 55t
17 35 ) d K HER R T A T 25

* Firepower 1120 - 5 Fi 5%

* Firepower 1140 - 10 F 5

* Firepower 1150 - 25 i 5t
* Cisco Secure Firewall 1210 - 5 Fj{#

* Cisco Secure Firewall 1220 - 10 F{F 5t

* Cisco Secure Firewall 1230 - 25 F{ 5¢
* Cisco Secure Firewall 1240 - 25 Fj & 5%

* Cisco Secure Firewall 1250 - 25 Fj{f =
* Cisco Secure Firewall 3100 - 100 F {5 =%
* Cisco Secure Firewall 4200 - 250 Fj % 5%

B, X+ Firepower 1150 1155, Al A - 25 P 5, W5 s S8R 23 LR S5 ER
INH 2 A

i
ciscoasa (config-smart-lic)# feature context 18
(n3&)  (Firepower 1010) 1% 3K 145 41 22 4 V5 nl ik DL H B i 4%

feature security-plus

oRIE

ciscoasa(config-smart-lic)# feature security-plus

(AJ3E)  (Cisco Secure Firewall 3100/4200) 1#5=K Diameter. GTP/GPRS. SCTP £l iz & 75 Vi Al
k.

B L Eaeiebir
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1000/1200/3100/4200: B¢ B %5 RE 5K 44 A b i AT .

featurecarrier

i

ciscoasa (config-smart-lic)# feature carrier

CRAIE) R s . dn s & S, EARE AL 2.

feature strong-encryption

T SRS N BE A PSS D s et AN SRV RTIE . AR, S R A RENIK ) R IRAS
SRINEE AL, fH Cisco UUAfiE SCVFRE I 9N, 45T LTSl i s v rlEvs in 3 85 a0k o
S BT S SR VFRNIE, JF H il TYFIER &, e R e .

pEk e

WA AT S, B BRI 2 VF e CRiR 2B a2 o B, BRARErK - b B
VFATUE, AR HIK R A G i T s 35 & BRI AN 2L VERT R, DI PT RE 2 A
ik NS, IF BB AR AL

5l

ciscoasa(config-smart-lic)# feature strong-encryption

P$ES  ("[iE) 4] Smart Call Home I A& Bk 1A Smart Transport K5 8 GEVF 1] Ak 45 ay BEAT A5

L J A 52 A8 Smart Call Home 11 /N J& Smart Transport, i 58 A N B8, 500,  NAF FHERIA Y
Smart Transport.

a)

b)

K AL ¥ S O Smart Call Home.
license smart

transport type callhome
e B G — 440 License [1) Smart Call Home FC& SCFF, b T8 s - BEAR (1) URL.

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

5

ciscoasa(config)# license smart

ciscoasa(config-smart-lic) #transport type callhome
(W[3E) fi:E HTTP 4C3H URL.

call-home

http-proxy ip_address port port

iR

ASCRFAUEHTTPACEE

ik gaesiry
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i

ciscoasa (config) # call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

©) U IRSS #% URL LUFE 28 GESIF 5 B 2R A M.«
call-home
profile License

destination address http
https://on-Prem _ip_address/Transpor tgateway/ser vices/DeviceRequestHandler

T

ciscoasa(config)# call-home

ciscoasa(cfg-call-home)# profile License
ciscoasa(cfg-call-home-profile) #destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

FE6 HHIEAES 1 DGR M ASA:
license smart register idtoken id_token

TP

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUxLTEOMTQS5NDAY$0A0ODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wSs0AC2NnMD0%$3D%S0A

i

ASA A A B IR S5 2l O HE BB M VF T IE R . W SR b P Sir, Y g
PR BRI 25 N FH 5 N % (3DES/AES) V11l ik, i show license summary i 26 21 V5 1] iR A A
fEFE DL

5

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

B L Eaeiebir



| FeE: WaemeHFE
1000/1200/3100/4200: Fc & 5k A 1F AT IETR &8

regid.2014-08.com.ci... (FP1010-ASA-Std) 1 AUTHORIZED

1000/1200/3100/4200: FC & sk A iF 0] 3iF 71 B8

#& W] LLA Firepower 1000, Cisco Secure Firewall 1200/3100/42005 Bt — AN K A ATE . ASVTIEA7E
15 H ASA I 3B (1R AT IE o

UK

S 223 1000/1200/3100/4200 K A A[E , 55 61 T,
HIE2 (1L IRIE 1000/1200/3100/4200 7K AVFATIE , 45 64 T,

22 4% 1000/1200/3100/4200 5 A 35 AT 3

ST IRIETT 0 FLEM ASA, R8T LA i) 4 AR R A4 FRAR G SR K AVFATIE . K AVERTEJE F BTG DB
FA I 22 2 A 5000 R VFliE.

\)

AR N TARAVEATUETIR, G 200E 15 F ASA 2 BB [FHZVF A E . a0 A E 2GR [FRZ VAT UE, %V il iE
SARFE A RS, HEEREIHTH ASA. iES0] (A1E) #RiE 1000/1200/3100/4200 7K A VFA]
ik, 264 T,

FiaZ |l

WA SIR ATVFATAIE,  DAMEHAE RGeS BREES TR F o JFARRT A W AR AEAE T K AVF AT IE T
FERS S EIL DI REZ AT, WS i Or CAR1G R .

HIB1 /£ ASACLI P, o /K AVF T UETH R «

license smart reservation

T

ciscoasa (config)# license smart reservation
ciscoasa (config)#

N
8
N

T SRR AR R AT A B S rh B N IRV AT EARAD «

| ik gaesiry
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B = 1000120031004200 kA5 ATIE

license smart reservation request universal

T

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
BB-ZFPR-2140:JAD200802RR-AzKmHcc71-2A

ciscoasa#

WRFEFRA LA, WS ERFE—AR, BAEEFEndUa 2tk WS4 m Ak sAC d A
BIREIAE B, HAY IO &G R, THRIA
license smart reservation cancel

WA R AVF IR, T A R AL S SR B AW IO . W RIS AR i N B RE AR A4 B2
2058 R e A BER 2 VA AT UE N T T ASA, AR5 AT LUK 75 ZLE M nl ik . 3520 (Alik)
IRIE 1000/1200/3100/4200 7K AVFEJE , 25 64 T,

Vila] “ R RE A FEESIE H.” (Smart Software Manager Inventory) Ji %%, i1 AJIE (Licenses) I
+.

https://software.cisco.com/#SmartLicensing-Inventory
Licenses IR W B RS AR ) AH S B I AT B VERTIE. GBI AR o
MHVFRIETREE, JHEHET N ASA fRi%. st Reserve License.

B REBAE A B L BB o ST LR BOZ B AU By FE A I RIS AR . AR eI P
VFRNIESL A T4 IR -

W% AT F 3 License Reservation %41, WIS (0K 7 AR FEAIAT AR AVFRTUET R o« ZE X P Ol
T, 8N AE FH K AVE R IE RS O EE e N ) B BEVE T UE A 4

7t ASA I ANFZALAY
license smart reservation install code

Tl

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwS
ciscoasa#

1E ASA EiFRVFATUEZAL .
ERE
AR AVEATIE SRV se Al T A IVF R e, (B 5 24T T ASA FCE H AL, LUME ASA Si1iE
el LU EAT,
a) HEAVFRUER REAC E R
license smart

-

ciscoasa(config)# license smart
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| miE: Beemuire

b)

<)

d)

223 1000/1200/3100/4200 5k 2 5 77iE [

ciscoasa (config-smart-lic) #

(Firepower 1000) #'& Ihfig)z:
featuretier standard

HARHE GEAD BT, (EEFEAREY BB H; BVl b 2as A e v nl ik i arde
b o FERB RO AT E CARTRR A FRAERCA TAE, € CLIFFR A “AsdERR” o Cisco Secure Firewall
R[] Fehl VPRI UEGR &AL TR RPIRAS . CiE2EH] .

(k) B et S aTiE.
feature context 4=

pa b3
Firepower 1010 A SCHUILVFATIE

BOATHOL T, ASASCHRF 2N 5%, DRI N 2 T AR S5 80 D 7 B A O 0 2 2 BRI 5t
HI T /K AVFARIE SR VBRI T B B SR8 8 M K . 5 S i R I T
BAE AT 5

* Firepower 1120 - 5 F 5%

* Firepower 1140 - 10 F 5%

* Firepower 1150 - 25 Ff 5t

* Cisco Secure Firewall 1210 - 5 Fif& 5t

* Cisco Secure Firewall 1220 - 10 Fj % 5%

* Cisco Secure Firewall 1230 - 25 F 5t
* Cisco Secure Firewall 1240 - 25 Fj{f =

* Cisco Secure Firewall 1250 - 25 Fji{f =
* Cisco Secure Firewall 3100 - 100 {5 5%
* Cisco Secure Firewall 4200 - 100 F {5 =%

B, ¥ Firepower 1150 1115, S F B KA - 25 Pl 5, W0 ME S8 235 LR S5 2R
INE 2 #H0 .

i

ciscoasa (config-smart-lic)# feature context 18

(W3E)  (Firepower 1010) Jii F 1458 80 22 A V0 ik LA H B i 4%

feature security-plus

5l

ik gaesiry
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B %) 1555 10001200/3100/8200 5k & AT IE

ciscoasa(config-smart-lic)# feature security-plus

e) (H[¥E) (Cisco Secure Firewall 3100/4200) J3 il Diameter. GTP/GPRS. SCTP ¥l ()32 & i vF vl
k.

featurecarrier

i

ciscoasa (config-smart-lic)# feature carrier

f) ) JAAIBRINE . W ARWCR RN R, EARE WAL
feature strong-encryption

DR REHCAT A B AR R i R, WA FG SR VR AliiE . RT0, A RAS R REIK P R IRAS
SIS, {H Cisco TR E SCVFRAE I s, S mT LA 2l s in 85 VF r eV In 2048 ik -
A B BERIEVFANIE, JF HL TYF AR S, e Bty i e .

i

WA A S, W ARSI VFIE OOt B HRE) o Bk, BRAEEIK S B A 1%
VFARIE, AR R A G . i T AN B RN AN EE IRV RTIE, AR T RE S At
ik T AG R, IF AL

5l

ciscoasa (config-smart-lic)# feature strong-encryption

(AJi%) iRifF 1000/1200/3100/4200 7k A iF A iE

WRAHFLORAVFUE (B, BIEFEAEH ASA) , B2 F LU NP3 %V vl ik 1 E 2R 6 45
BRSPS o WREATLITAT D BREAE, WV DR OREF AR, OF HOCTR A RETR
AT At 5

FE1 7E ASA A BURIGAAY .
license smart reservation return

i

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTRfVrp7M/zDpirLlwYCagq8oSv60yZJuFDVBS2Q1iQ=

B L Eaeiebir
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(AT

Ni

8

CAT#t) BUSH A 1000112003100/a200 (A [

ASA K STRIR AR VFATFEHEN “PRAL 7 RES . W R TE Z A R AR, IE R A fr 2. i
T, WA SROB Bk A ATHIE (license smart reservation request universal), % 36/£E¥ﬁ¢uT
IEARHS . B ORISR AR LLSE BORIE . W SR PP O 3, W ASA S E N IPIRES . A RA SR
SHHAGEL, ESH AGIRE , 5 92 1.

2 &F ASA W APRIRSF (UDD), PMEERRERAE A 3B IE ASA 5L

show license udi

IR

ciscoasa# show license udi
UDI: PID:FPR-2140,SN:JAD200802RR
ciscoasa#

3 Uil B HEAFE BERE “FE L (Inventory) FidE, ARJG AidiFe&SEM (Product Instances) 115

https://software.cisco.com/#SmartLicensing-Inventory

Product | nstances 13 il i UDI & 7r A 345V 7] 1177 i o

4 FBVEAEIUE VT ASA, IKUGEPHRIE> MIBR, SRJE7E T HEH BN ASA RIS, it Remove

Product I nstance.

TR AV ATIERR 34 2 AT it o

&) BYWHIEAR 1000/1200/3100/4200 (& ARFOZ 1)

(AT

U EMN ASA B WIS - BB ASA. RAESMER ASA E A VF T UESRARHIE 5. #&0] fe 75 2L
U VE N A BER B P UE LU T80 ASA. B0, Al LLEF ASA B BEAR -4 7 2% h I

IUVE N ASA:

license smart deregister

23741 1000/1200/3100/4200 ID iE P s IF AIIEFR N (B HFIAR M)

BOAEOLN, IDUEFRE 64N H Bah T, VRl ERABURE 30 K AHr . A RS i) T (¥ I 1] A7 R
B IR AR A RERCPH A PR TP AT TRV AT S S, W A] RE A 2N S — T sh B 403

ik gaesiry
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VFALE: EaEarisa |

. Firepower 4100/9300: B2 & & SE4K 1415 AT

UK

S B IDAET:

license smart renew id

P2 FOHVF A UERAL

license smart renew auth

Firepower 4100/9300: fic & & 8E3X 515 7]

Rl T RE A BERS . AR BRI FR B IO LR, Bl AVFRTIETIE ;. W20 (FXOS
BLEIEFE) » LLBRE TR B N Bi4e 5t . B e/ ASA CLIMM AL B VP Al s 52 W FXOSHL &
T8 ARG &V ) U .

ST K AVEUETIRE, VFaluEn] s T hat: B2 L sz g v ik kbt 2. HE,
Hil ASA “4niE” ] DL X LT RE, 4“”'*%%% ASA LR HEA.
FiaZ |

T ASA R, TR LV IR TRCE . &G Cisco Secure Firewall HUARE HLES , i iil—
= u%jﬁlﬁﬂﬁmc WHZAEF PR, AT O ASA CLI TR 2

HEFEF Firepower 4100/9300 HLAH CLI (15 8L SSHD , AR5 HF 2 1liEH: 2 ASA:
connect module 4 console connect asa
w5l

Firepower> connect module 1 console
Firepower-modulel> connect asa

asa>

TERET] ASA FEHIG I, B HIZRIEAN ASA, AN EH KA connect asa.
KT ASA BERE, G EEDT ) P T LA T VR ARG B AN AR . TR, e T
1, DIk, R e RO Bz

?J%ASACLIEIj BEA A RRC BRI BOAEOUT, BRAEMZ B E N WE TR I, SE
HIEEE s, (HARGELAE 1 I fir&-enablefif 5 7 f B iU i o

enable configure terminal

W SeEmer e


https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html

| WALE: Beem A
Firepower 4100/9300: B¢ & %5 A8 4% ¢4 1% 7] .

TP

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***x*x

Repeat Password: ****#*x

asa# configure terminal

asa (config) #

W3 AT ASA SR, WL, WEHIA T &R T
show cluster info

T

asa(config)# show cluster info
Cluster stbu: On
This is "unit-1-1" in state SLAVE
ID : O
Version : 9.5(2)
Serial No.: P3000000025
CCL IP : 127.2.1.1
CCL MAC : 000b.fcf8.cl192
Last join : 17:08:59 UTC Sep 26 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-2" in state SLAVE
ID : 1
Version : 9.5(2)
Serial No.: P3000000001
CCL IP : 127.2.1.2
CCL MAC : 000b.fcf8.cl62
Last join : 19:13:11 UTC Sep 23 2015
Last leave: N/A
Unit "unit-1-3" in state MASTER
ID : 2
Version : 9.5(2)
Serial No.: JAB0815R0JY
CCL IP : 127.2.1.3
CCL MAC : 000f.f775.541e
Last join : 19:13:20 UTC Sep 23 2015
Last leave: N/A

WRILAR R A A R R A, THIRH Y AER:, PSR RIEM R . A ORATIR I, S
T

LB PFEOOF AU REAC B AR A
license smart

Tl

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)#

SRS WEIREER:

| ik gaesiry
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B s zewim

featuretier standard

SFRAEZ T JZVF AR A DI REVE rTUE R AR 450 S8AIk ™t 5 W R 0 VF mIE
N, TR B AR AT A D REVF v UE B R ZEVF AT e (AT DI fE .

IR 6 iHK LN Dhfe )Rl 2
* J&°5 7 (GTP/GPRS. Diameter F1 SCTP #lll)

featurecarrier
- AR

feature context <1-248>

X TR AVERUETR R, #850] LR G B K1 505 (248)
* SR J% (3DES/AES)

feature strong-encryption

USRS NE REBRAHE PRES A B N R, WA SV RTE . AR, RAS IR REIK Y AR 3k
FHOmINEIRAL, fH Cisco Ui SEVFREAE AT s, JamT LAT-2loH dioln 8 Vr al e i 21 8 ik
Fre HA BB H 2R ICVn]iE, JFH i PV iHER S, e RGN E.

TP

ciscoasa(config-smart-1lic)# feature carrier
ciscoasa(config-smart-1lic)# feature context 50

HIE7 THEH ASA G, IR R E NN ~ B AR H Telnet N . %\ quit LUE [ 2 5] 4% CLI.

BB SENFRLE

A5 5 H AT ASAv Fl Firepower 4100/9300 HLAS ASA ‘2 AR VF AT UEFZAL

ASA Virtual

f# H] throughput level fir 75 ASA BB TP E A KNy, X T RG K AVFRIIERUE, AT B
{8 ] license smart plr set iy &5 € M5, EOREE W REBIH A BEAS RIS VR ATIE. TS B LR 7+
W 2 ) /VF PTIE R R -

* 100M—ASAvS5
* 1IG—ASAvI0
* 2G—ASAv30
* 10G—ASAv50

* 20G—ASAv100

B L Eaeiebir
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AsAVirual JJjj

* JGFR# — ASAvVU
Tt BRI YeE T ik Secure Client Al TLS AAH 458, B2, BALH ASA Virtual N AFHLE X
K BRI P SEBR 2 1G B R A e 2 18, 7 B A v i ) R 22 2 1R N A
ASA Virtual [ NAERE T 5 K IF R B KR HEUR VLAN, AN 2 B A i 2 R o o
T B~ ASA Virtual 25 C3KF AT R ThRE

V¥ A]iE 15t BF
VFA[IESZ IR
& 00 Al LM throughput level i 475 ASA It & B Ak 5K P,

KT RIS AVFAIETE, o n] LUE ] license smart plr set iy
AFeE T o RPN S e R VR RTIE .

100M: ASAVS

1G: ASAv10

2G: ASAv30

10G: ASAv50

20G: ASAv100

TERRHl: ASAVU

B K 3EF ATE
1B P 2 g ek B s JAH
B K A, IR B K $i% % 2t ASA Virtual A7 ER5E o
2 GB % 7.9 GB: 100,000
8 GB % 15.9 GB: 500,000
16 GB % 31.9 GB: 2,000,000
32 GB £ 64 GB: 4,000,000
ASAVU: WIRAEH /N A7k 64 GB 1) ASAVU, T K 83 42
) d5 K HE R 8,000,000,
BHEE Je H

| ik gaesiry



B AsAvirwal

VFALE: EaEarisa |

VFATE

15t AR

Total TLS Proxy Sessions

TLS AR 21 i AF B 20 1 ASA Virtual INAFHRE «
100M 7 & + fEAT A7 500
1G #rik & + FEAAE: 500
2G it
*2GB % 7.9 GB A f7: 500

* 8 GB+ N A7: 1000

10G it
*2GB % 7.9 GB W f£: 500
* 8GB % 15.9 GB 4 {7: 1000
* 16 GB LA EAE: 10,000

20G it i
*2GB % 7.9 GB WA#: 500
* 8 GB % 15.9 GB N 17: 1000
* 16 GB % 31.9 GB W £%: 10,000
* 32 GB+ N 4#: 20,000

ToBR A B A2 ASAVU (/N AE N 64 GB)
M) TLS ARBES 15 1 45 K AR 4 40,000 4.

VPN 15[ iE

B L Eaeiebir
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AsAVirual JJjj
FATIE 15 AR
Secure Client %} 2544 RIRAGVFA] Secure Client ¥} 4544 g1 47 H- 5 2%

FT ASA Virtual INAERE o

Al 1% Secure Client Advantage 5%
Secure Client Premier VAT iE, %
%

100M ¥t & + LA 47 50
1G ik + (RN Ar: 250
2G it
«2GB % 7.9GB W ff: 250
* 8GB+ M ff: 750

10G F i
*2GB £ 7.9GB I 1f: 250
* 8GB % 15.9GB W f#: 750
*+ 16 GB L LA fF: 10,000

20G #rith i
*2GB £ 7.9GB M ff: 250
* 8GB % 15.9GB W f#: 750
* 16 GB % 31.9 GB: 10,000
* 32 GB+ A {f: 20,000
ToPR A A AR A A 2
ASAVU (HIg/NAAEA 64

GB) , Il Secure Client %4544 ¥
e KHESN 40,0000

| ik gaesiry
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VFALE: EaEarisa |

VFATE

15t AR

Hifth VPN X 44

HoAth VPN X 2544 th A 3 1 ASA Virtual P A7 HE o
100M ZEI 5 + (T ] 4F: 50
1G &M E + FZENE: 250
2G At
*2GB & 7.9 GB Wff: 250

* 8 GB+ AF: 750

10G &g
*2GB % 7.9 GB W1E: 250
* 8GB & 15.9 GB W A{£: 750

* 16 GB LI F N /#: 10,000

20G frit &
*2GB % 7.9 GB A f#: 250
* 8 GB 4 15.9 GB Wf7: 750
* 16 GB % 31.9 GB: 10,000
* 32 GB+ W 47: 20,000

ToR A . R AE A 52 ASAVU (/NN AF R 64GB)
A VPN XS8R 1) B R B4 40,000,

B L Eaeiebir
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AsAVirual JJjj

VFALIE

152 AR

VPN X254k a4 (HEpTE R
A1)

iR

VPN X 2544 40 A i 20 AT ASA Virtual AT R RE

100M #x 4 + B A 7E: 50
1G k& + EEAAE: 250
2G it

*2GB % 7.9 GB W fF: 250

* 8§ GB+ WAF: 750

10G &g
*2GB % 7.9 GB W1E: 250

* 8§ GB &2 15.9 GB W 1#: 750

* 16 GB L NAF: 10,000

20G frit i
*2GB 22 7.9 GB W 47: 250

* 8GB & 15.9 GB W Af£: 750

* 16 GB £ 31.9 GB: 10,000

* 32 GB+ N A7: 20,000

TCPR A BAE % ASAVU CEfE FH i N A7 64
GB) , MK VPN X264k % A 40,000,

& FA ¥ ATE

nE JLAil (DES) sk (3DES/AES), HUgTMk /(1) 5 A pE v
bR T/

A R A

SR C A

K VLAN % VLAN H ASA Virtual P {7#E

2GB £ 79GB-50

8 GB £ 15.9 GB - 200
16 GB 22 31.9 GB - 1024
32 GB %2 64 GB - 1024

ik gaesiry



B Firepower 1010

Firepower 1010

VFALE: EaEarisa |

"N IR Firepower 1010 C3RVFAT TN fE

VAT E EARE VP ATE

BR K 3E VAT E

A8 R 48 e e ANSCFE.

FE R B KRR 100,000

EER ANSCFE. BARASCRE SCTP Kt , (H3Z ¢ H ACL (1) SCTP

PRAFIN «

TLS ARHL &% B4 4,000

VPN F A 3iE

Secure Client %4544 ARGV HJ#% Secure Client Advantage.
Secure Client Premier. 5, {{ i
Secure Client VPN ¥F ] E, #5
%. 75

oAt VPN 28 4k 75

VPN SR 5 CEAERTEZR |75

)

R A
I 3Rl (DES) ok (SDES/AES), MU T 1 5t A L
WAL A CHORERERS. VPN 51| 257 T
D
LA AL
et AL f.
BCK VLAN $o 60
Firepower 1100 2 %)
N3 IR Firepower 1100 & 51 CL 3R 7] (I IhfE
VETIE Y ATIE
B JEVEATIE

B L Eaeiebir
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Firepower 1100 &7 .

VFATE

LA 15 ATIE

{7 W 2 L g 2

A

%
IR BT KB K

Firepower 1120: 200,000
Firepower 1140: 400,000
Firepower 1150: 600,000

m

]

iz

S BARASES SCTP R Il L,

’{j(u_n h%)ﬂﬂ :

{H 3 F#4# ] ACL ) SCTP

TLS AR L35 S 4

Firepower 1120: 4,000
Firepower 1140: 8,000
Firepower 1150: 8,000

VPN 15[ iE

Secure Client %} 244

RG]

pid
411:3

nJi% Secure Client Advantage.
Secure Client Premier. 5, {¥ i
Secure Client VPN ¥ 1J3E, %
ER

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

Hifth VPN 4544

Firepower 1120: 150
Firepower 1140: 400

Firepower 1150: 800

VPN 254k a3 (f
)

EEAEEES

Firepower 1120: 150
Firepower 1140: 400

Firepower 1150: 800

& A ¥ RTE
n B4l (DES) 25 (3DES/AES), MUK /7 1K) th 2 B e
L7 R - WEVFANE, R

Firepower 1120: 5
Firepower 1140: 10

Firepower 1150: 25

ik gaesiry
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. Cisco Secure Firewall 1210 #0 1220

VFATIE EAE 15 AT
g i AN FES
K VLAN % 1024

Cisco Secure Firewall 1210 #0 1220

"R E7R Cisco Secure Firewall 1210 F1 1220 &4 3RV ] (R ThRE .

VFANIE it 15 AT HE

B A EVF AT IE

B 2 I B s RS AN

AR A TR BLE Al Cisco Secure Firewall 1210: 200,000

Cisco Secure Firewall 1220: 300,000

BER AT Fr. BARASSZ R SCTP Mmessy, {532 #54# ] ACL (1) SCTP
PRAA I
TLS A S5 B2 Cisco Secure Firewall 1210: 320
Cisco Secure Firewall 1220: 320
VPN ¥ E
Secure Client X254 RIPAFVFAT AJ'3% Secure Client Advantage.
Secure Client Premier. 5 X i
Secure Client VPN A 3F, #%
%.
Cisco Secure Firewall 1210: 200
Cisco Secure Firewall 1220: 300
HiAth VPN X544 %4 Cisco Secure Firewall 1210: 200

Cisco Secure Firewall 1220: 300

VPN W45k R 8 (A FEFTH 28 | Cisco Secure Firewall 1210: 200

1)
Eey Cisco Secure Firewall 1220: 300

B AT

s JLfit (DES) 243 (3DES/AES), HUyk Tk f 1) 5 A v e &

B L Eaeiebir
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VFATIE L8 1 AE
A 2 AEVFAE, B
Cisco Secure Firewall 1210: 5
Cisco Secure Firewall 1220: 10
T ANSCHF
K VLAN %% 1024

TN # EIR Cisco Secure Firewall 1230, 1240. 1250 &3V R] R ThEE .

VFATE A FAE

B K 3V AT HE

it 7 ) 45t B R ACHE

IR KA AL Cisco Secure Firewall 1230: 400,000

Cisco Secure Firewall 1240: 600,000

Cisco Secure Firewall 1250: 1,000,000

ANSCFF . BRI HE SCTP Al
WL, (HSZREEH ACL (1 SCTP
RASHEI -

Ao BARASHF SCTP AT, (HIZFFEH] ACL [¥) SCTP
R -

TLS fCHE £ i6 M Cisco Secure Firewall 1230: 1000
Cisco Secure Firewall 1240: 1000
Cisco Secure Firewall 1250: 1000
VPN ¥ A[E
Secure Client % £ 44 RIPAFVFAT nJi% Secure Client Advantage.
Secure Client Premier. % 1% [
Secure Client VPN ] F, &
EX
Cisco Secure Firewall 1230: 500
Cisco Secure Firewall 1240: 1000
Cisco SecureFirewall 1250: 1500
HiAth VPN %2544 % Cisco Secure Firewall 1230: 500

Cisco Secure Firewall 1240: 1000

Cisco Secure Firewall 1250: 1500

ik gaesiry



VFRE: Beemeira |
. Cisco Secure Firewall 3100 2%

VFAIE L8 1 AE

VPN W45 A R E (3% 4728 | Cisco Secure Firewall 1230: 500

i Cisco Secure Firewall 1240: 1000

Cisco Secure Firewall 1250: 1500

18 A1 AT E

I JLhitli (DES) 25k (3DES/AES), MU T-k 7 1)t A MR L 0

LA 2 AEVFAAE, %
Cisco Secure Firewall 1230: 25
Cisco Secure Firewall 1240: 25
Cisco Secure Firewall 1250: 25

i A H

5 X VLAN % 1024

Cisco Secure Firewall 3100 % 7%

NEE7R Cisco Secure Firewall 3100 £ 41 C3RVF AT I fig.

VFAE A 15 ATIE

B K EEVF AT HE

i) W 2 L g A ANSLHF o

F R BT kB RE L Cisco Secure Firewall 3105: 2,000,000

Cisco Secure Firewall 3110: 2,000,000
Cisco Secure Firewall 3120: 4,000,000
Cisco Secure Firewall 3130: 6,000,000
Cisco Secure Firewall 3140: 10,000,000

IBET 25 FIEVFANIE: BH R
TLSACHE 2% a3 Cisco Secure Firewall 3105: 10,000

Cisco Secure Firewall 3110: 10,000
Cisco Secure Firewall 3120: 15,000
Cisco Secure Firewall 3130: 15,000
Cisco Secure Firewall 3140: 15,000

W SeEmer e
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Firepower 4100 ]

VFATE EA 1 ATE
VPN ¥ /]
Secure Client X544 KRIRIFVF ] AJ 1% Secure Client Advantage.
Secure Client Premier. &% X [l
Secure Client VPN VFAJIE, i
EX
Cisco Secure Firewall 3105: 3000
Cisco Secure Firewall 3110: 3000
Cisco Secure Firewall 3120: 7000
Cisco Secure Firewall 3130:
15,000
Cisco Secure Firewall 3140:
20,000
oAl VPN %2448 Cisco Secure Firewall 3105: 3000
Cisco Secure Firewall 3110: 3000
Cisco Secure Firewall 3120: 7000
Cisco Secure Firewall 3130: 15,000
Cisco Secure Firewall 3140: 20,000
VPN &4k M (B34 | Cisco Secure Firewall 3105: 3000
) Cisco Secure Firewall 3110: 3000
Cisco Secure Firewall 3120: 7000
Cisco Secure Firewall 3130: 15,000
Cisco Secure Firewall 3140: 20,000
B AIFRTIE
I LAl (DES) 85 (3DES/AES), M T ik /11 5t A Pk e
A R 2 ALIEVFATIE, % 100
R Ja
BCK VLAN $it 1024
Firepower 4100

N IR Firepower 4100 L3R VE AT T fit o
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VFATE: Saemuira |

VFATIE LA 15 ATIE
B A&V AT IE
R P 2 B 2 ANSCHF o
IR Bli K B e Firepower 4112: 10,000,000
Firepower 4115: 15,000,000
Firepower 4125: 25,000,000
Firepower 4145: 40,000,000
BER 2 ALEVFATIE: J87E
TLSARHE 251 S 4K 15,000
VPN /] iE
Secure Client X254 RIPAFVFAT AJ'3% Secure Client Advantage.
Secure Client Premier ol 1 R
Secure Client VPN ¥ A i :
Firepower 4112: 10,000
Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000
FLfth VPN X 4544 Firepower 4112: 10,000
Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000
VPN W24k s (Rigirfa2E | Firepower 4112: 10,000
) Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000
18 A 1F AT E
s JLAif (DES) ski (3DES/AES), XT3 A e e
7 A 10 FEVFATIE: %% 250
e A
K VLAN % 1024

B L Eaeiebir
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Cisco Secure Firewall 4200 %%

"N 7R Cisco Secure Firewall 4200 &1 L3RV Al [ ZhEE .

Cisco Secure Firewall 4200 %% .

P A]IE EAl 5 ATE
Bh A EEF AT IE
B 7 W % vt e D 2 A

I B B KB 4 4

Cisco Secure Firewall 4215: 40,000,000
Cisco Secure Firewall 4225: 90,000,000

Cisco Secure Firewall 4245: 180,000,000

IBE A FIIEVFAIE: 28R

TLSARH & 1F R 15,000

VPN AT

Secure Client X 4544 ARGV ] nJi% Secure Client Advantage.
Secure Client Premier. &% 1Y R
Secure Client VPN ¥ r[3iF, fx
%
Cisco Secure Firewall 4215:
20,000
Cisco Secure Firewall 4225:
25,000
Cisco Secure Firewall 4245:
30,000

oAl VPN X &A% Cisco Secure Firewall 4215: 20,000

Cisco Secure Firewall 4225: 25,000
Cisco Secure Firewall 4245: 30,000

VPN X2k sy (fudsra 2k | Cisco Secure Firewall 4215: 20,000
) Cisco Secure Firewall 4225: 25,000
Cisco Secure Firewall 4245: 30,000
B AIFRTIE
s JEAilh (DES) 5kaf (3DES/AES), HU# Tk /1) S A B &
2 10 AEVFAE, f%: 250
g yic =
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Bl Firepower 9300

PFATE ELAH i ATE
5K VLAN ¥ 5 1024
Firepower 9300
"N IR Firepower 9300 CL3RVF AT T AE
VFANIE it 15 AT IE
B A&V AT IE
1B W 2 I R s A ANSHF
I % B K R B 5 Firepower 9300 SM-56: 60,000,000

Firepower 9300 SM-48: 60,000,000
Firepower 9300 SM-40: 55,000,000

Carrier AEH FEVFRTE: 128 R

TLS A2 16 S 2K 15,000

VPN AT HiE

Secure Client X 25 {4 RIPAFVFAT H['i% Secure Client Advantage.

Secure Client Premier. 5 X[
Secure Client VPN A iF: %

20,000 4>
FoAth, VPN G A% 20,000
VPN 45 A (B2 |20,000
ity
18 A 1F AT HE
hive JEfl (DES) sk# (3DES/AES), Uk T [ 5 P e
7 A 10 HEVFRTIE: f % 250
e Ji H
# K VLAN i 1024
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4B SR AIE PID

EVOVNGYE ST CT B VDS & i P Y N A T VAL AR 25 2 VN E G U R S I R (E P
U R A QU INVRATIE, WA A AR 25 TAF 2510 _EIIE R 2B (Search All) 7 BL.

B 13 AL R

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

MG R b ik E SR AR BR 5% (Products & Services).

14: 48
e All Results
T Orders 6
[ Invoices 2

&, Software Subsc... 1

© Products & Ser... 1

ASA Virtual PID
ASA Virtual & g E &R E MM A A HEARPID:
* ASAV5 YFAiF—L-ASAV5S-K9=
* ASAV10 ¥ A iIF—L-ASAV10S-K9=
* ASAV30 VFH[iF—L-ASAV30S-K9=
* ASAV50 V1 H[ ilF—L-ASAV50S-K9=
* ASAV100 ¥ i iF—L-ASAV100S-1Y=
* ASAV100 ¥F A iF—L-ASAV100S-3Y=
* ASAV100 ¥ A iF—L-ASAV100S-5Y=

* ASAVU ¥ iIF—L-ASA-V-U-K9=

\}

ER ASAv 100 ZET IO AYERIE, VTR 1 45, 3 828k 5 4E,

ASA Virtual 5k AFR[IEFEE PID:

| ik gaesiry
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VFALE: EaEarisa |
B s z2eaiTizen

KAV UERAE AT o] IS fE, AL F548 N3 (3DES/AES) Vil CUn 4 ik /1 75457 4 14F) - Secure
Client V) REH 2 41 5 0 K 1 B R 3 Y, BARE R T 1808 31211 Secure Client V5 1] I & 5 H AL
{# H Secure Client (i#Z [ Secure Client Advantage. Secure Client Premierfll {¢[R Secure Client VPN
VFAE , %5 9 70

* ASAVS YFAiF—L-ASAVS5SR-K9=

* ASAV10 YA IE—L-ASAV10SR-K9=

* ASAV30 ¥FA[iF—L-ASAV30SR-K9=

* ASAV50 V1] IF—L-ASAV50SR-K9=

* ASAvV100 ¥ i iF—L-ASAV100SR-K9=

* ASAVU ¥ 1] iIF—ASA-V-U-ULR-K9=

Firepower 1010 PID
Firepower 1010 £ GEFR 14 & 12 3% & MARFAA AR PID:
* JLAifi — L-FPR1000-ASA=. Required.
o WG 22 4 — L-FPR1010-SEC-PL=. 33 22 4 VF Rl Ji ] 7 M 5

* SRI1% (3DES/AES)—L-FPRIK-ENC-K9=. A\ MK F A SRBZ AL F 50 i 75 22

Firepower 1010 5k A1FFAIIEFRE PID:

IKAVFATUE AR A ] I Zh g, (453802 (3DES/AES) Vil il Cl & ik ) 7547 415D o Secure
Client D) et 2R 445~1- 6 1 3 ) e R0 ], BRI T 4508 3 1) Secure Client 1 7] 1IE & 77 B AT
i Secure Client (i%Z:[5iSecure Client Advantage. Secure Client Premierfll f [l Secure Client VPN
VFATIE . 289 00

* L-FPR1K-ASA-BPU=

Firepower 1100 PID
Firepower 1100 & 8e3X {4 B 12 2% E MARFAZA AR PID:

* JLAifi — L-FPR1000-ASA=. Required.

* 515t — L-FPRIK-ASASC-5=. stVFnfuk2 Ry, nriysE2 M YFafiE.

* 10 5t —L-FPR1K-ASASC-10=. {55V Al k2 2N, w2 MVFafE.

* #iN% (3DES/AES)—L-FPRIK-ENC-K9=, X 41K " AR SR BUAL FH 3t i a5 ) i 22
Firepower 1100 sk AVFRIIEFR & PID:

TR AV AT IEAE T A il FThfig, LRG58 IN%% (3DES/AES) VFfiiE Chn S ik 1 75745 415 o Secure
Client Dy fig b R4~V S WK i KA A, HART T8 3 1) Secure Client VF R HIE & 77 H AT

B L Eaeiebir
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{1 Secure Client (iZ[5dSecure Client Advantage. Secure Client Premierfll {¥ [ Secure Client VPN
VFHE , 259 50

* L-FPR1K-ASA-BPU=

Cisco Secure Firewall 1210/1220 PIDs
Secure Firepower 1210/1220 & gE 4 B 1228 B AR FAZA AR PID:
i SEN T
* 5 1 5—CSF1200-ASASC-5=. i StVF Al UF A& BN, g2 AVEafiE,
* SR JN% (3DES/AES)—L-CSF1200-ENCK 9=, {3 24K }' A SRIZ A AT FH 58 Jon 2% i 75 22 o

Cisco Secure Firewall 1210/1220 5k A FIEFR B8 PID:

FRAVF ARSI rT I ZRE, AR 30 (3SDES/AES) VF ik (AR ik f’“/*%ﬁ:) - Secure
Client D e th 23 i1 & W 3K 1) s R B0 A H - FUARHGR T4 3K 1) Secure Client V5 1] 1E & 157 HATHL
1§ /] Secure Client (i Z [ Secure Client Advantage. Secure Client Premierfll 1 [}? Secure Chent VPN
VFAIE , 259 70 .

* L-CSF1200-ASA-BPU=

Cisco Secure Firewall 1230/1240/1250 PID
Cisco Secure Firewall 1230/1240/1250 & G4k 4 & 12 88 % MARFA A HFR PID:
i i E R LR
* 5 1 5%—CSF1200-ASASC-5=. i StVFRF & RN, %2 AL,
* 10 1% 35t—CSF1200-ASASC-10=. 1% 5tVFAIUER BN, A2 AVFATIE,
* SR JI% (3DES/AES)—L-CSF1200-ENCK 9=, X 241k} AR SRIFZAAH FH 5 i 2 i 5 22 o

Cisco Secure Firewall 1230/1240/1250 7k AVFR[UEFH B8 PID:

TRAVF A IE AR BTG o) FHTh g, 4B 58 b5 (3DES/AES) ¥ il iiE (WUREE R 754 44F) o Secure
Client T e B 23 M H - 6 0 I 1R dpe KB B - ARG T80 1K) Secure Client VAT UE A2 75 HATAL
i H Secure Client (i%Z[iiSecure Client Advantage. Secure Client Premierfl {{ ¢ Secure Client VPN
VFIE , 25 9 50

* L-CSF1200-ASA-BPU=

Cisco Secure Firewall 3100 PID
Secure Firepower 3100 & sEE 4 E IR 2R B MMANA AR PID:
 Het— A3
* 5 5% —L-FPR3K-ASASC-5=, ff3tVFrl ks SN, w2 Mk,

ik gaesiry
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* 10 1% 5t—L-FPR3K-ASASC-10=, 1 StVF ol il & 8wy, w2 AMrnliE.
* iZ72 [ (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR3K-ASA-CAR=

* BN%E (3DES/AES)—L-FPR3K-ENC-K9=. 1V 4k J* A SR P2 AT FH 558 im0 i 75 2

Firepower 3100 5k AiFAIIETEE PID:

KAV AUE AR A o] I Th e, (453802 (3DES/AES) Vil C Rk ) 774 445D - Secure
Client D et 23 M5 - 6 W 3K R e KB R - LRI T80 1K) Secure Client VAT E 22 75 HATAL
i H Secure Client (i%Z[{Secure Client Advantage. Secure Client Premierfll {¢ [ Secure Client VPN
VERIE , 259 70

* L-FPR3K-ASA-BPU=

Firepower 4100 PID
Firepower 4100 & sEE 4 & 1225 B AR FAZA AR PID:
LAt — L-FPR4100-ASA=. Required.

* 10 535t — L-FPR4K-ASASC-10=. 1S VFAiEE R, A2 N VFATHE.

* 230 {55 — L-FPR4K-ASASC-230=, 1§ S VFA]iEsE R, AL 2 M VFATHE.
* 250 {5 5 — L-FPR4K-ASASC-250=, & St VF ol iFJ& S0, mlie Sk 2 AN VFnliiE.
* J&7# 7 (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR4K-ASA-CAR=

* #5012 (3DES/AES)—L-FPR4K-ENC-K9=, X4l )" AR SR BT FH 30 i 5 I o 22

Firepower 4100 5k AiF AJIEFEE PID:

KAV UERLFR BT ol HIDRE, G558 025 (3DES/AES) Vi iE CUn S ik /' 7545 414D - Secure
Client V) REH 2 i 41 5 0 S 1 B R 3 Y, BARE e T 180 31211 Secure Client VF 1] HIF & 5 H AT AL
1§ F] Secure Client (i 2[5 Secure Client Advantage. Secure Client Premier#ll ¢} Secure Client VPN
VFAlUE , 5910 .

* L-FPR4K-ASA-BPU =

Cisco Secure Firewall 4200 PID

Secure Firepower 4200 & 8E51 4 &2 3% ' MARFIA R PID:
< Et— A .
* 5 i 5t —L-FPR4200-ASASC-5=. If5tVFnl b2 2N, w2 A VEaliE,
* 10 1f5 5t—L-FPR4200-ASASC-10=, 1 5tVFrliESE SNy, w2 AMVEaliE.
* J&7 7 (Diameter, GTP/GPRS, M3UA, SCTP)—L-FPR4200-ASA-CAR=

* W% (3DES/AES)—L-FPR4200-ENC-K9=, 1% 24k 7 AR FRAZ AL FH it 24 1 7 22

W SeEmer e



| miE: Beemuire

srgnerT [

Firepower 4200 7k AVFAJIEFEE PID:

K AVFAUEEL G BT v FIhRE, ALFE55 0% 3DES/AES) Wl ilE (WIS K P 75 & 41F) o Secure
Client D e B S M H 1 65 00 2 e K8 A - ARG T80 211 Secure Client VF 1] UE A2 75 HATAL
i FH Secure Client (i§Z [ Secure Client Advantage. Secure Client Premierfll {¥ [} Secure Client VPN

VFAJiE , 9T .
* L-FPR4200-ASA-BPU=

Firepower 9300 PID
Firepower 9300 & §E4K 14 & 12 32 & MR FAZASHE AR PID:
* JLfil - L-FOK-ASA =. Required.
* 10 15t — L-F9K-ASA-SC-10=. 1 5tV A Ukt SN, A2 A VFaTIE .
* 12T (Diameter, GTP/GPRS, M3UA, SCTP) — L-F9K-ASA-CAR=
* S0 /N% (3DES/AES)—L-F9K-ASA-ENCR-K9=. 1 41l /"t AR FRFZRUAL FH 0 25 1 75

Firepower 9300 7k AIFFIIETEE PID:

IRAVETUEALHR BT A v I TheE, G50 N3 3DES/AES) VFnfiiE Cl A& ik - 774 44F) . Secure
Client T et 23 M5 - 6 W S ) e KB A - ARG T 481 21 Secure Client VI AT IE 2 75 HATAL
] Secure Client (1?-? % Secure Client Advantage. Secure Client Premierfl { [ Secure Chent VPN

VFRTIE , 259 00
* L-FPR9K-ASA-BPU =

W R R 7]

R DU VPRI IEZhRE  IRSANEAS,  DUEOR F R S

EFIESRIRNIFAIE

MEEEVTIE, HESMUL a4
* show license features

LR 7R B ASA JEAl VFATHE:

ciscoasa# show license features
Serial Number: JAD254312UA
Export Compliant: YES

License mode: Smart Licensing

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANs : 512
Inside Hosts : Unlimited

ik gaesiry
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Failover

Encryption-DES
Encryption-3DES-AES

Security Contexts

Carrier

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
Shared License

Total TLS Proxy Sessions
Cluster

EFERITAIERES

W2 B LA fir & R &G VF AT :

* show license all

VFALE: EaEarisa |

Active/Active
Enabled
Enabled
2
Disabled
150
Disabled
150

150
Enabled
Enabled
Enabled
Disabled
320
Disabled

BRI AT IRAE . AR, UDLE R B RERILRE . SRAMIERE. 874K
R VFAIEAE BAHEE 8 REA AT S5 .

LR 7”40 557~ ASA Virtual ¥ ATHE :

ciscoasa# show license all
Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA

Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC

Last Renewal Attempt: None

Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTC

License Authorization:

Status: AUTHORIZED on Sep 21 21:17:35 2015 UTC

Last Communication Attempt: SUCCEEDED on Sep 21 21:17:35 2015 UTC
Next Communication Attempt: Sep 24 00:44:10 2015 UTC
Communication Deadline: Dec 20 21:14:33 2015 UTC

License Usage

regid.2014-08.com.cisco.ASAv-STD-1G, 1.0 4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c

(ASAvV-STD-1G) :

Description: This entitlement tag was created via Alpha Extension application

Count: 1
Version: 1.0
Status: AUTHORIZED

Product Information

B e SaERese
88
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UDI: PID:ASAv,SN:9AHV3KJIBEKE

Agent Version

Smart Agent for Licensing: 1.6 reservation/36

show license status
R RV IRIRAS

PLR 7451 S8 7 A5 FH 8 3 2 BE R4 AT 1) ASA Virtual FRRZS :

ciscoasa# show license status
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTC

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 23 01:41:26 2015 UTC

Next Communication Attempt: Oct 23 01:41:26 2015 UTC
Communication Deadline: Dec 22 01:38:25 2015 UTC

LAN 758 Sl s A IR AVF T UETIIT ) ASA Virtual FPRES:

ciscoasa# show license status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jan 28 16:42:45 2016 UTC

License Authorization:
Status: AUTHORIZED - RESERVED on Jan 28 16:42:45 2016 UTC

Licensing HA configuration error:
No Reservation Ha config error

* show license summary
TR B REVF AT IEIR ARG 1% B4 22
PR 25591 {87 A 25 38 R BE SR A VF T IR ASA Virtual F47 %2

ciscoasa# show license summary

| ik gaesiry
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&% UDI

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2016 UTIC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2015 UTC

License Usage:
License Entitlement tag

VFATIE:

Count Status

gaemeira |

regid.2014-08.com.ci... (ASAv-STD-1G)

PAR 79 e 7 AT 7K AVE AT UETIT IR ASA Virtual 4 %

ciscoasa# show license summary
Smart Licensing is ENABLED
Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed
License Authorization:
Status: AUTHORIZED - RESERVED
show license usage
g SR P2Y > Y
BB REVE PTUEAE I B
PAF R0 R ASA Virtual (F)48 FH A% 4.«

ciscoasa# show license usage

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC

1 AUTHORIZED

regid.2014-08.com.cisco.ASAV-STD-1G, 1.0 4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c

(ASAV-STD-1G) :

Description: This entitlement tag was created via Alpha Extension application

Count: 1
Version: 1.0
Status: AUTHORIZED

W A WA AR IRAT (UDD, 2 LT 2

show license udi

B L Eaeiebir
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LR 7749 557~ ASAv ] UDI:

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#

R R

Z I LA TR SR R i 4
* debug license agent {error | trace| debug| all}

M BEA AT IT I
* debug license level
FTTT A5 0 A8 RE AV vl 4 BE 28 R 1

=) i}’t#%’ﬂ%ﬁi@. 5

ARGy A A R B ] B R e P AR A A

wEFMINShE

XTSRRI, ST DLEE I . BRAEOLR, SL A RON N 30 K. il B R B4
TENP AT B i, TR AL ID LURRA I . A R B R Ead ), AT LI 4

\}

E®E  Firepower 4100/9300 HLAH - BT WHEAENAR i A 276 ASA AR FIUFTRCE .

FEFRE o AR B e LT A B IR SR SR SN, B o 1) B RERE A BE s b ATV E . A4
RN B A I A BE AP L 2 D Ve 4 AR RE SV Bt 8] (R AR AU IDAIEFS o ik A7 2]
LA, HFEEE 6 NS K.

St IR R E @S

&%ﬁmﬁEﬁ%ﬁ#%ﬁ%ﬁ%—ﬁOM%wi TREPCIHE PRSP EEATE S AT LURIHT e B
IR, DA ST R A2 B, T LA e A F T RIDEA

Bl LBE RS & HTTP QR
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ASA Virtual

ASA Virtual DAZ0 ] UL #05 in] ELERY, 55 22 /b nl g 90 Rk HTTP AREE U5 m] BB o H BV mT
UEIE AR BF 30 KT, (HW R4 AT BRI, Wi ZREFSHUIRA 900 K, AT HEhiE
o WHRWIE, BN ZR GRS LS, A NGEH) ASA Virtnal AN G At A A Z 5200

FTEHMES
ASA AT LLE RS Ie) IR, i 22204 90 R— Gl HTTP AQREYS [a) HIPERY . 5 REVF ATkl

(4 30 KTV, (AR BT, WA EIE1T 90 K, M ARSIAT HENmR. 759 M
WG, AR AR B, R MK TNt o BBV T E T A T T, (B
MR Z L0

A ERRTS
BERAELL RSO0 R A Re s b FAG RUIRAS
o AR - R AR I AN AT F RO VF AT TR
o VERIE R - 256 I IR (R /7 mTiE 2R o
o AT AN - A IO ) VAT UESUR UL DL T B SR AS 2 BN
L UE IR P2 17 A T BT AN G HOIRAS 6 Z00Ks B4 24 7 IEAE A A2 80 55 28 ek P v IO 24
AT LR
AR AL S, B AR AN G RPIRAS R vl e 52 38 R
* ASA Virtual- ASA Virtual N3Z 520,

o T HARBIRL- O Tidon 7 BRI VE IR R D REEAT I B S o, (HERMENIANZ . fildn, S
I BEA VERTIE PRI B PSS AT DAGk SisdT, T LMESCEATIRCE, EIGAN N Br M.
R E T MR () JEAtl VERTAE,  WIJCVRBC BEARM VR DfRe, AR Dhfe.

Smart Call Home E L% &

ERNTE UL R, Smart Call Home M B SCIFAFAET H T B BERIH A BL AR (0 URL IMICE F . AHER
BRUCHCE SCAT o VHVER, VFRTIERC B SO e — m] C BT 2 e AP B gs 1) H ik URL. B
AEFRAT Cisco TAC [MdE7s, A5 WA B SO RERRAF 4 BEL 48 URL

N

ER XIF Firepower 4100/9300 AL, HFVF 7] 1) Smart Call Home & Firepower 4100/9300 HLAF £ 5|
i, TAE ASA EHHTECE.

ARE B BEHA AT 25 ] Smart CallHome. #1%1, RP{§4# FH no servicecall-home 4y 422 H] Smart Call
Home, WMASEEREGERAFT

PRARSE L I LA Smart Call Home ThRE, 75 WIASTTE X LETfE.
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BREIFALHEIERERE

ASA £ HBhEEHE—

sermiriEsge [

MEL A, HAPEE Mk Smart Transport 5% Smart Call Home IR 4528 UE 15 /) CA HJ

UETS o RS AE AR S5 23 UE P R JZ Uk A T sy IR 25 W, 5L & auto-update a4 LAJA 3%
e IR B B 2h BT S AT R

NS BEVF AT UE IR 55 2 WA 21 R IR 25 2 1E 0 L 20 #E Extended Key Usage FBUH 5 “ServAuth” o JEAS
AR A AR Eog it AU Boh AP AT (5

REEHFIFATRY I SEIE R

hee AR FErA  |iRAA

BT Cisco Secure Firewall 4200 [#)3% |9.23(1) OB R

bl + 4225: 80M — 90M

* 4245: 830M — 180M

ASA Virtual R 37K AVFAIE TR 9.23(1) X1 ASA Virtual, B80] DURHT R E 5 285 () VF AT IR L E A K AVF
AETIRE, 15 RAM Fl vCPU K.
501 ASA Virtual W17 ASA Virtual 35€ T fr K22 % . TLS
X2 Secure Client 15 5 KIF A B KBEH A VLAN, {HiE, &
&1 ASA Virtual P A7HBCE SCAEF IR 52 B 125 1l N D) RE 0
PG4 licensesmart flex-model . show licensefeatures

T4 Cisco Secure Firewall 1200 -5 |9.23(1) FATIBE 0 T T Cisco Secure Firewall 1210/1220 82217 5o 2 37 15«

UL NG SRy

* Cisco Secure Firewall 1210CE - 5 M 5t
* Cisco Secure Firewall 1210CP - 5 M& 5t

* Cisco Secure Firewall 1220CX - 10 /M 5.

2 SN AN SRS B L 11, R 00k P A7 12 1 o i o
MR, RJEA e 21 SR

EHWIUR AN, Cisco Secure Firewall 1230/1240/1250 i& 37 £FF 2475
ol

* Cisco Secure Firewall 1230- 25 /M& 5t
* Cisco Secure Firewall 1240- 25 /M& 5t

* Cisco Secure Firewall 1250- 25 /M& 5t
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VFALE: EaEarisa |

ThEEZA TR TaRA  |ithR
Smart Transport 415 CSSM ik 452l £ | 9-22(1) BIReVE Al BLAE AL H] Smart Transport £E 4B IAME S . W7 %, wJ LA

NN g IR

TERE A T —Fp 2k
B ME ) A

7 Smart Call Home -

transport proxy. transporttype. transporturl

ASAvVU VFHTHE 9.22(1) ASAVU VFATIFAE AT 32 KR 64 K32 Fseil e K&, 1
VER[ I AE VMware 1 KVM 32 30 HF .
BrivEM 4. throughput level unlimited

¥49NT Cisco Secure Firewall 4200 [¢)i% | 9.20(2) 388 e e B o«

e P

* 4215: 15M — 40M
* 4225:30M — 80M

* 4245: 60M — 80M

Cisco Secure Firewall 3100 7 43388 i 1F
RS

9.18(1)

1878 VeI B B Diameter. GTP/GPRS. SCTP #4:illl .
B HEME U i 4

featurecarrier

ASAv100 7K AVF AT UE T RE

9.14(1.30)

ASAV1003L 75 32 H: 48 B 7= S ID L-ASAV 100SR-K9 =1E4T 7K A VF AT IF
T . EEE: eI K AR AL FH K A P IE TR

ASA Virtual MSLA 37§

9.13(1)

ASA Virtual SZFFRIBHTE RS VAT ML (MSLA) R, X&—
PR T RIS SRR R, L R A 28 = 7 SR AT 3 AR IR 45 1 SR %2
YAk IS (R QETTR 27

MSLA & Fopr R REVFRTTE S, FErp v n] 3
PRERVE AT HRBIAE I Do

BriAEMf 4. licensesmart. mode. utility. custom-id.
custom-info. privacy. transporttype. transport url. transport
proxy

4§ REACRELAE IR [ B Py

ASA Virtual & iFVA]

9.13(1)

RIGVFA] R eV I — R e X, JLrhnT DA7ESZSCRF) ASA
Virtual vCPU/WN A7 HE & W # FHAT{7] ASA Virtual ¥FHJiFE. Secure
Client £ TLS FCRH 1) 23 18 PRl 1 222 K] ASA Virtual V- 5 HBU 52
ARS8 AR & BRI

BTG ) i

features

4: showversion. showvm. showcpu. showlicense

4T Firepower 4100/9300 HLAH L i
R VER]

9.7(1)

A BRI TCREM T RVF TR . 125, PR e &/ s SRV AT iE

. S FXO0S 2.1.1.

1% ASA Virtual £ 7555 5 B8R K 7K
JF AT IE TR

9.6(2)

TRBEAREI R CEBE 1.6.4) , W RABAACALILAEALH]
ELE’J*’L?FH

R a4

W SeEmer e
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TIREAFR

L RA

TR RS20 ASA Virtual )7 £F

WA 25 T ARG 1) LR, 8] LIE P LU RIL
(VM) TE 2 2 AH B R A1 g TR IR 554 o

RAEBAUTAT 2> o

1% JI T Firepower 4100/9300 HL4H L
ASAv F7K AV AT E T RE

9.6(2)

TEA SRV MR BRI 48 2 M AT A5 1 = e A R
#0] LIy Firepower 9300 1 Firepower 4100 L[] ASA i3k K A VF
AE. B e VR A AR AVFRTUETD, B AEFRIEZ
SIS CURFFE AT« 2 RMIEE RVFTIE. 74 FXO0S
2.0.1,

T4 i ' ) 7E Firepower 4100/9300 HLAH L404T; TEixT ASA #E47
LN

ASA Virtual 7K A VF A I T B

9.5(2.200)
9.6(2)

TEAS FRVE 5 SR Re SR B8 (AT I8 A5 () s e A R PR B
&AL SR HE ASA Virtual /R AVFRTTE.  7E 9.6(2) 1, FATEN
Amazon Web %% 1) ASA Virtual 7300 T X LD RE) SCFF
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