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Lt 7 U 1 PR 76
* 18 5% 1] LAYE Firepower 1010 1 Cisco Secure Firewall 1210/1220_EECE 60 Ny 4442 1 o
o ANEENE A B T B AT e L 11

>

N E
© DUKRI 1/1 2B kgl 1
* 7£1010/1210 I, BLKM 1/2 R PUKH 1/8 £ 4rFi%s VLAN 1 (1A Helfluii H o
« 761220 I, DAKK 172 LUK 1/10 A2 et Lo 125470 B4y VLAN 1,
o BRNEPERISEH - BRSO, HEERTR BB B3 .

fic & A2 A i O FA LA K ) {4 B2

B E AN L VR PoE, 1558 BA FAT-45 .

J& R s ZE A 32 #flim O 42 5K

ST DS REANEE R RE BN Bl A A e L 1o BRIAKS DR, BUKR 1/1 2B Khad
171 38 2% A7 A I 22 10 DU e 8 DA A L 1

P A ORCER .
interface ether net 1/ I
s ui, AR EWOS, 128,
& IG1EHK Management 1/1 2 508 A A b L B
ENGE

ciscoasa (config)# interface ethernetl/4
ciscoasa(config-if) #

P2 o I L
switchport

DRI 1 AR TAZHe L A, Rt I A A L S5, AN S S

ciscoasa(config-if)# switchport
ciscoasa(config-if)# switchport ?
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interface mode commands/options:

mgvanzn i

access Set access mode characteristics of the interface

mode Set trunking mode of the interface

monitor Monitor another interface

protected Configure an interface to be a protected port

trunk Set trunking characteristics of the interface
<cr>

ciscoasa(config-if) #

SEFIAZ He L A C

no switchport

ciscoasa(config-if)# no switchport
ciscoasa (config-if)# switchport ?

interface mode commands/options:
<cr>

gt
PAR 7R B4 KRG 1/3 A 1/4 1 A B K A

ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa(config-if)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa (config-if) #

Bc & VLAN #0

AN AU E VLAN $2 11 (SVI) LU T 52 BA b L 1 .

A VLAN %10,

VSN VLAN 11,

interfacevlan id

2 AT LA 60 A5 # A L 1 A

cid- WE M VLANID (AT 1 14070 Z18]) , ANELHE 3968 31| 4047 JuE N 1D (f 4t

WHEBEEHD
P

ciscoasa(config)# interface vlan 100
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ciscoasa(config-if) #

N
g
N

(WTik) AEFEERE 54 VLAN.
no forward interfacevian id

* vian_id - A ARBEREEEIILE VLAN K VLAN #1111 VLAN ID.
fltn, 47— VLAN 2 RCAMNBUGE IRV, 55— VLAN 3fiogy A il g, 55 =4

VLAN 7 BC4r IR BEMI 2% . FRBEM 28 TG T T Ak M 2%, [Ag,  %50] LU H] no forward inter face
i RUEFEFHE VLAN;  Ah W26 0] LAV ) SXRE R 2%, EL SR BE 25 AN RE VT[] £l P9 2%

Tl

ciscoasa(config-if)# no forward interface 200
ciscoasa (config-if)#

1 3 $R4 im O B & N im O

BOR AT L 1 B L BAAS VLAN, 3R S e N o e N N 32 R b i i . BRI
DU, AEHAZ AL DA IR FC Rl VLANL 80 .

WEES Riglus OO
Firepower 1010 1 Cisco % 4xB k451210 UK 172 LK 1/8
Cisco Secure Firewall 1220 DI 1/2 LRI 1/10

\)

ER B AN SRR W2 b AT ER O DU IR AR AR . DRI, RS IR S ASA HEATER A SAEN
LRINEE P

T A ECERA
interface ether net 1/ I
o ui I, T RER IS, M1 FE S8,
w15l

ciscoasa (config)# interface ethernetl/4
ciscoasa (config-if)#
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wremmnrssEasn ]

K AT N L 1 L4y VLAN,
switchport access vlianZy 5

* number - B E T 1 F14070 2 8] VLAN ID. ERIA{E A VLAN 1.
w5l

ciscoasa(config-if)# switchport access vlan 100
ciscoasa (config-if) #

CRIe) R A b Ui 1 BB A 2 R g 11, PRI ) AR EAZ #e M L 1 5 R — VLAN B HAlh
SEARGAT A ity AT A
switchport protected

TELL NSO, 0T GEAR LR A e L AR T2 AT A4S . 2 ILAR VLAN 15 [ iX S8 47 41
Uty T B s AT B AUVF VLAN [l U5 1) s d0n 098 i Jk g sl I Ath 2 A i, ) 0K e £ AH L
M. i, wHHAYLE 3 & Web lis4310 DMZ, WIZEREK: switchport protected iy4 N T
BAHM LG T, AT LK Web IR 25 28 AH L IG5 P3N 48 AN 25 350 0] DA 53X 3 6 IR 4% I 45 o
HHATIEAS, [RZIMR, (HIXEE /28 1R 45 2 A B2 TR ey it A Tl

i

ciscoasa(config-if)# switchport protected
ciscoasa(config-if) #

QUE' DN S wv- P
speed {auto| 10| 100 | 1000}
BIME N auto.

i

ciscoasa(config-if)# speed 100
ciscoasa (config-if) #

(AJE)  BEER T,
duplex {auto | full | half}
ERINME A auto.

T

ciscoasa(config-if)# duplex half
ciscoasa(config-if) #

Ja FHAS A Lo 11
no shutdown

SEERI AT e bl 1, i A shutdown i %
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TP

ciscoasa(config-if) # no shutdown
ciscoasa (config-if)#

Gt

PLUR 7”0 AR 1730 LUK 1/4 FILLRRY 1/5 B HL1 20 Bid 2y VLAN 101, FFELUKM 1/3
FILAK 1/4 1 EGA 3 Bk 52 A

ciscoasa (config)# interface ethernetl/3
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
ciscoasa (config-if)# no shutdown

ciscoasa (config-if)# interface ethernetl/4
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
ciscoasa(config-if)# no shutdown
ciscoasa(config-if)# interface ethernetl/5
ciscoasa(config-if)# switchport access vlan 101
ciscoasa (config-if)# no shutdown

1 3 $R4Lim O B & O 4k

UERE P I G vy AT 802.1 Q Aric A& 2 A~ VLAN I rh 4k 1o 4k %52 R bR Mibs
. SCVFRY VLAN BRI A R 35AE

P4k B R FRC T B S AR L A VLAN ID,  LUME ASA ] LK B % 48 1 A A e Lo
F1, or] DR B 4 ) — AN B KRR 1 R ASA M 4k IR I6 A L VLAN ID fii &, W4
MHIER VLAN Frico 11555 AE 53— 5 AL (1 gk B3 EAH [ AR VLAN, DM AR bRd i
HhRCE A VLAN.

S T O E R
interface ether net 1/ Il
i, HFEREmWROS, M13F S,
w1

ciscoasa(config)# interface ethernetl/4
ciscoasa (config-if) #

PER2 ALIEATHN Ui 18 A 4 i 1
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wrmmnrsstasn ]

switchport modetrunk
BRE b M R F AR, 1iHI N switchport mode access 74 -
=~

ciscoasa(config-if)# switchport mode trunk
ciscoasa (config-if) #

¥ VLAN 23 Begs b gk
switchport trunk allowed vlan vian_range

« vian_range- B & /T 1 f14070 2 [ ff) VLAN ID. #0] Lk bA 5 02 — iR % 20 PMD:

s BL—%%'5 (n)
* JEH (nx)

o 5% 95 FIs BN IT, 6.
5,7-10,13,45-100
APV E S, (Hbar AR BI G TS, Hh S 2 RaE 5 .
RS P A AN VLAN, K 208 Z A VLAN; Mg & E AR VLAN fwk,
ity D IR SMEE VLAN brid. B4, Al RSB VLAN ffid i & .

T

ciscoasa(config-if)# switchport trunk allowed vlan 100,200,300
ciscoasa(config-if) #

& B A VLAN,

switchport trunk native vlan vlian_id

* vian_range- & /1 1 14070 Z A VLAN ID. ERIAEN VLAN 1.

BN BB —NAHL VLAN, (H &350 AL VLAN 7] DU [EB m] LA ]
w15

ciscoasa(config-if)# switchport trunk native vlan 2
ciscoasa (config-if)#

CRATE) R A Heb L 1 ¥ BN B2 R 11, DAL AT ABHLLEAZ # WL 11 5 ) — VLAN _E A
BRI AZHN Uiy I REAT A

switchport protected

FELLURREOUR, 4 n] BEAREER 11 AT e Loty VA B2 AT I A . 2 At VLAN 15 ) 3% 2645 41
oty 11 R £ 'J‘Tfrﬁfﬁ]ﬁVLAN[lﬂU?l'ﬂ Qn B B R G B A 22 A YRR, TR R A L
B TF. i, W EATE 3 4 Web IRS- 2511 DMZ, TIAE K switchport protected i 4 H T
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FAZHN L e, W] LUKE Web [ 55 2 AH LRGBS N IR IE% MAMR 2 BT LS 3K 3 6 B2 I 55 4%
BEATIEAS, RZIMIR, AHIXSER 2% I 5% ds Al B2 Al Jo it AT A .

Tl

ciscoasa(config-if)# switchport protected
ciscoasa (config-if)#

PE6 (nik) wEIEE.
speed {auto| 10 | 100 | 1000}
BRIME N auto.

TP

ciscoasa(config-if)# speed 100
ciscoasa (config-if) #

TET CAE) WEXL,
duplex {auto| full | half}
BIMER auto.

i

ciscoasa (config-if)# duplex half
ciscoasa(config-if) #

SR8 i A L

no shutdown
FASF A el L O, 1S shutdown T4 .
w5l

ciscoasa(config-if)# no shutdown
ciscoasa (config-if) #

Gt

PLUR 7RG LUK 1/6 BEE o VLAN iy 20 3] 30 b Zkim 1, JF8 A VLAN $ & 4:

ciscoasa(config)# interface ethernetl/6
ciscoasa(config-if)# switchport mode trunk
ciscoasa(config-if)# switchport trunk allowed vlan 20-30
ciscoasa(config-if)# switchport trunk native vlan 4
ciscoasa(config-if)# no shutdown
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mauixmts [

LB AKM A

UK P H, (PoE) ity 1 4 TP HLIH B 2RI N a5 i it . BRAEOL R, PoE 4+ )8 HRAS. kil
FEA 2B I 25 B R RS ] PoE L& ] v B nl ik 240

FHia Z |l
2R, EEREPITE R HATELU T LK,

HENFZ I C B A
interface ethernet1/port_number

i

ciscoasa (config)# interface ethernetl/7
ciscoasa(config-if) #

J& T BZE ] PoE.

power inline {auto | never | consumption wattage milliwatts}

* auto- PoE i A1 52 FEL U 25 00 1M PLACKs Wl B Bk R 2 Wik £ . B KA LLDP i —20
PR IER PO MBI &I, B SBORRC RN Z SR K%, LA 75 2
W WA B, 0 BRI KT 12.95W ) 4 2885845, RIS 4 ve G 1 i %,
ARG NI 30W ., HEEET 58 ] LUFE B b g My 5 5K o SR 48 a1 45 1 U % P 1 P i />
Trme s, %A LL consumption wattage T34 & AR OB T Hodth % 4% .

* never - 221 PoE.

* F-8h¥7 & consumption wattage FLEL (Z=ZFL) , A 4000 3] 30000 (1010) 590000 (1210CP) .
WURLE T CE LB A M LLDP Wi, it %o M TTFahale, ekt 2
INAAER (nfa), B ZZENAH T HE ik

{#i Fi| show power inline iy 4 2 & 241 PoE k2.

a4
FEHAE S, BT UIAE RS S 1) PoE R7s.

=l
1210CP

ciscoasa(config-if)# power inline auto
ciscoasa(config-if)# show power inline
Total:120.000 (W) Used:79.000 (W) Remaining:41.000 (W)
Interface Admin Oper Class Current (mA) Voltage (V) Requested Allocated
Utilized
State State Power (W) Power (W)
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r

on
off

na

consumption power-deny na

Power (W)
Ethernetl/5 auto
Ethernetl/6 neve
Ethernetl/7
Ethernetl/8 auto
-

Firepower 1010

on

4D, 5D

ciscoasa(config-if)# power inline auto
ciscoasa(config-if)# show power inline

Interface

Ethernetl/1
Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8

Gt

PAUR 2 R ORI 1/7 T8 B D%,

Power

Class

Current

ciscoasa(config)# interface ethernetl/7
ciscoasa(config-if) # power inline consumption wattage 10000

(
(
ciscoasa(config-if)# interface ethernetl/8
(
(

)
ciscoasa(config-if)# power inline auto
ciscoasa(config-if) #

B 15 3 HR A i

» show interface

BRI GHE R

* show interfaceip brief

J.KT?; M E/J IP fﬂiﬂ:*ﬂ/{j@u °

* show switch vlan

7R VLAN BA8 #e /Lt F A 528k

ciscoasa# show switch vlan

[l Firepower 1010 X34k QMR AE OB E
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17.212 54.523 4.000 4.000 0.932
0.000 0.000 0.000 0.000 0.000
0.000 0.000 90.000 0.000 0.000
944,330 54.200 75.000 75.000 51.180
(mA) Voltage (V)
n/a
n/a
n/a
n/a
n/a
n/a
53.00
53.00

HLAKM 1/8 B ThHH A A D).
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VLAN Name Status Ports

1 - down Ethernetl/3,
Ethernetl/4,
Ethernetl/5,
Ethernetl/6
Ethernetl/7,
Ethernetl/8

10 inside up Ethernetl/1

20 outside up Ethernetl/2

show switch mac-address-table

IR AE)A MAC Mk H .

ciscoasa# show switch mac-address-table

Legend: Age - entry expiration time in seconds

Mac Address | VLAN | Type | Age | Port
0c75.bd11.c504 | 0010 | dynamic | 330 | In0/0
885a.92f6.c6e3 | 0010 | dynamic | 330 | Etl/1
0c75.bd11.c504 | 0020 | dynamic | 330 | In0/0
885a.92f6.c45b | 0020 | dynamic | 330 | Etl/2

show arp

BORENE. AU ARP 4 H . 3174 ARP & H 45 ARP & HINHR (F2) . ¥35 ARP 4 H
LR RIZE () AR PR, AREE ARP 4 HI R R “H144” o LUF 2 show arp in 2 %0 H sl
=N HERRA 2 INEEAH. oS HERESSH, B4 HRBMRE ARP,

ciscoasa# show arp

outside 10.86.194.61 0011.2094.1d2b 2
outside 10.86.194.1 001a.300c.8000 -
outside 10.86.195.2 00d0.02a8.440a alias

show power inline
R PoE+ IR %
1210CP

ciscoasa(config-if) # show power inline
Total:120.000 (W) Used:79.000 (W) Remaining:41.000 (W)

Interface Admin Oper Class Current (mA) Voltage (V) Requested Allocated
Utilized

State State Power (W) Power (W)
Power (W)
Ethernetl/5 auto on 1 17.212 54.523 4.000 4.000
0.932
Ethernetl/6 never off na 0.000 0.000 0.000 0.000
0.000
Ethernetl/7 consumption power-deny na 0.000 0.000 90.000 0.000
0.000
Ethernetl/8 auto on 4D, 5D 944.330 54.200 75.000 75.000
51.180
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ciscoasa# show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 Oon 4 88.00 53.00

A A im O 7= 51

DA TG A i ey Rz AR G A L 11 R 7 £

fad=s bWt
IR B VLAN 3511, JFH P A SBLIR 14 ), — MR e

interface Vlanll

nameif inside
security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface Vl1an20

nameif outside
security-level O

ip address 10.20.20.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown
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1ZE PR R TR 5

PLURZRBI7E AR AL 1 AP BIEEAS VLAN 3210, FRR AN e Lo 1 e s 3 1, — AN Bc i 4
EE A,

firewall transparent

|

interface BVI1

ip address 10.20.20.1 255.255.255.0
|

interface Vlanll
bridge-group 1

nameif inside
security-level 100

no shutdown

|

interface V1an20
bridge-group 1

nameif outside
security-level 0

no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

i & B A SR O /32 #:4Lim O 7= 131
AT P 1B VLAN 501, g8 a0 dim GIZERS D KB 1.

interface Vlanll

nameif inside
security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/3
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switchport

switchport access vlan 11

no shutdown

|

interface Ethernetl/4

nameif outside

security-level O

ip address 10.12.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/5

nameif dmz

security-level 50

ip address 10.13.11.1 255.255.255.0
no shutdown

£5 B HY B N4 iz 7 131

PLUR R G AN PIRE 4L, Hoh BN VLAN 210 CGinside 1 flinside 2) ZERIMFAL1H, —A> (AMEE)
TEPIRAL 2 e BEDUAS VLAN 452 LU R TR AL, T 3 s th 2 o []— VLAN _EAZ #iloi 12
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interface BVI1

nameif inside bvi

security-level 100

ip address 10.30.1.10 255.255.255.0
|

interface BVI2

nameif outside bvi

security-level O

ip address 10.40.1.10 255.255.255.0
|

interface VlanlO
bridge-group 1
nameif inside 1
security-level 100
no shutdown

|

interface V1an20
bridge-group 2
nameif outside
security-level O
no shutdown

|

interface V1an30
bridge-group 1
nameif inside 2
security-level 100
no shutdown

|

interface Vlan 100
nameif dmz
security-level O
ip address 10.1.1.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport
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switchport access vlan 10
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/4
switchport

switchport access vlan 20
security-level 100

no shutdown

|

interface Ethernetl/5
switchport

switchport access vlan 100
no shutdown

|

interface Ethernetl/6
switchport

switchport access vlan 10
no shutdown

|

interface Ethernetl/7
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/8
switchport

switchport access vlan 100
no shutdown
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interface Vlanll

nameif inside

security-level 100

ip address 10.11.11.1 255.255.255.0 standby 10.11.11.2
no shutdown

|

interface V1an20

nameif outside

security-level 0

ip address 10.20.20.1 255.255.255.0 standby 10.20.20.2
no shutdown

|

interface Ethernetl/1

switchport

switchport access vlan 11

no shutdown
|
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interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

interface Ethernetl/3
description LAN/STATE Failover Interface
no shutdown

failover
failover
failover
failover
failover
failover

lan unit primary

lan interface folink Ethernetl/3

replication http

link folink Ethernetl/3

interface ip folink 10.90.90.1 255.255.255.0 standby 10.90.90.2
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Cisco Secure Firewall |9.23(1) | {27 LL F 55 IEEE 802.3bt 7 HiAH I 1t it .
1210CP IEEE 802.3bt 3¢ POE-++ Al Hi-Pok: - 453 L1454 £ 90W
H (PoE-++ A1l Hi-PoE) 0 -POR - B i SO0 e
« HEE A T4 2 ik (PD)o
o LY IS LA S 2 5645 1 S )
DA TE 7B O A 2] show power inline.
BriaAs 4. power inline. show power inline
Cisco Secure Firewall ~ |9.22(1) | Cisco Secure Firewall 1210/1220 3¢ 4574585 LUK W 22 11 4 Bk A2 e b L i 1 BB K B2 11
1210/1220 E{FAZ HebL
SCFF
DA M3 1 1/5-1/8 & |9-22(1) | Cisco Secure Firewall 1210CP 7 LA M5t 17 1/5-1/8 132 AR M i+ (PoE+).
f] Cisco Secure Firewall
1210CP PoE+ 3 #¥
Firepower 1010 fifif£:22 | 9.13(1) | Firepower 1010 Sz HEHE 55 LA Bz 118 B R A8 3/ Lot 11 5l By Kk gz 11
= =¥
sy Sy 4. forward interface. interface vlan. show switch mac-address-table. show
switch vlan. switchport. switchportaccess vlan. switchport mode. switchport trunk allowed
vlan
Firepower 1010 PoE + 3¢ | 9-13(1) | Firepower 1010 SZHF LUK EZ 1 1/7 F1 1/8 F i385 L LUK M (i FiL+ (PoE+).
23NN N
Tj/»gujtlfj /7 MELR B A& T4 : power inline. show power inline
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