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S TR AR . W S R AN E TR, W) ASATTAAREEAT) 1 Ping WA

J" 4% Ping MK - WLURIII) Ping (M5 RFG B A% A4 Ping, SRS 1 P 7 £odi 2
BATTHE AR, B SR R, W SN IERIEAT . R P & B
B, WAL ke IR — G BeRCRIINAT R, O BRI R, MR B
A AR AR BT, BRI ARP U UG WA & B 4K
B AWK B ARP A% Ping ML HE,  WIILCR 2 — Hi21r T %o

2 W ] LLEAT U MRS :

RS F5 BT (8]

* Unknown - #J40IRA . IR 1] RER AR TCVEH & -

* Normal - 42 I IF AE O B

* Testing - £ 11 7 5 AU TR AT £ Hello 748

* Link Down - 4 18}, VLAN 32l 8 8 7 56 M

* No Link - £ 14 BAE K OCH .

* Failed - 7E8: H_ESATWCRIR &, (A0 A8 1 B ISOnT B3R &

PAR i1 2275 Firepower iy i X HH s e e e 4% -

« BB LR 50% Y9 Snort S LU

R B AR A A O 90% .

« & FIZ1T1J2 no failover active fir4, Ml H % # Fig47 12 failover active fir4> .
« EHBA MR DA HREEZ.

o B b 1 e e T R AT
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failover interface-policy num [%] PN
hostname (config)# failover %E;Tz%%%%lﬂi&ﬁﬂ“, num%é&ﬂuﬁ?liﬂ 250
interface-policy 20% ZIETJo
e O E A, numZB 5] LLAT 1R 100
2 [a],
A\
ER RAEH CLI 8L ASDM T3l ikt #e, B Bopingk ASA, WIKFEE B r RITFE, A2
T AT A LR
* 3 ASA
MRS 51 =2\ A =N
FH AW, A OC P B AR A R I # B . | 800 A 15 45 b
Y ILIX LG OLI, 52 e T Bl R RS B AN
SR Hello ¥ 8. .
T IR A T B AR R 500 = 5% 15 %
FH W% AGE FEedz LIk R AR i 2 58 15 b
FHWAE N EEBAT, FEERE NS TE8EE 0 |57 25 Fb 75 #b
ko
BLE R
W A B, 5 A M R T () L R
EITREE S
YRR IR — BN B R& BN, RESPITIBITICE Z .

FEE /A T e 7 v, OB IR 2o N2 e [l A 3 o H e
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EFH/F RS, 5B AN SRR & 7R R — N BN I A SRBUE RIS AT LS, G

R E 1 BN E E & Wl #R 2 ant . fEPI NI IE R IBAT IR, R RGEPAT 2 M PN ) iy 4

NI B A 1 AT PRSI & =

FHEE AR HAVIG RN G, SEk it E (RS F &S ffalover dr BRI

T 3 FH 08 W 25 ) 4 a8 IR L e 3L E . ST, EH R B ASA #4616 4 Woni B
“Beginning configuration replication: Sending to mate” ; FEJ&H, ASA EIR{E “End Configuration

Replication to mate” o HIHEECE KA/, S A RERS 22 JLAD 2 L5 8t

FER I W by OBV {E TAZAT A7t . 850 AR R O T S R TR S0
1, TR o, AR AL 1 AL T PRI B R ST A write
memory all fir4 . ifir4 & SLBIBIA B A, NS B AR A JURL LS A BN

A\
AR LRSI, EROXACE AR BN A i RETCVR IE R AL R B AR g, R HLAEHORC B i
# BRI AT RE DR R I BC B o . AERCE IR R, Nk o A OB A X o A — e

nt YN i g o

XS
BB DA A LA R SCHE RIS B ALE, R b 20 F sl S X S s, AR ATTUE
* Secure Client H{%
* CSD Wt
* Secure Client fit & 3 A
ASA i FI17fi#7E cache:/ste/profiles H11] Secure Client it & SCLF I ZEA7 SO, 1A SEAFAEAEIN AT
SCPERGE SO, B2k Secure Client it & SCAF 5L I3 46 HI e, T HAT LR L rp — T4«
o 7E WA BN write standby i 4 .
o E T A 1T Y G S
 FORNEE B
o ARHAEP UL (CA)
* ASA W%
* ASDM W%
S EH
;Eijﬁ AE LB BRI i & BRI I B4 B . AN 1 I IC & LA B N AF A e
lar <o
T}%gfﬁ/}m W R D, FERGIAT 2 M K i & S B B SR R 2 1 AT AR 10
WA o
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. config-sync /i1t

ARAEERAT i LRI N Bt A &2 SBRCEAR D o ERAT T —RVIRRE R, X
LM RS TR

PLF fir &2 0225 H ASA:
* ¥ mode. firewall Al failover lan unit 2 4k 574 ic & iy 4>
* copy running-config startup-config
* delete
* mkdir
* rename
* rmdir

* write memory

LU fir e AN B 2 4 1 ASA:
* [% copy fir & 4R BT 1K) copy running-config startup-config fir
* Bk write fir &AM BTE 20 write memory i
* debug
* failover lan unit
* firewall
* show

* terminal pager 1 pager

config-sync {1t

VA AR A5 W AL A R e A i T R NI, AN BB 2 B s AT E . ARE, TR
A AP E SRR IMA e, DSEBle i E D . iR BRI EBOR, MR T g
ity 28 )L BRIN Tl

Pe B [ 5 AL A R W] e A4 e B RS B R BRI AN B8 A T B A (R IE . SR 3 e A
B B R EIMEILES, ARt e i E R, SR ISR IR . D RE AT
OREEAR (KX S FLIE,  JF4i R ey T ORI 2 1)
B & 5 51 1 B9 T FA PR I

* FCE R REBOA E R

* ASA L1 S U I £ 58 4 c B A0 W0 ALK S 1 S5 P R SCRFE 2 (R AL, AT SRV 4
T RUEHT IS 1] LA SO0 .

o WRPCE S YRR RS Psec T, WRCE R TERL, IRy B ae Ml A e e Rl 55
HOMEA .
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o W HAF B A ACL 5 SNMPv3 Bt & 545, WIS E R4 k.

* LB LAN BERS 4280 (10 5e B MC BAT 0 BRUAT AT 20 o 78 T2 e A48 T e 2 TR D i
PR PRI, Al B E R, B S PAT SR IRCE R

o IR T A T TV 8 A1 95 5 6 22 T PR I 4 308 £ v BT e 25 2R v MR AN, i TR . [ 21
et

BEERERTMRL

FWMEW/%%% Eli, RAREMARGHENE, Sonfe LB &M B S LV o
PULH, s B ER I 7 SR R E H SN BIE 2 SR )R IE ST R BIZRBOF LR
r%%#mw@

LA fir & e & R A4 .
* show failover config-sync checksum
IR KBRS TR A
* show failover config-sync configuration
BRSBTS A R
* show failover config-sync status

BRBCE R D REFIIRZS -

AT EH/ERWEER

/6 P e B8 SRV A T 46 T ASASK A b B s IO D fiE o 2 B Be st R A by, & et
R IVt o AHAE S BBl 2 T, A Z00RE 98 I e VB e e, A O B AR B i 4 1
.

\)

AR T2 ASA W LITERABR (ORI LT ERERS, (AN BEAE M SR R

MREAT IR RS o

FAEMACMER/ERARE

FEM IR RS 0 I P 6 et 1) 0 T E Dl R 65 2 T e, MR o T e, EZEAE TR A% 1P
ik AR €5 B8 B AT 3 it

{HIE, B ANEAFAE e e Tl & B e ss (FERCE 458D » Wb B N B i &% 1 %
il

* WA G BRI RS OF HISAIREAFD 328006 o o 20 Bt

© T MAC H3EIR 2 5 321 TP Ml ARDCRC . SuRU BB Ah e, 2l Bh Be & Bk 32 s H.
ToVE L R R A B SR B MAC I e AERXFEL T, 2T B 8% 1) MAC Hihk.
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Z: [ Firepower 1010 F M 465 VF I 4IE

Firepower 1100
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i % W Cisco Secure Firewall 1210/1220 [ # V5l 3iF .
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2 [5 Cisco Secure Firewall 1230/1240/1250 ) g & 4 ¥V v 1 o
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BSXHF
* Firepower 1010 £ Cisco Secure Firewall 1210/1220:

o fETT IR RSN, AL B Lo D fRe . i TASH L I AEREAEisdT, Dt gkst
fEE B AN B AR . MR S AP b R s B, (HUbIhRe A&
PR o AEIEF SRR BB, A e L RIE S A L R 3 S
IR . EBCRANEAS AU AR AT BE . WTER, VLAN#Z Al MOa e i i dx,
i AE Febf Lo Gl o b e B i . BEOg b, AT LUKE BAANAS e L 1B T VLAN B JF
JRINAE R Wbt ks, S BT PR B B U BE B K SR 1

o AR T Bl K i e 1A D i e e RS e

* Firepower 9300 - FRATTEE S AL FHAUAR 8] e 7% LS BB (U AR

o HTHEF 2 ZHER:, KA SRR WS AE AL 4% (4 Microsoft Azure Fil Amazon
Web Ik%5) EAEH ASA Virtual. Y315 A 32 o i ol R 4 75

1&@iZ ASA Virtual $ iS5 SIS A A 1%

] ASA Virtual G115t OB RS 0TI, il ZAH R K B R NI AR ASA Virtual. W1I5E
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MBI, 23k NFHZEARAS 30 24 50 Fb. i L AL T-FHZERARS, BEfmeEE%k, Barbl
F 4 A2 L3 F STP PortFast Hfig:

interface interface id spanning-tree portfast
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RASIE R FATIN, TEIEH S ASAMKIRFERL O IR AC b b E i 224k, nl gy P30l s
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UIREM) SNMPV3, [KUIEATT L IPsec BEIE

BT/ SRR, ANNAEA A ASR 2 rp e B AR A S s N

YT/ RSB, &2 nl DoE LA Al .

XTSRRI BRSO AL AL, AU S IR AL 4 1. R 2 1 IR
LE G S R BC R AL I BT A I SR B M I BB e 2 20 1. AREMIER C BX
IrBC TSR SRR AL

HBEE A e, ARG H s T S Rt bR 37 B DA Wb 4 % 12 L it ik JLAD B
N T ARG (ARSI, S OCA] HA b R Ay e 5 s 1l SCIR R4 1

RS AE VP AU IR SR s, RGO DES JEAT I o W AR5 AT i 1 15
e PR, WA AR R R B A AES. DR, WR ARG TR R K R RS, A
LTI, WFACR IR, WS WA T B . ISR N B & 2 AT AN 2
EINE . WARGAEVH T ST BB E, e U AEVE I v a2 i MR n %

A BAT R R T RE ) SNMPV3 I, WU R SE R e AL B 4%, W) SNMPv3 T AN 52 3
Bries . 20K SNMPV3 H P BUBT S IN 3 = H dess,  DARRiRIFH P A 300 vess s s, thn]
VAEFRAEFr s LI o BORTRCE SN, Tk e/ 1 B B snmp-server
user usernamegroup-namev3 4, B B AR = K 2 priv-password 2E TR auth-password
I H B B 4 B4 o

WA AN HAT SRR S5 SNMP &7 i 5 |40

U SRR A R B U e 2 R NAT RO, TN )R/ T e s B LA ALK L B A, 30 ek
7 B AR I ) A BB B4 - 4IRS o X 2w 8 73l i 7 o 5 810 SSH 23 1 AT 52 11 39 1)
HER RS IRE ). B SBCE STIPERE, 1540 asp rule-engine transactional-commit
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ZNiE

firepower#show clock
01:00:52 UTC Mar 1 2022
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01:01:18 UTC Mar 1 2022 <======= Incorrect (previous) clock

Cold Standby Sync Config Detected an Active mate
19:38:21 UTC Apr 9 2022 <======= Updated clock

Sync Config Sync File System Detected an Active mate

firepower/sec/stby#show clock
19:38:40 UTC Apr 9 2022

o IR RS A SBASFEP I Bl DR AT RPN ) S SR 4«

KO AP RS X

e AR T ARk el

o OB AL RS B LRI A T O R T

« f§i 1] no failover/failover B configure high-availability suspend/resume () fir4KAE CLI .
R RS SRR T B B, IR RTE IR RS BERRASh “TRZ) 7 RS S R I IX L

B TEMCI B, RSB BNER TR L.

o WURAEASL Vet RS FI MR8, MO 3 DR A B e R D s RS R DG, T i o

o 7F WBEECRS MO D, ROV GEHAEREG D 53) SWREOCH], I HAZE A S TR &1L
ok A0 B2 e, DRIRPNAS SR e A2 e 6 b R IERRBUR T REAAAE 2207 IR R IR A T
WIAT H . BT DL U] (i, R 30-60 #5) [RIZEHE .

o PR IOE T, WIYIEERE CRORSEE = RIR T IR BERGE RO SR, IF AARAE
FHBE MG B 2 WA . Wit i m ] PE RERRCR M 2 atE. I, WE ik
Fetr vt BIRERRAOT ReAr e 2257, AU .

o WURARRRS LAN BERS AR TSR 193 RE, o2l — & sl G AP LERL, U 1R B A A
R RES S ECE MBS R E SR B RER, S EE/EAIREA 2. BRI
Wi RS e, AF A TORS i I D B T T 6 R 4 B e M) (1 B e AR B it R A
MRS LAN BRER S AL, ARG EALATRCE, PO ETREA S EHI RN 5 3% .

* 7. ASA If) OSPF 1, WURBHE A HALE L, 1T ASA H10 5 A HAUAHE, W7 KBET
BB A AT BN BRI P o IR TUYIAT O o JORE F M e v i A ] TR B e 2

o WERA ] ASA R BIAF AN, FEIXFEOL T, 23R OE SN, AR S5 3h ASA 1)
FEHRAR . O FEGUR R (25 15-17 B i, B2 R i F AR e &R .

s FEIEMRIEUT, WERAEAE 3 32 5 A % 4% (HSRP) MAC #uhik i1 ia) i, 175 4 MAC Hiuhik
O ER AR o

MR BRI EOARE

BRI OL N, Webaee B8 SRS A0 5 LU A £

* RIS H AT HTTP &4l
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« B TR h S R

© BELVOREFIN )N 25 5.

o WAHSIN AL 175,

o WA TRFFIN AR 15 75

© (AR SR

o WYL,

B & * A/ AR

FNCE /A TR e RS, A B A B e G B R AR e R B LA A i B A AE
g LT, AR IXEEBEE R BB B

ANER/ERYMEEBEE FIRE
REGFACH A5, P R SRR B I e SCHB AR T (56 1 PTG
RS B 0 N
itz B

o JRATTEE VR A Rt i e RS LIRS BE B M T AT 4 T EC B A U TP ik o 2 SRR T OR) ml e 4 )
31 ALy MR, 2RO E 5 1P ik, R4 DHCP BC . 7AEMT#E 1, ROk e m Fl b

%o
© VI IR B RIS BEIC & nameif .

« AT 2R, WEERERAT R SE AT . EMZ UM B R GEHAT R, TERA
changeto system iy 4.

PR BB IRE A T
failover lan unit primary

PIR2  FiE M e AL R 1 1 -
failover lan interfaceif_nameinterface id

Tl
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ciscoasa(config)# failover lan interface folink gigabitethernet0/3

ez LU R AT LA R 3 (R THRES BEBRBR A1)
if_name Z %] D45 E A FR .

interface_id Z4 ] LU W BEE: 1. F#:10. 5X EtherChannel #2111 ID. £ Firepower 1010 Fll Cisco
Secure Firewall 1210/1220 |, 4% FUER; KB 1D AREFR € A #e Lo H ID 5% VLAN ID.
Firepower 4100/9300 1] DU FHATArT #4211

Oy W e B 2 3 TG FH R 26 H TP M«
failover interfaceip failover_if name {ip_addressmask | ipv6_address/ prefix} standby ip_address

IR

ciscoasa (config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

BEHBHE AR T ARAFH 7 Eo b7 MR LU 31 47 (255.255.255.254), B FPIAS 1P Hubik.
169.254.0.0/16 FiI £d00:0:0:*::/64 & N FBAE 1M, ASHEH T Wb 4 78 etk 255 14

% H 1P ka2 5 1P M TR 1
JE P i e A 2
interface failover_interface id

no shutdown

T

ciscoasa(config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

CATE) A R AR AR FRASHEBR I b 1, R e .

failover link if_nameinterface id

Tl

ciscoasa(config)# failover link folink gigabitethernet0/4

WP RN SR 1, U e A% S R P TR B %
if_name Z-¥(n] b4 D4R € 4 7R

interface_id 40 n] LS Es e 1. 7410 5 EtherChannel $% 11 ID. 7E Firepower 1010 1 Cisco
Secure Firewall 1210/1220 -, %4 25 kB #: 10 ID; AReSs @ 28 #edl 1 ID 8¢ VLAN 1D,
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W REARE T RS BERS, AT LR = R ] TP bk 23 o 4 RS BE RS -
failover interfaceip state if name {ip address mask | ipv6_address/prefix} standby ip_address

TP

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

%

ciscoasa(config) # failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

BEHBHE R AL AN [T i A A R AR AE ] M E e I T DU 3147 (255.255.255.254), A4
PN TP Hudik. 169.254.0.0/16 F1 £d00:0:0:%::/64 F& PN 3AE I T, ANGEF T i 4582 sl A8

2 M 1P Motk o200 55 A 1P kAL 1 [A) — 1~k
WIORBE R IL RS, Bk D IR .

R E T AR A, R PR AR
interface state interface id

no shutdown

TP

ciscoasa(config) # interface gigabitethernet 0/4
ciscoasa(config-if) # no shutdown

IR ICIRAS R, Bk P R
CAIE) THHRATEU AR — R4, DOIn s b 3 7 AR B B AR A5 -

o CHIL) FEV# AR e A MRS BE RS 57 IPsec LAN $I LAN B&IE, LU BT (0 it
FERB A

failover ipsec pre-shared-key [0 | 8] %4/

ZNVE

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

Z key I KK 128 D275 MiE P& & EIAH R 28 % 8 th IKEv2 T3 psiE
WAAEH E% GESRICE F500) , WZHHSERE DI . RN ESH (i,

M more system:running-config 4t & H1D , WG 8 KRBT I H . BN T H

0, FRHIA IS (125 o

failover ipsec pre-shared-key 7 show running-config %t /1 o #%%*, X RPE P IER
il
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BirarEgsInaTAYE |

R e

Gt

PAR 79 S B o I i bR e B S 4

DR R OR MG B e B FCIRZS BB N, SO R T (RUIRAE dr & R A (i
HIT A E B DD KRS0 .

ANEEFRIRE ] IPsec IN#& F{L 4 failover key IN% . G RFINECE BRI L, BHH IPsece A
o, G AR s, NIZERC E IPsec I 2 R 20 & 4648 no failover key iy & B i b 4% £5
Y.

W RS LAN 2| LAN BRE AT IPsec (At VPND #FATHIE .
CRTIE ) X I 4 B8 LIRS B 1 1) W e e B TR OB A T I %«
failover key [0 8] {hex key | shared_secret}

IR

ciscoasa(config)# failover key johncrlchtOn

i 1 51 63 74711 shared_secret, mi# 32 M4 hex key. Xf T shared secret, #mLIE
BAGHME PREAR AT I EE P N P TR RO Y. e
B LA R

WERATH E50S GESHICE %), WL P el g2 e ie EZ s . wlZ A
B & A E (B, M moresystem:running-config %t & D W A 8 Jek s L=
FAH B NI E . BOAEOL MR 0, REIARINE 2

failover key 7t show running-config i Hi 1 27 Ay s TP HE R H 1L

L SRR S R R AR B N, Wb Al fE (R AR Ay & S A b Ak L v
(KT AT S a0 R i Sog .

JR b e 7 -

failover

B R G B ORAF BN A7 -

write memory

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3
no shutdown
failover link folink gigabitethernet0/3
failover ipsec pre-shared-key a3rynsun
failover
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| BidrEEBTmE RN

nxmERustsnEnes ]

AER/ERBMEEBEERRF

FER A% TR A I R RS B . S W) A T X ey AR S A TS . R
oW JURCE A A B B4 S, PINIC R 1) R E— K AP 22 5] 2 failover lan unit fy4, 1Zdr & Al
e R a W& LS, kg,

FrIaZ |
* Gk DHCP B & JARA# I, Ko i HI b e 7%
© VIR BB FR A BE I B nameif .
s TSR, EERGPAT M DS RATRF . B SR B R GAT 0], A

changeto system iy 4.

A EEE AR un/?\, failover lanunit primary fir &-Fr4h. 8i#, #nI LA failover
lan unit secondary i 2014, HXIFAENTE, B secondary JEERIANK B . 5SS N /%
PR R LS E %, 2R 25 Tl

#iln

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa (config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2
ciscoasa(config)# interface gigabitethernet 0/3

ciscoasa(config-ifc)# no shutdown

ciscoasa(config) # failover ipsec pre-shared-key a3rynsun

ciscoasa(config)# failover

BRI E R 2 )5, SR BCE DR A7 BN A7

ciscoasa (config)# write memory

B & £ H/E MBS

A AT E B Y 3 R F

AER/ERYEEFEE Fi18%

WEARTIAGND R, TE /b i e 0 B4 . XSSP IR R T/ 1 4 B A i
Wi 4 7% BT o5 1R B /NG
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BB nETAE |
HERIERYEEBRELRE

FHia Z |l
o MR A AR 221 SR i 2t st

o R RUIRASBEM 2 b, FRATTE U AR 5 b AT e 1 RE R e 10 A B e I i %
FHIP Huhb . an S5 506 A 31 7 F RS, 1520 B0 E 4 1P Huhk. 4R % DHCP i
B TATME D, B ICTE A R .

o 15 R A RS AR S BE M R nameif.

* FERGEPAT A SERATEF . ZEMZAG SR R AT 10, 15 A changeto system iy

%,

PR KR RIRE A TS
failover lan unit primary

W2 i B e A R 4% 1 -
failover lan interface if nameinterface id

T

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

ez LU T AT LA R i (H R TRESREBRBR AL
if_name Z %] N H: 45 E B FR .

interface_id 0] LI EHR B O . T8 08 EtherChannel $21 ID. Firepower 4100/9300 1] DLfif
AR B R A4 O

P bR BRI o B A A 1P ik
standby failover interfaceip if_name {ip_address mask | ipv6_address/prefix } standby ip_address

T

ciscoasa (config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2

By

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

PEHbHE N AL T RAFH 7N Eo SRR R 31 47 (255.255.255.254), S HIAS TP Huhk.
169.254.1.0/24 F1 £d00:0:0:*::/64 ;& N FBAE T M, ASHEH T Wb 4 78 SOtk 355 4%

2 HI 1P Huhib A 20ty ) 1P M hEA TR — 11 .

B EsuEEsInETRY
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B EREBEI S A

nxmERussnises [

Jet s e A% T i«
interface failover_interface id

no shutdown

i

ciscoasa(config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

CATIE) an AR AR BE B 1 sz 1, FR e ki .
failover link if_nameinterface id

i

ciscoasa(config)# failover link statelink gigabitethernet0/4

FRATTAE U A B e R i v ) — S FOMUIR SRR B o W RANTR S SR 11, U R e RS i
MRS

if_name Z 4] 45 4 FR .
interface_id 4 n] U2 88 (1. 74211 8( EtherChannel $21 1D,
WURE TR E TR APIRAEER,,  nT DA = R A TP Mk o3 B2 RS B -

BB HE R b T AN ) T i b i A e i i AR AR I E . eI AT DU 3147 (255.255.255.254), IEL
PN TP ik, 169.254.0.0/16 A1 £d00:0:0:%::/64 & PN A 0109, ASBEH] T b 44 55 mloR A B 1

2 H 1P kb a2t 3= H 1P bk 7] — 7™
IR LIRS R, Bk P IR
failover interfaceip stateif name {ip_address mask | ipv6_address/prefix} standby ip_address

i

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ol

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

WIS E T R PR RERS , 18 8 HDIRASRER -
interface state_interface id

no shutdown

i

ciscoasa(config)# interface gigabitethernet 0/4
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ciscoasa(config-if)# no shutdown

IR ORI RS HE R, 1B D IR
HES (L) TEPAT U ME—#81,  LUINE e A AR S B FR A5 -

o CHIE) EVA I B IR B AR A HE R [ 57 IPsec LAN 21 LAN BEI&, LU I i e
R mAE

failover ipsec pre-shared-key [0 | 8] %4

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

% key (I KA L 128 N7 4F . € G B EIAR RS H] . s 9 i IKEv2 Y- 2 B .

WRAEH E%0 GESRECE E560) , WZEHSERE DI R NCEE S (g,
M more system:running-config fi HH & D, WIFE A 8 JCBE T I # . BRNIE O T Al
0, RWIA DA (12 o

failover ipsec pre-shared-key 7t show running-config iy Hi 27 oy % RIS HICTA R
il

DR R R MG B e B FIRES BB I, SO R T (RUIRAE dr & R Ao (e
T E B YD RSO .

ANRE [ A TPsec N FifL 4t failover key N . a0 B[R ECEPIF 775, Al H IPseco AN
of, W RS, ARG E IPsec N Z B L0 1 5618 nofailover key iy 4 il 3 i b 4 7%
FH.

Wk LAN 2] LAN BEE A THA IPsec (A VPND FAJiiE.
A ) % e e B RIDIR S BRI b 1) s 2 A% £ AT in %
failover key [0 8] {hex key | shared_secret}

ciscoasa(config)# failover key johncrlchtOn

fii Il shared_secret (1 £ 63 NF4F) B 32 N FAFI +75EEH) 1.

XtT- shared_secret, #H MERAGMHIEC T FREbR G875 o 123 s PN ikl E
T A 2 . Wi P 6 et BRI R 2 3

WERATH E%0S GESRECE B2, WA ul S g Sl S ERCE s . i
B & A (hn, A moresystem:running-config i &b . WEREHH 8 e v N It
A SR . BN DL A 0, RWIR I 50 .

failover key 7i- show running-config % it 7R Jhy sk SOPlEHE % B L 52 i

DR SRR MG B e B MRS BB N, WO R A CRUARAE dr & SRR A (e
FIFTA B YD KR SO .

$®9 QUMb A 1
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TIE12

BEMEEBIIE A AN

nxmERussnises [

failover group 1
primary
preempt [delay]
-

ciscoasa (config-fover-group)# failover group 1
ciscoasa (config-fover-group) # primary
ciscoasa (config-fover-group) # preempt 1200

MH, ATLORAL 1 o Ress B, KA 2 RO B . MR R AL B OR BB L
WA EAPIRES (BMEENIA BRI A3, H- GRS ELRRENRED  AFEIZAN L
LAY E . e WA RS T, preempt fiv & ST H R A B AR % A AR

=

N o

T LU AN TIE ) delay (i, I {HAR € SRR AR E B B A2 B AR LR, 7241
EARFF EHPRAS KA . A REVER Y 1 4 12000

WA RPIRZS SRR, WS S EIR, BRI AT AL T R APIR S (b e R AL E (K B 45
il k.

AR T PAT S e, W22 2% preempt T4
QUM 2, IR L7 HE R A B e 6«
failover group 2

secondary

preempt [delay]

Tl

ciscoasa (config-fover-group) # failover group 2
ciscoasa (config-fover-group) # secondary
ciscoasa (config-fover-group) # preempt 1200

BEAZENG S R ER, ARJERAZIG S g i b A A 41 -
context K
join-failover-group {1| 2}

T

ciscoasa(config)# context Eng
ciscoasa(config-ctx)# join-failover-group 2

XHERMERER I 2.

P ARBTG5t BRI BCEI 241 1. A BRI 2oL i e B AL 1 R AN RERS L
rleardl 2.

JA P b e 7 -
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failover

PR3 RGN E DRAF 2N A7

write memory

Gt

PAR 7 G 1 ot B i R e B S 4

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3

no shutdown
failover link statelink gigabitethernet0/4

failover interface ip statelink 172.27.48.2 255.255.255.254 standby 172.27.48.3
interface gigabitethernet 0/4
no shutdown
failover group 1
primary
preempt
failover group 2
secondary
preempt
context admin
join-failover-group 1
failover ipsec pre-shared-key a3rynsun
failover

A ER/ERBIEREBE EHENR
FEAR B e g b A A BN B bR A BRI o S DA ) e T BX B iy R S BRI . AE BB
R SO B AOR B R B B e, PO TR E— K AE 22552 failover lan unit dy4, %2 ]
RGBS LB, R B
FHia Z |l
o MR A BRI 221 seiiaUR 2 stk
* WA DHCP BCE TAEM#E L ROk o n s % .
o TN IR B RR A BEC B nameif .
* FERGPAT A SERATEF o ZMAZHE SO R AT 20, i A changeto system iy

%,
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| BidrEEBTmE RN

mEmrieinsy

%A EE T M I fr 4, failover lanunitprimary fir&-F4b. m8#, AT LAEH failover
lan unit secondary #ir &0 iZ a4, HXIFAELT, KA secondary RERINKE . AT EHAN
failover group 1 join-failover-group fiy%, KA IX ey 4o BB 5. 1S 000 32 /32 H ik
Ml E w529 it

il

ciscoasa(config) # failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2
ciscoasa(config) # interface gigabitethernet 0/3

no shutdown

ciscoasa(config)# failover link statelink gigabitethernet0/4

INFO: Non-failover interface config is cleared on GigabitEthernet0/4 and its sub-interfaces
ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa (config)# interface gigabitethernet 0/4

no shutdown

ciscoasa(config) # failover ipsec pre-shared-key a3rynsun

ciscoasa(config)# failover

W S IO A E i P Ja, R E B ORAE 2 N A7
ciscoasa(config)# write memory

IR E, TIORAT SR MR R A 2 AR B B AR T B ARG

failover active group 2

Ao & AL R4 2 5 &

T LA 2 5 SRR e B

e E MR B FGMEMRE

RIS LEARTT P E ST L SN RE, 155 MBS, 524 11, X TR/
FRIE, T AR B A R R B A R 2 B AT
FrIEZ Bl
c EZ G HIUT, AR R TS ) i B I S E .
o RN T ARASA TR 45 O B ) i AN (BFD), 1852 [ LA T B il
* fY B Firepower 9300 1 4100.
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AR/
o AUPR K HI L

B SO R 8 DR DR AR N )«

failover polltime [unit] [msec] poll_time [holdtime [msec] time]

T

ciscoasa(config)# failover polltime unit msec 200 holdtime msec 800

polltime YE A1 1 i 15 Fh2 8], B 200 A1 999 Z b2 i), holdtime yuFE /T 1 £ 45 F» 2 [8] 8k
800 £ 999 = FbZ [i] o iy N FFILRAF I IFEL AN BB /N T 2 SR (] 1) 3 fi5 o BEE (AR IS ], ASA
AT R BS80S e B o (EJE, 24 ARG IS 3 E I, SRR AN 2 S BUR D B D14

TR B A FE — N ) S U P AR 3 W A R A (e U e, DU S sk I T R4 T LA g
WERAEARFE IR, TR RIR B A5 B 2 M Y, 120 g S A0 R A 2 s, SR s e 46 0 3
e, WA ST, MO E &S
EER/FEMEKT, B ARG REIGER, HAGE AR E 4w S IR,
AW AABATIR G E L & BFD.
A 3 8 4% Tl 20/ CPU AT B 3-SR . BFD 7 MR, JTBLRG CPU A3
My HIZAT
a) T XEEH T MR IEATIROUR I ¥ BFD B4R :

bfd-template single-hop template_name

bfd interval min-tx millisecondsmin-rx milliseconds multiplier multiplier_value

i

ciscoasa(config)# bfd template single-hop failover-temp
ciscoasa (config-bfd) # bfd interval min-tx 50 min-rx 50 multiplier 3

min-tx $§ & BFD ¥4 §I 58 0 4l 51k 2 5 8 0 SRR . Y[l T 50 21 999 =P 2 [,

min-rx $i5 5 TSk [ W R 6 S8R (1) BFD #5150 (i % . ST 50 ) 999 Z=fp
Z 18], multiplier 4552 45 BFD 5 W6 SRR AN ] FH 2 i Db 20U ik oK H 12 Wb e A 5 45 AR (1) 3% 452 BFD
FEBE . YR 3 F) 50.

BEA, 3R] DAk B ASRR C L [0 SR B O B0 s 1 2 [ 61 e BFD AR .
b) hizfTARIL kA ] BFD:
failover health-check bfd template_name

5

B EsuEEsInETRY


asa-923-general-config_chapter31.pdf#nameddest=unique_385

Sk

g

B EREBEI S A

mEussstnEmcE |

ciscoasa(config)# failover health-check bfd failover-temp

S ACHE  BE IR 2R HE I (] «

failover polltimelink-state msec poll_time

TP

ciscoasa(config)# failover polltime link-state msec 300

YU 300 2 799 . ERINEOL T, SRS TP AR ASA BERE 500 R0 — R O e
BOIRAS . ST L H g RIS a] s ltun, G SR 48 v i TR) 5 R 300 R0, ) ASA B DL EE B i A
B e b R Wb e 7

TR AEIRT, Tk RGBS RE b REAS MO B 2 5 e o
BB PR P B 2 UG R R
failover replication rate conns

-

ciscoasa(config)# failover replication rate 20000

SN ORI R TR RS . BRME Y ORI R . /BT, e DY R I
By RSB BN W RS 21 B I

AR A 4 B2 G 5 b B A T AT AT P B B L Dy e

failover standby config-lock

BOATEOLT, Avr& S/ s FIHTICE, HRESER KA EHEE.

R/ REEAD 5w B8 e SO s A% 4

{| } failover groupl 2

i

ciscoasa(config)# failover group 1
ciscoasa (config-fover-group) #

J& F HTTP R -
o RT3 A AR K
failover replication http
o 0T A /A AR
replication http

EAFERSEEERTES HTTP &, BHZE/AHHTTP &4 FAE U8 HATTPR&E H.
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TR
P 1A FH B e A I A2 F ¥ 4% mh IR HT TP Eidls i 22> /£ 4EIR , It LA show conn count %t 75 3= H]
B & B BT R WoR AR O ECR ;. WRAER LR B F T R &, WS/EMN G s L&
SIAH A £ i
WIS BCE LR W I () R A A A
o T3 /A AR
failover interface-policy num [%]

2R

ciscoasa (config)# failover interface-policy 20%

X3 /A R
interface-policy hum [%]

IR

ciscoasa (config-fover-group) # interface-policy 20%

BRONEOLE, —/ME DS RES R  .
TEFREHE D R E SR N, num 5001 1 31 1025 2 0]
EFR BB LT 3 LU, num 2800 /1 1 2] 100 Z (7]
IR SR LRI ]
o RT3 /A AR
failover polltimeinterface [msec] polltime [holdtime time]

R

ciscoasa(config)# failover polltime interface msec 500 holdtime 5

X3 /A R
polltime interface [msec] polltime [holdtimetime]

R

ciscoasa(config-fover-group) # polltime interface msec 500 holdtime 5

* polltime- 1 B [ o) S5 (AR AT MU Kl 0 2 TRV RO A I T o A& U0 I TR A 28 A T 1 B 1S b2 [
WAL I AT 1) msec SCHE T, WIATRES T 500 1) 999 2R 2 (A BRIME A 5 7.
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* holdtimetime- 1% & M 2544 8 45 i Jo 3 1 Hel lodi 85 T 4642 R URf <& 42 S A IR 2 TR
IR CAEMTEEDD) o eI RN VAR [ RF S ) 8] 152 E W holdtime / 16, A RUETEHN 5 &
75 Fb o BRANECANES I A 565 o BN DR BRI A ANS 50 T & RS W TR ) 5 A%

BT A VR AT i) Cy) T BT B A

1. x= Choldtime/polltime) /2, DY& T ANEET 3L, (4 Flm ST 0.5 Ml |
s hANe D

2. y=x*polltime
foltan, G SRAT HTER O ORKR IS [RI25 RIS IS (B] 5, Wy = 15%5.
W0 JCE L MAC Hihil:
o RT3 A AR
failover mac address phy if active_mac standby _mac

IR

ciscoasa (config)# failover mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

32 H/ A R
mac address phy_if active_mac standby_mac

ZNVE

ciscoasa (config-fover-group) # mac address gigabitethernet0/2 00a0.c969.87¢c8 00a0.c918.95d8

phy_if ZHEH B4R, Hilt, gigabitethernet0/1,

active_mac 1 standby_mac Z40¢ H.H.H #3U1 MAC Hutik, LA H & 16 f7- oSkl g . i,
MAC Hbdil 00-0C-F1-42-4C-DE ¥ 75 24 A\ 000C.F142.4CDE.

active_mac Hulik 542 L 1975 2) 1P HuhbAHSCHE, 1y standby_mac 542 F1119 46 H 1P Huhb AR SCHE .

st ] U] A i 4 8RO7 VR OB MAC Sk, (HZ ST SO — k. A 2 Forik
BCE MAC Huhil, Pri ) MAC Ml G TV 2 AR, AT RESS AN AT LI .

i F show interface iy 4 Al &7~ I ) MAC Huhik.

BTN UREA/FARED b Al S e 72 4 2 pb D .
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e & 5 O 254w

BRONEOUT, fEFTE YRR O s RS, 80 6T Firepower 1010, LA Cisco Secure Firewall
1210/1220, W47 VLAN $11. Firepower 1010 i1 Cisco Secure Firewall 1210/1220 A& #3116
AT O .

T ey EHFERIER PR 2R (M4 11, DL e Wi R e 1 SR
2 i DAE G IR 1025 MEH (B2 SBEUT IR R .

FHIaZ Al
FEZ MU, TEAERE N SR BCER O .

JE P B 4 A2 A TR 4«

[no] monitor-interface {if_name}

TP

ciscoasa(config) # monitor-interface inside
ciscoasa(config)# no monitor-interface engl

BcEIFXSFRER AR € 3 (ER/ERRDD

FEE R/ SR e RS NI AT I, e T RE W B TN A e A AR R K — MR [P . il Tl
FHZEE ) ASA BATIZAE W IMEMDERGE R, 28RO EF . BRI R B 4 i)
PG ASA JERZLBIAFFEIZE 1, JF H R IERAE ] NAT bk, i kA E5T.

fany LI A VFARXFR % o B ok B R R L . Ak, TR ERG RS ASA B ARRIE 14 i
F[F]—/~ ASR4L. B, W& ASA AR DEE BN Z, (HAMTE: ERR AR ISP, {8
T b, BRI SSAMNTEE O/ Bigy ASR 41 1; Eﬁ%&%ﬁ = A AN O 2 e s AH TR
ASR A1 1. M A DB B A s G B s, el Fa b &S s+
P —H &GS ko, B ASR 41 1. m%aﬁ&ﬂ@mﬁ Bt s L. g
FREBIVCHCI, 2347 DR R4 -

© WA AR AR AR, O 2 JRACR I B AN A SRS, Bl A B 5
. R IRAL TS ARG, BLEDE [ R AT 4R 4k,

o WA AR K B AR B EIRANEEE T, 5 2 ARG AN R SRS, Hdits
WCFE AR -
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AR MIIREASE BRI FRER s S 2R B T s B A B IE A

B SR AR AR IR s
& 6: ASR {31

ISP A "IS.F’ é
% =
s, ==

192.168.1.1} >\ 192.168.2.2
1Ll 19216821 192.168.1.2 =<

™ e
SecAppA ﬂl‘ia
1 Sy Failover/State link
. .
-
-

=== = Outbound Traffic 1§ g
Return Traffic " YInside A

_ netwo rk

1. SR 3 SecAppA 55l ASA. %4 1HIE 10 outsideISP-A (192.168.1.1).

2. HT B ECE T ARRTRR S R [H]R B2 Al 3 SecAppA i 5tiliik ASA RN
outsideISP-B (192.168.2.2) 141,

3. HITHAHEN 192.168.2.2 EMHERNSIEE L, RENGERT SR (2, O E
4 ASR AL T [A)—3k oy Bk AERCE Y AIFI Y ASR 41 1D [T HoAth 2 11 B iz«

4, 2ififE BATEH: O outsideISP-A (192.168.1.2) [k 3], %% O 7EMH SecAppB 1% St HI ¥ % LA T
H PR . RS 25 215 BN SecAppA E il %] SecAppB.

5 2 EHCLAMHEN 192.168.1.1 (NfE R ES, WESWE M, Wil 192.168.1.2, 7Ei%
O L, WEMESEN RS LIRIER D (SecAppA L1 192.168.1.1) R[], A E &
E5. MR ST EME:, HAISES R,

FHia Z |l
o ARAEWORILRS - K 5 RSB 21 14 1 BB PR B, ARIE4S & I e B 4 .

BiasEgsrnsTAt ]




BB nETAE |
B =sansnsresss ERERED

* | HTTP - HTTP &8RS BEASLE S & RSB A, WA FET&EHED L. AT
i ASA RN T 07 % B AE X FRES B (1 HTTP $de e, 3735 HTTP IR S5 E.

* AR A A B B B BRI S, AT AR

© IIEAE— MG RIS LS ASR AR R X A RAE NS 5P RCE — X, AR S n
#ABEIR T ASR 41,

UK

TR AETR& L, R EAVER FRER s g b
interface phy_if

T

primary/admin (config)# interface gigabitethernet 0/0

i
g
N

BEE B ASR A5 -
asr-group num

T

primary/admin (config-ifc)# asr-group 1

num B ZETEE 2 1 2] 32,

P 3 it B, FRE B AV IR A 2R 1
interface phy_if

T

secondary/ctx1l (config)# interface gigabitethernet 0/1

SE4 FEREOMN ASR 4475, LIVLHE E k4D
asr-group num

Tl

secondary/ctxl (config-ifc) # asr-group 1
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BRAHAUTEE (WEMN SRR o ETEidh SecAppA B2 Hbm e 7%
X E R
FRHFRGE

interface GigabitEthernet0/1
description LAN/STATE Failover Interface
interface GigabitEthernet0/2
no shutdown
interface GigabitEthernet0/3
no shutdown
interface GigabitEthernet0/4
no shutdown
interface GigabitEthernet0/5
no shutdown
failover
failover lan unit primary
failover lan interface folink GigabitEthernet0/1
failover link folink
failover interface ip folink 10.0.4.1 255.255.255.0 standby 10.0.4.11
failover group 1
primary
failover group 2
secondary
admin-context SecAppA
context admin
allocate-interface GigabitEthernet0/2
allocate-interface GigabitEthernet0/3
config-url flash:/admin.cfg
join-failover-group 1
context SecAppB
allocate-interface GigabitEthernet0/4
allocate-interface GigabitEthernet0/5
config-url flash:/ctxl.cfg
join-failover-group 2

SecAppA 1 StHLE

interface GigabitEthernet0/2
nameif outsideISP-A
security-level O
ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
asr-group 1
interface GigabitEthernet0/3
nameif inside
security-level 100
ip address 10.1.0.1 255.255.255.0 standby 10.1.0.11
monitor-interface outside

SecAppB 1 5L &

interface GigabitEthernet0/4
nameif outsideISP-B
security-level O
ip address 192.168.2.2 255.255.255.0 standby 192.168.2.1
asr-group 1
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interface GigabitEthernet0/5
nameif inside
security-level 100
ip address 10.2.20.1 255.255.255.0 standby 10.2.20.11

B

ASHRI S A REAE T B A2 I ey BRSO e A B 358 Qo B e e e A 18 5 DAL el s i) A —
BRI 2 W

om | MU P 4E 7%

TR ER 25 A O B e, AT EL R

FHiaZ |l
LA FBEUN, W RGHRAT ] P HAT AR

UK

TR AER A LRI, W DRSO RS o 2 T B R O T e

W E group group_id, TIFEFEE 3 H/ 3 RO AL A0 2% FH e as AN IE A & 0, Ko bilidi AT
TR GRS o % P38 4 BOR R s A ) 1 T 4%

o XA s B 3 A AR
failover active

o 0T s L AT/ A AR
failover active [group group_id]

ZNE

standby# failover active group 1

TR 2 AL EH Ve B, w] USROS o 32 B3R Ok %% B o

9455 group group_id, FEFRE ML RS AL A BRI, ey R s I T R S .
T FH W 5B A W RS AL 1 6 1584

o XPF R e L 3 /g A
no failover active

o 0T E R B R/ AR
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no failover active [group group _id]

ZNE

active# no failover active group 1

DHMREYER

fE— B GBS EAMREERS, Ko RS W R L S PR, BRI ER k.
X B bR S, SR AL AL T B HPIRAS et EORSF ERPIRGS, g eI
B IEW B
AN RE N, TS LU R RFAE -

o B/ R R T, DU & B A TR i XA B APRED

o A AR AL I AT 1P Mk, BV e AN FRode e 30 1 B8/ Sl 2 e

o B VAN SHARSEATIT WORE AL BRI b 3 o 0 SRAE T e/ S5 L F e P b e A%,
e P BE A/ St AR OB [ 20 He A e 5 PR30 46 TR

« NEAER Bt LT3R IR R FLT s TR S e fililbedets » 28 44 00, WIREAER
F e bR IO Rs , K 1] BES WiAS TPv6 il K] MAC Huhikph 5.

© LRUER AR, TSR R N B R A B R S, AR5 EB N aK .

FHIa Z |l
TEZ W SBEUN, R REPAT B h HAT AT T

UK

g A B R 7

no failover

PR 2 Lu R, ORI B T R N &k
write memory
reload

1 & H PR IR
AR SRR, T DL R
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R
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BB nETAE |

FHia Z |l
FEZ BT, EERSEHITZ AT AR o

e o e A K B A TG B AR A -
o RT3 /A AR
failover reset
o 1 A A3 AR
failover reset [group group _id]

zN R

ciscoasa(config)# failover reset group 1

Rl bms e g I L RITERREs, A BE RO T B RSB RIS HPRES, |
PRy Rl AR AR B APIRAS . BISMEILRE, BOE TR0 S iR 4l (L
TR o RSB A it T B APRE HRCE T4, JF HER e Bk Bk A
BEFK, AR A2 4R 3 E TR

o5 %€ group group_id, BTSSR kAR WO R T A/ 5 MOSE ERS 41K 2 B G R IR A

ICE /A LA W 7 20 00 o B e #e, T HAT LR D ER:
a) fE System H', HIKIEFE Monitoring > Failover > Failover Group #, i # & By il () i b e 7%
MG -
b) rithi Reset Failover .

EHRITEE

WARAE I B B write standby fiv %, # B REH BRIGEATICE O 5 BB
Wb i 2 RSN  JFH, TR 2 g B B RO 246 T et o

T2 sa, YIEERGEPAT P writestandby fr 2B, R EHIPTA NS R
ST write standby 4, %y R & R S E .

Sl A TR T

WX B EEE T e

TR DI RE, AT R

B EsuEEsInETRY



| BidrEEBTmE RN

T MBI BR LAEE ] FTP () SRAEA IR OB BN ) A& S0, A i 3y

Lk .
P2 TR EMA LIRS, s AT i % -
T/ R
ciscoasa(config)# no failover active
TR

ciscoasa(config)# no failover active group group_id

PR3 A FTP AEAHFE P & BHLZ AL 5 — 3.

A MR, 155 show failover iy & £ MU AL IRAS

SRS SEpa, AT UERN T e ER AN LR ArS, AR e MR B HPIRES -
T/ R
ciscoasa(config)# no failover active
ESVEESVEEL S
ciscoasa(config)# failover active group group_id
TR
ASA FEISCHIN, 4 T TIOR3 DR R B . 2R ASA A I 13 115G T,
SOLRVHEAT WO RS, AN A DR RN ) o X2 ASA KL FRIRASHL N OK I, 6 H ORI T 4
AH, A ASA FEAR MR ARSI I B A0 . BB LU ORFFIN ), 335 QP A #elL 1) VLAN, LA
BEL L o] 45 A S 240 1M PR e L s £ o

TERE AT AT SEVFRORE AL i AT 4N A i 2 1% B R 1w e e 7 00 454

HH 0 2 o M T FH Ve st 5 A2 o 38 4 e sl 5, I AR OGSk & 0%, #5R] LS
failover exec T &L LA HIANCE 1 4. B, REG xR, nTLEH] failover exec
active fiy4 [n) T FH A AOR L E S . IR B Jm 2 S B e . ANZATTH] failover exec fir
A 1) % FH B B S ROE O A s IR L0 S AN S B S B E e, T HL P RGBS 2% FRdEAT
A4

configuration. exec Fl show 4 (K% H W7 24 T &em e if v, BT L AT LUt failover exec fir 4
TEXT A B show i & JFAE T 2o P A G 45 .
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Bl SER

BB nETAE |

B ZTHIAT LB AEA BB 2 EPAT iy IR R REAEXT S5 BE 2 EIAT 2o

WA T2 55T, 354 changeto contextname fir 4> B8 B B & 015 5. TEVEAd ] failover
exec iy 2 1E R i 7 0 S A4 1 T i 5
{EHCL R4, B2 A 245 58 1 i 4 75 % 7% -

ciscoasa(config)# failover exec {active | mate| standby}

i /] active 5 standby JCH#E 7] T E Ay SEFR B we s BT, BIEEZ &0 Mg . ] mate %
A I R e e d R s AR L NI BT K i

SEAT A A S A S SCYITS TN . 20l show failover exec iy 42K 2R AT 1%
AR, FTEAE R, WS 7-53 1 “Hlm At o

failover exec fir & & fRFFIAL T8 El’]%iﬁ'ﬁ'% A A A AR ACRE . BOATEOLT, failover exec
MATESR B WA R RIS ER N A 3h. al LUE ] failover execfir 4 R IEE M4 (4 interface
WA RERZa A [ fallover exec SR A, SRR A S M.

B, G SO S B IR R 6 1 R W & 0 A R B, AR5 H] failover execactive v &)t
Pl ORCE R, Aot R T A RlCE RS, (HAE ] failover exec i A\ )i & 76 32 i
W N

DL R 7R 2 7s T i 2 i AR failover exec iy 2Bl 2R . fEMR#Irh, 481 G0k 3
#% b1 failover exec £ 5 0k GigabitEthernet0/1 4% L {32 LG E R, 2 )5, {41 failover exec
active K N [F BT fir 2 72> K% 232 1 GigabitEthernet0/1 782 A FC B AR, AR5, &R
failover exec active 1% 4% 1400 1P Mk, HBARIE/RK A T2 )RE ERI, failover exec active fi
BV T o o e A T i

ciscoasa (config)# failover exec active interface GigabitEthernet0/1
ciscoasa(config)# failover exec active ip address 192.168.1.1 255.255.255.0 standby
192.168.1.2

ciscoasa(config) # router rip

ciscoasa (config-router) #

T B 2 T 20 1 i B AN 2 540 failover exec T A I M. il dn, o A A K
%L&?T}%D@aaﬁt I HAEK S 2 failover exec fir 55, AR ir & K74 R C B A U R AT
AR H WA SR R T4 AL EA S, 1748 H failover execactive it A I i 2K K1k 2 47
%B@Eﬁﬂaﬁhﬁ’]&%ﬂa%&@ﬁa&fmo

ciscoasa(config-if)# failover exec active router ospf 100
ciscoasa (config-if)#
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ZEIEEWM

wexasn |

i show failover exec fir % il Eonfi @ W& LIar A4, i failover exec fiv & &K I& iy 276 1%
WP HAT . show failover exec iy 24452 5 failover exec fir 3 AHIF [ CHE 7. active. mate 5§
standby. FRZURF AR ERRE & % 1) failover exec BT,

Blhn, DL N2 e # HI % B 5 (1) show failover exec fir & 75 4t -

ciscoasa(config) # failover exec active interface GigabitEthernet0/1
ciscoasa(config)# sh failover exec active
Active unit Failover EXEC is at interface sub-command mode

ciscoasa(config)# sh failover exec standby
Standby unit Failover EXEC is at config mode

ciscoasa(config)# sh failover exec mate
Active unit Failover EXEC is at interface sub-command mode

failover exec fiir & fif AL Fie e 1 A i) 0 28 80 96 A a2 iy 2 T R MONT 25 e 48 PR i AT AT o S NEAE
e R B LR T nEs DA 1k gy Wiy sl (A it

A SATRIBR

VSR BT iac ol P ] DI ST
© WARAE I FASHUTTHREFTL Bk, MATHES G 8%, WG R IEAEetT 1R EL

TS+ failover exec v 4.
o A e A S B T emd_string 28R K i AN AT .

s FEZAE SRR, BRI AF B LI A S E 2. ERR A SORBIAFING 5, L AHE
PSR R v % LU0 55

s Rg# Ll N ird 5 failover exec fir A& 14 -
* changeto
* debug (undebug)
o VAL T HORDIRAS IS, G Bt R IR 2% R s 5 T, Ui 50 %475 1) LA failover exec
a2 E A N AR A 2 BT R

* INAefEH failover exec iy 415 MU HE AL X 4E R _E NIRRT EXEC #0314 e i B A . 4]
n, TR A AL TR EXEC BEUR, I L& failover exec mate configure
terminalfailover exec mate configureterminal, )l show failover exec mate i HiKf 2R b % %
PAT AT T4 R B . (HAE T failover exec W45 4R ¥ 4 AN BC & fir B kM, HLF)
TSAE AT e ENIEE A SR B A 1

* INBEF recursive failover exec 72>, %1 failover exec mate failover exec mate 4.

o BT N B A K iy A 0 Z0UE T noconfirm BT, BN, FEEFTINEZIKAE, R

failover exec mate reload noconfirm
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BirarEgsInaTAYE |
B ssumes

T RS

PEF s F T s i S e IR A

S HZHR
RAHIRHASIT, Pi6 ASA HARERLIN L.
HEEBRARFHEER

ASA TEARSE A 2 KR SSRGS HENE, F9 2 Kam—Fh caiEmn. HEEIX
ey L, TES ARG HEHEESRR . 5RO B ID YERDE: 101xxx. 102xxx. 103xxX-
104xxx+

105xxx+ 210xxx. 311xxx. 709xxx Fl 727xxx. I, 105032 F1 105043 357~ 4555 5 %
AFAE 0]

)

AR MBEE BN, ASA O, RS, MmAs s H AR 411001 F1411002, X
LIEFEIES).
WP ZIARIER
FEAFRNE, 15HA debug fover 4. HXREZHER, BEEWML5%.
A
ERE

H1 T e E CPU BERE R M FE K i L SE 2, e RES ORI R AR G RE . i, WAXAER R g
M%ﬁﬁﬂ@ﬁ%ﬁ%%ﬂﬂmﬂﬁﬁ%ﬁ%%ﬁLﬁ*ﬁmdmwmwrAA

SNMP 5 [& 5% 7% Fe B

BRI RE S () SNMP 245 H G BaRE, 15K SNMP A HEEC Bk 1% SNMP BB 21 SNMP 55 53k |
TEXRGHETH, HEBERARSHE MIB /L4E3] SNMP & i,

T PR AR IR

LR HRRGS, AL NI — A

ﬂljé'\

* show failover
IR KB B ARSI .
* show failover group

BN KBRS A B A RS 5 R

o RIE BT showfailover fir 4 B f5E &,
AL B2 TR E 4.
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» show monitor-interface

BRI

BEAE TR RIER

PR O AE B
* show running-config failover

BRIBA T E PR R i 2

uessnneies ]

Ihae &R R AR RS

T /2% R 7% 7.0(1) FINT I IhfE

TR/ H s 7% 7.0(1) SINT HIhe

W A % B A SRR AT TN A 7.0(4) PRAE T AFR € 7S BE e T W 4 A% B e n %
Bk T L R4 failover key hex.

SCRF MBS WA I % 8.3(1) W e % A A S 8, i T s AT i
%DF@J@E%*E’J%?I@H R AEAEAN ] ASA 2 (A 54l
e (fani@id moresystem:running-config %)

AT DSy A2 RO W s g 3L 585 5

bk =3
failover key 7r show running-config %t 1 7 oy *xex,
XA Pk S
Bk 7L N4 : failover key [0]8].

WSIN T W R I IPve SCHF. 8.2(2) B T LA R4 failover interfaceip. show failover .
ipv6 address Fll show monitor-interface.

18 “IRI” i R, B Ok MOk R R 41z | 9.0(1) BBV A T o “RIEE” JR 8, DMEM RS A

E =Pl it7 preempt Ay 2 RIA 7R ik ¥ AR EHPIRES . HIL D)
REIL S, DA PR e A% A AR EE R Bh ) B — B e
AR R RS

SCHF IPsec LAN | LAN ¥l I 2 ik s A 9.1(2) PUAE T LUK TPSec LAN Bl LAN Fiis FH i fis 6 85 FR A

RSB IETE .

%i?EE%JJlJ £

nnv)

s AN HBEEE RS B YT A7 N (failover

ERE
Wb AR LAN 3] LAN PRl A iE A IPSec (HiAth VPN)
ik

SINBEM T L R4 failover ipsec pre-shared-key.
show vpn-sessiondb.
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BirarEgsInaTAYE |

INEEAFR TE:N gEER
AR AR RIS A TR 9.3(1) TRIATE LT, ASA 255 #5 ASA FirePOWER Fibe &% 0 2235
T B PSR o T SR A AN 75 S o A e o o fok A ke
RiFEAS, AT DAZE AR IS 3
BT LA fin4: monitor-interface service-module
B W e A A S5 v 11 6 P % i R S B 9:3(2) AR AT DU 8 e & CEF/#& TR 5675 ) Bl F v 3
(=R CER/ER M) FRORE ES, Fik, BT IERW
FCE R 2 A, W ICIEAE S w85 AR T e,
SINT LA Fir4: failover standby config-lock
1E ASA 5506H I3 A3 1/1 432 R g pi i |1 9.5(1) DRAE 18 HLREAE ASA 5506H FoKe A7 HE 1/1 42 e & A W
T i FEukis . SbIRE RVFIEAE e 88 I8 BT LA A S 2K
Pedein. ViR WA T HbIhRE, (AR ASA
Firepower fRER,  [AA'e BESR A BE 1/1 82 LAE by W L 2
B,
BT LU R fir4: failover lan interface. failover link
HLAE S RERE M s R I ASA £ Iz S 19.5(2) St T35 78 B e BUOREUBE PAT, 87T Lo &E & E L4 e 1
T2 NAT e, I T NAT — KB — N D 4 2% RFC
6888) o MLIESZREAE MR FFEFI ASA ZEFF RS 4 FH itk
Difig
BT LR A4 show local-host
SR T AP 2 /46 s 7 B A Secure Client | 9-6(2) MIBAEE RSN A Secure Client I, 4 CERIBhAS
HEATENA ACL [7)25 I ] ACL (dACL) []25 2] £ H 5 - I R IAE 48 kd . LAY,
X1 K dACL, [P I ) AT BE /T 22 L/, ek fa),
B A S —HI TR MA S o] 14140
KRG EATAT a4
ZIE BN Secure Client &R A IR A = |9.6(2) WAL, 215580 F Secure Client %3 37 Fr A IR A T i
HF %
RAEBATAT a7 2
TUAE, ] R i B e DA ORI e 19.7(1) BRONIEOUT, Wb R 6 A4~ ASA #2BERE 500 =

) LR BRAS 003k P

PR I EERR A . BUAE, BT LLAE 300 =270
AN 799 Z b2 (MR EAWIRIRG B, W SRR A I [a) i
B 300220, ASA MY LASE PRI I 11 e A A i
BEEERS .

SINT LU R4 failover polltimelink-state
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TIREAFR

R

DIgEfE R

Firepower 9300 1 4100 = 3 F5 A FH XU ) 7 K A6
I (BFD) JEAT T2 /45 I B A8 1 A IR O M 4%

9.7(1)

& n] LLEF X Firepower 9300 A1 4100 |- 32 /4% FHXT# 5 %
7 Z ) B AL A2 A TR DU 2 3 AU % KAl (BFD) o
¥ BFD T84T IR UK 25 Eb BRI g At 7 25 58 ] 4,
I H CPU FHHE /b

FINT UL Ffir4: failover health-check bfd

it R E2 2 STSIN

9.15 (D

AL IR 418 IPve DAD I, R AEHIBE RIS, B
(K P BE A2 550 3000 224D, S5 A # T BEAG 58 UM 24 AT
FIF R PIRZS . R, BB T LOTas ki
o ZORRUILSRIEIR, BT DR RRI R, B
FE3& Bt et 2 B TR AR i

B AMER 64 failover wait-disable

P B ) 2 DA Ty e AT S BB A e ] AR

9.18(1)

B (RN A Ty R dok A 6 e OB A SR L A I N 1 2% T

TSRS . R RS AR & B
GIEUTES, DI B #oks ki e 4 e & )5 I F B A
HA. BLIhfgn] scbl 5By HA 645, JF4afa di4m a5 1 T
R

DB U AR

9.20(1)

75 ASA 1y ] R (R R~ 1 5 N T BRI LA .
/LB AT ) 338 G o T P i U R 2E B CPU
T AT T A A R R I A B R 17 DL
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