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ciscoasa(config)# failover cloud unit primary
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failover cloud port control port-number
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ciscoasa(config)# failover cloud port control 4444
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failover polltime poll_time [holdtime time]
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ciscoasa(config) # failover polltime 10 holdtime 30
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failover cloud port probe port-number
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ciscoasa (config)# failover cloud port probe 4443
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failover cloud port probe port-number interface if-name

i

ciscoasa(config)# failover cloud port probe 4443 interface inside
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routeif-name dest_ip mask gateway _ip [distance]

il

ciscoasa(config)# route outside 168.63.129.16 255.255.255.255 10.22.0.1 1
ciscoasa(config)# route inside 168.63.129.16 255.255.255.255 10.22.1.1 2
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failover cloud subscription-id subscription-id

i

(config) # failover cloud subscription-id ab2fe6éb2-c2bd-44

1B Azure B IR T2 Azure T ID, B0, 24 2wl FIME T P RECEEAE Py Stk o o ) 2 2 T A I
BC & Azure IRk 55 BARKIFEIESS B

failover cloud authentication {application-id | directory-id | key}

BAEWME AL A 0 T L Azure B EHER, B THEI Azure FERBBEHEIRI VT M %40, A BEV5 A 3R .
REnT LME ] IDS H 5% 1D BAS 4 il i o] FH X 1) Azure A4S 32 IR 35 B R SR X U 1) 259

BL'E Azure 55 AR R ] ID:

failover cloud authentication application-id appl-id

i

(config) # failover cloud authentication application-id dfa92ce2-fead4-67b3-ad2a-6931704e4201

B Azure FERE B SR UT ) AR, FREMN ID.
it & Azure RS FE4H) H 3% ID:

failover cloud authentication directory-id dir-id

T

(config) # failover cloud authentication directory-id 227b0f8f-684d-48fa-9803-c08138b77ae9
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failover cloud authentication key secret-key [encrypt]

IR

(config) # failover cloud authentication key 5yOhH593dtD/08gzAlWgulrkWz5dH02d2STk3LDbI4c=
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failover cloud route-table table-name [subscription-id sub-id]

IR

ciscoasa(config)# failover cloud route-table inside-rt

CHIE) ZEHUF 2 A Azure 1T HIPHLE SLAO# T, 744 subscription-id 244

i

ciscoasa(config)# failover cloud route-table inside-rt subscription-id cd5fe6éb4-d2ed-45
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route-table iy 42 511 subscription-id 404 4 % i A5 A R 2 11 Azure 1T H] 1D, WA ET A
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MEEIN route-table iy 21, ASA Virtual 525 1) 31| cfg-fover-cloud-rt #i5X.
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rg resource-group

T

ciscoasa (cfg-fover-cloud-rt) # rg east-rg
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route name route-name prefix address-prefix nexthop ip-address

i

ciscoasa(cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4

HohERTZRIC Sl TP HhE AT . BRI () MBS . 1l 192.120.0.0/16.

T
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ciscoasa(config)# failover cloud route-table inside-rt
ciscoasa(cfg-fover-cloud-rt) # rg east-rg
ciscoasa(cfg-fover-cloud-rt) # route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4

ciscoasa(config)# failover cloud route-table outside-rt
ciscoasa(cfg-fover-cloud-rt) # rg east-rg
ciscoasa(cfg-fover-cloud-rt)# route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4
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ciscoasa(config)# failover
WIR 2 N R GRCE CRAT B AT

ciscoasa(config)# write memory

Gt
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ciscoasa(config) # failover cloud unit primary
ciscoasa(config)# failover cloud peer ip 10.4.3.4

ciscoasa (config) # failover cloud authentication application-id dfa92ce2-fea4-67b3-ad2a-693170
ciscoasa(config)# failover cloud authentication directory-id 227b0f8f-684d-48£fa-9803-c08138
ciscoasa (config)# failover cloud authentication key 5yOhH593dtD/08gzAWguH02d2STk3LDbI4c=
ciscoasa(config) # failover cloud authentication subscription-id ab2fe6b2-c2bd-44
ciscoasa(config)# failover cloud route-table inside-rt

ciscoasa (cfg-fover-cloud-rt) # rg east-rg

ciscoasa(cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4
ciscoasa(config)# failover cloud route-table outside-rt

ciscoasa (cfg-fover-cloud-rt) # rg east-rg

ciscoasa(cfg-fover-cloud-rt)# route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4

ciscoasa(config) # failover
ciscoasa(config) # write memory
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ciscoasa(config)# failover
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ciscoasa(config)# write memory

Gt
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ciscoasa(config) # failover cloud unit secondary
ciscoasa(config) # failover cloud peer ip 10.4.3.5

ciscoasa (config) # failover cloud authentication application-id dfa92ce2-fea4-67b3-ad2a-693170
ciscoasa(config)# failover cloud authentication directory-id 227b0£8f-684d-48fa-9803-c08138
ciscoasa (config)# failover cloud authentication key 5yOhH593dtD/08gzAWguH02d2STk3LDbI4c=
ciscoasa(config)# failover cloud authentication subscription-id ab2fe6éb2-c2bd-44

ciscoasa(config)# failover cloud route-table inside-rt
ciscoasa(cfg-fover-cloud-rt) # rg east-rg
ciscoasa (cfg-fover-cloud-rt) # route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4

ciscoasa(config)# failover cloud route-table outside-rt
ciscoasa(cfg-fover-cloud-rt) # rg east-rg
ciscoasa(cfg-fover-cloud-rt) # route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4

ciscoasa(config) # failover
ciscoasa(config) # write memory
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failover active
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ciscoasa# failover active
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no failover active
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ciscoasa# no failover active
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failover cloud update routes
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ciscoasa# failover cloud update routes
Beginning route-table updates
Routes changed

tear S AAEAL T A M ASA Virtual B WURERIIERI, dr MR /L route changes
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test failover cloud authentication

Rf51:

ciscoasa(config)# test failover cloud authentication

Checking authentication to cloud provider
Authentication Succeeded

ﬁﬂﬁ%f%ﬁ%%%ﬁEﬁiﬂi, éﬁ%%ﬁﬁﬂ“j%}% Authentication Failedo

AR IEAARCE H 5% 1D 8N 1D, Azure B GVE TN REST i# 3K i ik (B, ASKECE G 56k 4
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Error Connection - Unexpected status in response to access token request: Bad Request

4R H =% ID SN HT ID GEAf, (HARIEFRCE S M IRIESE Y], Azure B AL T AR S IR UES R
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Error Connection - Unexpected status in response to access token request: Unauthorized
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* show failover
TR KB IR SR B ORI E IC B SR R BRI E. .
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* show failover history
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\)

AR MR N, ASA FZRIZRIEICHIL D, PRSI, WMAERREHEHE. XL ERIES.

PAR S AE DI 31 ) 2B B ) &R 4t H 7

%$ASA-3-105509: (Primary) Error sending Hello message to peer unit 10.22.3.5, error: Unknown
error

%$ASA-1-104500: (Primary) Switching to ACTIVE - switch reason: Unable to send message to

Active unit

%ASA-5-105522: (Primary) Updating route-table wc-rt-inside
%$ASA-5-105523: (Primary) Updated route-table wc-rt-inside
%$ASA-5-105522: (Primary) Updating route-table wc-rt-outside

( )
( )
( )
%ASA-5-105523: (Primary) Updated route-table wc-rt-outside
( )
( )
( )

%$ASA-5-105542: (Primary) Enabling load balancer probe responses
%$ASA-5-105503: (Primary) Internal state changed from Backup to Active no peer
%$ASA-5-105520: (Primary) Responding to Azure Load Balancer probes

AN AL S EEAH R R G H EW LR &Mt (Primary) 5¢ (Secondary) 1F R HT 4K

HFEEZIERER
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