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P hI BE U Ik

SRR T B U R AR P R U R AT S U
P R AT

o PRI RIS .

o BeE A

- BAPRULIFE.
EVEIEN I R UEGTE

< RER.

o EERRPTA AU WRIEE L5 R

SRR T B 42 11 0 I 245

ST UR AT o St e DU TR e, (HLL NS DURRAT
* VLAN 1% AN REFI A R ol Bk e
© B X FE T (R RAE WAL 182 EtherChannel) , #SANAE HIVESEREFE I BE 4%

#s ] LUE ] EtherChannel .

FRAAE B 2 — N8 T 18— 7 WK TP Hudik o 7R 5 g i e B, o H A s
ASA SERE I .

XA 2 ARARSERE, TR RIS N— & ASA HIEGER RS ASA. WUREEIER
PIANE R, WS — QB R AT, SRR R, 2 BRI A & IR Bt R A i o
A0 R A AW L RIS B, AR R B T 20 IE 5 B 9T T
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il 7 SR T B 1 A
DIARRTRE,  NERE AR B K PR /N BEE D 5 R AR (R P kB DG, DU AR A B e v LA
AL BRI DL o

SEREPE TR B IR i 32 2 RS R A (R M (L 2 Rl SRR TR R R A 2 0 I ) R 3 K /)
AN 3 it e R RN R S A 1 ) 2803 O B A7 A2 KR AR D e . Bl

* NAT SAEER M B A, & 20 IR PR AT H 4, R I R B R (KB4

* T K& ) AAA 28 IIRE, DI U 02 B R B e 46 o

© RO SO SN, SRR BN KRR AT T, DN S R G R AR A U B 0
Y DA e P R B 8w LA B SR AR A A B B A7 S SN SE RS, 77 1 E A o B

N\

[N

AR WRERE T AE R AR (R Ui, NI AR B (0 A b

R IR R U R

AT VUK EtherChannel F - TAEREFEHil 8RS, LAEYE EtherChannel "1 [1 2 4585 % A& e, [FB)
SMATIRESEILTUAR o

N BIR T I R R A B R G (VSS). KE R T8 E (vPC). StackWise X StackWise Virtual 3355

HH{i ] EtherChannel /1 0 SEREF il #% . EtherChannel 9 (K T3 BEM A0 G sh Bk G o W RAT Heb L
TR ARG 5y, WIHERT LUK [ —A EtherChannel [ 55 k 542 1 B2 3170 4% R G0 PR ML) A8
Blo AZHMLEE 1 W] —> EtherChannel %y FUBTE 2 LIRS, AP G AN R A HMLIIAT A iig —
BN —HE. 1R, I EtherChannel /& ¥ 2 AN, 1/ dEES M 4% EtherChannel.

Virtual Switch Link

P B v SEME

N T OREEREE I RERR IO DD RE, WAk Z IR AOAE IR IR TA] (RTT) 45 /N T 20 2240 . Ihf KIEIR e 1Y
90 55 AN L BT T 2 B R A R I . R ECAEIR, WS AR B I AR B %L AT ping
#eff.

SRR R BE R ) e, AT E P B BT R s Ols i, s R AL L P i
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B ezmnsemsns

SRR T B I g ot

RS G B IO ARAE PRI BB e Bt DO P, WISRREREBAE s B 1 OCH] . e R AR
HEpk 2 )5, 2 HOR R AR RER T BRI A LRA

)

P

1 ASA M TAREBPIRESI, PrA HdE 52 1 0%

ST B % 1 R] LA A LT

B

W ORFFFTIT, A et NEEHE TP i) TP Muhile R, G UG T 480 1 4 AR R rh AT R Ak
TAREZPRAS, A EHE O TCIE V) (B & i NPT 5 Pl e s A R A TP k) o b Zit il
65 3 R BEAT AR 22D PR B

5 4% EtherChannel (37#)

ST LU R HUAE 1 — AN B2 N B2 1 4 s 4R BT WLAR 1) EtherChannel.  EtherChannel 717 2R i
s RSSO LI

A it A A ACORZE W 7 K AR 2 T B X LUK R o 7% i #250F, EtherChannel B E o H
A A TP HUhEFR G i . AEIEWIRET, 1P sidik 7 B2 BV AR AR R 42 1

11 #3515 )8 T EtherChannel 4 FI3EATRE.

Inside Switch

A
o477 |

port-channel 5

5 X LUK RS 8 L 4

Node 1

N\ wmd@igemﬁ A

Qutside Switch

port-channel 6

| | ethi/ g 3P cth1/2
SInsicled Outside
panne Spanned
port-channel 1 Node 3 port-channel 2
10.1.11

209.165.201.1

|

eth1/1 l eth1/2

FAMREHES? BtherChannel #8# /7%, ILRAT LU E#-
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o BRI R TSR B R
o WCSIGH L SR o JST A RS B P SR SR B 1) R B i, T e P SO S B A A e

TSR 2
s O THE.
T R AR I UE T
B EOAEE, BRATTALSCRE AR HS e -
o fER R B TRy Sk, IRRISRk B AN T 1) A B B A A R O, IR AR
/2% EtherChannel H AR IE B [A]— 5 ASA. FATALUCKRIEATH A5 P Hull CBRIA®ED AT H A%
ity I FHAE S S0
 ¥5 ASA FR BT MU AE AN R BY £R i, DUERN T BT A 20 G i s S 88 A ]
ik Rk
EtherChannel % % 1 F L4 #0552 9F HARPE YR s H A% 1P HodikLL &% TCP A1 UDP i 5 AT
A\
ER AL, BT CL R bRk source-dest-ip B, source-dest-ip-port (i 2 14 J R
Nexus OS 2 EF} I0S port-channel load-balance ir4) o 71 £E 0 3407 5203k vh 4 T G BE7 vlan,
T2 B B AR i A,
EtherChannel 7 F5E % B0 4 50 Wi 7 23 45017
SRR R I AT N I E RS S B G SR AL B T NAT, DA 2 R [0 B0d A0 1 AT AN [E] 1) TP Mk
F/ek o IR R R AR HE B A BN R (¥ %, DRTE AR AN AN RS 49 1R [ 9 e T[]
FNEA B o
EtherChannel 7142

EtherChannel 5 W LA . E IS ITH BEBR OB I BCIRAS o IR S BERS A A b, e AE LAY BE
He Z A PRI L. 2R EtherChannel HH IR T A B A2 58 e b A 2B, (HILAb B398 b T
TEBIRAS, T2 AT P B %5 46

R RTUR AN RS

1A AFERS 4% EtherChannel H &R/ H ASA N2 /N . FEH ASA F 2N, X FIERER
VSS. vPC. StackWise 8% StackWise Virtual 77 & A #e AL 47 i il a H .

AT HAHLIIANE, 552 AT RS 2% EtherChannel "HCE 32 400520 5EE . LIRS 22 vPC FfH My
EATMHNLEB L R 16 2515 3045 % 1) EtherChannel (130175 F2 2271 10 T-Jk LUK PIAE B (1) B R Nexus
7000) .

X1 3CFF EtherChannel HAT 8 6% alHERR AT ML, AEERLBIUR RGN S AZHALN, 2]
FERE DX LUK B IE HHACE 16 405 ah Bk .

NEFTRA 4 1T ARAERD 8 T AR AT 16 S0 Sh BER K85 X LUK M IHIE -
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Switch 1

& .

Router or
Access Switch

Virtual Switch Link

|
port-channeld

i
T

| 1
i 3port-c:ha

-

nneld
|

WIrdEO (UER T B AP A SRR

MSZHE PR IEH M i O, RENR DA A O A 1P 3l Il SRR O B 1P
B2 R e, GRS IE TR A AR R O, AR P MR R AR BB P R, Al
SERF I AT LUJC SR 4R EL

3R DG B R AR Y e RO, DA T DO e 1 O A TP ik, AR AR

Mga e i CEARFERIY S B m AR AEH

Switch 2

VA% o b | W s P | = R T

Switch 1

Router or
Access Switch

Virtual Switch Link

Switch 2

O
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Inside Switch
_a—

Load Balancing: ==
PBR or ECMP %

[
eth0/0

eth0/1
eth0/2
eth0/3
B SR 1Y) 5

srgmmnn [

Outside Switch
Node1/Control == Load Balancing:
PBR or ECMP
inside elh1f2 eth1/1 outside etho/0
10.1.1.1 (main) g(m 165.201.1 (main) S
10.1.1.2 |OC<3| 209.165.201.2 (local)
Node2
inside eth1/2 G 3P cih1/1 outside stho/
10.1.1.3 (local) #200.165.201.3 (local) o b
Node3
inside eth1/2 eth1/1 outside ..
10.1.1.4 (local) 209.165.201.4 (local) .
Node4
inside eth1/2 em1:'1 outside etho/3
10.1.1.5 (local % 209.165.201.5 (local) .
) o (local)
{F FHA ST R I, R ASA #8210 TP il MAC Hihik. JET-36m& (1% 1 (PBR) /&

— P AR BRI TV

WRCAAEATH] PBR HAy B 78 70 A FH AT (R Rl v it FRAT TR 34 FH b U vk

PBR AR 45 b S R ACL A5 H %t e o S ZIAE4E R BT ASA 2 M Fsh Rl i, BT
PBR &AM, KT REf Hﬂlal—:%%%ﬂumfim&&ki’aﬁu&%o h TR AETERE, %wﬁﬁﬂ%
PBR 5,  DUH IR I R S Gk [ 5 0, 5 1) B[R] — > ASA. ldn, W RIEH — & RS t
A, AT O S PR ER ) R IOS PBR BRI SEBLICAY . SR TOS X% ERER T H] ICMP ping W= %E &

ASA. R, PBRT’r&Tﬁ‘%EASAE’JTWIIﬂT%El%)i')ﬂjz AT WU . RS R, SR
URL:

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

http://www.cisco.com/en/US/products/ps6599/products_white_paper09186a00800a4409.shtml

RIS R 1 % B

{F MR N, R4S ASA 2 TERSR B A 21 TP Huhib Al MAC Huhik. 2540 £ 4% (ECMP) % H &
— PP AR I i

WR AL ECMP 4 878 70 A B I LRl B, BAT T s I vk

ECMP i th o] LB 2% i fabr f o 2 4 “ Al A" % RER . ‘&5 EtherChannel —#¥,
R DU A SR H B TP kil B /sl oA H b 1 B AR L B R —BR . A AR s %
H+ ECMP i, M ASA Ml &s TEUA G R kaL Al ik, A fE R ASA MR &%k,
DRI, o SR A i el 145 L B *%%&E%Ha WPEThfE, BIHnXTSERE: . BATEE AL 5h &
e P BSOS I e th, EIXFRE UL R, UL E RS ASA {2 INANEh& S H .
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61006100 I
B =n=ernesns dusmpiosEt)

R e E S 2 (0%t B kRS AR D
{F FAS R TN, RFS ASA 2T EA AR B A O TP Huhk A MAC sk, & REWE S 17 88 (ITD) J&i&
FHF Nexus 5000, 6000, 7000 F1 9000 A #eHl 5 51| [ s i {1 7 B3I M it v 75 2. B T 5¢ W 2 A%
45 PBR HIThEELAAL, ‘Cab vl LIS AR AL AE B AR SR AN 2 R B N ae,  DLSZE SRS 40 16 67 38 40 A

ITD SZHF IPRGPES DS RS FR A SRR BE . e TP k. AP IRAES S . B N+M TR
1) 52 2 i i Ab R SR . A S K, DA SN TP SLA R (045 DNS) o T 5 ()
PR, B RIAERT A SR R B SEHLEL PBR BRI A SR e D T SEBLRUR RN BR, AT
ITD, DMERF LB A e AR PE [ R[] ASA. A RVEAE R, 2 LT URL:

https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/sw/design/itd_deployment/ITD ASA
Deployment Guide.pdf

[EMBGEERERREFEE LM TN E
PERLEEREZ AT, S50 P P S B I B I BRI R 4.

UK

SRR ARG B P 2% . B 0 2% A A Y 2%
TR
FERCE ZINANSERE I 20T, /DR B — NS ISR R Y 45

S22 WA, IENEE EIEA R . B0, Gl EtherChannel, TR by ByiERT T i #3047
EtherChannel Fit & .

LESMEE LEESEIEZEORKRK
S L RS TEL 7 R ALK 1. #5925 EtherChannel SR s ARRELEHEREIR A MR
b .
a2 A
» BB PR R 6 ASA _EAMIBE B,

o TRIRZT LR B A DS EON TR 1 GHERE) B AERS DX LUK M IE B R 7Rt
RIS AE B BB KA, A B L T LU AT 32 1.

o AEES X BURPGEERGT, , WReR s BERE LTSS B M35 1, R Joids i B LR 33
B o AR R AR

s FELAE SRR, U0 P AT I SR PR LSRR i, W SRAE T E WA il TR
st M2 S X LUK R TER O i 5t DRI E IR e Ve e
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ansatiegzn ]

TR DR EFIACARIECE, DUER S b s RO R BRI LU A& 1 S

cluster interface-mode {individual | spanned} check-details

i

ciscoasa(config)# cluster interface-mode spanned check-details

ERTFBCE B AR
cluster interface-mode {individual | spanned} force

T

ciscoasa(config)# cluster interface-mode spanned force

AEAEBOABCE ;. B PR, WUR MR BRI, WA AR .

for ce b Tl ] HL#% S AR I e A A O B b R R AAE AR I BEE . s, R ETaER
FEATRCE . i TR R B A R e B e R B & lﬂ&ﬂk%ﬁ%@wﬁm Xk
BRAOTTUNABEE T BEBNG, ETLIHEFH21T check-detail siE BRI E 2 2% fF .

WERAMEH] forced i, MAFAEARTAGRAIBCE N, RGUK R IS FRIC B IF 5B ngs, Ay 2
ROE R B i HOR FRTCE T o WORGSRBCE A (RO W S SO OR
BeE . WEOREARTERRECE, WAL n iR Hfr .

T B, 35 no cluster interface-mode 774 .

Ta R ERO

JEFHARBEZ T, S AUE T TG & T IP sk i 11, AR A NG . & T Al
REAT DAAE S SRR AT sz e e s SR PR B T 1, DA S B (e i [ 20 B0 ) SR A
J D

A G RDRE R VEC BN S AR o JRT UK B 2 1 S L5 X UK P S T g 42 11 o A ol
JREAE R S BT AN A o AR R —ASBCE P AN BERC B R 1 S, U R LR Ah, B
fHAE RS X DK I AR AT DU 2 1o T LORE b 11 0 0 X AR WY 3 sl 7 2 11
ERP R ] BT HLRIAN ] o AE [N AN BERC B TR LS8R, U B L RS
e BIMEAE S DX LUK I A B AT LU A 32 0

BCEMIIEN GEFAERZED)

MNTHE R IR B B4 1, BN S TP bbbt SREC A U TP bk, SRR 3-S5 IP k2
GERERI R E ik, 9528 J T2 04 R
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B ==poso gessemzn

FERSIX LUK PE TR T, UORH A BERE VRGBT 1 o SIS 1 m] LUK A 2 P R 4 1)
BB, M DX DU E T84 11 00 Se VR R 7019 il

Fi&Z B
o R BT IO 248, AL TR AR .
o XTI, IEESEME R FPATARE . RS AT SR EA L, %A changeto

context name nu 7 o
o WS T ERAE AR JE e A LG BT R R T AN S B
o CAIEE) B ECE B4 A EtherChannel 452 RISk G & 32 1.
o WAL E A EtherChannel, It EtherChannel & % 4 A Hf, 17 AREES X LLK M 38 1E

e AN TP Hhhbith (IPv4 R/ IPve) , JLrp—ANHihbobs Bl 70 il 24 AN S B 10 £ VE B2 T b b
(IPv4)

ip local pool poolname first-address — last-address [mask mask]
(IPv6)
ipv6 local pool poolname ipv6-address/prefix-length number_of addresses

IR

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6 local pool insipv6 2001:DB8:45:1002/64 8

205 SEMT RSB F AL, Ry AR, WM A S 2 bk, 8T AT
K EAERE TP b AFESE A b s 35 5 A FE ) — A2 O 4R TP Hbhik OB — A 1P Huhik

TS TIE e e R & A D A bE . ZEA RS S B LA L, &% showip[ve]
local pool poolname fi 4. BEANEE T R 53 70 I AN SERE T #2523 B B — AN 02 1D 6 ID B T B FH i)
ok A kit A TP

HENFE B AR
interface interface id

TP

ciscoasa (config)# interface management 1/1

CDGEH TR D K — MR BCE AN L IR, RS AR %%

management-only
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mEpuzn deeneezn

BOATHOUT, BRI R B o B o AEIEWIRIT, sl & PRI A4 1 46 25
A

I AR OB O S I 4, DI A2 BE B R
DR AR e
nameif name

i

ciscoasa(config-if) # nameif management

name J K i % 0 48 NFATIISCA T AT Y, JF AR KNG o (A — N8B Fm A bt & )
AR

W AR 1P Hhhk I e SRR .

(IPv4)

ip addressip_address [mask] cluster-pool poolname

(IPv6)

ipv6 address ipv6-address/prefix-length cluster-pool poolname

T

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8:45:1002::99/64 cluster-pool insipvé6

U 1P Mkl 250 5 AR Ll T [F) — AN g, (EANEM IR b . S8 RT LA, IPv4 FI/88 IPv6 ikt

R3ZFF DHCP. PPPoE Al IPv6 HANACE ; EANTFBhACE 1P Huhk. A2 FET 3 e B0 M A i b
ik

WE RN, o number 5 0 GRAKD F 100 (i) Z ) F3E 4L
security-level 4w

Tl

ciscoasa(config-if)# security-level 100

JA

no shutdown

Gt

PUR 20K LA I 1/3 AT 1/4 B2 D E & 4 W45 A Hb EtherChannel, 2% J5 % EtherChannel
[(M=ap e
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ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvée 2001:DB8:45:1002/64 8

interface ethernet 1/3

channel-group 1 mode active

no shutdown

interface ethernet 1/4

channel-group 1 mode active

no shutdown

interface port-channel 1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipvé address 2001:DB8:45:1002::99/64 cluster-pool mgmtipvé

security-level 100
management-only

%5 4% EtherChannel ¥R IEH )T ASA, Jf1E EtherChannel #8411l #2 th 2 £t 1 2303 iy .

FFaZ B
o EAINAL T 15 M 2% EtherChannel 422 BT .
o WFZEFHEN, EHEREPIITE P IFIGATEF. WRMAEFAN RS R ERZL, 1 changeto

system 7.
o WTIEWRG, TEECE . 15 S PECE N L (BVDD,

* {1 M 2% EtherChannel I, i I IE 5 AR SR A SE 400 T AT AN S HEAN TARIRES . EEOR ]
7 LA e A B R Th T AR AL TR IR 1 B

g e Sy ESIPGBGCEAENIUE: JuP
interface physical_interface

i

ciscoasa(config)# interface ethernet 1/1

The physical_interface ID includes the type, slot, and port number as type slot/port. i 18 41 1 1) 25— ANz 1
RE TR P T A AR R SRR

¥ 3 0 40 i 3] EtherChannel:

channel-group channel_id mode active

T

i 61006100
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rErzuiAREs i

ciscoasa(config-if)# channel-group 1 mode active

channel_id fJ{E A 1 21 48, G0 RACE TP EcA ILIEIE ID fug D@ Es: 0, K shisin— N0,
interface port-channel channel_id
5 M 2% EtherChannel H 2 #F active £,
Ja H#:0
no shutdown
(Al B EEZIIRE, K23 0% N3] EtherChannel.

T

ciscoasa(config)# interface ethernet 1/2
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa(config-if)# no shutdown

£ 6 ¥ £ (F EtherChannel 75 £ /M0, X T %3] VSS. vPC. StackWise I§ StackWise Virtual
ML SRS H

i € iy I GE 42
interface port-channel channel_id

i

ciscoasa(config) # interface port-channel 1

E¥ B s N2 B 41y, K A shal ki n .
(A% an RS LE I EtherChannel ] VLAN T80, 15 LEIHAT HE#AE
w5l

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

AFEFP ARG T .
(B0 KR O DRI 5. REHA:

changeto context name
interface port-channel channel id

-

ciscoasa(config)# context admin

ciscoasa(config)# allocate-interface port-channell
ciscoasa(config)# changeto context admin
ciscoasa(config-if)# interface port-channel 1
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W T2 A5 S, AR G R A B 5o sE .
T8 hEOmA:
nameif name

IR

ciscoasa(config-if)# nameif inside

name J2 KK i 2 0 48 N PATHISCA AT Y, JF HAX S KNG o A —SEr B B A bt iy & )
AR
P WP KB, PAT LR I TR A
* B - W IPv4 RS IPve Mk
(IPv4)
ip addressip_address [mask]
(IPv6)
ipv6 address ipv6-prefix/prefix-length

ZNE

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipvé address 2001:DB8::1001/32

AN FF DHCP. PPPoE Ml IPv6 [ZhICE . X1 Akt AiEdE, v LR E 31 7 1 MRS
(255.255.255.254), {EMLIEOL R, AS M) bl R 1P Hubil o A SCRETF 20 B 55
NG 1 3

B - R 7 B AL -

bridge-group number

ZNE

ciscoasa(config-if)# bridge-group 1

number Jy 1 % 100 2 [A] 35, 2 0k 64 N DA BCEIMAFAL . AR RER A —3 D id &
LA . TR, BVIEES S 1P #ilik.

FIR10 BE R
security-level number

T

ciscoasa(config-if)# security-level 50

number 4 0 (AR F) 100 (E) ZIEIHIEE% .
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2% EtherChannel B B ME—, 4J5 MAC Hihib, DLBE Gy £ it 0 28 3% 432 ) Rt .

mac-address mac_address

TP

ciscoasa(config-if)# mac-address 000C.F142.4CDE

SRR WY 2% T AR B O ME— MAC k. 2R 2 T30 & ) MAC Mk, 1% MAC MhibBis
AJE T Y AT B WHRARESE MAC Huhik, W R s B A AT S, BT e 4 26 B
) MAC Hiht F Tz 00, iiiX a] fig S 250k i g 25 s

e ST, WREBES S IO, NN SCh B A AshAE R MAC #ihl, XFEt LT T
FE MAC Mk, R, EE a4 o AL B2 O Fahid s MAC Mk,

mac_address [14% 8 HH.H, i H & 16 A7/ @ . #ilan, MAC Hulik 00-0C-F1-42-4C-DE
L 000C.F142.4CDE [JJER KN

WRSEE AT B3 MAC ik, T3 MAC Ml AT A 715 A EE A2.
CR D) S0 Tl s AV AR T, DA BNl TG B — ANl SRR SE 1) MAC MUl TP ik
mac-address mac_address site-id number site-ip ip_address

i

ciscoasa(config-if)# mac-address aaaa.l1111.1234
ciscoasa(config-if)# mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.
ciscoasa(config-if)# mac-address aaaa.l111.bbbb site-id 2 site-ip 10.9.
(
(

O O O O
O O O O
Sw N

ciscoasa(config-if)# mac-address aaaa.llll.cccc site-id 3 site-ip 10.
ciscoasa(config-if)# mac-address aaaa.l11l.dddd site-id 4 site-ip 10.

U SR E B TP b DA 4 R TP HBREAY TRl —F B . i a5 Ak ks i 1 MAC HhhibFn TP Hh
HEH R TSR G W B 5 SRR E Th R 2 Ok £ 1D,

tIESISREFRE

SRR RN Y T 2 5 SR IO E A REI SRR

BEEEF T A5 SEFRE

FEREP AR R T A SR P ICE A BEIASERE . R, EECE ISR S — AN R
AEPEHIT R ARG, SRR AEEAS I R 45 ik 28 AR R Bl AT RS
FERR T RORE O Y e SNSRI 5 1Y SR i Y R

FHiaZ |l
< WA OIECE, AP A R AR T i 2K R O
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B essnsssisesres

« KT 2R, WEE RGPAT A A e OX LR S . BN SO B REPAT A 0], T
A changeto system 74 .

o TG ZPUAE P P £ o R A T s G . JEANREAL I Telnet 21 SSH.

o BRAEBHEMIRERS Ah,  BOE P AT A 0 Z0URR e VR AT AR A TP Y AT I, i e
X LK TE, ARG A Re AR A AR A e I LR s, 80T DU B %8
# (clear configureinterface), hn] DLREHE D40 SRR 11 )5 175 )8 A

BN RSN R IEAEIZAT AR, AT RES A PRI T I 25 S Bl B/ W T i R U T .
o TISCH T SRR I BERR I A /N o i S e SRR B RS 3 15 T

TONEEREZ BT, S08 AR B O,

FH G, JEHAE 3 AR I b 2 T e kg SE AR T B I

WS LU 0, AT 2 N R B M 4% 1 & 91 2 EtherChannel ' . 1t EtherChannel
J& ASA ASHIIET, TAEES X UK W 8 1 .

T B A IO AN TR s R BB 1T s (HAE, e RN s A AR R AR
H T HACEASE S, S IAEREAN T B2 BB SRR T B R 2 11

a)

b)

* VLAN 7% AR IV E SRR A B

s B X G2 E AN I8 2 AF 4 EtherChanneD) ,  #AN g AR AR I il B it
HENFZ I A

interface interface id

i

ciscoasa (config)# interface ethernet 1/6

(A%, iEH T EtherChannel) ¥ b4 PEHE 1 43fid 2 EtherChannel:

channel-group channel_id mode on

i

ciscoasa(config-if)# channel-group 1 mode on

channel_id I 4 1 31 48 G R E Hh w5 A7 Ieatli i 1D ff s s 11, K A shidsin— A0
interface port-channel channel_id

FRATTE O AP B e A8 B 4% 11 A P ON B OR B SRR R B it B AN A B2 R . T T 4R A
PR S B RRE M, G LACP i E I EE: FATE UK s EtherChannel
WHE A Active £,
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o) AM¥M:

no shutdown
TR 1 AN B L & A R BT ] HeAh S 4
d) (EHTF EtherChannel) X &EANEENMNE] EtherChannel [ HAh 2 O 54 b E1E

i

ciscoasa (config) # interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

Y g SRR BB M O R B AR R T 5 B /D LU B R R D RO i MTU 55 100 270
mtu cluster 7

T

ciscoasa(config)# mtu cluster 9198

B MTU & AT 1400 F19198 FAT 2 AIHY , {HAYE 2561 A1 8362 2 [a). H-FHuthib®e, 1t MTU
KA IE RGBT . BRIA MTU 24 1500 7150 A 18 SO EE BRI BER MTU WCE A K
o M TAEBFIE I BERS IR B A B Ak, DR LA BRI I BE i o L B8 A g 5 B/ N s 0 L &
SRR =TT -

B, BTN MTU S 9198 <2777, DRI s B 2 1 MTU AT LU 9098, 1 A2 F 42 il % i DU mp
PLE S 9198,

M & RN E w2, HEmE T ASEN S Z R 5 ST E.

R RIS, e PRI SURE ping,  JLEUE AN S AR MTU LR, A
MR MTU FRAE. W ping R, REES RGBS, LDMEEAEERMACHNLE MTU AL
(R, AR5 FAR.

SR A 44 T E N B AR
cluster group % #x

il

ciscoasa (config)# cluster group podl

PRRBIIEARE N 1 2] 38 AN FATI) ASCI P45 Hi e R AU BERCE — MEREAL . SRAEAI T A BIA
WIS I [R]— 44 FR o

H RN DL A 44

local-unit unit_name

I ME— 1) ASCILU AT iR, KPBEAZIUY 1 2 38 N7 4F . BRI Rl AURATME 194 FK. SEREP AT
VI PR S Y R
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TP

ciscoasa(cfg-cluster)# local-unit nodel

e R R 2 0, T & EtherChannel:

cluster-interface interface id ip ip_address mask

TP

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel?2

AAVE ORI,
Y8 E TP Huhbfv) TPv4 Huhl; BEE:OASCERE IPve. b ANEERC & nameif .
SFFAREANT S, (AW Zg F35E A I TP Hudlk .

CE Bt B IX LUK PG )y SR 4ol oty A TR AR, DDA A SHE Y A 8 i 5 ID, DA A
A B 3l KR 2 1) MAC Hidik.

site-id 4n 5
w15l

ciscoasa(cfg-cluster)# site-id 1

ST 13 8 2.
T T BRI BT A e

priority priority_number

T

ciscoasa(cfg-cluster)# priority 1

DA E N 1 2] 100, Fod 1 b Emise .

CRAJIE) VS S0k 25 B AT 2 S SR T 42 1) e s rr) o«

key shared secret

il

ciscoasa(cfg-cluster)# key chuntheunavoidable

LR T 1 63 M FARFZ A I ASCIL #4723 T AR H . M A2
B ERATI R, EAE G 2 AW SCARIR ()3 REIRAS S F M A B A

(n[i%) TEhfE cLACP R4 ID ARG S :

clacp system-mac {mac_address| auto} [system-priority number]
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TP

ciscoasa (cfg-cluster)# clacp system-mac 000a.0000.aaaa

RS LUK P TE R, ASA ] cLACP 5 48J A #1137 EtherChannel. SR (1) ASA 7 cLACP
g, AHACERHE R — G OBED W& . cLACP Wi i—240e MAC Hilik
ARG ID. ZER TR ASA #AFH R —NRS ID: msdst CGRIND B3 AR
FIFTE BB Wl LB @4, B HHH BB T e, b HE 16 H Nt EeT.

(i, MAC Hihk 00-0A-00-00-AA-AA % A\ 4 000A.0000.AAAA. D Filhn, Ha]AEH T HERR b 1)
H B2 F 2000 & MAC Huhik, CLEEAS A 2 T3R50 MAC Hihik. 1@ 3500~ , BT B A mm
MAC i,

ARG HIME N 1 2] 65535, FITHEMA 1 i st E thoE . BOAELLT, ASA I
21, Rgsisod. S ye g Bim TAZHAL ERIPLSES .

S IFARS I SRR RCE N80, A AR s R BB R i (2, 7R HARAEE L
A

IEEESHS
enable [noconfirm]

T

ciscoasa(cfg-cluster)# enable

INFO: Clustering is not compatible with following commands:
policy-map global policy

class inspection default

inspect skinny
policy-map global policy

class inspection default

inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

INFO: Removing incompatible commands from running configuration...

Cryptochecksum (changed): fléb7fc2 a742727e e40bcOb0 cd169999
INFO: Done

A enablefir 2, ASARHAMIEABITIICE, SRERASCRIIREMA A T4, BB
BB ATREAAE NI i 2 . RO TR EMIERAA R L. WIREILES No, WAL H SRR,
noconfirm &8 7] St i A BOF B S IHER AN He A i &

TR R AR AT s R TR A 58— N SR R B
DAL e J A PR e T2 AE LY IR P T A ] T 5 B

TARHLERE, ¥ no enable i 4.

pE
WS, AT ER i VAR OC ks R B I D b s sk
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DA 70 S M B 11, 3 D SR T B e 1 B L 45 A5 L EtherChannel, SR )5 44474

“nodel” M) ASA JA FHAERE, W T iZ& &2l SN w &, DRI o #2 y
5

/o

ip local pool mgmt 10.1.1.2-10.1.1.9

ipv6 local pool mgmtipvé 2001:DB8::1002/32 8

interface management 1/1
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
management-only
no shutdown

interface ethernet 1/6
channel-group 1 mode on
no shutdown
interface ethernet 1/7
channel-group 1 mode on
no shutdown
cluster group podl
local-unit nodel
cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable
enable noconfirm

REEHRET RS FEFRE
T LA TR RO

FiaZ |l
o BB ZRAL P 65 i KR T BRI ARAE . SEANRENLH] Telnet 2K SSH.
< A OIECE, LB A R AR T G R RO
« TR, EERGPITEM P ERARE . BN R VR B R GHAT S, TR

changeto system 4 .

o WURWECE AR ORI BT TR (P, BOARCERS B 11 80D, aTRUE N Ha
RUMAGERE (FEATTE R N AN BRI 1D o

KT RS IR EARIZAT MR, T RE A PRI T N 25 A B B/ W T e IR AT .
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PN R IR 11, Db 20 b 1 A 2 1 G B AR AR TR o
T

ciscoasa(config)# interface ethernet 1/6
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown
ciscoasa(config)# interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

TR 2 FE RO R E A MTU:

TP

ciscoasa(config)# mtu cluster 9198

AT SIMNGEREN, S S I R ping,  HEE /NS SRS HIBE R MTU DUE, M
ML A MTU 3751 Wik ping KW, RS ERGE A, DMEEA FERE AL MTU AULEC
(i, AR5 IR

SIE3 TR, LI S A AT T 1 A A4 R A [«
IR

ciscoasa(config)# cluster group podl

R4 HIME— AT O SRR A T i 44
local-unit unit_name

il
ciscoasa(cfg-cluster)# local-unit node2
TR 1 3 38 AN PAFIR) ASCIL 74 Hi e
BRI AT — 4R o SRR A0 VAL 44 BT B2 1 1
YRS i O A R BE B 1, (AR 1T S RO 105 13 A 0 TP M

cluster-interface interface idip ip_address mask

IR

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel2

fiE 1P MBI IPv4 Ml R UANSCRF IPve. BRI AN GERC B nameif.
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$I26

Nl

B8

CE AL S DX LR R E A )y A sl A TR 4R T0E, DU A e A e B i 25 ID, DU LA
A FH 3l fRR 2 1) MAC Hihik.

site-id 4n 5

i

ciscoasa(cfg-cluster)# site-id 1

number /+F 1 %] 8 Z 7],
BCE Y R ROR R, I HBUE v T T A
priority priority_number

i

ciscoasa(cfg-cluster)# priority 2

BEEAELA 1 2] 100 ALES, b 1 hmiiiedt.
BEE BRI P, A B3 T A R PIAR A -
TP

ciscoasa(cfg-cluster)# key chuntheunavoidable

IEREE SR

enable as-data-node

{1 enable as-data-node i 4> ] B G AT A T B AN MRS (I BRATA W AR BEAT S REIC W (4% D AT
E) o Bhdr A AR I N AR R BB Y SN T BELEAT ) 2 i s vh s T . B & I &
K [R5 1 F s s ) I 7

FAEFAERE, 15 no enable T4

pE

WEREERARRE, DA BRI ok, A B L A s SRS

Gt

PAR 7 9 A0 55 4040 715 25 node2 FAIMC -

interface ethernet 1/6

channel-group 1 mode on
no shutdown

interface ethernet 1/7
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channel-group 1 mode on
no shutdown

cluster group podl

local-unit node2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

B E M ERFRIE

AT DL A SRS AT IR DU 7 . TCP R IR . MRS 8 M R LAb AL .
FEAE Y R BT IR LR Y

BLEEAK ASA £ERE5H

UK

AT AFER R i b B SCERAE B

FHia Z |l
o XFT 2R, TR RS RAT LR P e RARE P . B SR R G AT 2 ],

i\ changeto system 74 .

B R BN iU ¥ S

cluster group name

CRAJaE) o F B 5 OB i s il 5 5210
console-replicate
BRI DL N AT e . X TR I E 0, ASA KR Loy BT Bt Bl & .
}Zigﬁﬁiﬂﬁﬁﬂiﬂ Bl AR G BRI BRI A, BRI R I s R I — AN Rl
BB R P 1 B ICER R G -
trace-level 2%
AR 7 2B B AR«
* critical - EEHM GEEME=1)
s warning - %% (GPEM =2)
* informational - 5 & #+ GZEE=3)
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EESITRESBEFBHEHRMNRE

* debug - WA GEEFEME=4)

WIB A WE MNRITA 2T WA A& 00 A # IR S RIETE S (clu_keepalive Fl clu_update 7§ 8D [FILRHF

B EIBITIRES

I
I

L A] B o
clu-keepalive-interval
< Fb-15 B 55, BRIME N 15.

T REAEURE 18] B v B BEER MBS IR ], DAl D B2 TR BE % AR

EFEHERMNRE
SRR T LA 4 KR S PR A
T REARAE RSB L (AN B 1) RIS APRIUR . T LU T3 MBS ID. LA ID

PP L ID. ISR EEANE VLAN 742 el il 10 (fdn, VNIEEBVD Eddr. &
ANBE R SERES B R I B s IR M TR I PIRAS o

BEANSEREIC E A
cluster group name

i

ciscoasa(config) # cluster group test
ciscoasa(cfg-cluster) #

o SRS RO TR GRS B D fie
health-check [holdtime timeout] [vss-enabled]

AT HENT RISAPIROL,  ASA BREET s AR GEREP I E R heartbeat i1 B 3% BIILAR Y i, W2R
W ASAEORIEI N AR BTSRRI AT heartbeat Y1 Sk, WK 38515 AR R A TG mi B BROGYE T4

* holdtime- FiI T+ & 1 X B¢ 8 ARASH B [ IR ] TRT B, JLAE A 1°0.8 21 45 #b; BRIAE N 3 #5.

* vss-enabled - ¥ T4 EtherChannel 4% 1 I heartbeat 4 572 Bt I SE R Rl aER, DA 52 /0 3L
=AML TR EATT . W SR AR R A ) BE B 190 50 EtherChannel (#E7E) HB1%E4:5] VSS.
vPC. StackWise ik StackWise Virtual X}, WA GET 23 H vss-enabled £ . % KU 417 #
Bl MICR ARG — A O BUR B, R RZAC L) EtherChannel % 013 11 0] g
UK T ASA, HEAIHEAZ B IR AL B AR BOE: ASA {45 I TR HE I ¥ B — NI
fiL Clr 0.8 ) , WK ASA MAERHE T FE A MHER, ASA 23%F keepalive 71 5 & I% FI1X 48
EtherChannel #2112 —,
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VAR R AT RN OB A N e s R R 1 L T BRAE ] ASA L ERATHRML B, BE TR
TSN AS B LE R VSS. vPC. StackWise Y StackWise Virtual) , #8N25 HI2 1 PIRASHK B T AE(no
health-check monitor-interface), &%EAEFHXF CUAR F#E TR a5 o Yk 0 4504 T 05 58 s HLE T
R BT e, AT LA RS A IS IR OUS A Th g

ENGE

ciscoasa(cfg-cluster)# health-check holdtime 5

RO FAE I Qs TR 2 .
no health-check monitor-interface interface id
B FHBAT IR AR W 12 R Rt o SRR s 38 R 10 10 I ) B o AR o 19 R AR, fHL
FEHARTS B R 4R O A G S 1, e AT N BR %5 1. ASA e 2 KN [A]J5 AR
T NI 1 0 R T4 1 R 2R 20 DL K1 RO BE B I A IEAE IR % o BRIATS LT, R
P4 A AT IROURS A o S8 ] LS iy 2 1 no TE U AN TR L2 . f ] READAR F AN 2L
PO (g R D s AT IR A
* interface_id - 25 FH AT 3 5@ D JU4R ID BUR—4) 342 0 ID FIR . AT IROUREATE
VLAN FE OSBRI O (i, VNI BVD E3uT. SORREN SR BB B, &
IRAAE TR IRAS

P R AEAT A S B B s In s R B FE 1 . R BAEF ASA L BRATHHL BRdEE D BE T
INEAMOAZ AL TE K VSS. vPC. StackWise B¥ StackWise Virtual) , %N A5 HIZ 4IRS & ) AE (no
health-check), A4 FF AR #2084 o 244 $h & ) B O sg il LG B o8 o 28 R 28 BT
A, BT LU A s TR LR A D RE

T

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

€ SRS AT AR GUAGT A R AR Wbt ) () S B BT I N R B

health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system- fi55E WARER R I BN EEH A BB . N AR G0 W TR RN . A — S R A

* unlimited — (cluster-interface FIERIAED PRI BN 2R A IR B

* auto-rejoin-max — W & FHT I ZAR B, AT 0 F1 65535 210, 02X Esh B R A,
data-interface fil system [JERIAE N 3.

* auto_rejoin_interval - & IR FHT I SR [ T B R a2 1) CRA Bl Bhr) , A1 2 fl
602 8] BRIME N 538 17 A SRR ISR RE I S5O B I TR BR 4 B B ez i 14400
SR (10 KD

* Auto_rejoin_interval_variation - i& S 15 BN R B FFEe i a] . WEA T 1 M3 ZEf: 1 C
) 5 2 Q25T L—REFEEm D 8% 3 (3 5T b—REFSEmIRD o Flhn, Rk A ke
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SEIN TIN5 40, PRSI E L 2, WIFE 5 A0S HETAS 1 32 76 10 M4 2 x 5) IS
WA 2 32 78 20 A0 (2 x 10) JFREATH 3 tkaik. o TAERERE O, BROAMEN 1, 0 T4
WHOMRS, BIMER 2,

i

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

OB ASA K5 1AW Ay k2B s oK 4 i AR R N Ik 2 i 263 1 87 s 6 s 1] o
health-check monitor-inter face debounce-time ms

TP

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

H5 87 Sk TR] ¥ R 300 21 9000 2P 2 (0] o ERINE A 500 2285 A5/ INIAE T LADIRAS: I 422 11 st (1)
MR VETEE, WURECE BT RO AR, G RR LA . R AR VRS TR, ASA &%
RHRE M=, ARG AR bRId A R A, IR RONERRE R IBR . 0T AR iR e 4 4
1B 1S4 RAS 1) EtherChannel (4121, A2 ML F 8T gk 5042 #e ML J3 H] EtherChannelD) 15, S 1P
SIS ()R] LA (BB b3 AR R 53— N BB AR G0 i ) ST )k S RATT Yl s oAy il
fEtR A

QB v DI T ik i AR G
load-monitor [ frequency seconds] [ intervalsintervals]

« frequency seconds— ¢ & W #¥1 SL 2 TR [R] CRARR R Hf) , RIS 10 2 360 #b 2 [H]. 2R
INME A 20 B,

* intervalsintervals — ¥ ASA YE45 Hicdls (11 R AR, (BT 1 21 60 218l BRIME N 30.

o DO SR i A L A, ARG BB CPU M A S DL DA R G2 X 5. iR A7
ot mr, HFRT ST DUREE 2k, S nT DUEREAE T 08 LT 2 AR, B AN A bl [
T . BROIMEOL T b hRe. @i, XETRAPIAE AT 3 AN ALY Firepower 9300
PINLFE T AEAE, G SRR b 1) 2 A2 AR B TF AR U5 12 LA T AR ) 00t 110 A g e A ok 2138
R, FFrTaekls e, BolLoe R EmE . mRfaad s, BT uEREFahE T A b
AR

1§/ show cluster info load-monitor 4 £ & i & 17 .

-

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
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Average from last 25 interval:

0 0 0 12 28
1 0 0 13 27
il

LU R 7”91 K health-check holdtime & 24 0.3 #; 5 A VSS; ZEALIAM 12 %O (AT
HD R R R L ) auto-rejoin B M 2 4HEPTLR R 4 XK, ¥4 duration H2 |
—IRIAIBE IR 3 5 DL SCK SR e I BE I (1) auto-rejoin WA 6 IRE4IR, RERE 2 70—,

ciscoasa(config)# cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3 vss-enabled

ciscoasa (cfg-cluster)# no health-check monitor-interface ethernetl/2
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

BB I 1EH ISR TCP EHIEIR

A UARCEDER M. ARTEAER, WS s SRt e IURr TCP 94, 5 100 1T

9 TCP EHz Ja FIAE R S I AL 1R A7 Bl T G IR A0 4 3 [y /4540 BHa vt AT 1 o8k 5 k3 50l i A O 1)
CHEMELTAE” o WHER, WEREEANTSTEO A T A8/ A B AT IR, T S X e
Pime [FIRE, dn SFom A O @ B v iy P8l B LA s, VRS R I . AR EOx AR
I TCP BENLALI I T H TCP S 4EIR .

A TCP 4% )r ISR R AL IR -

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq | It | gt} port] { host ip_address| ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

IR

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config)# cluster replication delay 15 http

¥ seconds BB AT 1 2 15 Z A HI{E. ERIUA T http ZEIR, IS4 5 7.
FEZ A R, TEEAR I S P e B B
BENERAEIC B
cluster group name
(AJi%) 4y TCP it Jo 5 34 -

conn-rebalance [ frequency seconds]
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TP

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

UAr S EROAEE . WA ], ASA e WA AR R B, FEREBE B WA R I A
2 IR B PRI B . LA ISR A SRS, BAh, w1 T I & 00O TP A AL
BEATE P, RIS B A L RER S, JF B S BOTREIF A . iR
BN 12360 A, HI T4 € 2 KIS — IR s B BRIMED 5 4
RSB UG, eSO AR .

TH2) v 5 A4 S R G EDE R A ST SR R P I B T AN R ol e (SR 1k 5 o

B & uh = (8] Th g8

BH

FEREARH L

XTI, ROT LA E XRCE, MR R URTERIRE M.

N T B PERE A R A rh O Al R AR AT R I R SE IR, 5T DUR ) e AN Ak o BT HIE %
ST SAEIAM, IF FL R g s R SRR AT EE, ASA S T AR 3 IR B 3 I
o A e A ASHUAE SCRF AN 3 st 5 DT AT ] el AR AR 3 3 ) 8 TR 7 A Bl
M4 T % o REBITAT & AT ) s DR B A F) ol i) EABR R RE . AN, WR ISR BT Ay & A A s,
AN G 17 25 R AE [ — il R 0T IR T 1 éﬁﬁﬁAWﬁE?Emﬂﬁm ER A,

4 Jm T A

FiaZ |l
o AEG SRR PHCE T O BB 51 B E L A D,
o DITFMERBART A AL, NAT 85 PAT Vite; SCTP fr&rffims; 2B &,

BEANSERERC E A
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

FER2 JAH TS A AL
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N

e E&uhm %2 ARP

prisns |

director-localization

N PR B G 2 SRR AR, AT DUR Tt OUAR . RERR IS P S T A E AL T A —
il WUPRE N g sl s AP AN AR DT AT 2 DR R L B 52 3 e I P 5 0
FHIa Z |l

o FEG L RO E R O SR A R A ID.

BEANSERIC E A
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

JA 3 TR

site-redundancy

PIAE, ASA W LUE 2 ARP (GARP) HHE 4, DIBIIRAS e REmE Vit A T BopriRAs: eBE R
BEANE AR C R B = s L, e WA AL ) 4 JR) MAC/IP Mk f¥) GARP it .

M R B R RER 23 A MAC R TP Huhk B4 040 FH b 55 52 1) MAC HhbFn TP shbisy, SRRk
FIBE AL 4 7 MAC HihiEFD TP Hohik . G i AN S e A4S Ji) MAC HuhbA= iy, S04 )5
MAC HhEAZ L L] g4 I MAC iR o KAER G, PL4A R MAC Huhil ok B AR 3 kA
WA WA RO FP A Tz U, XA AT B v AN 2 4 n)
S BB WAV E U S ID OGRS X LUK R T T8 1 8wl 5 MAC kR, BRASW TS EH
GARP. #7TLLH % X GARP [allF, tn]LIZ5H GARP.
FiaZ /i

o LE5| SRR FHCE T A BRI 51 E s ID.

o PR A C L PR A 85 DX LIOK W 38 e B 0t i MAC MUk

61006100 |



B s=sminan

UK

61006100 |

PR SR E A,

N
5

[ =7k c 2k

KT LISP LI

F*<F LISP

ASA LISP 37 ##

cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

H 3 X GARP ][ .
site-periodic-garp interval #»

* seconds — W& GARP A2 [HFINTH] CLARD g BA) A F 1 2] 1000000 F22 [1] . ERIME A
290 b,

BAKI GARP, %A no site-periodic-garp interval.

MRS A AU R Z IR BN, AT LIS & LISP ittt LS HIR A Sh Tk

ATUAKGL A LISP it i, DAL, il 8] Ja JH A sl

IR B oL RN EhME (i1, VMware VMotion) , JIR%% 28 AT LAZE B b2 (6T, R
Yekp HR P &R . T SCRRICEREI O RS AR BN TE, B 2R T L RE S A1 IR 55 45 A5 B I B R
MRS 22PN B o BRMESL/ID 4 B (LISP) ) 25 B ) B S im bR IR AT (BID) 5 % £ 47
B B ENL T (RLOC) 735 TT, R MBI NN g5 23 0], SEIIR S 28 1T A5 %% ) ity 110325 1
o 1, RS FIEHE BB 10 s F H& 7 b 1) IR 25 28 KSR N, B AR S U o T ) BB
.

LISP 755170 1 8 A L1 2% e A AR S5 4%, 40 LISP H 1RSI B ph 28 (ETR)~ A 1RSI B F 2
(ITR). APk that . WU (MR) FI IR SS38 (MS)o 24 IR 554 1 58— Bk % b 25 R il 380 e 45
AR T ARG AR, e SR AT TS th s REE A, DA R a1 ITR v LA
R TR I TR R et IR NN &k VAW

ASA A EARIz47 LISP; {HSE, ‘& n LU A LISP Wi il 7 B 50 e, SR 5 1 s 34T 4%
R . W SRAME A LISP 45, MRgs3s 82 sl Bl sy, Gl 20 A7 18l s ASA £ERE
B, AN RAR I # . Hr ASAKHR B R B IHGE R ASA, AR5 IH ASADLZUR it & & 1]
Hri o, ARERIAMRS AR . R ERIFAR L T RARE, By “K57 3 “RrIk” .
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LISP #EN)

ASA LISP SZjiti

Hic & LISP Al

uspem [l

U SRAE T LISP £, ASA SRR o1 ] LU A 55— kit 4% 55 ETR 5l ITR Z (] LISP i, R)a
KT A B Ok Bk

* ASA GRS T T 58—k R S FHZ 8 K ITR B ETR Z (] ASA BEHEA S AR N9
JEE Y BV S — kit 4%

o DOCFr A AR b B oA AR S s AN R R R A S S 2R
A PRI (B STP) » Her VR4 RBP4 (A — ASA HiHT AT

< SR NS 3 RS 4 JZW0IRES; LN AR AT REE K.

o R E I RIS R 1R Bt i s A OBl 55 Hedlaii,  AB s IT AT 4 wl REF AR e e #% . AERC B A
SIS, S8 AT LAY L RESCRF It 2R, IR RO i 300 e R AR A Zh 1k

IEDIRE S ZMAH I RIRIIACE (AFRE — 3] -

CATIE) T FHLERIRSS 2% 1P HudikBR IR 25 (0 EID - 25— Bk 28 il fe 23 1) 55 ASA ZEREIC K
THLE M4 k3% BID @IS, BRIk, fnr LR 1) 5 4 I AR R A Q1 IR 45 i B 45 1%
EID. iy, S AEREAE K 2 ANuki s, (HJ& LISP 75 3 ki i Fisdr, N R AaFEERE &1 2
ANl A EID.

. LISP i 2% - ASA #7% UDP ¥iij 1 4342 LA LISP il B & 15415 25 —Bki% th 28 55 ITR ¢ ETR

Z AR LN BID WA JE . ASA 4E335 N EID Flub 2 ID AHSCIEN EID %o Filtn, BV
AL B B th 28U 1P Hbdik DA J% ITR 8% ETR HAnHbhk i LISP i & . i&vER, %Ak LISP it
HONC SR 2%, JFH LISP I EA S A S HERRRE IS,

- MR IR R TR RS S L IR IR 55 SRS - S S G BY A5 U i m s st il T AR

XF HTTPS it A1/ A5 2Ry 58 Ik 5545 U i s sh ik

. Ui ID - ASA i AR AR P AR Y ROt A ID B 52 BT IO T
- HT R AR SR RGO L. - IR L AHES RGO i FTR R sh . BT/ OG D) Hds SEVFA

S st i T s P A e 2R B ISR IR A sl o

MR G5 AR AE U R Z ARSI, SR LS & LISP ittt LS HIR A Sh Ik

FHia Z |l

o RO E R S SR BCE O 27 TOMBCE A s SR IRE . 5 32 0, AR
SRR It L 1D

* LISP it i R & 7E default-inspection-traffic 25, Kk, AL 2008 LISP Ji & & 5
K.
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UK

FE1 (k) Bl E LISP K I wess LR Y TP HuhkBR#I ) EID, HRdE LISP ks 4.

a) B ACL; X H br IP Hiuhkt5 BID ik A sUthhk DU
accesslist eid_acl_name extended permit ip source_address mask destination_address mask
5% 1Pv4 R IPv6 ACL. 5 X%HfiV] i) access-list extended i5i%, S M4 5% .

b) G LISP KB, FFE NS HHA.
policy-map typeinspect lisp inspect_map_name
parameters

o) I IRBIEEIE ACL & X fiFIH) EID:
allowed-eid access-list eid_acl_name

55— Bkt th 23 B ITR/ETR AT RESY 1] 15 ASA SR TO R (Y LB 2% A0 EID GBI R, PRltk, 1%
A DABR A 1) L5 S A SR AT AR I 25 4 B 2% A8 BID o 0, A RARIE DG K 2 N uli ki, HJE
LISP 7£ 3 At pi bisAT, WSR2 2 Sul R EID.

d) WERTEEL, WA
validate-key %%

i

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa(config-pmap-p) # validate-key MadMaxShinyandChrome

HUE2 frm I 4342 oSk i 285 TR SRETR 22 [0] (¥ UDP it &= A& LISPA -
a) MCEP E ACL LS LISP fi &
accesslist eid_acl_name extended permit udp source _address mask destination_address mask eq 4342
0 558 UDP 3 11 4342, 452 IPv4 M1 IPv6 ACL. 5 5HfiY]ff access-list extended 5%, i
S Z% .
b) b ACL £l i i -
class-map inspect_class name

match access-list inspect_acl_name

) ffiFH AT LISP A i i e SMG WAL ARy . Sl aRk LR s FRSIN, AR K B 45 Skem B 10 (i
RIHHE ) -

policy-map policy_map_name
classinspect_class name
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inspect lisp [inspect_map_name]

service-policy policy_map_name {global | interface ifc_name}

WA AT 55 g, b A SRS U 28R . BOIAESL 1, ASA f45#%h global_policy

(R4 R sns, DRt T4 R Simg, 15 TR B %A TR W RARAS S A R N S, I mT LA RN
FHAI AR S5 g . LISP Al 23 0 ) B i de,  PRIM R I 5 A i R H prde 11 B3 R

55 SR s R g PN 1) BRI SR AU IE U N sl 5 0 P SR ISR (004 11 F I A O

HBBZ 5 o
T

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa(config-cmap) # match access-list LISP ACL

ciscoasa(config-cmap) # policy-map INSIDE POLICY

ciscoasa(config-pmap) # class LISP CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA I LISP it 2 A5 55— Bkl i 2% 55 ITR B¢ ETR Z A& 2% M0 EID A H . ASA 4id™
NIk EID ATyt 4 ID ) EID %
R A iR s 1k
a) MBS RE ACL LAFE R S5 2% B0 cionk o I S S BB 73 T 48 e A R PR 2% R BV o«
accesslist flow_acl_nameextended per mit udp source_address mask destination_address mask eq port

52 IPv4 R IPv6 ACL. 11 KHiDIIY access-list extended 1575, S M4 5% . MNIHES K
B A iR stk wlhn, ] LN HTTPS Y fl/e 1% 2R ik 44 (it 2 5 s s)
'Hﬁo

b) A ACL flZ KM
class-map flow_map_name
match access-list flow_acl_name

o) FREAEI LT LISP AL i [r]— SRR WA, 4 E WIEWUS, AR5 8 TR Pk
policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp

TP

ciscoasa(config) # access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0
eq https

ciscoasa(config) # class-map IMPORTANT-FLOWS-MAP

ciscoasa(config) # match access-list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa (config-pmap-c)# cluster flow-mobility lisp
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P4 SN E R, JFON R R TR s 1«
cluster group name
flow-mobility lisp
B FF/ORAE R ] U A b e Y A R AS B 1k

w15
PLR -
* % EID [E#H4 10.10.10.0/24 %% F[f] EID

o KA T 192.168.50.89 [ LISP M 2% (ANHE) S547F 192.168.10.8 [ ITR 5¢ ETR i
P (ES A ASA B2 1) Z [H]ff) LISP it (UDP 4342)

« Jyf# ] HTTPS 7E 10.10.10.0/24 _F3HEN IR SS28 1 BT Wi s R sh k.
o NEERHAHm B .

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID_LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP_ACL
policy-map INSIDE POLICY
class LISP CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
|
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eqg https
class—-map IMPORTANT-FLOWS-MAP
match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP
cluster flow-mobility lisp
|
cluster group clusterl
flow-mobility lisp

B E s> uh =8 VPN

BRUAEGLR , SRl F A v ook o 1) VPN . BRI R AERE nT i e, fas ] LA FH 4 A 3k A i)
VPN #5(,
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*=FHFHR LS E VPN
E AT R, 3l U] IPsec IKEv2 VPN 265 ASA SERET 540 Ko AESERETY ;2 (04341 VPN
ERE T SEBL S M AR BE R A &, 3% VPN SRR KR e 457 X VPN ZhREZ b
A VPN ER A (1
A VPN B NI T, RGO AR S e B 1

© B PA S - SAROERK Y R BOR R T O TSI . DT A e
VTR YIRS AL BB L, 4% IKE F IPsec &3 LK IT AT 5 2 SRR AL i

s F P - IEAEA B B SRR 2 1R I e R S Th T R A
F TR SO ER ST, RS N R ERSORT IR i

© Bk - RS R VPN Sl SRR IR AL R SR % VPN S 3h 1 5, 1201 R0k
T ARTEZ I BE K (CCL) REimt i e A B9 2% VPN 2l )19 il

o MRS - DhE A (ﬁé%f‘e%ﬁiﬂﬁfﬁ%mﬁ) ST A RS SR 21, AEM HL DL R AR AT
SUHE B4 K (ASR). mﬁﬁﬁ%"f BX RIZEHENADNSTEBR RN Y k. bt X 8
Emﬁﬁ;ﬁ’ﬁﬂﬂuﬁjnﬂ%&%zﬁlﬁlr” R e e B &

oA VPN 2 B IR il
o3 Al £ VPN 253 B BURRFE. 30, VPN SERIAT A S5 AESRRE B iAT 4 AR R o

* VPN SRR SISO BE B RE A o IX R [R]— ST AR &5 Ab 3 VPN JE 411 TIKE Al IPsec
b M Ho T mae . Wi VPN Sihmie il KL 2 RIHE 1% VPN SR BER Y S, HmE g
9% B 1% VPN iR IREERET S,

* VPN £:if AT A BEANMEREN ME—fEAE I 235 ID. R4l ID B H TR &, Al 6 & g sk
2% IKE PR -

* FES RiE) VPN AR SR ARSI R B rp, & il e S . (RO A I, AR i
AL HH PR 25 T U0 P REAEAN [ AR o L

EREFAT I A= VPN Ab B
=4 %= VPN
T 4 e ﬁtéﬁzfﬁﬁ%ﬁ ERTA E SRS 2il T 5 AN B 28 4 EAPIR

R P R T LV Rt O

s PRI AY IEFERE IR R B B & s il (AT — s k) fg42
AFHPRZS s FEARI A 0 SRS RE 26470 2 U BB 20 O 21 55— M s B

ESHREVIIVN B SREH Y R L VPN SRR AR BEED 0 AT, U2 Y ORI R B S
FE5 VPN BEAGRA R, BT nURE 0 BC IR AR U 10 A& 23 1
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IPsec IKEv2 1514
LE43 A R0k 5 8] VPN B, IKEv2 3647 7 LA 7 T K45 24
o RGBT TP/ 1 TG . IR F VR B BN BRI sk, DLRGTE BT REA T A
SERER A LIRS iE R .

* FRULRAS IKEv2 23 T5 1 (SPL) bR ISR AEAH A Sl 8 ‘P BHALE, JF H AR S otk —
(K10 SPT R T IR BATERAE Y 5 1D AEWLE] IKE P Bcdls B, A R ) B R A 19 5 1D
AR, o Z S ) sk A dEom IR A (R R

* IKEv2 4bH CUESCh I8 R 73 SR BE R TSR TS NAT-T Wi M. #E82 11 BJS FH IKEV2 J5, KR
TET i ASP 4323k cluster_isakmp_redirect RN, A H] show asp table classify domain
cluster_isakmp_redirect fir 47 F KL .

CMPv2
K A AT RUF2D CMPV2 1D E PRV P B A SR b 4 i 255 A 30445 CMPv2
W I EH AR U . T A SRS PR IX SS5H 1 ID UE TR & )20 2 r A5 AR A, il ix
g, SRR T Y AUERRE AT CMPV2 AR 5t AT S B0AIE, 10 HATAR Y 3 A e Rl oA #5 hi
Rio

SR uh 8 VPN B9 7]
REANERE A 0 AR T B A5 2k 5 0] VPN 1128 R VAT IE

14 VPN ERE ARSI A SAL VPN VRITI0 85 (JLfl VPN W TERSERIVFITIER) 3840 . 4
PRSP AT, i PR SR BNV, DS B VPN 26 i
AR VTR

A ik 8 VPN BIRTIR &4

RS

* Cisco Secure Firewall 4200

EREX
* FEX LUK R E R A
* BB KRR

55 VPN £

FFAS VPN EREH T 2 Hof VPN VERT 2338 CHoAtl VPN P TE SR e —384y) . — M T
FHEWE, —MHTHAOEE. BTSSR WAE TR, RUIERR R K VPN S IE R B AR
RV AT A 2
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st venen

=155 VPN SIEH

AS &= VPN SiE 5
4215 10,000
4225 12500
4245 15,000

Stk 58 VPN EN

B X IEHE
BUAE B AR SHF 20 A 3k i) VPN

ERER

3 A 23k A3 VPN TR s SR 2 1 BT as AT S SRLUN, EHSEER JORER

GG, ARG SGONEAT . KT ARG 15 1 5 ORI S 2 18 sl B 5 5 AR R S5 ORIk =
SURIARTERCA b, ATEAN RIS (RS DL R 7 AR eV SR I 3

R XS
P53 A1 20k AR VPN BN AN SR el O AR F LR A il S8 22
« CTIQBE
* DCERPC

* H323. H225 Hl RAS
* [PSec Hil

* MGCP

* MMP

* NetBIOS

* PPTP

* RADIUS

* RSH

* RTSP

* SCCP % 7 ¥iy)
* SUNRPC

* TFTP
* WAAS
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* WCCP

* XDMCP

HA N

o 0404 2k TR VPN B N S 3 IKEV2 IPsec 3 55 7] VPN, AN #F IKEvl. fE4E X VPN
PN SRR AR IKEv .

RS R
o A& PAT 1640 A 20k /S °] VPN #5EC FANTTH .

BR5 %k = 8 VPN
JA 93 A 3 i) VPN, ATE20 R VPN AR Al T PR 54

\)

AR A UM A AU ) B S VPNRE s S BT I AR ) A

FiaZ /i
HR¥E VPN it & FERIAC & vk . [8] VPN,

FEREANTT b, AEE I S 20 A1 20 £E] VPN
vpn-mode distributed

RGUR PR BB B AEFHINBCZ AT, e B R Ay B 9 s R OB I B P K
AR

BAE ] A Xk 2 E) VPN, i8] vpn-mode centralized iy 4.

TP

ciscoasa(cfg-cluster)# vpn-mode distributed
WARNING: Do you want to proceed with changing the vpn-mode, save the device configuration,
and initiate a reboot? [confirm]

B RS 6 E VPN 21E

T TEE R0 K (ASR) KHAE T SRR 51 2 [ B 70 A B VPN il 08k i T IHR & i fE5 R
SUTRIZHA LT, ASR JEEE T SRR N G I ik R A0S . AT SOl 0 AR e
.
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sHnssamisavensiE ]

FOBT o KT AAEAEATIN (BB A T, WAZAESRRE P R AAEATR I R8T, IF BB s i A4
HEEIEAT . PR H AR QIR RUE ) VPN S RE. FUE M) VPN SRR Y m 2 [ BAT L AH AR
wIE RS2

ERHHEA W, B URAN EHISUE, JRERES) AW ST B ik Bl il
T EM SRS O EANZR E S0 1 R EOA BSOS U0 /U TR A
ABEFLE BRI, WA R ARSI T

FEZ W FRBGUN, B ER D A REIN, MAZ DB FIONBAT . AR R0 HAT
FOFr AN, — MESH I B2 AR TR S A B, M A 35 5 M S A
A= ES TP NIEEREA S T Anlwel ) < I E A
FHiaZ |l

RS I B RS, R ARG H &

o UERR P L ZNAE SRR I P 0 BT

TEREHI L, ARSI SIS E AR T A G
show cluster vpn-sessiondb distribution

il

RYUH BRI R AT B

ciscoasa# show cluster vpn-sessiondb distribution

Member 0 (unit-1-1): active: 209; backups at: 1(111), 2(98)
Member 1 (unit-1-3): active: 204; backups at: 0(108), 2(96)
Member 2 (unit-1-2): active: O

AT A ID. IR AT EHS L RS0 1 5E AR Ee i ot Bo 5T RL o], H -]
u“[«i& u'l{,f%“%\:
o it 0 FRAT 209 AN EM S, SRl BT 1SR, B 2 BT 98 ANl
o i 1 EHEAA 204 AN TEHSTE, R0 BT 108 Nl it 2 BT 96 Maih
o B 2 WEAARAT Al DAt A SR O IR AR A Y S il . R R BRI A IR
Bfo
R K
cluster redistribute vpn-sessiondb
I 225 LR B CEEFEED  FIRTEG G 48T

MR8 A P A 2 I BORAE R 8, XA RERG LB ). FORT O AR S R AR, R
RS NGRS HE AR Bor Tl R g difE 5D -
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REHEEE 151 AR

T3 VPN 15 E§i 40 K AT A

ORISR, ¥ number 4515 M orig-member-name 5 3| AR A
dest-member-name
KRR 23U OB Al A% 42 member-name AXFEE IS A

U ENEK, K number /M43 1E M orig-member-name 7% 2| AR T R
dest-member-name

O number /M43 15 2] member-name [WYE 2 ek epree i g Fa iy i 8
A HEWCE] dest-member-name 14 15 51 i Y. EEURENS

CLoE L VPN 251 A

K B EE RN . 0 VPN G E 0 K

$IE 3 F P A\ show cluster vpn-sessiondb distribution i 4 LA AT F 45 5 .

Sote : -
EEEMTS
WREAER S, AT DL O A PR AR Y A

BAAEEE T =

SO R ARG S 0T, AR i EAE AR, R R AR I AR

%

AR MASARTARNESPIRGS (AF3h07 N RIS RO AR IO I, BT Hdl i AR el A
B IR Dl DUAGR Ao i SR A AR, T B R AR B, T LU 5
A MBRAZT R B BIR CORRFFTIT, AT ROMERAE TP i iy TP kit o {EA0 RSB n 2,
M7 SRR A TAE T HPRES (B, S 0rA7 T CAARRE G ED » W B TR 25
b AL F 230 65 g T R BEAT AR E 2D I

FHIa Z |l
* R AUE PRI G i 1 AREIEIZRE CLI R i T sZE 4
* XWTEMEREL EHERGHITEM P RIT AR . iR AR RGRCERS, 1A changeto

system 4.
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P IR E R
cluster group name

i

ciscoasa(config)# cluster group podl

WIE 2 AL
no enable

DRI SRR R WIS BEAT R AP I, R LA R DR O 12 4T
SRR E PR R AR, AT TR 5 A TSR A o

1’%‘% —_l|-|j-ll\\
LRGSR B R LAY, AT LU D3R
Y
AR GASALTHARESPRAN, PR DO BT B R D el DORIE O B SRR
%ﬁ,%ﬁﬁﬁmﬁﬁoﬁﬁﬁﬂﬁﬁﬁﬂﬁ,ﬁmﬁﬁMEﬁE@%&mmﬂm E I R AT
BB T SRR TP AT AR E AR (B, BRI ORAE T AR ED , R
FEWEE o T 25U A2 & o ORI T AT D I
FHIEZ Al
ﬁT%Taﬁﬁ,%E%%&ﬁ%@¢%ﬁ$ﬁ$cm%ﬁiﬁA%%%Eﬁﬁ,%%Ammmm
system 4.
UK
MERAE P IR R 17 A

cluster remove unit node_name

G FREPRCE IR A, S D 1 Bopie B IR R A, R T TR BB A I 1% 19 A
AN ZRRCE . WERAEHE S a5 5 A Sty MM B2 0 0, 2 1R AR ) A

BEAERDAFR, EHI cluster remove unit ?, 50 #i A\ show cluster info 74,
w15
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ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asaz

ciscoasa(config)# cluster remove unit asaZ2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

SR
DR AR IR T AT R (BT I (8 1D s RIS T2 A T A s,
LIS ABIRT- By FOF IMANGERE -
TR Bl
* SESBIBUASE PR 42 1 5 s UK FORT I AR HoAtbfie 1 2 oGl
* AT ZMEBGC EERGPII T T HAT AR . WERMARIEARGRCERL, i\ changeto

system 4.

© WPREE O AR, PR ER ISR .
UK

T AT, BEAERNE A
cluster group name

T

ciscoasa(config)# cluster group podl

FTIB2 Ja HAERE.
enable

e IR AR, T MR EAMER S SRFICE . BT R S B ATECE AR R OB
[F25) DGR AR LR R A NS I I AR AT L, EE A TS BRI BB PR T 4h e &
PAS TP ik 5%
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IR

ares |

FHia Z |l

b A P G 1 s MBREERERC BN, PrA i AR kM, s B L MR R R Bk o
H, e it CLI R A Ak AR

PTG A, A AR
cluster group cluster_name no enable

T

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

CEMCIR L PR, ST T S
RN

clear configure cluster

ASA KERMIBTA B, LG B UM G et
EIEE SHE ARE SN

no cluster interface-mode
BT ICE S, I F R i

WERAT s OO, DH %00 o B A B R AR IS AT R e v
copy backup_cfg running-config

=l

ciscoasa (config)# copy backup_ cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

R e B ORAE 2 R B

write memory

WARBA SR ECE, HIOPRCE S BT Fn, SRS O P sk, JFREIE BN .
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SR S B I E AR R AR, SRR I A 5 AR R AR W
SRR E BRSO BT S LAY R AT AR (FURIEE R, R haEI S,
A AR P ot ol BB AP Y s WP AR WOT, 1 R b 20 o AR P 1Y B FFT e N 2

B R L TEPATEL T P R

FIAZHl
T 25, WBEREPATT R HAT AR . WU MR RSB ERL, 1A changeto
system 14 .

HEHT T RUBCE A Y
cluster control-node unithode_name

Tl

ciscoasa(config)# cluster control-node unit asa?2

T B TR B AT 1P il

HRERRLR, M cluster control-node unit 2 CRIEE I B 4 BT T S22 AN IT A 485, B
A show cluster info 474> .

EBIEIEEEARITH S

BE AT I A Y AECEANRE E T SURE A, BT B IR 1 A 1 s k% show i 4 LA
LT it R L R TE AT S e b TR RN A AT HAth Ay 4 (Wl capture
Fl copy) .

RIEAr 2B AL B WURERE T RAARR, R B e T A
cluster exec [unit node_name] command

TP
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ciscoasa# cluster exec show xlate

WEET AL, E duster execunit 2 Cal & B 2R S ZAMARTE 485 , Bl show
cluster info fiy %

T
SR N 7]l RSP AR (A R 2 TRTP IR S5 2, ARy sl A A LR
i

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

Z A PCAP IUAF (AR B — 1 /D KRB TFTP Mk55as. HIRIRCIE 44 A3l
BN 44 HK, 10 capturel asal.pcap. capturel asa2.pcap 5. fEAHIF, asalflasa2 &4
RET R4 R

DL R 72 cluster exec show port-channel i1 iy 2 % R, B T SR8 I RN 5
EtherChannel {5 &

ciscoasa# cluster exec show port-channel summary

Control node(LOCAL):***********************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— e e
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)

Slave:******************************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— e
1 Pol LACP Yes Gi0/0 (P)
2 Po2 LACP Yes Gi0/1 (P)

Hi¥% ASA &£5F

ST B AR A R B4 K b

IR BIATS

WS LT i & R PR -
* show cluster info [health [details]]
WRBEA B, show cluster info i 2K B BT S 5 Rk
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show cluster info health iy &K a4 1. 5 S AEANMERE S s kIt details JCHE T R
INESEISENIGIN G @

#2: show cluster info #ir 4 LA R4«
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

ID : 0
Site ID 01

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl92

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA_ NODE

ID 01
Site ID 01

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL NODE

ID HE
Site ID HE

Version : 9.4 (1)
Serial No.: JABO815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA_ NODE

ID : 3
Site ID HE

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

* show cluster info auto-join
BRSSO BOEE 5 A EHINAERE, LS OB 5 fF (B an S5 F
FIE HUATZIIROUS BRI, 254D o IR RICKAZER], B S e SRR, Mty &
AL B EfTHr .

124 show cluster info auto-join #ir4-fILL 4 :

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

i 61006100



| 61006100

ISR

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.
ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)
ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)
show cluster info transport{asp |cp [detail]}
SR LRI H AR S G5 B

* asp — i T g 5 R

* cp — FEHI P g E .

WA detail ST, f8nT DUEF I ] SEAL R I SO AT FH RS 00, DAER & #2 0°F 1
H R X EE I I B . 15214 show cluster info transport cp detail fiy4 1) LA T i
H:

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN l656adce acb26fe 5£839f76 7b680831
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R 733840 1042168 852285 867311
RE 0 0 0 0

RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384

RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0

RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages
Cluster Redirect Client 4153
Route Cluster Client 419
RRI Cluster Client 1105

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1

Percentage
73%

7%

19%
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[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0
MRT Tx of unitcast messages (to member id:0)
Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]
Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%
Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history
BIRERE Al s, LARAT RBERETY U N SR St PRI 5 i B AR TR 1) s PR PR R
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HIRBENRECEE NS
AR T PEACAE R, WS
cluster exec capture

TECRRAEREE TR i b R, 4T LUMEFH cluster exec capture fiv 2 /E# I1 mi 1R FIRAE RS
PRI DIRE,  BJE SRR IR P Bl 19 K B 3l s e g .

k4594 BE RS
T2 LLF iy 2 DA 45 S 0

show cluster {cpu | memory | resource} [options]

BIREANERE RS S . 7TH] options Bk T Hdla A

llkj:';‘i';ﬁ;ﬁ¥tf:

mmlT 1L

il

TS LA T 4 DU PSR R
* show conn [detail], cluster exec show conn

show conn iy 4 Bon—AMERHE S E . &SRR E L. AT S B custer exec
show conn iy 4 H & A FTAT 8. Han 2 n] LR R AN B BA R FP AN H] ASA 197 3.
SERE A B e T A R AT IR AN & o Iy 2 ] DALESRAR 7 (81 s A AN IE R (K I B
ISR, U nT DS O T i 0 380380167 3 G AL S R I R AT S

show conn detail #4348 R WREE i Y. 1851 RS 2l .

PL R 4 show conn detail i 110 % 7~ 1] :
ciscoasa/ASA2/data node# show conn detail

12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
Z - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
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uptime

1m21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received

at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface

NP

Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic received
at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface NP
Identity

Ifc Locally received: 716 (8 byte/s)

PO IR AT MO R, T B AEAT R AT LS cluster exec show conn fiv & & T 15 b
iR, FHREGUUFRERR: S (). &0 () RS (2o FHIERT =4 ASA L
f—2% M 172.18.124.187:22 1| 192.168.103.131:44727 ] SSH #%#%; ASA 1 #7f z bris, #Fonil
RAREN A ASA3 T Y hniks, RN IERLN T 1 ASA2 B AT R bR
A, RORILEFTEE . iR, HIEENEIEEIEN ASA2 b8 R AN TE: i
Ho FEATETTIA, IERBIEEEN ASA 1 Fl ASA3 _LIANEE 1, 38 ik SERE4A e el
KE| ASA2, RIGHH ASA2 LRI,

ciscoasa/ASAl/control node# cluster exec show conn
ASAl (LOCAL) :‘k‘k‘k‘k‘k‘k‘k***************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***************************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3:‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***************************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes 0,
flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counter s]

show cluster info conn-distribution F1 show cluster info packet-distribution 74 /st 8 ETH
SEHEN BB Ao IX By 4] LS W S5 DAk R A 28 A A 8 I 48

show cluster info loadbalance fir 4 & /R & B A H ZE 5 B

The show cluster info flow-mobility counters 4 7~ EID B A G EHER. SR
show cluster info flow-mobility counters [ L4 Nt -

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested : 2
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* show cluster info load-monitor [details]

show cluster info load-monitor fiy4- i 7~ Ji — AN R B AR DA I Bk, DAA ELTE A 1)
R CERUE L R 8 30) o AfiH details Skt 2 B AN I 0] ) [ 10 A B A .

ciscoasa (cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Unit ID 1

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
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Unit ID

Memory usage (%) captured over

Unit ID

Unit ID

CPU usage (%)

Unit ID

0

25

25

25

30

25

30

25

30

25

20

0

25

25

25

30

25
25
25
30

20

25
25
30
20

30

captured over 30

25
25
25

30

30 intervals:

30

35

30

30

30

35

35

35

30

35

intervals:

30

35

30

30

30

30

25

25

30

25

25

30

25

30

30

30

25

25

30

30

25

25

30

30

30

30

25

30

30

30

25

25

35

30

35

25

30

30

35

30

30

35

35

30

35

25

s N |
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25 20 30
Unit ID 1

30 25 35

25 25 35

30 30 35

25 20 30

20 30 35

30

25

25

30

25

30

30

30

30

30

25

30

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]
BIRBEANERE R G HAE . 7T options MGk T HdE R

1% show cluster access-list 7y 4 LL N -

i 61006100

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result,
access-list cached ACL log flows: total 0, denied O

300
access-1list 101; 122 elements; name has

(hitent=0, 0, 0, 0, 0) 0x207a2b7d

h: 0xe7d586b5
access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www

unit-A4,
(deny-flow-max 4096)

30

30

35

30

30

35

unit-

B,

unit-C_,
alert-interval

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0

0, 0, 0, 0) Oxfedfd947

(hi

61006100 |

unit-D

tcnt=0,

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238

(hitcnt=1, 0, 0, 0, 1) 0x7b521307
access-1list 101 line 4 extended permit
(hitcnt=0, 0, 0, 0, 0) 0x5795c069
access-1list 101 line 5 extended permit
(hitcnt=1, 0, 0, 1, 0) 0x5lbde7ee
access list 101 line 6 extended permit
(hitcnt=0, 0, 0, 0, 0) 0xle68697c
access-1list 101 line 7 extended permit
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49
access-1list 101 line 8 extended permit
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512
access-1list 101 line 9 extended permit
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

tcp

tcp

tcp

tcp

tcp

tcp

host 192.168.1.116 host 192.168.43.238

host

host

host

host

host

192.

192.

192.

192.

192.

168.1.

168.1.

168.1.

168.1.

168.1.

177

177

177

177

177

host

host

host

host

host

192.

192.

192.

192.

192.

168.

168.

168.

168.

168.

43

43.

43.

43.

43.

.238

13

132

192

44

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44

(hitcnt=429, 109, 107, 109, 104)
Oxcedf281d

access-1list 101 line 11 extended permit
(hitcnt=3, 1, 0, 0, 2) 0x4143a818
access-1list 101 line 12 extended permit
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead
access-1list 101 line 13 extended permit
(hitcnt=1, 1, 0, 0, 0) 0x21557d71
access-1list 101 line 14 extended permit
(hitcnt=0, 0, 0, 0, 0) 0x7316e016
access-1list 101 line 15 extended permit
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8
access-1list 101 line 16 extended permit
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

tcp

tcp

tcp

tcp

tcp

tcp

SR PTAT W AL IR AL, WA

host

host

host

host

host

host

192.

192.

192.

192.

192.

192.

168.1.

168.1.

168.1.

168.1.

168.1.

168.1.

170

170

170

170

170

170

host

host

host

host

host

host

192.

192.

192.

192.

192.

192.

168.

168.

168.

168.

168.

168.

43

43.

43.

43.

43.

43.

.238
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ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k*~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :~k~k~k~k~k~k~k~k***************************************************

100 in use, 100 most used

Cll-~k***~k~k~k~k~k~k~k~k~k~k~k~k***********************~k~k~k************************

100 in use, 100 most used

* show asp cluster counter

Wi A0 T A AR R R AR H A

IR R IR
ARERHHIEE, WS T
* show route cluster
* debug route cluster
ORI AE B
* show lisp eid
78 ASAEID %, ®H 275 T EID Mt 5 1D,

24 cluster exec show lisp eid fir 2 I LL Tt .

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k****************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T, s kK ok ok Kok kK k ok kK ok ko ok kK ok kK ok ok K ok kK Kk kK ok kK ok kK ok kK ok ok K ok kK Kk kK ok kK ok kK ok ok Kk k Kk ok K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

* show asp table classify domain inspect-lisp
2R TR HERR AR A

Tk = (8 VPN
HF B fr 4 M55 VPN & IR A1

* ffi ] show cluster vpn-sessiondb distribution #& At TG SA AT . WRAE 2 S P IET,
WU WA ZIAE 2R GEARAT 2% 0] TR B AT I i 2
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FIF I show iy 4 ] DLPRIE A B 230, 1677 72819 55 BT show vpn-sessiondb summary .
* 1] {8 ] show cluster vpn-sessiondb summary iy 242 At8ERE F i) VPN #3105 —FEL .

* fif Ff| show vpn-sessiondb iy 4 [ AT £ R4 R T 273 UL VPN {5 B LAAh, i Wi & 1)
F RS TR

EEEEFFHEFICR

HRAERIE HEILRKMEL, ESHU s
logging device-id

SRHE T AR R IO A CR GEH AR B . 8T LU logging device-id fiir & ok A& CE A A TR A
A% ID MRS H &AM E, BUEW A B 202k AR AR SN R A

im0

i 2 U T s S O W dr

* show cluster interface-mode

PR A
show port-channel
A FE AT I Sy 1 30 e 1 ) 4 114 R
show lacp cluster {system-mac | system-id}
57R cLACP &4¢ ID HILSEL

debug lacp cluster [all | ccp | misc| protocol]
7R cLACP IR B

show interface

SR AE I R R MAC TR A A 100

ciscoasa# show interface port-channell.3151

Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec
VLAN identifier 3151

MAC address aaaa.1111.1234, MTU 1500

Site Specific MAC address aaaa.llll.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0

Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output, 110448 bytes

98530 packets dropped
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B

W0 LA TR A 1 a2

* debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]

BRI R T B
debug cluster flow-mobility
B SRR SR K S
debug lisp eid-notify-intercept
4 eid-notify # UM s A
show cluster info trace
show cluster info trace fir % W A5 &, HEE— D HERR 2

%2 % show cluster info trace iy 21 LL 4«

3

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP _MSG KEEPALIVE from 80-1 at
CONTROL_NODE

flhn, WREHEBILL NN E B RS HATAH I local-unit 4 FR K75 m078 4950019 m, X AT Rk
FHPIAT R EATHIA local-unit 4 FF GERMEEINECE) , sif 51 mUEEBR E S #%
HE GEREERMLE) .

ciscoasa# show cluster info trace

May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes' with parameter
1.

May 23 07:27:23.113 [CRIT]Found both unit-9-1 and unit-9-1 as control node units.
Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data node
May 23 07:27:23.113 [DBUG]Send event (DISABLE, RESTART | INTERNAL-EVENT, 5000 msecs,
Detected another Control node, leave and re-join as Data node) to FSM. Current state
CONTROL_NODE

May 23 07:27:23.113 [INFO]State machine changed from state CONTROL NODE to DISABLED

7 uh =8 VPN S HERR

%5 VPN @40
MIEA T A a0 VPN FIERTE L A2 DU B RS DU, S I 1) A 55 i o 5 P 3 200 S
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(LD 180
WERAE ZARMAGERE R, A BUEAEMA | BiERESIA  (member-name) HIT vpn BEANILACITIBAELAL .
SEREMIEE Y R AEAE 73 A 5K VPN BT .

BHIT S (control-name) AR E KA (unit-name) HIVEMHE
K, JRPAE: vpn BIERIAESESEI AR E A A

WA A 20 VPN AR R D3 bR I b i &
i

B PR R RER ven BAESCH M. Tz E
VFAE, Joik s s

R IKEv2 £ 40 1) SPT H [ I TR) K Bk
R ID R

e C R seI
o
M EIHEAT) spT

R TCIL B A 0

REEQIE IKEV2 21540

IKEv2 HIURELFR (IC) AbFRAR 5 .

IKEv2 i RIAT IR 1l 24 EAR B I 5 0y 21

HUB 7 A v

RAEKSIEER S RIE B KESE member-name
REEW R member-name TERBNMN, (AN BRFEHIFT 5D

DR SR AEERT 73 o U] 40 b B A T

KBRS Ol VPN SIEE K.

EAREBE TR RZ—:

* 4[] port-channel load-balance src-dst 14portfiy4- 24 N7K 28 #LlC & Laport 1k 7 383 i 57
PRI, b R VPN i A o K B RE T I — AL . SRR 20 BC s 0 o R s

SSP-Cluster/data node (cfg-cluster)# show cluster vpn-sessiondb distribution

Member 0
Member 1
5(2660)
Member 2
5(2122)
Member 3
5(2501)
Member 4
Member 5

(unit-1-3):
(unit-2-2):

(unit-2-3):

(unit-2-1):

(unit-1-1):
(unit-1-2):

active: 0

active: 13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),
active: 12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),
active: 13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),

active: 0
active: 0

FH T3k i H) TKEv2 VPN {8 H 3t 1 500 7E A J5FT H brvm 1, R IKE 2 0 K14 2 Nexus 7K
5 LA 22 TR0 32 1 s 0 T 3 v (R Herp— AN B

1 Fi§ port-channel load-balance src-dst ip-14port ¥ Nexus 7K 171 #5355 5175 56 2k TP A1 L4 S
M. #RJ5, IKE Z 8 Rk S s, dEm it 2 a0 .

TEREAT SR i

TEAESEREIOFR BT A L PAT:  cluster redistribute vpn-sessiondb , K5 -

A VPN Sl B0 70 A 28 53— WA IO SR A1 5o
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ASA 2R

IRLETR AL I S R R AT ARG ASA FLE

ASA F13Z 14/l Bo & 7= 5

ASA FL &

PUR BC B B3 ASA HATHpLZ 1A R 3% 1

ASA #%0O RiAEO

PLKIM 172 GigabitEthernet 1/0/15
LK 1/3 GigabitEthernet 1/0/16
LK 1/4 GigabitEthernet 1/0/17
PLKM1/5 GigabitEthernet 1/0/18
BaRELMNENER

cluster interface-mode spanned force

ASA1 =1 BT 5| SR FECE

interface Ethernetl/6
channel-group 1 mode on

no shutdown

!

interface Ethernetl/7
channel-group 1 mode on

no shutdown

!
interface Port-channell
description Clustering Interface
!
cluster group Moya

local-unit A

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0
priority 10

key emphyri0

enable noconfirm

ASA2 i L5 | SR FECE

interface Ethernetl/6
channel-group 1 mode on

asa szntl [l
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no shutdown
|

interface Ethernetl/7

channel-group 1 mode on

no shutdown
|

interface Port-channell

description Clustering Interface

|
cluster group Moya
local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0

priority 11
key emphyriO
enable as-data-node

EHBTEARE

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2
channel-group 10 mode
no shutdown

|

interface Ethernetl/3
channel-group 10 mode
no shutdown

|

interface Ethernetl/4
channel-group 11 mode
no shutdown

|

interface Ethernetl/5
channel-group 11 mode
no shutdown

|

interface Managementl/1
management-only
nameif management

ip address 10.53.195.230 cluster-pool mgmt-pool

security-level 100

no shutdown

|

interface Port-channell
mac-address aaaa.bbbb.
nameif inside
security-level 100

ip address 209.165.200.225 255.255.255.224

|

interface Port-channell
mac-address aaaa.dddd.
nameif outside
security-level 0O

ip address 209.165.201.1 255.255.255.224

BEE10S B E

interface GigabitEthernetl/0/15

switchport access vlan

i 61006100
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switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

|

interface GigabitEthernetl/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO
switchport access vlan 201
switchport mode access

interface Port-channelll
switchport access vlan 401
switchport mode access

arios saneE
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Cluster Control Link
192.168.1.1, .2, and .3

eth1/8
eth1/8
eth1/1

eth1/8

mgmt

<I__ port-ch1 Spanned >

1

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64

| MAC: 000C.F142.4CDE |

port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Poal: 8 IPs)

mgmt

c""--—-—.__ ,_,.>
(5 RN | port-ch5 [
Switch o VLAN 10, VLAN 20 Trunk o
- I3Y
— z
3 3
= S
|
=
A y
Client Server

KA A 2 A A B T S AN VLAN SCBG, Filln, VLAN 10 T WM 4%, 17 VLAN 20 H
TANEML% . B4 ASAERAT — R B AN AT e L ol b 28 0 s O o 5 F b kA BRAE R L1
FTAT i L AR T 802.1q #1234 . ASA J& VLAN 10 5 VLAN 20 2 [8] [ 55 <k % .

{5 /9 4% EtherChannel B, BT 504 55 26 7EAZ LI 73414 — A EtherChannel. WIH—& ASA 48

AT, ACHHURE£E AR B2 2 10 I i i
BHRELREORK

cluster interface-mode spanned force

RE1EHBETSISEFRE

interface ethernetl/8
no shutdown
description CCL
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cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as—-data-node

BRUIRmEARSISREFEE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

sHETEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernetl/1
channel-group 1 mode active
no shutdown

interface port-channel 1
interface port-channel 1.10
vlan 10

nameif inside
ip address 10.10.10.5 255.255.255.0

61006100
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=

el
3
=
n|

ipv6 address 2001:DB8:1::5/6
mac-address 000C.F142.4CDE

interface port-channel 1.20
vlan 20
nameif outside

4

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64

mac-address 000C.F142.5CDE

Cluster Control Link
port-ch1 T
192.168.1.1, .2, and .3 g {jn
WILC
Node 1
BN /\ ethi/e
glp [ ethirz @5
A A\ ethi/8 WP eth2/1 _ A
; |
= (\ mgmt [ - (\
go ! Node 2 3
-§(W 53 EJE eth1/6 08 3
o) o5 748 OS2 o b
3 AW §§3% EA eth2i1| SNES g
& Ond T 2.0 &
2 138¢ =S8% 2
85 8 mgmt 2?3
= = (8] O ©
=0 @ Om o
E¥aY %E S g A\ ethie gaodes 9
sl ] o | [zl | e &
©J a\jﬂJemm N >
v V i’ V vV
mgmt |
management
10.1.1.1 (Pool: .2-.9)
2001:DB8::1002/64 (Pool: 8 IPs)

T e S REURAE PN RN AR R 2 2 TR T B 5 300 B A

wn EEFTR, 2 — N R 2% EtherChannel 3% 32 31 N AT el L, 1045 0 FR) 5 — N5 9 2% EtherChannel
RN AT B TR, A

BARE LHEORK

A A] LLE SRS EtherChannel | A1)# VLAN 74211,

cluster interface-mode spanned force
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AL

N |

e

REVEHBARTSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

BRIBRARSISREFEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

61006100
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enable as-data-node

EHBTEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

B AT uh B SR EFRY OTV EC B

A5 P 125 DX A I SE T 1) 6 R R PRl e TRV AR R RE A5 /802, IO T OTV I E A 2 15 2. OTV
HIEAE DCT e R Bl R AR B EAE ] o SRS AR 3R A MAC SBhER, OTV A&t
DCT ¥ R At . WERAE OTV Fe R R ARRHN MAC Hiulik, e 237 il At .

OTV B & 7151

//Sample OTV config:

//3151 Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL MACs
10 permit any any
mac access-list HSRP VMAC
10 permit aaaa.l1111.1234 0000.0000.0000 any
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20
30
40
vlan
mat
act
vlan
mat
act
vlan

//To
arp a
10
20
30
40
50
ip ar

no ip
vlan

otv s
mac-1
mac-1
mac-1
route

mat

inter
otv
otv
otv
otv
otv
no

inter
des
mtu
ip
ip
no

inter

inter

des

swi

s

s

mac
no

otv-1i
vpn

r

otv s
//0TV
otv £

permit aaaa.2222.1234 0000.0000.0000 any
permit any aaaa.l1111.1234 0000.0000.0000
permit any aaaa.2222.1234 0000.0000.0000
access-map Local 10

ch mac address HSRP_VMAC

ion drop

access-map Local 20

ch mac address ALL_MACs

ion forward

filter Local vlan-list 3151-3152

block global MAC with ARP inspection:
ccess-list HSRP_VMAC ARP

deny aaaa.1111.1234 0000.0000.0000 any
deny aaaa.2222.1234 0000.0000.0000 any
deny any aaaa.1111.1234 0000.0000.0000

deny any aaaa.2222.1234 0000.0000.0000
permit ip any mac

p inspection filter HSRP VMAC ARP 3151-3152

igmp snooping optimise-multicast-flood
1,202,1111,2222,3151-3152

ite-vlan 2222

ist GMAC DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
ist GMAC DENY seqg 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
ist GMAC DENY seqg 30 permit 0000.0000.0000 0000.0000.0000
-map stop-GMAC permit 10

ch mac-list GMAC DENY

face Overlayl
join-interface Ethernet8/1
control-group 239.1.1.1
data-group 232.1.1.0/28
extend-vlan 202, 3151
arp-nd timeout 60

shutdown

face Ethernet8/1

cription uplink to OTV_cloud
9198

address 10.4.0.18/24

igmp version 3

shutdown

face Ethernet8/2

face Ethernet8/3

cription back to default vdc e6/39

tchport

witchport mode trunk

witchport trunk allowed vlan 202,2222,3151-3152
packet-classify

shutdown

sis default

Overlayl
edistribute filter route-map stop-GMAC
ite-identifier 0x2

flood not required for ARP inspection:
lood mac 0050.56A8.3D22 vlan 3151

wmmxnsaennoves [
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H b R FEFEEIE 0TV SUERR
Rl SWOT, w BN OTV MIidygas, DB FFRLIE AR MAC ik, J& 5 25— LU HLAR B .

1485 BAE IEH TAEI SR I OTV A2l B3 ASA 42/ MAC il (i &4 H . b4 HE i
i) OTV RS L LI INX LA H . 2 P AT E DI, & R W R R 45 35 F1 4% - g A
ASA [P ARP % H G FHAAEREM QI , BITEAT A% Z ARP. HIL, OTV BASAHLE
EHAL R R P3N ASA 4 i MAC Hihik. 1T OTV 8 kR %A %45 MAC #ulik, 5 H AR
OTV Wil, EASEN ESE 2 MR IE PR, e %57 MRS 38 814 5 MAC Rk 5
W, A SRR T

//0TV filter configs when one of the sites is down

mac-list GMAC A seqg 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

M AN R, TN I IE RS, RMER OTV LRt ER &S H . EBRAS OTV 1
A MAC Hidik %, MIMER4 R MAC #ilbfES4H, XA i,
MAC it =555

1ok A WOTIF HA R MAC HBhEFER 4 H Cas el OTV i, R LS > OTV SRANE B4k 1
LA R MAC N . 75—l i n, SRR EEA H . SR MAC LR, DLEfifR OTV

I R R AT IR S H

cluster-N7k6-0OTV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— -t —————
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3
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OTV ARP Z 7z 145
OTV JAUHL ARP #f it OTV #2131 1P HuhikfY) ARP 2247

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0d 00:00:31
cluster-N7k6-0TV#

ufh 2 8] SR RE TR 11
0 % SR

0T 4E OB AE N E AL ih = B SR B R

LUR R B2 7s 1) 2 A ASA SRR mi 20 AL T 2 AN EEAE N BSAIA I Bi% rh#  i) CREAEHAN) O Hcd
o SRR R AR R R B O DCT R . A TR Hle 0o ) P BRI T B % 1 #5331 OSPF

H1PBR 2 ECMP 7EAETE B 3 2 [0 B AT S8 . i 45 5 DCI rh B8 ey 5 H w] g it

TRFFEREAN LN (RS ol i LRI ASASRTETS B rh Wridi ) o SR —Auli i LR
AT R A A, R R B @ DCT AT 5 — Aol mi 1) ASA SRS A5
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B =50 MAC 70 1P bt B FE X LA 858 5% F A5 R )

e

v N
A “\
( Internet )
"-\.,__ ) J
Router N— Router
]
oo i 4 L |
T ligher cost route Higher cost route -~ i x\
( Outside ) ( Outside )
[[—_ : Ii\ —
OSPF

Data Center
Interconnect

L s
|Clusier Control | \__<f E:
1 [~ |

—— FEAE

4
Inside )
;

— o

1

Higher cost route Higher cost route
A —  —

Router Router

Data Center 1 Data Center 2

BHuh =45 ER) MAC F1 IP ik 8955 X LK W i@ 18 i R T 7R 51

PUR RBI RS T 2 ANMREERO, KPS EREE O 20 A 2 AN ARl b 1R R DG Eh 2 AT
ML 2 IR RPN IR L SRR 1 SRR R R i DCT &R (7 TR ol s 4k
AR 8 5 AP T ) PAY 1S AT A7 08 0 25 g i DX A A ) 30 T 342 B A A He L. B> EtherChannel 15 B
BT AL -

s VLAN A8 H B AL 4 B A (OTV) B EARTE Sl sz (W4 Jg . A8 A 2078 I BH 14 <) MAC b
B E RS, PR AR SR DCT AR IER) 7 — vk . Wi ICyk vy i) —A sl o5 LA RET
R NS BR I ey, TR RE NS R IL B ) v AT AR T . BN VACL kit yE 4 =)
MAC Hbtik. 0 T-RL6F 4l (B BAT F3 RN 1) Nexus) , ILZ04f FH ARP £ 75 bt ik B
2 J5) MAC Hilikff) ARP £idlif0 . ARP R 5 2R IEAE ASA B B ul £l MAC HuhiEFIws 23 IP ik,
AN T E i MAC Huhik, 525 ARP K 7.

FEREA S T IS I O o T SR L 0 4 R R L MAC AU Tl s . 14 3
i 5K E RS DC SERE )3 R 52 O MAC #ulik o LT AE AT 95 1238 WA LA AN AN 7 35 11 fR 5 /> 3 1
SREAH A4S 5 MAC Hidik, S8 MAC Hihki25), M5, AN EREE, A MAC Hihik .

FEREY S
o WERBERIE I BT D e A A8 ot i MAC ik, IR AEUE h AT A AL
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5 X LKW &g

\

B X LUK M@ 8 E PR AR R db vk (8 SR 8 1 .

o FRALBIEERER AT N I ECH AT 4 )R MAC i hik Ai%, - DRI ] U P AN 3l R AR] 5 i
OTV Iy s a5 it b0 A R AR A

Node 1 Global MAC
(blocked by OTV between si

Data Center
Interconnect

: |
Cluster Control
Inside gy

Data Center 1 Data Center 2

E AR F AL ik = B &R B R 171

PUF 7RGl B T 2 ANERESOL, XSGR A 7 A T 2 AN EEE AR NS e 2% 2 ) (Rt
A ECE b o R OY B AR A ) e o LDaﬁ% P FREAN R SRR A 03 A5 F 18D 1) P
RN AR 1 25 DX DA oY T 30 3 42 B A A e bl . 45 EtherChannel 85 BAERE T A HUAR -

R FAF B O TR PSR 1R i #3540 OSPF (nl il b iE W ASA) o 5 MAC HihEAR[H,
HH 24 TP U HE7E T 2 b e LA ME— 10 . I F € DCTHh R BRI e, R B DR RR e AN 5L
FOow, BRARG s BT AR A T g . W I ASA FITTAS AR 1 % i b S i Ay T
BN IR — PR AL A BRI AR A R AR R R . A SR T — A3l U T B 0 0 e A e
WK R G I R I DCT R AL T I3 — Nl s AR

A TR R AL St P A4«
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* Ul £18) VSS. VvPC. StackWise B¥ StackWise Virtual - EMIE S0, — G AP 2254 Bl vh o
1, 53— BN LA EA R 0 20 — A7 WAL TR s PO IR SRR i O B A H
LA, MICRZHHF R DCL A . EIEOLT, &2 PR N R oA
Hio Witk DCI vf DLARERE AN i, R ] DL PR AN sl i DCLIEFE R 5 A # bl 7E
BEAESOLR, LA RO HE, PRI DCT iR & o fd is e .

o AL PR UG KA VSS. vPC. StackWise 2§ StackWise Virtual - & T 3845 5 i (A BAL U4
ReJ), MAT DAEREAN Il U2 2 X B U RASH N L. FEUCIE DL, USSR s R — A
5 DX LA D S e gl o 1 LAR O 2 2P 3 A HLAS 3L, K it o 2 LA IE HE B A
HOAZHHL, (HES X LUK B IE AT FAE “ 87 o MAAHITRAHN RGBS #5 X LUK
DX 30 T AR A iy 5 AN B[] EtherChannel

'd N,
( Internet
e 0. 9 Sy
Router g SR
—-./ ) _‘\'_'_”Highercasi‘mute Spanned
/ EtherChannel

Data Center

Interconnect

Cluster &_(_/—

Control

e
Spanned
EtherChannel
Higher cost route Higher cost route
Router Router
Data Center 1 Data Center 2

B XLAKMigIE B AR R A B R 2R
DLURRBIR T 2 AMERE L, KPR R A B T 2 AT LA 10 050 X el P
PRI TR A R FESE ) 2 1) CRIGRA) IS . SSRGS o
ok DO iz 550 0 SR P T 160 1A 45 554 1 8 4 S P 9 4 O B LA 5 i
Ve BB A HIAZ Bl 4/ EtherChannel 248 ¥ 0T DA

BEAN G L _E P G A8 A FHRP (5 4 HSRP)  7EAREAN ki B3R AEAH R 1) H b g 48 MAC F1 TP #h
hbo ik MAC HhEEAMES), B H Al H mac-address-tablestatic outside _interface mac_address
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gusxz

172 W DG A SE B MAC Hb ik A8 N2 ASA MAC Hihikb3 . WniRsATix e H, 907 Tl %
1R OGS AL Tl i 2 (M SCTEAR N, R AT REIE RS ASA IRl A B 1 Bt A1 2, AT 2
HEL ). Z5dls VLAN A6 S AL 4R (OTV) S BBARALE S A2 (M g . #2008 inid &
ar BHLAEAAT PO 2 Al I DCI AR S 55— 3l o WERICIEVT ) — At s B R SC % i
ar MBI BRI DE RS, AE SR RENE AL B 5y — ol R R O T 2%

P v . \
I i
[ Internet )

J

S poes

] Gateway Router: - \__\,_f__ﬁ Gateway Router:
R - Virtual MACs and IPs Virtual MACs and IPs
. (FHRP) (FHRP)

Spanned EtherChannel DB NW_

Spanned EtherChannel

@ ;@_ 5 Cluster ;@— ;@—
SESESE Nodle 1~ “HE==== Node 2 Node 3 & Node 4 ESEEEE

| Cluster
¢ | Control

B b e

o] o] o

A

Spanned EtherChannel I

Spanned EtherChannel

Data Center
Interconnect

_____________

S e r
Swilch APPNW \br*- ------- M App NW

of of )

Data Center 1 Data Center 2

LS ]
AFR IS ELATAT RARRE L AE [ B VRN 5

ASA T gEFREE BY
5> ASA IR ASA SERFSCHE, AT DU REANAEAR 75 i B 523 Re . JLABD)RE T BEXS dnfe] 1
AR RE T .
SRR SFFRIINGE
DU N IO REAE )5 AR BERO G 00 FCTERCE, AHOGAr & Sl 4
* MREE TLS ARSI L W15 D) fe
« ZHEVi ) VPN (SSL VPN Fil IPsec VPN)
* EREIER L (VTI)
o LUR R AT # s
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* CTIQBE

* H323. H225 fl RAS
* IPsec %%

* MGCP

* MMP

* RTSP

* SCCP (%) "3ifi)

* WAAS

* WCCP

o {7 M E I R A

 FEEE RIS 3

* DHCP %/ i, R45#s MAREE. SZRF DHCP 4k,
* VPN i

* Azure LI RRERS

o BEEK B FIBY

* FIPS A5

EERFEE L INAE
DL F S A (il 2 AR, BRI R .

)

AR AP D RE AT DA B T U T ST TR I e b B

WERAG I AR DI RE, U2 50K S vh Zh e XU BRI 0 B AP U e, SRS PRI R U
N IIRE: URAEIENE L, %R SR R A& [ R R

X DIRENT 5, DR Y R AW, T T A SRR T T, Sl AR T R P i
TR

© DU MR
* DCERPC
* ESMTP
* IM

* NetBIOS
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* PPTP
* RADIUS
* RSH

* SNMP

* SQLNET
* SUNRPC
* TFTP

* XDMCP

o WA R AR

o PREET 1) IR S S0 UEFIFZ A . KA 231

* i S5

* i 5ilH] VPN

* IGMP ZLFHZ B T pip S AL B CEH -1 e e oA T BEANERE D
* PIM ZH 3042 V- 1 P S FRT AR L RO 1 1 e o3 A T- 4R D
* ZhAEH (& T8 /%% EtherChannel 155X

R BT =R AE
KT B G ASA 5 AT AHEAMIERY S HI45 41.

* QoS-QoS HMK T e B I RErh AR R H [F20 o HI, SRS AERE DY ni EARST AT o 451
i, G O G B, DRI AR E ASA PRIV R IV AT A U PR R R U P R
B RS 3 AR HRENM ARSI, AU AR S EAR R T SRAF AR 3
fife
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4. WERAT SRS MARA L e R, EAS A BO R AL DU SR &R N
PERINT R BRARE A IR, I 23 PR X 42 T s

5. fE “RN” Wb, AR MESRIT AN, BRI s R A, A
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AN WERIBG T E AR, W R SR R R, 3 g e X
TR IEFORT AT .

o #PTAE - A BT 20K TCP/UDP AR B0 i, DMEAE LR I vy LLJC 8% HeKe
R BB IO . ARSI, ST E A SR, WRITHT B L T AR
B MAZERHMCEER B EE A ORI BT E ) IR A2 T P18 SR R IRPIR S
s, DUE BB BT A+

REF G T30 HSPEARRE A&, PRSI DOE SIS . DRI & ik
H O S, eSS T4

Xf¥- Firepower 9300 _F[W7E—"MIUAR H 6 208 3 MERET SRR, WRSHIr S S
FAER—HUAA b, WP T — LR B — AN & H T R DR U 5 o S2ATLA W 1)

B,

D SR AEON il (R ERAE ST 3 i SR A AL, AT AN I BTAT B Mt A e R . B
AHFIRLESES B ST Al GET R ID) A s Y AR Iy ARL TAT A A
BT S AM G R D mile Pra 3 05 T & ROEERIRAS S B

SR I A, IR B P B S A AL T F o i, R M 55—l gk H— sk
(16 FH BT B R DR P IR AR G 52 3l Kt PR 0 o BT 26 00 AL 8 16 0 S ST ), PRI BRI IR AE R
SR DURS [ I ELATHLRS 2 00 Rt s 4 1

© TG - ABER B E R A T B R R M Rl AP A EWEDINER, SRR H K 1P
Mok A R EIME £ 9% ICMP BAITEARAS S, TS W R 30 WRT s, Ra 0T R dk
A BTN ZBr & 2 . W SRR W 2R BRI AT 8 LSRR Y 5, %00 i ) S s &
W — N ORI A, VB R —MERIA AT . WS e A b,
AT ST A

HREFASEIAEALFE R, SRSEATLCESHIaE (L E30D o WP H LR
F R s, WS AR T &

D SRSl (AR A ST 2 T A AL, T A SR AL S R R Es .
AHFMAEFL T A ST m (GET U ID) A S A% . 4R 1 a8 ] LU AR
i, FEART DU A G R 88 R e WA AT B A i, AR 3 [ S A AR R 2
RIEFER FERL T -

ICMP/ICMPV6 HUBEANE 1 -
* X}T Bcho £, k114 ICMP bR, H M H 4 0.
* % T Reply A, im0, H R H oA ICMP AR IART .
o f AR E AL, s R E R 1 0.

o FERA - PR AR BRI e R A R AR AT FE R I B n e, T2 1
i) o WA s R A L AR e 12 AR A A LA A S N AR T A L. T

61006100
I .hlﬂll



B szsrsn

61006100 |

ATLURR R . R T T S AL, F R ARG AR L A T AR A . WU AHE T AR
AP, B, AR SR B 3 A T S0 s B A R, e R AN A
WRRS . HTEE, WRERERS SYN-ACK i, & nf LUNEHE A SYN Cookie H
FARRPTA %, T M R rastid.  CinRAEH TCP IR #ikibLAL, A2 AEH] SYN Cookie;
DA G EE A . D X T DNS I ICMP 25 RS2 R B R (R B, B R AN iy, A ar B
BEIORIEFN TR, RGHELREIEE. —MNMERTTUEZA KRS KRR
BRI 7R AREN A R Ay, b AERR R T B R A e, A SE IR s
HESIES N

R

AN AR ST 22 H TCP R 21BN L . 1T SYN/ACK i (L nT g
W ESE, I DECE LR A] g Toyk L R TCP 3.

© BT - Ty BU B, B BRI R A 2 BO TP Stadik . H 10 TP Ml AT

WD MHBIRE 7 B ¥ . KA, Pl Bl SR e B s e e 4 i BUITA 5o v Bonl
RESIBT 0 B AR ARBE Y 1, RO AT S AN 0 Be S A L s sty s i AT 0 5 04
Fofth )y BEA G P FURTH 13 1, ol BE B o0 A HARARAE Y o v B a1 e s 2 4
Patd, DUERRYEYR/ H AR TP bk A IR A € 2 8% o WNAGEBERE, WA BOIr 1 # 453E
WAL A . WROE A S, WA BUITH BRI i B s SRR Bk ik L3R gt ik
W, Ra, ERPTAERELIA B

R v R e (PAT) I, PAT S8 (RESxTRERE 221D 20T WE S ERAE A UK 1A B i 4
(¥ e A 7 PR R

* KSR PAT - FIr A1 2 B OE R P A A6 Bt AL 1R 4 o

ZRINESAL N, TCP fil DNS UDP i & 348 H &7 4515 PAT.

2315 PAT - T3 BRSSP HIT . W 22508 PAT SR i ya 15 e ie, B0 4 o
W R AT

ZRINIEAL N, UDP (DNS UDP FR4h) Fl ICMP Wit fi 1 22 4316 PAT, DRI S8 3% R U 4% 55 18]
RER=V

Ty

A LATE B TCP Al UDP [AF£5 16 PAT BRIAKEE, DU ARG A B 42 AE 2 8 8l 2 £ 15 A BRI S6 i )
., W F ICMP, EABET MEIAIZ 2% PAT. B XE21E PAT FIEEL4N(E E, 1ES0Y 0 KRG
Hiew

TR A

M I G I RO R E ) RGN R, I AN S Y RUITAT . RIS AT AT
A BEHARY i, XA WA M SRR BB e R BT 5wl i TR AR RE,
X B RTE[R] AN R IR R P A5 ) AR BT R (A (R e, A0 B T I 2 (K A A7
BT WOR B R PEREBIE AR R, S 1 AR AR Y R

TCP RYE R A=

LA BB s TR e 1T

i 61006100



| 61006100

icmp 70 upp aosEn sl [}

e o
1. SYN 1. SYN
SYN/AC
Server
-
Inside Outside |
—
AE——
Client
After step 4, all 2. SYN/ACK
remaining packets
are forwarded
directly to the owner. Forwarder 3
\ / %

=

N

w

a &

© N o

Cluster

SYN st N iR, #iAkik 8] — & ASA (BT HBENMINE) , ZR&EHBAFTAH .
PHATH QI N, R PTAT A E B A5 0 SYN Cookie, SR 5 Hdle (i 5 1 IR 55 4% o

SYN-ACK H#E L MRS #5 i, AR R — S AFI ASA CGET B3 775 - Ik ASAR
R

HI T RS AN AZEFLI A &, B E KA SYN Cookie HHRUITAT 15 K, AR5 B R AT
AW R, I SYN-ACK #dli (i & 2+ .

JITAT B FRRZS HOBr SOL B T 188, A HE SYN-ACK Hodfa (o A 2% )™ i o
I AHEOR A PTHATE PR, QUERAEITAT & iR, JFLR TCPIRASE B LU # .

3% B R AR AL Ja SRR AR S e R BT 4
U R WAL IR BT AT 0, EORE ) 3 e S BT B RSN
PRI (KA FP IR 25 B e o BT 1) [ s SRR SR

ICMP 0 UDP B9 &4z 7t 77~ 151
DL R P o TR 7

61006100 .



61006100 |
B =sosuy e sraye

1. 3: ICMP %A UDP #1877

1. 1st UDP Packet 4. 1st UDP Packet

9. 2nd UDP
Packet

Inside

Outside ’
[ ]
AE—

5.2nd UDP Packet

After step 5, all remaining packets
are forwarded directly to the
owner.

Forwarder

Cluster
B~ UDP #dl L N g ac t, BAL IS B —ANASA GET a3l k)
2. RS AN BB A S AR S YR/ H I TP Mk A R EO IR R 1) 1) 2% 719 A

3. FRAHEARIBATH, Q&S RS PR R RN R AR, T OO R
EFET P

4 FATEQIENL, (8T RS AL TR, AR5 A e A B I 55 4%
5. A UDP Hdu t MRS5S At I At I% B Ko ds

6. Fer g ey AW PTAARUE B Xt T DNS SERFEEI IR AE MR, Feid Aaaif), mgar
BILRs Hotl AL B B 1A as, ARJE AR B rT #

7. RIS R R AR R R AU .
8. H R QIR AR DAL R T EE R, IR SR O RS AT .
0. PR BdE e A 2 ) B o

FSESRESCINHN TCP EHe B iaf

DR BT i R s O SO S e B S A AN T, AT ARG EDHT I AT, XA
PO R B K1Y RO 2R BT TCP it B 1) BN e BUARA A B 2 AT 1

61006100
00| I



| 61006100

Cisco Secure Firewall 3100/4200 4 ASA ££8£[h £iC % .

1T o iy U TR AR (R R A A T HOR -, DA% BT i L C ik B, JFH.
R ST BEIF AN o

RSP BIABAY U5, eSO AR
TH 20 vl 5 TR S S R G B R A s SN R T (V0 B P R B T A R ol G b

Cisco Secure Firewall 3100/4200 5 ASA ££8¥[F 125

INRE A TR A |TheElE R

il 1) Cisco Secure 9.23(1) | Cisco Secure Firewall 4200 |- f#) ASA S B4 0 A7 AR N S 450k i) VPN. R4 =

Firewall 4200 b [4E R P RERS A ASA SETEIN K 02 2 18] 73 A1 2 A0k A5 18] TPsec IKEv2 VPN ¥4z, AN A E

SCRF AR 2k ] VPN PRI B G Rt o XHAESEF 0 VPN DhRg Sk aE EoKIEY R VPN 32
e, IRt .
B s M4 cluster redistribute vpn-sessiondb.  show cluster vpn-sessiondb.
vpn-mode. show cluster resource usage. show vpn-sessiondb. show conn detail. show
cryptoikev2 stats
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e M a4 flow-offload cluster-redirect. show conn. show flow-offload flow.
show flow-offload info.
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BT TPsee MLAMAT WINME S w4 flow-offload-ipsec. show crypto ipsec sa detail .
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s A4 cluster interface-mode individual
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PrMEMUd 4 clu-keepalive-interval
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s dr4: cluster control-node. enable as-data-node. prompt. show cluster
history. show cluster info
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