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Firepower 4100/9300 # ASA %3¢ |

A7 e A e T R i i AR kﬁolui, VU SZE R 3 .Y w5 T BE R BT (R ITAT o (R AR ik
AL FFE R MR R i E .

TS rgsAt, PN RERBA L FEAMAL: NAT 8¢ PAT Jiie; SCTP Mi&rfiaE; /B
BT 2

T AL R E (1) UDP KU, a0 S50 Bl s (0 s IR, AR5 OB A, B4
DU T T B0 5, AT S FRAE IR . QR o — ANl SRSB4 H b %
i, e S R TR, AT P EOA R . FEXFRELL T, T BT & i H clear conn
i 4 5 il T

W FEWIR, W R RE AT BT RIS 2 2 18] CAKA AN 5 IS Z00 SR e A
PR A = — A MAC ik, PRSI tHAs L= — /> MAC bk o 507 T3 550 1 AR R Ak
SO R R BT Tk 5 2 R, H bR MAC Hibb 2 AR B . R i% MAC Hbdik 5547 T3 5
1 (RS oS AH R, U35 (0 2 B T3k 4 2 (R El % o

T AR, W RS A TR A RO ) 2 R0 Y DG % s 2 ), A P I 4% 2 i)
(MIBT k B CAKA ZRPEHEAD , UREAS WY O BE f 25 AR A8 HSRP 25 58— kU AR P (FHRP) 78
TN Sl i R AEAH R AL TP FI MAC btk H bR 2% VLAN A FH S S A4 ERL (OTV) 824
FARY B Z A0l o BT BRI JER%, L A A A M W9 5G4 2R A fE il DCT &2 3
e WU TETR S ) AN I R OCE B Ay, WA TR R T A R vE RS, AR E AR T
FIIE 5 — vl 5%

XTI, WURSEREIE 2] HSRP By, WIAZITE ASA 4% Hi 45 HSRP MAC Hbutibs
NS MAC HilE R 44 H GES ) AR IS MAC Hidik) o 42048 i #4546 H HSRP
I, 4% HSRP IP Huhik i B0 & 24 81 HSRP MAC Hbdil, (H3R [A137 Fols ok [ HSRP W s o B%
H 832 L1 MAC Hotik. [RItE, ASA MAC Hiuhl 3R 5 {4 HSRP IP Hutik[¥) ASA ARP £ 4% H 3
TS, JF H ASA KiX ARP &RV Z . HHT ASA 1) ARP 4% HERAAE 14400 125

FI, (HMAC Hihik2e 5% HERAAE 300 705 230, PRI FG E478 D0 MAC Hitik 4% H >k % MAC
Mkl 2R BT 5

o T FH 5 DX LA IO 0 P i p A, i R ) MAC Stk ] OTV sl bl B R i
Ul S R VLAN o 5B 0 s, kRS R MAC Mk (fii il DCT k%3] 5
Ul Rl WERTGVEV I — ANl sl EIARRE, WIS TEMIGR T A I vE2s, AR aeag sl 24 5
— il AR A Yk A AETEVE Y R N B () 2R — Bk A, A SCREShA K .

HAoEm

o [N R AT RE S (IS Insiiib EtherChannel 2 H . i ] 8k25H] Firepower 4100/9300
LR Az # AL e s ﬁbu%ﬁ 4 |‘ E’J HAHLIEHL VSS. vPC. StackWise B, StackWise Virtual)
N AR IZ AT IRS R A T e, ARG DA P VB VI o M Fh S5 40 T e ik ELIC
S C R B P vk Wﬂui%‘ﬁ}:‘ B AT IRGUS & Dy e

* R BER AN BB SR I P INBBEAR IN, SAT PR I S Bl /TR IR T T

o FERSEENN, EFNEBUE QA ReSFERIER, B, E3F FTP EREN FIN/ACK Hdi 1
A FTP & bl . EUEEOL T, R BB r FTP 144,

[l Firepower 4100/9300 # ASA £ 2f
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7£ Firepower 4100/9300 #/\ 55 B2 & 55 5% .

o ST 2 20 5 X LUK I 42 11 1) Windows 2003 IS 28, 24240 H S RSS2 11 ¢ B H IR
2595 R BRAHI ICMP B0 BN, 2 K3 ICMP WY BB R [P RE . X U8y B n] fe 2 S 8RN
FEe Y S B CPU ), M el REsgmtEfE. R, FRATEUE R ] ICMP 4535245 & .

o FAITE K EtherChannel 333 VSS. vPC. StackWise B{ StackWise Virtual, PLSZHLITA

s FENURIN, EANREX B e AT AR, W ANREAE LR AT oAb e i, L A0T7E
RN B T AT A

ZIANE
o BRNTEOU R, ERESITIROUS B I REAL T A FPIRAS, PREFITA N 3 FP o BRINIEOL N, ERTH
b g R DE PR
o BRNEOUR, SR T2ERPIRAS . WS )H B FRag iy, A0 3 0 4845 S BRI 1] [ 1) Ta)
5 b,
o HH B (R AR B B B AR E B I R B B AN BRI SR, BERE 5 O BhiEAT R
o HH B R B B 1 PR E B EEHT NN T RE W BN SR 3 Ik, AE S APk, IR
H 2,
o X HTTP ¥idE, BRINVAH 5 B RIER SRR,

7£ Firepower 4100/9300 #|. 8 L fic & &£ ¥

T T LA Firepower 4100/9300 ALAE 7L 5 | SR S B 4EE . BB & WA LT AWIRIE . &
TIAGTLE ASA EHAT BRI G SRR BRI 038 2 e AT AT N ASA H A HEAE T Ik
o $IEn] LUE L Firepower 4100/9300 HUAR T FRAERERL X R . B XRELNEE, 1ESY Firepower
4100/9300 HLAH Y

FIE1 FXOS: 0 ASA 45, 16 1L

P2 ASA: BLE R KRB S, 5 26 1T
FIE3 ASA: FCEHGRED, 226 0T

WIRA ASA: 8 EHFICE , 5529 0t

HIBS ASA: FEIAERER L, 550 7T
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Firepower 4100/9300 # ASA %3¢ |

FXO0S: 7/n ASA & 2%

32 ASA &5

T LUK A Firepower 9300 HUARASIN A WU W AERE, B 22 LA LA BUHLAR TR S . 1AL
MIERAE, TR B AR ILA . AE DU EESINERME: Rm, BT RE UL EsA
FEAATR] (8 E

e e Rl 5 DA R B RCAS
& UM Firepower 4100/9300 MU L5 | BEERAA S5 4R . FI Bl A BE & WA 5 BT AT WA BC B

X ZHURERRE, BRI RSP . DY EREARRE R5, T Lo 5| SR
W AN S i 1IE < =1 2T g Y < PRS2/ 2% /g i1 8

fE Firepower 9300 HUFH, A0S 428 3 ANBEHAEAG ) Jo HIEERE, BIAERAAT 2eit . WA
BATHR 3 A, ARRER A IER T,

T 2R, AU E R B, RJaAE ASA NI H 245 SR

TEFRE LIRS, Firepower 4100/9300 HIAHE #L 5 KA H LU 5 FREFFRCE X R4 ASA B HEATHC
o UG WIRTEE, wLUE ASA B FREFRCE MALEA > (DHRIR ST BoR)

interface Port-channel48
description Clustering Interface
cluster group <service type name>
key <secret>
local-unit unit-<chassis#-module#>
site-id <number>
cluster-interface port-channeld48 ip 127.2.<chassis#>.<module#> 255.255.255.0
priority <auto>
health-check holdtime 3
health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
enable

ip local pool cluster ipv4_pool <ip address>-<ip address> mask <mask>

interface <management ifc>
management-only individual
nameif management
security-level 0
ip address <ip_ address> <mask> cluster-pool cluster_ ipv4_ pool
no shutdown

http server enable
http 0.0.0.0 0.0.0.0 management
route management <management host ip> <mask> <gateway ip> 1

A\

AR WRAMNERE, WL RE R local-unit 447K

FriaZ 8l
* M Cisco.com F#EEH TR B AN, REHBUE 4L % Firepower 4100/9300 HLAH -
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IOY N |

o WAL FE R
o PRI ID. 1P Hubil AN 2% i h)
o WG IP Hhudil:

BoEH M,
a) TEEREZ A, ﬁ//l\l/ﬁjjl]*/\ “Hdx” 2P 08k EtherChannel (AR him HIHIE) o SRS
Jin EtherChannel Ciify 3@ 1E ) By E P 2L % Ho

KT ZHUAREERE, P S b ok /0 a3 — AN s e L 195 X LUKl TE . 7EREMHLAE L
AN INIF— EtherChannel. 15 FTH S8 & % LA 32 O & - BIAZ # AL _E A 54 EtherChannel H .
A 2% EtherChannel FIVEANME S, 15 S HERFMENIAIRRE] , 265 10 11,

b) NN “EH” AR 8L EtherChannel. 152 ¥ I EtherChannel Ci I-1JH1E ) By S W Hi#2 1,

EEIR IR AT TR, B OV S OUN TS BN B D AR (FEFXOS H,
T e A BN S B 1 57 MGMT. management0 s3HA AL 44 7O

T2 HURERRE, RSN EAS AR 10 Bl .

c) X]L?gmﬁﬁﬁ Wi R S N B AR B I BE 14 EtherChannel CERIAE &0 T ki 1 il 1 48) &
Zx[% Y50 EtherChannel (i 1305 ) »

620 05— Firepower 9300 HLAT A ¥ 2 4 e b 2 (AR I s i e 11 o Bl 2 SRS I
S PR LSRR A T 2 U, RO SRV R A T8 X LA K 4 e 1

S LIRIA RIS S 0 . SRR B M B LA L A 15 4% A EtherChannel . £EAS
bl b RN 15 £ A3 B ) Etherchannel. £ 5% EtherChannel [FVEANME B, 152 [ SEBEUE A0
PR, 5 10 L.

HEN 2 AR5

scope ssa

TP

Firepower# scope ssa
Firepower /ssa #

BEE N SIS, WHREBUEIRAS .

a) AU, R SRS A RA S .
show app
w15

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
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Firepower 4100/9300 # ASA %3¢ |
B oz asa s

App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) K P B R AR
scope app asa application_version

i

Firepower /ssa # scope app asa 9.10.1
Firepower /ssa/app #

o) KrULRRAS L N ERIARRAS o
set-default

i

Firepower /ssa/app # set-default
Firepower /ssa/app* #

d) JEHF] ssa B,
exit
A5l

Firepower /ssa/app* # exit
Firepower /ssa* #

i

Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit

Firepower /ssa* #

TR GIELERE.
enter logical-device device_name asa dots clustered

* Device_name- i Firepower 4100/9300 FUAHE 215 |5 FH Tl B 4EBE R B DA KM LR s B EAE
AR E A R TR AR A = AN A, RV A e it 2 Gt

o slots- B HUARAR L ) Bl 4 46 1E . 6} T Firepower 4100, 55E 1. %f T Firepower 9300, F75€ 1,2,3.
TR b0 3 X Firepower 9300 AL 4230 3 AMSTHRAEAE 1K) Jo AR, BRIV #R AT 2o et
RARCE 4TS 3 A, RS A S IE R T,

Tl
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IOY N |

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

P BRSSP S H.

XL BE AN T DRI UG E SRS . O TSEBLETR 24T, RYJ5 T BUE SO ] CLT e K 2
Hifir.

a)

b)

d)

BUREERF S| SRR S .
enter cluster-bootstrap

i

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

WCEHLA 1D,

set chassis-id id

SR IR AT ZEME— 1D,

X Tl s AR T, TR AN ID WA 1 E 8 Z AN .
set site-id number .

TR 55 1D, EEHE A O,

i

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

AR R B i P4 oA T B O R B
set key

i

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

RGN MY

s K AT 1 63 N2 A0 ASCIL P47 . s ] TR %40 . bk A 52
W e i i i, AR ERRAATR R R I B AL, AR A LI SCR ..

R AR B

set mode spanned-etherchannel

1925 DX A A oA A P — SRR A 5
R
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h)

Firepower 4100/9300 # ASA %3¢ |

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

TE 22 A B i B R AL A K
set service-type cluster_name
ARRBAVE LR 1 3] 38 ASTFHFI ASCIL T4 Hi o

i

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

(A[ik) s SERFEEERS 1P 45,
set cluster-control-link network a.b.0.0

BRNIEOLR, SRR 127.2.0.0/16 M4 . fHIE, FELERIZR B A R 127.2.0.0/16 Hi
il . FEIXFRFALT, ] DA SRS e M — 2% L1 /16 Huhk.
* a.b.0.0- {FEFER /16 Mg Hihl, FR19] (127.0.0.0/8) FIZH4E (224.0.0.0/4) HuhkBRAb . U oK%
{HWE 4 0.0.0.0, NEHBRINMZS: 127.2.0.0,
HUFE S AREHLAE 1D FddAE 1D B 342 hE & e A& AR TP ) BE 82 1 TP Hbhik
ab.chassis id.dot _id.

i

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

P B FE TP HhbEfE R

S S T 2 A R G L ) B

1. BCEAH TP bk, b —/NHbRERE b 3 lC B8 DA SR R A
set ipv4 pool start_ipend_ip
set ipv6 pool start_ipend_ip
B/OEE SERT R SEEEM RN HER, X T Firepower 9300, & & HIAH WG
75 3 Ak, BRSPS . i SRR AR, NS T 2 k. 8T AT
P R TP Mokt CBRPE “ 4RHF 1P Hhhk” ) AFERCHbbbIb A s 37 55 DA 7E [ — S W 2%
ook R4 TP AR B — AN TP bk 50T LUAE ] TPv4 FiI/ak IPve6 Hihk.

2. R CINCE AR 1P M.
set virtual ipv4 ip_address mask mask
set virtual ipv6 ip_address prefix-length prefix
1 0 = VA ISR 4 TN 11 = ] Rt I < SO (IO R ¢ o L

KA VNEEI RS 18118
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B

IOY N |

set ipv4 gateway ip_address
set ipv6 gateway ip_address

451

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA
Firepower /ssa/logical-device/cluster-bootstrap* # set ipvé pool 2001:DB8::11 2001:DB8::27
Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé 2001:DB8::1
prefix-length 64

i) EHERS SR
exit
ENGE

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: f@arscape

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit

Firepower /ssa/logical-device/* #

MBS SRS

XA A T AR E B . ) T SEBLE R AT, M)a T BUESON ] CLI BCE IR
HifeL.

a)

b)

QIS FREFNZ
enter mgmt-bootstrap asa

i

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

iy k= eZNAS DN R A TR

create bootstrap-key-secret PASSWORD
set value

N R S T

ME: %

exit

i
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Firepower 4100/9300 # ASA %3¢ |

THRCE ) ASA B BE 53 P RS B #0045 B T 200 P &2 I AR5 s Wi A8 4T FXOS j i BLFR
R T EM A P SEe, o LUEHEE,

il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

o) FREP KB B haE .
create bootstrap-key FIREWALL_MODE
set value {routed |transparent}
exit
TR FHABE B R R 0 %m0 8 E 9 R e A L T % oy PR B AN 42 B A T AN ] 1)1 19
Lo Tri, EWIR KSR REANE 2 E R KR, R YA R B CRR B KR, A
RN A 2 I P 4 v 6 Y e v R R e
RGN IR E N BB P KB i RS E N 5 PR PR, WA s .

5l

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) EHEHS| PR,
exit
w15

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

ST RAELE

commit-buffer

WURRE L 348 2 AR AR, K 5 2 P e B R0 B e 11 4 6 4 B ) S R B I AR e %
{i ] show app-instance fiy & f A i ERE . YEBRS N BB HBITIRES VLN, N6 IE
1EisAT HTEAf A

TP

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
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Deploy Type Profile Name Cluster State

IOY N |

Cluster Role

ftd

ftd

clusterl 1 Enabled
Native In Cluster

clusterl 2 Enabled
Native In Cluster

clusterl 3 Disabled
Native Not Applicable

Online 7.3.0.49 7.3.0.49
Data Node

Online 7.3.0.49 7.3.0.49
Control Node

Not Available 7.3.0.49
None

T AERER I AL ALAE, T R MR, (HAAZ0NEC B ME 1) chassis-id FEHAT) site-id; &), 1%}
P DL 1 ) — i
WSS Lz O EAH R AT DL TS N FXOS HUAE I & AR ALt i 72

BRI BB ASA DL SRR E .

Gt

XA 1:

scope eth-uplink
scope fabric a

enter port-channel 1

set port-type data

enable

enter member-port Ethernetl/1
exit

enter member-port Ethernetl/2
exit

exit

enter port-channel 2

set port-type data

enable

enter member-port Ethernetl/3
exit

enter member-port Ethernetl/4
exit

exit

enter port-channel 3

set port-type data

enable

enter member-port Ethernetl/5
exit

enter member-port Ethernetl/6
exit

exit

enter port-channel 4

set port-type mgmt

enable

enter member-port Ethernet2/1
exit

enter member-port Ethernet2/2
exit

exit

enter port-channel 48

set port-type cluster
enable
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ex
exit

en

enter member-port Ethernet2/3
exit

exit

it

commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered

ter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.27

set ipv6 gateway 2001:DB8::AA

set ipv6 pool 2001:DB8::11 2001:DB8::27

set key

Key: f@arscape

set mode spanned-etherchannel
set service-type clusterl

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64

exit

exit
scope app asa 9.5.2.1

se

t-default

exit
commit-buffer

X HLAE 2:

scope eth-uplink

scope fabric a
create port-channel 1

set port-type data

enable

create member-port Ethernetl/1
exit

create member-port Ethernetl/2
exit

exit

create port-channel 2

set port-type data

enable

create member-port Ethernetl/3
exit

create member-port Ethernetl/4
exit

exit

create port-channel 3

set port-type data

enable

create member-port Ethernetl/5
exit

create member-port Ethernetl/6
exit

exit

create port-channel 4

set port-type mgmt

enable

create member-port Ethernet2/1
exit

create member-port Ethernet2/2

[l Firepower 4100/9300 # ASA £ 2f
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exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

NINEZERN R
VRN ASA FERER L .
A

AR WRPOGEH TR INe AU SRS I sl 4 21 2 8 AR LR Firepower 9300, NI iZ AR B
SEASETIMNITE

FF6 Z Al

o T ORDUAT SERRAE OFT I 53 107 B TP St ikt AT 2 B 1) TP Stk W RBEAT, T BAERE LA
FARRIAT RS SR PR, SRR A TR I DA o S SO S BT R Bh I A

* HTHURT LR DR E AR ] o S5mT LG AN N FXOS HURTRCE DALt i A

o XFT AR, AR AR LB ASA NI PR HT 2 s JUARARRE K 516 B Bh4k
R E I E .
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B asa mEposEtiEsEst

UK

1 BE.
SRR 2 LRI ENUAT, e Q1 ASASERE, 28 16 IO R ILR, (HAZRC EME— i chassis-id
HMUERR site-ids 1700, 38500 PIASHLAT ] TR — e

ASA: BLE By AIEEXFEREN
BB, FXOS UR LS HI5 A BB SO F R,

o SECRB KR - AR AR B O, I B S e OB M B BB A B)
S BLSEHLIL G . 15 2 P BB B KOs o FE A SR, IR A S 8RB K

E&ﬁé?aﬁﬁ—%&ﬁ%FE&ﬁéiaﬁﬁ,%Eﬁ%%ﬁ%i%ﬁﬁ;ﬁﬁ&%i%
PR A B A SEBLUL . 55 B A T 24 St

ASA: & #iEiEO

UERE P RO A EAE FXOS B B AR AFIN L BE I RN Ea 1 L I EEA SR X T 2 USRS, Sl
PR 22 5 X LUK P A 4 1

\)

AR R AR R E RN BUCHCE . 08 T LLAE ASA T SR B L 28, E R P I T e %
Mo AR L —AS iz i, WT%FH%%D ARVEAMGER, WSEEELD, 5850

FIRZ Bl
* XMT 2B HERGHITEM P IHARTF . RN RSERCERS, 1A changeto
system 4.

o MFTIEUIA, IHECE M. S RECE MR D (BVID.

o FERFES X LUK I TE ] T BAT Z AU SRET, o DI AR e 2 BT A ST
PEIRZS o SR AT LRI R S B o JF AR AL T35 SR 715 2

UK

T f{FEHEO ID.

interfaceid
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| Firepower 4100/9300 i ASA %E5¢
asa: BEsriEn [

ARBCET IR L, W 2% FXOS HLAE. 410 ID A LU
* port-channel integer
* ethernet slot/port

T

ciscoasa(config)# interface port-channel 1

PTIE2 JGHEE:
no shutdown

SE3I  (IR) mRAERAEME D B VLAN T80, 5 BIPAT A
w15l

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

AR A EH T,
PB4 (RSB BRI S, SR)5 M changeto iy 2 3E AN SATE: A

-

ciscoasa(config)# context admin

ciscoasa(config)# allocate-interface port-channell
ciscoasa(config)# changeto context admin
ciscoasa(config-if)# interface port-channel 1

T2 g, AR O B AR RN e e i
WBS N
nameif name

IR

ciscoasa(config-if)# nameif inside

name f2 I i 2 ) 48 N FAFIISCA AT Y, JF AR KNG o A — Bl ST A b iy 4 1)
AR
PR 6 M P KA, PATBL R I TR A
o PRI - BE TPv4 F/BK IPv6 Hihil:
(IPv4)
ip addressip_address [mask]
(IPv6)
ipv6 address ipv6-prefix/prefix-length
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ZNVE

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipvé6 address 2001:DB8::1001/32

ANSZFF DHCP. PPPoE Al IPv6 HBHECE . X} T ikt fiiEs, nLURE 31 671 MRS
(255.255.255.254), {EMLIEOL R, A AWML bl ORE 1P Hubl . A SCRET 20 B B
A hk

IR - B A OB AT 4
bridge-group number

2R

3

ciscoasa(config-if) # bridge-group 1

number 4 1 F] 100 2 (8] 450, 52 vl f 64 DL LRI ATRAL. EARERE [ i 2
ZAMMEAL. R, BVICE A TP Mk,

WEZEHN:

security-level number

IR

ciscoasa(config-if)# security-level 50

number Jj 0 (IR #1100 (hemr) 2 [
(ZHUFEEERE) 5 DX LUK W 4 5 MAC ik, DUORE S 71 1 ) 280 32 42 ) A
mac-address mac_address

* Mac_address- %] H.H.H #% 1) MAC Hutil, Foob H 2 16 7 75280y #ilan, MAC Huhlk
00-0C-F1-42-4C-DE L\ 000C.F142.4CDE [JEU A o W AR E48 F A 8 A2 ) MAC ik,
NF-5) MAC HuhERTAS F I AGE N A2,

A3 DA ZRUC B WY % R i AR AR — MAC Hbdik. a0 B2 T30 S 1) MAC Hidik, 1% MAC Hihib#4h
BT YR ERI A . WHRAELE MAC Mk, 00 R e 4 A A T e, B A b 4 2
() MAC Huhik B FiZ 82 11, 17 iX a] fig S5 250l i R0 2% e

FEZ AU, WERIEAER S M 1, NSO 3 R B 34 MAC sk, SRR
BCE MAC Hihib. TVERE, R Rtk AR 50 Fah il S MAC Hihik.

w5
ciscoasa(config-if)# mac-address 000C.F142.4CDE

Confi U IAVERAED S BE b ) C B ol fURF JE 1 MAC HBHEAT TP stttk O3 i% S
mac-address mac_address site-id number site-ip ip_address
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TP

ciscoasa (config-if
ciscoasa (config-if

ciscoasa (config-if
ciscoasa (config-if

( ) # mac-address aaaa.
( ) # mac-address aaaa.
ciscoasa(config-if) # mac-address aaaa.
( ) # mac-address aaaa.
( ) # mac-address aaaa.

1111.
.aaaa
.bbbb
.cccc
.dddd

1111
1111
1111
1111

1234

asa: pexsEnrz ]

site-id 1 site-ip 10.
site-id 2 site-ip 10.
site-id 3 site-ip 10.
site-id 4 site-ip 10.

O O O WO
O O O WO
BSw N

U SRR E 1 TP Mtk 205 4 R TP M b4y T [R—F W o A ise 2848 FH 1 3 25 45 2 1) MAC HihEAD TP Hb
W e T8 AE R & A 1 5 | SRS P & R 8 5 13k £ 1D

ASA: BEXE&ERALE

U SRS B S BC B A I (] BRI A IR

DL, TCP A HIIEIR . WA s AN Al

PAL) JR AR B G | SR, AT DA R e A AT IR A

FLEE K ASA 55K
S T BAYE RIS 1L L R

FHia Z |l

o XFT 2R, R IT RS RAT R P e RARE . B S R R G AT 2 4],

4\ changeto system fir 4.

© AL A name FIZ AN HABZEIUL BEAE FXOS MU L, ol I REEAETIARREMITE UL T 4 6
1 ASA EHEATHENG PIE LA PR PP AR AR I et 1ot

UK

o7 3 RN A& S e s L
show cluster info

Tl

asa(config)# show cluster info
Cluster clusterl: On
Interface mode: spanned

This is "unit-1-2" in state CONTROL_NODE

ID : 2

Version : 9.5(2)

Serial No.: FCH183770GD
CCL IP : 127.2.1.2

CCL MAC : 0015.c500.019f

Last join : 01:18:34 UTC Nov 4 2015

Last leave: N/A
Other members in the cluster:
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B s=sssasasgnsy

Unit "unit-1-3" in state DATA NODE

ID : 4

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.1.3

CCL MAC : 0015.¢500.018f

Last join : 20:29:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015
Unit "unit-1-1" in state DATA NODE

ID : 1

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.1.1

CCL MAC : 0015.¢500.017f

Last join : 20:20:53 UTC Nov 4 2015
Last leave: 20:18:15 UTC Nov 4 2015
Unit "unit-2-1" in state DATA NODE

ID : 3

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.2.1

CCL MAC : 0015.¢500.020f

Last join : 20:19:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015

U Rt e A A e &, VIR AR, ISR BER

PR 2 SR SR IR O 0 SR fan B 5 /D LA B2 1 (V85 MTU 55 100 5715

mtu cluster 575

T

ciscoasa(config)# mtu cluster 9184

BATE VUK MTU WE AR S/MER 1400 N7 BRAE, FRATA SO AR I BE I MTU %
BT 2561 A1 8362 Z falfifE; M THubALEE, It MTU KN RGEAT B . 4R
P2 T U LR AU L A, DR AR IS T I T L BB A 2 AN e B/ IR B £ DL S SR A T
Bo i, BTN MTU & 9184, PRI i i 422 11 MTU 0] LU 9084, 1T A4 42 il itk s W) ]
DLBEE A 91840 AT SUIAZERENS, &4 3T s k% ping,  FLEHE G/ S L 12 i B 1
MTU ULHE, MR MTU 350 W ping KI, RGEaARGEEN, DUEEA I EIEEAS L L
MTU ANPEFECH )8, AR 5 FR

HEANSETEIC E A

cluster group name

(AT A Hclis fR s 27 B e iR il £ S0
console-replicate

ERAEOL T 2L DR 0 T VLR, ASA ALRE LS B AT Bl 2%l & o 2R
JA T RG], Bl B SR R B B R B A, BRI T S s R N

B i

BEEMEEA 0 R R ER GO -
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mEskasa sy |

trace-level 25
AR 5 2V B B I 0«
s critical - EEFfF T EME=1)
* warning - %75 (PEME =2)
* informational - /5 B4 GPEE=3)
* debug - I FAF GPEPE=4)

HIE6 (k) (IUPE Firepower 9300) #{RHLAHT ) 2 A H R INNEERE,  DUEAERL B 2 6] 455 4 fid
Wi WRIEAB L FHARBSR B, Bl fe W BN i e, R HAb A H s Tk
A

unit parallel-join num_of units max-bundle-delay max_delay time

* num_of_units- - $5 & AEREER ] I NS TE 2 R/ [ —WLAR 75 2w 4 (M B/ MRS (AT 1313 2
) o BRIMEN 1, XEMEBIRIEIMANERE 2 A S SR A &t 4. B, 9
fE R 3, NREAMEHOk 22545 max_delay time Bl 1 3455 3 MR EREh 2% )5 A I NEERE .
AT 3 AMEEHCR KSR IS SR INNEERE, IF LT[R I T s o & .

* max_delay_time- $& & 76 MRS 1 S8R A Hugh 28 5 A I N BT 2 i 14 de K JE AR I [R] (LA
), JEEAT 0 2] 30 2Bz A, BRMER 0, X EME B ISR 2 A S5y
HAMREEAE S 2E . WA num of units BEE N 1, WHZAELHR 0. W num of_units &
H 2883, WNZAEAN 1 8 KA. BEvh i SR AT, (H 255 — AN N NERHERS, )
P SLAAL R T I 2 &~ 25K, JF HIL B 2 IS #

Blan, %K num of units &4 3, FI max _delay time WE R 5 . MRk 1 BEIN, &
o5 bt gy . B 2 76 2 RS R 30, JEEBhIL S el ey, B 3 TR 1 BhE i), R
JIT A BEIAEREAE 4 3PS IMANIRRE; ARSI AR 58 Al WL 3 —H B ), NI
He 1 BAE S et 2R AL ORI InNEERE, MRER 2 i inN, RE I 2RIERIAR 2 04 EASE
R 28 58 Ao

LBT NCE KRR .
cluster-member-limit %5

* number -2 3] 16. ZRIMEH 16,

G AR AIE SRR B B TN A EL (N166) , BB ESL R RS 8. wE
T AT ] LR R S G A PR YR . B hn, o SRR P i O M BB (PAT), U4 s 15 4% m) LUK i
HH AR AT RIS A E, I H A A AT S48 FH A o 1 46 700 B it 1

WIE 8 WE ML A BT M2 BT A & TR AR S (clu_keepalive #l clu_update 745 HIfR%F
ERZ ARG .

clu-keepalive-interval
« B -15 3] 55, BRAEA 15.
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. EEEITRESSEFANEFMANRE

T REAEURE 18] B 1 B BEER MBS I ], DA/ D B2 TR BE % AR

SEEFESERMNLE

LR P ] ARG B W o A S AT IR A

@ﬂ%@@%?é%%&m(%@ R HESATIRIUK A o AT LU $a8 AT fa] 3 11 300 1D B —
PR O ID. B TR AL VLAN TR O sl BB 0 (Flan, VNIZiBVD LHUT. AR
SEMES BRI B R s IR T IR A

BEANSERERC E AR A

cluster group name

HE SRR R s AT IR A D g
health-check [ holdtime timeout]

holdime H J-#ff 72 P4 I 13 %% heartbeat JJRZTH B 2 [BI I ITR] [a] B, FAEAT 0.3 21 45 5 BROAMEN 3
o

H T HERARAISATIROL, ASA ERF R A SR I I BE RS K heartbeat W EUAOE B HAL % . Wik
WA AEARAEIA A AR K 645 15 7% AT heartbeat 119 L, TG 25 15 28 Bl ARk 0 i B B ICY 2 T4

M3 R AAT A B O B aniAs s R R 1L e B ] ASAL Firepower 4100/9300 HLAH 5k
ATHHL L I L BE BRI A BLE K VSS. vPC &wmmfﬁwmwmvmmn,@@
2% 247 IR 40 £ 1) §E (no health-check monitor- mterface) AN AR D L . Y
P SR ST 58 il HLC S o 2 RE B A ek, BT LUK I RS A TR AS 2 Dy e

Tl

ciscoasa(cfg-cluster)# health-check holdtime 5

FEA 1 EAE IR 1 I AT RS A
no health-check monitor-interface [interface id | service-application]

ISR AR I BEBR . n RU SE JE R 1 (K0 A0 ) Bl Lk o e % R A, (H
FEMAR Bt LRI HR 0 1 R 0T s sl 1, & MARAE R IBR % B0 %5 . ASA 712 (I [1] J5 SR
AFE PSR RS B3 BB T 10 ARSI DL R b 46 B K 5 TEAE ISR A 1 45

BT OUT, AT 80 8 FIS AT RGO 2o 88 mT DU iy 2 (9 no JE 0B AN LD AR . fm
REALAE AN BB 01 (I B 1) (WIS IR A o B4 IRDL IR ANTE VLAN 145 B
P (Ban, VNIstBVD AT SRR TR O B NS IR TR RS f=
JE service-application DLZEHG & i IV FH A P 1 i 4
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mEarhsussasnEimags ]

L0 A R AT S O CBns s s BobE Bz . e T AR ] ASA. Firepower 4100/9300 HLAH =X
CHHLEFE D B IS ARSI A LB i VSS. vPC. StackWise BY, StackWise Virtual) , 1
AERIZATIRSR A D) 6E (nohealth-check), JEEEAE RN CUAR FHHE L4 A2 o 23R 4D 4540 BE 5L 5e ik
HACE S O mE B vt fa, 8 nl LLEET S S AT RO A D) gE .

Tl

ciscoasa(cfg-cluster)# no health-check monitor-interface port-channell

pz L =P E BRI At wode i (YRR SRRV I S S a

health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system- $55E W EET IR I B A FH AN B . ISR LS. AR DB I . AN —20 v
* unlimited — (cluster-interface FIERIAMED A BRI T B I 23R A IR B

* auto-rejoin-max — BCE FF A XA, AT 0 1 65535 Z[H. OZEH BahE B .
data-interface fil system HIERIMIE N 3.

* auto_rejoin_interval - & S X EHT NN SR 2 AR B FE LI ) CLAAM B B0, A1 2
60 2 1o BRIME N 5 %l e WA S BT I NS BE IR 5 S AT BR A BRIz Ik 14400
I3Eh (10 KD .

* Auto_rejoin_interval_variation - i& S 15 BRI B FF Sz a] . WEA T 1 M3 ZEfE: 1 C
B 5 2 QAT E—IRFFEERED 803 (3 f5 T E—IRFREER ) o Bldn, Rk mbmEE
SERFIAIREE A S el PRSI E N 2, WIFE 5 B EHTER 1 25k fE10 08 2x5) Ja
HEATER 2 R8s 7 20 0% (2 x 10) JGHEAT 28 3 sk AR, BN 1 XT3
WEOMARGE, BOAMEN 2

T

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

FBS WEHAEHIMA, CAUCEHUA 0 BEH ) health-check system auto-rejoin T4
health-check chassis-heartbeat-delay-reoin
BRATEOL N, B RS OB RIER G, WIS RS RVEE T I ANAEAE . {HJE, BRI & health-check
chassis-heartbeat-delay-rejoin #ir4, ‘e KR HE health-check system auto-rejoin 4 15 & 551
Ao

PIR6 MUE ASA K DVANA R AR W I e SRR rh NI 2 1 28 3 PR 977 S Bk I 1]
health-check monitor-interface debounce-time ms
K 17 S B IN R] 55 2 300 F1] 9000 2 AP (] BRINE A 500 2P e /N AR W] LD AS: D 1 il e )
THRE . VR, WURACE BT SR ARG, iR LA R AR LR SR, ASA 2455

FEHRE 2080 ARG ARG ORI o BB, PR s WA P IR . 0 T AN eetR 2 e e
IEF AT IRZS 1) EtherChannel (#1401, AZHMUHH N s A LA H] EtherChannel) 115, S B
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. EEEITRESSEFANEFMANRE

S eIt Ty LARTs 1E SR A L K4 1A DR D 55— AN SRR 26 AR i 1) I (13 2 B PRASE 8 75y R

o

Tl

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

B B HUARIZ AT IR DA 22 7] -
app-agent heartbeat [ interval ms] [ retry-count number]

* interval ms- % BRNNIE 5 2 [ ARTE&, -+ 100 A1 6000 =Fb2 8] (100 FIfEE0 . ERAE
A 1000 255

* retry-count Number - ¥ & BEiEL, AT 1 A1 30 Z0F). BRIAMER 3 IREIK.

ASA B& KA H AR TS BRI

TN AT QR EIRTEED ANGENT 600 0. Bltur, o Sk i 0] [a) b5 & & o 100, Kf B3R K
Bk E A3, WLRAIEIRY 300 2280, XA SR Flan, a7 LUk AR BEE A 100, K ik
VEORE N 6 DLl S BT ] (600 ZFP)

w5l

ciscoasa(cfg-cluster)# app-agent heartbeat interval 1000 retry-count 10
QUEY DIV Witk /AR A
load-monitor [ frequency seconds] [ intervalsintervals]

« frequency seconds— & & IR ¥ B2 (RIS TR] CRARD A 587D, Ju AT 10 3] 360 Fb2 8], Bk
M 20 F5

* intervalsintervals — ¥ f ASA 4E4 £t (1A R (AR, i H T 1 21 60 2 M8 BRIME N 30,

T DL AR R A R B D, R RO AL CPU R IS DL L SR R X 5. IR A
B, HRIRA B T LU B3, BnT LR BAE et BT ah A8 AR, BORBAN AT L L
. BOAEOL N R e Ehae. Bln, XHRHURE o EAT 3 A LU Firepower 9300 |
IHLA FIERAE, WRALAS P i) 2 A2 bR B T ARAE U5 2 W LA PO [R] 0 0 90 sl 5 326 8 )
AW, JER e e . BT LUE MR i . WUk sy, T LUE SR T B b
ISR

1 show cluster info load-monitor iy 42 & it 1 4% .

i

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
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rEEmayanes e gnEs [

1 0 0 16 20
Average from last 25 interval:

0 0 0 12 28

1 0 0 13 27

B B I E B ISR TCP EHIEIR

et

W] ARG EE R M. BT U TCP MR AR b 4k, LUEIR 3l /& U I B3, AT
HE W B SRR ARG AL TAR” o W, WERAAS A AR QIR T 1) 4%/ 4% 4 B i A
PPk, TCVE MR X SR . R, o SRR A G B VA PR i B AR B, WTSVE K
Rz BANCHZE T TCP ENLIL AU R A ] TCP =il 4k,

BEANSETIC E AR A

cluster group name

(ATIE) A TCP Yt i F R I 4 -
conn-rebalance [ frequency seconds]

TP

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

UAr SERNEE . W], ASA e WA AT AP AU R B, FRROBHE B WA RD I
2 (M B DR B BRI Bt . BT IESKIE A8, BEAh, i1t & OUE TRERD IIER L
BATIPCPT, DIUEA BB R L O ER B HL I R ST RETF A . BLAR
BN 12360 7, HI T4 € 2K RS — IR 8 B BRIME 5 4.

BB BT U5, RSO AR FRE R
TH2) vl 5 TR 4 S R G B R I s SN DR (VI R PR R BT T A Rl B B O
4 TCP M4 f3 FI S I R ST -

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq | It | ot} port] { host ip_address|ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

-

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa (config)# cluster replication delay 15 http

¥ seconds BB AT 1 B 15 Z[AIFAE. BRINEH http ZE1R, B[R4 5 72
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b
&

TR, BOTLLAE XRCE, SR TURTERIRE M.

T B P B I 4 B O Pl e ) SRR A AT AR I TRV E IR, BT LUE H S g A Ak . BRI B
W ST A, IR B AR i S R SRR AT . (O, ASA S AT R S O A L
s, Fras AR FIAL S mas A 5TE 5 Rl 25 A T 17 88 A1) A7 T 2k
A I as . KT FS M PR B AE RSl AT LA s Mk B . Bboh, W AR BT A AR s,
ARSI T 1) B AE R — b AU PR B T . R B8 T Ik AR B B s A,
(G nE

FIEZ Bl

* fEFirepower 4100/9300 HLAR & BE 5| 4 1 B HLAR 11285 £ 1D,

© URWRERBA SR AMAL: NAT = PAT Jiiht; SCTP fa it 7B+ &ifl.

BEANSETEIC E AR
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

JA 3 1 e A AL .

director-localization

N PRI B G B2 S SRR R S, T DU Tt U AR . I RE R & I S T E AL T A
uti ks WURRE AN g — s i AP — NI AR T AT 2 SR AR A G 52 3 A R TR 5 T

FrasZ |l
* {EFirepower 4100/9300 HLARE P54 b1 B AL K55 51 1D

[l Firepower 4100/9300 # ASA £ 2f
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BcEEuhm %2 ARP

mEaunssesArp ]

B 3 BRI iU S

Nil

S

cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

JA 3 TR

site-redundancy

ASA TS 2 ARP (GARP) #diif, DA IR S e il Bt 4 24 T 5Bk A s 0B R B A
RS B m R oY, 8 AR G ) 4 5y MAC/IP Huhik ) GARP i & .

AR FL SRR 0252t 1 MAC A1 TP 3t kSl 60 4 3t sk 52 1) MAC L hEAT TP Muhkin,  SRAER
s A 42 Js MAC IR TP kit . S SRy AN S 2 I 42 R MAC HhEAR i), B4 )m
MAC il Al L n] B2 I MAC Ml I . B e, Blas s MAC Huhkoh H AR 1R 78
HEAN AT WAL BOE H A2 Bk, XA T REAt Ak BN 2 4 i) L

A NG WA T E A ID R RN X DA W T8 1k A MAC Hitiki, BRSO & )a
GARP. 0Ll H % X GARP [8)fg, WrLAZEH GARP.
Fi&Z 8

o FEG | SREPHCE A A SRR 51 B A D,

o PR T2 C L PR A 5 DX LUK W 3 ¥ A5t i MAC iUk

BEANSERIC B A
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

HEE2 HiE X GARP 7).
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[ =7k E 2k K

KT LISP s

*T LISP

Firepower 4100/9300 # ASA %3¢ |

site-periodic-garp interval &

* seconds — B'E GARP A2 W] CRARP A7) , /-F 1 3 1000000 #22 [i1]. ERIAE A
290 b

BARH] GARP, &% no site-periodic-garp interval .

T

ciscoasa(cfg-cluster)# site-periodic-garp interval 500

RS AR AU R Z AR BN, AT LU & LISP ittt LS R A Sh Tk

ATUAG A LISP it i,  DAEAE Sk il 8] Ja FH A s

FIR BRI RN E M (i, VMware VMotion) , RS #en] LIZEEdR 02 W%, R
PeFE SRR IER . T SRR PO RS AR B, B A T B AR S AE AR A S B N R T
WA RS 2SN T o FEREE /1D 43 85 U Sl (LISP) ZE k#1158 5 4 BRI AR AT (EID) L5 % 4 o7
HEU HE L TF (RLOC) 73 5 TF, I B BIPANANF ( 4 5 25 8], SEIR R S5 B 3T A 0 25 7 i 1032 W
o BN, ARG TR BBk 25 H2 7 g ) R 2% 2% ACIE LR I, 4 b o 2 5 A o T ) 218
PrE

LISP 75 %2 78 245 52 A (0 1 % th A FI IR 4525, 91 LISP HY LIRS % &% (ETR). A FIBEIE %t #%
(ITR)- 25— Bk s BRIFHFHT 2% (MR) AR IR 55 2% (MS)o RSS2 0 25— ki b 2 A0 I 38 ik 55
PR T HAR B 2SI, S TR AT AR RS s RE R A, DA% a1 TTR w] LA
ST TR e T B e IR L) &t VAW

Cisco Secure Firewall ASA LISP 2 ¢

LISP #EN

ASA A B RIZAT LISP; {H/2, B nl LB K2 LISP S HE A B H ek, AR5 10T b fs BakAT Iie%
SETRERAE . USR] LISP 4508, M MRSs 2B 8 B0 sl s I, 05K B2 T3l s (1) ASA £ET
B, AR A # . B ASAKEIR I R B IHEE 2 ASA, X5 IH ASADAZIUK it 2 & [F]
Bk, A RERNAMRS A . R BRI TRARE, B “KS57 o “R¥k” .

oA LISP 1%, ASA GBI nl LI & 58 —Bki% th 28 5 ETR B ITR Z [8]f) LISP Jii &, AR/
NI AT A7 B T SR T A

* ASA TERERK O3 AN T2 — Bk i B A8 Ak s 1 ITR 8¢ ETR 2 (i), ASA SEREAR G ANREIE LY
J R B ) 55— 6 % 4% o
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asause it I

« DOECFF AR S BRI oA B U T AN R R A S 2 s 2R R
A% B e sm N (Bl SIP) e A SCEAR T 1 R — ASA T AT 1
K o

< SERHNAEBDEE 3 FIZE 4 2R — SN H B TR E k.
o X} TSI AR A I B R B AR S BNV S B R, B sh T E T RE I AR i PR . ARG E A A
SME I, ST DAL I RE S FF IR 2R, I LX) 0 B B B RS B 1
ASA LISP 52
HIhEE S 2R B RBOAL S (AREKZE— W) -

1 (i) JEF EHLERS % 1P Mok BR G A EID - 25— Bk tHas nTRE & 7 5 ASA SERFIC KM
FHLEL 4 5% BID WA S, DRIk, ny DLRR I m) 5 488 (R SR A OC (10 IR 25 2% I ) 4% A 3%
EID. flty, n SAEREA & 2 ANuli s, (HJ& LISP 75 3 ki i Fisdr, N R AFEERE K&K 2
ANl 251 EID.

2. LISP i B4 7 - ASA £ 7 UDP 3 1 4342 Fff) LISP Vi B2 A4 Bk th 28 55 ITR 58 ETR
Z IR IE EID SN E . ASA i35 — /K EID vk 25 ID AHSCHA EID . i, SN
AL 2R Bk t 23U TP Mkl DA K ITR 58 ETR H kbl () LISP Vi & . 5=, %45 4 LISP i
AT S, JEH LISPEAGAS HERRELE,

3. TR HRERERIRB ST RS S - 6N 5 sl 4500 n A shvk . i, el LR
X HTTPS it 5 F1/8l k% BI4E i e 55 7 9 & A iR sh ik .

4. Ui 5 ID - ASA I SEFE AR RN s ik s 1D A e BT T .

5. HITRHARB s PEREREIONNLE - RSB ERREION IR MR s, BT/ eI e VR
S st i P A PR e e 2R B ISR A Bl

BC'E LISP RS
R S5 B AU p 2 MR B, AT LI A LISP Jit & LAE iR sh P
FI6Z Al
* 1t Firepower 4100/9300 HLFE 7 # 5 | % & B HLA %G 2 1D
* LISP yii i R 7E default-inspection-traffic J8H, [Hlit, AU FE P 2A 200 LISP Jit 2 o &
P
giE

$E1 (k) FCE LISP A It DURYE 1P ok PRSI % EID, JHC'E LISP Tt =55 4H.
a) BIEYJE ACL: X H#x IP Hudik 5 EID ik A R diEUC R«

accesslist eid_acl_name extended per mit ip source_address mask destination_address mask
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Nil

8
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5% IPv4 I IPv6 ACL. 47 XTI access-list extended i, S WM 5%,
b) B4 LISP Krlmest, Jruk NS Hi.
policy-map typeinspect lisp inspect_map_name
parameters
o) I RBIEEIE ACL & X i) EID:
allowed-eid access-list eid_acl_name
55— Bk 1 45 2 ITR/ETR W] BE 23 [0 55 ASA ARTEIGOC I T ALE I 2% A% EID A1 &, B, &
AL LARR I ) 5 8 (R SR T AT DG TR IR 55 5 B 2% R BID o 4, G SRAR TS S 2 ANl i, H
LISP 7& 3 ANl ff BT, A HEAERE M) 2 ANk 521 EID.
d) WURFEE, WAL .
validate-key % %H

i

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

TE3i 1 4342 F 20 55— Bkitk fi 2% 55 ITR BRETR 8] (¥) UDP ¥ i & LISPASI:
a) FLEY JE ACL LA LISP it
accesslist eid_acl_name extended permit udp source _address mask destination_address mask eq 4342
T UAZ $552 UDP 3y 11 4342, 232 IPv4 A1 IPv6 ACL. 43 K] (1) access-list extended 1875, i
Zl S % .
b) K ACL BRG]
class-map inspect_class name
match access-list inspect_acl_name
¢) MRk LISP ARG 47 52 SN IR o W DL R HIR I, R e g IR 55 Sk I ] T4 11
RSP -
policy-map policy_map_name
classinspect_class name
inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interfaceifc_name}
I RS DA g5 Hems, i TR e DA SRR A PR BRAEDLR, ASA E 355K 4 global_policy

4R sems, BEIeXT T4 R SEng, 1ETRE AR, WA AR N NS, IR AT DO RN
B — AN S5 SRN o LISP A 2 X i) N T, IR0 4B U 1R H A 1 b3 i
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B

(B2

4

rzuspian [

S5 MG MR TR Sy AN 1) AR AL, U N B H 5 0 P SREMRS ISR P-4 11 A BT A At

S AR
=~

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa(config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap) # class LISP CLASS

ciscoasa (config-pmap-c)# inspect lisp LISP _EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA 2SI LISP it i & A 7 55— Bkl th #5 55 TTR 5k ETR 2 AR I% () BID @412 . ASA 4Ed

F /NI EID A3 5 1D (¥ BID %,

ANUEIRE Hssh -

a) FCEY & ACL DATENRSS 2% 5T C5onki n I o S B0 23 G 2 S At R PRl 2% QB v 22«
accesslist flow_acl_name extended per mit udp source_address mask destination_address mask eq port
152 1Pv4 F1 IPv6 ACL. 3 K] (1 access-list extended iEv5, S MM AS% . RS
s B st . B, SEar LU HTTPS Y FH/EUR % 2R 2 I 45 2% (it it s & 2
.

b) & ACL Gl 2Kms
class-map flow_map_name
match access-list flow_acl_name

o) FREAEI LA T LISP Al iy Al — SRR S, FEARE SR, AR5 8 T sk -
policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp
Bl

ciscoasa(config)# access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0
eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-1list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa (config-pmap-c)# cluster flow-mobility lisp

BEANSEREAINC BRI, TR R s sh -
cluster group name

flow-mobility lisp
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B ==ss=ua0E ven

SETF /R A4 T LU F s J3 P AR TR RS B ko

w151
LR 74 :
* ¥ EID BE4I4 10.10.10.0/24 M 2% /) EID

o K& AT 192.168.50.89 1) LISP B Hi#s (NHE) 547 192.168.10.8 [ ITR B%, ETR #
# (FES—A~ ASA :10 1) Z[H)f# LISP yii i (UDP 4342)

« i FI HTTPS 7 10.10.10.0/24 _FHEANIRSS25 (K BT W a8 TR g sh itk .
o AR Hm B sl

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP ACL
policy-map INSIDE POLICY
class LISP CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
|
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eq https
class-map IMPORTANT-FLOWS-MAP
match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP
cluster flow-mobility lisp
|
cluster group clusterl
flow-mobility lisp

BoE s> fmaluh =8 VPN

BRI, ARBEE ] A 2Qul A0 VPN . R AR BE nT 4 e, 488 0] LS 43 A1 Xl A5 1)
VPN #5z,

XFHFR LS8 VPN

FE AT AR, 3 0] IPsec IKEv2 VPN JEFCR S ASA SRRETY R0y Ko AESRBETY RZ ) 7041 VPN
TSI 8o M TSR R A AN, K VPN SCRERIRS e 248 5K VPN TRt

I3 VPN 44 4,
FE AT VPN BT IZATIN, RGOk SRS 2 e BL T A (6
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A= VPN

stz veN 2EnsE ]

°£% T3 - RAARBOERE AT R B e i o B b e & . Frfi & A se 8
SARYEFUIRAS I AL FE L, 4 IKE F IPsec BEIE LK JITAT 5 Z KIK It o

s WA - IEAEABEIAT B R A 2 R e R ST AT B R A
F O AP SO ER ST, RS N R BRI

© ey - AR S EA VPN Ul RHRMR R AOE B — AN RIE 2 VPN SR 8L %00 50k
A AR R BE RS (CCL) REiAt e A B9 % VPN 219 5

'Wﬁ%-%ﬁ%(%%%%ﬁ%h% 8D AT AR SR EE 2 1E,  £EMRHL LU I 4T
SAEH K (ASR). B FTAH 18 X ORIER N AR 270 Y 193K s Xk
Em&%ﬁﬁﬁﬁﬁ%kﬁ@f T E SRR SR .

U IR

o3 Ak s 0] VPN 205 AT LU RRAE . B0, VPN AT A 5 AEARE LI iAT A AR .

* VPN U E SRS BRI AT o IR RURSE [R]— 4RI AU S A0 P VPN IEH2 1) IKE i IPsec
[ SN EEN IS Th - m%wwéﬁméﬁkﬁi%%ﬁﬁwm%ﬁmﬁﬁ%ﬁ PR B
W95 BIAT 1% VPN G (AR

* VPN S5 (R38N EREN ME—FEAE 205 ID. i ID K TR0 FFi G, i 4 sk pe sk A
SE IKE Phi o

o FEV ] VPN AELE SR AR S IC B b, (R P imil SRR (ORI I, ARSI R
FVALH A2 U5 T RELEAS ) (R SR o

o ST LSRRG A 2 1 0 O 5 — LA A A 22 e by JXRERT AR LA B0 b B
BT DL REAE SRR A AT BT R B RO A i 2 i IR AT AR i B . e Ay
AHURI, SR BCR T IR %4

ERESHAI0 0 AT =X VPN bR

= 7%= VPN

T %ﬂﬁ%ﬁiﬁﬁiﬁﬁﬁm%w PG A R E W O R S /S RSV E TN
o IR A 0y SRS K 26 0 2 U EL R 0 R ) — AN R b

HUA ek I RERUA & 0 SR I, SRR B BRIl i & il (A2 T 55 —#L

R IOT R D A EAPIRAS . Y R, XL FTAL T EAPIRAS 2 18
1R 26 A7 2 TR R R 2 HE 21 S S AR R A1 R

A PP T 26 0 SR IS, Q0 R S TN 2 TR AE SRR L, IR RERE 2%
Wiote 7555 MHUAE I A L BAT &0 2 T B ik 2 R 2 2
o BT8R 2 TR e 20 FE B3R MLAR TP AR 50— 49 R

{5 FHARAE 1Y A IEFERE R AARRE T BT B il (LT — i k) fe
A FFRES s TR 2 0 SRS RS 26 473 2 U FEHT }EEEUE%**ﬁ‘ﬁ?ﬁiJ:
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B rsecken iz

= 7%= VPN
SERET RO U BB R _EIK VPN SRR R BEE DG 0 AT, U YRR SR B ik
755 VPN BERGRAR,  BET mUR 2 IO IR H 3R AR U v 1 A& 251

IPsec IKEv2 1514
LE 5 A 23k 5 ) VPN AR R, IKEv2 8E7 T R 5 T A8 24

* A SRR T TP/ L G2 IR SR VEXT Bt B O IE R RO R e, ARG B AT e AT AR
€ 390 ANINFIHIEEs N

* FRIREAAS IKEv2 23151 (SPL) FRiRAH R AE A A i 8 “F I BENUEL,  JF HLAESEASER AR ot i —
(o SPIARA T I THJBAIEERE TS 5 ID. 7EHCE) IKE Wb s Zctls Gy, o RS Tl B AR T A0 1D
R e R, W2 25 5 Bl A 0 il s — 4 Fons I T RO JEL o

* IKEv2 Ab# CA& SOk 0 3 K1) o0 SE R I DR TS NAT-T B R, fE8e1 B IKEV2 J5, B
T ASP 202588 cluster_isakmp_redirect FIEEI . 1] show asp table classify domain
cluster_isakmp_redirect #ir4 A E& #0.

et o A sl s 18] VPN B ey vl FHAE
LA N DO REAT X 2 i b s ATLAR (1 o — it s S (1 52 o
 FEERFPEENRE LIS DR AR &40 (1 VPN 215K 2 2 Rl
* LES AU B0 1 VPN 21l BE R A LAR b
o AT DU SR RO AN K VPN i g ) 3 3

WRAE SRR A A A A b, OF B s AN iy e W AR AR b 1y i b, B AR RE S B K.

R R AER 730 (BIInZEH] VPN SRR OB N8R 1Y RO AR T O HLA SE 0 BT
BERENS, KR T S DA DR AN 2 B RATAT 2516 . AEIX SR AR B E 1I), LB AR TS S )
TEBRAEZ MR @1 &0y, SUWEHAR RR . WA R G — MR S Bl ER R H, e
IEH SR 15

CMPv2

ARG TR R 720 CMPV2 ID IR M P10 (A SRR P 25 10 2 A 3h 445 CMPv2
U IR EFT A R B TS AT S AR S 2 I K X S 1) XD UE P A5 B ) A A A AR Y . i
P73 SRR P T R RE ] CMPV2 UE B AT B i, 10 HLAT AR 5 A A R A 42
Ko

2k (8 VPN EH
FEANMEAE A LA 20341 20k £ ) VPN HI8 8 R VFATHIE .

51 VPN HEBEHS BT HA VPN VF AT 22 (LA VPN VE MR SERLVF ATER — 5 , 4
T EREAE, AT A2, 1 PR SRRV, AR B K VPN 2167 i
AL VPR
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sausmia ven waress [l

ik (8 VPN BRI IR 54

B S%HF
* Firepower 9300

% 2 MW LI SOFF 6 MR, SR IFE R 2 R A R BCR 22 i, (H3RATaE
W3

55 VPN £iE%
AL AERR T FF 20k 6K A VPN &1, 5 6 N1 i % Y 36K 4.

FERE R LSRR RS P T R O TP S AR IRV ATIE AL S A B0 L. A
P BRI, RMEARIE SRR U RN AR, ] B BB 21 RIS Ol . IXAE IR 3=

SRR T AMAC e, T 2473 2 U 20 WC IV Rk T P B AR I Ik . S8 ) AR I b A A R
R, IFE AR A A R ] o

5% st 8] VPN R
PSS
UAE RS H LR TSR 00 7] VPN,
EEE
S A3 A VPN T AR ORI 1 S RIS AT . BB, IR R R4 R R

GG MATENG LN BEAT o XA LA 115 1 5 ORI K 1 2 10 A2 ah 24 35 5 HAR G 55 O K =
USRI b, NITAEANFNTS B D0 T 7 AR TCVE SR R 93

AEZZ R E

7553 A 2k fUE] VPN BN AN SCREER AR FH DL Al e 2 .
* CTIQBE
* DCERPC

* H323. H225 fll RAS
* IPSec FLif

* MGCP

* MMP

* NetBIOS

* PPTP

* RADIUS
* RSH
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B =monm=usaiaven

* RTSP
* SCCP % i)
* SUNRPC

* TFTP

* WAAS

« WCCP

* XDMCP

HoAth A

o FE0 AT Rk UE VPN B NS4 IKEv2 IPsec 3 55 8] VPN, ASHF IKEvl. 7E8Ed = VPN
Wi S RRUE A IKEv I,

o SR SRR
* B4 PAT 70404 =l £ i) VPN B0 R AT

BRE> %k 508 VPN
Ja A =0k i) VPN, BPLe 0 A VPN S 1EERE ] d R A 34

\}

AR A SO A 22 ) B e VPN SR SR IR T BT A T S S S U B A L K
AL,
FiaZ |l

FR¥E VPN i E R AC & v 5. 1] VPN,

TR LR A g AR B R
cluster group name

Tl

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

T2 A A s VPN
vpn-mode distributed backup flat
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sHsssmRisavensiE [

B
vpn-mode distributed backup remote-chassis

T?E%Pﬁﬁh o e TS AEAE AT AR Y f b R ORY I S Bt s (5, {H
RERAESE AR b fR

(EEAEINAE ST, S SRS AERAE N 55— DU b RO RN ORI S s2 e
T R LR 5 PR 52

WA BRI D OB IS AU CRe RO B s 20, WAE S — MU I Z AT, FA
SRIEATAT AR .

il

ciscoasa(cfg-cluster)# vpn-mode distributed backup remote-chassis

WARNING: Do you want to proceed with changing the vpn-mode, save the device configuration,
and initiate a reboot? [confirm]

FEHAHHIAS E VPN £1F

EHAUEFE B4 K (ASR) W AEFTH R A 2 R T30 0 & ] VPN &5 7. IRt mg i
SARIEATER, ASR EW T SR AT 205 K e s . AR T EH 0 KBSy
7 o

FF O KT CAAEAT AT IS 38 AT, NA%AESERE D R AATAT 34N 6 5 384T, 3F H A H I
BEJRIZAT. BRI HAS A RE N VPN 8. FUE i VPN ERERY S 2 ) A LT A5 5
A2

LRBENHA W, B WA U, JRER DWW R RIS i a1kt
T EM SIS AL EANZR E S0 1 n EOA BSOS 0 00 Y s TR R A
ABEFEE I, WG kS %2 1 T

2B, FHSEENSREAERSIN, AN NESENHIT. DB RZNPAT
R RoE R Ny, — MR I SRR ﬁ@m%A&A’ﬁﬁﬁAﬁA% AN S Al
VFZ EHSUE, IWIEZER R R EAa T8 2 7.
FFa Z Bl

o ISR IR R TG B, E T REA

o PURE P A AR BRI R il B o AT .

FEEHI R L, RS 2 U SR (A 1 DL

show cluster vpn-sessiondb distribution
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Nil
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TP
EX R R TN N TR EYSE:

ciscoasa# show cluster vpn-sessiondb distribution

Member 0 (unit-1-1): active: 209; backups at: 1(111), 2(98)
Member 1 (unit-1-3): active: 204; backups at: 0(108), 2(96)
Member 2 (unit-1-2): active: O

FATOE MR ID SRR B E L S a2 1k B AEMR L o1 Lo 0 T BLEoR i, ]
PABEH LR R
© B 0 ERAT 209 NI, BEO 1 By 7O Aaenh, it 2 B T 98 Al
© BB 1 EHA 204 AT, R 0 B T 108 M, i 2 B T 96 il
o B 2 BOAAEMT M 1E: R, B SRR IEAE A Y R i . SRR L A IR
Rt
HUH > R
cluster redistribute vpn-sessiondb
P2 L RR A AR D [FAINAE S 6 4R80T .

AR 7 P A e I BOR AR R, XA RERT B LB ). FORT O AR S R AR, R
RS DU R RITEI RS H & QAR Bon b R TEAIE R -

REAERIE 15 AR

CLH 3 VPN SR EHT K AXHEE AT R
ORI K, K number 44315 M orig-member-name £ £ ECEEIREPS
dest-member-name

A RERE 23 T EH 4 R B K% 22 member-name AXHE AT R
O 235K, K number 4~4315 M orig-member-name £ £ ACEHE Y
dest-member-name

2 number ~2315#% 21| member-name O R R E G 8214
KAl 2 dest-member-name (112 15 8% 5 i [ AXHEE T R
L8/ VPN & AT R
KBRS . C 281k VPN SiFEHi70K -

$HIE3 FPrHi A show cluster vpn-sessiondb distribution i 4 LAA E 45 5 .

FX0S: MIfREEEE

LA 08909 203 i s R 7 A S SR A (15 A
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rxos: mipEiigs [

16 BeF A Bk

B, LA s 2% R I, SRR R A S MR IR . SRR RN, SRR A, e
ATTAT AR AN SRR . St vl AT Bh A5 4

F A B AT AR, RN P AEH] show cluster info fir & A SRAFIRAS :

ciscoasa# show cluster info
Clustering is not enabled

o TERN FH A AR AR - 1 rT DA N H CLI 28 FHAERE. S cluster remove unit #4552 MHIBRER

.

3

BE SRR LM 1 mie 51 SREFRCE IR FFAZE, A AR 20 1 d BT e Bt pR Ff A
A%, DA AT TR Ja B ALY AN R E . i SR AE S 1Y i A i & R B
(i e IEES v ST INE iR D=

MM TAE RS, Pra B4 Dok HAA S B O n] DURIE RO & . Bk R

UL, TH U AR B R ORI, AT SN G R I B TP Mk R

% BECHTINA, T A AEREPAE T AR APIRGS (B, B ARAE T ORI ED
TR LR At

BB A T AERE, 14 ASA ¥ cluster group name, #RJ5 %A enable.
AR PN FH 5248 -4 FXOS CLIL R, 528 L 7541«

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa asal
Firepower-chassis /ssa/slot/app-instance # disable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

TP

Firepower-chassis /ssa/slot/app-instance # enable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

Fe P Y54 - fF FXOS CLI 7, %530 LL R 7l :

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

DS STIEENE

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

o XHNLAE -7 FXOS CLI ¥, i5& 1 LL T il
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B ash zmanss

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

K AMER
T LU P BATR T 92K AR AR S 15
* MBRIZ 4 % -7F FXOS CLI 1, 15 LL il

Firepower-chassis# scope ssa

Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

o MHRGS HIRATLRS B2 A - SRR S5 IR BE A, IO AT LR B P50 SRR FR R 1

\\\\\

ASA: EIREBER A

PSEARAE S, 8 RT LA S O AT B B

FXAAETE BN 5
SR SRR AN, T L AT I (R LA
A\

AR YASARTARGESPIRES (BLFahJ7 s BRI RO 2RI I, P Bl DR Gl A
B I AT DUAGE AN i SRR AR, WSEORT S AR B, ST DO 5
SR R A EE LORRFFTIT, AT ROMNARTE 1Pyt ity TP Huhit o (EAn SRS FT N2,
M SRR A TAE T RZS (B, fise T EANAERIICED » W B LR A .
R 2B P 65 g L R EBEAT AR A3 — 2D C AL

FriaZ 8l
o SOA U PR G s ANREE L IR CLI M8z 0 Bl s AR
o W ERERRE, EERGPITE MR RITATE . WM RS ER, A changeto
system 4.

UK

PER BN E A
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MIZHI B TT

)

L |

cluster group name

il

ciscoasa (config)# cluster group podl
EEIARTE

no enable

B SR AR A, S BEATRT A IR R, O HLHCA B RS B P R
RO E R AR, R T TR i PR HT AR R o

B8 A8 S 7 B DAAMP S L, BT BL R P BR

AR Y ASARTANGSPIRAN, A SRR D OcH] ;s A L AR DT DU RO . R

U, THEDPTR SRR R LR ORI FTOT, AT RONERAE TP MBI TP dudik . (H AR
PO SRR AL TR RE (B0, B iR T CAIERIICED | EEREN
Rl o S AU A2 0 & i L R IEAT AR AT — 2P IO BC L

FHia Z |l

ﬁ?%%aﬁﬁ,mﬁ%%% T PRAT AT o AR MARSE A RGERCER, WA changeto
system fiy4

MEERE R IR 1Y R
cluster remove unit node_name

%%ﬁﬁmgﬁ%$”,Mﬁ%%ﬁﬁi%%%%ﬁ@ﬁ%$”,I%“ﬂ?ﬁFi%ﬁmﬁﬁﬁ
AN ZRECE o UARAEE 1 sl R A S RN R 0 e, U S PEOpT A2 1Y sl

PEAE R AFR, S cluster remove unit ?, 50 i show cluster info 174,
w5l

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asa?2

ciscoasa(config)# cluster remove unit asa2
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WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

BEFIMANESRE
MR PBR T RN A (e IR R D, BeE W RIS T a7 AN RO, TR
LI IR T- B F I NEERE
Fra Z Bl
o T2 5 65 g 11 R FBT i AR . oAt 1 oG H .
o WFZIEREX, BEEARGPITE R T PATATEF. WRMEIN RGRCERZL, 155 changeto

system 4.

* WPRIE O AR, PR ER ISR .

UK

T AT, BEALRNE A
cluster group name

IR

ciscoasa (config)# cluster group podl

FTIB2 Ja HAERE.
enable

LEEHIBT
A

AR B SR A SRR AR AT LA AR, SRR R I A IS R R A
FBINHG B SR KU RN R WA PR BRI, X IIREM .
SRAT AR P s ) S S 0 s WP AT RE R W T, T S A0 20T 4 1 0 i B i v 3%

il

LR AL EPATEL R D R
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e

rergemnEnnEes |

FHia Z |l

T2, EHEREPAT R P PAT AR . WU M AR EA RS ER L, A changeto
system i 4.

HEBT Y R BCE AR R
cluster control-node unitnode name
EUE

ciscoasa(config)# cluster control-node unit asa2

IZN

s A LT RR B E AR 1P Mk

T WAL, i%ffﬁﬁ)\ cluster control-node unit 2 CAJ 2% Ba 54 24 BT 45 S 2 AMKBT A 408, 5%
A show cluster info 4

ENERRSER AT S

S AP R T A B BN A R A S, TEHAT U AR 1n) AT R A show dir 4 AL
SEFTAT S B R M A sl G b GEIEE, WRSAR LR AT LA B & F3 N0 5
%, DIEEERGHENNSE G R D Wal ARG B AT Hofthdr % (il capture 1
copy) o

T JIT AT R B R A4 BT A B A4 BRI B8R 5 A AE i 4+

cluster exec [unit unit_name] command

T

ciscoasa# cluster exec show xlate

ﬁﬁﬁﬂuzﬂ, I cluster execunit ? (A& FR M AT H & LM A 2 FK) 5 B show cluster
info iy
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. ASA: 53% Firepower 4100/9300 H175_E &Y ASA &5

ol
SE A K ISR (09747 45 LU TETR IR 538, WEEREI R 6 LA BL T
s

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

ZAPCAP F (— A3tk A—AN ) FHI3) TFTP kg5 4. HAsiZk 42 Az
B N sE 45 2%, 120 capturel asal.pcap. capturel asa2.pcap 2. {EA/RGIH, asal I asa2
JEEETE AT AR

PL R /& cluster exec show memory v & (%R, BoR T AERE ARSI N A7EAS B

ciscoasa# cluster exec show memory
unit_l_l (LOCAL) :******************************************************

Free memory: 108724634538 bytes (92%)
Used memory: 9410087158 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

unit_1_3-*************************************************************

Free memory: 108749922170 bytes (92%)
Used memory: 9371097334 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

unit_l_z-*************************************************************

Free memory: 108426753537 bytes (92%)
Used memory: 9697869087 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

ASA: U5#= Firepower 4100/9300 #1765 £ AY ASA &5

TonT DU B REIR AR IR R b

HRIESRRRTS
WZ LN T R RR S M 4
* show cluster info [health], show cluster chassisinfo
WA KT, show cluster info fir &K on BT SR 53 (IR &5 o
show cluster info health v 2K 7R42 1 B RN SERE I S HTs A TR
K show cluster info @14, 1S LL N
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asa(config)# show cluster info
Cluster clusterl: On
Interface mode: spanned
This is "unit-1-2" in state MASTER

D : 2

Version : 9.5(2)

Serial No.: FCH183770GD
CCL IP : 127.2.1.2

CCL MAC : 0015.¢500.019f

Last join : 01:18:34 UTC Nov 4 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state SLAVE

ID : 4

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP 0 127.2.1.3

CCL MAC : 0015.c500.018f

Last join : 20:29:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015
Unit "unit-1-1" in state SLAVE

ID : 1

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.1.1

CCL MAC : 0015.¢500.017f

Last join : 20:20:53 UTC Nov 4 2015
Last leave: 20:18:15 UTC Nov 4 2015
Unit "unit-2-1" in state SLAVE

D : 3

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.2.1

CCL MAC : 0015.¢500.020f

Last join : 20:19:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015

* show cluster info auto-join

SRR A R TR AL — BOE iR JS AT INAERE, LU OBl 5t (Bl S5 45 vF
FIES HUFISATIROU BRI, 255D o MR CURASEN, sl CESRE T, Mtk &
FeA S o R

i 211 show cluster info auto-join 4 1 LL Nt -

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Master has application down that slave has up.

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Service chain application became down.

ciscoasa (cfg-cluster)# show cluster info auto-join
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Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)
ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)
* show cluster info transport{asp |cp [detail]}
SR LRI H AR S G5 B
» asp — i T g v 5 R
* op — FEHI P g .

WA detail ST, 18R] DUEF I ] SEAL M I SO AT FH RS 00, DAER & F2 0°F 1
H g X EE I I B . 15214 show cluster info transport cp detail fiy4 1) LA T i
H:

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN l656ad4ce acb26fe 5£839f76 7680831
R 733840 1042168 852285 867311
RE 0 0 0 0
RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384
RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages
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0
U 111847
R 7503
ESN 5d75b4Db3
RI 630
RO 0
ROW 0
ROB 0
RAS 1571

121862
665700
6d81d23
34278
582

566

16
123289

120029
749288
365ddd50
40291
850

850

0

142256

This unit as a receiver of unicast messages

0
U 1
R 513846
ESN 4458903a
RI 66024
RO 0
ROW 0
ROB 0
RAS 130258

3308122
879979
6d841a84
108924

0

0

0

218924

4370233
1009492
Tbde7fa’7
102114

0

0

0

228303

Gated Tx Buffered Message Statistics

current sequence number:

total:
current:

high watermark:

delivered:

deliver failures:

buffer full drops:
message truncate drops:

gate close ref count:

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%

Total messages buffered at high watermark:

5677

[Per-client message usage at high watermark]

Client name

Cluster Redirect Client
Route Cluster Client
RRI Cluster Client

Current MRT buffer usage:

Total messages buffered in real-time:

0%

Total messages
4153
419
1105

1

[Per-client message usage in real-time]

Legend:

F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Percentage
73%

7%

19%

wsrgans

Client name

VPN Clustering HA Client

Total messages
1

MRT Tx of unitcast messages (to member id:0)

Percentage
100%
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Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history
BIRERE Al g, LARAT BT R A& N SR I Jit DRI i 1 6 5 AR TR 1) i BRT PR R

HIRBNERSEE AR EEE €
A RARE PR B ORER, WS
cluster exec capture

TECRFEIEG TR M b R, 4 n LUMEEH cluster exec capture fiv & /54 I mi TS RSk SERERs
PRI DIRE, B SERE R IR I Bl 19 R B 3h)R e g
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Ko = BY >R
TS LLUT iy DU B DR A -
show cluster {cpu | memory | resource} [1%£T5], show cluster chassis[cpu | memory | resour ce usage]

BRI RS H . AT IR I T H s S0

il

K59 A= BYE IS
ISR EBEIR
WS LL T fir @ LU A

* show conn [detail | count], cluster exec show conn

show conn fir & 7Rt 2 F A it i &l RIS R R S . AR s B cluster
exec show conn fir & 1] A PT A 4% . B4 ] DUE 7R AN A 2L SR AN ] ASA (1175
o SRR A B T BT U RCRAICE . i & T AR BAR 5 i A R JE AN IE LR
R AR, AT LA B TR S B T A A S (N BEAT T S o

PLF 2 show conn detail 4 14 H 7 6l :

ciscoasa/ASA2/slave# show conn detail
15 in use, 21 most used
Cluster:
fwd connections: 0 in use, 0 most used
dir connections: 0 in use, 0 most used
centralized connections: 0 in use, 44 most used
Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility
M - SMTP data, m - SIP media, n - GUP
N - inspected by Snort
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7 - Scansafe redirection, z - forwarding stub flow

Cluster units to ID mappings:
ID 0: unit-2-1

ID 1: unit-1-1
ID 2: unit-1-2
ID 3: unit-2-2
ID 4: unit-2-3
ID 255: The default cluster member ID which indicates no ownership or affiliation

with an existing cluster member
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* show cluster info [conn-distribution | packet-distribution | loadbalance]

show cluster info conn-distribution #1 show cluster info packet-distribution fiv4 .78 BT 5 FEAH ¥
B AR O3 AT o IX By 4TI LA W S5 0P A 0 A A 47 3 B A 45

show cluster info loadbalance iy 4 & 7% 22 - P AT G0 15

show cluster info load-monitor [details]

show cluster info load-monitor iy 4 i 7~ 5 Ji — AN R B AR A 03 I B, DA A DL i 1)
M FEAT CERIAIS OGR4 300 o 1] details S8 7 25 B 45> I 18] 1] B PR B A4S B A1

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
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Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

CPU usage (%) captured over 30 intervals:

Unit ID O
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25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

* show cluster {access-list | conn [count] | traffic | user-identity | xlate} [i£X], show cluster chassis
{access-list | conn | traffic | user-identity | xlate count}

BRI RS G . T R I e TR 28
4 5% show cluster access-list fir4>, 52 LL Tt

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-1list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0xe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eqg www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedfd947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6f59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71
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access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

SR PTAT B AE AR I IR A %A

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

124 in use, fwd connection 0 in use, dir connection 0 in use, centralized connection
0 in use (Cluster-wide aggregated)

Unit_l_l (LOCAL) :******************************************************

40 in use, 48 most used, fwd connection 0 in use, 0 most used, dir connection 0 in use,
0 most used, centralized connection 0 in use, 46 most used

unit_2_2-*************************************************************

18 in use, 40 most used, fwd connection 0 in use, 0 most used, dir connection 0 in use,
0 most used, centralized connection 0 in use, 45 most used

* show asp cluster counter

Wi A0 A s AR R R R AR A

IR R IR
AREMBHIER, WU TS
* show route cluster
* debug route cluster
SRR E B
* show lisp eid
7% ASAEID %, 75T EID Mt 5 1D,

124 cluster exec show lisp eid i 21 LL Tt .

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :************************************************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T,D sk kkokkkokkkkk kK k kK k kK ok kK ok kK ok kK Kk kK ok kK ok kK ok kK ok kK ok kK Kk kK k ko ok kK ok ok Kok ok Kk kK K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4
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* show asp table classify domain inspect-lisp
R T HEER AR A

iz et =8 VPN

LA i 2 3% VPN 231G PRSI 73 A«

* 1§ H] show cluster vpn -sessiondb distribution $& it S TE K A AT, 1 RAE 2N R EAT,
W IRAE R GAT A TP Is AT A 4

A I show iy % AT DLPRIE A B 230, 107077 A2 RS9 BT show vpn-sessiondb summary.
* ] f§i ] show cluster vpn-sessiondb summary iy 242t 8ER-E E I VPN B0 4—FE.

* {i Ff| show vpn-sessiondb 74 A5l i 24 I ¥ BR T o WK VPN A5 B A, i BoRi s L
FEHMS SRR .

EEEEHHFICR

ARNERIE H IR ER, SN aé
logging device-id

SERER AR SRS AR R G H B R . 180T LU logging device-id iy & K AE il LA AH ] 5lAS
Ml ID MRS H KM, DMENER b 2E K B AR AR R SO [R5 .

il EEE
Z: [ LN H T RS 1 i 2

* debug cluster [ccp | datapath | fsm | general | hc | license | rpc | service-module | transport]
R R T B

* debug service-module
BT IR G0N 8 CELE IR 5 N Z AN RE A TR GRS 22 ) J80D v R

show cluster info trace
show cluster info trace #ir 4 B R iR S B, it —SHgEZ H .
i#% 2% show cluster info trace @4 LL it :

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP _MSG KEEPALIVE from 80-1 at
MASTER

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

flhn, ARG BILLCR R 2R A BATAH A local -unit 44 BRI 5 A0 78 44200 5, Xl

strstunsia ven sres ]

s Rk

FHPA R local-unit 47K GEREEIIRCE) , BUE AN RUETER A ) #%
HE GEREEIME) .

ciscoasa# show cluster info trace

May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes'

1.

with parameter

May 23 07:27:23.113 [CRIT]Found both unit-9-1 and unit-9-1 as control node units.
Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data node

May 23 07:27:23.113 [DBUG]Send event (DISABLE,
Detected another Control node,

CONTROL_NODE

RESTART | INTERNAL-EVENT, 5000 msecs,

leave and re-join as Data node) to FSM. Current state

May 23 07:27:23.113 [INFO]State machine changed from state CONTROL_NODE to DISABLED

7> fsCuh (8] VPN SpEHERR

473 VPN i@ 40
HIEAT A VPN BUERRE LA A UG DI, SR e 206 25 1 s R B A0 8L -
&R B %A
WERAEZANIMANERRE N, BT BUEAEIA | iR (member-name) T vpn M ILHECT HEAH L
SR 15 R AR AE 73 A1 20 VPN A P
WA R (control-name) #HAAKHKA (unit-name) HIVENHG

Ko P von BEATIHE L P HI AR E AN A

SR VPN (R SETE R B L A I B A
.

MIEE T

B M ETORERK ven BRSO AT Hr b
VAR, ok s

P IKEV2 B0 40 1) SPT A ) B i) % sl
53 1D TRk

W CEIIK sPr
ak
Rl B H3R 1 sp1

I SRRV B A 2 U

KEEAIE TKEv2 SRS

IKEV2 ¥JERELFR (IC) Ab PR 1% :

IKEv2 Wi BRIk 250y LER B N i) & 0 251

) R ) R STEE RN B KEE member-name
AAEWE] member-name HISIEREBMIN ([N BRFEHIY
WMREFED RS EIEG R AT X B E R RIS, & 1E VPN S EH K.
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* 44§ ] port-channel load-balance src-dst 14portfiy4 o N7K A2 #eHLEC & Laport 15 A 571 28 15 i 54
VERE,  uh ] VPN S8 0 R 2R I —MHUAR o SERES TR 2 T I s 49 an R B«

SSP-Cluster/data node (cfg-cluster)# show cluster vpn-sessiondb distribution

Member 0 (unit-1-3):
Member 1 (unit-2-2):

5(2660)

Member 2 (unit-2-3):

5(2122)

Member 3 (unit-2-1):

5(2501)

Member 4 (unit-1-1):
Member 5 (unit-1-2):

active:
active:

active:

active:

active:
active:

0
13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),

12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),
13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),

0
0

T3 A5 E] IKEv2 VPN {8 3 11 500 /B Y8R0 H FRif 1, Bl IKE B R I%E S Nexus 7K
B LA 22 1) 32 1 g 1 T 3 b e — AN

i port-channel load-balance src-dst ip-14port ¥ Nexus 7K 1 2535 i 5775 56 20k TP F1 L4 i
Ho SRJ5, IKE Bl R ik 2 A ks, 2EmAdl 2P r.

CEREAT SR T, SRR RIS A BT cluster redistribute vpn-sessiondb , #3:
I VPN 21l BT 73 R 22 0 — HUAR BRI 1

ASA &2~

KRG S
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BB

sumpiis 1

eth1/8
eth1/8

mgmt

Cluster Control Link
192.168.1.1, .2, and .3

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Poal: 8 IPs)

eth1/8 -

mgmt

<I__ port-ch1 Spanned

>

1

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
| MAC: 000C.F142.4CDE |

port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

c""--—-—.__ ,_,.>
: | port-ch5 |
Switch =) VLAN 10, VLAN 20 Trunk o
= =
S S
> S
r 7

J

|

r________/

Client

kAR R % A SRR SR e 5 AR IR VLAN S6e, i,

J

\|I

Server

VLAN 10 Fi-F N #M %%, i VLAN 20 A

TANEML% . B4 ASA AT — R B AN AT e L ol b 2 0 s O o 5 F b kA BRAE R L1
FTAT el L AR T 802.1q £1%. ASA J& VLAN 10 5 VLAN 20 2 [8] [ 55 <k % .

5 /9 4% EtherChannel B, BT 504 55 2 7EAZ He LI 73414 — A EtherChannel. WIH—& ASA 48

AT, ACHHURE AR H AR B 2 10 I i i
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Cluster Control Link

port-ch1
192.168.1.1, .2, and .3
Node 1
§ /\ /\ eth1/6
iy [ ] [ ] ethirz
A =N A ethl/8 \P eth2/1 -
=== \ B
—_ w
O mgmt | =
o 1 =
=2 Node 2 >
o —
Jauim 315 58 3
g Sy 218 820 &
2 R\ SX=81% eth/1| SREH 8
T O WS Y] o — ;
Q nosm T 5 &P o
3 Jogs 23858 =
2CE mgrmt 52°5
- 58 2 Node 3 og &
S O _ B/ ethlf6 M
] Mo | [ ] ethiz em %
@/ X | [ 2V ethiss ctho/1 | | &
V V V vV
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S RECRAE N BRI AR R 2% 2 1AL R T B 5 3000 LA

wn EEIPR, e — A5 4% EtherChannel R R A EAZHHL, T4 DU 55— M5 19 4% EtherChannel
HERLPIMBAHHL . WIRF L, AW LIEREA EtherChannel _E @I VLAN 121

IS HERuh 2 B £ EER) OTV L &

Af P 2 DX A IO 3 0 P i A s A TRV ER B RE A R 2, B T O TV IS B AN I 4 R 5 3E 2. OTV
TWILAE DC1 _E#E R AP AR R EEAEH . (WCUAERLE R R P 3RA MAC bk, OTV A&t
DCI ¥ K AR . WA OTV kR A MAC Hubk, "ol 57 paffdate.

0TV fc & 7R 151

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv
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woatusaennoves [

mac access-list ALL MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP _VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
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//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

Rk B FH E 12 0L 0TV TR =S
DRt WO, A EEMER OTV (I yERs, DM BT HEHLE 4R MAC Hiht . & % SE HARRC & .

A8 T AR E H TAE S S ) OTV &b L7 N ASA 435 MAC HihEIER A4 H . 04 ¥ o
Fut ) OTV EE SN LR INXLEAH . 2T AFREIPE, R R AR RE P o
ASA 1] ARP % H OGN TIAIERZIZE k) , e TPEBAF AL % ARP. Hit, OTV BASAHLS
TEHHE R 2 b3l a ASA 2R MAC Hisik. 1T OTV (56 & Kb % %4 /R MAC Hihik, JF HARYE
OTV Wil, ‘EASMEN EEE Iz R E BRI, WeR 538 MRS 28 2143 )5 MAC Rk i) 5
WAL, B & T

//OTV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC_A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP_Allow

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP_Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

Al KR, B EERS g, JFMIER OTV ERYMEERSF&H . IHERNA OTV L1
A MAC HilbR, MIMERR 4R MAC #ilk i ES 4 H, X— b iz,
MAC ittt =255

2k ST B4R MAC Mtk &4 H 2 in®) OTv i, #BFTEEILS— OTV FAES N
LR R MACHE . 65— DNl kR G, NMIGRMRIXLEAH . 550G MACHILER, LUBLROTV

e R R PR IX e 5 H .

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— B T T e R T e L L e P LT et
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl
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* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTV ARP E7F 54
OTV JfCH ARP 4id i3t OTV 2 L3R40 1P Hulik i) ARP 2247,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1wOd 00:00:31
cluster-N7k6-0TV#

uf = (B &R B TR 151

PUR R B s SCRF IR A B2

BHuhSHEFER) MAC F0 1P Sttt 5YF5 X LUK M) 18 8 3 AR T 7 /)

PUR RGBS T 2 AR, KPS ERE O 20 A 2 A BB AE R il L 1R R G £ 2 AT Y
R 2% 2 6] CRPEIRA) IO oo SRR AR R BRI I DCT SR . A7 FREAD i i 4R
ARG5S P T ) P PSR A 8 I 226 4 5 X A P UL 2 B A HBAZ # L. B> EtherChannel 5B £ 1
TR B -

4% VLAN i Fl S AL 51 UL (OTV) BSRIEIARA L ul S (A1 g o B Zis InBH 1E42 )5 MAC
Rt pEss, Bl RARERE IR Il DCT RER) ) — 0l o WERTETE VT ) — ANk i B AR
A NS BRI JE A%, AT R BE R AL B Iy — il AR A, BT VACL kit yE 4 =)
MAC Hbtik. X TRL6 el (B AT F3 BRI R 1) Nexus) , I Ziff ] ARP £ 1 bt ik B
A2 Ji) MAC HihiEf¥) ARP 204l fl. ARP f A ZREEAE ASA L Bl i MAC HuhlE RS o5 1P sl 4
RAHCE vh 5 MAC Hisik, 1525 ARP R .

EETEA S T I 5 R 0 5 o BT AT ST A =2 1 2 R B MAC AU TR i (2 1%&%&%&@
5 FH >k B B> DC A RER 3G 5 7 ) MAC Hihik o BLIHBETT B 1138 Beh L P AN AN 7] 3 111 R g A ik
IRENAH R4S 5 MAC sk, §530 MAC #3285, M5, AN ERANE, A MAC Hibik .

FEM IR
o WERREAIE I BT H 1 e A A8 ot 27 MAC Hahik,  JFAE8E h Ot T A Ak .

o JE BRI ITA N VB GAE 45 MAC ik ik, DRI AT DA P AN 3l s AR AR 0 R0
OTV Y3 s & it b0 A R AR £
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B =xcocmimissmest s s gan)

g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center

Site MAC 2
Interconnect '

Data Center 1 Data Center 2

5 X LUK W) 8858 2 PR AR 2 R b ik = (8] SR B 7 151

PUR RGBS T 2 ANRAERO, X PIANERRE O 20 A2 2 AN B AE AR B itk i 4% 2 i) (Rt
A (R b . Bl 0t AR B e 1 DCT M F . A7 TN = (R AR 1 03 A8 HH 1 o) 7
PRI RF8 (10 255 DX LAK W L 12 B A AT b Lo B4 EtherChannel BBEEAE I I AT HLAR -

A7 FAE N O TR PSR A H 234 8 F OSPF (Rl i W1 ASA) o 5 MAC HihEAR[H, i
H1 2% TP Mk 70 A i b8 L e — 1. B fi 58 DCTHh TS m IR el DRI i R R e A 5L
oo, BRARSS ek A BRI SR B A A P W . T ASA R F S BRI b A A T
BN U R — PR ZEL A REAE B Rl I e o SR T — ANl e PR SR s A 0 A b,
WK NEE G I 2 I DCT AL T I3 — Nl s AR L

TR R AL STt T L4«

* 3 iE] VSS. vPC. StackWise Y StackWise Virtual - ZELIE 56T, — & AP 258 76 204 o0
1, 58X WNLIEAEEI R0 20— AT AL TR Ao IR SRR S B B A
AL, TR EE L DCL &4 . BN T, EERZ S RFES NS oA
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ERAREE SRt s saens

Moo U1k DCI R AR PEFAMA R, Bt al DU N 1Y RUE I DCUER 2P S 2C L. 7E
SEREOUT, VA 0, R DCT A Zi AR H i A A E «

o NFEEAN U S A VSS. vPC. StackWise X StackWise Virtual - 24 T #4453 5 = AZ Hp LT 4%
AeJ1, ORI DATERRAN 3l 222 E 2 NP TUAR SN L . FERLIEOL T, SRR AR —1
5 DX LUK W S8 8 s o0 1 P LA DO B & A AL, R bl 2 LA LB A
HIAZHML, (HESIX DKl TE A F “r " o BN ARHIURAT WAL R G HS 20K 55 X LUK
P JE TE AL 0 25 A HB A EtherChannel.

e I
( mtemet )
Router —— Bt ~————__ Router
—-./ Rt ~Higher cost route Spanned Higher cost route —-.f/ R
v EtherChannel / N

r Oulside——)

|
/ﬁode 3
) = N | Data Center :
: : Interconnect :
Cluster / I_\PLJ
Control ||'

Spanned e
EtherChannel i

Higher cost route Higher cost route

Router Router

Data Center 1 Data Center 2

B X LK MifiE E AR R A il m B SR A R )

LURIRBIRS T 2 ANMRRFRD, SKPIANEERE B 20 AL T 2 AN BB AE RSl b 18 I S e s AT
AN Z% O 28 R 2R R 2 ) 2 i) CARPEFIAN) IO Bl ot o SEAR S B by B i i
1 DCIHERE e R3O ERAE R D3 A T 7 PRy 968 7 A0 1 Y 0 2 R AS 40 2 94 2% (1) 125 DX A I T 3
BB A AT, B EtherChannel 25 R AEHE 1) T A7 HLAH «

FFAN Ul R e %t 284 1) FHRP (451101 HSRP)  7E 8RN il 3 AH [ 1) H bk BE48) MAC A1 IP Hi
hb. EEE S MAC bk = AMES), Sl H 4 H mac-address-tablestatic outside interfacemac_address
T2 I S 2% S B MAC Mk 278 N2 ASA MAC HihlbZ . WREAA X4 H, S0 T3k a5
1RG5 A7 -0k i 2 IR ORIEAE I, i ml Ae i ASA JFS2i A e 1 Bkt i 2, AT 2K
HILAE . Al VLAN i S A6 R AL (OTV) BRI AR E S, iz (a4 J@ . S0 2508 ik &
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Ay PR AR W OGBS f A8 I Rl ik DCT AIE B o) — 3l il 40 STV 1) — N3l s _F 10 09 DG i
e M A2 Bk pE s, UI I RE A% Ak ) Iy — 0l i (Y I DG I R 4

ey

( internet )

S~

\_,_‘_, Gateway Router:
Virtual MACs and IPs
(FHRP)

Gateway Router:
- Virtual MACs and IPs
i (FHRP)

Spanned EtherChannel DB NW_

Spanned EtherChannel

B e

o] o] )

Cluster
Control

Spanned EtherChannel e

Spanned EtherChannel

Data Center
Interconnect

b=

—,
|

g e r
switch APPNW " peeeeee TT— AP o

o o o)

Data Center 1 Data Center 2

ERS%E
AR G R AR B PN A5 R

ASA THgEFNEERE
T ASA THBEANZ ASA SERESCHE, A 7 DU REAAEAR 5 i E 232 SRk o AT RE nl BEXS a0 ] 1F
WAL P RLE T e S .
SRR FFRITIRE
LU N D REAE o FTARRER IGO0 FICVERCE, ARG & S ildh 4.
o MEHE TLS ACBESEHLNSE— A5 Dh g
*« A2V VPN (SSL VPN # IPsec VPN)
* MEFLREIE S L (VTI)
* IS-IS #

- BUF R 7
* CTIQBE
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* H323. H225 fll RAS
* [Psec Fi%

* MGCP

* MMP

* RTSP

* SCCP (J&% J 3 )

* WAAS

* WCCP

o fE T MR JE RS

* AR5

* DHCP %/ i M55 #s AREE. SZKF DHCP 4k,
* VPN 1135

. bR

o BEK B FIB

* RBGEHR I (DCD)

* FIPS A5

SRS LThee
DL R Sh A (il 2 AR, BRI R .

)

AR AR D REI VR MG T R SRR TR B e e BRI
WERAG I AR DI RE, U2 50K S vh Th e XU BRI 0 B AP U e, SRS PRI R U
AT IIRE: WUORAEIENE L, %R SRR A& [ R R
X DIRETT 5, WA Y R AW, T T SRR T T, S AR T AP i
fERVBUE;

© DU MR A
* DCERPC
* ESMTP
* IM

* NetBIOS
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* PPTP
* RADIUS
* RSH

* SNMP

* SQLNET
* SUNRPC
* TFTP

* XDMCP
o AR T A

2% 5 ) 1) 5 0 B0 UE AN PR . T MR 23 HI
* iz o5

* vk 5 i) VPN

EEFARBRT, (G EREH ST VPN &8, X2 VPN =R BR AR . 3l 25 )1
VPN 0] LB 40 A X VPN 3, A S2S IKEv2 VPN &80 A e 71T /2 [0

* IGMP 21 FEFE 1P 1 B SCHR AL B CEOe VTR S o3 AT T AR A )
* PIM 2 F42 1 i st (R A B ARG~ T e A o A T2 S )
* B

R R E| S &1L FRIThE
KT B G ASA 5 AT A4S AMIERY S 45 4.

* QoS-QoS HMEKt TR E L hl AP AR R0 o (HAZ, AR AR i LS AT .
G SO G A, DU R G ASA TR Y A ) R AR A S U K 5 K
. AR 3 A R AR AT ERAE T, RF ORI AR S b EAR R T AR AR K 3
fito

o BSOS AE 2 BN AR i, HEA G B SRR AR e . i
FHR B, TR R AR P R AT BT, i Y RUCAE BT
ESIE AT RESE ity ol /e (8

© BRI - I SR (R TS R AS I T R DUAE RS R B HRAT

* LISP it - UDP ¥y 1 4342 L) LISP yit & p RN s 3 TR &, (WA A LB S 1)
28 BN ARSI BIAEREIL Y EID R, (HJE LISP i EA G A S HAERRREILE,
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AFmapan gz ]

AT M 4&i7e) 8 AAA FnERf

FTP FO£S5%

ICMP 2%

T 5] (0 AAA th =0 4L SREAE. RBCRNCIK. SRR BT A4 rh Dy REAE LR R
P A S, HAOE SR SR RIS Y e R AS AR AL B T RO
AR R, DAARSEAN R W AT 4 ik (R 7 A A SR BA o 3 by ni R A fe i,
B0 B0 UE PR 225 PR AN 260 0 R I K R B

CIRAE 73 B D REAEBRAE P St o IR IR SE I, PRIRAE U i G IK I, A R
A PERRE S IR T LR A 0 B IE ] AAA RS 35 .

TR PRI SRR B ) SE - (152 1 set connection conn-max. set connection embryonic-conn-max-«
set connection per-client-embryonic-max 1 set connection per-client-max %) o &4 AHAH
W) RN BN TR TR BT . TR IR, AT PO E IR B IR ] RE AN S AR 4L
({5l G RS S R d o R 1 = D L 1 I = R (AR g S i & 1 € N S W i <4
B REh, AE ERE B I T 1T 5.

* W R FTP S i T A2 3 38 A ph AN ] (SRR I 2 A B X 1 P A = o 2 PR R i B
B 1R A% B EE B A 0 S s R N . (U2, W RIS I AT & R
FERE TR, WA IR TR IR R # IR 2 R I A 2 S

© WRBK AAA JTT FTP Vi, U428 TE AR h AE 220 b

ICMP 1 ICMP 45 At i A B i B T2 5 /5 F ICMP/ICMP 5 iRf . ANE ] ICMP £
i, ICMP R, JHASZRES 8. JoH ICMP K Ay, ICMP AR A XA, - H 5 1) %/
T EE . B AT ICMP I — DA Z AL AE T T ) ds 6 3 R BRI b EE . 3 R 3526 ICMP
1] N 1 25 A L R AR RT3, AN 2K 5 AR I 25 5 e s

AIE AR

NAT FHEEf

FESE S ARTEFARRE R LN, IR AP I A i b e A Bt B 0 . AEERREE ST 2 )
B ol o AT DU R A I A A

NAT W] BESS M AEREIR Ak it o N AT 0 NAT S0 40 i)l ik SERBE P [l ASA, RN £t

BB AR T TP M A 1, NAT 2 EUN BN 5 He 60 B A7 AR 1 1P kb A/sl . 24
B WEIEIFAE NAT Prfi & (1 ASARY, Bl SR BRIt H R BT ¥, S BURTHEHI R -

AR THERL B AN QU B A 38 (e A, DO NAT Jrfi 3 e 28 T REAN 2
R 2 4 AN G 25 45 2R 0 Bt A Qs 2

U RIS ARAE SR T AE ] NAT,  157% 18 LR v -

* PAT SR I HR I - 152 B D Re i LA AEN -
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o BEENUBORUUE BB A AR, T AN TR Rl DI, fERE RN

TEPRBIECE N 1S 3 AT IR, WRAE4E 3 AN s bl ok B EALK i E sk
AT, WA LA 3 Mim Db, FANT A 14

o FESRATRE EN LR KPR BRI, 550 A48 019 s B Ay s VAR ANV BRI
o R BEAT RN PAT MBS O PAT St 48 i 1P MBhEJE D, 2 S8R A3

ISP AT A i R e A5 D26 A3 07 SR AR 4 T 26 3 B R I IHRAT S I Al I DR BC Dh RE TR AT
e MG INTE PAT it i, FUAC LT ARSI Y m 2 18] 7 et R AT 7 38 1 (1 A

© FESERET AT, AREEAE SRR R R P BRI B& G, BiR

ANA SR R D BN B, BRAT T BN B AT H o BC U -7 R K L A
WAHSG T A e e SR 0m s mT USE ESCBR R/ I 00 1 el e 2y e R o

* XFENAS PAT il NAT Jth bl 201 - BC & PAT v, SERER AR 44 1P HuhikRi 43 Ay b 1 Be
BRINIEDL N, AP S 512 Aot 1, (E S s R e u), e B i . X e
EREH &AL (A3 A A3, DRI/ R — AN B AN HOR Y. PAT i R854 TP b
Hho AL, fE—ANMEHER) PAT dirp vl DU DA — > 1P Hidik, R0 8 DISCREE U PAT
FEFEEE T o S I HO 2 1R G LA 1024-65535, [ AR PAT Jth NAT #0000 r g 2 4% 2 2
DL AR B 1) 11 1-1023

TE2 /NN S5 A PAT it - 575 22 4 ) rh AT [R) — PAT Jth, 2007 5 A0 v 42 1 i
$Eo DAZULE BT AT MR A AR e 42 1, B AR RN A T “AT R H2 1o ANRELERLIN) T
B RN “ATR” B0, BWRSRETICINGIR R S A 1 A s AT IS
RIS FH M) PAT Jtb S 5 AT 5E 100 7 %o

AR - SRAFANSCRF PAT b5 1.
oY i€ PAT - SEREAN SRR i PAT .

PRI RV B B0 AS NAT Feffle - 047w Or B R T I R8I 1Ym0 80l 17 e 3 7 22
ZAS NAT FEHIF HAEHATER DI, eReii SR N st . B0y ST itk

LI xlate - EFAT A LI xlate 2SI AN BT, RIE, 25 PR IS TR) 4B P E 236 0 2 N R I
. RNV 2E & T HCE B (refent 7 0) , WIFE7R xlate A .

4 1h PAT IR - &9 2016 PAT D)REHAREERE L HIDhRE, (H'E Redemi PAT HymryJetd, iy Hox
LTS, E RV SRS S8 PAT IEEINT A% ML R, 2410 PAT EH A
BRI AT A T . BRAS UL, BT TCP & f1 UDP DNS Ji s 40 Fl & 2
Wi PAT $e4fie, il ICMP R A7 At UDP S 446 ] 2 218 . &0 L4 TCP A1 UDP it B AR 15
NAT B DL BE SO Se BRI, (HIE, EARAE N ICMP L& BE4 1 PAT. 0, 51kt TCP/443
(") HTTPS TLS AHLt, it UDP/443 (1) Quic WhBURPERESAERIRAR T &, B & B T ek
%, NiZHk UDP/443 i F &40 16 PAT. XFffFH £ 40 1& PAT (i (flin H.323. SIP 5k

Skinny) , %A LAZE I SCIEE TCP i ({4523 1% PAT (GX %% H.323 il SIP (1) UDP i [ BRI N
L) o ARBESTE PAT FITEANE R, WS P KM &R R

o NP A A AR A PAT:
* FTP
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prnmngs

* PPTP
* RSH

* SQLNET
* TFTP

* XDMCP
. SIP

 INREAT KR NAT BN GEERE—J74%) , WIS 34 CLI H11) asp rule-engine
transactional-commit nat iy 4 i F SRR, I, 5 s nT RETCE I AN EERE

ENZS B FNERRE

SCTP Fn&af

i QEEpei i XV e kil L= Tvill we e WA (1174 SPGBV K alisl K =Tve: s 31 B o Sl | N el S B G SR G R PO
B g, R e ) B R
& 1: 75

Router A

Only control unit uses OSPF LA;
with neighboring routers. : —_ EtherChannel

L

Data units are invisible. Load Balancing
Y Y

Cluster Units

Router B
LEBUE & ) I A I R I, B WA PR e R g o .

OSPF LSA Hffs FE A2 NP6 [F) 20 BB B o6 o W ROIHR 74006, 4RI ph e o I 1) 2
WiEs; DIt ANIEWI) . OSPF BEFEREHiL— IP Hudib A o FL p 2% 1D S8 nT LA — /NS
His 1D, U ANEORIXFEAL, (R IX0] DUl OREEAN SR A A 1% i e ID — 2. 1§24 OSPF JCH]
Wik A hfe, il ok b I i

SCTP SCIR AT IFEARAT Y i QI (T3, B A F0ER AL T A0 L
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IEARTE F IR AT Ay 27— AN STV 2% 0 20 2 iy 11 BF 1 30 188 S PR S8 7 ol iR s
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NEETE R BIAE, B BRI S LU R 2 ISR PRI R E B BB ISR : 5 208, 10 208l &%
207550, XL AT E I . N ERSEES: N EAEN . A ﬁIE’J 4%%%?’%
B B MU T4 health-check system auto-rejoin. show cluster info auto-join
BOREERET AN | 9-92) | BILE, KT LLE B G U ISR nT AR A gz e XA R O, DRI A T DA S e
TR AR G T (R 22 1 DX 20 P o AR () 5 ) 7
= P EE R4 show cluster info transport cp detail
cluster removeunitiir 4 [9-9(1) |BLE, cluster remove unit v 445 MEERET I BR— AN 7%, B2 TF3h 5 8 H 4Rk
1705 noenable 174 HF A, RELT noenable fir 4. LAHT, WA A FXOS HFi#E 75| FRPHE, W
VLR RS EHR . A, BEERE 7ol P RPRE, IARIEARE. B2, &
WML ASA ¥ HH i HAERE .
Brivel st 4. cluster remove unit
SO T HUATZATIRBLAS | 9-9(1) | AR, 0T LU AU ATIRBUARS  HC B B AR A IR FR IR . 100 228D LAFTIRI 52/ ML 300
P i A I R, IR, YA (HBExEIRXTTED AGENT 600 25,
B e 4. app-agent heartbeat interval
i RAER I U AR 9.9(1) | 3l A5 IA) TUAR AT Aff PRI B (1) 25 T AT K A 280 T AN R T2 0T A 10 ) — il i e Thigm
B fUR AR R
B BB MU T4 : siteredundancy. show asp cluster counter change. show asp table
cluster chash-table. show conn flag
i i Firepower 9300 |- [9.9(1) | Firepower 9300 I [1] ASA SEHEAE 4 A1 A X T S el 18] VPN A 20 A Ui X g i 10
PRV SR A 2l ASA SEREHI R 52 2 18] 5341 22 /N3l ) TPsec IKEv2 VPN 3482, 1AM AR AE 6 ¥ 4% b
i) VPN CUE RIS —FE) o X AE4E 0 VPN DhRe g sEal F ORI @ VPN S8, ettt

A Al s VPN 7R85 2 U AL 4R Has T, MR 2 s
AN CEERER R R SN . BB R 2 SR 6K MEBh AT (Rt 12K
D), mELFERY 36K MEFSTE (BIE 72K

BT G R i 2
mode. show cluster resourceusage. show vpn-sessiondb. show connection detail .
cryptoikev2

cluster redistributevpn-sessiondb. show cluster vpn-sessiondb. vpn
show
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IRAE W] R B IS AT RS A C A S R ) R R TR) . e /MR 0.3 b ik (s /IMIh 0.8
o MIDIRE AR BB AT IR A 0 B AL 3 7 58 A2 T 1 1T v ) keepalives B c5CA 24

P 1) heartbeats, 7 FH ik ¢ & n] CSCHE SR FE (V) mT SEPE RN N e ), AN B 32 4541

SPIfT CPU (5 AN FEQEIR T sg il o IEVERL, 0B BUACIR CRAFIN B (15 23 385 I AR T 42 T

PR S) FRAT T USUE AR B R RF IS M E - 0T S A AT AR D, B ORAE DR EF
I [F)/3 0 PRl A e B A B B R M — B e B ) — 5 B & 1) ping, UM AE—AMARARF
T TV P9 AT — RO BT R o WUERAERS PRAFIN A R 0.3 - 0.7 J5 X ASA 3R A4-R4k, T
IR BRI BN 30, B BEA S SR

BT BN w4 health-check holdtime. show asp drop cluster counter . show cluster

info health details

Firepower 4100/9300 #1
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DLKEE bR 4 R AR
i

9.8(1)

TEIAE T ARG S ASA KE VAR T A s FEH0 150 25 SR RE T I ik 2 i 22 3 1) 7 e 8k it
) LEIHEE R LU A I (R T o TR, i SR (B S B TR A, 2>
TR ILR . ERAER RS TE R, ASA SR eS8, ARG A KOkl
KA, FRR s NEERE T I ER . BRIARIDT SOBRERT [A] 2 500 2275, A% i) ) e 2

300 =M 9 P,

HHE A KR4 health-check monitor-interface debounce-time

Firepower 4100/9300 A
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PIAE, 10T LUAE RS ASA HEHREI A BEAS Firepower 4100/9300 HLARHC & w5 ID. LAWY,
L ZiE ASA NG E S fUIDs MBI DR AL T Bl B S . HE R, AR
ASA FCE B T 1D A, b T SISl s SRR A R A AR A, PR TR U T
%) ASA 9.7(1) F1 FXOS 2.1.1, TR it Az e PR i 1) 22 1 et

BT 4. ste-id

SR A Bl |97(1) | T3 I BRI S R AT AR A TPl i AR IR AN A, ST LU R ) A A

Ao PRty 55T ) AR Sk Ak . Fr R S T B, JF Ho iR e uh s AR RO A . (R, ASA
23 AR B AR R L R ) S8 A . P S A AR AL S S : 5rE
Sl R R A I T ) R AT R S AR T A e KT R ) 2 OR B AR R
ROATCARR S PERE . HbAh, AN SRBRAR P R A, AN T ) AR A )3k R R I
HEREITA . AR R E T I SRR s ALy, A AR T s
SINEMES T LA R4 director-localization. show asp tablecluster chash. show conn.
show conn detail

XHE 16 LA 9.6(2) |BIfE, #nILLI) Firepower 4100 R A EERE IR INEZ 16 ML .
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TR SCRFuL R e FUAE IR ] B B b SRR E I TP kb . S sl ;S TP bk S, SRVFAS KT B AL S R AL (OTV)

[ 1P Hidk ix%ﬁﬂ% ARP A8k B 1138 5 2 vhoc BB (DCI) AR5 i42 /& MAC il () ARP Wi

RESEWK M ED o XTI VACL SRl 3 MAC Huhik (32 As Hebl, 75 B

ﬂ? ARP iRl
BT UL A4 : mac-address. show interface

16 MEHMHLAILE | 9-5Q.D) | BT FI A FXOS 1.1.3 J3 FHHUAE AERE, JF e ul R4t . w2 T las 16 4

Bf, LLJ Firepower B, fln, el AR 16 AMHUAR A 1AM, B 7E 8 MHLAR TR 2 AN,

9300 ASA MY FH (13 11 AT LS e 2 3R 4t 16 MEBEER TR AL S

I KBTI

TEER BB KBERETR,  [9-5(2) | BIAERRTT LUTE % b By K ARS8 DX LUK Doy 3 3 ot P ol i IR SR A . 38 S MAC HbhiE

iz P NEBTibE & S 3, W AREMEROOINCE b S ID,  IXFER AT Rl ) B TR L RN LR

S TR PR AR 11 KR E MAC Hihk

MAC Hitik
BAGINEES T LA 4 : ste-id. mac-addresssite-id. show cluster info. show
interface

7 SCHE AR | 9-5(2) | BRAEAETTT DL SCHE 1 s A i B A e BT 1) Y B EEB INANAT A

R E R IN (1) ASA .. .

PLN s - -

P (2 FR AT BAIGINT LU R4 : health-check auto-rejoin

ASA BERESCHF GTPvl [95(2) | ASA BEBILAESCHF GTPvl Al GTPv2 Al .

i GTPv2 FAEAERT .

TCP ¥4 AERESLHIE | 95(2) [ XTSI DAAER S 1) 4/4% MR ORI, WA T8 s 15 4 BOIORE A G I “ M B TAE”

B SINT LA R4 : cluster replication delay

BEup sl i RIS B P | 9-5(2) Eﬂﬂﬂzu?ﬁ 53 B (LISP) ZER K ¥ 55 By 5 R &AL B 0 BT, I BR BN A [H] 1

LISP Al 2R 0], ARG AT RS X 2 B AL . ASA AT LUR LRI LISP It i o 47 & 5 0k,
Bﬁcﬁ)ﬂH AT DT GRS RE . ASA SERER DR A 20— WhEK ph 48 15 Y I B 2 el 2%
(ETR) B I BEIE % %% (ITR) 2 10) () LISP i, ARG HF T & o B 5 2 B o
FINEES T L R4 : allowed-eid. clear cluster info flow-mobility counters. clear
lisp eid. cluster flow-mobility lisp. debug cluster flow-mobility. debug lisp
eid-notify-intercept. flow-mobility lisp. inspect lisp. policy-map type inspect lisp.
site-id. show asp table classify domain inspect-lisp. show cluster info flow-mobility
counters. show conn. show lisp eid. show service-policy. validate-key

IUAE SRR RS N | 9.5(2) | X T18°8 B RO PAT, 48 nT LN ARG BN s LB, i 75l ik NAT —¥4)

ASA SEREH IS RIZ T R
2% NAT

Bo—AN 1864 (21 RFC 6888) o IAESCRFAE MR FEFE AT ASA SETET 5 A Al HH It
ik
&% T LR v 4. show local-host
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SINTLLUF 4 trace-level

Firepower 9300 [{IHLAH
N ASA HERF

94(1.150)

% I} Firepower 9300 HUAS A ¥ 3 4> 2 Bl Sr A0 o HUAR 10 AT L DR A0 20 )
TAZERE

5INT LA R4 cluster replication delay. debug service-module. management-only
individual. show cluster chassis
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