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PR A2 JURPASRIZE R m] P Bl 1 i

* CAIEP R TAEZIAMIET . B ABAUES, WIHOUMHIET. B9 —A CAUETMUA FETI R
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FERAT—AMHE CA FIBIAS TR ] CA IE B U2 L5 K9, 24 ID G 43t — b [l CA %% T CRL 5
A CA BRI, FEIE AT 9.13 SR R S FIE RS ) CRL B2 eI, B S 5T
ph R 1Y 22 B 40 2, R

KIBE, RN 4 B H AU (O CRL. SRR, REAVEE 444 K0 L4 B AME 5 19 url 5
Sast CRLIOGLT . S, M7 AR AN 44 24 0 {3 A5 b L T — MR ) LE A CRUL 3220 wrl 7 .
A b CA 7E ASA LA HOMST U BAURNURITIRE, - HL BT, X OAUR ME - 2 40
BRL A, A CA SEAETLIE B3t B ST AT T P A 20 A UL 1 ) LRI TE 43
13 B o

i

FAE A R 27 1) VPN

CA FHFN B 3F H3E A Tl 0] VPN R FE V5 0] VPN IER: ., AR R 72 8 ASDM GUI

BN AR U R E A GBI BT I SR B, WS LT URL:

https://supportforums.cisco.com/docs/DOC-5964.
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5, RPN ER I ST N4 . I B INCES T HF AR B . i v 4L
P NI AR I A D] RS R AR I 244 S5 0 Bl N T A I AR 20 it ol B
AR

SR R 1 I B R A R A TR o B A T AR S 8 e s T b, AN Okl cis
E RPN

AREURIETT A DI R SEAESN AL P B 2R N AT IR A AR B Bt BRIAKSOLR, K24 Web
WS AL AT CA AEBREATICE . X T VPN, A4 IPsec 41441 IKE Bl n i FH 4745 44
PR L 2 A IR AT AN 5 B2 S 4

WEH AT R

FERAE AR RN OUR, T3 A A B A A S5 AATE B4 10 IPSec 454K, DI, 6
AN INE 194 28 PR3 0] S5 A A 2 KON A B L 2 A (KR 0 AR AT O T

AU, RGO ) CA VENMEAN XTS5 . PIASR S A BTSN, e PR A A 150
DA77 N8 B AREAT A L B G BRI o FTR SR AU I B 2% I, Sx 1) CA JEHZA S50, oAt
AT A AT B S B A SR AT IPSec SEREIT, TETSHE F 228 et HoRH 4544 n] MEAT £
UL,
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I CA, AR NREEUE D AL B R SE AR PAT — 2 A s, T FAT ) R SR AT & 4y
BoAE . BERHRAR R CA MUK IME—iEH . LI REZ BT LLE T, S DR REANUIE 45 £ dah 2 S Tt
ERIAH, BAEH CA HHAT S I0AE, BT S 505 REE CA WA G0 I IENIA . it
FEFR M RSA 254411 IKE.

XA TTARLE 0y £/ TPsec 2T RORFUEHS, 6T 1A PSec AR, FIENEBILI. iF
Fid G, SR G0 N CA SREUET AL .

CA BT LU AT S 5 IPsec A AE A A IETS . T A I UE F G A AR S5 ARk 7 20GIE 15
AR KAESZI4E CRL A A S5 A BRI AS 2 7, BRI SR AR AT LU FLE AT

HELE CA ZE STt FE R &A1 RA. RA & —FHIAE CA MAREEMIAR S 75, LAME CA Zhig ] LAZE CA
AN]SR A8

SAH T ALTE RSA ol [ ih £ 28 44 507% (ECDSA) %4H, HA LU FRFIE:
* RSA % HIr ] SSH = SSL.
* SCEP {37 RSA #HIIIALE
* 3K RSA B R/ A 4096, ERIME R 2048,
* K ECDSA YN 521, BRIAE N 384,

o B LA R — AN T LA I K8 RSA Z48xF, ny DUhAERN T @A % i) RSA %41
Kto PSR S RN AT Bh T b s g Es, Kk SSLAH S Bk TN, HA% 4. H
J&, IKE i SR T2 4, (AN . Wk AR A & A s s g, itk e 3 1 XU B
AR,

MR AR, BT LU BOF RS CA FRIEFS . (SAE R CA BB fHAE AT CA IS 7
CAFRFENESH, LSS —ANENHR S IETS R0k

EXAFAE R A, 18T DAEEERERE CA M1 & R A Ao Lt AT g T ST ARG E 2 MR R

)

IR

oo B ILE CA BEAERORIUE 1% CA MUK UESS, A6

support-user-cert-validation fir4 .

R ASA T Z AL A CA AR, W HErp AL CA 5 A m T TSR BGIE ] 7 IE

SHF AN, A5AE AL PV URL HEATEC S, IF BAGAE SR A CA L Z0iE (& pa] ] HLab
NS FF SCEP.

&ALl PRCS12 Mo A NN, LSS AR MO CAUACIEAS o A 2O A2 LAtk
ASA ET ) EHE AT mC BRI AR H AT H -

griis W
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ASA IBREMEAT ST A CAET, BSFHE - AWAET, HARRFEE ST H 123
OB o FAE AT s A FH PR RSA BAHBE TS AN, W) ASA W /MNMET, HAMES—1.
EHAb SR E R, HFRE—ANMET

ASA CFH#FH SCEP AN, WSZREFahiEM, Ja& v ikE0Ks base-64 S il 15 B 4% 5 63 &
Utto AP TUl ] VPN, S 0E MRS ASA. 4TI FE vy i) VPN, A 250 A ASA DL BEA
TLFEVT ) VPN 2% /78

AT LA ASA (TS E A e P HAEE (ACME) P, LA HE TLS #441E 1. i ACME 1)
{EAT IR SR FIE P EM . ACME JR55-234# H ASA 80 uifi 3G IEIL & FrE A . ACME N AEAESERE
PSR ASA FE ST

SCEP 5>k 91K 12

AR E

ASA 7] LIACHE Secure Client 155 =77 CA Z [A]ff) SCEP i3k, Wi ASA FIVEACHE, W) CA HFF%E R
Ve BI] o Al ASA $EAEILAR S, P I Z0HE ASA KIEAMHE R 2 il H AAA SCFFIOATA J7
VEBHAT B I0AIE 185 ] DU FH =ML RN 3 A5 U5 1n) S0 S04 T3 U 98 4 R0 ) o

ASA % Secure Client SSL 5}, IKEv2 VPN 2 iE X Fr L INRE. & S FEFTH 74 SCEP [ CA, {ufE
Cisco IOS CS. Windows Server 2003 CA F11 Windows Server 2008 CA .

Jog ) GRS ) Ui ANSCRF SCEPAREE, {H WebLaunch (J5% )™ i J5 311 ) Secure Client) 1
S FFZAEL

ASA ASCFHIER 5

ASA SCRFILIIRE M 0128351 -

MR G, ZAE B N G, CASTEN BB BN BASE T, wln, Pk Zess i
L AR . CA S MR AT B O MAYIE AR . 8 FRER 2 anh ASA Ky firdEY
CAS FHAE AT S BE N, CA #B W AR IE 1.

JA K A5, ASA 2 7E PKIE P30 UE L FE ARG 204 B4R, T L] CRL F1/88 OCSP
o AU — MO VER A RES (B, Fean RS A AT, A2 A#H OCSP.

Wi CRLAGTY, ASAMGKIZ. HTFIZEAE CRL, MITIHRAL & HAE 15849 s (LA R BED
WEP 55K . ASA MR CRL (WBHR AFBURE SR PPAUET, MNSE— B2 MEIE Bk
MR % o

OCSP#4IL T — s Bl 4 R PR MAPIR S & 5, Wy vl i 56 UE N XHIE TOIR S T A AL,
T 5 UE M LA 2 B Vs e UE P RS o

X ¥5H) CA AR5 28

ASA ZHFFLUT CA R4-2%:
JOFFI0S CS. ASA AHh CA FIFFA X.509 bRy 58 — 7 CA LN R, WHEEAR T
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* Baltimore Technologies
* Entrust

* Digicert

* Geotrust

* GoDaddy

* iPlanet/Netscape

* Microsoft UF 15 /llz %5

* RSA Keon

* Thawte

* VeriSign

CRL

CRL 7y ASA $24E T — B iR 2 BT U0 W I IE S 2 15 SRR AU LA (CA) i, CRL it
BRI AR — 2.

HHTUE PS4 B0IE R, #0] LIE ] revocation-check crl #7465 ASA it & ks ihlE T CRL #r . 148
A LA F revocation-check crl none iy 444 CRL A B ik A iEke 7, MIMLE CA Tk G
] CRL £0ds i, E1 S i iEt 2 i

)

AR RE TAE 9.13(1) BRI revocation-check crl none.

ASA T[{#i [} HTTP. SCEP 8{ LDAP M CA #:%& CRL. N&EMET A Z ) CRL 2 7E N FFAMEIT S
PC B A B TR PN — T A7 o

N

IR HAR CRL RE5S#:4 ] HTTP #ri& “Connection: Keep-alive” #EAT WM LAFR/RFF A ERE, {H ASA AN
SRS R A ER: . W CRL RS #s LW S, LUELEKIEFIZFRR L “Connection: Close” Wi

21 ASA 247 CRL 1 IR 0] #8 1 e B 1) CRL 2B A2 I T I,  ASA £:3A ki% CRL [ AAS I [H i AN Al 58 (EJ
“RET ) o FUAED SR UFE SR K A L I CRL I, ASA 2238 R BH A K] CRL.

WS CRL 16MB R/, ] GEICRNER Xt FH F 3E#2/AE 15 1) revocation check [ .
ASA ZZA¢ CRL [ [a] iy LA P A PR 220 2
* {§ ] cache-time 445 /2 M-8 4. BOAME N 60 7354

* t & 21 CRL 1) NextUpdate 7B, CRL H1AJ g AT 1% 7Bt % nIfiH enforcenextupdate i
A9l ASA 1T 75 ELFE H NextUpdate “F B .

MFIEH
|
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ASA JEIEEUR T AAE DX AN R 3R
* WRANTT 2 NextUpdate 7B, W) 5725 th cache-time fiy45& SN )G B2 54 CRL Axidh
RIS

o WL NextUpdate “7-Bt, I ASA 27F i1 cache-time i 2 Fl NextUpdate 7~ Bt 48 5 195 /™ ][]
LA I FDRE CRL Aiid i i o it 4 cache-time iy 44 & 0y 100 4340, 1
NextUpdate “FBt45 % F— X BEFEAE 70 20815, W ASA 244 CRL brid ATE 70 7380 Py ik i o

W ASA I AEASJE IAEl A 46 B (5 AT s 2 A2 0BT CRL, &M f5calr e /D A (%) CRL Kk 487
K& ) CRL & 250 . K CRL F5 B K m v A R T . R, O TIRIG E Ltk RE, i
2B CRL, AN JLAS KA CRL, 8835 & 4ffi ] OCSP.

HS I LL N A7 K/
o Bl SRS - 128MB

* G- B S 16MB

OCSP by ASA $E4L T — Py vk 2 oA 20 I B UE 2 75 CH0E H ML (CA) m#s. OCSP
P B A A A ) o
OCSP 7t ASA i s il TARS UM BN IF (—& OCSP k%528, MERWIN ) _EAHALIE TS
KA. ML CRLA A, ey vk T A BT 47 il vl 7 R MRS B ) M AR A, JF HLaT 8 Bh Al 2k A7 0
PKI 253 B /P e e 4%

)

AR ASA 20 OCSP Wi [V B Y 5 T2 RIS 18] 4 22 o

BEATIE B S BAIE T, %8 7] LM I revocation-check ocsp ir 4K ASA Tie & Ay skl #E4T OCSP K 25 .
a5t AT LI revocation-check ocsp none fir 4K OCSP ¥ A Bk A 3R 2, T AE S E N LR T4t
BEGUR S (1) OCSP A4 i, UE 15 SOy S it 23 e«

\)

ER 7E9.13(1) BRI revocation-check ocsp none Ek K .

OCSP L =Ff& X OCSP R%5#s URL I¥) J5¥0:0 ASA #2LL R Ad F X SR 45 2% -
1. i match certificate iy 4 7E VU ECIE 578 25 7000 +h 52 i OCSP URL.
2. {#HH ocsp url #r4C & ) OCSP URL.

3. F/ETIH) AIA TR
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AR SDGEE AU E DR A 544 OCSP W UESS, 17K B A8 44 W 7 i AE R W5 CA IET 2 A
HEMREER. R)5, BRI %) bk A E match certificate it 4, ARG H2E4
OCSP Wil ] 75 05 PR AT SRR W N S UE A o AP ) — R P E 252 g E 45 PR 96 B A A ST

BRAE M N T UEAS o

OCSP %28 (N J7) E-P il s 4258 OCSP WM. . WRIFN 5, ASA 2SR Em N 7k
CA Jl¥ 4 homPmfhﬁ%mﬁﬂ%mﬁﬁﬁﬁ&%MHWUHﬁﬁ%mﬂ%ﬁ%iﬁﬁoQx
TH I 23R N 7R T AL 75 ocsp-no-check 47 Jig, R EHILIE PANTF AT AR & . Bttt
P IEALEAE, ASA K2l G AT s b 45 58 AR R 5 A 2 i AR o 0 SR i 3 i 5 TGV 50
WA A R M. A T 3 A R B R T g, 15 41T revocation-check none i 2> 2K IE B 46 115 AT 5

fRmi N 7 E S, JE48 H revocation-check ocsp T4 S HC & 25 7 il 15 .

WP FAHRPEFREIE
TN HIEBRH BRI PR HE4T 5 0 3 0E R AR R ik, 1X 8y
& T IPsec.  Secure Clientfl 5% ' i SSL VPN,
EEEN T, LDAP BAESASAE %046 A 5L . RADIUS $ZBCH B G F A8 H A FH 2 n sl g

FHUH P 20 I T
HPERRTIE
SHOYIRAE A BRI T VR A0 L P B 30
- SN
SEBENEAL (H2FR ) ASDM HE SRR SCHE) T S G 0T I 55 B 41 B B AT
B 44 R 1 BT
- B
»BEAL (R ASDM SEBERLTE IR RIS B8 4L FLIEAT )
* REIH L 441
uEF

GRS THCFUET, ASA B SRARIZIET . H2, EASMARE KRR DN /4 23547
SIS

R T S RAEAEAL ASA 22 L7 SR SR UEREA T HL ™ B IR UE AN A o
* SO KE
o I B 50 R 55 A 4 B EEAT R
o I A A A A O A
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B sesen

. B
o M FAUIR 55 4 2 v B AT JA
ROV VRE AR (KA

WAREE T S AR IO AE, (H)S TRAL  ASA K548 1] = DN 7 Badb AT #24.
* S KL
o A BRI UE AR S5 SR i BT A (BEE ) None)
o« RAEFIFEE
.
o L FRABUIR S5 E 2 v B AT A
* MRS 3 DN 7 BUR I A A AT 0 Rk

\)

AR WERIE R AEAE T DN FBL ASA KA GHB) DN 7 BUEAR W BRBGIE R I 44

UL EUT Subject DN 5= BOME ) IE+5 4 1l

Cn=anyuser,OU=sales;0=XYZCorporation; L=boston; S=mass;C=us;ea=anyuserflexample.com

I DN =EA CHbfEhl) , %l DN=CN (AFLFR , WIFEERGE KP4 B H P 2008k

anyuser@example.com,

Fhr=a N N
= uE S EN
AT A A HC B BCTUE 2 A7 AR 2 RV DU R BR 461 o

R
« WTH I CA, DEHH R T 2504

BB EE RN
* FEAPRE IR h A SR R il
© XFTAM CA, ANSCHRFBREHFS .
o WERPCERA MRS, I AR M2 B . WAEBIER UL, /e T B BAE

Fwrite standbyir4.
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gerirsen [

IPv6 N

Y4 IPv6 OCSP F1 CRL URL. #4504 IPv6e Huhil- 364 485 b, #illn:
http://[0:0:0:0:0.18:0a01: 7c16] .

Z i CA JEH
* MR IEAIRC E ASA DISZFRHEN . ASA it B AN IEAf v] 582 S 20 M R W el sk HE A e

Ny
Eﬁ{ﬁ;ﬁw

itk ASA I ENLA A BCE IER . ZEEA Y ATRCE ) EHLA A, 1i5H A show running -

config 4 .

FEMCE CA ZHT, Wik ASA I BFBEE R 1R BA AR SIATIS Ta) UL 235) HIATIN TRl . >
ASA JEMFE] CA FFARMUE N, ASA S 25 24 {if I ()2 75 AEE 1S A RE F N o i 2RGE v
Bl T RN

FEA CAUEBRIHT 30 K, RS A M MNRSNDF GRS, IF HARSEH G R e
HR G BN AT A CA RN BiHIAHL CA UEFS DA 20078 B 45 2 T S N B A b 22
(RIBE e b o R B ORI DR VR Bl BB IE 5 2RO BT I AR I CA IEAS /Rt i, 36 Uk m]

R
* ASHL CA TEASHEAE RIY]J5 AL HIA R (s S0 B ShiRsh 8. SRl BOBTEF al {1 base 64 % T
e

LR 7R {2 7R base 64 2SI A HL CA iF15:

MIIX1wIBAzZCCF1EGCSqGSIb3DQEHAaCCFOIEghc+MIIX0jCCFzYGCSqGSIb3DOEHBGCCFycwghejAgGEAMIIXHA
YJKoZIhvcNAQcBMBsGCigGSIb3DQEMAQMWDQQI jph4SxJoyTgCAQGAghbw3v4bEFy+GGG2dInB40LphsUM+IG3S
DO1iDwZG9nlSvtMieoxd7Hxknxbum06JDrujWKtHBIgkrm+td34glNE1iGeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4LO0£SaC3uMTxJg2NUHYWmoc8pi4CIelLj3h7VVMy6gbx2AC8I+g57+QG5vG515Hi SimwtYfaWwPEdAPQOxaWZ
PrzoGlJ8BFgdPaljBGhAzzuSmE1m3j/2dQ3AtrolG9nIsRHgV39fcBgwz4 fEabHG7/Vanb+£j81d5n101JjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwfCIU8Z/aF3BCyM2sN2xPJrXva94CaYrqyotZdAkSYASKWScyEcgdgmu

BeGDKOncTknfgy0XM+£G5rb3gAXyl1GkjyFI5Bm9D06RUROOGIDSrQrKeg/hij .

END OF CERTIFICATE

SCEP X125
* itk ASA FIEFL ISE SRMS IR 4S5 S AR A NTP R4S 23T IR 2 o
* Secure Client Z&uii L W UEAT 3.0 8 = RAS

o FELLHENG R C B SO PG K B 3 B UE 75 V5 A AR N [l IR T AAA B AR B0 e I 15 5 47
LAl

* X T IKEv2 VPN 4%, SSL b Il Ak T4T TR 2
. CA %\Zﬁ%ﬂ:axﬂﬁ?’*ﬁﬁl\o
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HAoEm
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AT DA R IE 528 28 52 A I 15 1408 S R e 158 R B o A R UE A 1 B A I P 10 0 S
RSAIFF. H TR EERS, WIss, ASDM 8¢ Secure Clientn] f¢ A 32 #F EDDSA iiF 5. 14
o, RS HIRSAUE B REAT ALV [0 VPN S RIS A i o X T AS A AL HHIAIE PR N PR il
RIH VPN, SFFEDDSA.

HFFHCE N CA RSS2k 7 i (1K) ASA, UEP KA RO BRI N F R4 W H 9 2038 4F 1
H 19 [ 03:14:08 UTC. AL H T N EE = J5 LR i 2 AN FJAE 15

436 L LU N AR IAIE SR, ASA A 2337 LDAP/SSL %42
* LDAP IR #RIE PG (FAAE AT A0 ASA {5 T HAR.

o K E MRS 2R BERN CAIE T R ZAETH (FAAE TAEAT Ak ASA {545t ., BEhHIpTa
MIE CA IEBAE 52 HAE R .

HEASVEMI MR ASA A5 12 ELA P I AL 0 PKCS12 SCPF, %3 PR AN
T 2KB P47 SRR ). SEBRABAE S ) A B e T CURCH 10 RSA B M RERIE 35 7 B2
6 AT P2 AT ASA. LVRIK R RHAL S E 57 T, 37 M, TR 58 PRCS 12
SCPFAERE B (6 I 2R I R (A7 o o B TR 3/ 2048 R BB

JVHs ASA P D A SO IE TR R e S8 B 1 ) ASDM iRt HTTPS Ytk BFHLH A
B a4 EHTE RS SCEP B/ E R SO IE 1, BIIEHI R T8 3 0 S iE D .
AR T SSL AR AL R 7R, TS LI URL:
http://www.cisco.com/en/US/products/ps6120/products_configuration example09186a00809fct91.shtml.

ASA FiI Secure Client H B85 1IF H ' X520Serialnumber 7B (AT I S) R
PrintableString #&UIKUEF . WERFA 5% A 4t (140 UTFSD , WIRIEHFRBCK R .

(476 ASA B NEBSHN, ARHEBSEMEAAMNTIRE, EASA, WXL
SEATARS, LU F A B MO S b AT 11 T BT DB A b,
UEBAERUE R, (EIE, IRARO.16TFHA, i B0 AS RN 2 R WU B 0 4

SHEHIERCAT () A5, TR ORAE SRVFE A B AT A4 ) CA IR 5 EAE 0 4fid . HUAR
RFC 5280 #:13f§ FH| UTF8String 5% PrintableString, {FH ) AfH] UTF8String, A4 PrintableString J&
B RCAT RN A BT i RAE R AN SHIR RGN AR, ASA KB4 3 AHIEFS .
(LIE

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)

CERT-C: E ../cert-c/source/certlist.c(302): Error #711lh

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/p7contnt.c(169): Error #703h

crypto certc pkcs7 extract certs and crls failed (1795):

crypto _certc pkcs7 extract certs and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage

EV 4 FICE DNS RZ2E, LIURIhE M ACME. 5 0GR BRI, iS5 il DNS RS
o


http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00809fcf91.shtml
asa-923-general-config_chapter23.pdf#nameddest=unique_1100
asa-923-general-config_chapter23.pdf#nameddest=unique_1100
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BB F I+

PAR SR 2R e e

~
v

fic & % A%t

B 0lpy R PO R TR AR NP

TR LN ADEUA L ] RSA % PR .
crypto key generate rsa modulus 2048

TP

ciscoasa (config)# crypto key generate rsa modulus 2048

BRINBEIREE AN Ay 2048, (HZ N B4 2 SR/ N DU R SR . 1238 8 44 9 Default-RSA-Key .
BT RSA 4H, AHA/NATLUE L Rz — (7250 : 20485% 4096,

T L ARCEIAN [ 26 25 44 5L (ECDSA) %8, 48 0T LB Default-ECDSA-Key. BRIAK N 384,
Rt mT D] 256 B 521

crypto key generate ecdsa elliptic-curve 384
T SR ARG [ £ % 42 5505 (Bdwards) %47,  #&0] LUZE i Default-ECDSA-Key. BRIAKJE N 256

7
pE i
ANSCREEH 287 EdDSA (Ed25519) 2 EAXT Y ASA _F ) EST ¥ M. EST M fefl A RSA 5§
ECDSA %%,
crypto key gener ate eddsa edwar d-curve Ed25519
FIR2 (i) G HATME PR A A ] .
crypto key generatersa label key-pair-label modulus size
crypto key gener ate ecdsa label key-pair-label eliptic-curve size

-
ciscoasa(config)# crypto key generate rsa label exchange modulus 2048
ZhRAE A B IR S AR AT D

PR3 Bk ORI .




B ===0x

show crypto key mypubkey {rsa| ecdsa}

T

ciscoasa/contexta (config)# show crypto mypubkey key rsa

TRAr CL A ) 25 B0

write memory

i

ciscoasa(config)# write memory

WA B, W IMBRBIAT BP0, USR] LA s i) 2 96
crypto key zeroize {rsa| ecdsa}

i

ciscoasa(config)# crypto key zeroize rsa

() FRYAHE CA RS #3UE A B 5T o
copy

il
ciscoasa# copy LOCAL-CA-SERVER 0001.pl2 tftp://10.1.1.22/user6/
Ifir 41 FH FTP 8¢ TFTP A\ ASA il CA RS EF R G0 ST S0t

a4
T PRI TT RELE 4540 DT AT A CA SCAF

s |

X SR BBEM AREM ik, RAEENT N B S A S YIS, RIEAE AR N A . BRI,

ELEAG AT fh R DL RS AL
PUR 7340 {878 ECDSA Z55H iR &

ciscoasa (config-ca-trustpoint) # keypair ?

crypto-ca-trustpoint mode commands/options:
WORD < 129 char Name of key pair

ecdsa Generate ECDSA keys
eddsa Generate EDDSA keys
rsa Generate RSA keys

ciscoasa (config-ca-trustpoint)# keypair ecdsa elliptic-curve ?

crypto-ca-trustpoint mode commands/options:

256 256 bits

384 384 bits

521 521 bits
ciscoasa (config-ca-trustpoint)# keypair ecdsa elliptic-curve 521
ciscoasa(config-ca-trustpoint) #

HFiEH
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REEER

EEEER

PLUF 7R 45 7% RSA B85 e & -

ciscoasa (config-ca-trustpoint)# keypair ?

crypto-ca-trustpoint mode commands/options:
WORD < 129 char Name of key pair

ecdsa Generate ECDSA keys
eddsa Generate EDDSA keys
rsa Generate RSA keys

ciscoasa (config-ca-trustpoint)# keypair ecdsa elliptic-curve ?
ciscoasa (config-ca-trustpoint)# keypair rsa modulus ?

crypto-ca-trustpoint mode commands/options:
2048 2048 bits
3072 3072 bits
4096 4096 bits
ciscoasa (config-ca-trustpoint)# keypair rsa modulus 2048
ciscoasa (config-ca-trustpoint) #
TR
ACME A\ 3ZFf EDDSA %4, 726 ACME MG I ENE A £, LUK 2434 EDDSA 2§ 4
INEYy ACME L& IEAT T, Wi EDDSA B 9%H e $e O A7/, W) CLI 23 AR 2

M IEAT LR A4, AT AR T SR A3 2 B A P A ) — e s 4, 3 AR il R o
B

crypto caenroll my_acme tp regenerate
PATR 78] St 7 17 G IS A AR U ROV DADR B 224 e 0 [ — B e 35 6«
T

ciscoasa(config)# crypto ca enroll my acme tp ?

configure mode commands/options:
noconfirm Specify this keyword to suppress all interactive prompting.
regenerate Regenerate the key pair to be used for enrollment
<cr>

ciscoasa(config)# crypto ca enroll my acme tp noconfirm

1847 LT i 4 Ry g 110 -
crypto key zeroizersa

PATR 2551 527 a4 ) 25 10 =
EUE

ciscoasa(config) # crypto key zeroize rsa
WARNING: All RSA keys will be removed.
WARNING: All device certs issued using these keys will also be removed.

Do you really want to remove these keys? [yes/no] y

ERCEGERA, WHATEL N PR,
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P QY ASA T E TGRS K CA MG I I (E AT

crypto catrustpoint trustpoint-name

i

ciscoasa/contexta (config)# crypto ca trustpoint Main

AT LAREN crypto ca trustpoint FLE A, B0 AP IR 3 JFUGEC E 1) CA R 51T iS4

SR2 FEHT CA R -

enrollment interface interface-name

ciscoasa (config-ca-trustpoint)# enrollment interface mgmt
PRI EFELUNEIL

* WK ACME 58 & 5 4% kAT A 37t
1. 3s4TLAUR A E K VI URL:
enrollment protocol acme url

il

ciscoasa(config-ca-trustpoint)# enrollment protocol acme ?
crypto-ca-trustpoint mode commands/options:

authentication ACME authentication method
url CA server enrollment URL

ciscoasa(config-ca-trustpoint)# enrollment protocol acme url ?
crypto-ca-trustpoint mode commands/options:

LINE < 477 char URL
LetsEncrypt Use the Let's Encrypt CA

ciscoasa(config-ca-trustpoint)# enrollment protocol acme url
https://mytest.com:8443/acme/acme/directory

2. JHILIEAT LA i A K BCE B Oy S UE VAR HAR SRR (82 1«
enrollment protocol acme authentication http0O1 inf-name
ciscoasa(config-ca-trustpoint)# enrollment protocol acme ?

crypto-ca-trustpoint mode commands/options:

authentication ACME authentication method
url CA server enrollment URL

ciscoasa (config-ca-trustpoint)# enrollment protocol acme authentication ?

crypto-ca-trustpoint mode commands/options:
http0l Use the HTTP-01 method, which opens port 80 on the specified interface
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ciscoasa(config-ca-trustpoint)# enrollment protocol acme authentication http0l mgmt

« IBATUA Fen4, ERAH SCEP B a2l e F T AL, JFEC & )T URL.
enrollment protocol scep url

ZNVE

ciscoasa/contexta (config-ca-trustpoint)# enrollment protocol scep url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

BATLL T a4, 1ERAEH] CMP A3 B3RS AR, IR E M URL.
enrollment protocol cmp url
ZN Y

ciscoasa/ contexta (config-ca-trustpoint)# enrollment protocol cmp url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

R
AL I8 8 B VP ATIE A RV CMP.

WRIEAT U R a4, BN CA WCE HUE TR 2 2o, 15 KA 48 2 (5 AE i T30
enrollment terminal

ciscoasa/contexta (config-ca-trustpoint)# enrollment terminal

s BTN 4, WERBBAUET:
enrollment self

c SBATLA N4, UESRAE EST HaEM 24 EF T AL, JFRCEVEMN URL.
enrollment protocol est url

Nl

asa(config-ca-trustpoint) # enrollment protocol est ?
crypto-ca-trustpoint mode commands/options:

url CA server enrollment URL
asa (config-ca-trustpoint)# enrollment protocol est url ?
crypto-ca-trustpoint mode commands/options:

LINE < 477 char URL
asa (config-ca-trustpoint)# enrollment protocol est url https://xyz.com/est

L4 R ATE DL PR E N AT CMP 80 ACME, ] DL F B il sRUE B Thig.
i N 2L A BN S VFR A A RO T A E R R A SR UE D I A A R A B
[no] auto-enroll [<percent>] [regenerate]

PSR I CRL B Bkl

revocation-check crl none
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AR
WA THE 9.13(1) "R revocation-check crl none.

IR

ciscoasa/contexta (config-ca-trustpoint) # revocation-check crl
ciscoasa/contexta (config-ca-trustpoint)# revocation-check none

FJA AL T BT IE ) CRL K&, WS B ORAESRAFIET S5 0 CRL 5 BERC B AR A i

PIER6 i HEEEHIIEA LY R CA Frik.

[no] ca-check

FERLAY JEARE D TR UE BRI (CA), IZXFMEL T UEF w1 T35 HAbuE 1. CA
PRSI ) — o AR LT H R WIIE S A A P n] TR UEiE 152844

ca-check WA BN C A, FUACY G AEAE AR L A CA br&R), A FHEMALmS .
w15l

ciscoasa/contexta (config-ca-trustpoint)# no ca-check

TB1T  CAEHT ACME) fEiEMIEFEH, K CA ZEUE11¥) Subject Alternative Name 4™ Ji& HH AL 5 45 52 1
MR Atk

email address

il
ciscoasa/contexta (config-ca-trustpoint)# email example.com
FE®e () fREE AN (B e, HAUN AT SCEP M.

enrollment retry period

TP

ciscoasa/contexta (config-ca-trustpoint)# enrollment retry period 5

PR () 4R AV BRI R RE, HAUN T SCEP 1.
enrollment retry count

i

ciscoasa/contexta (config-ca-trustpoint)# enrollment retry period 2

S0 EEMEREF, ZSR CA fEUEIK) Subject Alternative Name #1405 45 52 1 58 4 FR 2 1K 42
fgdn fgdn
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TP

ciscoasa/contexta (config-ca-trustpoint) # fgdn example.com

FHBN AEEML R, F CA B T3, SCEP. CMP. EST. ACME il A28 4 1E i K 1) Subject
Alternative Name § & 44 H 0 & 2458 A IR E A . FQDN H 1 KK BN 128 N F4F.

alt-fgdn fgdn

T

ciscoasa/contexta (config-ca-trustpoint

( fgdn primary example.com
ciscoasa/contexta (config-ca-trustpoint

(

(

alt-fgdn examplel.com
alt-fgdn example2.com
alt-fgdn example3.com

ciscoasa/contexta (config-ca-trustpoint
ciscoasa/contexta (config-ca-trustpoint

) #

) #

) #

) #

$E12  CREHT ACME) ZEvEMHARE, 2R CA EUE B4 ASA ) 1P Mkt
ip-addressip-address

TP

ciscoasa/contexta (config-ca-trustpoint)# ip-address 10.10.100.1

L3 frm EOAEIL AP I
keypair 45

i

ciscoasa/contexta (config-ca-trustpoint) # keypair exchange

L4 M CMP 5 ACME BCEF AT 0, A Beif & 5 ZOMT F 3 B 30 A % EDCSA %8
EDCSA %%, /& RSA %4H.,

no keypair name | [rsa modulus 2048|4096] | [edcsa elliptic-curve 256(384[521] | [ eddsa
edwards-curve Ed25519 ]

iR
AR 2R EDDSA (Ed25519) B2 4% 1 ASA L) EST {EMt. EST vEMH fefii  RSA A1
ECDSA %%, ASCEEEPX T4 EDDSA (1) ACME .

{fi ] ECDHE_ECDSA #6341, 158 5 S FF ECDSA [P 8 AE P RCEF AT 5. HAT RSA %
FAIAIEP 5 ECDSA A2 .

S5 [LE OCSP URL 7 i A AT A LUH T-5041E OCSP i i 7 4E 4

match certificate map-name override ocsp

T
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ciscoasa/contexta (config-ca-trustpoint) # match certificate examplemap override ocsp

$E16 i E ASA 4 OCSP [1f#E .

inter face nameif

EUE
ciscoasa(config)# crypto ca trustpoint TP
ciscoasa(config-ca-trustpoint)# ocsp ?
crypto-ca-trustpoint mode commands/options:
disable-nonce Disable OCSP Nonce Extension
interface Configure Source interface
url OCSP server URL
ciscoasa (config-ca-trustpoint)# ocsp interface
ciscoasa (config-ca-trustpoint)# ocsp interface ?
crypto-ca-trustpoint mode commands/options:
Current available interface(s):
inside Name of interface GigabitEthernet0/0.100
insidel Name of interface GigabitEthernet0/0.41
mgmt Name of interface Management0/0

outside Name of interface GigabitEthernet0/0.51
ciscoasa (config-ca-trustpoint)# ocsp interface mgmt

PRAT 11 OCSP ik FAEFBENLE e BENLEA e LU s 75 ORI sk by e S0 5 DL IRE S i et «
ocsp disable-nonce

i

ciscoasa/contexta (config-ca-trustpoint) # ocsp disable-nonce

$IE18 4 ASANLE OCSP Ik g54%, DUH TRE SHEAEA QAR P amiE 1 ATA 3@ 4e e MRS 4D
KR FTEUE
ocsp url
ENGE

ciscoasa/contexta (config-ca-trustpoint)# ocsp url

ASA SCFFIPv4 F1 IPv6 OCSP URL. 4 IPv6 HliEFG7E /5455, flt: http://[0:0:0:0:0.18:0a01: 7¢16] »

LB fee R ) CA FEN R TR T . CA 8 A8 M vE e Bt s 1 M 8518 KT S B0 .
password “F£F 5

Tl

ciscoasa/contexta (config-ca-trustpoint) # password mypassword

S22 WE el M maR A 715 CRL. OCSP MFEHLEL .
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wisrams oL [

53 BEC OCSP URL DUt AT SR AE i, ml LR e ] M5 R OCSP 21 (B FRE H gz 1) o bz
R 52 4% H e 3
revocation check

T

ciscoasa/contexta (config-ca-trustpoint) # revocation check

EENE AR, 25K CAfEIE 545 € I DN. W DN AR 85i2 5, A XS 56
7P g1k (i, O=" Company, Inc.” )

subj ect-name X.500 44 #%

EUE
ciscoasa/contexta (config-ca-trustpoint) # myname X.500 examplename

FEVENHYIE], 2R CA fEIE-P Al ASA #3115 .

serial-number

w5

ciscoasa/contexta (config-ca-trustpoint) # serial number JMX1213L2A7
RAFBATHCE.

write memory

Tl

ciscoasa/contexta (config)# write memory

MEESECE CRL

AR 5 3 56 Uk e P R R e T 3k CRLAS 2, SR A2 RN A UGS CRL . A5 SR
H CRL, HHATLL NP

B B8 I CRL B & 1 A s HE N crypto ca trustpoint Bt & 455
crypto ca trustpoint trustpoint-name

TP
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IR 4

s |

ciscoasa (config)# crypto ca trustpoint Main

TR

W ORAE S A AT 2 2 0T 5 CRL. 4k, CRL 2800 HIA RE D) IEAT S Sk
BEXT A HIE AR SN erl FCE AL

crl configure

TP

ciscoasa(config-ca-trustpoint)# crl configure

=R

LT CRL MBS B B BRE, W default fiv4. 76 CRL FCE SRR, ] DR i =05 i
AN &SRB A Sh% R .

TEFE N B TR PG A 28 SR

TR
ASA SCFFIET IPv4 5 IPv6 1] CDP Hlffas URL. ¥ IPve HuhbiE /7546 5, .
http://[0:0:0:0:0.18:0a01: 7¢c16] .

* CRL )M CLi ik 5 43 50 0F i UE 5 Hh #8219 CRL 43 & &4 (CDP) URL 474 o
policy cdp

ciscoasa (config-ca-crl)# policy cdp

P
UL PR E K70 A R ANSCRF SCEP K

* CRL X MK C L R DA UE ISR DL C RN e TR 2R
policy static

ciscoasa(config-ca-crl)# policy static

* CRL A Lt 5 43 Bk Uk 5 o 48 GE 1) CRL 23 A URH B8 TIC B ) DA LR S DT JRC R vh AT A
o

policy both

ciscoasa (config-ca-crl)# policy both

W S AE IR CRL S W& I FH G4 7 static B¢ both, TJ2445 4 CRL 2 e B DA E LS DU EE R )
TSIAE ] LUK 2 AN A CDP S 21 AL

enrollment terminal
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SR € S, R B E A& P58 URL. B fRTEE K5 B B I E LA ZE
BRI T4 H . AR EEm 2.

il
ciscoasa(crypto ca trustpoint)#enrollment terminal
ciscoasa (crypto ca trustpoint) #match certificate Main override cdp 10 url http://192.0.2.10

ciscoasa (crypto ca trustpoint) #match certificate Main override cdp 20 url http://192.0.2.12
ciscoasa(crypto ca trustpoint) #match certificate Main override cdp 30 url http://192.0.2.13

$£1®5 5 HITP. LDAP 5 SCEP £ 4 CRL ¥y'& Jji%.
protocol http | Idap | scep

i

ciscoasa (config-ca-crl)# protocol http

$IE6  FE ASA N MFIEIT S ZELE CRL K. refresh-time Z8JE ASA fEIA K CRL i INf 2 Rir 545 () It
B CLLar ok BT o

cache-time refresh-time

Tl

ciscoasa (config-ca-crl)# cache-time 420

FIRT PR AL
B3k CRL F147 NextUpdate 7-Bt. XZBINKE .

enforcenextupdate

ciscoasa (config-ca-crl)# enforcenextupdate

* 0¥ CRL #1%%H NextUpdate F-B.

no enforcenextupdate

ciscoasa(config-ca-crl)# no enforcenextupdate

S8 W LDAP W5 MK R, WAASA #5il LDAP R4 8% . #0] LL3% DNS EHL4 8% 1P Hihlf5
TERSS B W ARG 25 MW 11 %) LDAP &5, I nT A3t 115, A & Al F R i 1145
389,

Idap-defaults server

i
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SIE9

ciscoasa (config-ca-crl)# ldap-defaults ldapl

a4

grirs |

A L4 AR TP bk ok $E 2 LDAP IR%s 2%, MR O ASA It & Ay fdi il DNS.

1A LDAP e g% as il Z4E1E, W AAVF CRL k& .
Idap-dn admin-DN password

TP

ciscoasa (config-ca-crl)# ldap-dn cn=admin,ou=devtest, o=engineering c00lRunz

TR0 NIHEFAERPREI CA K3 2T CRL, RIS A5 (£ 5 K CRL BCE

crypto cacrl request f54F 55

TP

ciscoasa (config-ca-crl)# crypto ca crl request Main

SEBEN (RASITHE .

write memory

i

ciscoasa (config)# write memory

FHHFANEEREE

o
i

TR PAGEARE, WHITUU N DB

PR Ll PRCSI2 MU AT Iy SIS Y IAIE 5 (10 5 AT L

crypto caexport fEAT

IR

ciscoasa(config)# crypto ca export Main

ASA K AE A 7 PKCS12 Hidls . R8nT LR HlZE . 5AE miBudla 32 & s Ry
RIRARAFAE AR, W ORAZOSC b T2 A f E

B #siEs
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PR 2 PN SGE S E G 3 FD0 A 2 A k4
crypto caimport trustpoint pkcsl2passphrase

TP

ciscoasa(config)# crypto ca import Main pkcsl2 ?

ASA SHIRIEN SR LL base-64 k% 2RI B2t . RGO ) 5 15T A1 SN2 Bl 5 BT 6
B AT 25 A4 FRAH VT R BR 25 o

R

WA ASA EAE AL A Ca, AR IS CA A —AMEE FORKEH k. 4%
TR AN I CA E AR RURBIE1Z CA MUK P ks, 148 support-user-cert-validation 5¢
BT

Gt

PLR 75451 5 74 %58 WhoOzits 5 H5 4T £ Main () PKCS12 % :

ciscoasa(config)# crypto ca export Main pkcsl2 WhOzits
Exported pkcsl2 follows:
[ PKCS12 data omitted ]

---End - This line not part of the pkcsl2---

DL 754 FH 3505 Whozits ¥ PKCS12 ¥4 T30 5 A 54T 5 Main:

ciscoasa (config)# crypto ca import Main pkcsl2 WhOzits

Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit" on a line by itself:
[ PKCS12 data omitted ]

quit

INFO: Import PKCS12 operation completed successfully

AR 7= T8 5 A E A 53 Main (RIEAS

ciscoasa (config)# crypto ca import Main certificate
% The fully qualified domain name in the certificate will be: securityappliance.example.com

Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself
[ certificate data omitted ]

quit

INFO: Certificate successfully imported
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BC & CA JiE 5 BREFT AL

SR LUAR i UE 15 9 Issuer A1 Subject “FEERCE BN . A A G0 E RSB, AT P tunnel-group-map
T2 IPsec X S 15 WL 21 F% 3 41

FNCE CA UEFS SR, 35 AT AR 2D 3R:

S Fr NS E PR ) CA UL R A, JRdR e B P81 .
crypto ca certificate map [map_name]sequence-number
ENGE
ciscoasa(config)# crypto ca certificate map test-map 10
AR E WSS A FR, AZHUERAS I 2 ER AL . DefaultCertificateMap. X TR 5, #sa]
PLFE E — AN E AN EL R B
IR 2 fiE KA BRREL AR
{issuer-name | subject-name} [attr attribute] operator string

TP

ciscoasa(config-ca-cert-map) # issuer-name cn=asa.example.com
ciscoasa(config-ca-cert-map) # subject-name attr cn eq mycert
ciscoasa(config-ca-cert-map) # subject-name attr uid eq jcrichton

T AV RCHEAME, T DLR e UL g M. LU A RUs
* c- [HFEAMX
con- A%
* dc - A1
* dnq - DN FRE#F
* emailAddress - f-Hiudik
* genq - HHARBR & 7F
cgn-%
ci- HTE
« ip - IP HihE
ci-frHE
*n- 4
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* o - ALK
* ou - HZLHAL
> ser - JPAI 5

R

ffif& 7L subject-name 45 E P T B PE. UL subject-name 147

*sn- 4k
*sp- M/
*t-HR
*uid- {1/ ID
* uname - JEEEH LA FR
LUF AT I8 545 -
* eq - T Bl E ML AU 4 5 (KA AH T .
* ne - B PEANRE B 4 g I AEAH T o
* co - 4y BUITAT T BLEE T JiU S 4 5 I E AR LA .
* nc - FBEURPEFAE AT AN e 5 20 I AR LI .

e £ H AR
alt-subject-name operator string

i

ciscoasa (config-ca-cert-map) # alt-subject-name eq happydays

LAR 2 s 54
* eq - FBOLAE 45 5 HIEA ] o
* ne - FBARES 45 E RIEA T .
* co - iy BT 7 BesUm ML A 4 g R AR DL -
* nc - 7 BURAEAT > HAN REL 45 5 AOME AL E o
e PR T
extended-key-usage operator OID_string
-

ciscoasa (config-ca-cert-map)# extended-key-usage nc clientauth

mE cairnmstan [

SEM A5 @ PEVLAC .
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LU N AT Mas 54

* co - AT BT T B PR Z S 4 58 (K AR TG .

* nc - FBUIAERTH 5 # AR 15 45 58 A AR TT I .
PUN &2 OID 745 i

* string - 7 e PR H

* clientauth - % 7 Jiij & 40 1iF (1.3.6.1.5.5.7.3.2)

* codesigning - {24 (1.3.6.1.5.5.7.3.3)

* emailprotection - %A H{ R4 (1.3.6.1.5.5.7.3.4)

* ocspsigning - OCSP 2544 (1.3.6.1.5.5.7.3.9)

* serverauth - IRZ5 4% & 50 1F (1.3.6.1.5.5.7.3.1)

* timestamping - It [A] 7K (1.3.6.1.5.5.7.3.8)

BoE 5| ARIR

27 ASA HIAE TLS % sy, e SOfp T I0AE Y IR 55 28 b U 575 & RFC 6125 1158 R
M. I RFC ¥485E TR AR (78 ASA ERCED JFRAE SR AL AR ORI HI IR S5 38 K%
BAREMTRE . AR ML AR UUCIE S RCE N 5 VAR VUHILES, WA EER, JPRCRH R
M 55 25 IR — A B PR R S A N E R I SE 4T ASA IR S5 SAE 5, SRIRHEHARIR. 5l
FIRR RS AE ASA FHEATRCE, DUEAERE S IR W) 5 I 55 2 E 15 SR AL A ARRBEAT LU IXL28H5RIR
P72 REC 6125 HH5E DU R AR RAT R B AR E e UM AR IR R AL 45
* CN_ID: B4 R 7 B () — M 23 44 B (RDN),  EAXEL S — AN A M4 FR (CN) Y 1) &
PESRTURE R, FErp B A AR TR AL RC . CNEANREE H ISCAS . ON-ID 5 AR RAFA

SRR A RS
* DNS-ID: dNSName 257 [f] subjectAltName 4% H . X/&— DNS 44 . DNS-ID 5| HFRHFTA
SRR RS

* SRV-ID: otherName 287! ] subjectAltName 4k H, R4l RFC 4985 (e X, HAFREAN
SRVName. SRV-ID FrIRFF Al LA [ A0 5440 AW R 952628 ol
SRV-ID “_imaps.example.net” 7] LL#57> &3 DNS Ik 4437 “example.net” FIN AR 555845
“imaps” .

* URI-ID: uniformResourceldentifier 287 [ subjectAltName 4% H, HAH R E$% (1) “scheme” Al
(i) 5 RFC 3986 H 45 1) “reg-name” FUIUAHVCHCL) “host” Aoy (BILEHE4r) o« URILID
FRIRFF LA S DNS 344, 1k 1P dhuht, FFHAME N . B,

URI-ID “sip:voice.example.edu” 7] LL#F4 &y DNS 34 #54> “voice.example.edu” F1J ] it 452
W “sip”
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$IR2

CEEES |

FEAE T LART A A 04 Bk & 5 AR RE, SR —A5 AR B ARG, Al a5
FHRR U A S I s 3 P Fb 28 20 (R R DR S AR DRI o 5 DIIAR VA T AL S bR DN AR 45 P4 L
It H AL bR iR DNS 5844 45 L

FFiaZ /i

o HOOER R RS H G M5 S AR REVE T A5 i, RS AIAR IR Hofth ASA SSL %)™ i B X
R H T ARAN SRR B B 5 AR

* ASA R3St T ILAC REC 6125 1 BT bR VRAT AT A AN (R T 50 7 i ) L T 5 Tk 5 A ]
BELSR) .

o ALt [ EiE B ThEE. M, ALl No Match Found. Pinned Certificate. I
A, R BT RISt IR A B R P AR TR,  WAS [ F P St e e Bl <.

4 R BRI [no] crypto careference-identity fiv4, LIt ASA T ca-reference-identity
BaUR .
[no] crypto careference-identity reference-identity-name

WS AR 265 I reference-identity-name (151 BRI, B EIEE N85 AR . Wi 4 5 7e 4 H A
5 AR R AT T iz 21 no JE20, WK Bon— 4% %, I HASERS | PR R.

14T ca-reference-identity B~ NG AR W] w5 AR IR0 2 AMEATSE AL 5 U FR U
* [no] cn-id {4
* [no] dns-id {&
* [no] srv-id 1€
* [no] uri-id &

SUMERTIHIRRIR, A 1% 4 (1 no B3,

Gt

KRGS 1) RFC 6125 JRE#8UE P96 IF B 5 | bR

ciscoasa(config)# crypto ca reference-identity syslogServer
ciscoasa(config-ca-ref-identity)# dns-id syslogl-bxb.cisco.com
ciscoasa(config-ca-ref-identity)# cn-id syslogl-bxb.cisco.com

T—5 it 4
R E 724 HER Smart Call Home RS g8 &40, 185451 HFRIR.
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FHIREGEF
SR PIGES, FFL T

Fi&aZ 8
A2 O NG AT AR ) CA FKHN base-64 Fufih i) CA E1.

P11 FACKEPEE A CAEF.
crypto ca authenticate 15 1T £

T

ciscoasa(config)# crypto ca authenticate Main

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAu+gAwIBAgIQKVcgP/KW74VPONZzL+JbRTANBgkghkiGOwOBAQUFADCB
[ certificate data omitted ]
/7QEM8izy0EOTSErKu7Nd76jwf5edqgttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 24p81433 409b3fd5 e5431699 8d490d34
Do you accept this certificate? [yes/no]l: y
Trustpoint CA certificate accepted.

[

% Certificate successfully imported

5 AT 2 75 R TF B SR EGIE 15 B G & A7 AT A5 N2 75448 F enrollment terminal iy 41175 -
LI 2 FHEAE REN ASA.
crypto ca enroll {51T 1

i

ciscoasa(config)# crypto ca enroll Main

o

% Start certificate enrollment

o

% The fully-qualified domain name in the certificate will be: securityappliance.example.com

% Include the device serial number in the subject name? [yes/nol: n

Display Certificate Request to terminal? [yes/nol: y
Certificate Request follows:

MIIBoDCCAQkCAQAWIZEhRMB8GCSgGSIb3DQEJAhYSRmVYYWxQaXgu¥21zY28uY29t
[ certificate request data omitted ]

JF4waw68e0xQxVmdgMWeQ+RbIOYmvt8g6hnBTrd0GdgjjVLt

---End - This line not part of the certificate request---
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Redisplay enrollment request? [yes/nol: n

I iy A B 128 8 B R i G 3 ) 2 BH 2R R s 5t TR 45 o 2 RO 2838 Mm% 4 FH AN (=] 1)
RSA %4, M cryptocaenroll fiy4 WnANIET51ER, SN EES—A o a0 X244 F 2 Al il
F RSA %4, W crypto caenroll fiv4 Bor—/MEiER.

BSE M, 1 IE S AT A TR CA SR cryptocaenroll iy 4 2E sl BT A IE 13 SR AE 15 .
ARIE R base-64 #%20.

124 CMP L EAFAT RN, ATRAHR @ 2 3 M (i), BOCE ¥R @ B B 22288 B SRIN (on) IEB IE 1T
R, HARERINFEE . I CATRAAEIME HTHAS ASA AZHAIH S SEPEAI5E
YR, BRIV A I UK MR A UE AT R AR I T2838 CMPYENHER) o AUERE
A REN R BEE N CMP I, L Pl 2k o 5 4 T H

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate <value>
T 5 2 77 LA S ST AT SR i A OB 3 B

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate <value>
FAM CA WRIFIREMIEAS T A O/ LA base-64 A% FOREIE R I 21128 3 .

crypto caimport {5 1T /4 certificate

TP

ciscoasa (config)# crypto ca import Main certificate

[

% The fully-qualified domain name in the certificate will be: securityappliance.example.com

Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself

[ certificate data omitted ]

quit

INFO: Certificate successfully imported

I 2R ASA MUK IUEBAEE BAVE AT AU CA R, WiFdAhd e o s .
show crypto ca certificate

il

ciscoasa(config)# show crypto ca certificate Main
RAEIZATRLE o
write memory

i

ciscoasa(config)# write memory

B8 X TN TANE M B R MEAE L LR P IR.
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B =5 scep sasmies

&/ SCEP H 3k BUE+H

Nil

B

A G4 SCEP H 8 3RIBGIET

Fi&aZ 8
A2 O NG AT AR ) CA FKHN base-64 Fufih i) CA E1.

AR B G AR R CAIET .
crypto ca authenticate 15 1T £

T

ciscoasa/contexta (config)# crypto ca authenticate Main

BC B AR AR R, A5 enrollment url iy A A& 75 02008 ik SCEP H 23R HIE S

fEFEAT R ASA . b4 Z8 FH 2538 St AR G &0 38 PR AU s Bl e 5. AEfA
M Anr, 155 CA HHRECR, HaRETHEAE CA B FUEH 2 BT Fal b I K47 5 4 30AiF .
crypto ca enroll 51T &

5l

ciscoasa/contexta (config)# crypto ca enroll Main

WIS ASA RAERIEUEBHE R G —080 CBRIME) WM CAWERET, WS EHAEIETIE K. ASA
AR EERE I R IE — RAE RIS, E R ERE T

ﬁu%i’ﬂﬁ&lﬁﬁﬂEEﬁ%é[ﬁEﬁéiﬁ%EASAE‘J%éf‘ﬁ’ﬂéiﬁ% (B FRRRNE) AR, WA S

IS BRI, IR MR, BT B R IR, RIS E BN crypto caenroll iy

/7\0

pEY 2
i ASA 7ER R crypto caenroll iy 4 JE (HAEW ENERTE B b 8, & T crypto caenroll
A IFEA CA EHN .

7R ASA R AOUE PR EAME AR RO CAES, B uEvE MR ksl

show crypto ca certificate

TP

ciscoasa/contexta (config) # show crypto ca certificate Main

T A RS

B #siEs
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write memory

T

ciscoasa/contexta (config) # write memory

77 SCEP 15K EC E I %

BER =7 CAMCE ASA UK IZFE VT 0 & um AT B Or8E, EHAT L PR
U

1 N tunnel-group ipsec-attributes Ft E AT
tunnel-group % #x ipsec-attributes

Tl

ciscoasa(config)# tunnel-group remotegrp ipsec-attributes

FE2 JAHE S kS .
crypto ikev2 enable outside client-services port % 11 %5

T

ciscoasa(config-tunnel-ipsec)# crypto ikev2 enable outside client-services

BRI 154 443,
R
Y SRR IKEV2 I, A FF 22 tbar 4o
I8 3 JE tunnel-group general-attributes it & 4515 o
tunnel-group & #x general-attributes

il
ciscoasa (config)# tunnel-group 209.165.200.225 general-attributes
YR 4 NFEIEH AN SCEP VM.

scep-enroliment enable

i




BFiEd |
B 5 scerisskmarms

ciscoasa(config-tunnel-general)# scep-enrollment enable
INFO: 'authentication aaa certificate' must be configured to complete setup of this option.

FIE5 JEA group-policy attributes it B K
group-policy 4 #x attributes

Tl

ciscoasa(config)# group-policy FirstGroup attributes

FIR6 NALRNETEN SCEP CA. ARSI A — Rk %, DISCRES =5 e il 5.
scep-forwar ding-url value URL
IR

ciscoasa (config-group-policy)# scep-forwarding-url value http://ca.example.com:80/

URL /& CA L SCEP URL.
S$BT MUFBAEH T SCEP {CHfF) WebLaunch S FIN, iFHL At HAHBY 31 .
secondar y-pre-fill-username clientless hide use-common-passwor d 2%

i

ciscoasa (config)# tunnel-group remotegrp webvpn-attributes
ciscoasa (config-tunnel-webvpn) # secondary-pre-fill-username clientless hide
use-common-password secret

s Z5UE ] hide et 757§ SCEP R FE,

B, X FESRIZIE P & am AT . RIS UE TS, Secure Client Wi JT 3% #z, 4R )5 SHnEH:
B ASA IO 358 19 4% B2 50077 1) B PR 1) DAP S 1547 R € o

$12 8 [k Secure Client VPN < i I B A S )7 4 .
secondary-pre-fill-username ssl-client hide use-common-password {2

T

ciscoasa (config-tunnel-webvpn) # secondary-pre-fill-username ssl-client hide
use-common-password secret

S N L ARGk 2k T sdl-client B, (Hit & H T 3R A IKEv2 8¢ SSL ¥ Secure Client 2%
o
B ZE ] hide o8-S SCEP R,

LI YR BT, ERAEH 4.

B #siEs
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smgEsersxn |

secondary-user name-from-certificate {use-entire-name | use-script | {primary_attr [secondary-attr]}}
[no-certificate-fallback cisco-secure-desktop machine-unique-id]

i

ciscoasa (config-tunnel-webvpn) # secondary-username-from-certificate CN no-certificate-fallback
cisco-secure-desktop machine-unique-id

R B E B KE

CAiEH

CA fR5525&18

FERSENEATRAE A e, ST LOTda oA R AR 55, Wi 57 SO IE B aCE s L E, s A
CA B4 AE .
FHia Z |l

Be B0 T AR IE B, JFEALE IR . AT FAHI CA UL VPN 3 B3UHT webvpn i
M, FEEGT S ACE, DUGIEAANE bt . [FIFE, 54T 2& webvpn ZHAEEAEH w5 1E 51
K, ZINRERH A X LIRS0 UEE ) https MR 5525 ACRIIEHE,  LLAIIE smart-call-home 1iE+ .

AH CA fVF VPN 25 /7 0 B2 M ASA VENHIE P o X T s R0 B 2% ASA 4l CA. ZLE CA,
HSHECAUFH , 33 1.

T—%#ita
BE RS 2 VAR ol P e AHIE A B ol

FESE U, R CA RS, LR R R T AT R

BREGETHIEBHESNSA

BHEVF I FH] Smart Call Home JEAil 3. ASA 755 5 L& Smart Call Home B #1515, ASA 2 H
AN E R Call Home RS 24F 511 CA FIFBINEE A TTE, SRS SR AR
SER R AARL, ASA SCRESHIEBIREATIOAE, M JCT %, R R BEAE 152 R 4k Ak o 48 mT A% e 3
FRITE) B B AT E AT RSB R A SE 3T, LUEZE CA RS2 A4 0E 15 Kk AE AR LI Smart Call Home
AT LMRFRG SR . BLINREAE 2 S0 B IR AN R

griis W
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B =recezmans

FEARMAIE RO B 30 T AT LR E ASA NS AT I URL. @*i)ﬂ LUR 4, M
S IR T A4 I 2 D 1) 68 6 P BR A JURE URL R 22 /B PR ER A TRI R AT N

ciscoasa (config-ca-trustpool)# auto-import-url Default
e MEHI LU R dr & LLEE X URL A BEISA:

ciscoasa (config-ca-trustpool)# auto-import url http://www.thawte.com

N T RER R AE A e e I Bl A (SR I 1) S s BB N 3 R A LU R A, DU B SO Ta) e
NN

ciscoasa(config-ca-trustpool)# auto-import time 23:23:23

A1 € SCURL AE € SCNTH] BEE A3 AT EZMAEHLLT ar

ciscoasa(config-ca-trustpool) # auto-import time 23:23:23 url http://www.thawte.com

ST EEE RN IR NS

TR CAE it

LA a4 A F trustpool SEME (1) 4 ANRA :

show crypto ca trustpool policy

RS LA CIR/ I =S

0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress

Last import result: Not attempted N/A
Current Jitter: 0

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios core.p7b
Download time: 22:00:00

Policy Overrides:
None configured

FLRF trustpool SIS HLEONERVYCIRS, T AR A%

clear configure crypto ca trustpool

T EOAEI 225 Hsh 3 trustpoint iE 15, R H iy 4 S22 HZINEE .

R EIFPRIHAER (FTF B4 CAER)

ASA F5BE 24 /NI E —IK(EAE ST ITA CA M ID E 2B 2. wfiE-PELE RIS, Tesk—
S ARG H G ER AW .

B #siEs
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wurirs ]

ARG CLURNC B MEAEIA B . BRSO, AERIYIHT 60 RITURTEMEIF HLAE 7 RIS —
o BRI LAE et Y DA i 4 C 2 5 TR A 30K T ol AP A 38 25— S SR T P ) 380 3T i R4

[no] crypto ca alerts expiration [begin <days before expiration>] [repeat <days>]

A EERECE, AERIMKR)G — R NIRRT, tAh, BB T show Al clear fir %, HAKN
L

clear conf crypto ca alerts
show run crypto ca alerts

B 7SRRI 2 A, IR ARG E PR CRIER, WS RESAER—RARGHE, LUl 44
U B 0 B 3IE D e i i

B, ARSI B O AR B RT 60 RXITUh, WEHRE 6 REE M-k, R ASA £ R 40
KIEF RGN, WARGMUHSRIESREE, S 36 KRIET — L.

N

AR O TEEIEBASHAT R A . A CA 5 HE AU 75 AT 2 3R 2 1R 5 3 15 A A

WS P

T2 LR fir R I EC e R A
* show crypto ca server
B4 BoR A CA BB AVIRA
* show crypto ca server cert-db
B & o A HL CA WU I e 15
* show crypto ca server certificate

P4 LA base 64 #6326 & _ERAM CAUE TS LIRS EFHET (AT, R T
HTUEAS 5N B H A BE 25 I 0 HEAT SR R 3 SR UE 5 HR 2L

* show crypto ca server crl
14 875 CRL.
* show crypto ca server user-db
Bt WoR HI P SRR, Al by B BRE AP IC A 48 R D (B 7s ) i s B
* allowed. 7R XA SCVREMHI .
* enrolled. YR CEMIFFRAT A RAE P
* expired. (X RIRHFFAT CEIUEIIT




B sossas

* on-hold. XA JGUEF H A FIA e vFE M

* show crypto ca server user-db allowed
[T R TRTNC S 911 UL (D DA

* show crypto ca server user-db enrolled
et W B A RGeS S .

* show crypto ca server user-db expired
i o HAT I e R .

* show crypto ca server user-db on-hold
I 2 s TEUE A S rd W P o

* show crypto key name of key
I 2 s B A R B X

* show running-config

i A S R A CA UE-F RS R .

w151
PUR 7”4 57 RSA T8 34

ciscoasa/contexta (config)# show crypto key mypubkey rsa
Key pair was generated at: 16:39:47 central Feb 10 2010

Key name: <Default-RSA-Key>
Usage: General Purpose Key
Modulus Size (bits): 2048
Storage: config
Key Data:

30820122 30040609 2a864886 £70d40101 01050003
00ea2c38 df9c606e ddb7b08a e8blala8 65592d85
525fffc0 90daB8adc e696edde 0646c661 48b3602a
el1f33e40 abce04f5 9a812894 b0fe0403 £8d7e05e
93bff98f df422fbl 2066bfad 2ff5d2a4 36b3bldb
071a978c 6e81£f073 0c4cd57b db6d9f40 69dc2149
da6e8fab 411a841f e72bb8ea cfdbdb79 f4e57ff3
af8fe2e2 e58718c6 edldal0f0 1lc6f36eb 79eblaeb
S5lceabfb f8ade096 7217cf2d 3728077e 89441d89
74020301 0001

PR 7~ {7~ A H CA CRL:

ciscoasa(config) # show crypto ca server crl
Certificate Revocation List:
Issuer: cn=xx5520-1-3-2007-1
This Update: 13:32:53 UTC Jan 4 2010
Next Update: 13:32:53 UTC Feb 3 2010
Number of CRL entries: 2
CRL size: 270 bytes

B #siEs

82010£00
0711lcac5
960d7a3a
aea79603
edaebfl6
e755fb0f
a940ce3b
£098b5c4
9bf5£875

3082010a
fceddeel
52daelda
2dcd56c¢cc
973b2bd7
590f2da8
4a2c7052
79e07658
c8d2db39

02820101
fad494297
5f983603
01261b3e
248e4dd2
b620efeb
56cldl7b
ab52d8c7a
c858bb7a

s |
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Revoked Certificates:
Serial Number: Ox6f
Revocation Date: 12:30:01 UTC Jan 4 2010
Serial Number: 0x47
Revocation Date: 13:32:48 UTC Jan 4 2010

LUR 7Rl s — A s P

ciscoasa(config)# show crypto ca server user-db on-hold
username: wilmalOl

email: <None>

dn: <None>

allowed: <not allowed>

notified: O

ciscoasa(config) #

PL N7 57 show running-config #ir & 4, Horbr2s WoR A CA HIE 5 BJLss AL«

crypto ca certificate map 1
issuer-name co asc
subject-name attr ou eq Engineering

WP EBRA ERIER

* LIEBEERA LigR

THRERFR & R $LAA
kP 7.0(1) HOFAET (BFE CATET . Bk BSR4 E R

M AT SRR R T e BCHIE BAREH T
VU BB P E R, BlnaRR. JPols. A, fI)
o IP Hihk. CA & “%8387 WEP AR B se vk, I
RSB P S 0 TS AR WL . CA 7E PKI (fifiH
NPHERE IS DU R e D) B SR UR e

IE 7.2(1) FINT LU i

issuer-name DN-string.  revocation-check crl none,
revocation-check crl. revocation-check none.

%35 T L M4 ol {required | optional | nocheck} .




wriEs |
B csemunzis

T8 ER FaIRA | H6
5 B 8.02) SIAT U R4

cdp-url. cryptocaserver. cryptocaserver crl issue,
crypto ca server revoke cert-serial-no. crypto ca server
unrevoke cert-serial-no. crypto ca server user-db add user

[dn dn] [email e-mail-address]. crypto ca server user-db
allow {username| all-unenrolled | all-certholder s}

[display-otp] [email-otp] [replace-otp]. crypto ca server
user-db email-otp {username| all-unenrolled |

all-certholders}. crypto ca server user-db remove
username. crypto ca server user-db show-otp {username |
all-certholders| all-unenrolled} . crypto ca server user-db
write. [no] database path mount-namedirectory-path. debug
crypto caserver [level]. lifetime {ca-certificate| certificate
| crl} time. noshutdown. otp expiration timeout.

renewal-reminder time, show cryptocaserver. show crypto
caserver cert-db [user username| allowed | enrolled | expired

| on-hold] [serial certificate-serial-number]. show crypto ca
server certificate. show crypto caserver crl. show crypto
ca server user-db [expired | allowed | on-hold | enrolled].
show crypto key name of key. show running-config.
shutdown.

SCEP 3 8.4(1) FINTIEhfe, AT =07 CAXR A UEBHAT 2430 o
FINT Ui 2

cryptoikev2 enableoutside client-servicesport portnumber |
scep-enrollment enable, scep-forwarding-url value URL.
secondary-pre-fill-username clientless hide
use-common-password password-
secondary-pre-fill-username ssl-client hide
use-common-password password.

secondary-user name-from-certificate {use-entire-name |
use-script | {primary_attr [secondary-attr]}}
[no-certificate-fallback cisco-secure-desktop
machine-unique-id].

bR R 9.6(2) TLS & 7 iy A FILAE SCHRFER AT RFC 6125 55 6 15 158 ST
J g5 s 5 3 BAIE R o 53 63 B UE K E PRI 56 UE 93 W) X £
X5 ZR g8 H B SS As R BeVER] IS5 # K TLS AT
WA R S I SR S % S0 ILEE, WA
S

WINEE L T LA R 44 crypto careference-identity.
logging host 1 call home profile destination address.

B #siEs
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irngrnneics

TIREAFR

F A

L RA

A CA RS 2%

9.12(1)

BUPVE N URL (%) FQDN W FCE, WA H ASA 12T
' FQDN, 5IABH CLIEIT . Bkl s i 2] crypto
ca server [1] smpt £,

FAVEH T A CANRSS 4%, IR A SERRA IR — 4
ASA BCE A CA 55 as i, R Gea A Tz 55 4% LA
KU RATIEF ARSI (CRL), JF 24U O
MU AEF . stoife ey, DIEFTERnE CA Mks54%ar
A

<o

AH CA RS2

9.13(1)

IER T A CA IS5 #3085 . Pk, F=MIER crypto ca

server & NI

MR T LA R fir4d: cryptocaserver X s .

Xt CRL 73 & s fir 2 (B T

9.13(1)

4 CDP URL e & i 24 84 I 55 9155 22 VCRCUE P52 o

BSR4 . crypto-ca-trustpoint crl. crl url 53
M5B 4R MR . match-certificateoverride-cdp 51 A
T,

BT CRL 8245 K/

9.13(1)

BT CRL R 3800 T G4 Ko/, IF IR
T A CRL H 46 H 2R

s EZ N FBAT, BRI R CRL 2247 5 K/
%l 16 MB.

s fEHRAUT, H5 CRL ZeA7 BN NS 128
MB.

PR GeA UL AT Rk R A A T

9.15(1)

WA T TAE 9.13(1) TPERF) CRL 58 OCSP fIR 55 4% (1%
P In) T S8 A A B I UK K

BrMEMIa 4. E T revocation-check crl none.
revocation-check ocsp none. revocation-check crl ocsp none
F1 revocation-check ocsp crl none .

VL PCIEAS iy 4 LASCRFR S CRL 73 & 1 URL

9.15(1)

& CDP URL JC & fir % SoVFHE i A CDP ME— LS 2 1EAE
WA BT B RENIET o HJE, BEMIEBACCR— AR
WU BB, R AVPRHAEE 1 CDP B 2
UEASHE LAEAT B 3 J0AIE

BG/E W4 match certificate map override cdp seq
url url and no match certificate map override cdp seq url url
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TIREAFR Fa R ikl

SHEE SRR In & AR ledy 2 11e 2 19.16 (1) ANF SRR NN T 2048 FIAE . AR 512, 768
B 1024 A7 IEIAHCLE AR L E 2 2048, JF &k HE .

AR SHAL #7534 T IAE .

TR
5I\T crypto ca per mit-weak-crypto fir 4 LA i X L6 R
il
BN HIE I - EDDSA T NEIBLA RSA A1 ECDSA %
ik,

74 OCSP F1 CRL IPv6 URL 9.20(1) IR0 T W Ad ] IPve OCSP #1 CRL URL [ 37 ¥¢. 1Pv6 Hitik
DA 7 5 5 FE ok

B #siEs
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