B RO B

AREANEUTE T ASA BAFIEE .

o FERIRAE, 1T

* f# [l ROMMON Jin#kmefg (ISA 30000 , 551 71

* 74 ROMMON % ISA 3000, 253 0L

o BRI, 2B 4L

o HHLCAE, 9T

s W& ASA %, ASDM FIEBEE , %5 18 I

o BRI B B B A S, BB 21 T

* Cisco Secure Firewall 3100/4200 I #)#ddi4k SSD , 25 38 11
« Z5FH USB i1, 5541 10

o ERPFRIECE R g sl sk, B 42 0L

TreR R

ARGCENTHIRE, 20 COFH ASA THHER ) -

&£ A ROMMON #n#xBR{% C(ISA 3000)

FAJH TFTP A ROMMON F2 B R AF G gk 2] ASA, AT UL DB,

UK

S RV ISA 3000 545 & 3 eI & H2 2] ASA $#l & bt 1 o
H1B2 K ASA, RIGHFEE.
B3 ARSI ET, MRGEPFREEN ROMMON U, 1% Escape .

S 4 /£ ROMMOM B R, 52 X ASA [ E, (WH 1P #uhk. TFTP MR A duhl . oGl ot
AR SCAERI 1, R B

wuikE ]


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/upgrade/upgrade.html
asa-923-general-config_chapter2.pdf#nameddest=unique_32

B =7 Rommon mzimiz (1SA3000)

rommon #1> interface gigabitethernet0/0

rommon #2> address 10.86.118.4
rommon #3> server 10.86.118.21
rommon #4> gateway 10.86.118.21
rommon #5> file asa96l-smp-k8.bin

R
TR CAT AL A5 E L

interface fiT 2 7E ASA 5506-X. ASA 5508-X. ASA 5516-X F1ISA 3000 V& ¥k 2%,
EH /1 O IR S S AT TFTP R

FIS WULBH I HE

rommon #6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

W6 X TFTP [R5 28 4AT ping #i1E:

rommon #7> ping server

Sending 20, 100-byte ICMP Echoes to server 10.86.118.21,

Success rate is 100 percent (20/20)

N
g
~

RAF IR, AR RERAE I -

rommon #8> sync
Updating NVRAM Parameters...

R 8 IR .

Nil

rommon #9> tftpdnld
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa%96l-smp-k8.bin@10.86.118.21 via 10.86.118.21

B &#nRE

timeout is 4 seconds:

HHHRE |

TR 2B\



| memmE
#4% ROMMON sz 15A3000 [

Received 14450688 bytes

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

BN B % )5, ASA 2 BEhiE H ROMMON #i,

FIR9 M ROMMON B3 5l ASA NS AEFHT NN TR B R GG Bl R TEEINAE . A Rse
TGO R, WS R ASA THRFEH ) .

H4: ROMMON BER{%: ISA 3000

R DLT T2 1SA 3000 () ROMMON W%, 7T ASA 15, ZR4: F1 ROMMON A< 450 K
1.1.8 B A o Pl T iU I8 K 5 | B T 20 31 BT A .

THBETHREHRAS s Joik R4

w >

~s0

& T 1.1.15 B ASA 5506-X, 5508-X Fll 5516-X ROMMON T+, LAKGE T 1.0 () ISA 3000
ROMMON J+%. JfH, 1.0.5 [fJ ISA 3000 ROMMON J+§ It} 8] it 2 ROMMON RRAS I # f5, K2
T 15 08 FARMBETIEDE D W o WERFZURAE 30 7380 N 58 M RN, 15 TR AR R
RZHE; BMEFNEE W&

Fia Z |l

M Cisco.com ZRHUHT ) ROMMON W%, I8 L cAe B s 25 L LA 31 ASA. ASA SCRFFTP. TFTP.
SCP. HTTP(S) #1 SMB JIg 55 %% . 15 M EL N WHE T 2

* ISA 3000: https://software.cisco.com/download/home/286288493/type

UK

FHIE1 % ROMMON WU & i3] ASA NAF. LFRET R FTP &IA; i\ copy 2, 4 I HAd R 25 %5 25 R 1)
k.
copy ftp://[username: password@]server _ip/asa5500-firmwar e-xxxx.SPA disk0: asa5500-fir mwar e-xox.SPA
P2 EEEMCER, 1ifHi A show module fiy & I/ MAC HulityE & H & F Mod 1K)t HH B0 [ i
A

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version

| wuikE ]


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/upgrade/upgrade.html
https://software.cisco.com/download/home/286288493/type
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HHHRE |

1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

£ 3 J}4 ROMMON % .

upgrade rommon disk0:asa5500-fir mwar e-xxx.SPA

IR

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHA2:

Embedded Hash SHA2:

Digital signature succ
File Name

d824bdeeceel308£fc64427367£fa559%¢e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

d824bdeeceel308£fc64427367£fa559%¢e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

essfully validated

diskO:/asa5500-firmware-1108.SPA

Image type Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successfu
Proceed with reload? [

1.
confirm]

TR A LRI, BRI ASA.
ASA F5714 ROMMON BR, SR 5 FOHT Bk R 4L

PR 2R

FEVEZAGOL R, R nT LARRZLAS ABRAE I I LUHIT (K AR A RRAS TS 4 L

Y VAN
= o

Bee 2R B /4 T F0 PR 1l

BT 2 B LA HE D«

B &#nRE

BT IR T ASA



| memmE
rgapemirs ]

RBAMERHMEATENRESF- 2, RSN, TEIRRZREET . R TERY, i
ST SR TR, RS A IR NS R A R, X S EUF L.

PR B BB ERETNEERT 9.9(1) LARBTARAR- 9.9(1) S B i hUA £ 75 £ 43 43 K 7 TRy St o G2
BINER A 3 A2 AR, BLAHRIT U PR

1 AR INERPTA M B e (REFHARAF B i)
2. R IR RS, RJE BB AR

3. B LB EMEREIIRE: RIHBRGL RFEPIMALRAE.
4 A, BRI RS, RJE ISR

« ERRER S TR FERE] 0.9(1) LABTAIMA- WUREANEI RS (B REARERE 9.9(1)
CATTRRCA IO i 6 A I RIS RE ), N AE st mii AR B, BB RIENEN, flinetr
I RSCAS (1 ¥ 6 b L R R AU A B A

© FEERRFFNINEBRGTRYIRIL T 9.8(1) BELR- WRECE 1IN W, WAEM 9.8(1) FEZIN,
B FASHUN I PR SCRE o AR BRI BRI WU O, R R 2R 2 i P S N T
o

« EBERRETITRSHTEIRE D 0.3 2 0.7 #EYER TM 9.8(1) B&ER- i FAEK {35 5 i)
(health-check holdtime) ¥ & 4 0.3 - 0.7 70 5 FE % ASA 1A, WG ¥ E KL 0 3 P RIERIA
B, PUMASCRRRRE .

s TEEHAIERTM 9.5(2) 3 E = M AERE 9.5(1) 3 FHIERAS (CSCuv82933)-7E M 9.5(2) %
IS, AT AR U 0] P20 S o S SRR EAE [ — B o) E T I i e, IXFE S %
W AL v T BT AR . W R I S A T WA S e BB g oe, TR B AR

s FEERMRIER T 9.2(0) SESIRAFERE] 9.1 SR HARRZAR- A SCHF ZAFHUN A FEYL

* M 9.22 B S AR AN PE LR B a1 B3 - 4 K45 1] usb-port disable iy 425 1] USB i 11, {HBE 5 2 2 5
FLERREAS, iz FURORAFAE PR, HAEAEERNVRAM H5 00 T ok m0g i iZim 1 (FXOS
AHh-mgmt erase secureall 474%) .

* M 9.18 S E SRR APELR BIRE- 9.18 AT R A4k, b i E)4E ar AL JraE mA
A . WRERL, rEldE ar A sdEds, RO e AR InE el 4. R are e
forward-reference enable fix %, s HILMLEE R, By & ar S I CmIBR . Mg i, &
IR T HI T A EA a4, RIGTERY)GE ERmAX a4,

MO.10 (1) BERIABATEREITAI-th TR REAR P S, WOREBEA TR, A 200K e % B
TEM B RV e BEAS . OB IO BEACERAL T s SO, DR SR A e A 1A
AT A A I A

£ PBKDF2 (B TZHHIZHIREIIGE 2) BFINIE, FIRAZEMERE] 9.5 F1RHRRA- 9.6
PLAT I RRAS AN S FE PBKDF2 AN, 7E 9.6(1) ', KB 32 AN T4 enable Fl username
A H] PBKDF2 fFIAREE . 75 9.7(1) 1, FrAa K EE 8 % 15 #0K 4 ] PBKDF2 #514b 3 (I
ARG H] MDS 54D o WEEE, W enable BAKE AW BRIME () - P
AL ERARNT, I username #ir 4. W Z L FT G LA H FH P o

3

| wuikE ]



HHHRE |
| 2RSS L

3 F ASA Virtual ABRZR 9.5(2.200) FE4%- ASA Virtual AR B AT PIRAS . #7548 1 license
smart register idtoken id_token force iy & FHEM (5 F ASDM: 1% 2[5 Configuration > Device
Management > Licensing > Smart Licensing [, {1 Forceregistration i) ; MAREWR M
BRI ID A p.

s AME R AR FZITHRBRARN S FREREDBNEREYS, B VPNBRESHIZIEMRKR
B SRS L. IS OL N, TEROT VPN 34k, R PRI .

* MRRZ 9.23(1) 1§ ASA Virtual FEZR2IBH RiE K AVFAIIEF BRI EARRARA - JA T8 3A 206
ASA Virtual [#25 3 B AT R K AVFTUET 1 A 9.23(1). VFPUEFEPRARE 20 RIE AR -

PR RMIFR T A RARIBCE

RN H AR, S S AR S I fir R ABCE B . AERRZZ AT, JEik A SRS H AR
AR ERCE . AT LUZ A B H TN AEASATT DY RE TSN T Frdr 4o hitps://www.cisco.com/c/en/us/td/
docs/security/asa/roadmap/asa_new_features.html

T AR AL i 2 B & B R 481 fr 4. show startup-configerror s 1 ] LATE S5 504 BT
B, AT LA i & FRRSOR s ARG AE A B B AT B

TEHAETEDL N, ASASTEFHIN A8k 2T B 2R R, IR S I A, R % A T3
ERr A, BT RS Z BN BT 520 . AT TR S AT 540, T B AE e g A
Mo 7ETHEN 8.3 MUK, ¥ B a7 (<old_version>_startup_cfg.sav). HARITH ALl
o H IR REZMELI A S ar 21T TEAE R, S0 (ASA THIHRTY I “RE ThARR)
HENRLERS” .

FIES R C AP S, PR UENRIFR S, 25 4 0
Blhn, 2479.8 (2) MARASAGTELL N4

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0
username testl password $shab512$1234S$abcdefghijklmnopgrstuvwxyz privilege 15

snmp-server user snmpuserl snmpgroupl v3 engineID abcdefghijklmnopgrstuvwxyz encrypted auth
md5 12:ab:34 priv aes 128 12:ab:34

MR RN9.0 (4) I, RORAE A BN G B LR AR

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0

A

ERROR: % Invalid input detected at '"' marker.
username testl password $shabl12$1234$abcdefghijklmnopgrstuvwxyz pbkdf2 privilege 15
ERROR: % Invalid input detected at '"' marker.

snmp-server user snmpuserl snmpgroupl v3 engineID abcdefghijklmnopgrstuvwxyz encrypted auth
md5 12:ab:34 priv aes 128 12:ab:34

A

ERROR: % Invalid input detected at '"' marker.

TEARBIH, TERRA9.S (2) Hisin T Xfaccess-list extended iy & Hisctp ) S FF, fERCAN9.6 (1) HHas N
T Xfusernamerir 2 Hpbkdf2 (1S FF,  FF{Esnmp-server userfin 2 % FrenginelDEEY.S (3) WA H
iR

B &#nRE


https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asa_new_features.html
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| memmE

g asaizz [

B2 ASA &

K ASA WRASBEE N THIRCA, K& Oy ie BRSO R s E, AR5 BRI, WTLARRZ ASA Bift
A, BEREFPE T LR 35t

* Firepower 1000
* Cisco Secure Firewall 1200
* Firepower 2100
* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

FiaZ |l

PERE P A5 EAETH R H ASAREAT R B, LMERT MK IHRCE . WERAKRIHECE, W fefr
FER R FT I RE B SN REA MBI Ao IMBIHARAFRRAI s K AR AT AT iy 2

AP R, W i B R B R ASATH 5 v (R FH R e 48 IH AS A BT RiCAS
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.htmI7E X Fii

DUR, TETEE IHASARRCAS AN B RAS . TR A Z IR IEASA.
FEASA CLIT, K&y ASARCE MR R SRCE . A Tibhets, I s LTt . it
pZ: SR LRGSR ERC S

copy old_config_url startup-config
T 55 AN AT T K s AT I E RAF B A SR E . Ieaim K8 i S &3 L& . write memory

TP

ciscoasa# copy disk0:/9.13.1 cfg.sav startup-config

HPTINE ASA.
ASA CLI
reload

ASDM

Y% £ Tool > System Reload.

RS .n


https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html

HHHRE |
B 5225 Firepower 41009300

f&2K Firepower 4100/9300

TEnT U H & B B KA BIICE, K ASA WA BEE N IHIRCA, K5 BB INACRkIE ASA K
PERRCAS o

FHia Z |l

o WREP T EAETH R HA ASA AT 2 AR B, DMERTLAMREZ IHICE . AURANIREZ IR S, T
REAFAER 7B D e B IO BE AR I 2 o BRI, BB AT 8 i 2.

* IR IHASARA 5 M ATFXOSIRA A . 0, EEWE IHASARLE 2 I FXOSK 2. H
IR PR FIFXOS S M BTASAIMUAIE R (FERRH 2 BT o MR TCIESZIR S E, FATEUNUE
EHATES

=
il

R

7/

R

HER1 (EASA CLIT, K5 ASARL BRI ZR SN E . X T slba e B sttt Ve B AR e BT
PP IR D BR SR i B2 5% A4 ot

copy old_config_url startup-config
5 AN EAT IS AT E RAF B E A E . M R S I AL E . write memory

T

ciscoasa# copy disk0:/9.8.4 cfg.sav startup-config

IR 2 EFX0SH, 1§/ Cisco Secure Firewall JLAH & ¥ g ok FXOS CLI, R, st 18 ol SEHETS 21
ASATFH S P AR FE T IHASARRAERRAS o AEXPMERL T, 1 TE 2 IHASARUA T AN & B RS o

S 3 WRIEEBEHEXOS, 1#{#H Cisco Secure Firewall HLATAS H 2% 58kFXOS CLIE IH IFXOSHR AR A 15
EONCIETRRAS, A AT 058, iR 7S B AR TS & TR ASATH 4R v (W TR T

P&2K ISA 3000
B DRede it T ASA 5500-X and ISA 3000 5 58 i LA R D g pdd Jr =
 JHFR G WS E (clear configure boot).
< KT FWUR B E A IHWUE (boot system).
o (AR BB IIB0E %4 (activation-key).

* WISATHCE R A 2 3 (write memory).  HEER/E K BOOT M B AR i BN IH WG, Rk, 4
TSRS, Ko B H S .

o WIS B £ 2 13 B 3B (copyold_config_urlstartup-config).

B &#nRE


https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/firepower-4100-9300.html
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| memmE

=B

* IEFEEHTNZE (reload).

FiaZ |l

© WP TR EAETH R A0 ASA AT &ML E, DME R LUK IHRCE

ASA CLI: BRI IR IHBCE o

Aecy |

downgrade [/noconfirm] old_image url old_config_url [activation-key old_key]

IR

ciscoasa(config)# downgrade /noconfirm diskO:/asa821-k8.bin disk0:/8_ 2 1 0_startup cfg.sav

Inoconfirm &I T AEAIATHRIR SO0 F AT image_url & IHBUEAE disk0. diskl. tftp. ftp
i smb EE81E. old_config_url /&2 CORAF I FIUT RS B B K B8 A0 WURTG LK 2 8.3 A Z I

e 7 UK N Rl ehre 7

ERAFERRIXH

T LLE A NAF R SO, I 2 AT RS B

A NAF P R ST A T
dir [diskn:]

diskO: S N A FFfifids . HLAMBR ) 2 5 RO AN E A, 515 USB 3Kzl #s . SSD a SD .

i

hostname# dir

Directory of diskO0:/

500 -rw- 4958208 22:56:20 Nov 29 2004 cdisk.bin
2513 -rw- 4634 19:32:48 Sep 17 2004 first-backup
2788 -rw- 21601 20:51:46 Nov 23 2004 Dbackup.cfg

RS .“



B viassmsss

N
5

2927 -rw- 8670632 20:42:48 Dec 08 2004

B AT RN & SO s &

show fileinformation [path:/]filename

EUE

hostname# show file information cdisk.bin
diskO:/cdisk.bin:

type is image (XXX) []
file size is 4976640 bytes version 7.0(1)

PRSI SCAT R A7 451 o
BRI AR L AN A7 (KR H 2% (disk0:/)

M TR 72 o i B 3244

ST LU RS PO B AN 175 ZE 1) SO

DRI 55 SC A«
delete diskn: filename

asdmfile.bin

HHHRE |

diskO: J& N il fAfitigs . JLAIRBN A4 5 KR IMBAF i, 140 USB BRah#%. SSD % SD +.

BRAEOLN, WRORTE AR, R AR AR Hoae P MIBRSCAE . BRSO, T DM FIERC AT . &
GEOPR G BRI SCAF ISR 40, SRR S 2R DA 5k o

BRINFEXHRS

UK

THERRINAE A R GE, THIAT LU AR

IR AR Uil ISA 3000 #5101 & FF UL WER 2] ASA i & .
HIE2 L ASA, KRG EF R,

FR3 fERshid e, HRGEREEA ROMMON #3IN, 11544 Escape # .

B &#nRE


asa-923-general-config_chapter2.pdf#nameddest=unique_32

| memmE
mExsinE ]

FRA A erase fir®, XSE ST SCIRNEROIU RS, IR R0
rommon #1> erase [diskO: | diskn: | ush:]
diskO: J& N A o ILAMIKE) s 5 o AMBAE i ORI S48 ] usb: 45  4h i USB 2K 5 25«

e B {17 19]
ASA T DUHHH FTP & /. 22 %& ikl TETP 2 7 0. W a LUK ASA BB A 2245 IR
2528, LMET] DAFE T SEML B AF P 224 55 028 5 i o

B FIP & Fisfast
ASA T[{§i[f] FTP ££ FTP AR4s %8P FAL B N3 meg o ek il B S0 th . Egish FTP A, & i[RI S

SR IE DRI . RO (BB TSR B OB ) e P T 00 SE  105
ST

F FTP B e B A 48D
ftp mode passive

i

ciscoasa(config)# ftp mode passive

i & ASA £ £ & AR 5588
4 ASA $JHE SCP % /i, ] LUEF] copy fir4 KACLE SCP B E .

SCP ¥ e 2> B 1 BT A FH I I 25 355 . BROATSOL R, ASA 4% 7Py i LA R Hodp —Fh &k
3des-cbc aes128-cbe aes192-cbe aes256-cbe aes128-ctr acs192-ctr aes256-ctro 1 53k PRI 55 — P4
% (3des-cbe), WIPERESIEIE NS T 128-cbe 55 5 S AU M Sk . BT i) 28, nIfd ] ssh cipher
encryption 4 {541, ssh cipher encryption custom aes128-cbc

FIEZ Bl
« ASA VFITIEAZI B A 5N (3DES/AES) Y ililE, A BESZFF SSH V2 iEH%.

c BRARSAME, EXT 2R, EEREPAT R P AT . M S R R
GEPAT A, 1IN changeto system fir 4. WIS MR IE AN RGN E B, WETE Gk oot
T 1P Hulik R (%) System.

« X} SCP k4s#%, iEHEACE SSH Vilnl{E ASA 2 1l SSH.

| wuikE ]


asa-923-general-config_chapter42.pdf#nameddest=unique_311

HHHRE |

B s=sasazessmss

3

I

7

R

1

(MTE) ASA 5 2 3EREINBEAS SCP IS5 ds A< it SSH ENVE . IR, W LT3 B P,

ssh pubkey-chain [no]server ip_address {key-string key_string exit| key-hash {md5 | sha256}
fingerprint}

T

ciscoasa(config) # ssh pubkey-chain
ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9
ciscoasa (config-ssh-pubkey-server)# key-string
Enter the base 64 encoded RSA public key.
End with the word "exit" on a line by itself
ciscoasa (config-ssh-pubkey-server-string)# cl:b1:30:29:d7:b8:de:6c:97:77:10:d7:46:41:63:87
ciscoasa (config-ssh-pubkey-server-string) # exit
ciscoasa (config-ssh-pubkey-server)# show running-config ssh pubkey-chain
ssh pubkey-chain

server 10.7.8.9

key-hash sha256 f1:22:49:47:06:76:74:02:db:26:fb:13:65:d8:99:19:

e7:9e:24:46:59:be:13:7£:25:27:70:90:0e:d2:86:12

XA RS %, ATLLSEE SSH LEHLIK key-string (A1) B key-hash (FBIMED

key_string 23z b % S5 A K K H Base64 gt (1) RSA A% . &0 LLANFT IR SSH 2% 7 ity CHP
.ssh/id_rsa.pub L) KRG APIME. EEIEAS K Base6d Hifh I A2 5, REi4silnt SHA-256 Xf
HHATH AL B .

key-hash{md5 | sha256}fingerprint 7] F 4 N L&l BLyI A B 2580 (filiH MDS 8% SHA-256 %
B 5 . N show v 4 H A2 HI K 4

(A3%)  Ja FEZE ] SSH ML IR A . 0 T 24558, TR st At dir 4.
[no] ssh stricthostkeycheck

T

ciscoasa# ssh stricthostkeycheck

ciscoasa# copy x scp://cisco@10.86.95.9/x

The authenticity of host '10.86.95.9 (10.86.95.9)' can't be established.
RSA key fingerprint is dc:2e:b3:ed:el:b7:21:eb:24:e9:37:81l:cf:bb:c3:2a.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.86.95.9' (RSA) to the list of known hosts.
Source filename [x]°?

Address or name of remote host [10.86.95.9]7?
Destination username [cisco]?
Destination password []? ciscol23

Destination filename [x]°?

B &#nRE



| memmE

5 ASATFTP sz ]

BRI, RS THIIET . 245 IR, 158 ASA f R EfE EHEH, RS E
a%xdziﬁéﬁﬂﬂ..,%ﬂ MASF R T, a0 R DART R A TN, ASA & HahiZ EHLE

Gt
LUR7R 105 10.86.94.170 _EFRHR 55 A8 I 260 HOH AR BEFK) L 5

ciscoasa(config) # ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.86.94.170

ciscoasa (config-ssh-pubkey-server)# key-hash sha256 65:d9:9d:fe:la:bc:6l:aa:
64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

PUR 78024 10.7.8.9 AR 45 2305 0 M 745 B 2540

ciscoasa(config)# ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9

ciscoasa (config-ssh-pubkey-server)# key-string

Enter the base 64 encoded RSA public key.

End with the word "exit" on a line by itself

ciscoasa (config-ssh-pubkey-server-string)# c¢l1:b1:30:29:d7:b8:de:6c:97:77:10:d7:
46:41:63:87

ciscoasa (config-ssh-pubkey-server-string) # exit

AL E ASA TFTP = Pimigiz

TETP J&— PP i) 810 % 7 i/ AR 55 2 SCHAR S il , REC 783 A RFC 1350 25 2 A& VT ok Hodk47 7 45
Bl. AT LUK ASA Bid'E 4 TFTP 27 0, DMEE 0l Bl TFTP IR4s%s 2 b AT X0 n) SR . #4118
KRR, AT LA SO IR AR R B £ & ASA.

IR TR a] LLTE L TFTP RSS2 IR 12, M1 JC 75467 U copy 1 configure net 25 4y & i A\
A2

TiisE XHIT- configure net il copy it 4 1) TFTP IR 4548 Huhb RSC#E4 .

tftp-server interface_name server_ip filename

i

ciscoasa(config) # tftp-server inside 10.1.4.7 files/configl.cfg
ciscoasa(config)# copy tftp: test.cfg

Address or name of remote host [10.1.4.7]7
Source filename [files/configl.cfg]?config2.cfg

Destination filename [test.cfg]?
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Accessing tftp://10.1.4.7/files/config2.cfg;int=outside...

N AT, AT LA S SR B, A H] copy A A, RTRARIH FE S TFTP Al g5 #s ik,
(B IRAEAS B A B AT b MRS 44

X T copy T, H tftp: LUEH] tftp-server BT IR tftp:/url,

R3S %12 ASA

AR GH AT SN % . ASDM 84t Bl s SofE, B AR Hofb 75 2 TFTP. FTP. SMB.
HTTP. HTTPS. SCP R4 a3 ML EL S5 IR BN 453 P 35 a8 I A7 1) S

AN
 diskO: JE NS Mt es . AL IRS) 284 5 KR ANRA- %, 14 USB BRzh#%. SSD % SD .
* ffifR USB IKah#% A% UL 4 EXT2/3/4 B¢ VFAT/FAT32.

o ARAENAET I — H & N A MWASAFRA FE PR NS AR P SO idn,  an 32z ilk
AF Config.cfg N AL config.efg SCHFIINLE, ISR LL N ES 3 B :

$Error opening disk0:/Config.cfg (File exists)

o SHF2AE R, BAEECE RN, BT REPATA R T (sorage-url private)
R ST, IR UEFEITSRSNE GEEE B S H 2R s B s s , 817
TSR AT L A AN 2055 P & T R E 58 31 1) midfigk. 7E B RPN S FF SCP.
Frea Z 8
« T ASA copy 415 SCP Ik 55 2% =il S5 SCP IR %528 B il S, 24T LA R #fE
* ffiH ssh fr 4 7E ASA 1224 SCP %5 %% 7 M/=EHLE FH SSH i il
* fi | crypto key generate 1y &2 A X (SUEH THHE ASA)

I LAN g5 a2 2 — S sc k.
* M\ TFTP R g5 HEAT 51
copy [/noconfirm] [interface_name] tftp://server[/path]/src_filename diskn:/[path/]dest filename

ZNVE

ciscoasa# copy tftp://10.1.1.67/files/contextl.cfg disk0:/contextl.cfg
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Address or name of remote host [10.1.1.67]?
Source filename [files/contextl.cfg]?

Destination filename [contextl.cfg]?

Cryptochecksum: db8bal96 9adl89%a8 7f£5f501f lbec469b
EEERERRRRE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M FTP k455 34T & :

copy [/noconfirm] [interface_name] ftp://[user[: password]@]server[/path]/src_filename
diskn:/[path/]dest_filename

ZNE

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/contextl.cfg
disk0:/contexts/contextl.cfg

Address or name of remote host [10.1.1.67]2

Source username [jcrichton]?

Source password [aeryn]?

Source filename [files/contextl.cfg]?

Destination filename [contexts/contextl.cfg]?

Cryptochecksum: db8bal%96 9adl89%a8 7£5£501f lbec469b
R EEEEEE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M HTTP(S) IR 55 a33t47 & il

copy [/noconfirm] [interface_name] http[s]://[user[:password]@]server[:port][/path]/src_filename
diskn:/[path/]dest filename

ZNIE

ciscoasa# copy https://asun:john@10.1.1.67/files/moya.cfg disk0:/contexts/moya.cfg
Address or name of remote host [10.1.1.67]7?

Source username [asun]?

Source password [john]?

Source filename [files/moya.cfg]?

Destination filename [contexts/moya.cfg]?

Cryptochecksum: db8balf96 9adl89a8 7f5f501f lbec469b
rrrrrrrrr

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M SMB AR 4525347 5

copy [/noconfirm] [interface_name] smb://[user[: password]@]server[/path]/src_filename
diskn:/[path/]dest_filename
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ZNVE

ciscoasa# copy /noconfirm smb://chiana:dargo@l10.1.1.67/test.xml diskO:/test.xml

Cryptochecksum: db8bal9%6 9adl89%a8 7f£5£f501f lbec469b
EEERERRRRE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M SCP fik 55 asdtA7 2.l
;int=interface LMoy Seid B 1 AT 4k,  IFARZAE HI 2 6 1KV i) SCP iRS5 %
copy [/noconfirm] [interface_name]

scp://[user[: password]@]server[/path]/src_filename[;int=interface_name] diskn:/[path/]dest_filename

ZNE

ciscoasa# copy scp://pilot@10.86.94.170/test.cfg disk0:/test.cfg
Address or name of remote host [10.86.94.170]°?

Source username [pilot]?

Destination filename [test.cfg]?

The authenticity of host '10.86.94.170 (10.86.94.170)"' can't be established.

RSA key fingerprint is
<65:d9:9d:fe:la:bc:6l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19> (SHA256) .
Are you sure you want to continue connecting (yes/no)? yes

Please use the following commands to add the hash key to the configuration:
ssh pubkey-chain
server 10.86.94.170
key-hash sha256
65:d9:9d:fe:la:bc:6l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

Password: <type in password>
T

6006 bytes copied in 8.160 secs (750 bytes/sec)

.

M USB 8% A B a9 3 4 52 18«
copy [/noconfirm] diskn:/[path]/src_filename diskn:/[path/]dest_filename

R

ciscoasa# copy /noconfirm diskl:/test.xml diskO:/test.xml

Cryptochecksum: db8bald96 9adl89%a8 7f£5£f501f lbec469b
EEERERRRRE

11143 bytes copied in 5.710 secs (2228 bytes/sec)
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B HEHIR G BRI TEHE

150 LUB SCA SO/ N TFTP. FTP. SMB. HTTP(S) ik SCP IR 45 28 uk MINAE N 24T & 0l 3
BCE

B EEHREITIERN, S6HXWAECE . SIS EREE I a B 2 i 2s rid g .
WUERECE AR, WA R AAT R iy 2 S sldr 2 52 00 ASA 11T, A FE g Bk T
i RS RAANR, WrasH RS g R,

CAIEE) 55 ASA 5 IR EHEATIAE A I B0 O . WRANR e B, ASA MG A (U JL K 32
WERBA LR, 2> B K o th ok

LGB N 5, SR A (4% (storage-url private), Tn] LUEHIFER . fERH &
G DU, B TFTP Be4s#% MBI IEES T =ACE, WM configurenet fiy4. 15t
HR SRR SCP

SRS W R R S E B TECE, TN N BURSS 4 AL iz
* I\ TFTP Jlr 55 a5 147 2 4l -
copy [/noconfirm] [interface_name] tftp://server[/path]/src_filename {startup-config| running-config}

ZNE

ciscoasa# copy tftp://10.1.1.67/files/old-running.cfg running-config

M FTP 45w it 47 &2 1«

copy [/noconfirm] [interface_name] ftp://[user[: password]@]server[/path]/src_filename {startup-config
| running-config}

IR

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/old-startup.cfg startup-config

M HTTP(S) Mk 45 st 47 & i :

copy [/noconfirm] [interface_name] http[s]://[user[: password]@]server[: port][/path]/src_filename
{startup-config | running-config}

ZNVE

ciscoasa# copy https://asun:john@l0.1.1.67/files/new-running.cfg running-config

* M\ SMB Jlk 554 3E47 52 il
copy [/noconfirm] [interface_name] smb://[user[: password]@]server[/path]/src_filename
{startup-config | running-config}
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ZNVE

ciscoasa# copy /noconfirm smb://chiana:dargo@l0.1.1.67/new-running.cfg running-config

M SCP Jik 55 a4 T 5 1l -

copy [/noconfirm] [interface_name]
scp://{user[: password] @]server[/path]/src_filename[;int=interface_name] {startup-config |
running-config}

ZNE

ciscoasa# copy scp://pilot:moya@l10.86.94.170/new-startup.cfg startup-config

;Int=interfaceinterface I %81 %t A ik FH 2 248 H ¥8 2 4L 10 BiX SCP IR452% -

Gt

i, #EM TFTP AR g5 as L HIRCE, WA LR A

ciscoasa# copy tftp://209.165.200.226/configs/startup.cfg startup-config

LN FTP IR 55 as L HIBCE, WALl R a4

ciscoasa# copy ftp://admin:letmein@209.165.200.227/configs/startup.cfg startup-config

LN HTTP e ds a2 HIHE, HHALLT

ciscoasa# copy http://209.165.200.228/configs/startup.cfg startup-config

ixE ASA BR{%. ASDM F1/3zhEL &

WARAEAT 2 ASA 5 ASDM %, WA GE SR SR . WERABE IR, W2 AT 3)
s, JF MG T REA R R R . T RSO, T OGS AT WL RGP R S
Py TIASE R H 5% o
GECPA: iR

* Firepower 4100/9300 HLA - ASA J1-2 Hi FXOS & H; #TCIAAE ASA #AER LT T ASA, A

HEANEEX] ASA WG L FE . 0T DLERAITHZ ASA FiT FXOS, FF H'EA172 s 7E FXOS
HgpRF . ASA fLIE4AFHE ASDM.
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* WA N ) Firepower 1000, Cisco Secure Firewall 1200/3100/4200 - ASA. ASDM 1 FXOS It
LA GR R — DAL ASA T SEI LRI T BRAR R B 0T . BRI - S H ASA ok
YU E G| FBUE, (BIEREPLHS51E90 ASA AE. AXELME R, 1ES 6 N a2 Ui .

* HHY) ASDM - ASDM 1] LA ASA A RGN 2, DRI TG 75 AL FHARZR 1) ASDM IS .
X} T Firepower 4100/9300, T3 F4% ) ASDM WG AL HILAE FXOS MG HIZR s #0200\
ASA ¥ ASDM WLf% .,

A

ER T ASARILER, IR ASDM WG ASA L LLRTY ASDM
LG, ROy e BEG MK AFR (asdm.bin). {H)E, WRETFshik
P78 BRI A ASDM WG (511, asdm-782.bin) , IS4 RN HRZ0 AL
Frh 2 Jis BT 4RE i Z G . A T RIS AT I AR A AR )
ASDM, ENIZLEFHRANGR L 2 Hi 562 ASDM, 843 B AE 4 ASA
R T, Bk ASA FHTIC E A A FHHRZE ) ASDM B4 (asdm.bin).

* ASA Virtual - ASA Virtual B HIEHTE 28 ASA WG BE LB boot:/ 77X . FHE ASA
Virtual I, AT PLEEINAE 48 E ARG . IR WS RE J5 5 PR EC & (clear configureall),
] ASA Virtual Ji J5 4 IN48J5UAG 555 IR . WILA TR ASA Virtual 0380045 & 78 N A7 HHBCE 1)
ASDM W%, ] LUl ASDM BRMZ .

 diskO: JE NSt es . ARSI 284 5 KR AN A- %, Bl USB BRah#%. SSD 1k SD .

THZ I LT BOA A

* ASA {5
* %R R Firepower 1000,Cisco Secure Firewall 1200/3100/4200 - J3 2GR4T 13 sk
%

* ISA 3000 - Jii3/] ASA 15 INAT R R B 1 56— AN H g

* ASA Virtual - J& 870 1 IR B A EE B 232 boot:/ 49 X B B4

* Firepower 4100/9300 HL#— FXOS RZHfiE 5] T 1 ASA MR . ARefi b fE ki &
ASA 1% .

* JITfi ASA 1) ASDM W% - JA 5l ASA 1EINEBINAE R IS5 — 4~ ASDM W%, i, it
PLEALAAEWAG, WIZEANIRIN A A 4k

* JABNECE - BRUATEOL R, ASA MEESCAF AR R Shfic B #E1T 51 %
UK

F1 WE ASA FEWUR T E
boot system url
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TP

ciscoasa(config) # boot system disk0:/images/asa921.bin

URL "I LA
* disk n:/[path/]filename
* tftp://[user|[: password]@]server|:port]/[path/]filename
FEARDTAT RS H8SCRF TETP JE3

&% T B9 Firepower 1000Cisco Secure Firewall 1200/3100/4200: # H g% A\ —> boot system iy
Lo USRI BB AR, W52 no boot system LUAMIER 4 BE B () E— ANk g ., R, B
Jic & AN REFS boot system iy s B, WIS N ROMMON 223 T W%, HHiis, ool Fahmisk
T 1% . I boot system fir & S AEREH A NPT A RGUIUEIFMR LA WUAR, PRI 2] 5] 5
frE (FXOS P disk0 LR AFRAIED) o FOFTINE ASA I, RGURMBCH KR . WAL F=Hn
B2 WA E R, AT LU noboot system 4 M5 B IR HTIAR,  BORE 4 BT A4S AR LB AT
e fa, IR AT LN ASA AE T INBR IR AR WAL SCAE, ASA KNG AL E IS T HE,
BA TR BCKE B P (AT A AR AR B 2 R A7, A boot system #ir 443U i T IN 47 h g . 5 34t
BORUAR, i E Pt ar AR sz, JF B ERABMR . f&ENEmE s K&
W IR AAE TR INBI 12T . WUORAER A L& 5 R CRAFBCE, WIFEFHT BT, 11 A7 T8
MRCE S, BMEHEUR CRE. WS B IRAFICE, MR ERFEFD . R R N 48k s
RS A AL B K S . IR E SO A, KA INE . IR LGER g, gk FE U R o fE
XFMEOLY, RSB I EF .

ASA Virtual 1 1SA 3000: 0] LU A 2 U/ boot system s 245 H »  LATE & B4 b 51 S 1
ARG s ASA K55 SH IR B E — A% . 2% boot system iy &), %S SAESIEK
JEFRAIN— N4 H o B R a4 H BB HERS, W 24d ] clear configure boot system iy 4 il B T 4%
H, SRJE4LATHIT SR AN X L4 H . HRERLE — > boot system tftp #r 4, Jf HiZfy & A2 2 Al
B4

R ASA FEARETE ZIEER T, BT LUK ASA B9 5% ROMMON R . A3 ROMMON
MRS S, 1S A G IR E .

i

asa (config) # boot system diskO:/cisco-asa-fp2k.9.13.2.SPA

The system is currently installed with security software package 9.13.1, which has:
- The platform version: 2.7.1
- The CSP (asa) version: 9.13.1

Preparing new image for install...
EEEEEEERRERE

Image download complete (Successful unpack the image).
Installation of version 9.13.2 will do the following:

- upgrade to the new platform version 2.7.2

- upgrade to the CSP ASA version 9.13.2
After the installation is complete, reload to apply the new image.
Finalizing image install process...

Install status: ready...........
Install status: validating-images.....
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Install status: update-software-pack-completed
asa (config) #

WEEH 3 ASDM 4
asdm image diskn:/[path/]filename

IR

ciscoasa(config)# asdm image diskO:/images/asdm721.bin

WMRASEE LR ANIWAR, RGN 2%E T —MWUR, ASA B2 /Eis ATl E P idi A asdmimage fir 4 .
h TR BB R CCRCED KA, DLACRE S AR BRSNS B E
i€ B )] ASDM W .

(ATIR) KRB MC & BCE A — A C A, A BRI B s

boot config diskn:/[path/]filename

AP ANE £ Boel H o RS B, SR AR R 2L A R ORAT G B 2 LU A R
TR 55 A P L iy 4 K IE L DR A 1B A

S5 RG N. nvram:/startup-config (B4 LB RRZH)D

Tl

ciscoasa (config)# boot config disk0:/configs/startupl.cfg

FFk S B E s Hith 3

FATTHE A T B AN FEAd AR G SCAFEAT S S48 0 AT A R S

MITEMAREFH LR

LUN R A U )b P B AN & 00 22 tar.gz SCAFIRRAZSCAHAR R B A H TS0

FHA R IR E Z 7l

* RIS R B & B 2T, Sy B A N 22 /0 AT 300 MB (1 AT AR A3 ]

o IR EAE A IR B S AT AR TR B S O, WXL SO A S WSS h . WRAEEA T4
e ERBCE, A AT R 1, W8 e S RC B S . DAL, ASA AT A AT RES AT P AN
Il

« —IKHRBEAB DR R .

RS .ilﬂll
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o HURRRHIC B 0 5 BT J5UUG 3 0 AT ) ¥ ASA AR . JEEAS M2 TR IC M — 1> ASA

JRARIERE BN 7 — DA . W FHEITBIE, ASA STEINEUN ASA OS B H 3 45T B 11 3))
TN

o WURAESIARRE, W BER A B R R SIRCE . BATRCEM B e . AU R Rk Bl

AR 23 o

o WERAT AR RS, WA 20 32 e 4% A 45 I H A B MR 246
o WRBEN RS ASA VCE LR, TS R R AR R O A T R B R . R

TEAENE ASA T, EZSNCE B8, LU T R AEARE8 0 Z Hir o] B B %% .

o RSN PKCS12 34l (] crypto catrustpoint #iv4) I HAS AT A4l H] RSA 24, W<k 5

MNP B S AR R R A FR . i FURERTE, QiR AR ASDM BC B (5 AT S L
YIRS AR A RR, R ZHRCECR 5 R B EAN R, (EEs AT Pl B 5 AR DI B AR X
WA, MR E P ASAE R AR AR, WA AN E .. St i, R
X AT KL PR TR — 447K

* JTCVEAEH] CLI AT %40 XA ASDM BHATIKE, [ ZIRK.
o RS SO RS LU A AR

s IBATHE
* JABNE
* A 2 AamUg
SR A SR F ML WS
SR A BLIHTR ML B
Secure Client (SVC) A% FC & A+
Secure Client (SVC) [ & X AN
* SOHIET CEIEGEE B SR ) RSA BHHXT s JSZ B RSN
* VPN Fii3L 2% 4]
* SSL VPN Fil &
o S E SCAF A CHESE (APCF)
-
* [
* ZhA Vi1 5 (DAP)
* JfT
o EEHCE SCAR I TR 70 A
« LA E

=
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. AR
s Web W%
* FRASE R

ARG
ARTTA I TIATSE R R A

pz AR R

backup [/noconfirm] [context ctx-name] [inter face name] [passphrase value] [location path]

-

ciscoasa# backup location disk0:/sample-backup]
Backup location [diskO:/sample-backup]?

WRAIRE interface name, ASA BEEMERIM MR, WREGILHE, NESEEBIRY HE.

FERGIAT P I 20 5B, FN context SCBE T A& fi s IS 5t B M S 20 &
s Wi, BEXREADSCIF O A backup 4.

7E VPN UE B RIS 3 510 4 40 399 1R) - 75 22 B passphr ase 8 bR U1 % § 4 AT 0HIE B EAT 4 b o
AN HEEE ] T G B MBS PKCS12 A% U IRUEF IR B o 380 (06 35 405 FE-F (1) RSA #HIX, A
IR

71y location W] DL At 43 5l A2 URL e W RAGRAEA B, W2 H] LA BRAAL B
+ HLRi5( - disk0:hostname backup.timestamp.tar.gz

* Z i3 - disk0:hostname.context-ctx-name.backup.timestamp.tar.gz

PR 2 IR

-

ciscoasa# backup location diskO:/sample-backup
Backup location [diskO:/sample-backup]?

Begin backup--*

Backing up [ASA version] - Done!
Backing up [Running Config] *** Done!
Backing up [Startup Config] +* Done!

Enter a passphrase to encrypt identity certificates. The default is cisco.
You will be required to enter the same passphrase while doing a restore: cisco

Backing up [Identity Certificates] - Done!
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IMPORTANT: This device uses master passphrase encryption. If this backup file
is used to restore to a device with a different master passphrase,
you will need to provide the current master passphrase during restore.

Backing up [VPN Pre-shared keys] ** Done!

Backing up [SSL VPN Configurations: Application Profile Custom Framework] -+ Done!
Backing up [SSL VPN Configurations: Bookmarks]- Done!

Backing up [SSL VPN Configurations: Customization] -:* Done!

Backing up [SSL VPN Configurations: Dynamic Access Policy] ** Done!

Backing up [SSL VPN Configurations: Plug-in] -** Done!

Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] ** Done!
Backing up [SSL VPN Configurations: Proxy auto-config] ** Done!

Backing up [SSL VPN Configurations: Translation table] ‘- Done!

Backing up [SSL VPN Configurations: Web Content] -+ Done!

Backing up [Anyconnect (SVC) client images and profiles] +* Done!

Backing up [Anyconnect (SVC) customizations and transforms] - Done!

Backing up [Cisco Secure Desktop and Host Scan images] ‘* Done!

Backing up [UC-IME tickets] - Done!

Compressing the backup directory ... Done!

Copying Backup ... Done!

Cleaning up ... Done!

Backup finished!

TEn] LU e AR A v SEHL BN zip &0y tar.gz SCAF VRS HOTC B AIBUE .

AR SR R S
restore [/noconfirm] [context ctx-name] [passphrase value] [location path]

T

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$
restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.qgz]?

4 H context SCHE KR Z AN SN, WA R B AN S IS SO0 BEt U, A REAN SO
N restore iy %o

/eI Y (P

w5l

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$
restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.qgz]?

Copying Backup file to local disk... Done!

Extracting the backup file ... Done!

Warning: The ASA version of the device is not the same as the backup version,
some configurations might not work after restore!

B &#nRE



| memmE

gzt [
Do you want to continue? [confirm] y
Begin restore ...
IMPORTANT: This backup configuration uses master passphrase encryption.
Master passphrase is required to restore running configuration,
startup configuration and VPN pre-shared keys.
Backing up [VPN Pre-shared keys] - Done!
Backing up [SSL VPN Configurations: Application Profile Custom Framework] -°* Done!
Backing up [SSL VPN Configurations: Bookmarks]: Done!
Backing up [SSL VPN Configurations: Customization] -+ Done!
Backing up [SSL VPN Configurations: Dynamic Access Policy] ** Done!
Backing up [SSL VPN Configurations: Plug-in] ** Done!
Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] -+ Done!
Backing up [SSL VPN Configurations: Proxy auto-config] -+ Done!
Backing up [SSL VPN Configurations: Translation table] ** Done!
Backing up [SSL VPN Configurations: Web Content] -* Done!
Backing up [Anyconnect (SVC) client images and profiles] -+ Done!
Backing up [Anyconnect (SVC) customizations and transforms] -* Done!
Backing up [Cisco Secure Desktop and Host Scan images] ** Done!
Backing up [UC-IME tickets] ** Done!

Restoring [Running Configuration]
Following messages are as a result of applying the backup running-configuration to
this device, please note them for future reference.

ERROR: Interface description was set by failover and cannot be changed

ERROR: Unable to set this url, it has already been set

Remove the first instance before adding this one

INFO: No change to the stateful interface

Failed to update LU link information

.Range already exists.

WARNING: Advanced settings and commands should only be altered or used

under Cisco supervision.

ERROR: Failed to apply media termination address 198.0.1.228 to interface outside,
the IP is already used as media-termination address on interface outside.

ERROR: Failed to apply media termination address 198.0.0.223 to interface inside,
the IP is already used as media-termination address on interface inside.

WARNING: PAC settings will override http- and https-proxy configurations.

Do not overwrite configuration file if you want to preserve the old http-

and https-proxy configurations.

Cryptochecksum (changed): 98d23c2c ccb31ldc3 eb5lacf88 19f04e28
Done!
Restoring UC-IME ticket ... Done!
Enter the passphrase used while backup to encrypt identity certificates.
The default is cisco. If the passphrase is not correct, certificates will not be restored.

No passphrase was provided for identity certificates.

Using the default value: cisco. If the passphrase is not correct,
certificates will not be restored.

Restoring Certificates ...

Enter the PKCS12 data in base64 representation....

ERROR: A keypair named Main already exists.

INFO: Import PKCS12 operation completed successfully

. Done!

Cleaning up ... Done!

Restore finished!
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7E ISA 3000 I, RERAFHARAFECE R, #BAT LAMEH write memory 4 F 3l %% 0 Bl & 2I1HE 2 A7 &
Wi AR, BT LA MU FHTE SD NAA R gk i e Sl EOREC BB % % . BRIAH) E
e H BB R

B E B s 1% (ISA 3000)
76 I1SA 3000 L=, RERALHCRAFHCE IS, #B o] LM write memor yF [ 31 £ 4y e 5 214 i 7 5

FFHaZ A
UEDIRELE ISA 3000 _EANHTH .

TR WESEHUSE:
backup-package backup [interface name] location {diskn: | url} [passphrase string]

* interface name - $5/E#: 15 M) 4 4> URL (USRI E T WAIMAE) o WRAT e 04 F5,
ASA K& G I WK TR, Wi AR S bR,

* location {diskn: | url} - 455 F T &0 £ AN . S8 LUFE € URL BUA A fif . diskO &
IR INAE IR Zh 2% disk] & USB 1 (AR %k USB icfZkE; disk2 /& USB2 F[WTI 1k USB it IZ 4.
disk3 /& SD frfi . WiERE, HshWKE BRI &6 disk3.

* passphrase string - ¥ & ] T OR4 &0 Edn % . R, AZh BN B “cisco”
(S EZLE

BROATEOL R, XL R B2 5 T-5) backup ar & — &AM . WESH &0 R4, 523 . IHTEE,
WERAE A FH B 88 s &2 I H TF-3) backup in 4, MR GE IR AR € A RRIB &40 S, LA AE)
H RS AE K “auto-backup-asa.tgz” 44 FK.

Tl

ciscoasa (config)# backup-package backup location disk3: passphrase cisco

%
5
N

JA B B AT A AR
backup-package backup auto

1 F writememory I RAFACE R, RAES AL E R RIS E UG SIICE . &0 U4
A “auto-backup-asa.tgz” o BEEEH HBh0r, HE LA no .

TP

B &#nRE
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ciscoasa(config) # backup-package backup auto

ECE B3k E (ISA 3000)

B 2Pk SR AT EBAT AT T IS P IR e B RSRE . Wi, Has OiRrASmie
B SD A RN B e 2%, ARJGFT P B Y. W& E KA SD |, LU & 15 i 2k L &
GRLE. (ORI SR AR AR “FR807 B, AoBEahkE .. &R AR, %
Py SCAFRIFREUR ST A5 AT & VTR . DAk, an SR f Cog ek &2, B8 OB B A,
RGPt AEKE . ) WMRIRSLERTTEWSE, WA SBHARANE (startup-config.
running-config. SSL VPN MLE4E; H XK NARTEANG R, WS &M R4, H23 00 o 4k
FEJA BN, RGBT IRAF L E

HBIVKEAEBRIN ) BCE R, DI T U AR 3 R IN 38 21 SD A7 fifh - _E 1) 5 2 e B R S B8
BE#, MR T HAT B AT A FAC

HI B0 il 2L A B R b R O 2 A T B R R AR E, e 24t ROMMON A2 BR A &
B AT A E AR, IR BB A7 & . A LA N ROMMON 42 :

* RESTORE_MODE = {auto |manual}
ENI=E B

* RESTORE_LOCATION = {diskO: | disk1: | disk2; | disk3:}
BRINE A disk3:s

« RESTORE_PASSPHRASE = %4/
ERINE A ciscos

TE N ASKE R, WS TR,

FFaZ B
o HIIfETE ISA 3000 FATATH .
o T AT FHER AR A BEE, )5 52 SD 2tk (45 SD-IE-1GB =) &

o LR LK A BRI E LA AR ] B sk &, 144 configure factory default fiv4. i 21X
BB KB N, R, WUR ATt kB, 15 Je 8 firewall transparent

Py
T2 o

UK

TE1 WERE S
backup-package restorelocation {diskn: | url} [passphrase string]
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B =vz2ermassetzans

Nil

B

* location diskn; - 55 H Tk S X3 (I AEGEAN T disk0 & NN AEIRZh 2% diskl & USB 1 L1
T 3E USB ic4Z#; disk2 & USB 2 L [fn] % USB it 24 . disk3 /& SD 1266 ~. ERIME K disk3.

* passphrase string - & & H T 2B AR Bl 1250 . BRAE A “cisco” »
BUEN T, X ERS ST restore M. S0 &0 29, 5523 i,
AR

ciscoasa(config) # backup-package restore location diskl: passphrase S$Supe3rnatural

JA B s EE I A S B TR
[no] backup-package restore auto
PRI SCAF A “ auto-backup-asa.tgz” o

IR

ciscoasa(config)# no backup-package restore auto

FMEENEER SRR FEE

FERA AU, BORAEZ W SN I ARSRCE T, 7T LUK R Sl s A 7 il B = 2 A h ik 55
A BAS A A7
FiaZ |l

CRIEE) 57 ASA 5 RS ERHATIAE AT I D . WA TR E 5, ASA MG A (U Bt th
WERBA VLR, W= A e th R

I PUF RSS2 2 — R A B '
o 53] TFTP JR4-5%.

copy [/noconfirm] [interface_name] {startup-config | running-config} tftp://server[/path]/dst_filename

ZNE

ciscoasa# copy running-config tftp://10.1.1.67/files/new-running.cfg

o ST FTP IRSS%%:

copy [/noconfirm] [interface_name] {startup-config | running-config}
ftp://user[: password]@]server[/path]/dst_filename

B &#nRE
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ZNE

ciscoasa# copy startup-config ftp://jcrichton:aeryn@l10.1.1.67/files/new-startup.cfg

SLHIE] SMB 45 %5«

copy [/noconfirm] [interface_name] {startup-config | running-config}
smb://[user[: password]@)]server[/path]/dst_filename

ZNE

ciscoasa# copy /noconfirm running-config smb://chiana:dargo@l0.1.1.67/new-running.cfg

S H15] SCP RS 2%

copy [/noconfirm] [interface_name] {startup-config | running-config}
scp://[user[: password]@]server[/path]/dst_filename];int=interface_name]

2R

ciscoasa# copy startup-config
scp://pilot:moya@10.86.94.170/new-startup.cfg

;Int=interfaceinterface &I 448 M i & ) JH G & A ¥5 2 4% 10 ik SCP IR454% -

ST 1) A P A7«
copy [/noconfirm] {startup-config | running-config} {diskO|disk1}:/[path/]dst_filename

ZNVE

ciscoasa# copy /noconfirm running-config diskO:/new-running.cfg

TR H RS H A AE . WERAEAE, G mkdir A& G 1% H 5%

FMAFFREREESE M XH

M I AE ZR GEPAT 2 A R AN LA i 22— SRR A I A A7 P (1 S 2 e A S A

FHiaZ |l

CRIIE) 55 ASA 5 IR ERHEATIAE A I I O . WA e BT, ASA MG A (U Bt th 342
WERBA VRS, W B B v th ok

RS .“
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R BL R IR G5 28R A — 2% 3 1 S C B
* MINAE 2] TETP Ak 55 25 -
copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filenametftp://server[/path]/dst_filename

ZNiE

ciscoasa# copy disk0O:/asa-os.bin tftp://10.1.1.67/files/asa-os.bin

MINAEE 2] FTP k4575

copy [/noconfirm] [interface name] {diskO|disk1}:/[path/]src_filename
ftp://[user[: password]@]server[/path]/dst_filename

R

ciscoasa# copy diskO:/asa-os.bin ftp://jcrichton:aeryn@l0.1.1.67/files/asa-os.bin

MINAEE 2] SMB AR 55 5% :

copy [/noconfirm] [interface _name] {disk0|disk1}:/[path/]src_filename
smb://[user[: password]@]server[/path]/dst_filename

ZNVE

ciscoasa# copy /noconfirm copy disk0O:/asdm.bin
smb://chiana:dargo@l10.1.1.67/asdm.bin

MINAEE IR SCP IR 5545 -

copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filename
scp://[user[: password]@]server[/path]/dst_filename[;int=interface_name]

R

ciscoasa# copy diskO:/contextl.cfg
scp://pilot:moya@10.86.94.170/contextl.cfg

;Int=interfaceinterface LI 2 &g I i & JF 4R 248 HIHR E 193 1 21I& SCP Ieds 4% .

INTRIAE S 1 38 A 1 PR A
copy [/noconfirm] {diskO|disk1}:/[path/]src_filename {diskO|disk1}:/[path/]dst_filename

ZNE

ciscoasa# copy /noconfirm diskl:/filel.cfqg disk0O:/filel.cfgnew-running.cfg

B &#nRE
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TR H AR H SR AFAE . WA, TSEAEH] mkdir v Q1 1% H %

EERPEMNMEREE

FEZAE SRR, AT LU St AT R s 41t

P KBETEE R SRR S W a s E R4 (R — A m e s, o 2ok B3
TESCEELL ) o startip FCE 7 E M config-url fy & F .

copy running-config startup-config

i

ciscoasa/contexta# copy running-config startup-config

N
8
N

Rl B2 B2 CIER B M4 ) FTP B(TFTP Ik 554%
copy running-config {ftp | } tftp}://url/dest_filename

H VI URL 3£500, 5214 copy fir &b .
WS G H & F A% (storage-url private), WHABARS 25k minl H. (B, 7E Fsth A3 E: SCP,
5l

ciscoasa/contexta# copy running-config tftp:/10.89.6.8/configs/1010-1.cfg

N R REHERE

TR KN E S P 2 .

mor e system:running-config

SR 2 BN IR, SRR ORI I SCASTA
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{$ F§ Export #1 Import 45 % &1 Bif in 3244

X5 R E L 22 O T (R LA ST AT e A DA ST A

 &AEH] import webvpn #r & AR, HET, XEESCHRAFE A e . URL FIIER. IEE N2
AR 5 4O

* DAP 1% (dap.xml).
- CSD il & (data.xml).
« HUEEPIRIET
* A CA P A EAE A IR ST
i CLI 7] LAd ] export A1 import ir2- 85 3 APk 5 il B 1 &S e % .
TEEOYIXLE SO, Hhn A A import webvpn fir 4 SEE T SISO, TERAT UL R

P A TIE MK show v, 41 R os:

ciscoasa # show import webvpn plug-in
ica

rdp

ssh, telnet

vnc

P2 XN T KM, 81T export fird (FEAZREIH A rdp 3L -

ciscoasa # export webvpn plug-in protocol rdp tftp://tftpserver/backupfilename

{5 RIS &9 F0 1k 2 ST

1 m] LA A Sk 2 Fd &2 ASA L IWBC S SCF, B 4518 L import webvpn CLI s 2 S AT A9
JESCAE. CSD it E XML SC/EFI DAP Al 'E XML . T 24 i, FRAIASE BSOS B S RAE
PaE AR CA BHMAT HB &0

A X SEERAE S HE UL, IS 1T DA SR A FH SO 4k A 358 SR A XU Al FH IO REA A . BeAF
ARIHAHE T Linux 556, ZHH T Microsoft Windows R %5, 7551z H I FEAS 1938 0 Hok 4744
Mo

B &#nRE
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\)

AR W, WTLMEH] backup Fl restore fir 4. AOGTEAIE R, WS HPUT RN AL KO EGL ), 5 21
g

N ©

FEFFIR1E A & Fik EBI A Z H)
TS AR &0 RIS ASA S, 1 a4 AT L R AT45
* f#i ] Expect #2255 Perl.
o ZHEA LTI ASA ) SSH % /' bty o

o A TFTP 454, LUK ST ASA R 2 2447 3k 1o

T3 AN ETUEAE AT R o AT ORI IAS 2 AR T TSR T

LT R MR A, AT LT 2D 5%

TR KA T s UDIPRR R g BT R E .

H2 4T, i\ Perlscriptname, b scriptname 2 A SO 44 FR o

$IE3 4% Enter .

PB4 RESTORNEM NG B0%, 7T LAYES N Perlscriptnamefis B, % Enter £ Hir#i A\ ik
DB . Joie R IR 775X, A H B SR N BN JE T 41

PSS WASTFIRIETT, SoRHRIMMa4, X DO AL CLLid S, 80T LUYE H s P S Il s e
CLI, XAEREA B — PN SO RE A H o

=Y. NP

#!/usr/bin/perl
#Description: The objective of this script is to show how to back up
configurations/extensions.
# It currently backs up the running configuration, all extensions imported via "import
webvpn" command, the CSD configuration XML file, and the DAP configuration XML file.
#Requirements: Perl with Expect, SSH to the ASA, and a TFTP server.
#Usage: backupasa -option option value
# -h: ASA hostname or IP address
-u: User name to log in via SSH
-w: Password to log in via SSH
-e: The Enable password on the security appliance
: Global configuration mode prompt
-s: Host name or IP address of the TFTP server to store the configurations
-r: Restore with an argument that specifies the file name. This file is produced

H HH o H
|
o]
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during backup.

#If you don't enter an option, the script will prompt for it prior to backup.
#

#Make sure that you can SSH to the ASA.

use Expect;
use Getopt::Std;

#global variables

$options=();

Srestore = 0; #does backup by default
Srestore file = '';
Sasa = '"';

Sstorage = '';

Suser = '';
Spassword = '';
Senable = '';
Sprompt = '';

$date = ‘date +%F ‘;
chop ($date) ;

my $exp = new Expect();

getopts ("h:u:p:w:e:s:r:",\%options) ;
do process options();

do login ($exp) ;
do enable ($exp) ;
if (Srestore) {
do restore (Sexp,$restore file);
}
else {
Srestore file = "S$prompt-restore-$date.cli";
open (OUT, ">Srestore file") or die "Can't open Srestore file\n";
do running config (Sexp);
do lang trans(Sexp);
do customization ($Sexp);
do plugin($exp);
do url list(Sexp);
do webcontent ($exp) ;
do dap ($exp) ;
do csd($exp) ;
close (OUT) ;
}
do finish ($exp);

sub enable {

Sobj = shift;

Sobj->send ("enable\n") ;

unless (Sobj->expect (15, 'Password:')) {
print "timed out waiting for Password:\n";

}

Sobj->send ("$enable\n") ;

unless ($obj->expect (15, "S$prompt#")) {
print "timed out waiting for S$prompt#\n";

sub lang trans {
Sobj = shift;
$obj->clear accum() ;
Sobj->send ("show import webvpn translation-table\n");
Sobj->expect (15, "Sprompt#" );
Soutput = $obj->before();
@items = split (/\n+/, Soutput);

B &#nRE
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for (Qitems) {

s/"\s+t//;

s/\s+$//;

next if /show import/ or /Translation Tables/;

next unless (/”".+\s+.+$/);

($lang, S$transtable) = split(/\s+/,$ );

$cli = "export webvpn translation-table $transtable language $lang
$storage/$prompt-$date-S$transtable-$lang.po";

Socli Scli;

Socli =~ s/"export/import/;

print "$cli\n";

print OUT "S$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub running config {
$obj = shift;
$obj->clear_accum() ;
$cli ="copy /noconfirm running-config $storage/$prompt-$date.cfg";
print "$cli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub customization {
Sobj = shift;
$obj->clear accum() ;
Sobj->send ("show import webvpn customization\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before();
@items = split (/\n+/, Soutput);

for (Qitems) {
chop;
next if /"Template/ or /show import/ or /"\s*$/;
$cli = "export webvpn customization $ $storage/$prompt-$date-cust-$ .xml";
Socli = $cli;
Socli =~ s/"export/import/;
print "$cli\n";
print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub plugin {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn plug-in\n");
Sobj->expect (15, "Sprompt#" );
Soutput Sobj->before () ;
@items = split (/\n+/, Soutput);

for (Qitems) {
chop;
next if /"Template/ or /show import/ or /"\s*$/;
$cli = "export webvpn plug-in protocol $ $storage/$prompt-$date-plugin-$ .jar";
Socli Scli;
Socli =~ s/"export/import/;
print "$cli\n";

| wuikE ]
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print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub url list {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn url-list\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {
chop;
next if /“Template/ or /show import/ or /"\s*$/ or /No bookmarks/;
$cli="export webvpn url-list $ $storage/$prompt-$date-urllist-$ .xml";
Socli = $cli;
Socli =~ s/"export/import/;
print "$cli\n";
print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub dap {
$obj = shift;
$obj->clear_accum() ;
Sobj->send ("dir dap.xml\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

$Scli="copy /noconfirm dap.xml $storage/S$prompt-S$date-dap.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-dap.xml disk0:/dap.xml";
print "$cli\n";

print OUT "$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub csd {
$obj = shift;
$obj->clear_accum() ;
Sobj->send ("dir sdesktop\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

Scli="copy /noconfirm sdesktop/data.xml S$storage/S$prompt-$date-data.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-data.xml diskO:/sdesktop/data.xml";
print "$cli\n";

print OUT "S$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub webcontent {
$obj = shift;
$obj->clear_accum();
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sub

sub

sub

sub
i

Sobj->send ("show import webvpn webcontent\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;

@items = split(/\n+/, Soutput);

for (Qitems) {
s/"\s+//;
s/\s+$//;
next if /show import/ or /No custom/;
next unless (/".+\s+.+$/);
($url, Stype) = split(/\s+/,$ );
Sturl = Surl;
$turl =~ s/\/\+//;
$turl =~ s/\+\//-/;

wxms ]

$cli = "export webvpn webcontent Surl S$storage/$prompt-$date-Sturl";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

login {
$obj = shift;
$obj->raw_pty(1l);

$obj->log_stdout (0); #turn off console logging.

Sobj->spawn ("/usr/bin/ssh $user\@S$asa") or die
unless ($obj->expect (15, "password:" )) {
die "timeout waiting for password:\n";

Sobj->send ("$password\n") ;

unless ($obj->expect (15, "S$prompt>" )) {
die "timeout waiting for S$prompt>\n";

finish {

$obj = shift;
$obj->hard close();
print "\n\n";

restore {

$obj = shift;

my $file = shift;

my $output;

open (IN,"$file") or die "can't open $file\n";

while (<IN>) {
$obj->send("$ ") ;
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
print "$output\n";

}

close (IN) ;

process_options {
f (defined(Soptions{s})) {
Ststr= $Soptions{s};

"can't spawn ssh\n";
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S$storage = "tftp://$tstr";
}
else {
print "Enter TFTP host name or IP address:";
chop ($tstr=<>);
S$storage = "tftp://S$tstr";
}
if (defined($Soptions{h})) {
Sasa = Soptions{h};
}
else {
print "Enter ASA host name or IP address:";
chop ($asa=<>) ;

}

if (defined (Soptions{u})) {
Suser= Soptions{u};

}

else {
print "Enter user name:";
chop (Suser=<>) ;

}

if (defined (Soptions{w})) {
Spassword= S$options{w};

}

else {
print "Enter password:";
chop ($password=<>) ;

}

if (defined (Soptions{p})) {
Sprompt= Soptions{p};

}

else {
print "Enter ASA prompt:";
chop ($prompt=<>) ;

}

if (defined (Soptions{e})) {
Senable = Soptionsf{e};

}

else {
print "Enter enable password:";
chop ($enable=<>);

}

if (defined (Soptions{r})) {
Srestore = 1;
Srestore file = Soptions{r};

Cisco Secure Firewall 3100/4200_t B4 ¥ itk SSD

WREAMASSD, e SER BN ERRAID. B k300, 0] PIZE CLL BT L AR5

o PUBP L —A SSD - Witk SSD IS, AT LUE S . iR, WRE A —4SSD, I
TCVEAERH KBS TF A I LR

* JHER—A SSD - WA PN SSD, Al LI ER—A4 .

B &#nRE



| memmE

Cisco Secure Firewall 3100/4200_t (5 #vifk SSD .

o WRINEE AN SSD - WA —A> SSD, R LA INEE =4 SSD I TE i RAID.

THIIHEARA I BERE P L RAID FF A2 KR SSD TS OL M A KR I g S 808Ul 2 2%

L1 MERHL A —A SSD.

a)

b)

M RAID Ik SSD,

raid remove-securelocal-disk {1]| 2}

remove-secure <8 745 M RAID H il SSD, 25 BN i it thie, FExt SSD $AT 26 4 #E%
an G AR RAID H IR SSD FOrRFrH AR, ] LUd ] remove JBEY .

5

ciscoasa(config)# raid remove-secure local-disk 2

W3 RAID IR, H2| SSD AN BonAEdi b,
show raid

M RAID HIHER SSD Ja,  RHRAETE A1 BRSAZTARES K ool P& . 20 AN INEh 8k A 5104 ik

i

ciscoasa# show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

RS .“
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Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

ciscoasa# show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

c) MHLFEHEH SSD,
HIE2 5N SSD.

a) ¥ SSD MBS N A A3 Hikl
b) ¥ SSD ¥l RAID.

raid add local-disk {1]2}

H5 97 SSD [Al 20 2 RAID 1J g5 22 ) LA/, AESEIIRI By K G 58 41 E WA T . 8 2 nr LUFOH R
2, [FIDRAE RS a ks, {EH] show raid iy W k7.

TR 225 (1) SSD LARTE S — ARG B, 3 B FaUE IR, iHMA L Fir:
raid add local-disk {1]2} psid
Psid EI{E SSD & ARS8, EAILAENI A ARL, SSD W #: B ik AL I8 In 2| RAID.
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#A 2Ll
22 USB im [
BUIELLF, type-AUSBUf T H . T2 %I8, ErieaA 245 USBun 15 ). LA RIS 32
FF%EH] USB:
* Firepower 1000 %4
* Cisco Secure Firewall 3100
* Cisco Secure Firewall 4200
AN
o 8 EAA ] USB i 13525 S Eringg.

o MR USB i D422, Jf B IEE BIA ZHRF LI RE RO RAS, G FURBH R 2R ADIRGS, IF HAEA
5% NVRAM 1500 F ek T8 A M - (FXOS local-mgmt erase secure all fi74) .

* 41 4447 ROMMON factory-reset 5 FXOS local-mgmt erase secure, USB ¥ 14 505 i o

o XTI PR, AR S 3 B B 4T a5 L (0 USB 3 1 o iy 4 S B Al Y
Mo HJE, T EEPTINACRE S Yo A REAE B AL

ER JLThREAS M USB #Hl G H Cni ) .

P A5 USB il .
usb-port disable
write memory
reload

SLEH A M USB i, %A no usb-port disable.

i

ciscoasa (config) # usb-port disable

Requesting USB disable. This may take 30 seconds to complete.
Please execute 'write memory' and reboot the system to apply
any operational state changes.

ciscoasa (config)# write memory
Building configuration...

Cryptochecksum: 19d02ee0 671dbe24 88193adb bccb8147

12382 bytes copied in 0.530 secs
[CK]

| wuikE ]
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ciscoasa(config) # reload
Proceed with reload? [confirm]

PE2 ShmIRE.
show usb-port

EHURSEoR USB big L E o IS PIRES TR argetE. filn, witk4EH USB i IEA T Hingk,
A HDR AN B 25, S IR ok 8 H .

Tl

ciscoasa(config) # show usb-port
USB Port info

Admin State: disabled
Oper State: disabled

HAFECE R EIER

INRE TR FERRA EEER
A i AR 4 2 9.1(5)/9.2(1) ASA BUAESCF 242 5] (SCP) % F i Al IR 25 %, M 5

SCP 55w AT X i) SCAFAL 4 o

SINT LA Fis4: ssh pubkey-chain. server (ssh
pubkey-chain). key-string. key-hash I ssh
stricthostkeycheck .

BMT LU Fa4: copy scpo

FICE SSH N Al 5o H e 1) QUTABPOIBOAN) | FH F AT AEFAT SSH N2 BRI E PR BB, I rT il
HMAC FUhna kAL 2 A e 7k . IR H, &
A REAY B AL AR A BN A B AN . TR, R
SR R R T I R R 25 &5 1 . BRIAE B0 T
ASA S NP R LR b —F 8032 3des-cbeaes128-cbe
aes192-cbc aes256-cbe aes128-ctr aes192-ctr aes256-ctro 1
RGBS — P Bdes-cbe), WIMERESEE ST
128-cbe 25 5 W L. BN, BT Y, i
{5 ] ssh cipher encryption custom aes128-cbc.

SINTLL R4 : sshcipher encryption. ssh cipher
integrity

B &#nRE
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pumrsnneiiz I

TIREAFR

DIEEfE 2

FRINKE DL T 22 5 ] 1 3 30T IR 55 s k5 56 E

HIAE, BRI 200 B S 4 S 100 Xt T
TGRS, DRI AT T0E . e e TR
FHR A E-SRAE, IR 2 T, 22
DL

WARNING: The certificate provided by the
auto-update servers will not be verified.
In order to verify this certificate please
use the verify-certificate option.

MCER TR, DAL E S0k .
auto-update server no-verification

Bk T LU R4 auto-update server {verify-certificate|
no-verification} .

i CLI [ RS & ATk 5

9.3(2)

UL LME ] CLL RS AR E e SR S E, Wi
BAGATIESS o

FINTLLNir4: backup Fl restore.

P AT FUINZCHT ) ASA 5506W-X {4

9.4(1)

FATHAE SR RN BORT (1) ASA 5506 W-X A5

SINT LU R4 hw-modulemodulewlan recover image.

ISA 3000 ] H 84t A1 H 8Pk 2

9.7(1)

n] LU ] pre-set parameters in the backup F1 restore 21
TR ZHCK A H A 34 0 F/a A S Ik g . X L)

REME S TE AR DAMIA B A UG I E s e 4[]
R HAEIRES .

SINTLLFir4: backup-package location.

backup-packageauto. show backup-packagestatus. show
backup-package summary

R} SSH HEFZAE A FH SCP % /7 i I 75 2% SSH
i AR

9.17(1)

WIRAS ] CiscoSSH HER;, 228 ASA copy fir 45 S
3] SCP RS #s i M\ SCP HiR45 2% 52 il So -, b Z5iddi
ssh T2 4E SCP k45 2% F M/ ML L3 F ASA Vil .

Cisco Secure Firewall 3100 |/ SSD 37 #F RAID

9.17(1)

SSD & F N 3Kl #% (SED), WL %&H 24 SSD, ‘efi14
AR RAID.

S AE ) iy 4: raid, show raid, show ssd

RS .“
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HHHRE |

IhEE AR T &hRA IneElE 2
A% 1] USB ¥ 11 9.22(1) BRFEDLT, type-A USB 3 I &0 i I HICiE2EH . L

16, e UAECL ALY Bt T2 4 H AS ] USB b Ui
]

* Firepower 1000
* Cisco Secure Firewall 1200
* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

SR EAFEAE AR, JF AR S nak. Bhoh, R
USB ¥t HZE ], JF AR EA SR IL D BERI A,
D 1A ORAFEE RS, JF BAEANHBR NVRAM I 50
BRI P

pE s

BEDREAN 25 USB 421 & 5 L (CAUERAT)

BrEAE T4 :  usb-port disable. show usb-port

B &#nRE
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