E=TE 7 o]

REAHUTE R Telnet. SSH A1 HTTPS (fifi l ASDM) ila] ASA HEAT RS EH, W xt f ) ik
AT B A BOAE RN AL LA K G 4] 1) 8 6 SRR e o

o MUEEHEREYTH , BB

s WARGEHANE AAA, 5191
o WU, 239 UL

o EELVI MBI Dtk . B 42 T

it B & I8 A2 17 (9]

AFNENT A ASDM. Telnet B¢ SSH Br & ASA Vi, DA IAMAE BB, )08 S AEE .
. & SSH i)

SSH AN

o BEjjla] ASA B2 LLEEAT SSH Vilal, JRICTE ALVF ML IP Huhik (K37l H00 . % 3 A R4 Bl
H SSH.

o BT HEN ASA BFETEE 3R O BAAh, ANSCREX AL E: O34T SSH vl . 140, WS SSH E#L
PrFAEFE I b, RS E Az A e AR R U B

* ASA RFEIAME R/ IR EZE 5 Nk SSH &8s, ETE T RT&Z 0 100 NiER:, B
&, HTECE A AT RE B IEAE S R, RIS N — IRAE—ANSSHA T Rt AT s ok, A
R IE AN FH BT A B 2K

* SSH AN FF:
* EDDSA SR
* FIPSHI: T IRSAZEE

* B ASA copy fir 4ty SCP g5 as S I SCATF B SCP g5 &3 SIS0, e ZP0AT LAR #84F

| g ]
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B zassumsz

* ffiFH] ssh & 7E ASA 224 SCP fil45#% 7 /FEHLA F SSH Ui il o
* ffiH crypto key generate iy & 2L B X (UG HTH)2E ASA)
o NP HF SSHER /1 44 . 1§/ SSH LA J% pix B¢ asa ] /7 4 FI& St 3 i oL SR 2 ASA. E
{fiFH SSH, #2451 H aaa authenticationsshconsoleL OCAL i A L& AAA S 5IF; SR 518

I username fir 58 ARSI o WERELAEH] AAA 55 & A A E s 78 HEAT 5 3 56
UE, S A b B 47 B U S 504 46 s

« I HE SSH A 2.

FENCE X ASA T SSH Vi), i A F SSH AR 45 %% FF 4 2 FCVFI 1P Hbhik o B ] P 3T S B0AIE, 148
Al LAEH BUF J5 i

o A BB AI PP B AAA IR 55 2 O T A4 M T
o AR e (1 ] A A A 3

J& F SSH PR %5 2%
1T SSH M55 9 §i 5 AU VERE A0 1P MUl 44T LURCE 3L SSH IR 2 B

FHiaZ |l

c X EBGUT, RSP P AR . ENRGREDV BN R, HA
changeto context name.

S Hi5E ASA NHIZ A bk a7 B ER ) TP Huht, DL TEH B SSH # A .

ssh source |P_address mask source_interface

« source_interface - 5 &AL Coir & I 0 o XFTF WML, 548 MR a3 1 o

5 Telnet AN[F], 40T LAAE A 2 420 R 4% 1 _EAEH] SSH.
i

ciscoasa(config)# ssh 192.168.3.0 255.255.255.0 inside

$IE2  (W[ik) WEL ASA WiIF SSH <iE2 B, 231 0] 25 W R #7821 o
ssh timeout 4344

i

ciscoasa(config)# ssh timeout 30

B z=niE
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$TIE4

$IES

sRssiEss |

BEE NI A, JEECY 13 60 7380, BRME N 5 708l ERZHEIEIT, BROAFFSEN AR, W
B0 L2 SE ST AT AT SYIIN KA AR HE R DT s (KD )

CAIE) A 2420 (SCP) iRk 55 4 -
ssh scopy enable
SCP fIRk 55 a3 AT H RS RF o /b H S SCrF o IR R 5 )7 i 17 1) ASA AR SCA
SCP fik 55 #i AN S HF s sl BC A
(AI%) WL SSH & fid nes Hvk:
ssh cipher encryption {all | fips| high | low | medium | custom colon-delimited_list_of_encryption_ciphers}

il

ciscoasa (config)# ssh cipher encryption custom 3des-cbc:aesl28-cbc:aesl92-cbc

ERE R medium. R AN IBFAE A o 0 T 1e XA, M2 A 200 B eIk 22 4 44
HH .

o all B AR e T % 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes128-gem@openssh.com chacha20-poly1305@openssh.com aes192-ctr aes256-ctr

* custom RBEFRAE 8 SCAE IS E 717, LR 596,
* fips KEE TR EANAF A FIPS %69 aes128-cbe aes256-cbe

* high S48 e AR L% i . aes256-cbe aes128-gem@openssh.com
chacha20-poly1305@openssh.com aes256-ctr

* low KREEFIEEM. TRIEME S 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr

* medium X FIRE T A SRS (BRIAKE) : 3des-cbe aes128-cbe aes192-cbe aes256-cbe
aes128-ctr aes192-ctr aes256-ctr
(nfi%) T'E SSH Z5hE s 8k vk
(1T E 5 25 B frlist_of integrity ciphers} ssh cipher integrityallfipshighlowmediumcustom

i

ciscoasa(config)# ssh cipher integrity custom hmac-shal-96:hmac-md5

BRI A high.

o all JCEE 45wl T %% : hmac-shal hmac-shal-96 (Deprecated) hmac-md5 (Deprecated)
hmac-md5-96 (Deprecated) hmac-sha2-256

* custom K IR E A E UM INE R E 74T, LLE S 0.

* fips JCHE AR AT A FIPS 1% 8Y: hmac-shal hmac-sha2-256

g ]
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* high SREETF5 2 9B :  hmac-sha2-256

* low FHEFIEEMK. PR ETRE %55 : hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96
hmac-sha2-256

» medium JCBE FF R E R % : hmac-shal hmac-shal-96 (Deprecated) hmac-sha2-256

(H[#%) (Admin context only) - B'& Diffie-Hellman (DH) % 84 ki X «

ssh key-exchange group {curve25519-sha256 | dh-groupl14-shal | dh-groupl4-sha256 |
ecdh-sha2-nistp256}

Tl

ciscoasa(config)# ssh key-exchange group dh-groupl4-shal

ik A dh-group14-sha256

DH # PIAZ B Gk BT — D5 SO 3= ] A 5B M TSP S, I
FEENL SR RAE . B PIHTTER B R AR5 3 SR RAE. A% DH % P15 AP EAR{S
K WS RFC 4253, S REAEE PG St e B B PIAc#; B SLpr A 5 St .

ot

PL R 7”0 7~ 5 ASA ) SCP 2xiii. MAMES ENL BRI S im4hAT SCP SCfA%%. #ltn, &
Linux AL R ir 4

scp -v -pw password [path/]source filename
username@asa_address:; {diskO|disk1}:/[path/]dest_filename

VRNV, WERIEARIRE -pw, WIS TR #Y .

BCE SSH 377 a1 4% FR

R

PE1

1R 2 10 E SSH G456 31F

FiaZ |l

c W FEBEY, W RPAT A P AR . ARG EYV RN REE, A
changeto context name.

Ak SSH b T N (AGEH 4B ASA) &
X+ ASA Virtual, S7EFRE 5 H3h 12X

B z=niE
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5E sshimiair ]

a) AEREEPIX
crypto key generate {ecdsa elliptic-curve size |rsa modulus size}

oRIE

ciscoasa(config)# crypto key generate ecdsa elliptic-curve 521

* size- LA N BARL R R /N 49256, 38485521, ecdsa dliptic-curve
e size- K/ (LA R EAAT) 52048, 3072854096, rsamodulus
Fo 8 [P H /B, 2B BB B P B I T i . SSHA% LA R 5430 % 4H: ECDSA, 2

J5 J& RSA. {#i /] show crypto key mypubkey {ecdsa | rsa} fir4 A& %4, SSHAE 35415 N
<Default- type -Key>.

b)  CAfEE)  WUR AR T BRIA Y (ECDSAMI RSA) , i Bl F (1K) 3 5%
ssh key-exchange hostkey {rsa| ecdsa}

UARIEFERSA, W25 204880 S R i TSI THAe A, ANAEAL F BROA B ¥ I
A SRV

5l

ciscoasa(config) # ssh key-exchange hostkey ecdsa

S W EHURAE FIAAPE N AT

write memory

i

ciscoasa(config) # write memory

FEA S PErh QU nT T SSH U5 il T o WS BLF air @ S InA ] 42 G .
user name name passwor d password privilege level

XA A, AT A 2 30 ] 5 O 0 R s A S il . ANSCIFIEH] AAA IR 55 A3t AT A 3%
YIS RAE.

i

ciscoasa(config)# username admin password Far$capel999 privilege 15

BRTEOLS, RALZONA 25 ST 0 F1 15 Z R0, b 15 HAT A Al

oA SSH Vs [] J7 I A ML B AAA JIR 55 255 54 63 B0 10E
aaa authentication ssh console {LOCAL | server_group [LOCALT}

g ]
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gipia |
TP E SSH

X T H ssh authentication fir & (T )7 44, B & AE A A P15 U0 IE.  ASA BEaUAEHIA L
P PEBAT A ICE I S A B & DUE M B AT B MAHU ] ) 4 o dn R SSVEASHL ] AT A 8
WUEEREE RS, )55 S0 st i 4 2 cCHb G B A 1 B (3 36011 DA SR V3 A ) ]

IR

ciscoasa(config)# aaa authentication ssh console LOCAL

HZ AR ECE SSH

P 3L P 5y JE

FHiaZ |l

s FEZ I FRGUT, AR RHITE RS RAR . EMNARGE VR 2SR, A
changeto context name.

UK

SIB1 AEH SSH 75 X (BGEH T2 ASA)
KT ASA Virtual, STESRE G H 3B %X

a) RPN
crypto key generate {ecdsa elliptic-curve size |rsa modulus size}

-

ciscoasa(config)# crypto key generate ecdsa elliptic-curve 521

o size-LA K AL IR K /N 256 38418521, ecdsa eliptic-curve
e size- K/ (LA M EAAT) 2048, 3072884096, rsamodulus
T8 [P R /NBROR, A4 B8 B T 0 1A B ) At A o SSHfuTIDﬁF%‘;:iﬁ%}%H: ECDSA, %R

J5 7= RSA. 1] show crypto key mypubkey {ecdsa|rsa} iy &G %4 . SSHAE 3 4Fx A
<Default- type -Key>.

b)  CAMEE) WAL I BRIA )Y (ECDSARI RSA) , i s Al F (1K) 3 4%
ssh key-exchange hostkey {rsa| ecdsa}

USRIEFERSA, W ZUAE 20488 KB H . b T SCBUTHGRANE, AL HTER I3 P I
A SRRV .

5l

B z=niE
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noswgrarsssh [l

ciscoasa(config) # ssh key-exchange hostkey ecdsa

T2 FE PR AN

write memory

TP

ciscoasa(config)# write memory

FEAHHCE 2 rh B v T SSH U5l g

user name name [password password] privilege level

TP

ciscoasa (config)# username admin password Far$capel999 privilege 15

BRANEOL R, R R 25 BIANAT 0 F1 15 Z [l gn], b 15 BT AR S 2 a6 H
JOAd A LB B 56 F T AN 2 S5 A B I IF (ssh authentication), f45 i] B 75 52 AN T 25 At 61 4 1
Fo BEAE username T4 TR C E A1 G N IR IE LA RS, TG0 SRR BERE R A TG . AAA B4y
BUF, P Al AT R vk BORACE SSH Ui AR , 5 4 Tl EE: EZH username iy 4
nopassword 3, ; nopassword FEI RVFHAATAT S8, 1AL LE M. BlE SSH Ui AR , &
471

FOVFH AT A S BOAEACES DL 08 S A B0 AR, JFE ASA LRI A
username & Fx attributes

ssh authentication {pkf | publickey key}

i

ciscoasa(config)# username admin attributes
ciscoasa(config-username)# ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from "
AAAAC3NzaCllZDIINTESAAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiWe5Q
---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

I A username, R0 LU FH A EH S 0y B0 E GRS/ DL A A By B8 o 485 nT DASE AT A 1) A= il
ssh-rsa. B{ ecdsa-sha2-nistp JUIEE CRHFIET) B SSH B4 4 (N ssh keygen) “EAEH/
FEHRT. 7EASA BHiNZAH. ARG, SSHE P uiff HAAH (DL T-OIE 2T 1 104 iEH:R
ASA,

XY pkf B, RGUR RGOS PKE A8 D], etk 4096 7. e U Tt Tl Km o B
Base64 1 xU A IR 25 8 . 140, LA ssh keygen 2B 4096 A7 118550, SR 545 FL L4k

g ]
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B »2xzsnams ssH

PKF, JFH] pkf RN B PIRac. SER: BT LUK pkf b0ty i e % —le {1, {H PKF %
A BRI B SRS, Bzt write standby fir 24 fig[r] 2 PKF % 4.

X125, B2 Base64dmtd 1A%, publickey #&n] LA FIATA 1 2 B ssh-rsa. 8% ecdsa-sha2-nistp
JRUGEE] CATIETS) 1) SSH B84 e (it ssh keygen) A2 & HHXT .

Gt

PAR 7 B ez an el 4 1] PR A 5 HK) 2% P HEAT B A B0 -

ciscoasa (config)# crypto key generate rsa modulus 4096
ciscoasa(config) # write memory

ciscoasa(config) # username exampleuserl password examplepasswordl privilege 15
ciscoasa(config) # username exampleuserl attributes
ciscoasa(config-username)# ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

--—- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by xxx@xxx from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAv1BbyAd5PJCIXh/U4L0O
hleR/gqgIROjpnFaS7Az8/+sjHmgOgXC5TXkzWihvRZbhefyPhPHCi0hIt40UF2ZbXESA/8
JUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260chbZCSTx90QC/ /wt6E/zRcdogiJG
P4ECEdDaM+561+yf73NUigO7wYkgcrzjmI1rZRDLVcgtj8Q9gD3MgsV+PkIGSGigZwny Il
ObfYxXHU9WLAWxhUbA/x0jJuZl5TOMa7KLs2u+RtrpQgeTGTf£Ih60+xKh93gwTgzaZTK4
CQlkuMrRdANRzza0byLeYPtS1veLveF6dGtwlgrXSa+w/tV/aw9WUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciTuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS418b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/5zgHmCTAaGOuUIqORjo34+61+70PCtYXebxM
Wwml9e3eH2Pudzd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99CbZFINghY
NRxCQOY/7K77II==

--—- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

ciscoasa (config) #

U 78l AE Linux 58 Macintosh 248 |4 SSH A — ML =24, JPKBH S ASA:
1. {EFSEHL AR 4096 437 K] RSA AFHFIFALH:

jcrichton-mac:~ john$ ssh-keygen -b 4096

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/john/.ssh/id rsa):
/Users/john/.ssh/id rsa already exists.

Overwrite (y/n)? y

Enter passphrase (empty for no passphrase): pa$$phrase

Enter same passphrase again: pa$$phrase

Your identification has been saved in /Users/john/.ssh/id rsa.
Your public key has been saved in /Users/john/.ssh/id rsa.pub.
The key fingerprint is:
c0:0a:a2:3¢c:99:£fc:00:62:fl:ee:fa:£f8:ef:70:cl:£9 john@jcrichton-mac
The key's randomart image is:

+--[ RSA 4096]----+

(-

\
|+... o |
\

B z=niE
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noswgrarsssh [l

2. KB R PKF A%

jcrichton-mac:~ john$ ed .ssh

jcrichton-mac:.ssh john$ ssh-keygen -e -f id_rsa.pub

--—- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by john@jcrichton-mac from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAv1BbyAd5PJICIXh/U4L0O
hleR/qgIROjpnDaS7Az8/+sjHmgO0gXC5TXkzWihvRZbhefyPhPHCiOhIt40UF2ZbXESA/ 8
jUT4ehXIUE7FrChffBBtbD4d9FkVB8A2gwZCDIBXEM260chbZCSTx9QC/ /wt6E/zRcdogidG
P4ECEdDaM+561+y£f73NUigO7wYkgcrzjmI1lrZRDLVcqgtj8Q9gD3MgsV+PkJIGSGigZwnyIl
Qb fYxXHUIWLAWxhUbA/x0jJuz15TOMa7KLs2u+RtrpQgeTGTf£Ih60+xKh93gwTgzazTK4
CQlkuMrRdNRzzaObyLeYPtS1veLveF6dGtwlgrXS5a+w/tV/aw9WUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR13891NuNJHQS7IUA2mOcciIuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS418b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/52gHmCTAaGOuUIgqO0Rj034+61+70PCtYXebxM
Wwml9e3eH2PudZzd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QgqwluL4r99CbZFINghY
NRxCQOY/7K77IQ==

--—- END SSH2 PUBLIC KEY ----

jcrichton-mac:.ssh john$

3. R PR R BTG .

4. £ ASDM '}, KVGEBBE > REEIE > HP/AAA > BAMP, A4, R
Jo i dmEE . i Public Key Using PKF 35535 4k 31 i 11

5. IAEH RS Or LA SSH %3] ASA. X250, 5% A S L) e 25 G0 I 48 52 1
SSH #iH%514,

jcrichton-mac:.ssh john$ ssh test@10.86.118.5

The authenticity of host '10.86.118.5 (10.86.118.5)"' can't be established.
RSA key fingerprint is 39:ca:ed:a8:75:5b:cc:8e:e2:1d:96:2b:93:05:69:94.
Are you sure you want to continue connecting (yes/no)? yes

ARGURE 7R DU AE, AR 1 4

7 Enter your password for the S5H key "id_rsa”.

.

Password:

Show password

Remember password in my keychain

304010

[, i Wofs o LU R WA

| g ]
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Warning: Permanently added '10.86.118.5' (RSA) to the list of known hosts.
Identity added: /Users/john/.ssh/id rsa (/Users/john/.ssh/id rsa)

Type help or '?' for a list of available commands.

asa>

it & Telnet 177 |9]
S AV Telnet SE375 ASA 10512 TP MU, HEHUT UL R B IR, 152 bl L F e

o GNEVT ) ASA BT Telnet Ui i), WATFEAHF TN IP bk A v7 RN, 18 T AR B A8
Sy BeE Telnet Ui .

o BT HEN ASA BT A3 O BAAh,  ASCREXS oAb FE L 3E4T Telnet U5 i) . #1201, 40 Telnet
WU AR 00 b, ) AE &R BT R0 A 32 11 (1K) Telnet 345 . MRy mE 45 4h 2 5 VPN
EE. WS NS VPN Bl BTN, 5 14 T,

* BRAREH] VPN FEIE Y Telnet, 5 WIJCVETER] Telnet 17 17 fe i 2 4o 4% 1
o« BEAMERARINIRE 5 ANIFK Telnet 34%, 7EPTA TS SR8 Z 204 100 DS

FHIa Z |l

s XA FBET, G RPATE N P S AT . ENRGRE V2 SCE, HRA
changeto context name.

o B[] Telnet 17 1] ASA CLI, &% Nilid password fiy 4 W B 15 530 . i 1] Telnet R 247
Fh W B IZE,

UK

TR UUN ASA A7 THEE 3 H AR ik 50 B ISOE R TP Mol
telnet source IP_address mask source interface

* source_interface - ¥R EALAT Ly 44 8 Lo X IMFAL, iR e M4l 0. X4 VPN
BRI OEZ0 BLE VPN BEIE FIEELUTR , 26 14 70, iEfRE M4 BVIE L,

WARHA AR, BRI 22000 100, &in] IRCE. Telnet LLYS %% 11 .

i

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

N
g
N

BEE ASA 15 Telnet 2 URWIITIER L B, %2 ol ARS8 N 2 KK (] .

telnet timeout 434

B z=niE
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EEMAF ASDM & WTTPS i, ez [

TP

ciscoasa(config)# telnet timeout 30

BB ], JEECh 1 2] 1440 208 BOMEN 5 8. ERZBHAET, BRIAFRELN TR ER KK,
I 358 o1 oA T 380 e 8T R ST R e HE A BT e A B

w15
FH B infTit—& W 0 E g Hlkh 192.168.1.2 B ENLYT Al ASA:

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

N R AT fF 192.168.3.0 L% L TE B 7 AE S EBEE D L) ASA:

ciscoasa(config)# telnet 192.168.3.0. 255.255.255.255 inside

i & A ASDM B4 HTTPS 5 /0). Hith % Aif

U5 ASDM 5 CSM %3 fih HTTPS )°'3i, Wi 2201 F) HTTPS JRd . JF RoVE%E ASA 1)
HTTPS 4%, HTTPS Uyl CAE k) BRIARCE f9— 850 o WSS HTTPS V7l WBuTLL |
LR, S BLL RN

o Fi] ASA B2 10 DLgEAT HTTPS Ui i), ZNJGTE R AL 1P Huhbk g v ) 0l . 188 X7 de e A 43
BC'E HTTPS. {HJE, WiRENCE HTTP 5 [ ¥ HTTP 38 H3h # 2 1 2 HTTPS, M2 5
F SOV HTTP W5 ) B, 7500, %3 O JGiiWr HTTP & H .

o [T HEN ASARTETZE R4 I LAAN, AN SERent ot b 1 AT 37 B0 1) o 49 2t ﬁn%%‘fﬁimﬁ
TANRE O b, R B ) A R O R A B . DU P v — 91 I VPN
Z i NCE VPN bz L5, 256 14 1,

 FERIE ST, mEWTLIE 5 AN ASDM JERk&iE. 2T, SMEREL SR
ASDM &1, {EFTA I st 82 504 200 4~ ASDM 541

ASDM 2SI AN HTTPS 34— M Tl (R&AF () » o M #HATIE e (X
AT SN A AR o i, 2SRRGB 200 4~ ASDM il %78 HTTPS 2 ifi4l
B4 400.

o ASA AR S Ei s ME R (AT AD £ o 6 NIk 3E ASDM HTTPS £,
i TR % fLUF 100 4~ HTTPS & if .

o A ARAE R BRI S H SSL (webvpn > /3 A 4 1-1) F1THTTPS Vjin), W A) LA https://ip_address
Vilil Secure Client , M https://ip_address/adminijj i) 11 443, @158 )3 H T aaa B34 http
mHEIE, WAL ASDM Vi i) 48 & o .

| g ]
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B ==5T asom e HrTes 0. EfpE i

FHia Z |l

s R FBGUN, AN RPIT R T E AR . ENARGEE VR B SR, A
changeto context name.

B 1 0 ASA A7 TR B 2 0 AR ok Bl 1 BRI HTTPS JE R TP Hudik.

http source_|P_address mask source_interface
* source_interface - ¥R AT iy A . XS T WIMRAL, il @ ML R 0 . X1 VPN
EHYTN GEZ P OB VPN BRE BRI, 26 14 50, WEIREMmAK BVIZIH.
il

ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

Jei ] HTTPS A 45 2% o
http server enable [port]

i

ciscoasa(config)# http server enable 444

BRONEEOU R, g 1104 4430 Q88 oo 114, 1545 i HLALFE7E ASDM v fn) URL H . il 4, Wbk
U S T 444, I ANLLT URL:

https://10.1.1.1:444
AV T AR SR (¥ HTTPS % 37 1] ASA /) HTTPS k%5 . BRINENL T, f¥F ASDM. CSM
F1 REST API.
http server basic-auth-client user_agent
* user_agent - /£ HTTP i#3K 1) HTTP i Sk s € 2 ) o BT AR 47 o o AT DUSR 78 58 3 74T
FREGH AT s T R b 5 P AR R R SKUUHC . A e i) 45 o DLER
. IR, SUERAIRIX 9 KA.
fltn, curl $£ULHC LA R H AR5 o

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 libidn/1.18 libssh2/1.4.2

curl K AILHL LT I P ACEE 74 £ -

abcd curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 libidn/1.18 libssh2/1.4.2

CURL FAVLHLLA N P AREE 157 8

B z=niE
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FTIE4

BEMAT ASDM & HTTPS i5a). 2z i ]

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC z1lib/1.2.3 1libidn/1.18 libssh2/1.4.2

R M S AN EN R T . 2 ) (B4, python FE. curl Il wget) A3ZFE
#5015 5K Pyt (CSRF) %'T‘Aﬁﬁﬁﬁﬁﬁfﬁ\?}“iﬁ R, A 75 BRI SOV e Pl ] ASA JEA G4y
BAF k. T2 E, NIz VT & b

T

ciscoasa(config)# http server basic-auth-client curl

(ATi)  WE R TR .
http server idle-timeout /)4t
http server session-timeout ;-4
http connection idle-timeoutf}

* http server idle-timeout 731 - %' ASDM IEH: S R, JuFE R 1-1440 4381, BRIMEH 20
I3Bhe ASA W AR B (I H] Bt 3 A T3 PRARZS 1) ASDM 4%

* http server session-timeout 44} - WE ASDM 2G5, JERh 1-1440 4%k, LRI BR
WAL TEEHPIRA o ASA 23 T I ¥ &N (] B FY) ASDM 23

* http connection idle-timeoutseconds - % '& fiTf7 HTTPS %4 (f4$F ASDM. WebVPN FlILfhE
FUui) (R R, Y 10-86400 F5 o ML BRIAAL TAEHPIRES . ASA 23 i FF71 B 5 (¥ ik 8]
BEA AL T2 RPIRAS AU3E R . W1 [F] IR & http server idle-timeout Al http connection idle-timeout
fir4>, W http connection idle-timeout {5447

il

ciscoasa(config)# http server idle-timeout 30
ciscoasa(config)# http server session-timeout 120

w15
PLR /- S os afn] 3 FH HTTPS Al s a8 4 1 _Edbht y 192.168.1.2 11 E ALV 7] ASDME:

ciscoasa (config) # http server enable
ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

PUR 78] 7R Gnfr] £ 192.168.3.0/24 WI2% BT P ] LA ) 3 #8548 1 _EF) ASDM:

ciscoasa(config)# http 192.168.3.0 255.255.255.0 inside

g ]
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B 5 Asom s % ik SSLVPN FRE HTTP B2

73 ASDM 73 (8] 3 o % F i SSL VPN BCE HTTP EE [

BCE VPN [

T2 HTTPS iE#: 2 H] ASDM 5 G /i SSL VPN [ ASA. T A fk WL, v LK HTTP
EﬁL%EEW@Hﬁ%oWW,Lﬁ%EﬁHﬂR§WNMQMM£MMWNI
https://10.1.8.4/admin/ ¥J 7] 1j ] 7 T-1% HTTPS Hihik () ASDM Ji5 5 UL [fif

&R LLEE SE 1) IPv4 Al IPV6 Yl & o

FHIa Z Bl

W, IS ARVEENLIP MR U R R . (HE, X HTTP S W, 0200 H avr HTTP 15
IEUDLJ”JJ, B, ZE O IEE VT HTTP i1,

Jo P HTTP H5E i

http redirect interface_name [port]

i

ciscoasa(config)# http redirect outside 88

port fiff 5 £z 1 I H 5 ) HTTP 82w 1. BRIAE N 80.

8 R E RG]

AR VPN B — M0 B&aE, (HREFERE U AR DR B ASA, NI %80
FRURAE YT O . B, Wi NAMBEEDBE ASA, it sk ThaE e LAA#E ] ASDM. SSH. BY
Telnet ZEFE BN 1 8, JMAMEEDOPEARS, WTLL Ping WH .

)

B RER CiscoSSH HEAL (BRIAKE) , W) SSH A2t IhRE

)

R SNMP ASZHFhfg. A T5ET VPN [ SNMP, IRATTEIAE AR A4 10 F S FH SNMP. #8763 o F A
PR ) Sh A8 B AT AE R [0]322 1 A8 SNMP. BR[R1% 3% ] T SSH.

B TN ASA BT I L DAL, AN SCRER LA E: 1T VPN Uiin) o lan, anf VPN vy i) A7 1
ANEER I L, ) RE R ) AR R RS R . AT ASA (R EEE VTR 04 0 B S VPN, i
4 T, DEEASICAE 2 A Hhk .

AT PLUN 2R VPN B v LS BT i) . TPsec 25 )i IPsec 3k p5 [1] K] fij 22 VPN £ Secure
Client SSL VPN % ¥ii

B z=niE |
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FHia Z |l
o EHE DA SCRR IR

U B, I ELRCE SO NATRE, 5500 NAT BB # M. 4601,
B ASA Bk CLIRLEHS M I HIBINA T NAT RIS % —TEfif “NAT Al VPN 52
Vil #53

FaE MG — N TEN ASA IR ] (45 BREE 1 1) 44 9
management-access management_interface
XJ T Easy VPN Hluli fifalfiE, nJ LUREdr 44 BVI (R AU

i

ciscoasa(config) # management-access inside

Bz & Ay
Pl 3 BV BT R4 FAD TR AL EXEC B F R EBEA F 100 ;i SR S, 251%

et NI EXEC #85 BUAEUL T, St A . B E A2 fma al 5 1200 & i AR RRE R
IR, %K ANEI .

RS TEE R FE RN (0-60, Lo REasr) .
console timeout number

Tl

ciscoasa(config)# console timeout 0

BRUVKI Y 0, 4% £ A2y

BEN CLl 2R

A PR ZSAFAS I ST, AT LKA TR AR 2 BRI G — & ASA. M2
R, ARG ASA BATMIRI N4, Wt ThaeEH A H .

g ]
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B ==zs0e

FEZ NG SR, n] DA SR B AR G AT 22 8] B PR St I X5 T R P AT . AEARE BN St
AT E BIBOASRTT, B ENLA RIS SR

ERNEOL R, SR TF s ASA R4 . AEZESHGUT, SRR R 4. £ CLIFER T
AL 7R LRI H -

cluster-unit BORERER IR SRR G WA AR
context N2 B A 544 K.

domain BoRiE4 .

hostname BRTENA.

priority IR TE RS AR pri (FE) B sec (HliBh)

state BRI AL IR A A .

WfT bR, 43l state SSEE T SR PL N B :
s act - UJd MR, W B e LI & .

o sthy - O HiRRERS, W RAEALIE TR, JFHAT &M ok
HAbARE SR

* actNoFailover - A )i s #6ts, W& IEEALE T .

* stbyNoFailover - A i M %45, W& RAEAL R . X RESTE
ML AP AR BB LA b (R M i o A

XA, & B AR K.

A PR i A 2 X CLI 7R 4 :
prompt {[hostname] [context] [domain] [slot] [state] [priority] [cluster-unit]}
-

ciscoasa(config)# prompt hostname context slot state priority
ciscoasa/admin/pri/act (config) #

BN S (K WU E SR 75 & TR Y (BT AR () 2088

LB % RiEE

T ARG AE ] P E RS ASA I FEH] P 3805k 2 B A 7 e N A EXEC A3 P s 131
5

/Lho

B z=niE
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mazsuE ]

FHia Z |l
© NZEMBERE, TEIZRMIEARERBU TR W “Xia” s “if 7 S,
N ENMERAEIBITE AR o LA B A AR A BV ) 0 TE A 1) T «

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o ENIIRIE S, WHRALLTEN, "SI M % ASA B Telnet 8¢ SSH &1 :
© B A B RGN AE T R A BEAR T 9 5L

o (R BRI BN A TCP B NAT IR

o A AR IR B OUEN], 15 S5 RFC 2196,

IS INAELL S = AN]SR R IR G A2 F P B IGE RN (message-of-the-day (motd)), 7EH /&
KIS (login),  BAKAE 7 15 )R AL EXEC BT (exec).

banner {exec|login | motd} text
il
ciscoasa (config) # banner motd Only authorized access is allowed to $(hostname) .
M P ERE ASA T, RS H YW R message-of-the-day 18, A5 WK login MR AL R FF. 76 H
JUBRIE sk ASA J5, RGUKBIR exec HlE
WS IN—AT LAk, 15 Frbanner v A REAT Z AT
X T SCAR «
s RVFEE A, AN CLI I ek A IR ST .
* BT RAM HIAAER R 1R A BRI AN, Jo ARG B R
o AT A $(hostname) Al $(domain), AT LB N ASA [ ML 4 B4

* WERAE ARG E P O E R, P DA AR S E A $(system) AT R ORAE T 5t h A T %8
s SCAS

Gt

PLR 78 35 7R Wi 5 I message-of-the-day A4 11 :

g ]
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ciscoasa(config) # banner motd Only authorized access is allowed to $(hostname).

ciscoasa(config) # banner motd Contact me at admin@example.com for any issues.

A ===l A

B E RS IR AL
T LALE ASA T SR VFR B KA ISE ASDM. SSH AT Telnet 2316 i . a0 J ik R M, WA il
HAth &1, HAERRGHENE . MBI REH0E, WA PSS TERCAHLEI LI 6 41,

IR RN R, WREK ASDM STEREE N 5, MIGIERCE SR

AR WEREGE N o K BT (SSHAR) FREAME S B B DR PR, DA AR R

FHia Z |l
FEZ BT, R R PATE R TG RAT . ARGV BN SR E, 1A changeto

context & # fir .

TR IEMAL T i
guota management-session [ssh | telnet | http | user] number
o ssh-T B g KSSHA TR (A TIMISZIaD o BRIMEN 5.
* telnet- 1 B i KTelnet s W%, S TIN5 2 (8] BRIMEN 5.
* http-i% 5 5 KHTTPS (ASDM) 2316i%, /i TIRISZ I BN 5.
* user-BCEBFN P MEBRSIEEL AT IS Z M. BRIMER 5.
* number-& B/ T0 (FEFRED FI110000Z A2 18 S8 BAFAL A HAB S FA AN, thZ3
BB TR Z MK 216 S8 BRAME 15.

T

config)# quota management-session ssh 3

ciscoasa )

config)# quota management-session telnet 1
)
)

ciscoasa
ciscoasa
ciscoasa

config)# quota management-session http 4
config)# quota management-session user 2

P2 AFGAEAMH S,

B z=niE
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nrggrreE A i

show quota management-session [ssh | telnet | http | user]

T

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

MEGEE R BCE AAA

AFRIIEIT ARG B B SR I E . A PR fir 47

AL EEIRIIE

R & T CLI #1 ASDM i 4] i & 43 B8 iE

KT EREIE

Wi &5k ASA BT 215 I8 FH S0 B0 AIE o

KT SSH H4361E

LES

XF Telnet S14 3G E

B LR AT A T ARAEAT 53 B8 AIE AN TG B4 B UE 1R 5 1l T 384T SSH Vi 1)«

T G OP AL - LETC UM IRAE T, SSH ANa] H .

B I0ALE - WA E S0 RAE, T NLE AAA RS w5 8CAS b B 7 B0 e b i s R 2 44
e XA HGMIAE, ASANSCREARMEIRE . WA E SSH A GG UE, W ASA Bt

(AR 2 . A P A s i g sy, R IR AC & SSH S I0AE . oKk N H]
J EXEC iz,

A RAEAE T S A B AEFANE T S B0AIE A5 50 T 1) Telnet Vi), 352 B LR AT N

TGP - WA Telnet 2 AR G4 560F, &A% BNAZM NS0 (fifi
F password fir ¥ ) o BHERIE, PILELEEE A, ARG Telnet %1% 5] ASA.

TR HENH FY EXEC # .

H G AR KAIE - 40 55 Telnet A IFE, 5 MIALE AAA RS 2% 5l A H T F #5012 v i s I
JrA R, N EXEC AR,

g ]
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B =7 asomspnir

XTF ASDM 51756 E

A RAEE S I UEANAE R S A I UE I TS 20 T K ASDM U7 IR, 362 B LU AT N . 838 mT LUSE &k
BHHEIE, MAEZEEN AAA B KHE.

© SRR - BRANGOUR, W EAMEAT A ] 7 44 LGB 1L enable password iy 4 B2 E i
(BRANZE) ok ASDM. BRI UR Al 65, AERORERE FRES: S0 i E L
%y WA R AT Telnet #5852 IXAECLIFF AN &1, R SPREHE ;5%
ASDMI A SR fIHAT AT o enable VER,  WIRAEE SR BEw A - A A s Glu AN 2R
M2 =S, W ASDM Kek A iU B 2 e 75 A VL C o

< AEP S IRAIE - (SPRFAAS B A0 T CLER A P A A RUE 1o S NIE 15 FH P 44 s
i3, ASA 2R PKIAEE S UE BT R E

* AAA GOMIAF - J3 H ASDM (HTTPS) S Kb, 75 Z4 N AAA R4 2% sl A B P £ 22
& S P 4 N0 . ANRE T 25 F P 44 R FH 250 8 5% ASDM.

o AAA GOMIGAEINAE B S0 I0AE - (PR AAS . B HA) J5H ASDM (HTTPS) S35k k,
BN AAA RSS2 BA L 5 e rhoe SCIRTH P A4 s . an SRR P 46 Fs i o0t Tk 5 4y
WAL RARRN, REEGFRERNEAT. B DUEEEFE 7 MEB IR 4.

XFBITEHRIIE
WS LI AT A TR B I0AE IG5 403 36 AE A D0 U i) B AT #2856 65 i 11
o THIGAE - WERAS A BAT VG )i AT B EGAE, WA A 42 s ts . okt N P
EXEC f52,
o SOYIGAE - WA AT U IR A H S I E, IEEIATE AAA RSS9 BOA T P B A R B e X
P s fasts, kst N Y EXEC fiat.
%F Enable B{4I8F
WIHELZE 5 53 J5 3 N EXEC #4550, 5% enable 74, By A 10 TAE 7 SCH e T2 75 i H S 45 6
Uk

* No Authentication - 1 ANALE enable & 7355 0F, R4 enable iy 2 4N R 40 a3 I #05 Giit
enablepasswordir & ¥ &) , ZFHIVAE . B—KHiA enable it &1, RS E L
. (HAE, WHRAEH enable B3I, 7EfIA enable fv 45, WA LUREE H - S0 %
K, XL H P R IGe, War 8. A TIREH 4, 1§ enable 545k

* Authentication - 1 Bl & enable Sy KiiF, ASA S REHIATE AAA RS 25 8% A< H H 7 %
JE g ORI A4 R . 3T oy AU BT BRI T, DR P & e T A] LU
NGRS N E | e

AR I A B 72 1) enable B 30 1iE, W LUEST login #ir4>, SRAUES enable fir4-. login fir &2
B 40, (AN A ETT R SRS

B z=niE
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MEHIRERSE ASA w2z [

A\
AR WK T LLYS 1) CLI RS S HE AR EXEC R s i 20 A s B 22 e, D0 A 0

T o ETA DTAEGL T, W P BRI A 2 8l s (2 2 BRAED , WA A LA
7E CLI ] H SR U7 M AL EXEC i (AT E2Y) o 3, Al LUEH AAA RE-25M
ASEARTE G AT S I UE, SR BT A AR P E A 1 K, LABHIEAEH login iy 4, IXFEHL T

LAz mT LA 2R 40 A5 i 5 ) 5 A EXEBC AR

MEHIRIERFEE| ASA BIZ1E

U S YRR ASA A A K N TE4T: #ildn, Catalyst 6500 _E /) ASASM 5§ Firepower 4100/9300
L ASA. ST ENLERME RS R ASA 2 1E, 0T AR E FATR Telnet S0 KHE, HEARERT
LRI,

T, LRGSR E PR BT AAA . H2, WURAESHE S ShidE Telnet X,
AT SR IOAUE, S B0 UF s F X e il . FEURIE LN, A A3 1 5 AAA IR S5 #s B A b
JEAR T

it & F F CLI 1 ASDMif5 (8] B9 B4 18

FHiaZ |l

* Bl 'E Telnet. SSH 8¢ HTTP Vi nl.

o S TAMBEG MIRAE, THHCE AAA RSB, T AHL S I8 F, 375 7] A H B s I 2

* HTTP & H G 3 I UE A SRR AAA RSS2 410 SDI B3,

 WIhHeAS T I{E ] ssh authentication iy &4 AHL A 7 2 3E4T SSH A LA & 4y I60F . ASA [&
A A B AT A LS S IR . IhREOCEM T P 2 S W SR VEA A

AT AICE Gy B0 UE B 05, 7 S LR e S sCC B A S R e, DL SR VP kAT
(EVEE

X P HEAT A B 1) 1) 5 0 B
aaa authentication {telnet | ssh | http | serial} console {LOCAL | server_group [LOCAL]}

i

ciscoasa (config) # aaa authentication ssh console radius_1l LOCAL
ciscoasa(config)# aaa authentication http console radius_1 LOCAL
ciscoasa(config)# aaa authentication serial console LOCAL

telnet JCHE 7451 Telnet 15 ] ssh JCHE 456 SSH Uil (U1 ASL2 9 5 4y 56 UE B Al F A b
Bl e o http JCHE 7% ASDM Vi) . serial JCHH 742 2l 5 S D7 1)

g ]
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B = enable 535E 4 EXEC 10

ARG AAA RS ERALEAT AR IGUE, W LLKE ASA FCE N LE AAA IS5 ds ANl I IS YA it
FEVE NIRRTk fa e #4144 5 LOCAL (X453 KNS o dTEASHE R A 5 AAA
g5 e AH R P A4 R0, DO ASA SR FF AN 4 A I RO VE IR T 75 . B, BT BAR
BN LOCAL, DLHs AU 2 HIAE 20 Sy iy OAMEIRER) .

Bl & Enable I8 4F (454X EXEC #&5%)
Bl LA N enable fir 2 3B ATT8E T 5 4 3630 .

FIRZ Bl
WEZ 5T Enable S 500E , 2 20 Ui,

BEFE LU IE I Z — HI T8 P EAT B AR Ik -

3

.

B z=niE

ST AAA IS5 s BA B o HL T AT S B0 E, WAL R i
aaa authentication enable console {LOCAL | server_group [LOCAL]}

i

ciscoasa(config) # aaa authentication enable console LOCAL

RGP AR 2 A .

IR AAA ARG 2S4BT S0 5631, 7T LK ASA BCE N AAA RSS2 AN m] FH I A A
BARZEAE NIRRT . 388 RG24 5] LOCAL (X4 K/ANE)D o FEISUAE At Bcd 2 vp 4
5 AAA RS 28R P 4 R mt, DRk ASA BEIRFFAS A4 B A FHART R o7 2 (AT AT 36 7 o

o, BEATLLH A LOCAL,  LICREAS i it 2 FH A 32 2200 S Ay ik CAERTIRNRD
U DA e T B B o, WA AR i 2
login

i

ciscoasa# login

ASA $ETRHIAN AR . (RN ERD S, ASA R PR T ARG R e A B 2

F.

JHP AT AR B LB 2% R bl 6 ok U5 T A EXEC B4, e W R AR LR G Al
e %o WZAVEH PG5 U R EXEC # (LRI a4 3k I BB 40 5
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CEFRIEE S

BHH2 GRD 215, WERBCEAM AT S5AL WHTT R BER A 2 B4 12 AR GO0 B AR 223

B & ASDM it 51436 iE
TR AAA GHWIE, ST AR UEAFUE 15 5 50 UE. ASA KFEFt PKI (51T 500 TEIE 15

FHIa Z Al
BUAEHA AR SR SRR LD BE

T 3 HIE1 5 I -
http authentication-certificate interface_name[match certificate_ map_name]

Tl

ciscoasa(config)# crypto ca certificate map mapl 10
ciscoasa(config-ca-cert-map)# subject-name emailAddress www.example.com
ciscoasa(config)# http authentication-certificate outside match mapl

TSN R DR EAE P S 30 0E,  AEF 5251/ ki 0 B E S B 4eir 1. f&nT L2 Al
A, LIES AN R BEB S RAE

A BEERUE P UL ECUE L, 1 HR 2 match S FIBUR 447k {1/ crypto ca certificate map fir %
i T AL 55

(A3E) W E ASDM T ME 0 IR A 7 44 1) vk -

http username-from-certificate{primary-attr [secondary-attr] | use-entire-name |
use-script} [pre-fill-username]

N
g
N

T

ciscoasa(config)# http username-from-certificate CN pre-fill-username

ERINEAL R, ASDM 1§ CN OU J@ k.

* primary-attr Z¥45 & ZH TIREH 2 E M. secondary-attr 2845w B 5 EEE MR A T
IRAEF P i HAb g . s ar DU R DL R @k

* C - [HZ/HIX
* CN- 4%
* DNQ - DN [RE#F

* emailAddress - HS{4- ik

| g ]
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B ememEmss ou f asom i

* GENQ - AR ESF
*GN-#
*1- PR
*L-fiH
* N - &
*O-4Z
U - A fr
* SER - [741'5
* SN - #E[K
* SP- /A
* T - HRfT
* UID - {1/ ID
* UPN - JII )" 46445k

* use-entire-name J<BETH H 523 DN Z#5,
* use-script JCHE A EH ASDM ZE 1) Lua A .

* pre-fill-username JSCHE 7 AEHR R S AL PR I 44 0 R 2 S AT A AN, &R
G W ANHONE, P SRR T 4. RS, BT DU B G SR IE R

E A ERRHBUES CLI #0 ASDM 77 5]
ASA ST DUAE R B FE R U o) P EAT S B AE I CH AT T A X 43 F P A BB i IX 43 T B 1
R[] VPN R 4% 17 ia) F P 8257 1) ASA TR/ P& B2
FriaZ /i
RADIUS =} LDAP (Bi&tHY) AP

Y Pl LDAP BT S AIEINT, TR A LDAP J& 1t M2 LB W) 1) ASA J@ PE R IR b i #3240
hfit. MCE EAT 0 A1 15 Z 0] FIME IR 3 Cisco VSA CVPN3000-Privilege-Level. #8)5, 1]
|dap map-attributes iy 2 LDAP J&PEm i} 2 Cisco VAS CVPN3000-Privilege-Level.

> RADIUS IETF service-type J& 1 4E 4 RADIUS & 473 56 iiF FIHZAGH 3K (1) 45 5 A0 U5 0 #6523 B b AT
RIES, LT RR Tl S0 50 E 0 F P i R4 s A

ZE V7 A1 3232 0 A k3% RADIUS Cisco VSA privilege-level J& 1 (Vendor ID 3076, sub-ID 220) I, i%
JE PR TR 7m L IR o

B z=niE
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TACACS+ B

EAgmEmzs cu i Asom s [

1 “service=shell” 15 RIZAL, HRZ#% LA PASS Y, FAIL 15 MMM .

AR F

hh e 44 % E service-type v .

authenticationconsole iy 4 & & AT IR 25 34T 52 T ) .

ERFWEM

BOATE LR, service-type #& admin, LX) aaa

WS TR, TSR AAA IS SR R . ASA A TR S8 A 2 4 BV 17 200 o

BB 5 RADIUS/LDAP (B4t |TACACS+E'% AHEIEERE
gD B
SEAVI N - RVFEA Vi aaa Service-Type 6 (&%  |PASS, 455 1  |admin
authenticationconsole iy % i /€ IRATEAT IR S5 | B , Privilege-Level
1
i) - AV Eaaa Service-Type 7 (NAS |PASS, $5#(ZJ) 2 Jx | nas-prompt

authenticationconsole fir 45 [n) CLI B¢
ASDM. {HJ, WAl Haaa
authenticationenableconsole iy it & enable
SAOREUE, W CLIH P G4 H enable v 4
Vil EXEC FEAURE .

=),
Privilege-Level 2 J
]

Framed (2) A1 Login
(1) MR &5 2 4% R — U7
A AbHE.

EXet/ 3|

No Access - JEAA A BEVT 0] . P JCyEEH th
aaaauthenticationconsole fiy 4 I #5 & (14T
RS (AN serial Gt ARVFHAT Y
) o EREViR (IPsec AT SSL) H ATyl st
LRV ) 25 T EAT B 4 B E I 28 11 251
AT HAt IR 45255 (Voice. FAX &%) #%[F
—Ji A,

Service-Type 5 (i
i)

FAIL

remote-access

H AN

o BATEEHIG VT R AL E AR BT

o SIE DN E PV I L E AAA SO TEA R LT RE . 1

IS , 5521 T,
o WIERAEAE AN SO 00AE, WA Z0CE 3 FH D RE 2 AT TG & AAA RS54,
* HTTP HZHUAAE BAN B AR %2 3 HF .

ZxRIWEE H T CLI il ASDMij 7]

g ]
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121 4 Telnet A1 SSH Ji T & FFZAL -

aaa authorization exec {authentication-server | LOCAL } [auto-enable]
auto-enable JCHH - LV AT R M SAURU R 1K) 45 B 03 70 6 S N B Bk ANRF AL EXEC Bt

IR

ciscoasa(config)# aaa authentication ssh console RADIUS
ciscoasa(config)# aaa authorization exec authentication-server auto-enable

4 HTTPS (ASDM) Ji JH 4% FEFZAX -

aaa authorization http console {authentication-server | LOCAL }

Tl

ciscoasa(config)# aaa authentication http console RADIUS
ciscoasa(config)# aaa authorization http console authentication-server

Gt

PAF 75 o i de) 5E SC LDAP J@PEWLS o FEAR I, 2245 dia i 1IE ARl LDAP #EAT
SO B R i FH PR L s - BOs S bR iU 22 ] 43 51 2] SR IETF-RADIUS service-type il
privilege-level.

ciscoasa(config)# ldap attribute-map admin-control
ciscoasa (config-ldap-attribute-map) # map-name title IETF-RADIUS-Service-Type
ciscoasa (config-ldap-attribute-map) # map-name company

PUR 7”15 LDAP AAA IR452% N LDAP J& P .

ciscoasa(config)# aaa-server ldap-server (dmzl) host 10.20.30.1
ciscoasa (config-aaa-server-host)# ldap attribute-map admin-control

U R EPERR r A V i), AT BUE ASA L E fr B8 AR afE W AU AT a2 . BROAT
DUT, IR A5 EXEC A, A AR s MICR M & fiA enable diy &I (BIAE
A A e SN login fi &), AT ABE AR EXEC BEATFDT M) m g fin & (R ETC &

£y,

B z=niE
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Al DL R Ry RO k2
o A HBRLR 2 5
* TACACS+ R &2 AL FR 2 51

KF SR

AT LA Ay A58, D AR AU 7 o] LU i 2
IHNWSERNGE

A LA H R i AT

o RHOBURZ A - 78 ASA LR E Ay SRS . A, RADIUS 5 LDAP (14K LDAP &k
Wit 1) RADIUS J@ ) T ) CLI Vs i) BT S BRI, ASA 23 Az P 8 & e A Hh Bt
J&. RADIUS 5k LDAP IR 45 %% 52 SCIAIA R o F P Rl LA 1) 23 P ROASL P 2 031 B LA 0 5 1) i
Lo THTER, TP E OSSN P EXEC B0 (A gih 05 D o H PR
ﬁ%mmmmvﬁwﬁﬁﬁﬁ%ﬁﬁ EHE N EXEC # (A giillh 2 sl sl
login fir 25k ([UPRAHE ) o

A

ER BT DU A 2 AT AT P, LGRS CLI B 3AT enable &4
AFMTEDL T, ARG 2428 i\ enablefir &0, EHEHMAN RS
A, ASA 2 W E RN 15. RIG, HAT LA RS a0 5 i
0, DUELERA enablen (2 £ 15) Itf, ASA ABIEEHI n. BRIAEM
FHA Ay 2428 A5 AL FH X LL 25

* TACACS+ IR45 23U SR 2453 - 7F TACACS+ IR452% b, FCE P 84 £ 7T CLI U7 1) 1) 5 43 56 8
Ja T UAER 4. H P AE CLI Fr AN BNy 2 284l H TACACS+ 4578 AT 50 0E .

ZEIFRMLSEN
MG SI) AAA WEM LML, AFRFRZ AL EREERE,

T A AU, 2073 ) BC B 22 4 5 o BOTICEL RENS SEIN AN [ 22 4 5 BE AT AN A ) iy & 4%
B
AE AR AT, A B G R SR N E BT 44 SOV i AR BT S U T AT DT

ZE5t, BRI S AT BEARASTCVA G B A% iy BB I SRAE P AN RITE 22 4 1 356 2 1) ) iy 2 52 BUAT
REA 225, Al RE SR g i 3R

\}

HR R FRLH AAA @ L, A4 B RGN AT

SRR A
BOATHOLT, 2B a4 ie 0 ZeBURR, O Py Hofth i 220 K 15 2R
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* show checksum
* show curpriv
* enable

* help

* show history
* login

* logout

* pager

* show pager

* clear pager

* quit

* show version

IR AEATRC TR fr & B B T 15 50, R RULIS “configure” dr& B BIR 451, A
P TEEHE LB B
P B 71 an S 1R AR

T Tk A H Ay A AT AR 16 MR (0 2] 15) Z—M i S . BRAEOLR, S ard0m
0 Ll 15 AR . 4 mT DUKAREA T s SCEER e BUSRZRA, FS FH mT DU N 43 A PR 2% 3] 5 A
THRNEEAT 4 . ASA SCRRAEAMEEZE . RADIUS 45 25 5k LDAP k45 2% (a1 %% LDAP J& It
Wit 2] RADIUS J& ) e LI P AR 25531«

T K2 IR 20
privilege [show | clear | cmd] level level [mode {enable| cmd}] command command

i

ciscoasa(config)# privilege show level 5 command filter

X E DR B AR iy R A 4
Ui & RIS F

» show | clear | omd - B 1T i 648 1T J1T T 00 fr &0 o W sk B A BE B LR . #4110
WL T B SR R Tk, s LRSS fr & T3t CFE showsk clear 1i0)
s L no k. AR — AN, WA B A S T TE

B z=niE
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mEsasEn

* levellevel - /11~ 0 F1 15 Z (B9«

* mode {enable | configure} - 41 FH=A 4 A LLEH P EXEC B8R AL EXEC BT P
BN, I Hazar SR R HATAS R B ERAE, ] BLAR il v B R Se X R AL
B 2501 -

- enable - #f & 11 )" EXEC #a AL EXEC #K
* configure - ¥ E AL &L, W LLEH configureterminal i 2 dEAT 15 1) .

+ commandcommand - ¥ E L E K4 . B HEENCE S AR . Blhn, T LA B T aaa
A MR, HJEATT DL aaa authentication iy 4 il aaa authorization iy 4 124 5 .

T2 (L) NS RBUAH AAA JI . WREAT I 2, W ASA SNSZHRFAC LB 122 ™ B PR 4
gl JERE T HAB S T BROA VR 15 2.

aaa authorization exec authentication-server [auto-enable]

i

ciscoasa(config)# aaa authorization exec authentication-server

i 3 0 S B 152 B A YA BB CLL AT ASDM D71, 5 24 1T,

SR 3 o AL A iy SR G-

aaa authorization command LOCAL

T

ciscoasa(config)# aaa authorization command LOCAL

FEVCE A ARG, BRAREI Bl iy R BB Ay S4B BB Air L AL

il

filter fr & HA LI TN
« filter (X7~} configure L I5)
* show running-config filter
* clear configurefilter

T LI EER B A2 90 B AR G0, BE 1 2 e 504 i A T A st B R — U Z0) . BL
oSk e o3 5 e A AR TR A

ciscoasa(config)# privilege show level 5 command filter
ciscoasa(config)# privilege clear level 10 command filter

g ]
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ciscoasa(config)# privilege cmd level 10 command filter

o, LUl os i B A filter i BB 7] 200

ciscoasa(config)# privilege level 5 command filter

show privilege iy 473 R i .

LLR 751 7 mode S8 I . M P EXEC BEUEi A enable fiy4, 1 n] 4 fic &
R 7 1 1) enable passwor d 4 )52 sk B v (KA PR 2% 51 -

ciscoasa(config)# privilege cmd level 0 mode enable command enable
ciscoasa (config)# privilege cmd level 15 mode cmd command enable
ciscoasa (config)# privilege show level 15 mode cmd command enable

LA 7 7w A configure SCEE I B B4 4 mode #ir 4

ciscoasa(config)# privilege show level 5 mode cmd command configure
ciscoasa(config)# privilege clear level 15 mode cmd command configure
ciscoasa(config)# privilege cmd level 15 mode cmd command configure
ciscoasa(config)# privilege cmd level 15 mode enable command configure

)

I8 WA 17HT configureterminal 7y 4.

7£ Commands TACACS+ fR 5525 FELE S

8T AAE SR AU Il P I IR 25 4% (ACS) TACACS+ 55 4% by ALy s F Pk dy A i b 3k
FHECE ST X5 =07 TACACS+ RS54t TS DRSS s OB T AT S & BB IR VRN
.

W2 R LR E R4 ACS 3.1 BOR P ECE ay A IO s Horb e 2 SR S A 128 — 7 iegs s
o ASA BAFRALI ar A e & Kk, TS TACACS+ Aiss o5 Lo Al & M b5 fr

A

I o
ER R4 ACS W eG4 R “pix-shell” (R4, G ERI ] T
ASA 2B

o A B AR A AT BN S A S8, T A AT ECE. per mit B
deny.

i, 4% f4i4F show running-configuration aaa-server fir4>, i [ #ir 4 5 B/ N show
running-configuration, #XJ5EZ %7 BB permit aaa-server

* M1+ Permit Unmatched Args SZIEHE, AT LLASVFRWIRIELE IO i & S5

B z=niE
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# Commands TACACS+ 5 2 L EEHS ]

Bilhn, fEn PANALE show iv4, ISR SSVFETA show fiv 4. s BUEFH v, IXAEIE i C
T iy & AR (BRSNS , HE CLI FMEAEN GESH FED

1 R EEXHS

¥ Permit Unmatched Args

114412

AddiCommand | Femowe Command |

o X PR S, BT SR S, e VEAR LSS EL, Bt enable 5 help (i
ZWTED .

B 2: i BN BiRMGS

[ Permit Unmatohed Args

114411

Add Command | Remowe Command |

o WA EIRACSHY, A S BT LT HECE. deny o

B, % Y enable, {HAS fi4 enablepassword, 14 i FEP I enable, ST
M deny password. #fiffikd Permit Unmatched Args S23EHE, SXAEATIAE fOVF A H 1)
enable GEZ W TED .

g ]
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3EIESHE

BT - coit Unmatched A

deny pasanard

|

Add Command I Remowe Command |

114410

o YETEMAATHY S AT, ASA ST LA A4 R A0, RG] BN B S H N e A
NI RE & 3% 3 TACACS+ 45 2% .
Bln, RGN shlog, A4 ASA K34 show logging fir4 &% %] TACACS+ IR %5 4. {H
S, KN shlog mess, IS4 ASA ¥+ show logging mess iy 4 & 1% 5] TACACS+ IR %5 7%,
AN K259 1 show logging message T4 . #51] LARC B [7]— N5 i) 22 Bl ik DL Fi ) H:
45 GESHTED .

Bl 4iEEHES

=hoin [T Permit Unmatched Args

parmit logging
permit logging message
permit logging mess

Add Command | Femowe Command |

114414

o U RVFFTA A LU R B A4
* show checksum
* show curpriv
* enable
* help
* show history

* login

B z=niE
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* logout

* pager

* show pager
* clear pager
* quit

* show version

i & TACACS+ A S 24X

W3 JH H TACACS+ i &% AL, HH P ECLI EH A4, ASA 2¥5 A R 7 44 k1% 3 TACACS+
R 55 #% LABF 32 fir 2 2 15 R A

185 TACACS+ 8- 4%M2 Tl, 1545 LL TACACS+ G558 B g LM PP B4 8 5% ASA, FEAfi i+
T BT DB A S PR AR S0 B ASA. Bltn, #RNA% LISRAE T iy A5 BRI B L 7 B4 8
o AN, WRES R AMIE

ERSH e I B S 1T 7 IBAT 200, W RAFIC S . WS DA R i e, 8 ] DUE I &R
ASA KIKE i .

TR IR TACACS+ R4 se s hae HonT 5. 0B pt m] Sk 5 5 T8 3 75 24 HLAA 52 2 TUA Y TACACS+
R4S 28 RGN E A TUAIN S ASA HIERETE. Bltn, fEHH TACACS+ RS st p s — AN 51 1
EREHI RS 2R AN — AN SR 1 2 SR IRSS 8% o 1B ] LUK A iy A AU & A 7 TACACS+ JIRSS
PEANT] I [ T v

N4 TACACSH R4S 2 lic B ay 238, iEMAT LU R DI

B ANLUT i
aaa authorization command tacacs+_server_group [LOCAL ]

IR

ciscoasa(config)# aaa authorization command tacacs+ server group [LOCAL]

1T LLKS ASA i B W #E TACACS IR 4525 AN il FH Isf i F A B 30408 3 4 ok [RE 7k, angi s AR,
WHRE RS #RA A G LOCAL (LOCAL X7 K/NE) o s A HE s 22 4 5 TACACS+ Il
S-SRI P A R3S, Rk ASA SRR FFAN 2 45 A AT R 5 i AT AT 4R 7 o TR DR AE A Hh 2508
PR 2 BRI R E .
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B rvurEmpRETEEs

A E IR E P BB B AL R

i
B8

AP AS I K P2 B0 P 1 CILT 20 ASDM 5 1) (149 5 A7 BRI, R LA PG 5 ) SR oK SR 7 4R E I
(A1) Je B 0 8 I W S R b, A9 B L P AT S XU R e N A 5

ST SR AN G A A M B E I A B P, T ASIE AT DA A B e ) H A A s (49
T FRIZ U7 1 VPN 5 AAA i) , WAEH T AAA RS 883-4T S e (K 7 s

BOE A T, I RS CH OARNEILAB T P IR B, S SR N s, i
AT SRR R RAAL o BT S N FH T F user namefit 4 LL Mz change-passwor d i8> 51 250 25 i
FiaZ |l

o f A HL BB 12 A CLI 8 ASDM 1 M iL & AAA S IIIE.

o FEARMEHE P P4

(ATiE) BE R P S 2 A G R (LR AT o
password-policy lifetime X

i

ciscoasa(config) # password-policy lifetime 180

a4
P & s P A il T8RS 2 I M BE o
ARAEN 0 2] 65536 Ko BUAEN 0 K, FoRE AT,

I ATER, BaBR— B EHE. EEEIINE, HAA Ui RS . mEAER|
JaViE, WEHATEA MR

* 3 A B G username i 4 BT CE S

o B PIP BRI G i 0 CE .

CAIE) B 5 IHERAEL, B i 250 S B N A4
passwor d-policy minimum-changes value

Tl

ciscoasa (config) # password-policy minimum-changes 2

AL 0 F1 64 AFAF 21, BRAEN 0.
FRFUCAL 5 BTG5, TR LA T B /R 11 24 B 5 0 0 A 75 £ A4 9 8

B z=niE
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BT

Ni

I

B
7k

g

3

Cnfie) BE R M
passwor d-policy minimum-length {4

T

ciscoasa(config) # password-policy minimum-length 8

HRAER 3 F 64 NFRFL IR GEBUR/INERSKER 8 NF1F.
CAJI%) W E AU AT 1 B K 'S A 8
password-policy minimum-uppercase 1

i

ciscoasa(config) # password-policy minimum-uppercase 3

HRAEN 0 F1 64 AN pq5 2 i), BRINMER 0, Ros o/l
CAe) BB B I BAT () de /NN PR 8
password-policy minimum-lower case {&

i

ciscoasa(config) # password-policy minimum-lowercase 6

ARUER 0 F 64 NPT I BRINMEN 0, FRon o/ M.
CRTE) BB B LA JUHAT (1 B /N7 A 4

passwor d-policy minimum-numeric value

i

ciscoasa (config) # password-policy minimum-numeric 1

HRAE N 0 F1 64 N5z ia). BRINMEN 0, Foas o/ L.
CATIE) W& % WA 0 AT () B N IR T4 4
password-policy minimum-special 1

i

ciscoasa(config) # password-policy minimum-special 2

waspzmrRrrsrnen [

ARUEA 0 F 64 NPT FRRPATEREUUN 78 1 @ #4 8. % A &k “ (7 M

7 BRMER 0, FR BRI
A5 3

passwor d-policy reuse-interval {H

g ]
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il

ciscoasa (config)# password-policy reuse-interval 5

TR IR 5 2 A Y (2 22 7 DRSS ) AVLEC RS0 . B 4 )
passwor d-history fir 4 LU TE A AF a7 44 N IICE s tedr &0 AT il
ZR AT S Y A VLS ) B

passwor d-policy username-check

(nlik) wEHH P2 w2l change-password iy 4 8 0% 65, A& ik P Af ] username iy 4
B s

passwor d-policy authenticate enable

Tl

ciscoasa (config) # password-policy authenticate enable

BROABCE G ZE s AP AT DU A AT ik BE A B
U SR A e RE I 2l AL ] username i & B8R Y, F 2 ELEL R RS DRI B -

ERROR: Changing your own password is prohibited

ANE{# T clear configure username T MR A CLAOMK ™ o RS BUXFA, R0 2 woR U R
)[/l?ji ?\ﬁ A%\ :

ERROR: You cannot delete all usernames because you are not allowed to delete yourself

U SRAE B SRS L T A Y, U A T ) 8 T I R  B BE SOA B i o SRR R
SR S Oy 0L, USSR T s i B SO e W SRR R S A SRS S 3 6, DB vl DA e il
UL EAR S S R

WO A, AT LR D8R

AL
change-password [old-password old_password [new-password new_password]]

-
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ciscoasa# change-password old-password jOhncrlchton new-password a3rynsun

TR RAE AT S R N 0 S5 R 250, ASA SR,

FERMEFERAEICR

BOATEOL N, B D AL SR RAF 90 Ko T LRI Ubhfie, thml S ClFp LN i), % 365 Ko

FHiaZ |l
oA D SEAE B ORAT s AERUBRRARS AR IR, R 65 B i IR B L 11 LRSI S5k
« FERDPUINBIE, ASe kg I sl A

o MR [ —PPERZ Fh CLIASH 75 (SSH. ASDM. HATEHIE) B AR AAA S IIFRS, Ik
Dy ReR I T A M alok ) AAA JIRSS 2310 1 44 . ASDM B S AN ARAEAE T SR

o

W WE Gy LAl SRR SN )
aaa authentication login-history duration X

T

ciscoasa(config)# aaa authentication login-history duration 365

ALK days ¥ B 1 3365 2 0] BRIME A 90. FEAEF B Sid sk, 1%\ noaaaauthentication
login-history.

MRS, AR B B SRS il sk, Wik SSH 7R :

cugel@l0.86.194.108"'s password:

The privilege level for user cugel is 15. The privilege level at the previous login was
2.

User cugel logged in to ciscoasa at 21:04:10 UTC Dec 14 2016

Last login: 21:01:44 UTC Dec 14 2016 from ciscoasa console

Successful logins over the last 90 days: 6

Authentication failures since the last login: 0

Type help or '?' for a list of available commands.

ciscoasa>

Nij
g
N

BRGNP LK
show aaa login-history [user %K)
il

| g ]
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ciscoasa(config)# show aaa login-history

Login history for user: turjan

Logins in last 1 days: 1

Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: O

Last failed login: None

Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018

fC & B IR a1 i
£ CLI " show & Z AMFAE T dir &I, 7T LRSSk il B k£ 3] TACACS+ ik g5 4% . 47T
DIRCEAEF 2ok, S\ enable iy &I sl R H fir & i idik
XAk, AR TACACS+ IR454s
QL E S BE U 0] R enable dpAidik, IEHAT LN AP ER:

S AL T i

aaa accounting {serial | telnet | ssh | enable} console server-tag

Tl

ciscoasa(config)# aaa accounting telnet console group 1

AR ST AR P UE RADIUS # TACACS+.

A Adk . HH TACACS+ IRk 45 #8 S Frn 4 id ik
aaa accounting command [privilege level] server-tag

T

Nij
g
N

ciscoasa(config)# aaa accounting command privilege 15 group 1

privilege level S8 7S BN & B ARA SR )], 1T server-tag Z40/& ASA NEKf iy A0k 7 B A& 26 B 1)
TACACS+ MR- #3412 K

M E PR E

ERLOE LR, T I 4 AE CLI B 6 E I, mlResx i e iE Y ASA CLL. %, )5
ASA BRI IR E Vi) . (HE, RE LA ERE, Wnlfespiie.
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NRI T

& 1: CLI B 360 E 70 s S RANBE

EE-S

SR E 2 A LA T AR R

wiziggisE ]

Ihie BiE &M iR BRRFE: BAE FRIRFE: BiR
Aty CLY S IR AIE | ARAEAHE I B | W SR e h AT | SR P BB %YM aaa iy | A H 208 NACHAL & 5%
PECER R, WEIREER, |2, ASA. BT LUMNRGHAT
I H IS AT AR [F) S SR A SO I P o
Fe
TACACS+ fir 4% | IRSTa KB | RIS E LTI, |1 S BN AAA |1 Wk T ASA _LHIR %4
i i), HBAT | TGS sk s G e e AN L Aff 1 G2 1)
TACACS+CLI % 4} BUE R k. | AMEMA4 5 J%ZIKi’MﬁEEﬁEE?'JIEI M55 4%, EAH 215
A mﬁ%mzﬁ ASA. f&n
i %%%Wﬁﬁﬁ = 5
RADIUS CLI £ A S S R
LAl sEo v,
2. R A HbECH G A [
BTk, XA
TE R 55 75 9K IS4
JE o
TACACS+ ir 4% | IEEABCH WAL | A48, HIERE | 188 TACACS+ JIRg5# ) | A 218 WA AL 5%
i PR H P S B | R P JevE RN (K ASA. BN RGEHAT
AR | BTV TACACS+ |1 BB
5% \ o Mo ] DUIAE iy 2 9%
IR 55 4 AL B 5T AALE[]@E *X HEES TACACSH i
FLASA, FESREBIES ) o
IFEE AN aaa fr .
A b i A BEAL TR LA AL Ha AR, (B2 | St E B %M aaamr | fTH SN HHLE
BT P S0 FKIJHH%FI&E%J)\ Lo ASA. TTHU\M%%TM?E
Ko (SRR (51 S5 A 1 5O BB 2%
Al
1L ""‘I'L T
T I &ZIA 1)
WS LU i 2 R s a5 Ui )«
* show running-config all privilege all
iy 2 27 A i A TR 201
X} ¥ show running-configall privilegeall 4, ASA R &7 iy KA CLI i 243 Bic 1AL PR 2%

o

PLR & i 2 1 % s )«

g ]
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ciscoasa(config)# show running-config all privilege all
privilege show level 15 command aaa

privilege clear level 15 command aaa

privilege configure level 15 command aaa

privilege show level 15 command aaa-server
privilege clear level 15 command aaa-server
privilege configure level 15 command aaa-server
privilege show level 15 command access-group
privilege clear level 15 command access-group
privilege configure level 15 command access-group
privilege show level 15 command access-list
privilege clear level 15 command access-list
privilege configure level 15 command access-list
privilege show level 15 command activation-key
privilege configure level 15 command activation-key

show running-config privilege level 2%
B2 R EBURGON I 2 o level ZEUZRAT 0 Fl 15 2 [A] R385
LA 7R 27 10 ZRABR ) w4 73 i«

ciscoasa(config)# show running-config all privilege level 10
privilege show level 10 command aaa

show running-config privilege command 4

I dr 4 FH T 7R € i 2 AR 2000 «

PLUR 74 {57~ access-list iy 2 [ i 240 e :

ciscoasa(config) # show running-config all privilege command access-list
privilege show level 15 command access-list

privilege clear level 15 command access-list

privilege configure level 15 command access-list

show curpriv
M AT B Sirg A .
LUK & show curpriv i 2 1%t 7 ) :

ciscoasa# show curpriv
Username: admin

Current privilege level: 15
Current Mode/s: P_PRIV

N2~ show curpriv i 2 (K5 .

gipia |
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3k 2: show curpriv 55 i 15 PR

FE 15 BB

JIJ" 4 (Username) M4, R CLERA P 540 85, M4 FR)E enable 1 (FJ7 EXEC) 5§,
enable 15 (ffAL EXEC) .

Current privilege level | 255y 0 1) 15, BRARGEHC B A H iy 2 FE A A b TR B R 28 59 40 il fir &
) HBeAF R 0 R0 15 2.

Current Modes A U7 A
* P_UNPR - ] " EXEC #izt, (0 2481 1 2%)

* P_PRIV - ¥ EXEC #30 (2 245 15 40

* P_CONF - Ji¢ B,

* show quota management-session [ssh | telnet | http | username user]
B4 M T Bos BT e 21k

PL T /& show quota management-session 4 ()% Hi 719l -

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

* show aaa login-history [user % Fx]
e A T 2R 18 s st s
LR 42 show aaa login-history fir4 it 7l .

ciscoasa(config) # show aaa login-history

Login history for user: turjan

Logins in last 1 days: 1

Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: 0

Last failed login: None

Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018

| g ]
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BT EIBY R EIEE

R EBIFEIMALIZR

gipia |

IR &R FAMA |t
ASA SSH HER L5 ] 9.23(1) T FHAE T ASA SSH Hikk . JERL SSH HEARINAE & 0k — 1 HEAK
BB EURIfr 4 ssh stack ciscossh
CiscoSSH HERINAE Ay BRIA BB 9.19(1) BUAEERIAAE R SSH HEF: .
P MUy 4 : ssh stack ciscossh
Al 1324 SSH A Telnet 9.18(2) TS PUAE P LS InFA 0032 1 JF F 1 B R Tl g
* SSH
* Telnet
PB4 interface loopback. ssh. telnet
JUA} SSH HiAk 9.17(1) ASA ff L4 SSH HEMUEAT SSH 4. (e, &n] UG P Ad Ak

T OpenSSH ] CiscoSSH HEk . BRINMEARIRZL W ASAHER: . SR}
SSH FF:

* FIPS &Mk
 SEWIER, ARk B UERERIFJEAL IR S B
IEV R, CiscoSSH HEFSANSZHE LU T Thfig
* JH VPN I SSHIERE B oAb 11 CEr BT )
* EdDSA ##1%}
* FIPSELU T FRIRSA S B X

R TEIX TR, N4k ASA SSHHER:

CiscoSSH HEFE ) SCP LI EmE 41484k : 2§ H] ASA copy fir 44
PES 5] SCP AR SS #s i A SCP R 45 %8 52 I S0, a5 b2 ] sshifiy
A1E ASA I SCP Ar%5-#% 1 M/=ENLH F SSH Ui I ALBE .

B AE M A4 . ssh stack ciscossh
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wmpmanneias [

TIREAFR

L RA

A H B E B

ASA ] DU G 3SR R IO ) ] il B IR B e e k. eThfg
ANIE FHFRR G 9 15 . sk, H P EgeiRIneie, |
I ORBOLIK . B, H PR 10 0B E R, BRaReE
TR Z B clear aaalocal user lockout fiv 4. AXFRZ A 15
0 FH P UL A 32 B e 1 L R R

/MU 4. aaalocal authentication attemptsmax-fail . show
aaa local user

SSH Fil Telnet 254 5 (5427~

9.17(1)

AH P UAd ] SSH R Telnet & 5% ASA I, R4t 15E
MU, AR EL R SCEI R, RGUE RPN T OG5
{2, R ASA THIINE, WARSASTRHF, B IRE
SRt

TR ARATAE A - Bl R R S5 (1 VPN s 2 A
JIHE SSH B Telnet = Y110] B 5 (18T 8 Y o

s MU fir 4 show aaa local user

SSH ‘24 gk

9.16 (1D

SSH BLAESZF7 AR 22 4 ik -

o FHLE IR - cryptokey generate {eddsa | ecdsa}. [ T RSA,
FATERE N T % EADSA F1 ECDSA AU MR s
BHAELE, ASA 2253 LU R H: EdDSA. ECDSA, #A
Jo & RSA. Wi HAd H ssh key-exchangehostkey rsa i 4% ASA
A E A RSA 265, MIAZIAE i 2048 40 BB v 1) %
Ho N TSEIFAEENE, SCYATH BUIA PR H B E R,
ASATA AT/ NFIRSAF N EH . RSASCFRRAE N kA
THIBR o

A WA - ssh key-exchange group {ecdh-sha2-nistp256 |
curve25519-sha256}

* %5533 -ssh cipher encryption
chacha20-poly1305@openssh.com

o ANFISZRE SSH A 1 - CUHER ssh version #ir 4>

BrAs MUt 4. cryptokey generateeddsa. crypto key zeroize
eddsa. show crypto key mypubkey. ssh cipher encryption
chacha20-poly1305@openssh.com. ssh key-exchange group
{ecdh-sha2-nistp256 | curve25519-sha256} . ssh key-exchange
hostkey. ssh version

SNMP (1) B n)

9.14(2)

7EMCEm A VPN F%iE H’J%*ﬁwwﬁf TE D28 WS U 7] 7136 A AL
Az L TP Mk, AF A il A VPN #3547 224> SNMP 48]
H] VPN BLE #3457

g ]
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INEEAFR FEERA  |i%FA
HTTPS F Wi % & 9.14(1) WAE, ALl ASA HIFTH HTTPS SR E S WEN, 0F

ASDM. WebVPN HIHAh . LAFT, A http server
idle-timeout fir 4 H AV E ASDM 25 PR IN o 11 B[] I 3¢ 5 AN 8
i, B AT .

BG4 http connection idle-timeout

SSH N S A F e LK I 224
P M S5t et 21 g AR I 271

9.13(1)

SSH I B PB4 e XA (Blnh A5 s e rE) (14 4k
M BIBARIIMUF S . AR AT, e MR AR
e (RO B 1, KRR R R A R UG T s
fidh

FriME 4 ssh cipher encryption

M BRAE 7 BELAGS S5 P L SSH 3 P A ikt
"

9.12(2)

T8ZIAE Admin T35 1 BCE SSH B 8HACH#e s IT T SLA G 5ok 4k 7k
PEBEE .

P/ B4 ssh key-exchange

INAE 5 S5 I 75 228 24 enable %45

9.12(1)

enable BN Z I . BIAE, RG24 A7E ASA FE NFFRLEXEC
B, RGBSR EL SO — N2 DaE 3ANERIME, A
REds a5l B 4% . no enable password fir 44 o B AN 32 S HE

7€ CLI 1, #&nlLIFH enable fiv4 - login fiv4 CH P BLBR 2 53
E2 20 LA ) 83 SSH 8k Telnet 1 (415 5 F aaaauthorization
exec auto-enable) ik NFA EXEC . AR 715,
TEHB NI B

{HIEAE G ASDM I, DU X I MU (A Bk . BRI T
7E ASDM 1, ST AL H P 44 R enable 265 HIAT 8 5% o

FrME a4 enable password

TG B B B

9.12(1)

AE, RS nTDARCE RS TEEL B P B BRI DS
PR TR . DA, BRSNS ih . RS R
Ml & il TEE RIS, A2 SREUT, Wi KHTTPS
SR E R S, WITCERCE SR8 Ak, RGN E AN
% quotamanagement-session #ir 4, % BELE I SUACE TP T &
o HIAE, BOICRASIECh 15, W ECHIE N 0 (R
HD BOKT 16 MIMH, ETFHHORAR, IHES ASESCY 15,

FrME MU T4 quota management-session. show quota
management-session

B z=niE
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TIREAFR

L RA

B BB 800 B 50

IAE, fEH2 T Ui AR (aaa authentication enable console) 5§ /it
VFE TR EXEC V71 (aaa authorization exec auto-enable)
Jeis WS O BRI A BRGOAE OSSR RAE T, ASA
31 P SR g

W/ &4 show aaalogin-history

SSH 458 22 4 'k

9.12(1)

HZ LT SSH 224 itk

» % 4% Diffie-Hellman 20 14 SHA256 #4454, % B ILLE Jg BR
IME. SERATERME 4L 1 SHAT,

* W HF HMAC-SHA256 5238 VE N o BRIMMEIIAE 2 i s bE %
520 (fX hmac-sha2-256) . ZeRiBRINE AN AL,

W& fdr 4 ssh cipher integrity . ssh key-exchange group
dh-group14-sha256

VR T AR 2 1 HTTPS %8 ) 3 iy
o] ASA

9.12(1)

TRl DL AVFE TR W 28 1 HTTPS % ' iJ7 ] ASA (¥ HTTPS
. B R, foiF ASDM. CSM #1 REST API.

BriAE M4 http server basic-auth-client

RSA ZHIX 32 ¥ 3072 7% 4H

9.9(2)

REBUAE T LR B BZ B0 3072,

B EAE K fir 4. crypto key generate rsa modulus

KA ERML (BVI) ) VPN & B 15 1)

9.9(2)

BLAE, WRAE BVI LS H T VPN management-access, A LL{E %
BVI b & B IRS: (Bl telnet. http il ssh) o X T+ VPN 4%
HRYFI], AR PR R B b ARSI X 5

B4 https. telnet. ssh. management-access

CLFEH SSH A 1

9.9(1)

SSH A 1 B3, RKRAFHRAIT. BIARE S M SSH vl Al v2
MO SSH v2.

B MU A4 : ssh version

g ]
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TIREAFR

F A

L RA

XHET SSH 21 5 A ik i) 7 ALRAT
B IR 7 23 GV BEAT IR B 473

9.6(3)/9.8(1)

11 9.6(2) LARTHICA Y, #5763 1] SSH A H A3 5 (ssh
authentication) i, 1] LA DA BRI T A 7 £ 2R 1K) AAA
SSH 9/} 41IF (aaa authentication ssh console LOCAL). 7£ 9.6(2)
W, ASA BRI T AAA SSH S35l . e A,

W WA ) AAA SSH S50k 4% ]l ssh
authentication fir &I,  BRIE ST 2 440 H AL S 4 Bk 11
JUR A ISR BEAh, 7EWIHINCE AAA SSH AR R IE,
IECE R AOEH T RS~ 4, F Har AT H AT AAA Ik
43250 (444 aaa authentication ssh consoleradius 1) . i,
SR PoaT DU A S E (R AR, A
WA P A543 FH 25 5 F1 RADIUS .

REEATAT a2

o R

9.8(1)

BRI OLR, R il b RA7 90 Ko W LAZEAI LT RE, R
SRR ], 5% 365 Ko A4 —Fhel 2 i 275 7% (SSH\
ASDM. Telnet %) Jii HIAH AAA B RAERT, BLIhEAEH T
A P T 44

5INT LA Fr4: aaaauthentication login-history. show aaa
login-history

AL S B DL S LA S 0 —
}ﬂ)—"é ILEELJE/J ) EE"]E/] ) EUJ%H}%’;’;B@

9.8(1)

PUfE, wWRZEIEERE S ML L E (270,
IS 5 H P A4 UL RE R 65

SINT LA Fis4: password-history. password-policy
reuse-interval. password-policy username-check

] LAEE AR

ASDM T[] ASA SSL fi %% gt JUfid

9.6(2)

T UE AT B Gy I IR ASDM T, £
LIRS S ULRC .

Bi% T LU Ffir4: http authentication-certificate match

PUAE AT LLEERAE S

SSH 2~ %H 5 4y 5 ik e gk

9.6(2)

FEE B RRA,  SELE IS H SSH A %A 5 3 B3 1IE (ssh authentication)
I, AT DAAN 6 5 F T A ] - 5 21K AAA SSH 5 5 ik (aaa
authentication ssh console LOCAL). ZECEMAESMEE, B
WIH 5 AAA SSH S0 BniE . 245 11 P A8 B i A 2 FA 9,
RS AT DL AR S AT 305 0 FH - 44

B0k T LU R4 ssh authentication. username.

ASDM 45 FRFZHL

9.4(1)

FAE AT DA B4 HTTP 95 A 55 Telnet £ SSH 1 i) i B 47 B AL

5INT L Rr4: aaaauthorization http console

B z=niE
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Ihiae AR TFakA |t

UEFRLE H 1) ASDM H F1 44 9.4(1) 243 Fl ASDM ilE-B 5 43 564IF (http authentication-certificate) I,
A LATC & ASDM MR- U P 44 1075 20 3k n) AR Hh B S s
NI A R P A TOE R D g
SINT LU R4 http username-from-certificate

DSCHE PR — U 12 3 7 B 9.2(1) LB ACBUR 1145 B 03 v] LIl sk N B 2 -S40 30 AR IE — ot

NEAY EXEC 5%, aaa authorization exec 74N T
auto-enable LT .

BT LA R fir4: aaaauthorization exec.

%t IPV6 (] HTTP € [n) S FF

9.1(7)/9.6(1)

WAE, E0 ASDM # A8 JC& F i SSL VPN Ji ] HTTP € [ 2
HTTPS I}, w8 2 A 13 i 5 [n) 21 IPve ikl

] LA 23 T DiRE:  http redirect

FTHC . SSH N5 A 58 B B 1

APABPOAN

P T AESRAT SSH N & B e B a0 5520, JF ] L i HMAC
I AR A S T W R . ARSI, 180T Re Ay SR A AR 1S
SR BEAN S o TEER, A SRR EL T AT
PImEE . BIAEOUT, ASA SHNF Py LA T Hrp—Fh v
3des-cbc aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctro WIRLEREE LA S —Fh 8% (3des-cbe), WM fRE Szt
18 T~ 128-cbe &5 W1 RN B filhn, B M E ey, 5 H

ssh cipher encryption custom aes128-cbc.

FINT LU R4 sshcipher encryption, ssh cipher integrity.

SSH ) AES-CTR i1 9.1(2) ASA H11¥) SSH AR %5 %% SZ it I8 AE S FF AES-CTR AN

ek ) SSH B B A= 1l 25 4 1) b 9.1(2) FEIEREIAIA B 60 2 8h 5 Bl B4 %) 1 GB J5, SSH % E
A
FIANT LA F#ir4: show ssh sessions detail »

B TAE 2 B T ) ASASM,  #F | 8.5(1) HAR N FE T A #1432 45 ASASM &R & R AT S

MAZHHLIEAT Telnet FREHUTE ) & £ 43
LA

(], (ER AT AR B DG S5t G O S0 M R A IR S T

g ]
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ThEE AR FEEERA  |iAR
fEFHAHEE PR, SCREE B DU 3R | 8.4(4.1) A A Mo Ec P ZE L B F 7 CLI 58 ASDM V5 18] () 5 3 B AE ISy, 7] LA
I 9.1(2) C 5 T SR SRS SR HH - 418 5 N 1) B C5C3 i R e B b
51 a1 g K PR B LSO PR e /N - A A
5INT LU R4 : change-password. password-policy lifetime.
passwor d-policy minimum changes. password-policy
minimume-length. passwor d-policy minimum-lower case.
passwor d-policy minimum-uppercase. password-policy
minimum-numeric. password-policy minimum-special
passwor d-policy authenticate enable. clear configure
password-policy. show running-config passwor d-policy .
SCRE SSH A8 G 0 K iF 8.4(4.1). X5 ASA [ SSH 4, & nl DL TR 7 g A S
9.1(2) WE. R LR E AP SCHE (PKF) #5210 % 915 Base64 %4/, PKF
AR R]IE 4096 7. % T T K32 ASA ASCRHEH
Base64 #:0 (PR 2048 £7) (%8, 151 H PKF #%5(.
5INT LLRfir4: ssh authentication.
IAE 9.1(2) B kA 328y PKE 25 % 2
YT SSH % HAT 1) 8.4(4.1). TSN SZ ¥ Diffie-Hellman 41 14 ¥E47 SSH %A #e. IRy, H3%
Diffie-Hellman 41 14 9.1(2) Rl 1.
FINT LU R4 : ssh key-exchange.
SCRFIN A B b i KA 8.4(4.1)- A L E R ASDM. SSH il Telnet 415 (15 KA
9.1(2
@ SINT LA F A4 : quotamanagement-session. show running-config
guota management-session. show quota management-session.
P& 7 SSH %24 E: AP SCRF SSH 8L |8.4(2) M 8.4(2) Frifi, HEICILTHAEF pix 5% asa I F* 44 FE S 3 i am ik

W 4.

SSH %44 ASA. WEE{f il SSH, 2A%5if# F] aaaauthentication ssh
console LOCAL 774 (CLI) 5% “BiE \> W& H \> H J1/AAA \>
AAA Vi) \> B EGAE (ASDM)” SRACE AAA B I0AE; AR)51E
¥ username 774 (CLI) BUAKIERE “PlE \> &5 8 \> H
FUAAANS K (ASDM)” ke SUARHIAT o W REAEH] AAA
IR 55 A AN S A MO AIHE PEREA T B O S0 F S AN A B 3 56 11 i
HREM L.

B z=niE
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THRERFR FaRA | LR
BT A 7.0(1) FINT IR

FINT LT 4

show running-configall privilegeall. show running-configprivilege
level. show running-config privilege command. telnet. telnet
timeout. ssh. sshtimeout. http. http server enable. asdmimage
disk. banner. consoletimeout. icmp. ipv6icmp. management
access. aaa authentication console. aaa authentication enable
console, aaa authentication telnet | ssh console. service-type.
login. privilege. aaa authentication exec authentication-server .
aaa authentication command LOCAL . aaaaccounting serial | telnet
| ssh | enable console. show curpriv. aaa accounting command

privilege.
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