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G TN A

XF EIRSRIU RS SR B DY, HBERCE D iF st

* E - MBAEH] CLI 8t ASDM T-ahiafr S5 Bl s MR FIN, /il & None H4F.
o W - 2 ASA HBUSRRIN, il Sl AERCEETOL R, oMb A BRI A 35t -

W ASA BB N AEYAERIN R, IF H ASA AR E M a AR N AEAR L, e 4
Roth B GE H S WO R RR B . ASA S I Al A EEOHT NG BE DURE I fE k. 7E HA
WET, EXMIGOY, SRS . R E D, RIS,

AN output A2 ME A4,  action iy #B<3E ) 48 crashinfo SCAF. it £37E show tech iy 4
LA

SHEERNEF LRYIRIE

i B iR

EEM 4

M PR NRE P A R I, S PATFA A FERSNE R LR . AN AT TR e B
AT o %P H) S e B A N A e ME— 1. AT DU — AN BN I
ZAAE., L CLI 774, {4111 show blocks.

T U output i 4K B E At AR R E AL B . — OB — M i . BRIAECN output
none. MfE2x 257 action iy LM . fir &AL 4 BCE R R AR Z 0 15 G 1O
JURIEAT . SR FTREANRRAT T AN, DU E AT 2EAPIRZS . SR LUK action CLI #ir< )4 i &
R LR =AM E L

* None- iIXJ2ERIME, 2 L Fefth

* Console - ILA7 B R 4 i AR ) ASA #5466

* File - BLA7 B K m AL B S0 o U DA SO 3t ag H -
* Createa uniquefile - & C G B /NP I, SRRl T2 1) A I — A4 PR IR0 SC A
* Createloverwrite a file - 3 0 FH S B NP IR, SR 025 7 o 4 5 (1 S04

* Create/append to afile- &3 G HI A LS /NP IR, BERE T2 BN 45 % i 30 1F . iR
TR B SCAEANTAE, T2 B SO

* Createa set of files- JLiET 2> G — 4L HAME— L AR, BRI SEAFE B a5/ RE
I, AR R IXLE ST

AR AAENC B EEM 2 i A, 25 P48 DDA R 71 o
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B RARZEN
S ESEAT 5 Fi W
HAth A
s CERA B, ASA FRRAE - BOZRANN . EXFMEIL BT R M & T A 24
o FOFE IR N A PR ALY
* ANEEE L None F1 A1 Crashinfo F1Z 4.
* BUM RS H AN B S KIET] BEM HHATAC S, I AT fe £ sEma itk 5E o
o BRSO PSS ERA R 45 output none. R R R, A Zi N HAdL i AR
o FURE R A A BERR/NRR T a2 SC— i 351

BcE EEM

EEM [#JC E: h B P A 55 2 A
UR

pz R BROIFeE e St M NVAS R A Ol B LT o2 G DRI
TR 2 FEBREMEAERH A Fbr, 265 0.

PR3 BT EA N, T U

SR A WA TN AR, 55 7 5.

=M EER N\ RAEFHEESH

TR FAEE B NP IR BCE A, W HAT LN DR
UK

IR QU B NRE P IR N S B/ I B
event manager applet % Fx

i

ciscoasa (config) # event manager applet exampleappletl
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name Z ik 2 Al 32 T RECT T A SSVHE 2

TR AT B DY RE Y, A 4 no T3,
SR 2 MR FIE B D

description A

T

ciscoasa (config-applet)# description appletlexample

text ZHi 2 W LA 256 AN AT IR A 515 K g WSO G DR, 10 B SCAS AT A5 254
PR3 WRCEIRC M, HRMAU T LM O E R, IEmAA R G2 no B .
* ERCE RS H R, T RE BRI FAHE B PR RS HEH .
event syslog id nnnnnn [-nnnnnn] [occur s n] [period seconds]

ZNIE

ciscoasa (config-applet)# event syslog id 106201

nnnnnn Z80hR IR 2 48 H W B ID. occurs n K-S B8 248 H & B Uk 4 2 Kt
], FOEFHEE NN T A SR BTN 0 FRHEE 1 k. BRUEN 1 3
4294967295 period seconds JCHE - S EON HRR AL AUR AR EL, R SR BEER AN
P2 TR1 R FH A3 PR A O o 58 P B 1) P e 22 R — IR KB 0 31 604800 1H 0 R om A X
I A) B o

FORF AT IC BN FEREA OB N R B A A — JOF BB DR R 3, TERA LT 2.

event timer watchdog time 0

ENUE
ciscoasa(config-applet)# event timer watchdog time 30
FPEUITE R 1 - 604800,

SO BN R — X EARER A3 (BRAEMBRR R EI R INEIE) , WAL T 4.

event timer countdown time

R

ciscoasa (config-applet)# event timer countdown time 60

PPECHITELEA 1 - 604800, A8 UL Air-4 (1) no JE A2 IR BT I 1 I 4% 541
AR
WNAEX R R E, R S I T SR S ERNE T
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o BB E AR EA R A UOt B ER RS, EHEMAU N
event timer absolute time /i 204 b

R

ciscoasa (config-applet)# event timer absolute time 10:30:20

B TEI RS 8 hhimmess. ZFAFTE S 00:00:00 (441D % 23:59:59.
ASA HY IR 35 I 2 ok A g vt A

event crashinfo

Zn IR

ciscoasa (config-applet)# event crashinfo

A output fir & IR A4, action fir & #4x5E 4] & crashinfo ST, Hirth 3 7E show tech T4
Z I E R

fic & IRAEFAIRE M B /Y B4R

TG E B AR A ) 1R 2 BOX B bR, WEHATEL T D 3R

FEFFE AN L LB A
action n cli command “command”

T

ciscoasa (config-applet)# action 1 cli command “show version”

n &I AR ID. A% 1D ITEEE N 0 1 4294967295, command &I fF{E LA 5154, 50,
MR HEZAN RIS, WA R, 74 Rle BRI MME IR 15 (w1
FRIZAT. MWar Al REAERZAT AN, B EAT2ARPIRA . R a4 nrH, &,
noconfirm

P2 EFE AR H ARG AN A2 19 no FE U T Bt H A

* None i3l Z: 5 action fir & AL OZX/EERINBEED -
output none

i«
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ciscoasa (config-applet)# output none

Console I action 7y IR H ik B 65
output console

ZNE

ciscoasa (config-applet)# output console

pE S

BAT I A s v fE .

New File 15 4 1 F i RN S SRS N P action 4 TRV H A B8 AT
output file new

ZNE

ciscoasa (config-applet)# output file new
AT A RS N eem-applet-timestamp.log, i, applet & HAFE PLES /PRI AFK,  timestamp
A H YR, a8 YYYYMMDD-hhmmss.

New Set of Rotated Files i3 n] i) idt— 4 &AM 24285 NP oA, S lH RS2 o
B, HLBTA IR S0 R AR SNBSS AT EBT 9 5

output filerotate n

R

ciscoasa (config-applet)# output file rotate 50
BOBTIISCAE LA 0 27, e IHISCAE Bl s (n-1) s niEBUERHE. AT EVE L 2 21
100, CE#4 KN eem-applet-x.log, i, applet &2/ MEFIAFR, x &3S S .

Single Overwritten File BI04 action fir &4t 5 A B —A3CFh, SRR AN i )57 3
e

output file overwrite filename

ZNVE

ciscoasa (config-applet)# output file overwrite examplefilel

filename Z4 &AL (2 ASA) U4 . AWl LUdH FTP. TFTP f1 SMB H A5 3 ff.

Single Appended File 1104 action &4 H1 5 A2 —ANSCAFH, RS IR #B2: B 21 Js A S0
.

output file append filename

B ZssHamEast



| RgEHmmEazT

ZITEHEE
R

airenegeeies ]

ZNE

ciscoasa (config-applet)# output file append examplefilel

filename ZHUEAM (T ASA TN E) X4,

2R/ MEFF

FOATFAFE B R, AT U DR

IBAT AT B
event manager run applet

P

ciscoasa# event manager run exampleappletl

WAGSAT AT E event none fir & (A BLE MY, R applet S80S SH01 A Bl A
INEFPII AR

IRERATFS BECFN A FE H

SLLRNAF M A A DL, AT U 2D 5%

A WA H &%

memory logging [1024-4194304] [wrap] [size [1-2147483647]] [process process-name] [context
context-name]

T

ciscoasa(config)# memory logging 202980

ME— A S HOE WA H LSRG DR K26 H 3. wrap JESUH T30 501 9 77 H R0 sk 5 TR e AE da) 2
I RAF G X o SRR IX L BEORAT IR
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B =unesmnnsem

R

WRANAHEILREMX wrap 2K, SHES. MEMIX wrap B, RESF ik 8% K IE B FE
PR, DA A R A7 . size I T4 e K/ . process eI H] T 45 e e

a4
Checkheaps FEREHE 11— A BERESE 4 20, R & AARRRIEE Ty AR H A7 20 BO 4% o

context I ITFL LT € 44 PR A 25 € REAUT 5l sk A AE H S gk
LN H SRS, DA, REEREH .
BRI H &l E R .

show memory logging [brief | wrap]
show memory logging include [address] [caller] [operator] [size] [process] [time] [context]

IR

ciscoasa# show memory logging
Number of free

Number of calloc
Number of malloc
Number of realloc-new
Number of realloc-free
Number of realloc-null
Number of realloc-same
Number of calloc-fail
Number of malloc-fail
Number of realloc-fail
Total operations 14
Buffer size: 50 (3688 x2 bytes)
process=[ci/console] time=[13:26:33.407] oper=[malloc]

addr=0x00007fff2cdO0a6c0 size=72 @ 0x00000000016466ea 0x0000000002124542
0x000000000131911a 0x0000000000442bfd process=[ci/console] time=[13:26:33.407] oper=[free]
addr=0x00007fff2cdO0a6c0 size=72 @ 0x00000000021246ef 0x00000000013193e8
0x0000000000443455 0x0000000001318£5b

process=[CMGR Server Process] time=[13:26:35.964] oper=[malloc]
addr=0x00007fff2cd0aal0 size=16 @ 0x00000000016466ea 0x0000000002124542
0x000000000182774d 0x000000000182cc8a process=[CMGR Server Process]
time=[13:26:35.964] oper=[malloc]

addr=0x00007£££224bb9f0 size=512 @ 0x00000000016466ea 0x0000000002124542
0x0000000000bfef9%a 0x0000000000bff606 process=[CMGR Server Process]
time=[13:26:35.964] oper=[free]

addr=0x00007£££224bb9f0 size=512 @ 0x00000000021246ef 0x0000000000bf£f3d8
0x0000000000bff606 0x000000000182cchb0

process=[CMGR Server Process] time=[13:26:35.964] oper=[malloc]
addr=0x00007£££224b9460 size=40 @ 0x00000000016466ea 0x0000000002124542
0x0000000001834188 0x000000000182ce83

process=[CMGR Server Process] time=[13:26:37.964] oper=[free]
addr=0x00007fff2cd0aal0 size=16 @ 0x00000000021246ef 0x0000000001827098
0x000000000182c08d 0x000000000182c262 process=[CMGR Server Process]
time=[13:26:37.964] oper=[free]

addr=0x00007£££224b9460 size=40 @ 0x00000000021246ef 0x000000000182711lb
0x000000000182c08d 0x000000000182c262 process=[CMGR Server Process]
time=[13:26:38.464] oper=[malloc]

addr=0x00007fff2cd0aal0 size=16 @ 0x00000000016466ea 0x0000000002124542
0x000000000182774d 0x000000000182cc8a process=[CMGR Server Process]
time=[13:26:38.464] oper=[malloc]

addr=0x00007£££224bb9f0 size=512 @ 0x00000000016466ea 0x0000000002124542
0x0000000000bfef9%a 0x0000000000bff606 process=[CMGR Server Process]

O OO O OO O wwoon
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time=[13:26:38.464] oper=[free]

addr=0x00007£££224bb9f0 size=512 @ 0x00000000021246ef 0x0000000000bf£3d8
0x0000000000bf£f606 0x000000000182cchbO

process=[CMGR Server Process] time=[13:26:38.464] oper=[malloc]
addr=0x00007£££224b9460 size=40 @ 0x00000000016466ea 0x0000000002124542
0x0000000001834188 0x000000000182ce83

process=[ci/console] time=[13:26:38.557] oper=[malloc]
addr=0x00007£ff£f2cd0a6cO size=72 @ 0x00000000016466ea 0x0000000002124542
0x000000000131911a 0x0000000000442bfd process=[ci/console] time=[13:26:38.557] oper=[free]
addr=0x00007£f£f£f2cd0a6cO size=72 @ 0x00000000021246ef 0x00000000013193e8
0x0000000000443455 0x0000000001318£5b

ciscoasa# show memory logging include process operation size
Number of free 6

Number of calloc

Number of malloc

Number of realloc-new

Number of realloc-free

Number of realloc-null

Number of realloc-same

Number of calloc-fail

Number of malloc-fail

Number of realloc-fail

Total operations 14

Buffer size: 50 (3688 x2 bytes)
process=[ci/console] oper=[malloc] size=72 process=[ci/console] oper=[free]
size=72 process=[CMGR Server Process] oper=[malloc] size=16

process=[CMGR Server Process] oper=[malloc] size=512 process=[CMGR Server Process]
oper=[free] size=512 process=[CMGR Server Process] oper=[malloc] size=40
process=[CMGR Server Process] oper=[free] size=16 process=[CMGR Server Process]
oper=[free] size=40 process=[CMGR Server Process] oper=[malloc] size=16
process=[CMGR Server Process] oper=[malloc] size=512 process=[CMGR Server Process]
oper=[free] size=512 process=[CMGR Server Process] oper=[malloc] size=40
process=[ci/console] oper=[malloc] size=72 process=[ci/console]

oper=[free] size=72 ciscoasa# show memory logging brief

Number of free

Number of calloc

Number of malloc

Number of realloc-new

Number of realloc-free

Number of realloc-null

Number of realloc-same

Number of calloc-fail

Number of malloc-fail

Number of realloc-fail

Total operations 14

Buffer size: 50 (3688 x2 bytes)

O O O O O o o ww o

O O OO OO O oo

T ALATIEI, show memory logging R wJ {2 7R G5 BB KA K K184 . brief B0 onge k5
Ko wrap IEUE RIS I, RJETRER SR, DUt DU R A sl A A . include
TR A & 5t P A 5 B T DM RN 7B (HENTIRZ LU FIF B -

1. Process

2. Time

3. Context (BRIELEHALT)
4. Operation (free/malloc/%5)
5. Address
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6. Size
7. Callers

i A% A

process=[XXX] time=[XXX] context=[XXX] oper=[XXX] address=0x XXXXXXXX size=XX @
XXXXXXXX XXXXXXXK XXXXXXXX XXXXXXXX

2o 4 AT k. BRSNS TRl R s CLREdED .
Wi B A7 F Sl s e it

event memory-logging-wrap

EUE

ciscoasa(config)# event manager applet memlog

ciscoasa (config)# event memory-logging-wrap

ciscoasa(config)# action 0 cli command "show memory logging wrap"
ciscoasa(config) # output file append disk0:/memlog.log

ABEIR TACSK AT WAE P BCI/ANRE R o 2900 WAF H SIS OR TR, A7 H R0 ke g i A HE
BRSSO ST DU A BE L AR/

PR 78] S 7R SR (R S B NRE P /NI s — AT R B BR A AR B, IRl S N3
RN H ARSI NI ERAT — R IK H s

ciscoasa(config) # event manager applet blockcheck

(
ciscoasa(config-applet)# description “Log block usage”
ciscoasa(config-applet)# event timer watchdog time 3600
ciscoasa(config-applet)# output rotate 24

(

ciscoasa (config-applet)# action 1 cli command “show blocks old”

PUR 7R B < IR E ) A8 B Y . AERERR 1 miE0RT A 8 ASA, MR 75 B AR AF L -

ciscoasa(config) # event manager applet dailyreboot

(
ciscoasa(config-applet)# description “Reboot every night”
ciscoasa(config-applet)# event timer absolute time 1:00:00
ciscoasa(config-applet)# output none

(

ciscoasa (config-applet)# action 1 cli command “reload save-config noconfirm”

LUR /R B Bos AR P RS IR 3 mi 2 IRV AR 45 8 4 L (R A B MR o

ciscoasa(config) # event manager applet disableintf
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ciscoasa (config-applet)# description “Disable the interface at midnight”
ciscoasa (config-applet)# event timer absolute time 0:00:00
ciscoasa(config-applet) # output none

(
(
(
ciscoasa (config-applet)# action 1 cli command “interface GigabitEthernet 0/0”
ciscoasa (config-applet)# action 2 cli command “shutdown”

(

ciscoasa (config-applet)# action 3 cli command “write memory”
ciscoasa(config) # event manager applet enableintf
ciscoasa (config-applet) # description “Enable the interface at 3am”

(

(
ciscoasa (config-applet)# event timer absolute time 3:00:00
ciscoasa (config-applet) # output none
(
(
(

ciscoasa (config-applet)# action 1 cli command “interface GigabitEthernet 0/0”
ciscoasa (config-applet)# action 2 cli command “no shutdown”

ciscoasa (config-applet)# action 3 cli command “write memory”

5= EEM
THZ I LA fir 4 LU BEEM:
* clear configure event manager
W iy & P B A B AR IS A TG
* clear configure event manager applet appletname
Uiy T ANC B T I 2 i 44 PR S0 PR /AR
* show counters protocol eem
Py & F] R s FAAE B T as
* show event manager

i 4 R] AT 0% CUC B A S B AN AR S, B iy P ORI b — O e P
NP RN 1] o

* show memory logging. show memory logging include
Lo 0] WoR KT WA BCRT N AR A IS DL G v 5 S

* show running-config event manager

A ml BoR AR E HES BT E
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EEM 597 218 3R

& 1 EEM 87 5212 %

e e A= B LA |

TIREAFR

FarRA

L RA

RN AT 2L (EEM)

9.2(1)

EEM AR 45 445 ml LAk 1m0 - 32 048 FH - e ke e Pl ) H i e IR IR 55
AP AN 21 %: EEM W B s piivr it 4, DR e SCERVERT EEML i . 5%
PR RS INFE Y o 8T DABC B 22 AN R BB /N 7 SR i N A [R] g 5
PERIBAT A [F (31

SIANBAES T LA Fdr4: event manager applet. description. event syslogid.
event none. event timer {watchdog time seconds | countdown time seconds |
absolutetimehh:mm:ss}. event crashinfo. action cli command. output {none
| console| file {append filename | new | overwrite filename | rotaten}}. show
running-config event manager. event manager run. show event manager .
show counters protocol eem. clear configure event manager . debug event
manager . debug menu eem.

EEM [1] N A7 FR IR

9.4(1)

AT —IOF B IS RERAC Sk A A7 BC AT A AR T L, AR, 9 A7 H &
e

FATSIANEE S T L R4 : memory logging. show memory logging. show
memory logging include F1 event memory-logging-wrap .
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