Fi+ AAA B TACACS+ AR 5523

AR HUTECE AAA T TACACSH IR%5 25 .

o XTHT AAA If] TACACS+ iR%5%% , 1 W

o H T AAA 1f] TACACS+ JIRZS- v , 45 2 71

* iL® TACACS+ IR%52%, 3 W

o W4T AAA ) TACACS+ IlR%s4% . %6 1L

* T AAA 1¥) TACACS+ IR # i sl , 55 7 L

*F T AAA #J TACACS+ BR % &2

ASA STHREAH LU ST TACACSH AR %538 S 3 HiiE: ASCII. PAP. CHAP il MS-CHAPv1,

TACACS+ 14

ASA A3 ¥ TACACS+ JE1:. TACACS+ JEPErT 0 Fa S 6l FAFC KT RE . 1Z PR D
KA PE: SRR ME R T IE Bk . HRSS A% RN P v AR 20 RE A% BEAR ol B JE v, iy HL A 200K s il
PER PR Al E v T R AR, B S S A E R,

)

IR I TACACS+ JmtE, iHffRE O fE NAS FiEH AAA IRSS .

NERINIEH] T AR RACBE RN 52 SRR (1) TACACS+ SR @ 1 o

F 1: 58 TACACS + 1 1UNa N B 1

B i3t AR

acl fif e BN FERR AL B 1K) ACL.

idletime faon e BRI UE A T 2 1 BT UL TARE SRS RS (LM ioh #
fi) o

FA-F AAA £ TACACS+ BR 535 .



B 57 aan g Tacacss sz s

FIF AAA i TACACS+ FR 552 |

Bt

15t AR

timeout

AR B IR T AR R HT, B0 IR e SR A AT LRSS SRS K I K
A Bl B o

TR S FE Y TACACS+ ik & 1k

% 2: T8 TACACS+icHikE 1%

B

15 Bf

bytes_in

froE IE R R AR A A I O (AU 1 Eae )

bytes_out

PR BRI R A i e T IO BCR (U Ik .

cmd

E AT IS (AT ik .

disc-cause

FREAR VUERWOT I D I ACRS (OU ke %)

elapsed_time

HEARPTH R R (AU ki) .

foreign ip

FROE BRIEERL 105 7 i (4 TP Mtk o 5 SO T BLEH A B (M i IR & P 42
HEff bl .

local ip

feE 0 TR ERL, 20 i ORI 1P Hudk. @ SOW T HB RACHLERL
80 Tl oo/ M B 8

NAS port

WEER N2 1D,

packs in

R I 2 o R v i 1 i N e B A B

packs out

SRR I o R v A i 1 i ) e B

priv-level

WA A TR SR A P BRZGN, AIUBEE R 1.

rem_iddr

FRRE 1) TP Hhik o

service

FeE A IR SS o X TAXEEAT 0K BTG 00, 4RI E N “shell” .

task id

TR E LK 55 1 E— (£ 55 1D,

username

faE L AR

FiT+ AAA 1 TACACS+ AR 55 =5 /&N

KA HEAERCE T AAA ) TACACS+ IR 55- 2 2 1 VAR 75 1) UE DRI B A

. FAF AAA 1 TACACS+ AR %5 2%



| FF AAA i TACACS+ FR 55 58
& 1acacs+ 5% ]

IPv6
AAA R5#3 7] LU A TPv4 B IPv6 Huhil.

HoEm
 FERBLCUR TBLA 2 200 DMkl EZBLUN A ST 4 Mg asdl
 FEHREACN RN I IR 2 16 MRS Ay, EZ BT RN T 8 kS

« W SHLH ISE TACACS+ Fil Duo it & 2 K& G435 iE, WIZEAE ] Duo #iil & k)5, BT SSH %
Pei, nIRET T Y .

o X F4E ASA #4455 R IZ4T 1 FPR1000. FPR2100 5% FPR3100 &%), WAUEFLLF A 44

A
o WS Linux AT 4.
o WA /NS AR
o WDV A AREEUE AR A () BUE R ().

o WA E AR IR T, Bl at 755 (@) AR (/).

BCE TACACS+ AR 5585

AT A HUTHCE TACACS+ R4 25
UL

HIE1 HE TACACSH RSS2 , %5 3 i,
FI2 [ 4RI TACACS+ IR44% , 45 5 T,

Bic E TACACS+ AR 55 =84H

1 R TACACS+ RS 28 T B0 I6E . PR Eck, Wil 42 /0—/ TACACS+ IR%5 28
H, RGN RS BRI — G G RS 8. B LUZ L FRPR IR TACACS+ IR45 2540

BN TACACS+ R4 784, WEPATLL R PR

T T NS5 A 4LA PR

FA-F AAA £ TACACS+ BR 535 .



FIF AAA i TACACS+ FR 552 |
B =35 tacacs: mx s

aaa-server server_tag protocol tacacs+

T

ciscoasa(config)# aaa-server servergroupl protocol tacacs+

s\ aaa-server protocol fir &I, RGK S HEN aaa-server ZH A B .

FE2 TR P RS 8HT, SAPIE AAA TS BRI AAA 5555 5 B0 3% 103 SR 11 B
RHE.
max-failed-attempts %i 5

i

ciscoasa (config-aaa-server-group) # max-failed-attempts 2

number ZHER AT 1 2 5 200 BRIAE D 3.

DR AEAE A B e (RO T PR DD B T BRI, JF HALP I P A e g5 as e i mi b,

aE LN TR, MR A A TN, IR kBB T % 1ZRS asdl e AE 10 08 CRRIAED
WIRFFFRIC A TN, AR ORAZIN B A A AAA T SRAN 2RI R IR AT 4 201, T S B et Y [ 3R
Jrike EHEECERIN I NYIE, EZ 5 2L P reactivation-mode fir 4 o

WMAREA R ITVE, W ASA R4k S F Bz 41 ik 55 45
WIR 3 5 T F O A R W R 2% 2% 1 72 CROFTIB0G g ) o
reactivation-mode {depletion [ deadtime minutes] | timed}

i

ciscoasa (config-aaa-server-group) # reactivation-mode depletion deadtime 20

depletion JBE 7 OUAELL IO ITAT AR 55 e A T ARG B IR A 5 4 2 OB G Wb 2545 o

deadtimeminutes SC 8 72 HO0k T T4 € AR HT AL i) de i — A e 5% st 28 it 5087 IR B A i 458 e
ZRL I, YR T 0 2 1440 (BAZMBPON FALD 2 0] o AN C B [l 3B 3 A G eI, R 1)
INTRIATEH]: SR UERAEAH 2, HREPRAUN RS0 ERIMEY 10 208,

timed B AT AE 30 5L (8] BB S e e 25 %
PR A Bl B 24 BT A IR S5 45 -

accounting-mode simultaneous

T

ciscoasa (config-aaa-server-group) # accounting-mode simultaneous

WM ST AN )95 B R 55 2 6T B BRIA W B, %A\ accounting-mode single fir 4 o

. FAF AAA 1 TACACS+ AR %5 2%



| FF AAA i TACACS+ FR 55 58

e TAcAcss % [

A5l

PRl TS ey — & AR SS SR — & f IS5 4 00— TACACS+ 4.

ciscoasa(config) # aaa-server AuthInbound protocol tacacs+

ciscoasa (config-aaa-server-group) # max-failed-attempts 2

ciscoasa (config-aaa-server-group) # reactivation-mode depletion deadtime 20
ciscoasa(config-aaa-server-group) # exit

ciscoasa(config)# aaa-server AuthInbound (inside) host 10.1.1.1
ciscoasa(config-aaa-server-host) # key TACPlusUauthKey
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# aaa-server AuthInbound (inside) host 10.1.1.2
ciscoasa(config-aaa-server-host) # key TACPlusUauthKey2
ciscoasa(config-aaa-server-host) # exit

[ 2H #7550 TACACS+ AR 5528

T TACACS+ IRJ SR INBIS B4L, WEHRAT DL T B

ffi€ TACACS+ led5ds, LARAZNIRSS #4855 2 4L o
aaa-server server_group [(interface_name)] host server_ip

T

ciscoasa (config-aaa-server-group) # aaa-server servergroupl outside host 10.10.1.1

WRAFRE (interface_name), M| ASA ERIAME FH AER.
45 2% 0] LUAE ] IPv4 B8 IPv6 Hihil .

¥o e SR 2 RS N .

timeout

TR B RS 2SI IR (1-300 #2) &+ BRIMEH 10 0. X T4 AAA 345, ASA B FIRIER SR
(LT retry-interval iy 4 XTEBE) , TLENEBREIN . i ES R M5 H A 5] AAA RS
A2 max-failed-attempts #ir2 EFRE M) ER, WPRr< 5 AAA IkR%535, I HASA MMy —&
AAA JIRGA (R CRCE) RILEK.

i

ciscoasa(config-aaa-server-host)# timeout 15

FE 5 IR A% 2 I i 115 49, X ASA 55 TACACS+ IS4k 4T 88 42 B FH 19 TCP i 115,
server-port port_number

FA-F AAA £ TACACS+ BR 535 .



FIF AAA i TACACS+ FR 552 |
B si2mF An g TACACS: BE %

Tl

ciscoasa(config-aaa-server-host)# server-port 49

IR FRE RS EHE, ZHHEM T 10 m TACACS+ 45280 NAS HEAT 5 (1 56k«
key

TP

ciscoasa (config-aaa-host)# key myexamplekeyl

PR PHE R — DX KNG P B O 7, KN 127 A7 4F, EMME S TACACS+ k55
e EREPIIE . 127 A5 T PR AR R o S PISAE S AR 55 A Z R
s ez i S, I e i AR 55 4 R g8 B2 A i PIANRE R &5 25 4%,
{H VR LA 45 IR 745

in¥= T AAA 1) TACACS+ AR 55 25

R LN T W T AAA 1 TACACS+ R4 25K 4
* show aaa-server

A R ERCE 1 TACACS+ IRE-#401HE B Hi\ clear aaa-server statistics iy 4 115
TACACS+ IR&5# 4t 5 B .

* show running-config aaa-server

P4 n] B8 TACACS+ R4 #2171 E - 4 clear configureaaa-server fiy4 Al iR TACACS+
R 55 AR L

. FAF AAA 1 TACACS+ AR %5 2%



| FF AAA i TACACS+ FR 55 58

T AnA & TACACS: i 2tm i I}

FiF AAA B TACACS+ R 22 FidF

< 3 FF AAA 1Y TACACS+ FR %5 2809 £iDR

TIREAFR

L RA

TACACS+ fiR 45 2%

AR L E T AAA 1) TACACS+ R %5 2% .
FINT L N4

aaa-server protocol. max-failed-attempts.
reactivation-mode. accounting-mode simultaneous.
aaa-server host. aaa authorization exec
authentication-server . server-port. key. clear aaa-server
statistics. clear configure aaa-server. show aaa-server.
show running-config aaa-server . username. service-type.
timeout.

A5 IPv6 Hulik. FH T AAA ] TACACS+ IR%
e

9.7(1)

FLAE AT LUK TPv4 8% 1Pve Ml T AAA RS- 2%

A AAA RSS2 20 FIR 55 28 1 EoEe IR
FRYEINT o

9.13(1)

A IS 2 AAA RS 24 . (e semial s, fsaf
PLRCE 200 AAA RES252H CAT—ANPREIN100) o fE21E
SRR, BATDAECE 8 (i BREIA4N) .

AN, 2R, BTN E 8 MRS By (B
AAHT— ARG 4 MRS 28) o il SoiE ) Al R
16, fREFAAL,

BT LU 4 DL X Lo i . aaa-server. aaa-server
host.

FA-F AAA £ TACACS+ BR 535 .
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B 57 ana s Tacacs: RS BEHFH RiER

. FAF AAA 19 TACACS+ BR 5583
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