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<CustomAttributes>
<Attribute type='attribute-type' value='attribute-value'/>

</CustomAttributes>

PS5 HHAE (OK).
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“project” & X HE @k

<CustomAttributes>

<Attribute type='role' value='Developer'/>

<Attribute type='project' value='Alpha'/>
</CustomAttributes>
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hostname (config) # attribute source-group VMAgent type esxi

agent-name Z 15 i€ EAUN LR AR TR type ZHU IR PEACEE 2R .

pE

HHT, ESXi tME—32 KRR AL,

fic B 41 vCenter FHLFEUE: host ip-address user name ESXi-username passwor d ESXi-password

IR

hostname (config-attr)# host 10.122.202.217 user admin password Ciscol23

Jic & vCenter 3045 IR F7 445X & keepaliveretry-interval interval retry-count count

TP

hostname (config-attr) # keepalive retry-timer 10 retry-count 3

BRI CRFFEEFE VT I A8 0 (RIS 30 BB REAT 3 IXHER.
KA R LS MEAC G E . show attribute source-group agent-name

il
hostname (config-attr) # sh attribute source-group VMAgent
Attribute agent VMAgent
Agent type: ESXi
Agent state: Inactive
Connection state: Connected
Host Address: 10.122.202.217

Retry interval: 30 seconds
Retry count: 3

Agent State K OREF ARG BIPIRAS, LR HC B M 480 SO 48 8 i SOk Jm k.
B R EA:  exit
i

hostname (config-attr)# exit
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Ja X% 4492 object-group-sear ch access-control
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hostname (config) # object-group-search access-control

WIS IR AL Z, A Rl E ST R M 40 4
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Tl

hostname (config) # object network dev

e SRR CBAREE . BT E R attribute agent-name attribute-type attribute-value

i

hostname (config-network-object) # attribute VMAgent custom.role Developer

agent-name 15 & VM B EACHE, 1S <XREF>. 1545 a8 1 1 190 4 0k 5 i oA 4 FH R R i
FEPEAREL, MRGES AW AR EBOAR RN S R REE . AR AR “ 8
AFRE” k2, HEMEH host Fir &4t EHUET .
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PLUR 7 R T R A A T IR P M 8 0 5 dev, HLAfi 24 “Developer” o VM JEPEAHELS
vCenter i {5 JfIR [FIVCELJE P customurole [¥1 T3 FEFIMLYR E «

hostname (config) # object network dev
hostname (config-network-object) # attribute VMAgent custom.role Developer

PLUR 7 A R 2 B 5 T Jm PR I 48 5 5 test, AN “ Automation” » VM JE PEACEE
L vCenter il 5 FH IR M VLHC JE % custom.role K FTE ERINLIYR & o THER, A )RR
F 5 E—A Rl A
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hostname (config) # object network test
hostname (config-network-object) # attribute VMAgent custom.role Automation

CLUR 78 4 350 H 41005 T 8 1k 1 9 24 56 % project, Hffifily “Alpha” o VM @B
vCenter J8 {5 IR [1| FEFC & 1 custom.project [T RESNLEEE » THIEE, FLeitHhLm 2 A
JEMEES.

hostname (config) # object network project
hostname (config-network-object) # attribute VMAgent custom.project Alpha

LU 7n B s BAT R & P K . A TG sk K VM & PEACEE

hostname (config-attr)# show attribute source-group VMAgent

Attribute agent VMAgent

Agent type: ESXi

Agent state: Active

Connection state: Connected

Host Address: 10.122.202.217

Retry interval: 30 seconds

Retry count: 3

Attribute requests pending:
'custom.project'
'custom.role'
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BUR, AR AL Bk, [0 BC AR il P2 SEms m] DR A R, ANEA TG A BE

1Kk ACL JIrfy rl LT e 8445 2, IS P I E ACL.

T T M R P 25 6 B B AL & B 2 ACL 45 H (ACE):  access-list access list_name extended
{deny | permit} protocol_argument object source object_name object dest object_name

i

hostname (config) # access-list lab-access extended permit ip object dev object test
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TEIGAT :
* access list_name - HWEILA ACL 1% K.

* Permit 5§ Deny - IR S AFILHE, deny S 7 nlHE A o FHER A (. WA AFULAC, permit Gt
FH] SRR A IR

* Protocol - protocol_argument & IP i :
* name 5§, number - 5 E VMY IR BT . FRE ip AN T IT A .
* object-group protocol_grp_id - #§ {4 object-group protocol iy &G K RSO % 41
* Source Object - object & & 1 ] object network #2815 FIFE T & MR &S %) 4 o
source_object_name F i & 3% AL I 5 o
* Destination Object - object i 72 1{i ] object network iy 461 1) 5 T Ja M 1K P 24 X6 52
dest_object_name $i & 4 F i 40 K% B S
$122 ¥ ACL 455E #4214 J5 N 1% ACL: access-group access list_name {in interfaceinterface name|
global}

T

hostname (config) # access-group lab-access in interface inside

X VRS E 1RV T 24
* FREYJE ACL &FR. T LUAREANEE O ERRFT ACL 28R E —> access-group T4
o in KEETFB ACL M AN E

* J55E interface £ 7k

XAVl $RE global SCHE T, LR ACL N T 7 #% 1At 7 [

T
PR 7 9 S o] = Joy B I 1 s R PR € ACL:

hostname (config) # access-list lab-access extended permit ip object dev object test
hostname (config) # access-group lab-access global
hostname (config) # show access-list
access—-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300
access—-list lab-access; 1 elements; name hash: 0x62b4790b
access-list lab-access line 1 extended permit ip object dev object test (hitcnt=0) 0x64albe76

access-list lab-access line 1 extended permit ip object dev(2) object test(3) (hitcnt=0)
0x64albe76
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* show attribute host-map

B E BRI, RBUNME B YEGRE .

* show attribute object-map
BN R 2w TS E .
* show attribute source-group

TERHECE R VM JE e,

Gt
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hostname# show attribute host-map /all
IP Address-Attribute Bindings Information

wspaFEnmsns ]

Source/Attribute Value

VMAgent.custom.project 'Alpha'’

10.15.28.34

10.15.28.32

10.15.28.31

10.15.28.33
VMAgent.custom.role 'Automation’

10.15.27.133

10.15.27.135

10.15.27.134
VMAgent.custom.role 'Developer'

10.15.28.34

10.15.28.12

10.15.28.31

10.15.28.13
DA 29 750 5 28 s 1 R 8 5
hostname# show attribute object-map /all
Network Object-Attribute Bindings Information
Object

Source/Attribute Value

dev

VMAgent.custom.role 'Developer’
test

VMAgent.custom.role 'Automation’
project

VMAgent.custom.project 'Alpha'’
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hostname# show attribute source-group
Attribute agent VMAgent

Agent type:
Agent state:

ESXi
Active

Connection state: Connected
Host Address: 10.122.202.217
Retry interval: 30 seconds

Retry count:

3

Attributes being monitored:
'custom.role' (2)

E TR e=H R h R1EF

IRER

.‘_?
=

15 AR

BT B R I 280 S0 SCHE

AR, BR TP Mkl PR DAL G M 4RI 2 Ah, SRIE AT LA
4 ML T3 B I 25 07 1) o BRI 2047 T VMware ESXi
WEZ .

FINT LR i 4

object network attribute

attribute agent-name attribute-type attribute-value

attribute sour ce-group agent-name type agent-type

host ip-address user name ESXi-username passwor d ESXi-password

keepaliveretry-interval interval retry-count count

M ASA 5506-X (FrERH5) |
5508-X. 5512-X F15516-X FH Ik T
X BT RE ML T 1) X 28 %6 G 1) =2

o

9.10(1)

BT EEL TIPS LMEHETERVUEERIRE X% : ASA
5506-X (JFEME) | 5508-X. 5512-X. 5516-X.

B ETEwmEEs



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



