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ML (R Y NAT, - LU P NAT [0S AR, /G5 105 P 5 B M 1 0 52 41 %
S FEHERT . XA B, 55 M LR %0 % NAT AP NAT , 453 7.

T B NAT,  SEFRf GRS 0 b L RC . W] A X 2 A8 A DR 5, T DA
B A R 1P Hhik R0 52

o FASWRI IR N0, PISE PR b B S e AR ). AR, R, AT
ANFFECE .

o XTSRRI AR I NAT (00 i), mIH5E interface SCHE T, AN E LT
b FRD 190 23 0 52 /4

o fEA] DT 58 IR e 3k A 7 4 (LR HAs, 49140 www.example.com. 3 X4 B,
HZFQDN H [N , 2512 i,

DU A5 PR [ F) 25—k

o A USR5 1) H B TP R A ZRILHEC . i, i SRR JE UL TPve, W) FQDN

K G A ZFR T TPv6 AE bR  an 40 )5 (1500 TPv4, Ul FQDN X % n i e 1Pv4 754
Huh2EAY
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sernnagtis AR S g a0 A NAT gD ]

ANEELE T T T30 NAT H M 2% 41407 FQDN %% . 76 NAT 1, DAZ5 8§08 ) FQDN %%,
9 R A H B ENLAIEH T 628 NAT S,

% FQDN Joikfidtr g 1P kb, WIZEZRTS DNS ffbfr < Bz st A AR H

Sk B FARR G i O AR 55 % SR B9 7% NAT AN
T 4 LA T o R 500 5
REIRHO (5 % BRSERHD
- WSSO (IS 5B RREHD

1 | object service fir 461 X %
PR NAT GG, 9 AR e
 NAT X532 5F TCP. UDP A1 SCTP. 75 i ity I, 7 A 4 Si2 s A 25 36F 5 5 WSt 45 55k 5 v )
WO AR (Fhn, [F25 TCP) o BUARWTLUMIEH SCTP i 5 B L& # S W9 I NAT JUUJ, (H g
WANELZAE AR, B SCTP JCIRIN H bz LR PRSI 176 A X 5 NAT 08 SCTP.
* ASCEE CAET (neq) IBHAT
o 5T B i VR, A A I PR R 5% X e [ e T SR AT B i 1
* JEBNA NAT - J520A NAT AN RFuG 1 45
* JRENAS PAT (Kajdl) - JRENZAS PAT AN SRR I H 4t o

© YIRS NAT. SCHFI AR INHE S NAT, 8050 NAT - ik 5565 5 nl e [] I 6L 5 IR H Fmdig 15
SR, A AN IR S5 0] S g U H i 1o G SR A P [ 5 A9t 11 CAnhE2E DNS Jie g%
&) W RE RN R PR H At 15 AR, AR R e 5 1 o i, SR
BUR 3 1, UG B USR5S .

FIbRI S NAT s R L & NAT (HARFHIR 2O IS - X TR NAT, H
AEXS H AR A T s e e R 55068 52 mT e [ I 5 J50R [ s 11, EAE RSO0 1 R DURERT H b
Ui o ZR SR 2 T s R ]

7S NAT
LR EBA-F5h7S NAT DL Ui ic B 312 NAT.

X Fzh7s NAT

BAS NAT KA SEfrit b 28 e o0 — AN FTAE F BRI 2% E i o A s byt o RSl i o 5 2 15k
Btk 2H (il 2 R R () LG ) H AR 2RI, NAT 23 SR b 4% AL B TP ik . %
FESEBR EHVAORIERLIN QU R e . B AN A A, T HLAR OB IN IS, 4 e Tl AR A —
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x itk F5i% (NAT) |
7S NAT B RS

IPHht. A, FFRIZE LR ASRE AL T Zh A NAT i) ENUAGR P 5E 344, BIAE DT R R feF i
SEX

\}

AR JERARIOIN, SRS R R SR VRE RS AL, IR LT DUAGR R A . PR AN T,
PR ENLRBERA TR A SR, AEIXPPIE L0 T, AT DARAE DT il A 2 4 SR ALK 1
Dl BRI N TN A8

TR B A NAT 5. ASERR ENLAT LAV NAT 21,  Fo 1A aR (o] v i /2
& 2: 57 NAT

Security
Appliance
10.1.1.1 f 209.165.201.1
; >
10.1.1.2 209.165.201.2
'

Inside /Outs-‘,lde

TSR — SR LU B R IR 2R AT AN E R R R R, & B
fil.

3 EFR E M S [m ST iR & e

Web Server
www.example.com

[=]

r—
utside

&

209.165.201.2

209.165.201.10

Security
Appliance *

7S NAT B =
A NAT LU R
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rEssmgeris T ]

o WURWOR > TSR, JF HRE R R T RO, Mk ag s S,

R R AR, E ] PAT 5% PAT [R5 :, K24 PAT wJ DAAE F M bk (s 1 42
BT 64,000 EEH,

o ANFRASH FH WSt s o AR R R T i ph ki, T HL R R AT R R 0 T Kl ik T A

A NAT MRS AE T, FLeth iU PAT. PAT ANidE H T LA I
o BB A DA IP B, 1 GRE 0 BRA,

o« JEEZPARNT, EATHE AN EATER S, A2y Bl A, O HAGE ISR
.

BLE EN S MR IR NAT

BB A B NAT BEE P28 5% % NAT.
UL

T Wi bk G HLEE R M4 % (il object network fiy4) B &4 441 (il H object-group

network %) .
o WG BHAARREE T M XA w XM 4in] LS EHIANER .

o Tt SRR IR 48 56 G [R] INF A0S S LR R AL TP kb, VS AT T304 NAT, THL 1P Huhikn] F 4
PAT [F[3E,

FIE2 QoG dE 2 E NAT (M4 4 %: object network obj_name
w5l

hostname (config) # object network my-host-objl

FE3 G RA EMEER R, PP R D CEEH RSB TPv4 B IPv6 kil

* host {IPv4_address | IPv6_address} - .15 1 HLI1) IPv4 B IPv6 Hiutil. 1, 10.1.1.1 8%
2001:DB8::0DB8:800:200C:417A.

P

* subnet {IPv4_addressIPv4_mask | IPv6_address/IPv6_prefix} - (& Hihl. Xt IPv4 1M, i5ESS
MG As InFErS, B, 10.0.0.0 255.0.0.0. XF T IPve, Wb FIRTZEAE Ky — A4k O s
¥, i1 2001:DB8:0:CD30::/60.

* range start_address end_address - Hhik {175 . ] LLEESE TPv4 5% IPv6 YU . 33527 6 HE RS Bl

2%
%o

Tl
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B ==acmssisnar

hostname (config-network-object)# host 10.2.2.2

PIE A4 G IP HbERCE B NAT . HUA 45 0 G e SCH— NAT i),
nat [(real_ifc,mapped _ifc)] dynamic mapped _obj [interface [ipv6]] [dns]
e

* Interfaces - (A THFEH R RFEOTEIEAN. ) $5E5EFF (real_ifc) ¥ D AMLES (mapped_ifc) 32
o BB SRS R AT, QR B ¥R S brd R4 0, PR a2
Rl w] LU — N ERN AN LR e S8 - any (501 any,outside) , {H any ANI& H TR He i g o1 42
M,

* Mapped IP address - $5 52 ELAG I IET TP ik (1) 193 25 0 G B 26 0 S 4

* Interface PAT fallback - (7]i%) interface JCBE T A 1 PAT [FE . 7R IP Huhbf5, 1
FHBCSRFE L) TP bk an 455 ipv6, WPRKEAE A2 1070 1Pve Huhl. XbFibiko, 242k
mapped_ifc L E AR 0. CHBLEE O OAMF A R oA, ToikdE € interface, )

* DNS - (A[#%) dns 87 n LU DNS W25, #ifR)a H DNS &3 (BRIAEH FEA) « Bk
PEA{E R, iES I H NAT FS DNS 2 F Y

P

hostname (config-network-object) # nat (inside,outside) dynamic MAPPED IPS interface

w15
PUR 7 BIC & 84 NAT, # 192.168.2.0 W28 ol AE Ab ik 10.2.2.1 3 10.2.2.10 AIYE 5
T

hostname (config) # object network my-range-obj

hostname (config-network-object) # range 10.2.2.1 10.2.2.10

hostname (config) # object network my-inside-net

hostname (config-network-object)# subnet 192.168.2.0 255.255.255.0

hostname (config-network-object)# nat (inside,outside) dynamic my-range-obj

PLR 748 FHZNAS PAT &40l B 204 NAT. PIEBIIZ% 10.76.11.0 TR =ML 1 2% w5 3]
nat-range 1 7t (10.10.10.10-10.10.10.20). 4L nat-rangel (1) frfg Motk 2 5, £ pat-ipl
Mkl (10.10.10.21) BT 304 PAT. PAT 4t UL IRTREMEA K, RIS A ZE X FME B, 1
A LU A2 s kP A T B0 A PAT.

hostname (config) # object network nat-rangel
hostname (config-network-object)# range 10.10.10.10 10.10.10.20

hostname (config-network-object) # object network pat-ipl
hostname (config-network-object)# host 10.10.10.21

B Rk ientiER (NAT)
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hostname (config-network-object) # object-group network nat-pat-grp
hostname (config-network-object) # network-object object nat-rangel
hostname (config-network-object) # network-object object pat-ipl

hostname (config-network-object) # object network my net obj5

hostname (config-network-object)# subnet 10.76.11.0 255.255.255.0
hostname (config-network-object) # nat (inside,outside) dynamic nat-pat-grp interface

PL R 7R_ B 3045 PAT &40 i B 20745 NAT, K IPve LML IPv4 B, 4%
2001:DB8::/96 () =ML 4L el £ IPv4 NAT RANGE it (209.165.201.1
209.165.201.30) . 43FC IPv4 NAT RANGE b T bt 2 J5, ) IPv4 PAT Hiht
(209.165.201.31) $hATBNZ PAT. 1i PAT ¥ # bl HI5e oL T, AT AR H bk AT 3)
7 PAT,

hostname (config) # object network IPv4 NAT RANGE
hostname (config-network-object)# range 209.165.201.1 209.165.201.30

hostname (config-network-object) # object network IPv4 PAT
hostname (config-network-object)# host 209.165.201.31

hostname (config-network-object)# object-group network IPv4 GROUP
hostname (config-network-object) # network-object object IPv4 NAT RANGE
hostname (config-network-object) # network-object object IPv4 PAT
hostname (config-network-object) # object network my net obj5

hostname (config-network-object) # subnet 2001:DB8::/96
hostname (config-network-object)# nat (inside,outside) dynamic IPv4 GROUP interface

B B F#S AR NAT
*

WAHUAT A BhA NAT B H P K NAT.
UL

LB sl R hE . B ARSEFRHRERT B AR bk G2 E e FE R AE X % (] object
network fiv4) EMZE K540 (/1] object-group network i) o & a] LI FQDN ®2%%f % H T
H bR Sp itk o

o W BT R, Bk A YRS PR LR IS 5, B AE nat A4 AR any JCHEE
o D RIS B AN SRR g VR RS B D NAT, R Bkt o H ARG A I 4, B 7E nat
T4 i $a 52 interface SCHEF
WARBNEE XS G, EE R LL RN
o TR B A RO S o b 2 R AR AN AL
* MG EAARRREE T M FRBHE LA AT S EHURE L.
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B =zssmanar

o Gn SR B X 2% 56 G2 RIS YE R B AL TP Hukik, WUYE EE o] B T304 NAT, 41 1P Hhuhk o] F4E
PAT [F[iE .

P2 (AIE. D O FARSERRyw AT F bR b 1B i 55 % 5

XT 2 NAT, L BEXT HARPAT i 1 B4 5506 G RE I I A0 55 A0 H bR 1, (HAEBE RO T
RO H b o AR GUH 2 S48 52 TR 1

SIE 3 HlE 517 NAT,

nat [(real_ifc,mapped_ifc)] [line| {after-auto [line]}] source dynamic {real_obj | any} {mapped_obj
[interface[ipv6]]} [destination static {mapped _obj | interface[ipv6]} real_obj] [ service

mapped _dest_svc obj real_dest_svc_obj] [dns] [unidirectional] [inactive] [description desc]

o

* Interfaces - U FMrEedl e O F BN . ) F8E5Lks (real_ifc) 2 DAL (mapped _ifc) 4%
Ho HfRES RS . AT, WS B8 e sLhr Dm0, WK BT 1.
T ny Ly — AN AN D He 2 BT any (BT any. outside) , {H any ANiE ] T4 Rk A
B,

* Section and Line - (AJ#E. ) ZRIAFHFULT, NAT MNPERINE NAT #HE 1 00 RE (ES
&) NAT RUUMAY , 55 4 500 o W REs e mpie s in 2256 3 #0477 28 0 % NAT )
ZJ5) » Wl fE A after-auto JCEES: . T LM line S 4UAE & FH 56 70 AT AL B 4 A HE I o

o JsiHbhl
* Real - /€ M40 & . Bk any KB,
* Mapped - $& € ARG R B . B 18] UL PERL S BL T AR 7y k-

* Interface PAT fallback - (RJi#E. ) interface J¢8E 7 2 20 PAT BB . 78 H R WLt 1P
Wbt g, AF st O 1P ekt . GniRis e ipve, NWIKHLE D) IPve ilik. XFT
BRI, 20N mapped ifc Bt B4R . CYBUFFE OO R R i i, Toikdee
interface) .

* Hbpduhl CArik) .

* Mapped - 57 WX G B0, BTN SR 1 FE S H 1 NAT, $85€ interface A
Fo HFRE ipv6, WPEAE I/ IPve Hihl. Unfg s interface, 45t & service
KHET . ST U, AUk real ifc LB C 0 ISR, 1E S R SCRu D
FIERZS NAT , 28 32 i,

* Real - 15 @ MBI G4, ST 54> NAT, HTEAH R )% 52 a2 18] i 5 S 5 R0 ot S
i 8

* Destinationport- (F[iE. ) Fi57E service JH 7 LS WURT AN SEBRIRSS X 5o KT 5 47 i 11 5 48k
S AH [ (1) I 55 0 52 [m) Ik TSI o R S5 s 11
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* DNS- (aJ#k; @A T LHMN. ) dns o8t F i DNS W2 . #iff)a ] DNS # CBRNTE
SURJARD o WIfdE destination $iht, WIJCARCE dns KB 7. A XHEANE R, EZ (EH
NAT 5 DNS ) f Y .

* Unidirectional - (73, ) 455 unidirectional, LU H brHohkIG2 A7 A s bk 3R & .

* Inactive- (R[iE. ) EAFHEFIINAS Ky JETE SRS A L MIBR 4, Wi inactive X8 £
JLEFE, W ERTI N A inactive JSEETF AN A

* Description - (F[i%. ) 1A description BT $E {2 200 N FARFIBEH

T

hostname (config)# nat (inside,outside) source dynamic MyInsNet NAT POOL
destination static Serverl mapped Serverl service MAPPED SVC REAL SVC

Gt

LA BIE T 1] 209.165.201.1/27 W4 (1 Ik 55 4% LL & 203.0.113.0/24 (2% _E ¥R 55 251620 Y
M4 10.1.1.0/24 B & 5h 74 NAT.

hostname (config) # object network INSIDE NW
hostname (config-network-object)# subnet 10.1.1.0 255.255.255.0

hostname (config) # object network MAPPED 1
hostname (config-network-object) # range 209.165.200.225 209.165.200.254

hostname (config) # object network MAPPED 2
hostname (config-network-object) # range 209.165.202.129 209.165.200.158

hostname (config) # object network SERVERS 1
hostname (config-network-object)# subnet 209.165.201.0 255.255.255.224

hostname (config) # object network SERVERS 2
hostname (config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED 1
destination static SERVERS 1 SERVERS 1
hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED 2
destination static SERVERS 2 SERVERS 2

LR 7”145 1 18] IPv4 209.165.201.1/27 M 2% ARG %5 LA A 203.0.113.0/24 M 2% F AR S 25
I 4 IPv6 P44 2001:DB8:AAAA::/96 Jil B 54 NAT:

hostname (config) # object network INSIDE NW
hostname (config-network-object)# subnet 2001:DB8:AAAA::/96

hostname (config) # object network MAPPED 1
hostname (config-network-object) # range 209.165.200.225 209.165.200.254

hostname (config) # object network MAPPED 2
hostname (config-network-object) # range 209.165.202.129 209.165.200.158
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. 75 PAT

Zh7S PAT

Rtk 5E % (NAT) |

hostname (config) # object network SERVERS 1
hostname (config-network-object)# subnet 209.165.201.0 255.255.255.224

hostname (config) # object network SERVERS 2
hostname (config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED 1
destination static SERVERS 1 SERVERS 1
hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED 2
destination static SERVERS 2 SERVERS 2

PUF A 41507 PAT.

X Fzh7s PAT

A o SE o b bk R i 1 2 80 kg SR S BN — i 1, ) PAT nf LUKy 2 A SRt bk 4% 46y B — ik
Sk

R EFEA T3 BRI A e 251, RO REANEE B Y8t A B, 10.1.1.1:1025 T2k H
10.1.1.1:1026 [F) B3 553

RIS AN I BN AS PAT Mysi. ASEBr BENLAT LA NAT 23,  SOVFIR [P i . i
HEX; TR AR A A, H 3 1 75 2802870 i o

4: h7s PAT

Security

Appliance /
10.1.1.1:1025 - 209.165.201.1:2020 >
10.1.1.1:1026 § 209.165.201.1:2021 >
10.1.1.2:1025 Z 209.165.201.1:2022 >

Inside /Outside

X Rr i ], R R AR, H AR RS RO R SR AL AT DR B 3 S EALRIERL
Jyvi b CSEBRATMLE ) ANnrfl, FrCl 2R ENUREBA T RER 4. AR, (EIXPMEALE, Al
DU EE D7 1) B8 00) £ 22 4= 42k

f e W, i R . AT 240k PAT, ] PAT MM, ERAEOL RN 30 0. XF T
216 PAT, SLEIHER xlate.

)

AR BB DEAIANFEI R PAT e 2R 2 AME DT A s, JTHORHT T “ATf” 0, izt

R AR, HLBAT I AT TR R e e

B Rk ientiER (NAT) I



| Mgkttt (NAT)
g eatwteses I

7S PAT HIMLER &

Tt A A PAT, AT DMEH] s mestsht, iR A7 T % thdthl . FEmT LUK ASA $2: 10 1P Huhk HE
PAT bk

TR — > WAL IR 1 2 [ BEAT R, ANBEREBhAS PAT HI T IPv6 (NAT66). 1 PRl AN ] T-4%
1A AN PR 2 B 53— A IR AL 03, 55— AN b b TR 10

BN PAT AN H] T3S B A [A) T2 R AR 1) 2 AR N T
BN PAT 3] LG K & SR Aok B o— IP bk (R4, IR5 2% n] BeHE UL Uil = iRl DoS Ziki -
A LABC & —AN PAT Huhibith, ] PAT Ml v 43 Fic A 38 G H LI R RS D0 o
PAT jth i 5 T
2404 PAT 1 G I 280 N, RIS LUR HEI

XfF PAT it

* Uiy IS WRER 21 1024 21 65535 i A TR s 1o 8] DL EL S IR B s 11, B 1024 BLRHY
S I, DUSELE AN S 11 96 R AT H T e o

FEERREIZATING AR MUK 512 4N BRI BC A SR R DY, JFAEIX L0 LV H A BEAT S
ARG R S BE, SR P e BN BRI S 512) R Bcs o U 2R S SR AR B
PR CRRER/ND SRR BRI B R sh s, DUEDRE PAT 13l 24 o7 70 il 214
B

o S0 PAT 5 FHER M BC, AN AE 1024-65535 S0 N 40 Bc o e, DRI, o 50 8 FH 75 B A1
3 15 (1-1023), & T REANEAE . i, skt 10 22 (SSH) R 43k 453 1024-65535 15[
PRI T 8 AL B 3 BT A £ kg 1

* WAE PN AS [ AR P A AT [D A PATT bt 52, USR5 6 R DAy 5 2% LI S AT ) RSB . il
R — 2R E Y PAT, WU 55— 2 Ul Z5UHE 52 9 JiE PAT

o WEARTEHINA B SR, WK % BN 5 802 (AT R PAT 1P bk, A vl Y
B, XA RESSRH b . T HE I TR 3E G 1 ) e

© RAFERAEPERE, UK PAT b i) IP Mkl i BRI 10,000,

*+F PAT itig93 R PAT
o VP2 N IASZ B3 2 PAT.

o Wi EhAs PAT MU JA P PAT, WIASBEAE 2 Hr ity AL S U 1y o) — 5 2% NAT * 4 PAT i
R MR R PAT Hiuhik. 40, 4nSR PAT A5 10.1.1.1, WITEK 10.1.1.1 4E 4 PAT Husik6)
iy ity B U R R S NAT

* WIAEH] PAT i, JfONRHRARER L, WIJEIEAREY i€ PAT.

* %] ICE 5 TURN [¥) VoIP #3%, 1521464 & PAT. ICE Fl TURN fK#i T PAT 465¢ 4 ik
XF A A AR OR AR ] o
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B ==acmssxisear

* BAREAESRIF AP K BE % _EAEJT Y PAT.
* §"Ji& PAT 89N i) A A7A

XfF PAT it 895016

* WERTENINIAIATES, IF Him DT, K B % BRI S S5 B A1 R K PAT TP Hubk.
A, XA OREIE” ARSI RS o I RAZ AR PAT IR RS ok B U S SR T RE
AR TP Mtk

o G RAER—8: O IR A F A PAT b/ v MLUANEE O PAT ), TP Muhib bk th & 52 2052 m .
KFATT 2 2 B2 11, 5% $E PAT JhEli e 10 PAT; 1520 6 55 4+ PAT JiI .

o BN e S WAL R EIINAE, B 5T PAT A& N G ANt 8 A AW ilyIp
Hodik/um YRG0 NAT #B, Kk, BHSSEKEIER NAT i, MImEENTE. § & PAT
Fa¥ SO 2 H0R & NAT #h.

BLE BN S M L& 3T 5 PAT

AW R Eh A PAT BeE P25 61 % NAT .

W1 (nik. D Wb G — A EHLEGE EIN 05 (object network v %) BN 450 G 41
(object-group network ir4)

o WERAMERXT S, AT E I N Uk B s 4 T
c WIARAERXN S, NREAARRAE TR R 0E CENL, BEE X T PAT i, 4t G
Fil; 40 1 PAT #h) Af DAL AL R
IR 2 A ek g 2O AL E NAT M4 %:: object network obj_name

Tl

hostname (config) # object network my-host-objl

PRI G R AR Ry, iEBd PR D e SRR ) S PR 1Pv4 51 IPv6 Hidik.

* host {IPv4_address| IPv6_address} - *.—FHL[1] IPv4 5 [Pv6 Hihk. i, 10.1.1.1 5%
2001:DB8::0DB8:800:200C:417A .

* subnet {IPv4 address |Pv4 mask | IPv6_address/IPv6_prefix} - Ml %FT IPv4 TR, &L
ZERG SE AN INAERY, 40, 10.0.0.0255.0.0.0. X} 1Pv6, iR FIRT g8 4y — AN 84k ORAFAS
¥, {51 2001:DB8:0:CD30::/60.

B Rk ientiER (NAT)



| mdithtiti (NAT)
mEHsmETs PaT [

* rangestart_address end_address - Huhi ((J7u . R LA & TPv4 B IPv6 JE . i 2040 & HERD SR

%

TP

hostname (config-network-object)# range 10.1.1.1 10.1.1.90

FIE 4 X% 1P HilibECE dynamic PAT. HBE RS &R % M — NAT ),

nat [(real_ifc,mapped_ifc)] dynamic {mapped _inline_host_ip | mapped_obj | pat-pool mapped-obj
[round-robin] [extended] [include-reserve] [block-allocation] | interface [ipv6]} [interface [ipv6]]

Hrp:

* Interfaces - CXf THFEALN AL V2N . ) 48 7E 5L Fx (real_ifc) #2 LIRS (mapped_ifc) 2
Ho BRE SRS S AT, WA 458 S b ORI BE , WRRHAE T B
AT Ly — AN B AN T R e 0B - any (4914 any,outside) , {H any ANid T4 40 s i 42
M,

* Mapped IP address - A LUK SR TP $ibikdis € 4 -
* mapped_inline_host_ip - WEE ML
* mapped_obj - & Sh FHLHEIE R 260 5
* pat-pool mapped-obj - £ 7% 2 /N il (1) 9 4 %) 5 5l 41

* interface[ipv6] - {87 F W SH2 11 11%) TP Mbb' g e sph ik o dn AR cipve, TIRH 5 A8 142
(K IPv6 Hudik. XTIk, 20k mapped ifclit & — /MR ERE . CHmiE O o4
RGN, TS interface. ) BEAT I IP HibkIN,  DAZRAE R OGRS NEE IR N
CIRIEVSPOE L PN

* XF ¥ PAT ith, WILARELLT AL

* round-robin- >4 PAT )8 S HBIE M B o ARSI, BROATEOLR, e H F—4
PAT Huhby, F4rAC PAT Mok pra i . WL Beok B b &2 PAT Huhk st/
Wi, ARG AR BIFERAT FE—AN bl B 58 ANk, DUt

« extended- Jii 119 i PAT. HRDKs H (6 bk R 1A AN FE 8 fs B, MG 4% 1P ik, §7
J&& PAT F42 IR 4518 ] 65535 ANt 1o JBH, A1 PAT iy, N 1E H it o 1A bk,
IR G R A B4 PAT Mtk 65535 N 1. i, JELEY R PAT, #n] LABIEEAE VG )
192.168.1.7:23 W 4% 21 10.1.1.1:1027 B4, LAAAEV ) 192.168.1.7:80 B 4% £ 10.1.1.1:1027
SR

* include-reserve- GLFG R B i 3m  1-1023,  J& T 0] F T Mo bk e o VG o SRAS 48 2
VeI, HuhBE AL Bk 1024-65535 YOI A 15 1

* block-allocation- J& F ity I HR I o % T3 38 1 s MASE PAT, ] DL AEAS EHLA L — A
Uity VR, 1T EE B NAT SRR EE AN VR SR aricom B, SR FHZ EMLE G S0 Bk
A4 FH 2 B A B ATLIZE 52 TR B 1 o Gt SR M LK BT A iy 1 TR0 B B2 B Tk oahh, AR 5
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B ==acmcnar

B 2. HAETE 1024-65535 Yu Bl A 20 Bcm I H . i 1 H 53 EC 5 round-robin %%,
{BICEEAE ] extended 3£30 . B ICHEAE 45 1 PAT [H[3E,

* Interface PAT fallback - (. ) 7 PAT Hubib 5% A T interface [ipv6] GBI, ZKHEY
H4 )73 3 1 PAT [MR . 32 %2 PAT Mt RS, B R A0 WL 42 L1 1P bk i R i€ ipve,
DR J A 1242 1 () TPve bl o 0F Tk T, 425k mapped.ifc it & — /M e 1. CHmsg)
FEO M AL A, TGVETRE interface, )

T

hostname (config-network-object)# nat (any,outside) dynamic interface

Gt

DL 7~ B Bh 7S PAT, 5 192.168.2.0 W 4% Bk 7 ikl 10.2.2.2 J5 1

hostname (config) # object network my-inside-net
hostname (config-network-object)# subnet 192.168.2.0 255.255.255.0
hostname (config-network-object) # nat (inside,outside) dynamic 10.2.2.2

PR 7~ 0 B Bh 7S PAT, 4 192.168.2.0 [ 4% sk 70 40 4 11 Ml 5 1 -

hostname (config) # object network my-inside-net
hostname (config-network-object) # subnet 192.168.2.0 255.255.255.0
hostname (config-network-object)# nat (inside,outside) dynamic interface

PUR7nIC & 8h A PAT, 8] PAT s PN 58 IPv6 W8 #: 45k A5 IPv4 W45

hostname (config) # object network IPv4 POOL

hostname (config-network-object)# range 203.0.113.1 203.0.113.254

hostname (config) # object network IPv6 INSIDE

hostname (config-network-object) # subnet 2001:DB8::/96

hostname (config-network-object) # nat (inside,outside) dynamic pat-pool IPv4 POOL

A& # 7S ™R NAT
AT U] Ky 524 PAT i & PR NAT .

o
i

WA PSR YRRk H SRR kA E B b ) LTS 45 (object network
i) M5 4] (object-group network ir4) o AT LUK FQDN M55 %2 F -1+ H bn il g bk
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mEHsmExNAT [

o WUREEEATAT IR, T LRI D YRS BR E A I B, B AE nat A4 TR E any SCBE T

o G R A B b VR S e ik, w] DABGEE S YRR MBS NS &, ETTAE nat dn e e
interface <,

o Gn SR BNV SRR A R RS 1 NAT, WIATBk > B w7 ot %, 8 7E nat
A5 E interface o4,

RIS, MG ANTT LI 51 Mo XS ZRAIMAUE LML, XFT PAT i, a2 g ST
4 CRT PAT i) AT A BHLAITE R

CRIEE . D O FARSI B 1 AT B e ] i 1 81 3 R 55 % 2.

XA NAT, e H s gt om L. ik 5536 52 mT e [R] I A0 55 J50M H b 1, (EAEDERS D0
ReOEHS H brdi o R GURE RIS 1 € 1P 1 .

FLE 7S PAT

nat [(real_ifc,mapped _ifc)] [line| after-auto [line]] sourcedynamic {real-obj | any} {mapped_obj [interface
[ipv6]] | pat-pool mapped-obj [round-robin] [extended] [include-reserve] [block-allocation] [interface
[ipv6]] | interface [ipv6]} [destination static {mapped_obj | interface [ipv6]} real_obj] [service
mapped_dest_svc_obj real_dest_svc_obj] [unidirectional] [inactive] [description description]

o

* Interfaces - (X THREAL A PUHE I B0 . ) F85E 5265 (real_ifc) 3 UM (mapped_ifc) 4
o BfRES RS . R ACT, WS e e sEbrsz DR B2 0, WPEBAEH Ira#
Tt Ay DU — AN R € KT any (140 any,outside) , {H any ANiE F B4 % A
B,

* Section and Line - (7Ji%. ) BRIAMEUL T, NAT ML INZE NAT R4 1 AR G2
B NAT UG , 55 4 00D o QiR E s mp A in 2256 3 34> (S T 4805 NAT #E
ZJa) » WnlfiH] after-auto SCHET . AT UL line 34045 F 0 43 (AT A7 B 4m AR

* Real- (28015 . 41Ek any JCBl T . 01 B4 i D52 Bz O 90L 1) S 4 10 () BT AT i o, 948
H any KBTS

* Mapped - it & PL R Horp— 1t
* Network object - 7% FHLHIAIE R R 25650 5
* pat-pool mapped-obj - 75 2 /> ik 1) 9 24 %) G 84

* interface[ipv6]- (1% AR . D A8 FHBCS 2 1 TP Mkl S0 LS ik (411 PAT)
R Eipve, RS )G E %8 K TPve Hodiko -1 eI, 4204 mapped._ifc it &
—AMREEE . CHMURE DAL, TEikTe € interface. ) WA H PAT
I R 48 6 G A E OB, 4 8 F B2 1 PAT [PE . PAT IP Hihb RS, Rl
FH WSR2 1116 1P huhil.

X+ PAT b, ®]LAFEE LR —ANai 2 AN eI
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* round-robin- 24 PAT it it 4G sk 7 e . ANEEJHAC I, BOAEOLT, fEf T —

> PAT MUBEHT, K70 iC PAT HhE ) BT A 1 o B 0T77A 20 ook A it h A4 PAT $ihi
st/ 1, SR AR B EE A 55—k, PSR AN, DLRRAE.

» extended- J& [ 9 € PAT. 3L H 0 Sty b1k RSy 11 9 N 45 L, AHDNS 4% TP ML hiE,

¥ PAT K5 451 FH 65535 ANufi 1. TEH, G PAT FEuit, A% 5& H Al i 1
bl DR REAS PAT Huhik 65535 /N H . B, 8P @ PAT, #&n] LLA)&:
FEVTIH] 192.168.1.7:23 I 5] 10.1.1.1:1027 [, LASAEVT ) 192.168.1.7:80 443
10.1.1.1:1027 fr1 %6

* include-reserve- B FER B IR H 1-1023, J& 107 H T-Hubk 3 4e ()im DVE FH . anmAN g

SESLIETI, HihE BN 1024-65535 Y A i 11

block-allocation- JiF FH i 1AL . X0 1428 B LB CRUE PAT, v LA SRR FHL
— AN R, TR B NAT &K Bl — N DS . an il o miuf D18, Sk FHZ BN S
SRV AT e R BEATLIZE R (8 1o 2 SR AR BT A o 1 ()9 B 2 1 T AR ook
W, AR AL 2 . HREAE 1024-65535 i [l A 20 B 1B i 1 il
round-robin #4245, {HICEATH extended MBI, 1 JGHE A FH4%E 1 PAT [HE.

* Hbsdhl Crrik) -

* Mapped - $572 &0 G ok, sl A SRR e i A4 1 NAT (AR AR 241k R
B, FR/9C interface KM T . WIS Eipve, WA G %1010 IPve k. fnds e
interface, 45 MR E service KRBT X TUbIEDL, 200k real_ifc FLEFFEH L. A
KVEAIE L, VS S e T 400 S NAT . 28 32 1L,

* Real - 15 @ MBI G4 . ST 54> NAT, HTEAH R )% 52 a2 18] i 5 S 5 R0 ot S

fiks

* Destinationport- (F[iE. ) Fi5 7€ service JH 7 LS WURH AN SEBRIRSS 0 5o KT 5 47 i 11 5 48k,
S AH [ (1) R 55 0 52 [m) Ik TSI o R S5 o 11

* Unidirectional - (7]3%. ) $57€ unidirectional, LA H kil IG5 ) Y Hu bk (1) 3 2

* Inactive- (AJik. ) ZLAEUERINIAL A ARG SR A M ER &, WA inactive JCHE 7. 20Kt
FCHOH G, 1S BB AR inactive KHE T EEAN AT 4.

* Description - (i, ) i H description JCEE ] $EML iR 2 200 AN AR B

TP

hostname (config) # nat (inside,outside) source dynamic MyInsNet interface
destination static Serverl Serverl
description Interface PAT for inside addresses when going to server 1

B Rk ientiER (NAT)
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grsnnsersear i

Gt

PR 71 kg P 58 X 265 192.168.1.0/24 Tt & 7 i) #35 Telnet ARk 45 %% 209.165.201.23 B (r) 4% 11
PAT, LLAif 0] 203.0.113.0/24 W 4% FAT-AA] R 45 2% 1)1 PAT i 3 & PAT.

hostname (config) # object network INSIDE NW
hostname (config-network-object)# subnet 192.168.1.0 255.255.255.0

hostname (config) # object network PAT POOL
hostname (config-network-object) # range 209.165.200.225 209.165.200.254

hostname (config) # object network TELNET SVR
hostname (config-network-object)# host 209.165.201.23

hostname (config) # object service TELNET
hostname (config-service-object) # service tcp destination eq 23

hostname (config) # object network SERVERS
hostname (config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname (config) # nat (inside,outside) source dynamic INSIDE NW interface
destination static TELNET SVR TELNET SVR service TELNET TELNET

hostname (config) # nat (inside,outside) source dynamic INSIDE NW pat-pool PAT POOL
destination static SERVERS SERVERS

PUR 28k Y EE P 2% 192.168.1.0/24 Bt B 1 0] #8358 TPv6 Telnet k45 4% 2001:DBS::23 I i) 0
PAT, LLK 1) 2001:DB8:AAAA::/96 W45 FATAu] Ak 45 25 i ] PAT #1545 PAT.

hostname (config) # object network INSIDE NW
hostname (config-network-object)# subnet 192.168.1.0 255.255.255.0

hostname (config) # object network PAT_ POOL
hostname (config-network-object)# range 2001:DB8:AAAA::1 2001:DB8:AAAA::200

hostname (config) # object network TELNET SVR
hostname (config-network-object)# host 2001:DB8::23

hostname (config) # object service TELNET
hostname (config-service-object) # service tcp destination eq 23

hostname (config) # object network SERVERS
hostname (config-network-object) # subnet 2001:DB8:AAAA::/96

hostname (config) # nat (inside,outside) source dynamic INSIDE NW interface ipvé6
destination static TELNET_ SVR TELNET_SVR service TELNET TELNET

hostname (config)# nat (inside,outside) source dynamic INSIDE NW pat-pool PAT_ POOL
destination static SERVERS SERVERS

£ Mim QR4 ECBC & PAT
XIS R GO PAT, 8] DO AR & EHL e LV, i Je /3 3 NAT — k7 e 15
e GHZ 5 RFC 6888) o WA fiddin Bk, oK F1% T ALK 5 SEIEER A T 1% 5 b BEATLIE %€ 108 i
Mo WERTENUR BTAT i 1 5 ShIERCE TR0, ARG 220 oS 2 e, 0 H B i 11 ) B
Ja AN EHAINBRI, ARG RBOZ .
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B smsnnsmes ear

A3 e i B i) 32 BEg R T b H OS] sk B E, AD SRS, (AN IC SR AR B L B
B . S — 5, RS H A HTARS B IS 4%,

HUBEZE 1024-65535 0l N 20 Fc i 15t . TCP. UDP F1 ICMP ¥4 B 4t He, I FLX e % e
MDA S, DA, 0 N T R A3 15 (1-1023), B A BEAEAE . ltn, &R 1 22 (SSH)
(PN 2 3845 1024-6553 5 5t R P AR 43 i 21 FE AL AR5 Bl PN TR e s o 11 o 85 mT DB — AN BBl ) NAT
TR, oA ARG 15 R P AN Y F BRI s T IR NAT, 385 A AR 2 U A B 43 e R ) 2.
i

FiaZ |l

NAT Kt U] F 45 FH 150 9 «

7] LLALHE round-robin S5, {HASREALHE extended. include-reserve 5§ interface (JH T80
PAT [F1R) o tbAh, b v dLAhds/ H bbbk A 45 B

o [T A NAT A5 — 4, G B IUAT AR, 2505 Bk L O O AR G (R 4, BRI 4
S WTULRATEEREA], el IR EA DN (g, fERmEhsirny, 2PN ddk
DA W] DUERR 2> KB

A

_IJ:_qB;1

N
8
N

I3

ER WA A PAT RIS PAT M2 A1 D146, S 200 e IR BN, 4R
JEPHERR A . AR5, SR ABIEUE A % NAT B, 0], oA
show asp drop #i tH #' & % pat-port-block-state-mismatch &3 .

© XPTHFAE PAT i, AT I T AT UWTRE (BN E ) BRI, AREAE DR 7
Fedk, MRS — DR P A S . BB PAT AR A BE . b4, ibEs
NAT AN 55 3 VG4 5%

(Ali%. ) FCEYECRAN, BT o D4
xlate block-allocation size value
JuH A 32-4096. BRIME K 5120 A “no” B2 AT K & BRIAAH .

WAL BOAE, EHIOR 64,512 BERUEITRE N R /NEERR  (1024-65535 Y i ¥ 0. 00, 2
HBLTCVEAE s o i, WRAESE 100, 2 12 DR 5 H

CAIE. O BCEREA TR BC A s K REL

xlate block-allocation maximum-per-host number

RS X REAN R, RIS 4 RN FEHLRZ 4 4> UDP . 44~ TCP Hefil 4 A~ ICMP H,
JuHE R 1-8, BRIME N 4. T “no” A TIRE BRI

(Arik. ) MmN 2= 48 H S 2E R
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xlate block-allocation pba-interim-logging seconds

BRNEDL N, ARG D H G R BR e R AN AR R R 4 H AR . Wi s Al H & e sk,
RGP B8 52 (I TR) TR B AR B DA R R o XSy R A3 5 v B AR T BT 43 I 3% sh ity 11 B,
AAE Y (ICMP. TCP. UDP. J§F1 Hbs42 05 1P Huhik, DL T Ee. AT LLFRE 21600 & 604800
b (6 /NI ZE 7 KD (P TR) 1] B o

%ASA-6-305017: Pba-interim-logging: Active protocol block of ports for translation from
real_interface:real_host_ip to mapped _interface:mapped_ip_address/start_port_num-end_port_num

il
ciscoasa(config)# xlate block-allocation pba-interim-logging 21600

SR 4 AN PAT Hh /M (¥) NAT B
* MR PAT,
nat [(real_ifc,mapped_ifc)] dynamic pat-pool mapped-obj block-allocation
ZN R

object network mapped-pat-pool
range 10.100.10.1 10.100.10.2
object network src host
host 10.111.10.15
object network src host
nat (inside,outside) dynamic
pat-pool mapped-pat-pool block-allocation

R PAT.
nat [(real_ifc,mapped_ifc)] [line | after-auto [line]] source dynamic real_obj pat-pool mapped-obj
block-allocation

ZNE

object network mapped-pat-pool
range 10.100.10.1 10.100.10.2
object network src_network
subnet 10.100.10.0 255.255.255.0
nat (inside,outside) 1 source dynamic src_network
pat-pool mapped-pat-pool block-allocation

i BEES1E PAT 3% £15 PAT

2RIATE WL N, BT TCP PAT i B A4 UDP DNS i B4 HAE2515 PAT. 22424515 PAT H T
T, AIECERES U PAT BN —4% R VPR A2 08 PAT, — AR 40U H 2 215 PAT.

FRSUE PAT AT LA Ry PAT (In 9k, XHFERE, RV ORIl B O1 PAT &8, 24
1 PAT 3 A0 R 31 o)t HARS B T« 7ERER 1S PAT UG5 R, ASA ¥ kik—4%
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E Y SIS e . IE AT SR ST BB G RE, W TIME. WAITIRAS . 55— J7 T,
%2515 PAT {1 PAT #BIN, ZRIAN 30 .,

W, Gt HTTP 8 HTTPS, A4l PAT nJ DA Gk 2 88 I — bk Sl 45 i ekt
Ko AMEHRFLTE PAT, 1P WhUW— AN bk 5o E B R KL R 20000 i F &F 25 1% PAT, 1P
P — AN Rk R R 3 R 0 65535/~ 735 A i Ji 19
X532 35 T 24010 PAT HIdiE (1t H.323. SIP B, Skinny) , 1 LG EEAES il 40 4 30 0] sfe 2%
FRE1E PAT. {HJE, WIS AR TS PAT H TIX S P 3UiT H ) UDP S 11, 8020y 1X 6t 17161
A AVERIN .

3T

Ny )]

“trrhIfiEaT

FHIEZ Al
BRATEOLR, 23U R

xlate
xlate
xlate
xlate
xlate
xlate
xlate
xlate

per-session
per-session
per-session
per-session
per-session
per-session
per-session
per-session

LSBT
W ERA R 5,

xlate
xlate
xlate
xlate
xlate
xlate
xlate
xlate

per-session
per-session
per-session
per-session
per-session
per-session
per-session
per-session

permit tcp any4
permit tcp any4
permit tcp any6
permit tcp any6
permit udp any4
permit udp any4
permit udp any6
permit udp any6

any4
any6
any4
any6
any4 eq domain
any6 eq domain
any4 eqg domain
any6 eq domain

TR TAQIRAT AN, EATREAFAE . U PRAS R, B ART L2

o
P

deny
deny
deny
deny
deny
deny
deny
deny

tcp anyé
tcp anyé
tcp any6
tcp any6
udp any4
udp any4
udp any6
udp any6

any4
any6
any4
any6
any4
any6
any4
any6

WX LRI, T LA 0 BT R -

eq domain
eq domain
eq domain
eq domain

QU RVFEIHZERES 1T PAT R SR E T BRAOA N _ET5, (AR A LAl T 2h G iR R

Tl P 42 8 i 6D L P Iy G s A

xlate per-session {permit | deny} {tcp | udp} source ip [operator src_port] destination_ip [operator
dest_port]

FF-U8 TP Huhk A H A 1P kb, WA & DL 3BT
* host ip_address - 4/& 1Pv4 B¢ IPv6 EALAL .

* ip_address mask - 15 5E IPv4 F4&& Huhl Al 1P HE6D .
* ipv6-address/prefix-length - i 72 1Pv6 /25 kil R HT 4 o

* any4 Fl any6 - any4 5 €40 IPv4 Jiihit; any6 N4 E any6 i
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875 NAT

s nat ]

B AT SR B H BT RS 5 AR . BRI 1 . VRIS AT A R R
s lt-/hT
cgt- KT
ceq- T
* neq - NEET

* range- {HIVEH (OIELFE) o MEANZERAEATI, ETEE Mm% 5, #l4, range 100
200,

ot

PLUR 7Ry H.323 it s G dh g ),  DAgE e 4 £ 216 PAT:

hostname (config) # xlate per-session deny tcp any4 209.165.201.7 eq 1720
hostname (config) # xlate per-session deny udp any4 209.165.201.7 range 1718 1719

PLUR R T RS2 s PAT AT SIP UDP 56 M, o A T ESER R A SIP. 2%
PAT 2 SIP TCP ¥ [ I ERAE, RUbERAEG s T BRI, 50T TCP H .

hostname (config) # xlate per-session permit udp any4 any4 eq sip

PAR @A S NAT LA ] St 24 NAT.

X TF 527 NAT

A NAT Q1 el St ik 2 RS bk (1 [ 5 e o DX Ol SRS ik 61 RN SR IE R AGE AR A ), BT A
S NAT S VPR ORGSR R ENUSGRATA NS Cn R Se VR PRSI D o 55—
Jithl, BN A NAT MPAT, A& BN S A A R bk sl 11, DIk, ANSCREXUA)
ot

RSB RI R  NAT S5t HUG 2 TiRaREs, PTEL, SeBs EHUAZ RS LT LUAGE
.
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B s nsmmns Nar

5: 575 NAT

N

IR WURTEE, AT RABE I

X Frim O 15%ATFR7S NAT
SR RS NAT 306507 DR S RIS D st B 1
Herst S NAT (935 TR, 7L 0 i LR/ TP M b i 30— (LR e

P s S R SR R AR NAT S5, b 8 7 WS AR B (10 i LRI AN [ (LA o 11 5
FEXPERELL R, TP MW B FI . He iR 2 A TESRAS, LA, B 5 AR R L)
PURGIIERE .

6: 3 ¥5 ik DR A BBV ERZS NAT 155

SERFU B A NAT SIS (07 B 352 50 100 R TP M. A0Sk v S A 1 1

NAT HUUA 010 F A5 TP UL, FERASBERLIE. IEAb, XE TP NAT, 390 55 NAT i
U 1P ML RUCRE, (ELS5 IR 1P HHEUURE, SOkt 5, AR HRM OO, Bk, #B%h 1
VERIEF] B TP ML 0T SUABS AT 001, 65T LAY TP M 25 NAT B

CREI TG 46 H R A 10

N

AR 0TI E AT A AN (I FTP R VoIP) , NAT 4 11 8l # 4 By ity 11

AR SO g 1 e 4 A A NAT AR -
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—stz gz NAT [

BA 50im O HRAIERS NAT

A LAfRT AL A BB IR AN T 1) o 0, SR AEAN L O 4RSS (4 FTP. HTTP
AISMTP) ¥ = ANl RS 45, 1T LA AR P 4R AL AN TP Mkl DLUG X 26 R %5 . AR5, wf
DA HAT B 3 sty 1 3 4 (R A NAT, AT AR A 2307 1) FRD o L1 B A1 3508 TP - Bl S5 1) 552 o
IR 55 85 10 A TP Mk S JCTR SE ke 1, DA IR 45 S i A Aty 11 (4302 21, 80 Al

25)0 A4 RUATPC B R B VEAN(E S, WE ST FTP. HTTP R SMTP  (GZH5u LGS (i
ANAT) [f5—Hutik,

XFAEfR L CE T Tim O33R ATERZS NAT

] DA FH S R D 45 A NAT B —AS 2k D 4o — AN Ebsikni O, R IMR . il
ur, SR Web ik g5 2548 H i 11 8080, R LASCVFAMNES FH /- i #: 2iii 11 80, AR i HUH 4 #5 2)
JR G 11 8080, [FIAE, FHE—IPDim ek, n LA %0 Web HI T BB AERRHESRG 11 6785, 4R
i HH B 48 3] 11 806

BHim O RAERSED NAT

AT DURE A NAT, LUK AN SR W] AP L3 140 . i, s s v
S 1) Telnet Vs 1 T3 1028 PO A BL, 0007 LUK P 3K BL TP M/ 11 23 Wi S5 35 1
Huhik/u 0 23,

— 3T % 5875 NAT

HH, BOE AN MU RIS NAT. AR1, 7EXCAEAROL T, wl e Sy i — SE PR ke & 21 22 Ak
ShE (X)) o BUE N Z A NAT N, HSKBr BN, A& — N b
ko AR, T AGEBIENLGE, T RUAOR BRI AR R, JF H AR e AT o s
B bk

RS R X 2 A NAT 5o i1 T SE B ENLREAT IR AR AR AR 28 F 2 — S Wi ik
DI AECAR Ei, SRR EHL IP/SE— MW TP e e ME— X 1) e 4k

7: —X Z E7S NAT

B, ££10.1.2.27 IAT A ds . MRAEIERE) URL, "E20Rkt i Bop e i 2 E 6 ) Web ik
Fran. ARWMMAREILRGIMTEAER, HSHEA 2 AWk N B g (52 NAT,
BRI EDN

w2t aE i (NAT) ]


asa-923-firewall-config_chapter9.pdf#nameddest=unique_203
asa-923-firewall-config_chapter9.pdf#nameddest=unique_203
asa-923-firewall-config_chapter9.pdf#nameddest=unique_205
asa-923-firewall-config_chapter9.pdf#nameddest=unique_205

Pt 45 (NAT) |

B =emsns ren

[E] 8: —Xt % 5 7S NAT =15

HibiRSt A= (RHER)

NAT BRI RIETE, SAVHEMSER S I 5 ARAS X X2, e fhibxt
% ZXORZRE W BATIEAE D] Xt s X 2w HARWURE IR e & 2 BURSM G
Ao

fEDife b, X2 X 2 A RS, PUNECE NS, mHSERRBU TR —H TR,
It CAFRAT T SON AN 20 2 B A S bR i QU 2 B . B, X T 285, ADRrgsks
Mok S FZ NP RS 31 22 AN SR sl (A B 1. B 220 CH|3) o MG A SLpriiiibing, Nt
S Sx e 2SS Akt MHSHE, BRI T A Bk (A 214, B 2|5, C 3
6) o XK FEFA KB 2B el s B RCE R, DR NSRRI e sk
WS T LI St R 2 S B ML, (EUBITAT IS B SE LA (R SOH 28— S WS sk T U5

R MR R /D0 2 S NAT 5.
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R E B Mt NAT sisrain Oassotes NAT [l

b3F % ER TS NAT

\ B

XS br il 2 TG ik 2 0 D s kB E, BN bk AR SE R S 22 ATSE RS
ARSI s TP L1k R SRSt 22 1) K R A5 T DASp SN it o 4% 1) B v [ S Bt B ] DUOAGE U A, HAS
RERFU R AG RX Lt (il Tl (R IP. HAR TP P F bndm 1 B mE— 1, 3R
(38R [F3AE e 2 S ) B IE A K Se B ik )

)

AR ZXDIE N NAT AR PAT. QR & SEBR AU [R5 15, JERRE ] A & e 5545 A1 [+
— TCP Hazuii I, I HMW & L EIE — 1P Huhk, A Tk ChocAmE—) , HE
B ER.

R AR 23 D E S NAT 35
10: £ X4 > ES7S NAT

FRATE WA BT SN, T DA 7 B0 1) Ak PR B s — 0 — R0, Oy A s bk G 5
oy WP

EEEE%IL;\ IX—JQ%S(T% NAT —Jf,i?#lﬁ'ﬁ D ZF!Z:?% E,] ﬁ%n_.\ NAT

AT LA F 48 X 42 NAT BB B2 NAT KL,
PUE

FB1 (A, ) AWubhkI @ M4t % (i object network 4 ) BN L4 %4 (fifi ] object-group

network fx4) .

| Mtz (NAT) [



Rtk 5E % (NAT) |
B Esssmss s NAT St s O E S NAT

© WERAEHDS G, W AR E A IR AL, B R B il OnfTaisim L e s s NAT)
s WA S, MR ERA T DL EAL JEHE M.

WIE2 ek gn i 2N AL E NAT 4% %:: object network obj_name

Tl

hostname (config) # object network my-host-objl

S$E3 (i R EMMhE X%, S bR, D B SR IPv4 BE IPv6 Hudik,

* host {IPv4_address|IPv6_address} - f. & AL [Pv4 8 IPve Hidik. 40, 10.1.1.1 8§
2001:DB8::0DB8:800:200C:417A.

* subnet {IPv4_address|Pv4_mask | IPv6_address/IPv6_prefix} - P& iihl. XFT- IPv4 M, i5ESS
M JGUR RS, 5140, 10.0.0.0 255.0.0.00 Xf T~ IPv6, iKbb FIRTEAE A — Mk O
¥, i1 2001:DB8:0:CD30::/60.

* range start_address end_address - #ilik[f5a . 7] CAFRE 1Pv4 B IPv6 Y5l . 15208 & RS B AT

%

T

hostname (config-network-object) # subnet 10.2.1.0 255.255.255.0

HIEA4 X% IP HubE L B B8RS NAT . BB NS E X %5 S — NAT F .

nat [(real_ifc,mapped ifc)] static {mapped_inline_host_ip | mapped obj | interface[ipv6]} [net-to-net]
[dns| service {tcp | udp | sctp} real_port mapped_port] [no-proxy-arp]

Hrp:

* Interfaces - (F AR R O T EHAN . ) fE LR (real_ifc) 2 DAL (mapped._ifc) #%
o SRS RS . BN, WREAa Fa e sebadie OB 82 11, PR A2 1o
B AT DO — AN BN O FE e Bt any - (81401 any,outside) , {H any AN T HF 841
.

* Mapped IP address - AJ LICKE WG TP Mtk 2 9 DA AT—Hohik: 305, 0 B A [R50 () s b
FsElEht, DMESHAT—X%—megs. 2R, HhhbEoE nr DURUCHEL . iE ST E A NAT , 3 31
o

* mapped_inline_host_ip - WEL ML TP Mkt BEITON MU S0t — 5 —mis o 5T X
5y I LHBIEASE FH (2 AH [ PRI HERS , 7T ISR 11 A I AL 19X o g bk DO —— X Vi
XFFVE TS, Wb bk 0 55 0 BT S b AR R I 0L, L L EETT 46 . i,
WS R bl O 10.1.1.1 2] 10.1.1.6 [, FF EF 172.20.1.1 $& € Sy hohl,  jme
SFYE FEALE 172.20.1.1 31 172.20.1.6. %) T NAT46 5% NAT66 4, IHIAT LUZ IPv6

bk,
* mapped_obj - LA XX G4l . 0 R A 1P HUhESAT WU, TEIERA S HATA
[ s b e 1 9 L R0

B Rk ientiER (NAT)



| Wsitht i (NAT)
R E B Mt NAT sisrain Oassotes NAT [l

* interface- (AN PRS2 FFuG 43 (i 25 NAT . ) WS #2 111 TP bk A A i s kb o S 45 5
ipv6, JUPREAS 42 1) IPve iﬂjﬂt T RE T, 20k mapped_ifc Bt B E . Y
ﬁﬂ%ﬂiﬂfﬁﬁéﬂﬁkm I, Jo¥kdRE interface. ) BT IP Huhik i, DAZ504d FH Ut OC B

ANBE NI B E AT RN . S E T ORIECE service Y.

* Net-to-net- (AJi%, ) XJT NAT 46, 155 net-to-net LUK —> IPv4 Hulik 464 Jy 55— IPv6 Hh
hk, 2B AN IPv4 MRS R 55 /N TPve Muhik, DLk, QAN ik i, PEAE ] 1Pv4 fik
ANk W F—X—4e, 20 b oCEE 7

* DNS- (AJ#8) . dns P74 DNS W&, #iff/a H DNS #3 (BRIVFW FEA) « FHREE
M5 5, 1S A NAT 5 DNS ﬁw’ﬂﬁuﬂnr

* Port translation - ({XH7um I F P A NAT. ) 58 B s im H S8 7 1Y service LA SEPr 5
WSt g 11 o AT DA N 3 115 B 8200 (1) 1 4 8K (il http) «

* No Proxy ARP - (1. ) #§5Z no-proxy-arp, AW IP sk N EdE Ak FHACHE ARP. 5
KA RET B FAREE ARP (BSOS S, 155 DU M bR s f .
-

hostname (config-network-object) #
nat (inside,outside) static MAPPED IPS service tcp 80 8080

w51
PUR 748 4 9 F8 ) SE B EHL 10.1.1.1 BIAMA) 10.2.2.2 il & 4 NAT, JGH DNS &£5.

hostname (config) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
hostname (config-network-object)# nat (inside,outside) static 10.2.2.2 dns

PLR 7881 kg 8 1 S B R AL 10,1001 ZBIAMESE 10.2.2.2 B Al A U % S NAT .

hostname (config) # object network my-mapped-obj
hostname (config-network-object)# host 10.2.2.2

hostname (config-network-object) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
hostname (config-network-object) # nat (inside,outside) static my-mapped-obj

PLUR 7k TCP 3 11 21 (1 10.1.1.1 305 11 2121 R4 110 B S F e 1 4 () e A
NAT.

hostname (config) # object network my-ftp-server
hostname (config-network-object)# host 10.1.1.1
hostname (config-network-object)# nat (inside,outside) static interface service tcp 21 2121

| Mtz (NAT) [
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Rtk 5E % (NAT) |
B s smn NaT s Ot ReS NAT

PUR 7”006 N 3 TPv4 25 st 3 AR TPv6 2%,

hostname (config) # object network inside v4 vé6
hostname (config-network-object)# subnet 10.1.1.0 255.255.255.0
hostname (config-network-object) # nat (inside,outside) static 2001:DB8::/96

LT 5 793 TPy WLl 19128 TP %

hostname (config) # object network inside vé6
hostname (config-network-object) # subnet 2001:DB8:AAAA::/96
hostname (config-network-object) # nat (inside,outside) static 2001:DB8:BBBB::/96

o B F# 7S MR NAT 53 #rim M 45 RY5# 7S NAT

A A G A P B U NAT B A5 NAT B
SUEES

W PRSP HbE . PG k- Hﬁiﬁ%mﬂﬁﬁ%%ﬂﬁﬁiimﬁ%ﬁW%ﬁ%(ﬁ%omw
network %) BRI A% 40 (ffiH object-group network #iy4) o & AJ LUK FQDN W £% %) % 1 T
ERANU/S Ip-ilh:| S

o Gy SR AN B S R A (R A 1 NAT, ] Bk S Y M b7 st %2, #6177 4E nat
fird 4 E interface Y.

'm%%mﬁﬁi% DAL A2 0 NAT, AT Bkt 4 H ARl k7S s %, i nat
v A T35 interface S,

R AN AT G, VTR LR UEN
3D e ) Al = | R I 1 =1 e i 1
o WAL E A0, RIS R Rk £ S i AT R . AR, R EREE, WA AN
FiEE. AR1TEANGERE, 1ESEES NAT , 531 5.

L2 ik, ) KHLLU R B RS A4

o YRk H bR LR H
o JREE H PRI

JIR 45 Xt 20T [R) B A3 UEURN H b 15 R0, R AN IR 25 % Fi s sl H s 1 o SR 17 P 88 1]

SE MY 1 (CAnELE DNS IRgsas) o MR RE [R5 e Y5ORT H AR 115 AR, AR/ Y I 2 5t
Flo i, dn R B MR BN S 1, T C EIR 55

$IE3 HEERS NAT,

B Rk ientiER (NAT)



| Mgkttt (NAT)

BB % NAT 5 2235 st taeose7s NAT ]

nat [(real_ifc,mapped_ifc)] [line| {after-object [line]}] sourcestaticreal_ob [mapped obj | interface[ipv6]]
[destination static {mapped_obj | interface [ipv6]} real_obj] [service real_src_mapped_dest_svc_obj
mapped_src_real_dest_svc_obj] [net-to-net] [dns] [unidirectional | no-proxy-ar p] [inactive] [description
desc]

o

* Interfaces - OO T AL R FL TN . ) 45 9565 (real_ifc) #2 LIRSS (mapped_ifc) 2
Mo SRS IR S ERmACT, RS +a e e brd DRI 42 O, PR a2 0
A LU — AN AN D 45 e B any (BT any. outside) , {H any ANi@& H T4l ik i
.

* Section and Line - (AJi%. ) BRIATEH T, NAT MUK RINE NAT RHIE 1 H0RKR (S
B NAT BRI , 55 4 01D o QS EEAmAE WS N5 3 304> (R T M4 55 NAT i)
ZJE)  Wnl i after-auto JCBE . RT LM line 23 807E & I8 7 AT R B 4G AR

* Real - FE7E M0 R B4 . HZEH any S8, MO H T S NAT.

* Mapped - 45 & A7) (1) I 28 0 LB o AN ] ok S e 116 46 (R R A2 11 NAT F5 22 interface
KT WRFGE ipv6, WAL B2 () 1Pve Huhik. 4045 5E interface, 145 UL E
service SHE T (FEULIEOL T, RS AT G NAELFEIRSG 1) o T IeRET, 24204 mapped_ifc
BoERr e . CYBU R DO MR R I, eI interface. ) A TR R, 1F
Z3 58] S 1 R A IR A NAT , 26 32 i,

© Hbpduhl CArik) -

* Mapped - 558 20 G2, BONTAN SCRe o A 45 (13442 1T NAT,  $87€ interface JCH#
o WIHRARIE ipv6, WLKHE FE 1 IPve Hudik . WS E interface, 4% 4 L & service
ST (FEEIE DL, MRS AT G NA S H bR 1) o XTI, 242004 real _ifc i BHF
EH . CYBLSTE: DM 4L A R, JEvkde € interface. )

* Real - fi7 72 MZOW Rk ZH o X T 54 NAT, AR [R] B G sl 2 [m] i 3 S B A e
ks

* Ports - (Jik. ) $i75E€ service ST DL RS PR MR IR 55 X B o Xt 10 1 B4, X AL 2R
FEWRIRST o T 1 B, iy RS X BN 24 service real _obj mapped_obj. T H bR
g Ve e, B AiR E FRIIRSS o 0T H bR A, 55 % B [R5y ser vice mapped_obj
real_obj. 7EADHUNITEDL T, SRR G [RINR A2 YA H bRdg 1, 28— AN IR G35 S bt
Sy 1 /SRS I b s 58 AN R G50 Gt R /S b o 6T B A i L B, U
A AT FR 6 25500 G2 (] I TS B A S i 11 ORI/ B H i 1, RAKHGGR TRCED .

Net-to-net- (FJi%k. ) % T NAT 46, F&5E net-to-net LLFEE—AN IPv4 Mk #6304 45— IPv6 Hh
Hk, 55 S IPva MhhibdE R R 55 — A TPve Muhik, DLHSSHE, WAl AL, K6 1Pv4 ik
AN Tk e WX — 4, 2l F ek 7

* DNS - (nfi%; JEH TUEE . O dns Sk 7453 DNS W2, #ife)a ] DNS &l CERIATE
MR BEHD o WilE destination Huhk, NWITCIARCE dns 8. HRIENMGE R, 1ES 4]
NAT 5 DNS 2 1) FIi 3
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Rtk 5E % (NAT) |
B s smn NaT s Ot ReS NAT

* Unidirectional - (A[#. ) 485 unidirectional, VIF H#rHubik oy & i g ik (i &2 .

* No Proxy ARP - (M[i&. ) $57€ no-proxy-arp, MW IP Huhk (P42 NE0d G2k FHAREE ARP.
KIEAE B, 1HS DI bk RIS B

* Inactive- (FAJik. ) FLAEERUNIAL A ARE SRR A LM ER -4, T inactive St 7. 20K
FCEPrias, 1 OB A BT inactive KBE T I T2

* Description - (7%, ) fiif] description <87 ] #Lit i 2 200 AN FAF I o
.

hostname (config) # nat (inside,dmz) source static MyInsNet MyInsNet mapped
destination static Serverl Serverl service REAL_ SRC_SVC MAPPED SRC_SVC

Gt

PLR 78] Ji 7R S R 1 3 B i 25482 1O NAT 3% o B SE LR H A# 3 65000 4 65004
HERE A AN TP Mk, ATV 1) BB FTP R4S % . Wi st 65004 K2t % S 47
T+ 192.168.10.100:6500 [N FTP R4S o 1R, NAERSS 6 G 4 e i el G
ANJEFRE H bR D 5 RO BEAE iy A HroRe Y st ik A s 4% 3ok R UOIRAS s H w14
“any” o HITERASNAT XA,  “P7 M “Hbr” B8R0, B i seks
RN H A bk S VO AR AR B L. EoREI, R AN, e A,
I, FTP RES711 Y™ Huhib AT 1852 By o2 P 20 A b i B b sk A 1.

hostname (config) # object service FTP_PASV_PORT_RANGE
hostname (config-service-object)# service tcp source range 65000 65004

hostname (config) # object network HOST_ FTP_SERVER
hostname (config-network-object)# host 192.168.10.100

hostname (config) # nat (inside,outside) source static HOST_FTP_SERVER interface
service FTP PASV PORT RANGE FTP PASV PORT RANGE

DL 78 5757 18] TPv6 2% I5F A —AN TPv6 BI4% 31| 55— IPv6 [KE S 4, DL 17 IPv4
W 2% 15} 3] TPv4 PAT B 57 PAT 454

hostname (config) # object network INSIDE NW
hostname (config-network-object) # subnet 2001:DB8:AAAA::/96

hostname (config) # object network MAPPED IPv6 NW
hostname (config-network-object) # subnet 2001:DB8:BBBB::/96

hostname (config) # object network OUTSIDE IPv6 NW
hostname (config-network-object) # subnet 2001:DB8:CCCC::/96

hostname (config) # object network OUTSIDE IPv4 NW
hostname (config-network-object)# subnet 10.1.1.0 255.255.255.0

hostname (config) # object network MAPPED IPv4 POOL
hostname (config-network-object)# range 10.1.2.1 10.1.2.254

B Rk ientiER (NAT)
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| mdithtiti (NAT)
stnar i

hostname (config) # nat (inside,outside) source static INSIDE NW MAPPED IPv6 NW

destination static OUTSIDE IPv6 NW OUTSIDE IPv6 NW

hostname (config) # nat (inside,outside) source dynamic INSIDE NW pat-pool MAPPED IPv4 POOL
destination static OUTSIDE IPv4 NW OUTSIDE IPv4 NW

517 NAT

ATHEA —/ NAT B, EH 780k 1P shhb R o SOAR G o iy, Wik e) s —40k NAT W H T4
AL R RAR RN, ARG — AN R840 T NAT, JUA] DAAN 45504 NAT S0, DL Hiuhlk 4 3
HEAG ., G4y NAT LR A5 ) VPN BT 3510, R P i a T NAT,

T B S BU B NAT 35
11: 543 NAT

PR 328 0 T B 5 6 NAT

BB S 17 g 3T R PAT

AT U] 9 255 56 %2 NAT Be'E 54 NAT HU

FE1 ik, ) M bbb Al Mt % (1§ object network fiy4) BRI L8t %41 (i ] object-group

network %)
o WA XIS, AT ARG E N e AL .
o WTRAS S, R G0 S0 UG I e i s o b -

IR 2 A ek gn i 2O AL E NAT 454 : object network obj_name
X G IRANF] T FH T WIS MU BE TR 5, BRBEAS 0 G [ P 25 20U AH [

Tl

hostname (config) # object network my-host-objl

Mtz (NAT) [



Rtk 5E % (NAT) |
B & 543 W 46 34 5 PAT

PRI G AT IR EE R, iEBd PR D SCEER ) S BR 1Pv4 51 IPv6 Hidik.

* host {IPv4_address||Pv6_address} - ¥ & EHLI IPv4 5k IPv6 Hutik. #1401, 10.1.1.1 8§
2001:DB8::0DB8:800:200C:417A .

* subnet {IPv4_address|Pv4 mask | IPv6_address/IPv6_prefix} - P& sl . X} IPv4 T/, 15AESS
B JGas InFERS, 1dn, 10.0.0.0 255.0.0.0. X§1 IPv6, iFKi bl RIFTSME A — Nk (AN
), it 2001:DB8:0:CD30::/60.

* range start_address end_address - Hihi (/5 [l . BT LAFRE 1Pv4 5% IPv6 Yo lH . 3520 6L FERD Bl i

4o

i

hostname (config-network-object) # subnet 10.2.1.0 255.255.255.0

FIE A JH5 P LA E B4 NAT. A4S @ e U NAT J,
nat [(real_ifc,mapped_ifc)] static {mapped_inline_host_ip | mapped_obj} [no-proxy-arp] [route-lookup]
Hore

* Interfaces - (A THFEH R RFEOTEIEAN. ) $5E 565 (real_ifc) ¥ D AIMLSS (mapped_ifc) 32
Ho MRS S . FEp R, A R 8 i SE b ORISR 1, WA e 42 11
AT DLy — AN AN D R R8T any (BT any. outside) , {H any ANIE ] T4 Rk A
.

* Mapped IP addresses - fffi £ A BESF bbb RS Br b B0 & AR 5] 4 TP Hihk. AR DA R &Iz —:

* mapped_inline_host_ip- WL FEHLIP Hidik. 0T FHIA S, & 4R AH A bk T3 F
%, VR E LR T — Ak CRAE RIS P A R D o R R ,
TG R SE BT R AT AT ikl CR A 7 X R B AT k)

* mapped_obj - £ 7% 15 5 ot GAH ) Uk fr 194 266 5 % B4

* No Proxy ARP - (. ) #85E no-proxy-arp, AW 1P Hulk (14 N B s AR ARP. 7
KA RET EAR AR ARP (5 SLIOME S, 155 B HuhE RS .

* Route lookup - ({0 CfRe 1. ) 48 route-lookup DA 6 p 2 4k i AN H NAT
A iR M e O . FOREAE R, WS et D40,

Tl

hostname (config-network-object) # nat (inside,outside) static MAPPED IPS

T
AR 7351 A5 FH A BE6 IS S 1o T Lt ik e S5 380 e AR £

B Rk ientiER (NAT)
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rEsunmEzNaT i

hostname (config) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
hostname (config-network-object)# nat (inside,outside) static 10.1.1.1

LR 7R B4 F P 260 52 K R AL S B e A B

hostname (config) # object network my-host-objl-identity
hostname (config-network-object)# host 10.1.1.1

hostname (config-network-object)# object network my-host-objl

hostname (config-network-object)# host 10.1.1.1
hostname (config-network-object)# nat (inside,outside) static my-host-objl-identity

B & 517 X NAT

AT A B AT A8 FH P 7 NAT Be S 54y NAT F),
UK

W YESER bl CGEE N A YR U AR RIS« H bRSE B bk R0 H AR s bk 612 A1 e0E
FEI 2% % (fiFi] object network iy %) B 480} 541 (ffi ] object-group network fiy %) o iA]
LLKs FQDN 465 51 B bl b ik

o WNALEEN P R PAT S O NAT, W n] kit Sy Sefm ik G gt %, 3 fE nat fiy 2 4 2%
B any any.

o T T BN ST B A K ER S B O NAT, I rT Bk ok H AR kg it %, #6048 nat
A HFEE interface ST,

R AN AR G, TR LU UEN
o WG R E AT RE L S EAL. YR T
o SEBRUE T G R SE A G b ZRUC L . TT LA A AN R S, ] LU G A S A ] TP
Hutik 6 %

P2 (n[ik. D) LU R DA RS A S

o JHEK H bR S B 1]
o Y5k H bR g

45 G m] [e) AL B YsURD H b 15 ARTAT, A AN IR GSA GFi e U5l H At o G S N FH A [

SE MY 1 (CAnELE DNS JIRgsas) o MR RE [R5 Y5ORT H ARsim 115 AR, AR/ 8 Y I 2 5t
Ho ol dr R SR HE E LA S 1, T IC IR 55

T3 IE S NAT.

| Mtz (NAT) [
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B ==s6m0nar

nat [(real_ifc,mapped _ifc)] [line| {after-object [line]}] sourcestatic {nw_obj nw_obj | any any} [destination
static {mapped_obj | interface [ipv6]} real_obj] [servicereal_src_mapped_dest_svc_obj
mapped_src_real_dest_svc_obj] [no-proxy-arp] [route-lookup] [inactive] [description desc]

o

* Interfaces - (A THFEH R RIFEOTEIEAN. ) $5E 565 (real_ifc) ¥ D AMLES (mapped_ifc) 32
o BRE SRS Rl AT, R B e S b ORI 42 0, PR a2 0
AT DL — AN O AN L R R8T any (BT any. outside) , {H any ANIEH T4 pk i
.

* Section and Line - (Tit. ) BRIMEM T, NAT USRI E NAT FHE 1 HAHERE (5
B NAT BEDINGY , 55 4 01D o @SB IS IR 3 35> (AT M4 X5 NAT ki)
ZJF)  Wnlfi ] after-auto JCBE Y. nT LAME T line 23807015 I 7 AT AL S 4R AR

Source addresses - [ i &y SEBRFHMCS Mk F5 8 P4 5. 2B any K.
Hrhht (AJig) -

* Mapped - $5 7€ P20 G ol A, B0 TN S e 7 48 1 #9421 NAT,  $85€ interface JCHE
Fo WRIRE ipv6, PR A2 L IPve Mulik . 41 45 52 interface, 1545 th1id & service
KRBT (FEHEOUT, MRS GNAEEE H AR 1) o X TRk I, 204 real _ifc Pic 4y
EEIT . CYHSZRREE DML AN, ToikiRE interface. )

* Real - fi 72 MZO Lok Z o 0T 547 NAT,  UFReAH [R] 6 G sl (] i 3 S B A e
ks

* Ports - (TIik. ) fi§5E service JHE 7 AL S PR MG IR 95X B e 6 Tt B e, R b 204
FERIRST o X T 1 B, i T RS X BN 24 service real _obj mapped_obj. X H bR
i I B4, NP BB IER E HFRIRSS o T H ARdm Ve, IR 55 % S iU ser vice mapped_obj
real_obj. ERDHUNITEDL T, SAEN Grp [RIR E YEA H brdi 1, 28— NG G 35 St
g /SRS b s B8 AN R S50 Gt R /SR bR o 6T B A L B, U
HEAH PR I 2550 G2 [] I P TS B AN S i 11 ORI/ B H i 1, RARHGGR TRCED o

* No Proxy ARP - (1. ) 485 no-proxy-arp, AW IP k& N BdE w2k CH ARP.
RTEANE L, 1S [0 WSt hE R e o

* Route lookup - (A 1E. {BE . CiRE#IT. ) F5& route-lookup LIE % 2 i A i
FH NAT 4P fe e i D afoe 0 0. FREEAIE R, WS e B o,

Inactive- (RJik. ) ZFMNIAR G ARG SR A LM ER A%, TE 1] inactive K7 . 20K
JCHOFGS . W E R BOA inactive SCHE T IS 2.

* Description - (n[1E. ) ffifi] description JCHE 2 {2 200 MR B

3

IR

hostname (config) # nat (inside,outside) source static MyInsNet MyInsNet
destination static Serverl Serverl

B Rk ientiER (NAT)
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| Mgkttt (NAT)

542 NAT

TSI NAT, iE@H L R s

* show nat

e |

IR NAT S0 &, BIERES NAT B b5 8 .

* show nat pool

B78 NAT {45 R, AR5 f i kA 1, S B .

* show running-config nat

7R NAT fic ® . Af848 ] show running-config object 25 & % %: NAT FLN . 418 FH TCAS
show running-config iy &1, 7 NAT BN %2 BoR iR, 3 — R Bl SR A ke S — e
TNy ARJETEAT ] NAT FUU A SRS Bos— IR SE2ERDN GAN S5 HuhE R NAT U A 34k

—E R,

3

show xlate

TR NAT 2555 B,

NAT 89/ 218 3%

THREBFR FEEMA iR

724 % % NAT 8.3(1) Jo 245 TP HLHEIE & NAT.
FIANSAE T L R fird: nat R MEEER |« show
nat. show xlate. show nat pool.

PR NAT 8.3(1) PHIR NAT F] A S — R ] I A RIS H Fr st .
Bk 5IN T LU R dr4: nat. show nat. show xlate.
show nat pool

Mtz (NAT) [



Rtk 5E % (NAT) |
B wameics

TIREAFR Fa A 15 AR

B NAT nJfic & ACEE ARP FliEE i A 4k 8.4(2)/8.5(1) | 7E &) NAT [/ R A, RHE ARP 25, LRZAlH
e A A e . VAR E IR . 7R 8.4(2) K
WA, B4 NAT fIBRIAT A O SOk VRS HAt 7%
ANAT BEMAT N : UG, B ARP CEH,
I H NAT BB #E D30 GntdeE) « AT LLERE
REDX U, B B B X S . TR
IRAESEAR T LUK & FR S NAT 25 ACHE ARP.

X 8.3 ZHTRAKIEC &, NAT %M (nat Oaccesslist
WA A 8.4Q2) K EMRAMIT I LN B, LA
A HACEE ARP FEAH % th 7 #k:  no-proxy-arp Al
route-lookup. FTiTF % 8.3(2) A1 8.4(1) [fJ unidirectional
KPR TEIRE. M 83(1). 8.3(2) f8.4(1) FHkE
8.4(2) I, FT s &4 NAT Bt & AL 7 no-proxy-arp Fll
route-lookup BT, LUMELERFILATD)HE. unidirectional
ST DR -

B 7 LU R 44 nat static [no-proxy-arp]
[route-lookup].

PAT Vs F14E Myl 73 ic 8.42)/8.5(1) | HifE, f&nILAFRE PAT Hhbikith, 1AMkl ok
EAT LU H] PAT Mtk it &0 20 Bc, A2 S A PAT b
2| w29 S B AR S A Rl 0 N | R S €37
REA BB 11K [ 9 PAT Huhibk 1) K482 s A DoS
B —i 4y, HAE K PAT Hibik [F 7 I F SR
BT LU R4 nat dynamic [pat-pool mapped_object
[round-robin]] A nat source dynamic [pat-pool
mapped_object [round-robin]].

A1) PAT Jth /3 FR B ARAE LA EHLIGAH T TP | 8.4(3) HAEMEH PAT S5 51 0 le i, S ENI-A A &,
ik HEmOwH, Wk BZTEH0E 5 SaE 88 AR R 1
PAT 1P #hhik.
REEATAT A2 .

b ) RETE 8.5(2) 5k 8.6(1) A HT A,
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naT o ias ]

TIREAFR

152 AR

HIF PAT i ff) ANy BE PAT i 1 ]

WA, SRR SR T g e AR, RSE
Bty VAN AT, K BRI S B 115 A [] 14 3y 11 51 L ik
PEWLSF G 1. 0 % 511, 512 3 1023 LLK 1024 % 65535,
K, 1024 BUF #1247 N/ PAT it

T AR S A D B e, 7EAEH] PAT i,
PUar R LN AN B Ve, AU = AN BERA
SR Y. 1024 %2 65535, 55 1 & 65535,

BT LA A4 nat dynamic [pat-pool mapped_object
[flat [include-reserve]]] A1 nat source dynamic [pat-pool
mapped_object [flat [include-reserve]]].

IIhfELE 8.5(2) B 8.6(1) AR H.

T PAT b3 R PAT

8.4(3)

A PAT IP Hihik o Vi % 65535 N o Wt 65535 4
uiig I ANREFR AL A2 W R 4, B AT 3 IS A5 PAT W9
J&& PAT. k¥ H bR bk Fos O N5 5L, AT

% 1P Huhilk, 97 PAT $4& 554 H] 65535 Ao I o

B 7 LU R fir4: nat dynamic [pat-pool mapped_object
[extended]] A1 nat sour ce dynamic [pat-pool mapped_object
[extended]].

W IhREAE 8.5(1) B¢ 8.6(1) AT A .
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Rtk 5E % (NAT) |

TIREAFR

152 AR

H 3l NAT J), 7% VPN 52544 1) A it 1P
bR 4 [l X SR A S TP kb

TERDHUG LT, S8 PT REZLAE B 2% AR ] VPN X 4%
PRI SERS TP Huhk, R 22 FC A TP okl . T8 3 e Al
F VPN TS OL T, WSR2 3015 43 BC (1) Ax il 1P Mtk PL s
W] Y25 o AR, A5 AN pA IR 25 2 R I 4 2 4 B 56T
SRR SERR TP HUhE I DL R, P RE BN ACH TP bl T8 i
e KR SR A AT TP Mk

T UAFEREAN BRI AL MR DR F S LD Rg. 9 VPN
ST LW IERN, S IN s B0 5 NAT B
. WA show nat iy 4 71 & IX LE R

s b, JATA BT S fE, BRAFERIEH O
LI IhRE: IR IR TAC WA 4% (1 DhREHe Ak
PN S E

* {Y 3 FF Cisco IPsec f1 Secure Client.

Wl A S 1P Huhik 3R (B9 20 H ] ASA, DLE
I H NAT S50 F VPN 50 o

* NSRRI (P D .
« AIHREYE (AFLTIP HEEO .

SINT LU Fr4: nat-assigned-to-public-ip interface
(tunnel-group general-attributes fit &AL o

NAT 7 F IPv6

9.0(1)

NAT ILAE S HFF IPVO Uit , LA IPv4 Fl IPv6 2 [R] [ 554k
EBEFRT, ASSHF IPv4 1 IPv6 2 Jn) A

BT U R4 nat (JRFINT G MARLERID |« show
nat. show nat pool. show xlate,

NAT 57 #F /% [1] DNS 7k

9.0(1)

L NAT FUU S F T DNS K A DG T 458 IPv4 NAT .
[Pv6 NAT F1 NAT64 B}, NAT Bl #: 4 & |n) DNS & i
¥t DNS PTR id 3.
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naT o ias ]

s
i
Ny
e

15t AR

£ 20% PAT

FR251E PAT LhREn] LAFE i PAT fUnl 4 b, XFF4ERE,
FEVFREAS RO PG H O PAT 4%, £ 251l PAT &
I R ) FE poe It VAR oC T o {ERE4S 15 PAT
SSRGS, ASARF R4 F B DI R BR e 46 o
BB S A N R T BB OE RS, % TIME_WAIT AR
Ao F—J5H, Z40E PAT {4 PAT #i, ZRIAHK 30
o XFT “aph A T” MEERG, HW HTTP 8¢
HTTPS, 4G )REnT LR e M — A bl S R e el
B o AMERRESIEDIRER, — /N T 1P P bk 1 55
KIEHHR L RS 20000 FEAE RS TG DIREMITE DL,
BT IP B, — AN hhk R
65535/average-lifetime,

BRINIEIL N, BT TCP it B A1 UDP DNS ¥t & #B548 JH Af 4>
1 PAT xlate. %f T 22 21k PAT Ui, 40 H.323.
SIP B¢ Skinny, HJ 18 i 01t R 25 15 5 4 0 R 2E B 25 1
PAT.

FINT LU N4 : xlate per-session. show nat pool .

NAT RN 515 )2 55 5 A0

9.3(1)

JE I, NAT RN SEF R AR 0 20 128 58 B J B, T AN
SRR UL B RE o

BATCHKs nat EEFR ALl Fiy4: asp rule-engine
transactional-commit. show running-config asp rule-engine

transactional-commit. clear configure asp rule-engine
transactional-commit.

AT LU BE4EHR¥S N T NAT: Configuration > Device
Management > Advanced > Rule Engine.

HZE % NAT 185k

9.5(1)

W28 7 P KRS PAT, 0] LN AR & B ML B
Mk, 1 ERFE NAT — R le— N e GES
RFC 6888)

WiINT UL R4 xlateblock-allocation size. xlate

block-allocation maximum-per-host. [7] nat -4 F1 80
T block-allocation 4]

SCTP ] NAT 2 FF

9.5(2)

HIAE, TILLAZERRAR 4% 05 NAT $E0) A 45 52 SCTP i 1 .
VRN EAE RS PR NAT 1 1] SCTP. 5)7 NAT/PAT
A FF SCTP.

BT LU R4 nat static (object).
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Rtk 5E % (NAT) |
B wameics

THRERFR Fa A 15 AR
NAT 3 - 573 B Al i H & 9.12(1) 20 NAT Ji i I RS PC DI RE 5, AR GE e A b 1 SR Bl i

AN BR AR R A2 I AR R 48 H RS R e s R i 1
B, RGBTSR E I I 1R A)BE A Hdi L 305017, X4
TS W B A BN BT A B s Sl B, RGP
W (ICMP. TCP. UDP. ¥#A1HFs4% 15 IP Hukik, D&
i 1R

AT LR fir4: xlate block-allocation
pba-interim-logging seconds.

AT PR PATHAE 7} BC O BE . PAT it flat 2 | 9-15(1) SECAPATHLAE T O & SRR 53 17 30 DART,  Hihib 2 2y Aic
BELAEC RN, I HARTCE . IR, RIS IO PAT AR N SE I A 3 &2 /D T 8 —

ANHhE . BUAE, FHIR A SO K REA PAT L RE R 204 K
ANFHEE I VB, FEAEERBERR I 2 (A L e Al T RS
A AH[E) PAT Hbhb s DB, [RIgL, &0] DR PR 5 75
55 PAT [EREUR, K PAT I KM/ —A TP th

Hko BEAE 1024-65535 JuHH N, £E 512 i P 43 B H
Beo BCE PAT WM, nT DO PEAE B Ee o fic p AL 75
P 11 1-1023. B, fE47 AR, BNk 32
NS, 5EESPATHIPHIE A BR6553 54N 1% 422 (1) B A
TSR, B RERE AL AN PATIIPH HE 16384 % 42 .

VE IR —8B5Y, T REEMIPATHEL (B2 o &R
LRI EAE AR ISAT) IR BT ] 1023-6553 5 1K1~ [ iy [
V. DAY, #80T DL PAT b flat 000 o fu 5 e i
o, EREE ML P VS . ASFESZER flat SGHE T PAT
WILAE A2 T . include-reserve a4 7 LLFT 42 flat 11
TOREE T, BUENSE PAT Jh & b iy e 7. Al
BEET, #50] ALE PAT P AL 4E 1-1023 i YE

R, R E R 4> C (block-allocation PAT i
DD, WA P ECR N, A ERIA T 512 i
Heo BbAh, ANEENEREP I R LI PATIBAL B Y IEPAT .

BrME S T4 nat. show nat pool

BTG 0 R G0 5E SR NAT BRSSO 6 4% 9.16 (1D 0] NAT RSN T35 0 f7r. BeinLI IHER S
e REUIEHIZAT P AR NAT HEIESS I 21
gy, RSO TR AT RN LAY, AR &G0E
NS I 2UEE 1382y, B € RO AT BE & TR RS
MIEH AT, IIEAIN . 4R s BRER 0 &2 AL
W, {AfE257E show nat detail iy 4t o & ZX LSRN .

PR NAT Y Frse ek 4 (FQDN) X% 4% 9-17(1) &AL FQDN W48 5%F % (Bl 445 2 www.example.com
J e (W) HI. RIMIZE 05D VB IR NAT BN AP Agde4e Q) Hbg

Huhibo AREUHRAE DNS Je g5 ds ik [B1f) 1P s hEpc & R0 .
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