E %l Umbrella

T 0] UG E % 48 DNS i3k 358 7 22 S8R} Umbrella, PUERH 476 B Umbrella 5 X FQDN 5
W& N T P %8, DUR 8B il B Umbrella 38 2805 % 45 5 Rl Umbrella 474

o KT Al Umbrella #8285 , 55 1 1T

o JUE Umbrella ZE #2485 (VPRI 2EK , 25 3 00

o WA} Umbrella FIAERIFTRR Y , 55 3 7T

o Mt Rl Umbrella 428 , 25 4 71

* Umbrella B2/~ , 5 11 12

« W% Umbrella iEH:4s , 25 13 1T

o OB} Umbrella RS il =%, 2 16 1L

X F BRI Umbrella &35

A R Umbrella, 7] ARG E BB Umbrella #2585, ¥ DNS 1 & 14 2 AL Umbrella. X
Ff, Cisco Umbrella Bt g R 5% AR L VP Bl A o) (P48 44 T8 >R, N 35T DNS 122 4 5m .

Umbrella 78285 4 R 48 DNS Kl (1) —3&B4 o a0 R DNS A 5 m WS v e R 45 DNS Al v 2 FH
1B EFIESR, WG KA & 2 B R Umbrella. BFit, FWHAEPBigk: A< DNS K 550 1
Cisco Umbrella Tz [ 5 0% .

5 DNS A it id sk & ) 21 R} Umbrella HT Umbrella 3882575 1 EDNS  (DNS §EHLED  id
5. EDNS it G W AR RS . 120 1D A% /i 1P Mkl 36T 2 (5508 7] LL48 B FQDN 15
QPPN EreF QU ST b 5 S uﬁi?‘ﬁﬁﬂ DNSCrypt % DNS i3k, CUSFIERH F* 44 FA 5 TP Hs
Ik BEFAYE o

EEl Umbrella Tt &£

FEFHET 2 (R R Umbrella b 224 5Emg b, n] DIEET DNS 2Rk i 1 56 42 R g 844 (FQDN) 15
ERAEHNG ] o Al 22 A SR T USRI T BL R 32—

o SOV - W E ST HA FQDN A BEE L IERIN, I H Cisco Umbrellaa ff i HJE T A& E w5, WA
o iR IA1Z Y 5 H S bR TP Huhik . 3X S 1E % ) DNS Arifif 74

2%l Umbrella .



BEl Umbrella |
B =7 umbrena i

o AR - QST HA FQDN A B BH LB, I H. Cisco Umbrellaa ff & HeJ@ T35 &k 45, U DNS
N2 23R 1] Umbrella £ GEARELIR IP Hohik. 485, 1ZAREER] LIRS A HTTP 4%, JEMN ] URL i
JE. ZIHRLR M Cisco Umbrellaa ¥R (&£ E (Security Setting) > /& & 421X 12 (Enable
Intelligent Proxy)) Ji & REACHE,

o BH 1L - Gn R A FE 1 FQDN, 8% Cisco Umbrellaa fiff i Fo & T % &0l 21, U DNS W22 ik 1] & FH
1FIEFE ) Umbrella 2% 5% ULIHI P 1P Huhil.

B £l Umbrella ;4

FEW & P E Umbrella 42850, &7 =9 10 AR Umbrella VEM . ZEAMHRREH, 2% #% 1D,
FHFf e LA R ATt

o B SR I NS B
o B SRR T BN R R
o G SRR IR
© BN RIOLRE T D RAENR.
o AT IR A e At St
« RN
NG, W PR S o 7E AR Umbrella ZEHI M F o SRS, W] LASECC 1] L% BRAN AR SR o 7

VEUHYIE], A BC L R E RN, BRE USRS o AT LA 2N B 20 BC Rl — Umbrella 50 .
T SR JE W R K BE 46 ID AN Al KRR E SIS 1S DL P 46 1D

MIB AR APl £ k&1]1322 API/%4A

M ASA 9.23(1) FF4fi, Umbrella K APT i E/IFHLHI APT AR S 4 APT S EHFIRR S o A FH 1) 2
IH A, )R st AT AR R E H AR APT D145 2] APY/ZH APL. VRN BRI S WAH GRS 7 .

UK

TR PR APL IR+ . %875 2% ISRG Root X1 HAEHAIE1S .
I8 2 4 H Umbrella.

PR3 MBRILAT 2 R

WIR 4 MUERN APL RIZ .

PHIE S5 FHT A H Umbrella.
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I B %l Umbrella
27 umbrella iz mmER

B # Umbrella iE1£E25 891F r] 25k

ZAE A Umbrella 4%4%,  AZ0H147 3DES VFAliE. WUERIEAEALHIAR GEVFAT, 208 HIK ™ ) 5
BEGE IO

JEE Umbrella [7 77 BAT S I VF AT 25K

FBEL Umbrella 744 M) FA PR

HREER

s XIS N, AERAME 5PN E Umbrella B4 5% . FF/ME S84 S % & 1D, 3 HAE
JARL Umbrella 3 $2 g8 32 I THIB P R R WO B 4% . WA ZFR B St I E i ENL4, B
AR S R SRR . I, CiscoASA-ASAS5515-Contextl o

MR

o e AT FH PR v Y S 1% 1) SRR Umbrella 5 0t g n] FH PSR S — 54 o PSR S AR A AR
W45 S IR — e % ID: primary-serial-number_secondary-serial-number . % 1215 So A
o LR R R XA 8% . AL Umbrella fir, 0Z0RCE mrl L, JF HAK
P IR ST ] U2 CEIME o8 ] e H AL TR, A M RRE LR IO 25

=5
* EMHE T .ICAE Cisco Umbrellaa FPAE g . — BRI ENHZERAE . P xSRI R — e % 1D Xf
TSR R I 2T AL P AR SR R S A Bt

oAt AE

o {VEB R DNS i sk 355 0 3 AL Umbrella. 248 11 & R DNS 37 5K AGE AL T 5E 1)
FEFRF Umbrella. 11, 35T FQDN XI5 Il 42 i KU LA A FL At iy 4> Bl AC S 5 A 5 A AT
FQDN 7z JoiEAR 5 Umbrella SEms ff AT o

o JUR} Umbrella 3% 22838 ] T BB & L] DNS K. X1, 245 DNS W93 -7 HTTP/HTTPS
FERERE, BB E AR, AR BN TP ki S 506 3G . JF HTTP/HTTPS JE4% 1
AT BN BH AN b B (R R R I R LA S 7 58 e ol EEXS 1 NBH 1 FQDN 447
ping #/E2 FEG L Cisco Umbrellaa 2 BH 1E WU IR 25 #5307 ping #1E

~

I Cisco Umbrella i B4 REHL N5 AT RE 2 4 HTTP/HTTPS 1) FQDN, F H.xt
FACHIR A% (1) FQDN, AN [r) 2 GEACEER [A] TP bkl

2%l Umbrella .



27} Umbrella |
B ==2% umbrella iz

o 2V AL Umbrella & 3% DNS/UDP Jii & . W15 3 ] DNS/TCP &l T &84 n) R}
Umbrella & %(Ff1] DNS/TCP %K. $R1f, DNS/TCP i sRAZ 1 Umbrella 5% 1%+ 5028 (135
.

* W5 H Umbrella DNScrypt £, W RS2l UDP/443 BEAT NS 21« WA 450K UDP/443 Fil
UDP/53 £ %5 76 4 R Umbrella 57 ] DNS Bl 126wt v, LU {5 DNScrypt IE 31847, UDP/443
1 UDP/53 #4575 DNS FBRIAR IS, AR an s —> | e XK, Wi e L ACL
H I P Aty 1AL B VLR

* DNScrypt {OW UE 358 T4 4] IPv4. {Hj&, DNSscrypt 23 i% IPv4 Fil IPv6 Jit i .

o WWIIAT —N TPv4 % i1 ] B3k B M api.umbrella.com A api.opendns.com (VX fd ] IPv4)
[, L2 B LS DNS T4 F8% i, HLUs ) A 200 Fo Vi 1) X 48 = ALK DNS i & .
TXLE K R a) L2 R e B B s AR AT A R B 23S TR PRI DNS fif#fffT . RS HRR
RGATH BN IRSS 2% I AE Umbrella 425 v & P ECE AR A, 1T DT AR IR 25 4% o

* 208.67.220.220 (IPv4 [ B SEINMED
* 208.67.222.222
* 2620:119:53::53 (IPv6 IR G ERIMED
* 2620:119:35::35
* AGASHF Umbrella FamilyShield 55 . 1R AC E FamilyShield ff# %, T AE2s DRSNS
R

o UV SRR T IR, RGeS A Umbrella AFFTAE 5 OCHT, BT TS £ 2 AR A%
DNS i#3K Ja S A KN [ (K BER 57 DNS U SR BN, . REAH SR ZR, Bl Un#cAT £ Umbrella
AT A (1

o BIUHEM R, 6B Umbrella BR'E, 485 MWJERE Umbrella #2551 ik A i B4 158 4%

* ffF FH 1P Hhhb AN B FQDN AT Web i K #5248 AR} Umbrella. SbAk, iy 2% 5 i
MR F18 1L 5 H Umbrella F1% 7% 0 WAN 33K DNS 8T, T H X Lo fiE g it
AR Umbrella.

o WL A HTTPACEE, NZACEEnT GE2 40T DNS fi# b, - HARMT A& iE 1t A Umbrella.
* NSZFF NAT DNS46 Fil DNS64. JGikAE IPv4 5 IPv6 F-hl 2 )% 4 DNS 53K .
 EDNS 12 58K [F] IR0 45 1Pv4 £l 1Pv6e AL

o SR Pl LT HTTPS [ DNS, & 22 2R A 450 DNS Al HTTP/HTTPS i .

fic & B &l Umbrella &% 25
A LA B W, LS = BRE Umbrella 22 H.. R G0K DNS A i >R 55 7] 2 LR Umbrella, H

Je T 2 A 2 A PR SE A B 344 (FQDN) 3o o6 TR s Bei i, nf A, R BHL
B JH P R FEEEE 1) 22 AT DU 2L T 2 (10 SR B AT URL R 98 A4 REACEE.
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ZE% Umbrella

o

=5

Rt Umbrella E Mm%z cA S I

PUFFE A TR SR Umbrella ERERS I I B0 i FE o

FHIa Z |l
TEZ BN, IR AL A SR Umbrella [F5E4S 22 24 S5 b AT LA T

7E /8Bl Umbrella (Hbdil: https://umbrella.cisco.com) _#E MK .
MIEFE} Umbrella 7 IR 55 2% %24 CAUEHS , 25 5 L.

P TEMHE ] HTTPS, 31X 3k 22 fiE 15
WEMARJH A, WIRCE DNS f4s4, JEAER: 1D LA ] DNS 2 i),

ATUEH B RS 45, BAC E R Umbrella AR 45 4% . BIAERC & HABAR S %%, DNS R 2 B 5) &
SE [ F R Umbrella AT 25

* 208.67.220.220
* 208.67.222.222
* 2620:119:53::53

* 2620:119:35::35
w5l

ciscoasa (config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config) # dns name-server 208.67.220.220

%ﬂ%’ 4 Pii’E Umbrella EEAR S RIXE , 56 .

7E DNS #6002 b L8 7 5 Umbrella , 2 9 T,

wgm 6 ZUE Umbrella yEMF , 25 10 5.

MNEBE Umbrella ;¥ AR 525 % % CAIEP

WAEAMAESS, A 885 B Umbrella V1 IR 55 &5 42 32 HTTPS #4% . VMBI, RS HTTPS
%z . 1F Cisco Umbrellaa 1, KIKIEF: #BE (Deployments) > BLE (Configuration) > #RiE$ (Root
Certificate) J F&iF15.

/] APT R 40 E M Umbrella I, 75 %242%% ISRG Root X1 FZE#UE T pem SCfF. £ mT LA
https://letsencrypt.org/certs/isrgrootx 1.pem FREIEUE ) o

2%l Umbrella .
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B == umbrena zizz2mizE

FHIEZ Al
U1 Umbrella 587 T UEFS, WIETRZ NE0HE . HOEBWnRe R AL . #fR BAL T IEAIHGIE
15

SERTUETS N, WAZSEAE ] Umbrella, #RJG A M, XFE RS A e E B0 UE B E#E N Umbrella.

S IR Umbrella V)R 25 45 G @45 AT 50
crypto ca trustpoint name
A DU A S AT B R 2R AR A (B % 128 N F4F) , 91 ctx1 B umbrella_server.

Tl

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa (config-ca-trustpoint) #

LR 2 F5 AL RS W UE P Fshi
enrollment terminal

P

ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa (config-ca-trustpoint) #

PE3I FAIUEP.
crypto ca authenticate name

NN AR BTSRRI RS A E IR Base-64 ZafdiE+h. ANEALFG BEGIN
CERTIFICATE #i1 END CERTIFICATE 47

ciscoasa (config-ca-trustpoint)# crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

fi & Umbrella =2 £ /I E
Umbrella 4= 5% B T35 52 XAE Cisco Umbrella 7 M 25 BT 1) APT A% 40 5 IH ilw APT 4Rl

4 R B A Z LR A Umbrellao  #83E8 DAZ04F DNS 600 S 0% it P 5 F Umbrella, 41 £F DNS 6 5%
W& WS i ) Umbrella , 55 9 T ik .

. 2% Umbrella



I ZE% Umbrella

RS

mE Umbrella 325252 E ]

FHia Z |l

* &% Umbrella #3 BITHI BRI 2E ik APT #3FHFIFL 2 . fF Umbrella ' \EIE 5 (Admin) > APl %4
(API Keys) LB ] A ANy, 2 RS HIF O/ A7 APLFI A, A LAR e = % 4 .
BN LU /S

o (IHM, AHEFE. ) % Cisco Umbrellaa P45 ¥ & #2HHTHIAR (https:/login.umbrella.com/), 3R
T8 A H 2 IH R P28 B 4% APT AR e A S oSk bl 745 e, it
AABBAS59AOBDE1485C912AFE. M Umbrella # il [ #i 25 55 1H i 00 4% % 4% APL 254 .

o 3 Rl Umbrella 75 IR S5 28 4F 1 .

$I1E1 i\ Umbrella it B,

Nil

B

umbrella-global

T

ciscoasa (config)# umbrella-global
ciscoasa (config-umbrella) #

L& 7] Cisco Umbrella yE M T (1) APT 25 5 FIHA %

token-request-credential api-key key value secret secret value

TER, Y], EREAE Umbrella, VSODET PI/ARE, JFLENHIFE PHIN HO8 A ] Umbrella.
Tl

ciscoasa(config) # umbrella-global

ciscoasa(config-umbrella)# token-request-credential
api-key £817feb474d94c56b3448bcbd08edcll secret 4afe58df5c454161a10al172145cbl1456

CIHRR, AHERE. ) BCEAEEE Umbrella Hrid ST 75 1K) APT 4-J.
(4R E AP GBS, A AL AW
token api_token

T

ciscoasa(config) # umbrella-global

ciscoasa (config-umbrella)# token AABBAS59A0BDE1485C912AFE

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

2%l Umbrella .
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B == umbrena zizz2mizE

$E4

(A i%e ) 4n SAHEEAE DNS K S e s /b 3 1) DNSerypt DNS, 00 A LS FR R & T 1E 56 0F 1)
DNScrypt F2HE R A8, W ARACE %], WA 2579405 40 R BN A HIE T I E

public-key hex_key

AR IE AN 32 AT NI . #E ASCIL WP N+ /S BERUE, A 2 FAEH— N E 5 BR AT
BERAKE R 79 AT . WER Umbrella SREUIL 2547 .

ERINEHIN -
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

TR EAEHERINA, 58I no public-key. o] LABEFTHC & %8, S0 HALSTE no A i 4
.

IR

ciscoasa (config-umbrella) # public-key
B735:1140:206F:225D:3E2B:D822:D7FD: 691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

(Alik. ) BoE MRS 28 AT M NI, ZEMH R & i 42 Umbrella AR 45 @3 103 £ 2 10 1 25 AR I .
timeout edns hh:mm:ss
AR IR I 4 BB (A% =, AT AT 0:0:0 3] 1193:0:0 2 Al BRIME K 0:02:00 (2 4344

i

ciscoasa (config-umbrella)# timeout edns 00:01:00

(A[#E. ) BLE NS Umbrella (A5t 4 .

] L) DNS i Sk v et R} Umbrella EAZEE 2 FTlc & 1Y DNS RS 28 A il . Blan, {5 evr
B P REERE, T LU B P 3 DNS RS 2 HT 20 2RI 44 (1) T 44 9% o

AL B MAAMIS A . 5, nTAEIE e SO A R IERGA S, AR5 B 1 )ik U U Jf
FELUR fir & PR
local-domain-bypass {regular_expression | regex class regex classmap}

TP

ciscoasa(config)# umbrella-global
ciscoasa(config-umbrella)# local-domain-bypass example.com

(Alik. ) BoEEALE ] T HT DNS 35K 1EBR A AL Umbrella DNS Jil 55 &5 ML .
resolver {ipv4|ipv6} ip_address
Al DL A A 4, BAE SCIEERIA Umbrella fEHT 25 1) TPv4 £ IPv6 Hidil

Tl

ciscoasa(config-umbrella)# resolver ipv4 208.67.222.222
ciscoasa (config-umbrella)# resolver ipvé6é 2620:119:35::35

. 2% Umbrella
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7 DNS #igERs st 0 2 A Umbretla [l

I8 8 %k #E 0 Umbrella 75 0 5 BT FH (14 )7 1%

“ &8 (HISAR, AR - E4 K8 (Token) FBUHHIA AP 4.
» SRRERIEIE - B LT WA

« API B4 - fi A M Umbrella el AT #4].,

« B4 - A AP GE B.

£ DNS #2: SR E&BR ST H1 /5 F Umbrella

Nil

B

it & 4= J5) Umbrella ¥ & AN AL PLA A £ RS B DNS S E 52 W . 20 I Umbrella 1 K% 35 DNS
o — 3549

] LUK Umbrella 73 N2 preset dns_map DNS #6371 5 W B4+ SZ 04> /i i ) Umbrellas

{2, A5 SCDNS AW H AN [R]85 28 8 FH A [7] (RS 0 SR e LS, Do 20 A RE LSRR 55 (1)
AN A Umbrellas

DL R 7 U8 B el 4 J5 S Umbrella. 1R 2L H 2 X DNS SEBEHLS, 75 S0 FLE DNS AR I 56 i
o

Y’ preset_dns_map FII WSS, FEREASHRCE B

ciscoasa (config)# policy-map type inspect dns preset_dns_map
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p) #

Jei AR Umbrella JEa% £k 45 e 22N H T34 I R Umbrella 50 (1) 44 55 o
umbrella [tagumbrella_policy] [fail-open]

Zhn2 4 BB Umbrella o T @ SORME A FK o VEMHYIE],  JER} Umbrella 254 S 20 FL 21 26 (i)
(PAERME R o WIS, RGO N BRI

L A5 %2 DNS fi###7/E Umbrella DNS JIg 25 28 A 0T 44 T I24T, WG fail-open BT, il
FITFIESLT, WA SR Umbrella DNS RS54 AT, W] Umbrella 2375 1% SR BS WL E H B 2EH,

I AVF IR RS R E A DNS IR 4545 & 1% DNS 53K (354 o 24 DNS IRZ5 2810 & il HER A1,
WS IR S AT EATTe iR AR I, W) DNS 3R &4k 8l ik 22 o ik [l (1) Umbrella fi#
B, DRI S SRS BT 9] 52

i

ciscoasa (config-pmap-p)# umbrella fail-open

2%l Umbrella .


asa-923-firewall-config_chapter13.pdf#nameddest=unique_145
asa-923-firewall-config_chapter13.pdf#nameddest=unique_145

2%l Umbrella |
B wir umbreniasip

I3 (Wik. ) 3 DNScrypt LA s £ 5 A Umbrella 22 8] 2% o
dnscrypt

J& FHl DNScrypt K548 ] Umbrella @4 2% 5 8 S AT e . SRS H e FERE /NI 0T S R AT 2 1 42
T, IR Yk B % . 1T DNScrypt 1§ /] UDP/443, #0525 T DNS Kl () 2 e st
AEZm . TEVER, BROASIIZE CFE DNS &l H k5 UDP/443,

Tl

ciscoasa (config-pmap-p) # dnscrypt

Gt

ciscoasa
ciscoasa

config) # policy-map type inspect dns preset_dns_map
config-pmap) # parameters

config-pmap-p) # umbrella fail-open

config-pmap-p) # dnscrypt

ciscoasa

ciscoasa

35 E Umbrella ;A

R E 4 J7) Umbrella W& JF4E DNS #llH J5 A Umbrella J&, %45 N 5 EE Umbrella i@ {5 3T
FEM. T UE R A AL Umbrella /& 5324 T 345 ID SRS & EMHE B D).

B, MRS SERS S, B ER Umbrella 7 EMHT. XM B 7= Cisco Umbrella I FH (5508 (bR
Z) L R HTTP IRAHIE % ID.

R A 200 ). BERACAEFE R LT INZS: 401 Ko APL AW IERf, 403 6735 5] 130 [ A 12
/5 (BLIEVIRD , 405 Fon API 4T 1, 409 R4 O AELELE Cisco Umbrella H#55,

ARSI UNKNOWN, iR & R 48 ST E . (75 339011: “Umbrella APTA R KA EIAEAT
M Y.~ (Umbrella API token request received no responses) 7% B 7E 1 1] api.umbrella.com B H 3 T 1% H i)
W, E R PRI .

THVER, Umbrella flf Mt 347 A NAE R ARHT 2 TCWIN o 0 AR AR BT 23 TCWAN, D58 I 2 158 Vg i) P2 1 5
MR 70X TP M dik () DNS J815 o Xl RS2 ImIN 00, ARl RER7s A7 AL 1 il Lo

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate
0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop O
message-length maximum 512, drop O
dns-guard, count O
protocol-enforcement, drop 0
nat-rewrite, count 0
umbrella registration: mode: fail-open tag: default, status: 200 success, device-id:

. 2% Umbrella



| E# umbrella
Umbrella 328 7R 451 .

010al3b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé resolver: 2620:119:53::53
Umbrella: bypass 0, req inject 0 - sent 0, res recv 0 - inject 0 local-domain-bypass
10
DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

AT LIRS AT R E (ESRIS WU EPATIENE) o SRMSMLSS ) Umbrella iy BB LUR - 07
ID. Mt aAr &0, Tk EERICE WA ID. LU Rfilgiiim i, DL RAHGE B

ciscoasa(config)# show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760f£dd6d3
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset_dns_map

Umbrella &3228 =451

DU FE A Umbrella 34 8288 (B B =11

=5: LS DNS #M%58% L /2 F Umbrella

uTﬂﬁJﬂﬂznﬁ A5 H Umbrellao i & 48 FHER N A 8105 H DNSerypt. B2 7 FCERIA R} Umbrella
b NG . BRI m B, B Umbrella A= il B O 1A 20 /A 5T o

BEoR BB 8 B A% Umbrella 3 M BT 55 BOAH R UE 5o IR 2% Umbrella uib 545 B9 B BAR IE 15,
A IEAR I UE 5 2 Bl A R) AR 4E

ciscoasa(config) # dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config) # dns name-server 208.67.220.220

ciscoasa(config) # umbrella-global

ciscoasa(config-umbrella)# token-request-credential

api-key £817feb474d94c56b3448bcbd08edcll secret 4afe58df5c454161al0al72145cbl456
ciscoasa (config)# policy-map type inspect dns preset_dns_map
config-pmap) # parameters

config-pmap-p) # umbrella

config-pmap-p)# dnscrypt

ciscoasa
ciscoasa
ciscoasa
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B 70 csmoeesEmanED ERA Unbrella

. EEREEXEEREEEZED EER Unbrella

PLR 7461 S 7 ] e b 5 R 8253 A Umbrella. 76 43G& F T DNS/UDP Wi & (0 4 % 11 B
Umbrella. K FA11EAE S T DNScrypt, UDP/443 A% S AER B2 . N4 0 mypolicy (78 5
B} Umbrella "5 ) BN 224 5emg . BT A Ry n il 20N Umbrella 4= H G 2%
RS .

IR BIE B B AL Umbrella VM PTG AR E TS o i fR T %0 Umbrella 3 x5 A8 1 (1 0BT HRIE
IR EIUE T 2 BN ) 224 .

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

ciscoasa(config)# umbrella-global

ciscoasa (config-umbrella) # token-request-credential
api-key £817feb474d94c56b3448bcbd08edcll secret 4afe58df5c454161al10al72145cb1456

ciscoasa(config) # policy-map type inspect dns umbrella-policy

ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p) # umbrella tag mypolicy

ciscoasa (config-pmap-p) # dnscrypt

ciscoasa(config)# object-group service umbrella-service-object

ciscoasa (config-service-object-group) # service-object udp destination eq domain

ciscoasa (config-service-object-group) # service-object udp destination eq 443

ciscoasa(config)# access-list umbrella-acl extended permit
object-group umbrella-service-object any any

ciscoasa(config) # class-map dns-umbrella
ciscoasa (config-cmap) # match access-list umbrella-acl

ciscoasa(config) # policy-map inside-policy
ciscoasa (config-pmap) # class dns-umbrella

ciscoasa(config-pmap-c)# inspect dns umbrella-policy

ciscoasa (config) # service-policy inside-policy interface inside

f5: M Umbrella £ FHERR 3 £ £ #18¢ M £4%

T T B HE R L WL M 2548 ] Umbrella, 17 HLEHIE 4 mrERmA SR TR OK), " LIBR4A
J5 DNS #58r, FF0)5 R SRk HERR 855 Umbrella #6525,

PUR -G T 4 Jmf 2 5 ms, 4 192.168.1.0/24 M 2% T8 FH Umbrella.

FiaZ |
AR BHEE B 28 H DNS JFALE T Umbrella 45/ W H -
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SRR MER4RECA DNS .

ciscoasa(config) # policy-map global policy
ciscoasa (config-pmap) # class inspection_default
ciscoasa (config-pmap-c)# no inspect dns

$1% 2 83205 H Umbrella [ DNS S5 B,
TEARBI,  SEBE WL iy 44 24 umbrella-policy

ciscoasa(config) # policy-map type inspect dns umbrella-policy
ciscoasa (config-pmap) # parameters
ciscoasa(config-pmap-p) # umbrella tag mypolicy

S 3 N HEBRAE MO A 2 .
PUR 74 ACL SRS B 192.168.1.0/24 M 2% (K] UDP/53 itE .

ciscoasa (config)# access-list Umb_Exclude permit udp 192.168.1.0 255.255.255.0 any eq 53
ciscoasa (config)# class-map Umbrella Exclude
ciscoasa (config-cmap) # match access-list Umb_Exclude

S 4 Yy N i%AE ] Umbrella [#] E LA 2255 .
PLR 7~ VE B K F AT Y51 UDP/53 il & o

ciscoasa (config) # class-map Umbrella_ Include
ciscoasa (config-cmap) # match port udp eq 53

PERS B R RSN, & 21K DNS SIS i &2 5 ) DNS K.

ciscoasa (config) # policy-map global policy

ciscoasa (config-pmap)# class Umbrella Exclude
ciscoasa (config-pmap-c)# inspect dns

ciscoasa (config-pmap)# class Umbrella Include
ciscoasa (config-pmap-c)# inspect dns umbrella-policy

154 Umbrella 1E1EsS

PUF /A 44T 4% Umbrella iE 8285 .

1547 Umbrella BRZ R EEFEITHER
ATLAZE ) Umbrella (R0 T 2575 DNS 030 i BE R EEAI G545 1.

2%l Umbrella .
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H5#E Umbrella BRZRBESAITHER

show service-policy inspect dns [detail]

Y& T 32 DNS Bl v B Al Umbrella Bt &5 B, LR detail 7. RS T BRI RG24 4E
S8R Umbrella H3: I (1) HTTP AR

PR AT AR IEAE AT ) Umbrella fi5545% o XA RAR IR S5 a5 1 5 FEMARE,  BUOARSE 4 12 77 1EAE
BRI A 55 % LURA 2 M 5 s S A7 T o SRR B T TR, AR GEHs fe i DNS i SR % 2 104tk
DNS fi45%% (WERBLED 5 0, 2 Umbrella 4545 LM, DNS i Kt AN 2 W ETAT W Y. o

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate
0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop O
message-length maximum 512, drop O
dns-guard, count 0O
protocol-enforcement, drop O
nat-rewrite, count 0
umbrella registration: mode: fail-open tag: default, status: 200 success, device-id:
010al3b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53
Unbrella: bypass 0, reqg inject 0 - sent 0, res recv 0 - inject 0 local-domain-bypass
10
DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

TS 127~ DNSerypt Ze 15 BRI 258

asa (config) # show service-policy inspect dns detail
Global policy:
Service-policy: global policy
Class-map: inspection default
Class-map: dnscrypt30000
Inspect: dns dns_umbrella, packet 12, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override O
message-length maximum client auto, drop O
message-length maximum 1500, drop O
dns-guard, count 3
protocol-enforcement, drop O
nat-rewrite, count 0
Umbrella registration: mode: fail-open tag: default, status: 200 SUCCESS, device-id:
010af97abf89abc3, retry O
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé6 resolver: 2620:119:53::53
Umbrella: bypass 0, req inject 6 - sent 6, res recv 6 - inject 6 local-domain-bypass
10
Umbrella app-id fail, count O
Umbrella flow alloc fail, count 0
Umbrella block alloc fail, count 0
Umbrella client flow expired, count 0
Umbrella server flow expired, count 0
Umbrella request drop, count 0
Umbrella response drop, count 0
DNScrypt egress: rcvd 6, encrypt 6, bypass 0, inject 6
DNScrypt ingress: rcvd 18, decrypt 6, bypass 12, inject 6
DNScrypt length error, count 0O

. 2% Umbrella
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DNScrypt add padding error, count 0
DNScrypt encryption error, count O
DNScrypt magic mismatch error, count 0
DNScrypt disabled, count 0
DNScrypt flow error, count O
DNScrypt nonce error, count 0
DNScrypt: Certificate Update: completion 1, failure 1
DNScrypt Receive internal drop count 0
DNScrypt Receive on wrong channel drop count 0
DNScrypt Receive cannot queue drop count 0
DNScrypt No memory to create channel count 0
DNScrypt Send no output interface count 1
DNScrypt Send open channel failed count 0
DNScrypt Send no handle count 0
DNScrypt Send dupb failure count O
DNScrypt Create cert update no memory count 0
DNScrypt Store cert no memory count 0
DNScrypt Certificate invalid length count 0
DNScrypt Certificate invalid magic count 0
DNScrypt Certificate invalid major version count 0
DNScrypt Certificate invalid minor version count 0
DNScrypt Certificate invalid signature count 0
Last Successful: 01:42:29 UTC May 2 2018, Last Failed: None
Magic DNSC, Major Version 0x0001, Minor Version 0x0000,
Query Magic 0x714e7a696d657555, Serial Number 1517943461,
Start Time 1517943461 (18:57:41 UTC Feb 6 2018)
End Time 1549479461 (18:57:41 UTC Feb 6 2019)
Server Public Key

240B:11B7:AD02:FAC0:6285:1E88:6EAA:44E7 :AESB:AD2F:921F:9577:514D:E226:D552:6836

Client Secret Key Hash

48DD:E6D3:C058:D063:1098:C6B4:BA6F:D8A7:FOF8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE

Client Public key

6CB9:FA4B:4273:E10A:8A67:BA66:76A3:BFF5:2FB9:5004:CD3B:B3F2:86C1:A7EC:A0B6:1A58

NM key Hash

9182:9F42:6C01:003C:9939:7741:1734:D199:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

=42 Umbrella 24 HELEE

o] PLWEHE PL R Umbrella #H52 &2 4 H &N S -

* %ASA-3-339001: DNSCRYPT certificate update failed for number tries.

K2 547 (E 2 Umbrella RS 35 K186 B, DU DR & B30 HIEHR 217, Mok, 1 ane &
1T DNScrypt I APIIERZT IEMf. 7] BET 2R Umbrella SREUHT %4/ .

* %ASA-3-339002: Umbrella % % F M RMe,  #5524%45 4 error_code.
R AU B AT LU e

* 400 - FEAETE RAB BN A . AR AT RE JE o LR . IR UE4 M 5 Umbrella #2754 L
(114 R A DL L o

* 401 - APT A WA o 1 SR FOFT A B A . 41 R AE Umbrella $l Ak L8 74 4

SR I WA ZRURF AR FH BT A R
* 409 - %45 ID 55— ANHLHEAE R . 5 Umbrella & B B3 SAER A, T AT REAFAE ) 1)

2%l Umbrella .
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* 500 - NIk w12, 5 Umbrella &8 SRR A, T M o] BEAFALEM )

* %ASA-6-339003: Umbrella ¥ 5V EM L) .

* %ASA-3-339004: H KA, Umbrella B33 MR
WA EEL Umbrella 280 API 44542 i) Umbrella ¥ & & %2 Wi

* %ASA-3-339005: Zit number K%K, Umbrella B2 473 MR
K 240 Mk 339002 4 8, LA 75 218 S .

* %ASA-3-339006: Jui% )R] Umbrella fi##1#% IP_address, CLVk& Umbrella H5E 7] o
IHERY], RECWEINEFBIPRES. LM,

* %ASA-3-339007: Umbrella fif AT %% |P_address Jomi N, U f s oG AR, )8 sl fdAT % 1)
BRI

H TS IEAEAL TS G AR, BRI AT Umbrella DNS iR 55 #s FH7 BT, JH AR I
DNS 5K AW o Q2R o) AT SRAFAE s TR UE S 7 AFAE MR GE S Umbrella 55 45 (B 1, LA
S ARV Tl 2 ) SR Th 2 A SO VE DNS LU ) R 95 4

© 5 AP B 5/ ST ARG &
* %ASA-6-339010: Umbrella APT 4 i 3K il 2
* %ASA-3-339011: Umbrella APT 415 R A< i 21 g [
* %ASA-3-339012: Umbrella APT A fiLiF K M, HiRARHSN %d
* %ASA-3-339013: Umbrella APT 4RI sk 8 i 3 Ak B ok A rp 2 I

* %ASA-3-339014: Umbrella API & W35 SKAE Y%d REAR G MG Al i

B £l Umbrella :F1Z2=289F £ 18R

eE AR FEERRA 15 B
HRl Umbrella % . 9.10(1) 0] DAC B 3 &K DNS 1 K 552 1) 2 BB} Umbrella, ARG 48

76 B Umbrella H 2 U Al 22 4 SR N H 1 FH 3% Hz . &
DA VPP 1L T FQDN [13&4z, 83, X T i %E[1 FQDN, &
ALK P E 1) 2 SR Umbrella 2 BEACEE, iZACRE ] LLAET
URL §iiii&. Umbrella [i E /& DNS K 55 05 (1) —B 5>

BT, P AT B R AT KRR E GTPIRAS IS . umbrella.
umbrella-global. token. public-key. timeout edns. dnscrypt.
show service-policy inspect dns detail.

. 2% Umbrella



I ZE% Umbrella

25 umbrella iz i a2 I

TIREAFR

F & A

152 FA

JER} Umbrella 58I RE .

9.12(1)

P PLAE AT LLAR IR 5480 JERL Umbrella (A R4, . K 17 iX 4t
() DNS 15 50K B ) DNS IR%52%, 1M AZal Umbrella 4t
o peAh, e AR T#HT DNS i 3K 1) Umbrella fif %%
. e, BATLAE S Umbrella #6305 0& DL S2 i s v 1 5 I
8, CAAifR& Umbrella JIg 5545 AN 0T IS, DNS i sRA B FHAE

WRINE S % T LA R 4ir4: local-domain-bypass. resolver .
umbrella fail-open.

i) Umbrella API.

9.23(1)

INAETT LUE ] Umbrella T/ API SN % Umbrella, 1% API {i#f
FHF SR APL 254,

wWINT LU R fiv4: token-request-credential
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