xof 5 A )

177 [B) $22 ll B9 3 R

XS FRELE Pl A, AE ASA BCE AT LU RV e AT RARE I TP Hukik. %S AR
. WL SR BCE, RO RSSO B %, T DU GAE 5| iz %
(T oAb AL B Bm ok R %, BRSO T S5, A ks
. BT, WA SCT TP MU AN RS, 4B bk, R e S ik
ITH M, MEHRAES | Hi% IP Huhik i &I o) e rh % — 5 .

o XPZAEN] L H 1

s BLEXNS, 20T

CEEP G S R R

o WP AT, W16 T

IPv6 Y
7E LT BRI S T SCRF 1Pv6:
o T LAZEMIZE I 4 IR A IPv4 I IPVG 45 H, EARBERIR S X % 41 T NAT,

ot N AN PR Y
o TSR GAILE R — A2 H, SRAFRULAME—. qn]GelZEAIE# 44 “Engineering”
[P0 G4 LA K 440k “Engineering” HINRSS AT R AR, FF2AE /DI h—AN X R A B FRIPR
BRI — AR RRE (B “AR2E” O, AILAARRME—. B, LU 4 FK “Engineering admins”
H1 “Engineering_hosts” , ffXf LA LFRORSFME—, A7 B T2E47 8000
* MBRPMFERT 64 NP, QWImTEE P MUTE 75 1 @H#8% &(0-_{} o MBI K/
5,
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BLEXR

DA & e i an e C B 2 2 T05 i) 42 RN 5

B & M43 R F0LH

W 280 AL RT DL TP ik sl EMLA% o ] DA 7 ] 2 7 210 v AR 2850 S ok i A R

FiL & M 48 3 &R
P BT LIS ML, R4 TP duhk, TP bk v e ul 5e 45 PR 2 144 (FQDN).
AT LUS FIXT 6 NAT B (FQDN X BRAN) o A ISR E X% NAT [N R, 525 M2
HE#5 4 (NAT).
UK

HIR AN 542 FR G Bl g 4R 45 % % . object network object_name

TP

hostname (config) # object network email-server

P2 LT 22 Rk s g i a2 10 no FE AR A 4 .

* host {IPv4_address|IPv6_address} - ¥ & EHLI [Pv4 5§ IPv6 Hutik. %140, 10.1.1.1 8
2001:DBS8::0DB8:800:200C:417A .

* subnet {IPv4_address|Pv4 mask | IPv6_address/IPv6_prefix} - P dil. X} IPv4 109, 15ESS
MG as nsErd, B, 10.0.0.0 255.0.0.0. XF T IPv6e, WK HBbEFIRTZRAE K — AR O s
¥, {5l 2001:DB8:0:CD30::/60.

* range start_address end_address - Hihik (/3 [l . °TLAFEE 1Pv4 B IPv6 Y [Fl . 3520 B FERD B A

%

« fqdn [v4 | v6] fully_qualified_domain_name- 5245z ik 44, B EHLKAHR, #ln
www.example.com. 5 v4¥RFHUIEFR 2 T 1Pv4, veXgHbhl R e T 1Pv6e. WA+ e bR,
WHERE 2y IPv4 .

il

hostname (config-network-object)# host 10.2.2.2

PR3 () AU description string

| BRSPS E
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| misisan &

Bo & M4 XS SR 4E

N
5

mEmssa [

W26 ST AL AN B DL S N IR 2% s L. 2500 G4 m] DA IR0 55 TPv4 i IPV6 Ml
ks

B, TCiRAE S IPv4 A IPv6 TR A X G4 HEAT NAT, WIGvk# A4 FQDN X4 I %41,

AT X % 44 BRI e B B 255 6 42 41: - object-group networ k group_name

i

hostname (config) # object-group network admin

FEFH AR AN B A i 2R AL I B 26 S 4 o AT A4 (1 no JEAORINBR A 5 .

* networ k-object host {IPv4_address| IPv6_address} - . & ALK IPv4 5 IPve il %41, 10.1.1.1
i 2001:DB8::0DB8:800:200C:417A..

* network-object {IPv4_address IPv4_mask | IPv6_address/|Pv6_prefix} - M5 ai TR 5T
IPv4 T, 5LESH& GRS, i1, 10.0.0.0255.0.0.0. X} T IPv6, il FIRT8i/E N —
NIEAR AR , 5140 2001:DB8:0:CD30::/60.

* networ k-obj ect object object_name - FILAT /Y £ 4} 5 11 44 FK
* group-object object_group_name - I W 48 5t 5 2H I 4 R

il

hostname (config-network-object-group) # network-object 10.1.1.0 255.255.255.0

hostname (config-network-object-group) # network-object 2001:db8:0:cd30::/60

hostname (config-network-object-group) # network-object host 10.1.1.1

hostname (config-network-object-group) # network-object host 2001:DB8::0DB8:800:200C:417A
hostname (config-network-object-group) # network-object object existing-object-1

hostname (config-network-object-group) # group-object existing-network-object-group

(AT3E) ¥ : description string

Gt
SO = AVE B 0L IP MUk R LR AL, TN DU i

hostname (config)# object-group network admins

hostname (config-protocol)# description Administrator Addresses
hostname (config-protocol)# network-object host 10.2.2.4
hostname (config-protocol)# network-object host 10.2.2.78
hostname (config-protocol)# network-object host 10.2.2.34
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MR T A2, Aok B & BT TR AU ™ B R 40 R 4 -

hostname
hostname
hostname
hostname

(config) # object-group network eng
(config-network) # network-object host 10.1.1.5
(config-network) # network-object host 10.1.1.9
(config-network) # network-object host 10.1.1.89
hostname (config)# object-group network hr

hostname (config-network)# network-object host 10.1.2.8
hostname (config-network)# network-object host 10.1.2.12

hostname (config)# object-group network finance
hostname (config-network)# network-object host 10.1.4.89
hostname (config-network)# network-object host 10.1.4.100

IRJE A% BT AT = AN AT IR E -

hostname
hostname
hostname
hostname

config)# object-group network admin
config-network)# group-object eng
config-network) # group-object hr
config-network)# group-object finance

(
(
(
(
fic B Al 55 XF SR F1AR 55 42

S50 RV T AR T WA sl e 3ty ok .

FEERS MR
R 550 5 LA A B A

R

P A G ARG i 5w IRk 25 61 4 object service object_name

i

hostname (config) # object service web

P2 L iz HIRSS MBS G o AT A4 10 no JEAKRINER A 4 .
* service protocol - IP B 44 FR el 5 (0-255). Fi75E ip LN H]T-Fr A il

* service {icmp | icmp6} [icmp-type [icmp_code]] - i&i T ICMP 5% ICMP A 6 74 5. 5%, 1L
Y 2 FR 0G5 (0-255) 4552 ICMP 2878, DIMERE T G IR T B witkdg e e, jn bLik
FEEH O 2R AR 52— ICMP AU (1-255). MR AR 2400, Ak a4 .

* service {tcp | udp | sctp} [ source operator port] [ destination operator port] - i& f{+ TCP. UDP 8%
SCTP. =i#, W LAHREWsm . F bR e . o] DAL AL PR el 5 38 8 i 1 o AT AT LU
Elﬂ:fﬁﬁi‘glﬁ:
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< lt- /T

sgt- KT

ceq- ST

* neq - AEET .

e range- VB I CRFEILAMED o EHIZERAERTIN, TSR €MD L4 5, #lhn, range
100 200,

Tl

hostname (config-service-object) # service tcp destination eq http

FI3  (Ak) WINUiW]: description string

fic & AR 55 ¢H
55 X6t G AR A RIS 20 A, W TR, ARG R B T e YR s R H bR E RLK ICMP 28
YRR
FiaZ /i
RS DA I8 T AR S50 B 2H ke 53 ST BT RS TSRS (IR B4 o ANk, 53R aJ LLC & ASA 8.3(1)
WA 2 /AT FH AR S5 26 S 28 .l IH o %29 45 TCP/UDP/TCP-UDP 5f 4. B3 4 F1 ICMP
o XU N AL RS A4 (ICMP ALERAN) R SCBRAL B 258, R I L2 AN 37 ICMP6
8¢ ICMP ARG . 4 AT A5 B4 X L IH RO %, 1554 Cisco.com 172225 H1 1] obj ect-service fiy %>
VLR, FRECEN A A

UL

LB I S AR Bl R 556 % 41:  object-group service object_name

IR

hostname (config) # object-group service general-services

PR 2 fFHLLT A A 20 SRS A I 2k 5560 R 40 . AL A2 1) no JE 2R MMBR X 4
* service-object protocol - IP X4 FR el 5 (0-255). 7€ ip AN H T BT Bl

* service-object {icmp | icmp6} [icmp-type [icmp_code]] - i& A T ICMP 8% ICMP FiiAS 6 74 L. B
&, AT UZ ARG S (0-255) 4558 ICMP K8, DUIEREX G BR Ti0H EAL . Wil g e 284,
TUAT AEREME R A R 3 — A ICMP AR DS (1-255). WRANER e AR, UM ra 4805 .

IR SPSES |
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* service-object {tcp | udp | tcp-udp | sctp} [source operator port] [destination operator port] - i&
7 TCP. UDP sy & sid& M T SCTP. s, nfLAfsediiom K. Hbrsn D Py # . nf D44 Hx
BT R E i o BRAERT AT LU LU N AR I

< lt-/hF
*gt- KT
ceq-HT
* neq - AEET.
e range- {EAVEH (CRFEILAMED o [EHIZERAERTN, TR Mo g 5, #lhn, range
100 200,
* service-object object object_name - LA 45 X 41K 4 7K
* group-object object_group_name - A Ik 55 % B4 1 44 FK o

Tl

hostname (config-service-object-group) # service-object ipsec

hostname (config-service-object-group) # service-object tcp destination eq domain
hostname (config-service-object-group) # service-object icmp echo

hostname (config-service-object-group) # service-object object my-service
hostname (config-service-object-group) # group-object Engineering groups

FI3  (Wk) WU : description string

Gt
PAF 7R SR i Re TCP R UDP R 45145 0 21 il 25 6 %41 -

hostname
hostname
hostname
hostname
hostname
hostname

config)# object-group service CommonApps

config-service-object-group) # service-object tcp destination eqg ftp
config-service-object-group) # service-object tcp-udp destination eg www
config-service-object-group) # service-object tcp destination eqg h323
config-service-object-group) # service-object tcp destination eg https
config-service-object-group) # service-object udp destination eqg ntp

LA 70 9] 57 U s 22 Bl 5568 Gt In 21 ik 55306 S 4.«

hostname (config) # object service SSH

hostname (config-service-object)# service tcp destination eqg ssh

hostname (config) # object service EIGRP

hostname (config-service-object) # service eigrp

hostname (config) # object service HTTPS

hostname (config-service-object) # service tcp source range 1 1024 destination eq https
hostname (config) # object-group service Groupl

hostname (config-service-object-group) # service-object object SSH

hostname (config-service-object-group) # service-object object EIGRP

| BRSPS E
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hostname (config-service-object-group) # service-object object HTTPS

fic B I 2% Bl 55 X R A0 2H

W28 IR 55 0 R e ST — NN e AT LAY DNS 344 (41 example.com) 1P -/ LK BSCRT
I 1 (WITCP/80) Zpk. DA, L% MR 55 % G ] vl LR ANTR] 4 28 MR 550 SR K N 285 9 b — A0
%o

T AAEY i ACL HPAE IR 48 e 55 X B 4, AL it e RS (ARG TSm0 ik 6 rh )« Uil
HIREUAT VPN 984S & . TETER, ANEEAE ACL W EIAT MRS & GiiA 24l - 4b
AR G AR G, RIGA RE AN 5.

A4 RERT, RG4S DNS HEWr kAR IP Mk, X% TP bl 76 JEEe T AA il FH - 1)
DNSTERERAG o XFE R DU CRAEIER TR AT N TP ik, LU oy SR A5 1] 425 TR A 2R
— NI IR RE IE A AL B L

o) 4 Rl 55 XoF &R B4 AE T

o WERAE R SR S50 G b A% DNS 384 BETE, WA 220647 DNS Al BRIASOL R, DNS Al
JA e TR R IR X5, WEEHE .

* DNS Wit H 467 UDP DNS #efl, AEF% TCP 8t HTTP DNS #5524 5 %A
A, BRI ASLE D ) 5136 A izt 52, th2 S B W Wi 9 2% il 454542 Ve .

* ANGELE DNS Al S s o S F dnscrypt; B5 DNS WRWTANFEZS, 1l DNS MW7 A& 4 9 45 ik 2%
o G A FH 3R TP bk Py o T3 1 o AT A 5 Sl R 1) 19X 4% e 55 5 S 20K ek, ARG
EEEHHE JSRER ST RN

B2 T LUE 1024 MRS AL (HE, B G KA ] P 4IRS0 R Bk L
ANME RS AL, T B 2 AT 4L

© MZEARS AN AT AT, (EASRERNEE M 25 e 55 4 K e B B A

* WIRACLHIEH] T &8 IR0 S EaH, MBR 2 S TGRS RN Ao XA G5 R E
e e

* dynamic K7 RIRE N GEA SR FNSITICE, EHR U RAE show object it . 752 HA%
FoE U 7. RHE T RN PR A

© 1% MR E N 2 BC O E— S, Yl 1-4294967295. app-id 15 2) HARRC B i 2.
b4 A BB P

B & Z{51ERY DNS AR 5527

WRAE SSRGS ST B4, REU 2 I WT DNS 5K/ i i, DA DNS 38044 1) TP il
IGAEE R o AT DNS 175 3K/ A 0] LA W

MW e s LG A AAAA Fil MX. BN E T A ARG AAF I TR] (TTL) #BE— @ Ve El N : 4/ TTL
2 5Bl KON 24 NI . IXFER] DL R A AN S I .
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W28, OB e XWELe DNS 5545 W 32 (54T K FR il DNS MW Ifya . $81m3E{5 1T DNS
JIi 45 4% B AT A DNS Vit A A 1l 206, AN S F T 3REUM 2 IR 45 5 B i i o BRI UL T, T B0
B2 2] ) DNS RS 8 #0325 AT s A 70 B BRI 5245 AT 41 3 A T 2 0 4

Y

AR OCHEAE TSR %) i ) DNS IR S5 8 8 SN ZAFAT S5 45 -

T

$IR2

$IE3

FHIa Z Al

DNS MW i T DNS & 7, BRAESL N O . MR aa 28R . b4, DSN MWr5 dnscrypt
DIREANHERS,  DAE1E 270 7 DNS Kl S g i s v i H % i 2 o

f§ 1| show dnstrusted-source detail fiy-ff & T T 232Kl 45 LA 3 R0 286 5 55 X S sl gt f) 224 i 52
(ERERI

INEOLT, 5ER(E DNS 417 i & 1) DNS k45 2%, Sl DHCP % ) b/ ARk 45 2 55 A 4k I & 1)

DNS 55 %% Bhfir & o 24 B S A5 AR I IR 55 4% o
T

ciscoasa# show dns trusted-source detail
DNS Trusted Source enabled for DHCP Server Configured
DNS Trusted Source enabled for DHCP Client Learned
DNS Trusted Source enabled for DHCP Relay Learned
DNS Trusted Source enabled for DNS Server Configured
DNS Trusted Source not enabled for Trust-any
DNS Trusted Source: Type: IPs : Interface : Idle/Timeout (sec)
DNS Server Configured: 10.163.47.11: management : N/A
DNS Server Configured: 10.37.137.85: management : N/A
DNS Server Configured: 10.37.142.73: management : N/A
Data-Path DNS Trusted Source (count 3): <ip>/<refcnt>; Trust-any disabled
10.37.142.73/1
10.37.137.85/1
10.163.47.11/1

(Ai% o O I el b 2 G & 1 215 A DNS IR 55 % «
dnstrusted-sourceip_list
ip_list /&N AF A1) DNS kg% s IP Huhib 51038, DA% o ke . m 2 al LIS 12 4> IPv4 F1 1Pv6
bk ¥R any LU T DNS Ikg54. AH a2 no TE KM BRIk 5545 -

(H[ik. D ¥8E & 15T DNS M gs#dl b i & r k445

dnstrusted-source configured-servers

O & IR 45 2% /& DNS 4158 name-server iy 2 7€ AT RS 2% . BOATEOL R, tkmc s . 2
K HZEH, X4 no K.

| BRSPS E
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FRA (Wik. ) 5ER N LS DHCP i il id ¥ 442 1 _EIZAT (1) DHCP IR 45 # 3Rk (1) 2 7 S i
B ) DNS R 45 %%
dnstrusted-source dhcp-pools
XU H] dhepd dns fir &L & RS ds, BIILACH TPv4. BRATEOL T, BEIEIIC A . 0K AR
M, X L 21 no JE .

F|S (Wi, ) el DHCP % ) b Ml DHCP il 5% s Z 18] /) DHCP H 2k S W I 17 A8t 380 (0 e 25 2 i
AN A Z A7 A (1) DNS JIR 5525
dnstrusted-source dhcp-relay
ERAEOLR, Sekmic g . SO HAEH], AT X 254 &1 no TE (.

FE6  (nik. ) il DHCP % /i Al DHCP ik 55 & < 0] fR17H ST BIT T M8 2R IR 55 2% 2 T4l o %
fH AT DNS iR %5%

dnstrusted-source dhcp-client

ZIEIUE H T ELE dhepd auto_config iz 2 1), 48 F Mgk DHCP 2/ s 3R X 1P Hbdik )i #4211 E
PAFIE BAE B L ECE DHCP g5, BRIMEDL T, MEmici s . 2R I0EEH], X

Lty &1 no K.

[AZES T EFOES

WA 2%l 550 G SCT AN Ao IERL 1 9 R BB AL ) DINS 35842 S SO T PR o st vl LA
PR SO 1, RA4i /N HI B

HREAE P28 IR S5 AU S P IO 5 ANREAEDT MR HIA1 2 4% H (ACE) 1 %A I 46 e 55 %) 52

SRR AL 5 A% R G A w4 X 2% 55 0 2.«

object networ k-service object_name
LR 2 AT 128 MR, FEH AT RIS A . WA S, W S S R A AR g R

il
ciscoasa (config) # object network-service webex

PIR2 FH LT a2 RIS A2 AN R P AL BT IR IR Ss . A3 a4 11 no JE RN Rox
%o BATLLZ P NI i 4
+ domain domain_name [service] - DNS #4#%, &% 253 MNF4F. AWnT LU e afa i) (il
www.example.com) HFBZFR (B example.com) , {Ej5—MiEW T, MNREILRFTE T
B, B R AR %528 Cl www.example.com. www1.example.com.

| IR SPSES |
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long.server.name.example.com %) o UWIRAFAETERILACAI B FR,  WLKEHRHE B A 4 TN 0T
ULPC. 544 nT CAE BT 2 224 1P Hiuhik .

* subnet {IPv4 address IPv4 mask | IPv6_address/IPv6_prefix} [service] - M Zgithilt. *F T IPv4 1
K, EAE SR SR INAERS, B, 10.0.0.0255.0.0.0. %F T IPv6, Kl ARG AE b — ANtk
(ARAAH) , Hiltn 2001:DB8:0:CD30::/60.

X RS A A . R S AR BRI DL RC DR F I, A g ikss. BOATEOLT, o
AT TP Mk (R AT T3 B0 55 0 AL

protocol [operator port]
i
* protocol ;&IEFE AT ML, B4 tepy udp. ip %5 fHH ? AHE NI,
« ({XFE TCP/UDP. ) operator JjLL NIz —:
* eq FTHE M T .
o It IR/ TR s i 115 AROAT A o 1
* gt Ko KR E B 5 AT 3
* range 37 AN 52 g 11 22 8] AR AT AT i 11

* (YR TCP/UDP. ) port i 15 1-65535 aihid 75, #lin www. i 2 &EBICRF. X170
[, aZideE A, JF H AN 5 ZN T3 AN .

CAPIE) ANt (% 200 M55 : description string

ot

object network-service outlook365
description This defines Microsoft office365 'outlook' application.
domain outlook.office.com tcp eq 443
object network-service webex
domain webex.com tcp eq 443
object network-service partner
subnet 10.34.56.0 255.255.255.0 ip

Ho & W48 Al 55 3 S 2

9 2 1l 55 20 W DA, 25 194 24 il 5555 SR A 1 — Do sl v . 8] LAAE Vs il 4520 811 38 45 H (ACE) i
PS50 %, LASEIEE T S0& (1) e 5. U7 Il 428 A1 VPN 1 vk .

{1 F] network-service groups ] & SO LAAH R 77 AR BN FH 92 . fltan, #EmTDLEdE— A4, &
SR F N ) PO T AN A2 8 i) Al O FR 3 ] VPN G R R FH AR I

XF T2 R S5 R G2 v A 5 R SRR PP, A AT BRG], Toie 2 B ol i 5 | 9 % ik 55 %
%o

| BRSPS E



| misisan &

mamnskszd [

A5 FH 20 44 6] 8 i 194 45l 25 0 . 2H
obj ect-group networ k-service group_name
R Z AT E 128 MR, JFH AT B0 o an R B v, W2 XS | 5 ¥ A4 PR g 1k .

i

ciscoasa(config)# object-group network-service SaaS Applications

T2 LU R XA A e AN R E AN IS5 . A3 1K) no JE R R X

Go BEATLLZ AN IX L AT 2

* networ k-service-member object_name - 41 H AL I I 4 IR 5 0 S I A R . WER AR A S 4%
G S Rk .

+ domain domain_name [service] - DNS ##%, % 253 MMFE4F. AFRA LU 58 e n) (el
www.example.com) BB ZFR (U example.com) , {Ej5—MiEW T, MNEEILRITE T
5, WM o> AR IS5 2% (ll www.example.com. www1.example.com.
long.server.name.example.com %) o WIRAFAETERVCECHI A FR,  WLKE AR B8 5 A 48 FON FE R 0EA T
VLHC. ds44 mT AR BT 2 24> 1P Hiudik .

* subnet {IPv4_address IPv4_mask | IPv6_address/IPv6_prefix} [service] - &gtk X+ IPv4 F
M, SRS RIS, i, 10.0.0.0255.0.0.0. X} T 1Pv6, ik FIRTgi/E b — A 54k
(A4, 11 2001:DB8:0:CD30::/60.

XA MRS AR . R A AR BRI DL BC FRDE R I, A g iRss . BOATEOLT, L e
At TP Mk (R AT B #4855 36 BT UL

protocol [operator port]
Horr:
* protocol JEIER I, #10 teps udps ip . fHH 2 EHE LI,
« ({YFR TCP/UDP. ) operator LA FikIfiZz —:
* eq 55 TR E K T .
o It s/ TR g i 115 AROAT ] g 1
* gt Fon K TR E R 1 AR H
* range s AR E i 11 22 8] FRATART S 1]

* ({XPRE TCP/UDP. ) port f:3fi 1% 1-65535 sBhICAF, Bt www. (1] 2 &R XT3
BRI, AZUARE BTN T, 9 FLAE— N 5 BN T3 AN 05

IR SPSES |
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FIE3 (AR WINE (RZ 200 NFFF) : description string

A5l
A i SRR P26 5 55 X R BG4 SaaS N

object-group network-service SaaS Applications
description This group includes relevant 'Software as a Service' applications

network-service-member "outlook 365"
network-service-member webex
network-service-member box

= sy s =z ]
LA P AL, R4S B ACLY, 75 SRRSO KBS Sh e A AR 4, 3t
T 07 T B 45
X T Active Directory d# il 2% 42 Jey 2 LI 41, ASA ¥4 17 Active Directory I %5 % & 1% LDAP
M. ASAHFET SO SR L . Ak, ASA FTREA & R A5 XA AL 2 B8, T
TP SR AR AL 22 A S I AR 21 . AR HH 2 4 T 675 A Active Directory 5 A RS ZH A H
F. ASA TTHEE AHLAE R Active Directory 4 .

F AT LU T A P 4LRT A Active Directory SN 4

R ACL P BB P 2 R 4, DRI A AE LD RSO0 R A TR e At FH P 40
* SO LOCAL #dfs e b Xy —24H .
* LEIEETE AD RS BT E B H P b R SR — 2R P B S 4

P B A PR i ek FH P o6 441 : - object-group user group_name
-

hostname (config) # object-group user admins

PR 2 FHULT A A a2 H P A B - s R4 . A 21 no JE2ORMIBR A 4 .

* user [domain_NETBIOS name\Jusername - il /' 44 . WISk 80U P &4 i 5k, 2t 51455
AR 4Gk . 5854477 U LOCAL GE A o e o U D 5K user -identity
domain domain_NetBIOS name aaa-server aaa_server group tag fir4 45 5& 1] Active Directory
(AD) ¥4 . 0 AD Y g U P S, user_name L2 /& Active Directory sSAMAccountName

(ME—) , MIEAHA (en) CATREAME—) o W ARIREA, WAAHERAEL, B LOCAL 8¢
user-identity default-domain 4+ 52 SCIFHA
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* user-group [domain_NETBIOS name\\Jusername - J11 /" 41, Wiitig 4 sl dl 44 shfy 58%, 251
SRR A G . VT S BR AL FIZH 44 RS RHAT \\e

* group-object object_group_name - 1A 1 55 20 I 2R
5

hostname (config-user-object-group) # user EXAMPLE\admin
hostname (config-user-object-group) # user-group EXAMPLE\\managers
hostname (config-user-object-group) # group-object local-admins

(AT3E) ¥ : description string

BLERRENRE

B, EELEY R ACL HaEdl, nTLLENEH T3 #F Cisco TrustSec MINEEM L2541, KRG
VAL ORT 7 e A

¥ ASA 5 B F} TrustSec £2JR, ASA A )\ ISE F &2 44145 B.o ISE mJ AR AL A} TrustSec 525
I 5 Oy wesst DL SO TrustSec r28 21 IS5 % H YRS, AT 78 24 S ik /722 . W LAZE ISE
AR A B 42 ACL.

AL, ASA FTREEL S AR A R e U AR HI A X 48 PR, 7 B SR A AL 22 4 SRS () A b 22 4 4

A ] S N 0E ISE MIRE LA . ASA WA ARHAI.L 22 .

BAEASA FOEAR ], TEAEA SN R . A Z X RA T S Al E MR E
()2 AN B B 224 D B 44 FR. H4h, T LAIE ASA FARIFLERH 44 1D B4 44

Ko

A LU A8 7E ASA LB 33 1 22 40k G A RAZ B0 X 28 G R K r) o T LCKE 22456 % 40 A 5 ) 2 8%
JI 55 S PR 343 o

Je

R WG A A S ASA RIS DA TR, A HIZ AL AR AT EORE b T 3RS

UK

SIEA1

FIR2

Za il A FRAE ISE 13 BT .

EEIEEELY 7y

i X S A Rk i B g e A 410 5L 4. object-group security group_name

T

hostname (config) # object-group security mktg-sg

FEHICLR — A~ sl A iy R0 RA I B IR S A S 4L AT 4 1 no JE xRN R 52 o

IR SPSES |



wmaEsmag |
B ==xiaze

* security-group {tag sgt_number | name sg_name} - %2452 (SGT) SAFR. WK — AT 1
F1 65533 2 W [)%07, 1 ISE il IEEE 802.1X S} ¥:iE. Web S 561F ok MAC & 4 KiiF 48
1T (MAB) 73 BLg B4 o LRI ARRAE ISE LANEE, e g3 gt il P i 2. e a3k
¥4 SGT Wi B 2 A K. A RA BB AFRR, A ISE FlE .

* group-object object_group_name - {5 24 4 6 % 41 (K 44 K
i

hostname (config-security-object-group) # security-group tag 1
hostname (config-security-object-group) # security-group name mgkt
hostname (config-security-object-group)# group-object local-sg

W3 () WINPEEE: description string

fic & Bt [8) S

IS 1] Y0 FEDR G ST BB AR I 8] L &5 RN ()RR E A A 4% H AL RS e I TR) o W] DUREX 80T 1] T
ACL I, ATy 5 D RE B P PR U T I U o i, T AR — 2 A SR VA AR IR TR Y
X RE IR 55 2 264 707 i R e L o

\}

AR W ER VS RN Z A E WIS H o QRO IN (G RE F T 40 BRI, R
1 BNAE XL AR I 0] J5 A TT AR VAL B MEL, 17 ELAE L0 25 A 1) 213 5 A AN EER AT VA

QS I TEJYE AN 2 BRI A BT 1) o 138 A 20 BROCE SO NG o i 6 2007 U 1) 42 A LU
fHEHIZN 5

g2

FE QAR FYE [ : time-range name
P2 (k. ) I RE S IOE 46 N A) sl 45 R ) (Bt ) .
absolute [start time date] [end time date]
DR RS E AR [a],  JUPBRIA 22 HiT I 18] g S 4R I ]
time K 24 /NS hhemme #1201, 8:00 7R 7 8:00, 20:00 %/~ | 8:00.
date 4% X% : day month year, fl%i1 1 January 2014.
WIR3  (ATik. ) BSIEFRINA] 4 ] .
periodic days-of-the-week time to [days-of-the-week] time

| BRSPS E I



| misisan &

ISR

Tt |

" Py days-of-the-week 5 5& LA ME. WER, A NE —ANSHIRE TH—RK, A UERE 4
AR K.

* Monday. Tuesday. Wednesday. Thursday. Friday. Saturday ¢ Sunday. nJ LA —4
days-of-the-week Z 4 f 2 iR ZAME (AT o

* daily
* weekdays
* weekend

time %1 24 /MBI hhemm. #20,  8:00 7 B4 8:00, 20:00 KMt E 8:00.
] DLE % a2 R L B 2 MG IR TR B .

=41
LU R RIS M 2006 4 1 1 H_EZF 8:00 TFHA 4R i 09 FEL. o1 54§ 2 4 kO 0
90, DR 0 L B 2

hostname (config) # time-range for2006
hostname (config-time-range) # absolute start 8:00 1 january 2006

PAR 7 B3 7R AR H AN B4R 8:00 2174 6:00 F4E i % 1 TRl -

hostname (config) # time-range workinghours
hostname (config-time-range) # periodic weekdays 8:00 to 18:00

LAR 7= i N RVE Bl e oR Y, HBEE M B8 | NP 5 fii TAEHINEBL, BLRA
Wl—. BW=MENTTES R MENUARK T 5 R 5 R,

asad (config)# time-range contract-A-access

asad (config-time-range) # absolute end 12:00 1 September 2025

asad (config-time-range) # periodic weekdays 08:00 to 17:00

asa4 (config-time-range) # periodic Monday Wednesday Friday 18:00 to 20:00
asad (config-time-range) # periodic Tuesday Thursday 17:30 to 18:30

BN R, EMALL a4
* show access-list
BRI PIERSEH. BIENENAH BT NG N AT ERAEAN%H,

* show running-config object [id object_id]

IR SPSES |
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WORMET A A S AT id KBTI AR A AN R
* show running-config object object_type
A (network o service) o 4T %
* show running-config object-group [id group_id]
WIRMET A IR R AL AFH id BT AR AR AN R .
* show running-config object-group grp_type

A I R AT R 4.

xR BI EIEE

Ta

Ihie &R R AR it AR

X4 A 7.0(1) X B YAl A ACL OB 4Ed .
SIANEAEE T LL R #r4: object-group protocol . object-group
network. object-group service. object-group icmp_type.

T D 0N S g e S 7.2(1) FINT IEN R IE ARSI R, o T & SRR R . S
TLUR#r4: classmap typeregex. regex. match regex.

X% 8.3(1) FIN TR IR DRE -

SIANEES T UL N4 : object-network. object-service.
object-groupnetwork. object-group service. network object.
access-list extended. access-list webtype. access-list remark.

P 5453 B K S (1 L X 5 2 8.4(2) SINT HT B0 B KBS o S 4L

SINT LA Fir4: object-network user. user.

FHF- Cisco TrustSec ff 2z 42154 | 8.4(2) 5/ N T HT Cisco TrustSec )22 42 %15 4H
FIANT LU R4 : object-network security. security.

IPv4 Fil IPV6 YR M 48 % %40 9.0(1) DR, Mg st g4l H Rt e 1Pv4 Mk s T 1Pve k. 3
1E, MGl n] LRI 5 IPv4 1 TIPve Hiuhl .
ERE

ANBEAE IR A0 S 41 1EAT NAT.

B T LA R4 object-group network .

| BRSPS E
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P TOESCEN |

4
LHEE AR R A it AR
T4 ICMP AR5 198 ICMP i (1 | 9-0(1) LA AT AR ICMP AL feF/AH 48 ICMP i
> v

77Je ACL NV SR SINSAEH T L R fr4: accesslist extended. service-object.
service,

TEE LS (SCTP) HIR S X% |9-5(2) ILAE AT LLEEE IR 5550 S A 55 € SCTP Hi H .

K BT UL R4 service-object. service.

P24 Jl 25 %o 5 B SLAT I TSRk i ey | 9-17(1) TR LA M2 RS-0 IR A T4 vy a4 il 503, LML

Y [ 5 ) A PR AT o LTSS 1 2% b S A7 [ P A A o 8 IR 55 0 AL FE TP
T M B DNS S48, BLA Crlag) BhsCRiss DRSS, eArsE
i ESEG T MRS S . hDhReie dE i 2 54 DNS ik
G- as I The, DA ORATAT DNS 8k 44 fif A7 #0552 A5 A SRR X 1P
Huhk .
Wi fs e 7 UL N fiv4:  accesslist extended. app-id. clear
configure object network-service. clear configure object-group
network-service. clear dnsip-cache. clear object. clear
object-group. debug network-service. description. dns
trusted-source. domain. network-service-member .
network-servicereload. object-group network-service. object
network-service, policy-routecost. set adaptive-interfacecost.
show asp table classify. show asp table network-service. show
dnstrusted-source. show dnsip-cache. show object. show
object-group. show running-config. subnet.

W 2 1l 55 2H SCRF 9.19(1) TEIAE B 2 ] LAE 1024 A W45 554
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