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VM.StandardB1.4 4
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VM.StandardB1.8 8
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9.18. 9.19. 9.20, 8
9.21 F19.22 2 5 &
A
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OCI -] ASA Virtual 32 ##LL NIk
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« FASEHIEZ 16 A vCPU (8 4> oCPU)
BB CBRVO
* VFuf - 3R BYOL
« SCFFRAR 1/0 UL (SR-TOV)

* [Pv6

ASA Virtual & 8815 o] 914 RE R
ASA Virtual SZEFPEREE VAT, 1Z L A] A) 3 R B AN IR A A L & 20 AN VPN &2 BRI

THEER SKBIEE (RZ/RAND | EERE RA VPN %iE BRI
ASAv5 VM .Standard2.4 100 Mbps 50
4 /60 GB
ASAv10 VM.Standard2.4 1 Gbps 250
4 /60 GB
ASAv30 VM .Standard2.4 2 Gbps 750
4 /60 GB
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X SHIZEE (HAZ/RANMD | KR RA VPN £ iE BRI
ASAvV50 VM.Standard2.8 AN H 10,000
8 1%/120 GB
ASAvV100 VM.Standard2.8 VS 20,000
8 #%/120 GB
T RE
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FEER T AR B kR N @ T ASA Virtual [ 28404, 75 OCI 7124 ASA Virtual Bt & T
3T B, NFERTANG) .
1: 0CI + iy ASA Virtual3 257 51

Management
VCN

10.10.0.0/24

Public IP

Inside VCN FW Rules

10.10.1.0/24

Mgmt 0,’0 Gig 0/0

y Inside

o

Outside VCN FW Rules

_- 10.10.2.0/24

@

M Outside | '_@

OCI Route Table

Destination

10.10.2.0/24

Next Hop

IP of ASA virtual Gig 0/0

OCI Route Table

Destination

10.10.1.0/24

Next Hop

IP of ASA virtual Gig 0/1
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. #RE ASA Virtual

ASA Virtual IPv6 ZRZE R

Mgmt VCN

Management Subnet

2603:1030:20c:a::/64 » East-West Traffic Topology

Mgmt 0/0
2603:1030:20c:a::30
Public IPv6: SSH, ASDM

Inside Subnet i Outside Subnet =N
2603:c020:5:5800::/64 ' 2603:¢020:6:ba00::/64
Inside |Etho Gig 00 | | mmmmm || Gig 0/1 Eth0 | Ouiside
Linux |2603:c020:5:5800:5  2603:c020:5:5800::a | | Samemm ) | 2603:c020:6:ba00::a 2603:c020:6:ba00::7 | Linux
|
ASAv
OClI Inside Route Table / '\\ OCI Outside Route Table o/
Destination 2603:¢020:6:ha00::/64 Destination 2603:¢020:5:5800::/64
Next Hop 2603:¢020:5:5800::a Next Hop 2603:c020:6:ba00::a
Inside VCN Outside VCN

ZNZE ASA Virtual

PURFEFBAE T W vE £ OCT B85 915 3 ASA Virtual S245] . 47T LB 5% OCL 1)/, 1F OCI Hisgh
HWRIIF ASA BRI kE% (ASA Virtual) 7284, R RASVHESEH . B3I ASA Virtualjm, #70
WO % e, DUEAR Ut s A YRR H Bk 3t e 2 1) BB K 4%

B EE L= M 2% (VCN)

A LAY ASA Virtual #5350 B L= W44 (VCN). /075 =4 VCN, £F/> ASA Virtual4% 15—
AN
|

o

TET AZRSEPAT AN R PPk S8 B B VON . AR Il [0 21 ) 4% (Networking), 4 A FBAIAR B2 11 12
VCN,

FHIa Z Bl

N

AR ONEHCER RS G, AR R R A2 . BT ] B KA 2R B, DS S AR A b 4 )
XPBERAIVT ) o SRR [R) B Oracle 7E BCAR B M 8 G4 . 7 BE O3 nT LAFE AR ) v ) e 5 22 Fg )
SRJG VR IOV Ie) K0 LA Wi 6 B P ] DLAE H b A AT B . AT G S, 1214 Oracle SCHY

“EEHIRFE” (Managing Compartments).
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tigmszea i

OCI Xl 3 A4 BERR B (1 2 AN X die XM RAE DR (A B e — AN X I BRI AS S AR oy AN b . i
STk i A DRSS AE PRI XA

TR 2 WUGEFE ML (Networking) > L Z P4 (Virtual Cloud Networks), 5 st “BIEEEAL 2 %% 7 (Create Virtual
Cloud Networks).
X3 Hi A VON Ik & FR, 15111 ASAvManagement.
i1\ VCN ItJ CIDR &,
a) IPHLhE(Y) IPVACIDR R, CIDR CHCRMURIRIHE ) & TP b o LG es T 4a i Bk . i, 10.0.0.024.
TR
fEIE VCN H 4[] DNS EHLA .

$ S
>
=

b) %4 E Oracle £ EZAY | Pv6 /56 (Assign an Oracle allocated | Pv6 /56) S i%HE, LR B4 Oracle 23 L i) IPv6
HhEA N #] VCN.

$1E 5 Liiditli#E VCN (Create VCN),

MK =E
4245 % A2 41 4L WNIC 4L T2 VNIC Hy 22 A UL

UK

LB KIRIEFEM L& (Networking) > FE#l = W 4& (Virtual Cloud Networks) > 1l = M 41415 2 (Virtual Cloud Network
Details) > M4& % 440 (Network Security Groups), #AJ5 il M 2% % 440 (Create Network Security Group).
P2 NI 2 R VERFR, 11 ASAv-Mgmt-Allow-22-443.
PR3 st T—% (Next).
LR A NI )
a) VS INEEIN DA SR VF SSH 3Bk TCP 3 1 22 5 i) ASA Virtual#Z 64
b) WAL feiF HTTPS Jf i TCP i 1 443 Vi) ASDM.

Al ULl ASDM R ASA Virtual, X 75554 HTTPS &84T Fim [ 443,

$E,S pidifliE (Create).

1132 FEX M Y X
AL TR TT A TF U, 0T S LI
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UK

HI 1 RIGEFEM L (Networking) > EHIE M 4% (Virtual Cloud Networks) > Bl = M 28 i£ 4015 B (Virtual Cloud Network
Details) > EELM M 3% (Internet Gateways), 2R )i il 812 B EL M M 5% (Create I nternet Gateway).
IR 2 FNE BRI W OCIREIR 2 FR, 51U ASAV-IG.
PR3 rihi B WM X (Create Internet Gateway).
72 LR RV ENERER TIPS
a) MIKLEFEM LR (Networking) > FE#l = M 4% (Virtual Cloud Networks) > E#l = M 4&i¥ 4015 2 (Virtual Cloud
Network Details) > ¥ H %% (Route Tables).
b) sl BRI h 2 R B4 LAV I b 0 o
c) MiiAINEEEIN (Add Route Rules).
d) MB#RZEE! (Target Type) FHiglF, EHEEBMM K (Internet Gateway).
e) i\ H¥x IPv4 CIDR B, 140 0.0.0.0/0,
) 4 H#Ax IPv6 CIDR B, 121 [::/0].
g) MBFREBLM M X (Target Internet Gateway) N 7413 Fhade £ 54 61 g i ki 5 .
h) mAdARINEEEH N (Add Route Rules).

B1J32 1 W
T4 VON 047 T S TR VON QI MEFBL T X I VON, @a % H
HFR, TR TSNS VON, S H B AT
oL

L1 RKIKEFEM L (Networking) > EEHIZ M4 (Virtual Cloud Networks) > FEHL = M 4814815 & (Virtual Cloud Network
Details) > F M (Subnets), X5 sl FM (Create Subnet).

$IB2 WA TMEHERERFR (Name), #1405 H (Management) .

$IB3  EFFMIEE (Subnet Type) (BT EEINHIERANE XS (Regional)) .

$£184  HACIDR 3 (CIDR Block), #401 10.10.0.024. 1 MIKHNES (AEAIL) 1P Huhkn] Atk CIDR Be3kEL,

$IBS kP HE Oracle HELAY 1PV6 /56 RS (Assign an Oracle allocated | Pv6 /56 prefix) & iEHE,
RGUKG A ME— 1 IPv6 Mk, e L T Bl N g 5 A S ERIEC T AR, T IPv6 RS AR 2% [
5N 164

PIR6  IKHZR (Route Table) THd K Pk B mi G MRk &L —.

BT AETMIERFMITE (Subnet Access).
X “EEL” (Management) 1M, IX 2t 2F R (Public Subnet).

$I1%8 % DHCP EI (DHCP Option).
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{8FA Cloud Shell B2.& 1Pve Mctteit [

P®R EREEZAENRETIR.
FIR10 2 F W (Create Subnet).

T—3 it a

Al EEH VCN GEEL, W, 48 5, B80T LA 3) ASA Virtual. 5 2% ASA Virtual VCN it & 1)
w~l, WES W E

2: ASA Virtual =R 4%

Virtual Cloud Networks in asav Compartment

wirlsal. privade nefworks tha 561 U In Oracke data centers. R closely resembles & tradfional neswor

Mamg State CIDR Block Datault Route Tabie DN S Domain Nams Created .

{£ 4 Cloud Shell & E IPv6 [X < th it

1 OCL ', B TWERAE — A ME—1 IPve W JSHil, #AZH7E ASAv T EE B iZ bk, IPve FiteA
S IEH TAE. M CHEE AT AAE Cloud Shell Hi24T OCI Ay A1 7 W iE41 {5 B TR & .

UK

L1 %% OCl > $TF CloudShell (OCI =#&if) (Open CloudShell [OCI Cloud Terminal]) -
PR 2 AT LU A DUE A7 3R IPve TEAR{E R :

oci network subnet get - subnet id <subnet OCID>

"'JJ}E% 3 U\ﬁﬁ’%%%*ﬁﬁé ipvé-virtual-router-ip %o

SRR SRR T 2 e

7£ 0CI €13 ASA Virtual {51

0] LIME ] Oracle = iz ) JERE ASA REAIBH KBS (ASA Virtual) 775l il 7552448 OCT 36
£ ASA Virtual. %07 UHRYE CPU $ie. A A7 RN 4% W8 Y AR Rk e A5 318 1 T SER L AR
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B = oci i AsA Virualsz g

FIR13

TIE14

UK

FHFOCITIF.
X 358, s AE RS A Ao TR S R T ) DX 3 Y

WEFETIA (Marketplace) > [ F#2FF (Applications).

7t Marketplace 48 “Cisco ASA MEHLP ki (ASAv)” (Cisco ASA virtual firewall [ASAv]) % £ 1% o
BHEFAMEAT, RIFIET R B RiEFHEZ BIOraclefE A KA E IR FZFRFIE 4 (I havereviewed and accept
the Oracle Terms of Use and the Partner terms and conditions) & %A,

A BE1SEH (Launch Instance).

By NSRS ) A YE R R, 4 ASAV-9-15.

MBI (Change Shape), R k4075 ASA Virtual it 5 oCPU % . RAM = RIFT 4% 1 S Ik,
U1 VM.Standard2.4 (iFZ £ 1: ASA Virtual SCEFRTHEEBE AN, 251 50 .

MEILZE M4 (Virtual Cloud Network) #7412 h ik 45 7 VCN.

MFR (Subnet) TH 8 & Pk EAE M (R AZhETRD .

VerP{E M %% 2 4RI HIR 8 (Use Network Security Groupsto Control Traffic), SR )58 & B VCN Bt & (1)
LAY,

S BLA 2L 1P bliE (Assign a Public |p Address) Hui% 440 .

TEZRAN SSH #%4A (Add SSH keys) ', siiithIb 2y £3%54A (Paste Public Keys) MLk f& 4 I SSH %9

BT Linux [)SE8 FH SSH %5 FHXT I AN 2 2 B R e FeE FH P AT S ik o 2 B B R AT A JL%5 4] . T
DATE B S A9 IR AAEH R B AE TE S0 L BRI A IS . A7 CHEN, 52445 B Linux 5241 IR X

Al B RS RIET (Show Advanced Options) #f4% UL TF% 5 .

7 FIEALBIZR (Initialization Script) , i M= #14ELEIZ (Paste Cloud-Init Script) FLik %415k &) ASA Virtual
Pt day0 Bic & . 24 ASA Virtual/F B0, 58 dayo Bl .

DL R /s 2 s B80T AAE = #I3A LB R (Cloud-Init Script) B S il FRE I 1 7 ) dayO e -
AR ASA i AR, 1S 0] (ASA BCETRM) M (ASA rdZ%) .

EEEM
MR B SCAS I, AR 2 =5 SCAR G S0 B0 IR 5 S B0 R IAAS , - DURE Sk sUBF RPN R JE 2% 1) Unicode 7

1.

!ASA Version 9.18.1
interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute
ipv6 enable

ipv6 address dhcp default
no shut

1

same-security-traffic permit inter-interface

[ 7 oCI HEE ASA Virtual


https://www.oracle.com/cloud/sign-in.html
https://docs.cloud.oracle.com/en-us/iaas/Content/Compute/Tasks/managingkeypairs.htm
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https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html
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a0 ||

same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

http server enable

http 0 0 management

aaa authentication ssh console LOCAL

15 st (Create).

T—¥Hit4
W% ASA Virtual 5241, 578132 (Create) 45, WREXERA “IEAEWEL” (Provisioning).

| o

BEEER  GPOIRSIEH EZ, — H ASA Virtual SEG WA Mis TIRA, BT 2EAE ASA Virtual i3 8l 58 2 /T
R4k 75 B 3% f2 VNIC.,

ASA Virtual 3 NIZTPIREIFIER:—A VNIC GEZ Wi+ E (Compute) > 32151 (I nstances) > S2flli£4H
=B (Instance Details) > £/ VNIC (Attached VNICs)) . iXF 4 E VNIC, J4Wut 4 VON,
1E ASA Virtual 5E B BT R B Z 8, 1555 2 Al i HAth VON I (8. #4482 VNIC,
LA#ZE ASA Virtual FIERfK VNIC.

R

W1 EPEHH BN ASA Virtual 3£

$I2 R KEFEREER VNIC (Attached VNICs) > fi]# VNIC (Create VNIC).
L3 HIA VNIC A& FR (Name), #1401 Inside.

$£E4 NERIEML (Virtual Cloud Network) 2413 Hi%k$ VCN.

FIES  FW (Subnet) NHIRERLE M,
¥

6 L ERAMKR LB EITRE (Use Network Security Groupsto Control Traffic), #RJ5ik# 4 ik VCN & 1)
whY,

LT kP EGTIE B ER 1 A 4w A I (Use Network Security Groups to Control Traffic).
PR8Ik fEEM IPHitE. [CYEEN VNIC EHRE 1P I, A FEPATICEAE
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7E 0CI L #3E ASA Virtual |
B i vnic sEmsses sy

ARG E P, OCI ¥ WIS Be s TP i CIDR Hesfic 1P Hodik .
I FERCE IPv6 ik, 5 RN E RIS feE— 1) TPve bk,

$B9  LdHRFEN (Save Changes) LLEI#: VNIC.
W0 AFE TR A VNIC E S R .

F21EE R VNIC 75 n e B #0 )
Vo 545 P 2R U N 381 P 3 RN A B R

UK

T KL PER S (Networking) > Bl Z M4 (Virtual Cloud Networks), R sihi'5 VON RIRIIER AR di2 (9
MDD .

P2 fURMEBEHN (Add Route Rules).

$IE3 NEIREE (Target Type) FMzslEF, EHFEER IP (PrivatelP).

$IE 4 NBERIZEE! (Destination Type) F+741& H11E$PECIDR $ (CIDR Block).

HIE5 i NBFR IPv4 CIDR £, %1 0.0.0.0/0,

$IB6 HiANB#R IPv6 CIDR R, it [::/0].

$£18 7 £ BFrER (Target Selection) 7B A VNIC [FAH 1P Huhik.
WERAR ) VNIC Wi/ fic TP Huhik,  JWRTBAM VNIC VA5 E (iHE (Compute) > 524 (Instances) > SKANFLR{E R
(Instance Details) > iE3%/Y VNIC (Attached VNICs)) "¢k H s/ B Ay 1P Mtk

FIE8 AURMEEMAMN (Add Route Rules).

W9 XRE P MR VNIC EE Y.
ASA Virtual (F#25F DHCP) it B T 7 i S b A .

ipv6 route <interface name> <interface subnet CIDR> <ipv6_virtual router ip>

il
* ipv6 route inside 2603:¢020:5:5800::/64 fe80::200:171f:fe96:921b

* ipv6 route outside 2603:c020:6:ba00::/64 fe80::200:17ff:fe21:748c
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7 ocl L3573 AsA Virual 251 ]

7£ OCI _ti751a] ASA Virtual 245

ST LU 544152 (SSH) XEBERIERE I I AEIZAT U501
* KZHL UNIX JAURS 11 RSB BRINEL B SSH 2% 7

* Windows 10 A1 Windows Server 2019 R4 W 4,4 OpenSSH 7% )i, 41 A# ] Oracle 2= FEA ¥ it
AR SSH B ARG seqs, U5 A FH e ) i o

o Xp T2t Windows A, #0] LLA http:/www.putty.org 355 2% 1) SSH & 7 b PuTTY o

AR
TR L M A RE I B 5 -

o PRSI ASEIP Hl . BT DL SIS B ST 5 B (Instance Details) G [ SRE L .
FITSHEE . ERL BB M (Core Infrastructure), #3515 (Compute) Jf 4 7S£
(Instances). #RJ&, ERMEMSEH]. B, EnT LU %0 %% ListVnicAttachments 1 GetVnic
BAE.

o SEI L A R R

o JEBN SIS FH ) SSH 25 86 R FABH R 7 (1) e ik AT . A ORE X IVEAIE B, ES T
Linux SEA7) 48 B2 0T

)

AR ATLUEH] day0 FCE R E B FEIE SRR S48 )5 Sh 010 6K SSH 85 BP0 K6 5k ASA Virtual 24 .

{& A SSH 1%E3%%I ASA Virtual =15

5 Unix RS I R 203482 8] ASA Virtual 5241, 3548 SSH % 5% 52491
UL

PR AL N iy BB SRR, DI A ] DASE U

$ chmod 400 <private_key>

Horp

<private_key> st CIFHISEBBARTIARE, SR 5 E05 0] 1 S B SHR AL o
P2 AHLLT SSH iy 4 1) L4591 o

$ ssh -i <private_key> <username>@<public-ip-address>

e
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B =75 openssH i1£5) ASA Virtual 52451

<private key> JE IR SEHEMATTNARR, L ICAFAL S 5 EET 0] (K 5245 DGR M FAEH
<username> 5t ASA Virtual SZHIHIH ) 44 .
<public-ip-address> & MNFEHI G KR SLH] 1P Hubk,

<ipvé-address> EE IS HH: O IPve Hilik.

{# A OpenSSH % #%Z!| ASA Virtual 3£ {51

32 Windows Z 2014 ASA Virtual 5249, %48 1] OpenSSH & 53 5241 o
UK

PR WU AT IS T, W28 SO, DU R A R RE OO

PAT LT #R 1

a) {F Windows YR HEAs, SHRFAHICM, A8 EZCr, K5 A B (Properties).

b) TERE (Security) LUk I, MtiEZ% (Advanced).

c) HWifrErEZ (Owner) LA ik,

d) riTiZEF44x (Disablelnheritance), X5+ 3T & B4R A PREE 1 9 T 3UALBR (Convertinherited permissions
into explicit permissions on this object).

e) EFEAZEIMH ik AR H, AR5 iR (Remove).

) BAOREEI bk P (0 5 e AR Sk 52 242§l (Full control).

g) TRAFHEM.

SR 2 TERFISEE], 15FTIT Windows PowerShell 31217 L R iy 4
$ ssh -i <private_key> <username>@<public-ip-address>
Horpre
<private_key> & IAFHISERBARMATR, &IOS 207 v RS2 IR AA T o
<username> st ASA Virtual 341 ¥ H 7 4.

<public-ip-address> @& MNFEHI G R SLH] 1P Mtk

{s£ F PuTTY %3%%I ASA Virtual 3£ 43|

FAEF PuTTY M Windows Z 4034 #:5 ASA Virtual 3241, 5HATPA N 4%

[ 7 oCI HEE ASA Virtual



| 7 ocI L#BE ASA Virtual
ey

UK

SEE1 I PuTTY,
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