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A Day 0 B E 3

1EJA 5l ASA Virtual Z 1, &0 LIHES—A Day 0 fic & SC/F. SO RS E ASA Virtual J& B
N ) ASA Virtual Bt & (19 SCARSCAE . AR BC BRI EE BRI TAE H ki 4424 “day0-config” 1)
SCATCA, IR N R BN e I day0.iso SCAE. Day 0 Fr B ST A S A A S K o A B
B O DL BE T AT S S0 UE ¥ SSH RSS2 K1 4, (HEIE n] Q5 58 241K ASA L 'E . day0.iso
S CH%E X day0.iso BUERIA day0.iso) WAAUTE YR St fe i i

FiaZ /i
FATFEA B A 192 Linux, {HXFT Windows 45 250K 92 AR P

o BAEWIUEH B LR A B) 58 B ASA Virtual FVF ]I R, 5K AR Be o Fas N AR A A
VA 543 (ID) AR5 Day 0 Bt & SCHRAE TR — H sk HAa o “idtoken” [ SCASCAE o
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o WA AHLE T A 5l ASA Virtual 2 BTV I Day 0 U B SO 00 R 5 vk g BEAEVIAG )3 5l ASA Virtual
ZJE i Day 0 fic'®, WAZIPAT writeerase iy 4, W Day 0 it & SC2F, SRJ555) ASA
Virtual.
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HIE1 {244 “day0-config” HISCA AT HI A ASA Virtual ) CLI BCE o 700 =AM 11 A48 11 B0 BN 75 AR ) HoAth g

B

FH—ATM LA ASA AT k. dayO-config W iZ & B H ASA L& . A% dayO-config 151 7 & MILAE H ASA
¥, ASA Virtual E1|— MEATHCE R T 75384« dayO-config 1 FIATIFR 2, N5EUE 1 show run ay &% H H &
S AHFT o
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ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
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ip address 198.51.100.2 255.255.255.0

no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

B2 CAIE) e RRHR AR AR AR IS A R BEVE T UIE B A S A T S
CAEE) AN FESCAFE ) ID AR H SURANALEL & 1D AR SCA S
B4 (AR LRI ASA Virtual HIEFE T B ANV, 1R day0-config SCAFT AL LR AE R
 EEE I IP Mk
o (Alik) EEHITRREVFRT Y HTTP AR L
* AFE S HTTP ARE CAR457E) 5L tools.cisco.com (KN route fir 4
* K tools.cisco.com fi# 1y IP Huhik 1) DNS I 5% &%
* FrE SR K 1K) ASA Virtual VFRJE (15 GEVF ) fiC
« (ATIED HHIET ASA Virtual 75 CSSM HHbAT &R0 mE— T HL4
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SIS IR SO SO 1SO A AE R E L CD-ROME::

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@Quser-ubuntu:-/KvmAsas$

B4R B 8 1) B B 1 T R 45 g8 v ASA Virtual.
LIB6 TP 1 2|5, AN 1P Mkt 4 BB 1R ASA Virtual 178 530 ER A RC & S

{& A Hyper-V &1 2518 17 Day 0 fic & 3¢ 4ERZE ASA Virtual

FEWE Day 0 fC'E SCHF (fE#S Day 0 Fe B SO/ 25, #&8nT AT H Hyper-V B BEEAS AT
0z

S R RSEEEIERS (Server Manager) > T A (Tools) > Hyper-V &I22% (Hyper-V Manager).

HIR 2 {F Hyper-V & HLE A ) 5 7% B (Settings).  “BEHE " (Settings) M IGHEK T IF. fEAMIKAEHE (Hardware) &, 4
7 IDE #4128 1 (IDE Controller 1).
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2: Hyper-V &E18 35

2 Settings for ASAVS-100-10-14-22-new on UT1CO1HPV0307 [= o I
AS2W5-100-10-14-22-new v 4 » G
& Harduare ~ | & ovD Drive
L Add Hardware
M B10S Sebect the controler and location on the controller to attach the CD/DVD drive.
I Controler:  Lo<ation: :
- Moy IDE Controller 1 v | |0 (nuse) v
+ [0 Processor
i Spedfy the media to use with your virtual CDJDVD drive.
= I IDE Controller 0 None
# & Hard Dﬂ'.‘t- ¥ Image file:
4 VD Drive €2 \sers|dhensel. CISCO\RSAvHyperVidayt-30.50
= B 1DE Controler 1 [ Gromse...
{4 DVD Drive
day0-vIliso E
B SCSI Controlier

# 5 MNetwork Adapter
i To remeve the virtual CDOND dirive from this virtual machine, didk Remave.

T CoM1 .
¥ com2

H Drishenttee Drive

f Hanagement
[ame

25 Iniegration Services
& | Chedpont HeLocaw

— STt F'ngnq File Location

LErELY

W3 A EH R IR (Media) T, EFEBUKICH (Imagefile) Sk, RIS Day 0 ISO BLE AR HK, A
Ja KGR (Apply). 8 H KA 5 ASA Virtualltf, ZREGeHHET Day 0 Fo & SR B9 A A0 LB TICE

EHRMSITE Hyper—V FE#RZ ASA Virtual
fn] LU T Windows Powershell T 4T 1E Hyper-V [ 22%% ASA Virtual. 41 RS AEMAT ) Hyper-V i
%%E?J: WA 25048 F iy 24T %2 Hyper-V o
UK
1B 1 17 Windows Powershell,

$IB 2 #3E ASA Virtual:
=~
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f i Hyper-V £ T2 25 7€ Hyper-V £ % 4% ASA Virtual .

new-vm -name $fullVMName -MemoryStartupBytes $memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\S$ImageName.vhdx -Verbose

FIB3 M ASA Virtual 5, FH BRI CPU T4 (1),
Pl
set-vm -Name $fullVMName -ProcessorCount 4

WA (W) K4 AR SO A B AR
Pl

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

SIS () R TEE, W H VLAN ID.
w15l

Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

SE6 WO, DUE Hyper-V 3RETMA) 5 24
w15l

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115Imgmtswitch

ST INIMANEE .
=~

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

LIRS INmANE .
=~

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

{$£ A Hyper-V &2 25 7E Hyper-V £ %% ASA Virtual

&l LS Hyper-V B B8 7E Hyper-V | %% ASA Virtual.

$B1 HEPRFB/EIESRE (Server Manager) > TE (Tools) > Hyper-V &IH88 (Hyper-V Manager).
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. {5 F Hyper-V &8 32 7£ Hyper-V _t %23 ASA Virtual

I REBEBERF

u? 1c01hpv0307
Prme.CREC0UCom

Last installed update
Windows Update
Last checked for upg

Bitwise SSH Server Control Panel
Component Services

Computer Management

Connection Manager Administration Kit
Defragment and Optimize Drives
Embedded Lockdown Manager

Event Viewer

Group Policy Managerment
:Jor:l::; Off, Public: OFf ';'Jm:ﬂ:rws EError Repal Health Registration Authority s
] MSTOMET CXpEnenc Hh =
Enabled IE Enhanced z:cunty s 'E
= = i | Internat Infarmation Services ([I5) Manager N
S22 LR I Hyper-V 2SS,
[& 4: Hyper-V & 3285
Fie Agicn Veew Help
«w nm B
3 Hype-V Manuges A tices
Ha vnconenoxr Virtual Machines I TICOHPVO07 :
et | Mamme. gt Seste CPUUnsge  Asgned Memory  Uptime -
B vnconnern i posTMGCR Ruring 0% 2048 8 ™ fhe= f
e VPR § ASASI0IDBted  Rurig 0% 124 MG o | bmpet Veted Mockine
B ASArS 100 110 Nt o L HypeV Semags
i o 1 Vemasl Sevitch Manager
L 0 30 - L rew 0
B ASWI 01 10T00mand OF Vil SAN Manager
B2 100 14 NAAE - | et Dak
] = = | B tapect it
Checkpoints @ | @ sopsenice
That pasctied vt Pt il o CFSCRTTE ¥ Remove o
i Fefresh
WView L]
B Hee
| ASAVS-100-10-14-22-new -
&) Comnacr.
L Semmgn
ASAVS-100-10-14-22-new ©
Covted 22015 102145 PM Clustered i Ba Checipent
Wersaon 50 i Mo
Conrration: | o, Bpont.
e Piore P ——
B Delete
— = B Erable Rephcation.. i
H Hee w
1) - » f
'
w
PRI WA ERYUR IR, AR R P P F UL R, AR5 IEFR T (New) > FEHIUAL (Virtual

Machine) .
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{#E F Hyper-V 3222 7£ Hyper-V %23 ASA Virtual .

5: R ENEE B

File Action Wiew Help

«= === [

25 Hyper-V Manager

i' U71C0TH 1 | Airtinal Alaski .
i. u7ico1 HPVO?.’D| Mlew r Virtual Machine... ]
il U71COTHPVO30 | Impert Virtual Machine... Hard Disk...
Es U71C03HPVDED TEA— ' Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
— W ]
Edit Disk... thand off
Inspect Disk... fa¥:3
r mn
Stop Service
Remowe Server
Refresh
r The selected virtual machine hias r
| Wiew 3
Help

EFELY

Il
WIRA PRI RIS (New Virtual Machine Wizard).
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B = Hyper-v &5 2 Hyper-V %24 ASA Virtual

6: New Virtual Machine Wizard

~ New Virtual Machine Wizard -
*I Before You Begin
msvdzardgbsvmaee::teawmﬂnmtﬁwc;rndusewmafmag:m&nlaced%f‘emvxdnd
’ computers for a vanety of uses. You can use this wi to configure the virtual machine now, a
Spedfy Name and Location you can change the configurabion later using Hyper -V Manager,
ify Generation
Spedfy o To ceate a virtual machine, do one of the folowing:
Assign Memory
: » Chick Finish to create a virtual machine that is configured with default values.
Configure he tworking « Click Mext to areate a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

Next> || Fnsh || cance

SFreli

PE]S  PATHAFHEANLE, RELTER:
* #&11) ASA Virtual [f) % PR B
* AR ASA Virtual
ASA Virtual SCRFFIME—AUREE 14K,
* ASA Virtual ] N /75 (100Mbps 4y 1024 MB, 1Gbps & 2048 MB, 2Gbps 4 8192 MB)
« GRS CER R OB E BRI
* REFLMEE AL AL
HPE R I A R ERIER (Usean existing virtual hard disk), X535 %] VHDX SCAF A7 E

L6 it “5E” (Finish), MERPREHIL—AN B~ ASA Virtual it & X6 TG AE o
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$ET

{# A Hyper-V Z 32257 Hyper-V %235 ASA Virtual .

7R ERAAE

- New Virtual Machine Wizard

e
@ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to areate the
Spedfy Name and Location Folomra  teck it

b Description:

Assign Memory Mame: ASAv30-100-14-10-22

Confiours Ne i Gmerat:m. ::;1;:::m1

S b Network:  L1SImgmiswitch

Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<] n >

To greate the virtual machine and dose the wizard, didk Finish.

T A ) ASA Virtualfg P4~ vCPU, WDAZIAE JA 5l ASA Virtual Z §if& 4 vCPU . 7£ Hyper-V & BEES A7 (] i o
WE (Settings). “'E” (Settings) MTHHEREFT o ZEZMIN “HEfE” (Hardware) S5 |, i i 4k 32 8§ (Processor)
PLjin) “AbPEES” (Processor) T f%. # Number of virtual processors % 4h 4.

100Mbps F11Gbps FZALEA —4> vCPU, 2Gbps #ZALE A VI Vepu. ZRIME N 1.
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. {3 Hyper-V 3282 7 Hyper-V %% ASA Virtual

=)
w

®8

SRR ERRE

™ ASAV30-100-14-10-22 v 4 » G
# Hardware - n Processor
9 Add Hardware
(& BIOS You can modify the number of virtual processors based on the number of processors an
Boot from D the physical computer, You can also modify other resource control settings.
- Memory Mumber of virtual processors: |
8192 M8
# ) Processor | Resource control
4 Virtual processors | Youw can use resource controls to balance resources among virtual machines.
=l I IDE Controler 0 .
Virtual machine :
@  Hard Drive reserve (percentage): EI
asav 100- 14-10-22-430. vhdx Percent of total system resources: [ 0|
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):
None 1
Percent of total system resources: 12
& scsicontroler | |
#H H Network Adapter Relative weight:
115 Imgmtswitch =
¥ com1
None
¥ com2
Hone
o Diskette Drive
None
£ Management
\I] Name

ASAV30-100- 14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:'\Progr amDataWicrosoftiin. .
23 smart Paging Fie Location
C:WProgramData Microsoftiin...

B Anmatic Staer Aetion .

LPFELF

16 “EHML” (Virtual Machines) 25, JER M) ASA Virtual, J7i% 8478 i 4122 ) ASA Virtual & 55,
ARG Ul EEEE (Connect). I GB4TIT, WonE45 15 ASA Virtual.
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{£ F Hyper-V 222 7 Hyper-V £ %2 %% ASA Virtual .

9: FESEE E M

é"u'irtual Machines

-

MName State CPU Usage Assigned Memory Uptime -
] - ASAVE-100-14-10-16 Ciff
- ASAVET00-10-14-22new i
: ASAvI0-100-14-10-16-byhand off
;3 eliten i el Connect... i
{5 ASAv3ID-100-14-10-16
2 ASAVI0-100-14-10-16-byhs Settings...
( AC AuAM AAM 44 40 428 Sfnt 8
2 Checkpoint
: Checkpoints =
: Maove...

Export... sckpoints.

Rename...

Delete...

Enable Replication...

Help 5

S AF “BRINLER” (Virtual Machine Connection) il G % I, MWL) “Ja3h” (Start) #4118 3) ASA
Virtual.

10: B0 E AN

& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH
File Action Media View Help

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off P
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. M Hyper-V & 3223875 M 4515 AL

FEE10 ASA Virtual {5 S Rt S AE S 5 1
B 11: AL iR

No

En

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection

phoarc

@ (w) @@ Wb | e

udp I‘l‘l" T_ﬂ I'1PF commands

ing *
M i ]
nuerting

A SU-DRBG health test...
DRBG health test pas

|=|a] x |

A" and installing certificate...

Status: Running

M Hyper-V & 31223 R0 W 4% 1& B 25

7£ Hyper-V 32 ASA Virtual |

Brif & 1) ASA Virtual 47— MGG RC 3. T Z 2 DU A IE TS . AR, TA TR

VS TP S 1 2955 P 4%

Fia Z |l

* ASA Virtual AT 5= RS

S 7F Hyper-V & HEE8 A0 SR B (Settings).  “W 7 (Settings) XHHERFI TFo AEAEMN) “hfif4” (Hardware) S 5.
T, SidiRnfEH (Add Hardware), #AJ5 it M4giERC8S (Network Adapter).

iR
T IH AR M R TG RS 7
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M Hyperv zEimmsERs ]

B 12 5 % B RS

% _Hardware ~ | ¥ AddHardware
| Add Hardware
ﬁElIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. vismory 551 Controller
8192MB Metwark: Adapber
B Processor Legacy Metwork Adapter
1Y 0N poocesace Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive

asay 100-14-10-22-v 30, vhdx

= W mE Controber 1
‘, OVD Drive A network adapter requines drivers that are instaled when you install integration
None services in the guest operating system.
SCSI Controlier
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAV30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
Automatic Start Action
Restart if previously running L |
I§) Automatic Skop Action =]

8

]

g
i

FRR2 ARG G, W USRI NN AR D RE . WA 2, W] DABEE VLAN ID,

7£ Hyper-V £ EBZ ASA Virtual .
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B cxnszmszn

B 13: 18 MR Bl 3R B

# Hardware

¥ Add Hardware
= BI0S
Boat from CD
. Marmory
a192MB
. Pracessor
1 Virtual processar
= B IDE Controller 0
¥ =3 Hard Drive
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1
{4 DVD Drive
Mone
B scsi Controller
® U Metwork Adapter
115 imgmiswitch
U Wetwork Adapter
1151 mgrtswitch
7 eomy
Mone
¥ comz
None
) Diskette Drive
hone
# Management

ASAv30-100-14-20-22
2 Integration Services

Some services offered
13 Chedkpoint File Location

&4 Smart Paging Fie Lacation
C:\ProgramData Microsoftiiin..
Db Mutomatic Start Action

C:\ProgramDataMicrosoftiin... ||

U Network Adapter
Spedify the configuration of the network adapter or remove: the network adapter,
virtual switch:
[ 125 imamtswitch v

YLANID

[+ Enable virtual LAN identification

“The VLAN identifier spedifies the virtual LAN that this virtual machine will use for al
netwark communications through this network adap ter.

=
Bandwidth Management
[] Enable bandwidth management

Specify how this metwork sdapter utiize= nebwork bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.

Minimum bandwidth: 0] Mbps

Maoomum bandwicith: 0] Mbps
o Ta leawe the minimum or mz

To remowe the network adapter from this wirtual machine, dick Remave.

0 use alegacy network adapter instead of this network adapter to perform a
network-basced inctallation of the guest operating system or when integration
services are not installed in the guest operating system.

mum worestricted, spedfy 0 as the value,

TEPELY

fi2 4L ) £ 1 Fic 25 22 AR

Hyper-V 45 R FH (19 W 25 452 T A2 0K “ IS TG RCAS 7 o USRI 28 AR AT A IR i 44 0%, ml figssid
IR . AR Hyper-V B HLEHE A FR . L8 L204F H Windows Powershell iy & 24 44 FK o

$SIE1 $TJF Windows Powershell.
IR 2 HI T EE O  AE EA

il
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wac % [

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAVVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[1] -newname outside

MAC It iE Hx U

L ASA Virtual L WA SAL LB A, F 923 vl I PE 32 F /& s e #6008 A 42 1T I
MAC Huhb#R S . %87 LLZE Hyper-V B EL8 5k A B Powershell iy 2 HUAT B ER1E

{£ F§ Hyper-V &2 23F. & MAC b1k 2i I

] LU Hyper-V & B8 7E Hyper-V _ERCE MAC K.
72

$IB1 L2 RS EEIRRE (Server Manager) > T & (Tools) > Hyper-V &3228 (Hyper-V Manager).
BERPRs L Hyper-V B EESS

P2 1E Hyper-V & L&A M mial g E (Settings), TIFBEE X IHHE.
WIE3 EAMIMREH (Hardware) SEH T :
1. A AER (Inside) HRIT .
2. HiiERINEE (Advanced Features) 1 7F MAC Hidikik 17
3. sidi/BA MAC Htlit i3 (Enable MAC address spoofing) Fi %4 .

PR WHNRIE O IR AR

(EA L ITEE MAC it HR I

14 0] LT ] Windows Powershell i 447 7E Hyper-V L& MAC i .

o
i

$121 $JF Windows Powershell.
HIE2 iLE MAC Huhk I .

T
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Set-VMNetworkAdapter -VMName S$vm name)\
-ComputerName S$computer name -MacAddressSpoofing On\
-VMNetworkAdapterName S$network adapter\r"

BcE SSH

#0] LAYE Hyper-V & #2841 Virtual Machine Connection ', il 45 BEFZ 114 ASA Virtualfid & SSH i
o AR ZATH] Day 0 o B SO, AT R ILESIN SSH Uil . A XTE4I{E B, 1EZ M AE# Day 0 i
B

SUE
LB KAUE S5 7/E RSA %X

Al

asav# show crypto key mypubkey rsa

N
g
N

WHRAAFAE RSA BEAX, 54 RSA BT

ENUE

asav (conf t)# crypto key generate rsa modulus 2048
username test password testl23 privilege 15

aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management
ssh version 2

$IB3 BAF 7 nl LA PC 18 1] SSH /7 ] ASA Virtual.

CPU E RS

“CPU A #” (CPU Utilization) #) &5 T 48 N W A 1) CPU H bt 8%, HZOfEdkmig

B BB AT R 30% & 40% R CPU K&, 1E IR BHEIT KL 60% & 70% I & .

ASA Virtual 289 vCPU (£ B &%

ASA Virtual vCPU % o T H T HR k42, Pl nUM SRR K vCPU H
Hyper-V % 1#] vCPU i Hl R 045 LI ASA Virtual fEHI%, K.

* ASA Virtual 7% [ i 1]

* HI T ASA JEHHLIK %SYS JF4H

[ 7 Hyper-V _H#3E ASA Virtual
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CPU {& FH 11

show cpu usage fir % ] H T /s CPU I 48HE .

A5l

Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
TECL R, 5 1 vCPU A IR AN :

* ASA Virtual #75: 40%

* DP: 35%

© SRERHERR: 5%

* ASA ({2l ASA Virtual $#£55) : 40%

* ASA AR 10%

© JFES: 45%

7E Hyper-V F 232 ASA Virtual ]



7£ Hyper-V 32 ASA Virtual |
B crosmzmm

[ 7 Hyper-V _H#3E ASA Virtual



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
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